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Preface

NSS 2012, the 6th International Conference on Network and System Security,
was held in Wuyishan, Fujian, China, during November 21-23, 2012. The confer-
ence was organized and supported by the School of Mathematics and Computer
Science, Fujian Normal University, China.

NSS is a series of events covering research on all theoretical and practical
aspects related to network and system security. The aim of NSS is to provide
a leading edge forum to foster interaction between researchers and developers
within the network and system security communities, and to give attendees an
opportunity to interact with experts in academia, industry, and government.

In response to the call for papers, 173 papers were submitted to NSS 2012.
These papers were evaluated on the basis of their significance, novelty, technical
quality, and practical impact. The review and discussion were held electronically
using EasyChair. Of the papers submitted, 39 were selected for inclusion in this
Springer volume (LNCS 7645), giving an acceptance rate lower than 23%.

The conference also featured three keynote speeches, by Rajkumar Buyya
entitled “Market-Oriented and Energy-Efficient Cloud Computing,” by Ravi
Sandhu entitled “The Future of Access Control: Attributes, Automation and
Adaptation,” and by Wanlei Zhou entitled “Traceback of Distributed Denial-of-
Service (DDoS) Attacks,” respectively.

We are very grateful to the people whose work ensured a smooth organiza-
tion process: Xinyi Huang, Muttukrishnan Rajarajan, and Yong Guan, Publicity
Chairs, for their work in ensuring the wide distribution of the call for papers and
participation; Shengyuan Zhang and Ayong Ye, Organizing Chairs, for taking
care of the local organization; and Xiaohui Hu for managing the conference
website.

Last but certainly not least our thanks go to all authors who submitted
papers and all attendees. We hope you enjoy the conference proceedings!

November 2012 Li Xu
Elisa Bertino
Yi Mu
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Enhancing List-Based Packet Filter
Using IP Verification Mechanism against IP Spoofing
Attack in Network Intrusion Detection

Yuxin Meng and Lam-for Kwok

Department of Computer Science
City University of Hong Kong
Hong Kong SAR, China
ymeng8@student.cityu.edu.hk

Abstract. Signature-based network intrusion detection systems (NIDSs) have
become an essential part in current network security infrastructure to identify
different kinds of network attacks. However, signature matching is a big suffer-
ing problem for these systems in which the cost of the signature matching is at
least linear to the size of an input string. To mitigate this issue, we have devel-
oped a context-aware packet filter by means of the blacklist technique to filter out
network packets for a signature-based NIDS and achieved good results. But the
effect of the whitelist technique has not been explored in our previous work. In
this paper, we therefore aim to develop a list-based packet filter by combining the
whitelist technique with the blacklist-based packet filter under some specific con-
ditions, and investigate the effect of the whitelist on packet filtration. To protect
both the blacklist and the whitelist, we employ an IP verification mechanism to
defend against IP spoofing attack. We implemented the list-based packet filter in a
network environment and evaluated it with two distinct datasets, the experimental
results show that by deploying with the IP verification mechanism, the whitelist
technique can improve the packet filtration without lowering network security.

Keywords: Intrusion Detection System, Network Packet Filter, List Technique,
Network Security and Performance, IP Verification.

1 Introduction

Network threats (e.g., virus, worms, phishing sites) have become a big problem to
current network communications. To mitigate this issue, network intrusion detection
systems (NIDSs) [[1l2] have been widely deployed in personal computers and public
networks with the purpose of defending against different kinds of network attacks.

In general, network intrusion detection systems can be classified into two categories:
signature-based NIDS and anomaly-based NIDS. The signature-based NIDS [35] (also
called misuse-based NIDS or rule-based NIDS) detects an attack by comparing its sig-
natures with incoming packet payloads. The signature is a kind of descriptions for a
known attack. On the other hand, the anomaly-based NIDS [6/7] detects an attack by
discovering significant deviations between its established normal profile and observed

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 1-[[4] 2012.
(© Springer-Verlag Berlin Heidelberg 2012



2 Y. Meng and L.-f. Kwok

events. A normal profile represents the normal behavior of a user or a network col-
lection. In real deployment, the method of comparing signatures is more popular than
the approach of identifying anomalies, the reason is that the signature-based NIDS can
relatively achieve lower false alarm rate [[1 1]

Problem. Although NIDSs have become an important and essential part to current net-
work security infrastructure, it is a big challenge for these intrusion detection systems,
especially for the signature-based NIDS in a high volume traffic environment in which
they could drop a large number of network packets due to the expensive signature
matching procedure. For example, Snort [3I8]] which is an open-source signature-based
NIDS, can quickly exhaust a computer’s memory in a heavy traffic environment and dis-
card huge amounts of packets since the number of network packets from the intensive
web-traffic environment can greatly exceed its maximum processing capability [4]]. The
terrible performance of a signature-based NIDS under such environment could cause
lots of security issues (i.e., missing some deleterious packets may leave out network
attacks). The consuming time of a signature-based NIDS is mainly spent in comparing
their signatures with incoming packet payloads in which the computing consumption is
at least linear to the size of an input string [9].

To mitigate the above issue, we have previously proposed and developed a context-
aware blacklist-based packet filter [22]], which was based on blacklist technique to re-
duce the burden of a signature-based NIDS by pre-filtering out a number of network
packets. In particular, we generated the blacklist by means of a statistic-based method
(called weighted ratio-based blacklist generation) in the component of monitor engine
to calculate the IP confidence. In the experiment, we initially evaluated the context-
aware blacklist-based packet filter with the DARPA dataset and the experimental results
showed that our approach encouragingly achieved an improvement over the processing
time than the traditional signature-based intrusion detection systems (e.g., Snort).

Motivation. The list-technique, which consists of both a blacklist and a whitelist, has
been extensively investigated in the field of spam detection. In our previous work [22],
we presented a novel work by constructing a network packet filter with the blacklist
technique. In real settings, we notice that the blacklist technique is more prevalent than
the whitelist technique since the whitelist is considered too costly to network security.
For instance, a network packet can pass through a NIDS directly if this packet’s source
IP address is recorded in the whitelist. However, we find that by providing with some
certain protections and under some specific conditions, the whitelist may be very useful
in real applications. For instance, the whitelist technique has been widely used to protect
a network server from DDoS attack [[15/18]]. In this work, our motivation is therefore
to construct a list-based packet filter with an IP verification mechanism and investigate
the effect of the whitelist technique on packet filtration.

Contributions. In our previous work [22]], we have not investigated the effect of the
whitelist technique on packet filtration. With the above motivation, in this paper, we
therefore attempt to combine the whitelist technique with the previously developed
blacklist-based packet filter, and evaluate the effect of the whitelist technique on refining

! False alarm rate (FAR) is the total number of false negatives and false positives divided by the
total number of alarms.
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network packets. Specifically, to defend against the IP spoofing attack which is the ma-
jor challenge for the list-based packet filter, we employed an IP verification mechanism
behind the blacklist and the whitelist to safeguard network security. In the experiment,
we deployed the developed context-aware list-based packet filter into a network envi-
ronment, evaluating with the DARPA dateset and a real dataset respectively. The experi-
mental results show that by protecting with the IP verification mechanism, the list-based
packet filter can effectively prevent the IP spoofing attack, and the whitelist technique
can offer further improvements on packet filtration without lowering network security.
The contributions of our work can be summarized as below:

— We developed a context-aware list-based packet filter by integrating the whitelist
technique into our previously developed blacklist-based packet filter. Being aware
of the limitations of the whitelist, we conducted the packet filtration by using the
whitelist under some specific conditions.

— We identify that IP spoofing is a major attack for a list-based packet filter. To de-
fend against this attack, we employ an IP verification mechanism to protect both
the blacklist and the whitelist. By deploying with this mechanism, the list-based
packet filter can achieve a good packet filtration rate and filtration accuracy without
lowering network security.

— In the experiment, we evaluated the list-based packet filter with both the DARPA
dataset and a real dataset. The experimental results show that the whitelist technique
can make a positive impact on packet filtration and that, by protecting with the IP
verification mechanism, the list-based packet filter can achieve a better outcome.

The remaining parts of this paper are organized as follows: we introduce our previ-
ously developed context-aware blacklist-based packet filter and describe some related
work regarding to the applications of whitelist technique in Section[2} in Section[3] we
describe the architecture of the context-aware list-based packet filter and detail the inter-
actions among its components; we describe the experimental methodology and results
in Section [} at last, we conclude our work in Section[3

2 Background

In this section, we begin by briefly introducing our previously developed context-aware
blacklist-based packet filter and then we describe some related work about the applica-
tions of whitelist technique.

2.1 Context-Aware Blacklist-Based Packet Filter

In our previous work [22], we proposed and developed a context-aware blacklist-based
packet filter to reduce the processing burden of a signature-based NIDS by pre-filtering
out massive network packets. The previous analysis also showed that this filter would
not lower network security even under an IP spoofing attack. The architecture of de-
ploying the context-aware blacklist-based packet filter is shown in Fig.[1l

In real settings, a NIDS is usually deployed in front of an internal network so as
to protect the whole network environment from network attacks by monitoring the net-
work traffic and producing alert messages. Therefore, the context-aware blacklist-based
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Network Traffic

Blacklist-based Packet Filter :-}

F y
Data Update
A 4

——> Internal Network

Monitor Engine P

Network Intrusion Detection Svstem

Context-aware Blacklist-based Packet Filter

Fig. 1. The architecture of deploying the context-aware blacklist-based packet filter in network
intrusion detection

packet filter is implemented in front of the NIDS to alleviate its burden by filtering out
a large number of network packets. As shown in Fig.[I] there are mainly two developed
components in the context-aware blacklist-based packet filter: a blacklist-based packet
filter and a monitor engine. The blacklist-based packet filter is the core component
that filters out network packets and compares packet payloads with NIDS signatures
in terms of their IP addresses. The monitor engine is responsible for calculating the TP
confidence by collecting the network data (e.g., alarms) transmitted from both the NIDS
and the blacklist-based packet filter. In addition, the monitor engine will periodically
update the blacklist in the blacklist-based packet filter by using a method of weighted
ratio-based blacklist generation. The formula of the weighted ratio-based blacklist gen-
eration is given as below:

_ il
IP confidence = ST 10 k(n, m € N)
In the formula, ¢ represents the number of good packets, k represents the number of bad
packets and 10 is the provided weighted value. More specific details of the blacklist
generation and the component interactions can be refer to our previous work [22]].

In practice, network traffic will first reach the blacklist-based packet filter and the
filter will search for IP addresses in the blacklist. If the IP address of the packet is in
the blacklist, then the filter will further compare its payload with the NIDS signatures.
If a match is identified, then the blacklist-based packet filter will block this packet and
generate an alert. At the same time, a short message will be sent out from the blacklist-
based packet filter to the monitor engine. On the other hand, if the packet payload does
not match any NIDS signatures, then this packet will be sent to the Internal Network.

In addition, if the IP address of the packet is not found in the blacklist, then the
packet will be sent to the NIDS for examination. The alert messages generated from
the NIDS will be collected by the monitor engine in calculating IP confidence. Through
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interacting with the NIDS and comparing the packet payloads with the NIDS signatures,
the context-aware blacklist-based packet filter can filter out network packets without
affecting network security even under an IP spoofing attack.

2.2 Related Work

The whitelist technique, which is used to describe a list of entities that are authorized
with a particular privilege, has been widely deployed and studied in the field of spam
detection. The whitelist can be used to identify the senders from who users are will-
ing to accept emails [[14] and can be implemented into a challenge-response system as
an anti-spam solution that is able to accompany with currently existing anti-spoofing
techniques [[10].

Currently, the whitelist technique are also being applied into many other fields. For
example, Lofgren and Hopper [12] employed the whitelist in the anonymous authentica-
tion and presented a system of FAUST, a TTP-Free scheme that eliminated the blacklist
and replaced it with an implicit whitelist. The system of FAUST therefore could allow
an anonymous user to prove that he or she was authorized to access an online service,
however, if the user misbehaved, he or she could retain the anonymity but would be
unable to authenticate in future sessions.

In addition, a lot of studies utilize the whitelist technique to defend against several
network attacks such as DDoS attack. Kim et al. [20] proposed a whitelist-based de-
fense scheme that increased connection success ratio of legitimate connection requests
under SYN flooding attacks. Their experimental results showed that their proposed
method could ensure a high connection success ratio for legitimate clients under the
SYN flooding. Then, Chen and Itoh [[18] proposed a whitelist-based approach to de-
fend against flooding attacks on a SIP server. This approach was capable of keeping
the most comprehensive and up-to-date information about the legitimate SIP clients.
However, it has some limitations in dealing with attacks from a botnet. To mitigate this
problem, Yoon [[15] presented a new survival strategy by using the whitelist technique.
This work proposed that the IP addresses, which were from the previously successful
logins, should be gathered to make a whitelist (called very important IP addresses-VIP
list). When the victim is under a DDoS attack, they give higher priority to the traffic
that belongs to the VIP list. Their analysis and experimental results showed that the VIP
list could enable the Critical Internet Sites (CIS) to continue its business even under a
severe DDoS attack scenario.

In this work, we mainly attempt to construct a list-based packet filter by implement-
ing the whitelist technique into our developed context-aware blacklist-based packet
filter under some conditions, and to investigate the effect of the whitelist on packet
filtration, which has not been explored in our previous work. In terms of the previous
studies, we identify that IP spoofing is a major attack for the list-based packet filter.
Therefore, to protect the blacklist and the whitelist against IP spoofing attack, we fur-
ther employ an IP verification mechanism behind the list when filtering out network
packets. The evaluation presents positive results by adding the whitelist technique in
the aspect of packet filtration. Additionally, the results also indicate that by deploying
with our developed IP verification mechanism, the list-based packet filter can efficiently
filter out network packets without lowering network security.
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Fig. 2. The high-level architecture of deploying the context-aware list-based packet filter in net-
work intrusion detection environment

3 Context-Aware List-Based Packet Filter

The list technique consists of both a blacklist and a whitelist. By combining the whitelist
technique with the developed blacklist-based packet filter, we accordingly name the new
one as the list-based packet filter, since the new packet filter contains both the blacklist
and the whitelist. The high-level architecture of constructing and deploying the context-
aware list-based packet filter is shown in Fig.

In order to combine the whitelist with the blacklist-based packet filter, we mainly de-
velop a component of whitelist-based packet filter as shown in Fig.[2] and we deploy it
in front of the blacklist-based packet filter. Therefore, there are totally five major com-
ponents in the context-aware list-based packet filter: a whitelist-based packet filter, a
blacklist-based packet filter, a monitor engine, an IP verification module and a network
intrusion detection system (NIDS).

In the remaining parts, we first describe the construction of the whitelist-based packet
filter. Then, we present the interactions among the whitelist-based packet filter, the
blacklist-based packet filter, the monitor engine, the IP verification module and the net-
work intrusion detection system. Finally, we describe the IP verification module how to
protect the list-based packet filter against IP spoofing.

3.1 Whitelist-Based Packet Filter

The construction of the whitelist-based packet filter is illustrated in Fig. Bl There are
mainly two parts: Whitelist and Look-up Table. The Whitelist contains all whitelist-
ing IP addresses while the Look-up Table is optional which contains two sub-tables:
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‘Whitelist Look-up Table
Source IP address Special Conditions General Conditions
IP addressl None
Flag Information,
IP address2 Source Port Number...
Type of Service,
IP address3 Total Length Destination Port
Number, etc.
IP address4 None

Fig. 3. The construction of the whitelist-based packet filter: Whitelist and Look-up Table

Special Conditions and General Conditions. The table of General Conditions stores
all additional conditions that can be compared with incoming packets such as Flag in-
formation, Type of service, etc. The table of Special Conditions records some special
conditions for a particular source IP address. Take the source port number as an exam-
ple, this port number could be extracted from the historic data that has been proven to
be free from attacks. In real settings, the two tables are mainly constructed by using
expert knowledge (i.e., experts’ advice and analysis) and analyzing the historic data.

If the two tables contain any conditions, then the incoming packets will be allowed to
the Internal Network if and only if these packets meet all the conditions. Two possible
situations of the packet filtration in the whitelist-based packet filter are described as
below:

— If a packet is from IP addressl or IP address4, then this packet will be directly
compared with the conditions in the table of General Conditions since there is no
content in the table of Special Conditions.

e If all conditions in the table of Special Conditions are matched, then the packet
will be directly sent to the IP Verification Module.

e If at least one condition is not matched, then the packet will be sent to the
blacklist-based packet filter.

— If a packet is from IP address2 or IP address3, then this packet will be first com-
pared with the conditions (e.g., Flag information, Total length) in the table of Spe-
cial Conditions.

e If all conditions are matched, then the packet will be compared with the condi-
tions in the table of General Conditions.

e If not all conditions are matched in any of these two tables, then the packet will
be sent to the blacklist-based packet filter.

e If and only if all conditions in the two tables are matched, the packet can be
sent to the IP Verification Module.
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Fig. 4. The interactions among the whitelist-based packet filter, the blacklist-based packet filter,
the monitor engine, the IP verification module and the network intrusion detection system

3.2 Interactions among Components

The explicit interactions among the components in the context-aware list-based packet
filter are illustrated in Fig.

In real settings, when a packet arrives, it will reach the whitelist-based packet filter at
first. If the IP address of this packet is in the whitelist, then this packet will be compared
with all the conditions in the look-up table.

— If all the conditions are matched, then the packet will be sent to the IP verification
module.
o If the IP verification process is successful, then the packet can be sent to Inter-
nal Network directly without the examination from the NIDS.
o If the IP verification process is not successful, then the packet will be blocked.
— If at least one condition is not matched, then the packet will be sent to the blacklist-
based packet filter and NIDS.

On the other hand, if the IP address of the packet is not in the whitelist, then the packet
will be sent to the blacklist-based packet filter. The checking procedure in the blacklist-
based packet filter is described as below:

— If the IP address of the packet is in the blacklist, then the payload of this packet will
be compared with the signatures in its look-up table ]
e If a match is found, then the filter will block this packet and make an alarm.
Besides, a message will be sent out from the blacklist-based packet filter to the
monitor engine, reporting the generated alarm and relevant IP address.

2 The look-up table in the blacklist-based packet filter is organized different from that in the
whitelist-based packet filter. Details can be referred to our previous work [22].
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o If the payload of the packet does not match any of the signatures, then this
packet will be sent to the IP verification module. If and only if the IP verifica-

tion is successful, the packet can be allowed to enter into Internal Network.
— If the IP address is not in the blacklist, then the packet will be sent to the NIDS,

and the NIDS will examine the packet in the traditional way.

After the examination, the NIDS will report the packet state (e.g., good or bad) of the IP
address to the monitor engine. Finally, the monitor engine calculates the IP confidence
based on collected data and updates the blacklist periodically.

3.3 IP Verification Module

Based on our previous work, we identify that the IP-reputation based list-technique
including both the whitelist and the blacklist is vulnerable to IP spoofing attack. To
mitigate this problem, in this work, we deploy an IP verification module behind both
the whitelist-based packet filter and the blacklist-based packet filter to defend against
the IP spoofing attack by verifying IP sources (see Fig. 4.

The IP verification is a method of verifying whether an agent truly represents the
service or the user it claims to represent. Several commercial IP verification systems
(e.g., IP Source Guard [[16], Synopsys Verification IP [17]) have been used in anti-
DDoS systems to defend against IP spoofing attacks. The IP verification procedure can
be conducted at a network layer, a transport layer, or an application layer according to
the demand.

In general, the verification procedure is that, when a connection request packet ar-
rives, the IP verification system sends back a responding packet to the client address. If
a valid response comes back from the client, then the IP verification system will allow
the packets to the target network. Otherwise, the IP verification system will block this
packet and record this event.

Specifically, there are many ways to realize the IP verification such as traceback tech-
niques [23124] and prevention techniques [25126]. As a proof of concept, in this work,
we adopted the prevention technique and developed the IP verification module by us-
ing and modifying an open-source java-based projectH This project is a P2P program
so that we need to install it on both communication hosts. In particular, we denoted the
program deployed in the source host as client module and only denoted the program de-
ployed in the destination host (namely the filter) as IP verification module. The detailed
IP verification procedure and steps are described as below.

— When a packet arrives, the IP verification module sends back a UDP packet with a
randomly generated secret N to the client module of the source IP address.
— The client module receives the UDP packet and the secret N. Then, the client mod-
ule sends back a UDP packet with a secret IV + 1.
— The IP verification module receives the UDP packet and the secret N + 1. The task
is to verify whether the secret value is correct.
o If the secret value is correct, then the IP source is regarded to be true.
o If the secret value is false or the IP verification module does not receive the
UDP packet, then the IP source is regarded as forged source.

3 Rodi:'http: //rodi .sourceforge.net /wiki/
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Fig. 5. The experimental network deployment including the context-aware list-based packet filter,
Snort and Wireshark

4 Evaluation

In this section, we explore the performance of the context-aware list-based packet filter
and investigate the effect of the whitelist on packet filtration under some conditions
in an experimental environment constructed with Snort [8] and Wireshark [13]. The
experimental deployment is illustrated in Fig.

In the experimental environment, we used the Snort version 2.9.0.5 with the de-
fault rule configuration. We implemented the context-aware list-based packet filter into
a server and deployed it in front of Snort. In this case, network traffic has to first ar-
rive at the list-based packet filter for packet filtration. The Wireshark is responsible for
monitoring network traffic and assisting in calculating the IP confidence in the blacklist-
based packet filter.

4.1 Experimental Methodology

In the evaluation, we mainly conducted two experiments (named Experiment] and Ex-
periment2) to investigate the performance of the list-based packet filter. In the Experi-
mentl, we used the DARPA dataset to explore the effect of the whitelist technique on
packet filtration. In the Experiment2, we utilized a real dataset to investigate the perfor-
mance of the list-based packet filter in filtering out network packets. The whitelist and
its look-up table (namely conditions) are constructed by using expert knowledge (e.g.,
Honeypot-experts’ analysis) and pre-analyzing the datasets.

— Experimentl: To explore the effect of the whitelist technique on packet filtration,
we evaluated the list-based packet filter by using the DARPA dataset [21]. In our
previous work, we also conducted the evaluation with this dataset. Therefore, by
comparing the two results, we can identify the effect of the whitelist technique on
packet filtration.

— Experiment2: In this experiment, we utilized a real dataset, which was collected
by a Honeypot project, to explore the performance of the context-aware list-based
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Table 1. Evaluation results of the consuming time under the two experimental situations

Situationl:Consuming Time (s)|Situation2: Consuming Time (s)
Week Day |Week2| Week5 |Week Day |Week2| WeekS
Monday 14 13 Monday 11.3 9.07
Tuesday 16 17 Tuesday 12.1 14.5
Wednesday| 5 16 Wednesday| 5 11.4
Thursday 13 27 Thursday 9.4 20
Friday 11 38 Friday 8.3 28.6

Table 2. Results of the saving-time percentage for previous and current work

Saving time (%)|Previous Work|Current Work
Week Day Week2 | Week5 |Week2|Week5
Monday 143 | 23.1 | 19.3 | 30.2
Tuesday 18.8 | 11.8 | 244 | 14.8
Wednesday 0 18.8 0 23.1
Thursday 23.1 | 22.2 | 27.7 | 26.0
Friday 18.2 | 21.1 | 24,5 | 24.7

packet filter in filtering out network packets. Additionally, we also evaluated the
blacklist-based packet filter with this real dataset, so that we can explore the effect
of the whitelist by comparing the two results.

In the Experimentl, based on our previous work, we whitelisted 57 IP addresses that
were free from any attacks in the DARPA dataset without conditions, while 123 1P
addresses were in the whitelist for Experiment2 with both special conditions and gen-
eral conditions by pre-analyzing the real dataset. The analysis work for constructing
the whitelist and the look-up table in the Experiment2 was conducted by Honeyport
experts through considering the Honeypot deployment and settings (i.e., provided ser-
vices, opened port numbers), and analyzing, labeling the collected data. In addition, the
settings regarding to the context-aware blacklist-based packet filter is the same as our
previous work (i.e., using “1” as the assigned ratio threshold).

4.2 Evaluation with DARPA Dataset

Followed by the above experimental methodology and the experimental settings, we
conducted the experiment with DARPA dataset in terms of two situations: (1) Sifua-
tionl: without deploying the context-aware list-based packet filter; (2) Situation2: de-
ploying the context-aware list-based packet filter. The results of the consuming time in
the experiment are shown in Table[Tl

Analysis: As shown in Table [} we find that with the deployment of the context-aware
list-based packet filter, the consuming time of Snort is decreased. To better illustrate
the performance, we compare our current results with the previous work in Table 2l In
the table, it is easily visible that by combining the whitelist technique, the list-based
packet filter (namely the current work) further improves the percentage range of the
saving-time from [11.8%, 23.1%] to [14.8%, 30.2%].
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Table 3. Results of the saving-time percentage of the context-aware blacklist-based packet filter
and the context-aware list-based packet filter compared to the performance of Snort

Day Time Context-aware Blacklist-based|Context-aware List-based
Packet Filter Packet Filter

DAY 1 25.4% 30.1%

DAY2 30.7% 34.7%

DAY3 27.5% 29.8%

4.3 Evaluation with Real Dataset

We conducted another experiment by replacing the DARPA dataset with a real network
traffic trace to explore the performance of the list-based packet filter. The real dataset
contains 3-day data (e.g., DAY1, DAY2 and DAY3) which was collected by a Honey-
pot deployed in our CSLab. The Honeypoﬂ opened several services (e.g., HTTP) and
recorded all incoming traffic including both normal packets and malicious packets. The
performance results of the two filters compared to Snort are shown in Table 3l

Analysis: In the table, we find that the context-aware blacklist-based packet filter can
improve the performance of Snort in the range from 25.4% to 30.7%, while the saving-
time percentage range of the context-aware list-based packet filter is from 29.8% to
34.7%. 1t is easily visible that the context-aware list-based packet filter can achieve a
better result in packet filtration, and the results also indicate that the whitelist technique
can make a positive impact on packet filtration by improving the filtration rate.

4.4 IP Spoofing Defend

IP spoofing is a big threat to the list-based packet filter, which can create an IP packet
with a forged source IP address. To mitigate this attack, we deploy an IP verification
mechanism behind the developed context-aware list-based packet filter.

In the same experimental environment, we conducted an initial verification that used
a packet generator [19] to test this IP verification mechanism through generating 1000
forged packets and 100 valid packets. The Wireshark shows that the deployed IP veri-
fication module can identify all the forged IP packets and valid packets. The test results
present that the context-aware list-based packet filter can filter out network packets
without lowering network security. A larger test will be performed in our future work.

In addition, based on the experimental results, we provide two guidelines for gener-
ating the whitelist as the whitelist is so expensive to affect network security.

— The generation of the whitelist should be fully controlled by a security adminis-
trator, any other persons cannot modify the whitelist without the granted privilege.
In addition, the security administrator should update the whitelist periodically to
ensure its reliability and security.

— For an organization, reserved internal IP addresses that have no chance to launch
an attack can be possibly recorded in the whitelist. These IP addresses should be
examined and updated periodically.

* The Honeypot project is managed by HoneybirdHK http: / /www . honeybird.hk/
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5 Concluding Remarks

The expensive signature matching process is a big problem for a signature-based NIDS
in a large-scale network. To mitigate the issue, we previously developed a context-aware
blacklist-based packet filter to help filter out a number of packets. However, the effect
of the whitelist technique on packet filtration has not been investigated.

In this paper, we therefore focus on constructing a context-aware list-based packet fil-
ter by combining the whitelist technique with our previously developed blacklist-based
packet filter under some conditions, and explore the performance of the whitelist tech-
nique on packet filtration. Moreover, we deploy an IP verification module behind both
the whitelist and the blacklist to defend against IP spoofing attack. We implemented the
context-aware list-based packet filter in a network environment and evaluated it with
the DARPA dataset and a real dataset respectively. The experimental results show that
the whitelist technique can further improve the performance of packet filtration. In addi-
tion, we conducted another experiment to verify the deployed IP verification mechanism
and the results proved that this mechanism could safeguard the list-based packet filter
against IP spoofing attack and guarantee the effective packet filtration without lowering
network security.

Our work presents an early result of evaluating the performance of the context-aware
list-based packet filter. The future work could include further exploring the performance
of this packet filter in a large-scale network environment and investigating the effect of
a dynamic whitelist generation approach on constructing a whitelist. In addition, future
work could also include further verifying the IP verification module and combining
contextual information with the list-based packet filter on packet filtration.

Acknowledgments. We thank the HoneybirdHK for providing the Honeypot dataset
and supporting our work, and all the anonymous reviewers for their helpful comments.
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Abstract. We study the decidability of the safety problem in the us-
age control (UCON) model. After defining a formal model, we identify
sufficient conditions for the decidability of the safety problem for UCON
systems whose attributes are allowed to range over infinite domains and
updates in one process may affect the state of another. Our result is a
significant generalization of those available in the literature.

1 Introduction

Access control aims at protecting data and resources against unauthorized dis-
closure and modifications while ensuring access to authorized users. The usage
control (UCON) model [12] extends access control by supporting mutable at-
tributes and continuity of enforcement. Subjects and objects are associated with
attributes that may be updated by usage processes; examples of attributes are
identity, role, group membership, and the number of times a resource has been
accessed. Continuity of enforcement means that a permission can be dynamically
granted and revoked depending on some conditions on the (mutable) attributes.

In this paper, we study one of the fundamental problems of the UCON model
and, more in general, of any protection model: the safety problem (see, e.g., [10])
that consists of checking the existence of the leakage of access permissions as a
side-effect of the execution of usage control policies. The solution of a safety
problem instance reveals whether a UCON policy preserves desired security
properties, encoded as invariants, across changes to the (mutable) attributes.
Failure in preserving any one of the properties implies the presence of a secu-
rity breach that designers have the opportunity to correct before deployment;
thereby greatly reducing the cost of debugging. To make this scenario viable in
practice, automated tools for solving instances of the safety problem must be
available that are capable of reasoning about a huge number of interleaving ex-
ecutions of UCON policies induced by the concurrent updates to the (mutable)
attributes. The first step in the direction of building such tools is to identify
classes of UCON policies with decidable safety problem. This has been studied
before [16/17] for very restricted UCON policies in which attributes may take
only finitely many values and concurrency is not allowed. To the best of our
knowledge, no other decidability result for the safety of UCON policies is avail-
able and security analysis “still remains an open issue in usage control” [9].

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 15-£8] 2012.
(© Springer-Verlag Berlin Heidelberg 2012
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We make two contributions towards the development of comprehensive formal
models for usage control that are amenable to automated analysis.

The first contribution is a formal model (inspired to that in [I5] and based
on the standard notion of labelled transition system [§]) of a significant sub-
set of UCON policies in which (a) attributes may range over finite or infinite
domains and (b) several usage processes run concurrently so that updates of at-
tributes in one process may affect the state of others (e.g., causing revocation of
a permission). As the second contribution, we identify a class of UCON policies
that can be symbolically specified by using first-order (decidable) theories (it
is well-known how to represent transition systems with first-order formulae, see
again [8]) and find sufficient conditions to guarantee the decidability of their
safety problem. Because of features (a) and (b) of our model (see first con-
tribution above), the scope of our decidability result is significantly wider than
those available in the literature. A symbolic model-checking procedure (based on
Satisfiability Modulo Theories (SMT) solving [4]) is used in the proof of decid-
ability and paves the way to the development of automated analysis techniques of
UCON policies by leveraging both model checking and SMT solving techniques.
Such techniques are crucial to assist in the design of UCON policies by

Plan of the paper. Section 2 introduces our UCON model and define the safety
problem. Section Blidentifies a subclass of UCON systems for which it is possible
to show decidability of the safety problem. Section M concludes and discusses
related work. Omitted proofs can be found in the extended version of the paper
at http://st.fbk.eu/SilvioRanise/#Papers.

2 A Formal UCON Model

Given a configuration of a system, an access control mechanism decides whether
a subject is allowed a certain right on an object. For instance, given a set of
permissions at a cloud service, the access control system must decide whether
a certain employee of an organization can view a given table T in a corporate
database CDB.

Usage Control (UCON) extends access control by allowing for mutable
attributes and continuity of control. Mutable attributes are associated to sub-
jects, objects, or the system and are updated as side-effects of a UCON mecha-
nism. Continuity of enforcement means that the UCON mechanism can revoke
a permission granted to a subject s on an object o when a certain condition—
depending on the attribute values of s or o—is no more satisfied. For instance,
the attribute np of the table T in the corporate database CDB can count how
many employees are viewing 1" at the same time while the attribute ¢% records
for how long an employee e is viewing T'. If ny is larger than a fixed number,
the UCON mechanism can revoke the permission of viewing T to the employee
e whose attribute ¢% is highest. In this way, more recent requests can be served,
thereby allowing for a more sensible exploitation of T'.

A UCON mechanism comprises subjects, objects, permissions, attribute val-
ues (identifying the part of a system state that is relevant to access control),
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and functionalities that grant and revoke permissions to subjects on objects
depending on conditions, constraining subjects or objects attributes. Since at-
tributes are mutable, a UCON mechanism must also identify those operations
that change the system state and specify how they update the attribute values.
To process an access request, a new instance of the UCON mechanism, called
UCON process, is created. Thus, we need to consider the situation in which
several UCON processes run concurrently and the updates to attributes are in-
terleaved. In this scenario, it may happen that the change of an attribute by one
UCON process may imply the revocation of a permission by another one since
its access condition may become false as a result of the update of the former.
As an example, recall the situation described above in which the permission to
view the table T' in the corporate database CDB is revoked from an employee
because of a new request by another employee.

Our model of UCON—called UCON,4 as we will only consider authorizations
and, for simplicity, ignore obligations and conditions—is composed of the fol-
lowing basic ingredients: a set O of objects, a set S of subjects, a set R of rights
(or permissions), a set I of UCON process identifiers. As it is customary in the
literature about access control (see, e.g., [I2]), we assume that S C O. The set
P := 5 x O x R of permissions consists of triples (s, o,r) meaning that subject
s € S has right r € R on object o € O. Each subject or object in O is associated
with a (finite) sequence a of attributes; e.g., identifier, role, or credit amount. In
turn, each attribute a in a (written a € a) takes values over a domain D,, i.e. a
set of elements; we write D, (or simply D when a is clear from the context) for
the sequence of domains associated with the attributes in a. An object-attribute
mapping is a sequence m, (or simply m when a is clear from the context) of
functions from O to D, U {L,} with L, ¢ D, denoting that the value of the
attribute a is unspecified for an object in O.

2.1 Object Labelled Transition System

We formally characterize how mutable attributes are updated by the operations
that change the part of the system state that is relevant to usage control. We
do this by using the standard notion of labelled transition system (see, e.g., [§]),
that is a tuple (S, L, —) where S is the set of states, £ is a set of labels, and

—C 8 x L x S is a ternary relation; usually, (s,[,s’) €— is written as s KN

The object labelled transition system is the tuple (So, Lo, —0) where Sp is
a set of pairs of the form (A0, m), where AO is a finite sub-set of O and m is
an object-attribute mapping such that m, (o) = L, for every o € O\ AO and
each a € a. The objects in AO are active and those in O \ AO are inactive.
The condition on m requires that the values of the attributes of inactive objects
are unspecified while that of any attribute of an active object may have a value
distinct from L, (i.e. it is specified). An element of Sp is an object state.

In several papers about usage control (e.g., [12]), operations that modify an
object state, called primitive operations, are not specified explicitly. Although
our UCON 4 model is parametric with respect to primitive operations, here we
consider the same primitive operations in [16] for the sake of concreteness: Lo
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contains createobj(o), destrobj(0), update(o, a,v,) for o € O, a € a, and v, € D,.
Intuitively, the effect of the action createobj(o) is to make the object o active,
that of destrobj(o) is to make o inactive, and that of update(o, a,v,) is to set the
value of the attribute a of object o to the value v,. Mathematically, to define the
effects of these operations, we write f @ {« + y} for the function that returns

the same results of f on every input, except on = for which it returns the value

y. For emd € Lo, we define %o by the following three (inductive) rules:

0€O0O\NAO mi=m,P{o— L.} foraca o€ AO

createobj(o)

(A0, m) wir (AOU {0}, m) (A0, m) =, A0\ {o}, m)

0€A0 aca v,€D, m,=mg®{o— v.}and my =my for b ea) {a}

(A0, m) Maw (A0, m)

The first rule (on the left) says that the object o can become active (by adding it
to the set AO of active objects) provided that it has been inactive so far and the
value of the attributes of o are unspecified. The second rule (on the right) says
that the object o can become inactive (by deleting it from the set AQO) provided
that o is active (i.e. it belongs to AO). The last rule says that the value of
the attribute a (first premise) of the active object o is set to v,, the values of
the other attributes of o are unchanged as well as those of all the attributes

of the other active objects. By letting —¢o to be the union of i>O over A € L,,
we conclude the definition of the instance (So, Lo, —0) of the object labelled
transition system inspired to [16].

Below, we extend (So, Lo, —0), called the underlying object labelled tran-
sition system, with authorizations (Section [Z2)) and concurrent executions of
usage processes (Sections 23 and 224)).

2.2 Authorizations and UCON 4 Policies

We start by introducing the notion of attribute predicate as a Boolean-valued
function on D. Let p be an attribute predicate and d a tuple of D, if p(d) is true,
then we say that d satisfies p, in symbols, d = p. Given an attribute predicate
p, an object-attribute mapping m, and an object o € O, we say that o satisfies
p under m iff m(o) = p. An authorization A is a pair (Ps, P,) of finite sets of
attribute predicates and the pair (s,0) € S x O satisfies A under the object-
attribute mapping m iff m(s) = ps and m(o) = p,, for each ps € Ps and p, € P,,
in symbols m(s,0) = A. If A= (0,0), then m(s,0) = A for any object-attribute
mapping m, subject s, and object o.

Authorizations and primitive operations are then combined in the notion of
UCON 4 policy, that is an expression of the form

U(s,0,7) : PreA | OnA ~» pres | ons | posts
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onupd/(A0, m)

start
permit/p
preupd/(AO,m) req / acc end end postupd/(AO, m)
deny/p revoke/p

preupd/(A0, m) postupd/(A0, m)

Fig. 1. The (extended) automaton of a usage process

where ¢ is a policy identifier, s is a subject, o an object, r a right, PreA(s, o)
and OnA(s,o) authorizations, pres, ons, posts (possibly empty and finite) se-
quences of primitive operations in L. (To simplify notation, we assume that ‘|’
binds stronger than ‘~.”) The idea is that the UCON 4 policy /¢ is instantiated
to establish if a subject s can get right r on object 0. Because of continuity
of enforcement, the request can be granted, denied, and revoked according to
the authorizations PreA and OnA that are checked before and during access,
respectively. Because of mutability, attributes (of active objects) are updated
according to the primitive operations in the sequences pres, ons, and posts that
are executed before, during, and after access, respectively.

2.3 A Semi-formal Account of Concurrent UCON 4 Processes

The informal characterization of the notion of UCON 4 policy given above can
be made precise by viewing a UCON 4 mechanism as a finite collection of pro-
cesses that—besides updating the state (A0, m) of the underlying object la-
belled transition system (So, Lo, —0o)—maintain also the permission mapping
p:8Sx 0O — 28 ie. a function that associates pairs of (active) subjects and
objects with sets of rights (notice that p(s,0) = 0 if 5,0 € AO). More precisely, a
usage process is an instance of a UCON 4 policy whose authorizations and prim-
itive operations are executed according to the (extended) automaton in Figure[ll
(adapted from [I5]). From the discussion above, the transitions of the automa-
ton can modify the state (A0, m) of the underlying object labelled transition
system (So, Lo, —0o) or the permission mapping p. This is reflected in Figure[ll
by the labels 1/s of transitions: 1 is an action name and s is the “part” of the
state that can be modified by 1, i.e. either (A0, m) or p. The execution of an
instance of the automaton can be divided in three phases. In the first phase,
before granting right 7 on object o to subject s (cf. transition permit from loca-
tion req to location acc whose side-effect is to update p by adding the right r to
the set of rights associated to the pair (s, 0)), the authorization PreA is checked
and the actions in pres are executed (cf. transition preupd labelling the self loop
on location req whose side-effect is to modify the state of the underlying object
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labelled transition system). In the second phase, access is granted, the autho-
rization OnA is checked, and the operations in ons are executed (cf. transition
onupd labelling the self loop on location acc whose side-effect is to modify the
state of the underlying object labelled transition system): after the execution of
each action, the authorization OnA is checked again. In the third phase (tran-
sition end from location acc to location end without side-effects), the actions
in posts are executed and the usage process terminates (cf. transition postupd
labelling the self loop on location acc whose side-effect is to modify the state
of the underlying object labelled transition system). If at any time during the
first phase, PreA no longer holds, access is denied (cf. transition deny from lo-
cation req to location den whose side-effect is to update p by removing the right
r from the set of rights associated to the pair (s,o) if the case). Similarly, if
OnA no longer holds at any time during the second phase, access is revoked
(cf. transition revoke from location acc to location rev whose side-effect is to
update p by removing the right r from the set of rights associated to the pair
(s,0)). Roughly, the locations @) := {req, acc,den, rev,end} of the automaton in
Figure [l identifies the following situations during usage processing: req and end
mark the beginning and termination of an access request (respectively), den and
rev correspond to denying access because authorizations do not hold before or
during access (respectively), and acc is when a subject exploits the resources
immediately after access has been granted.

2.4 A Formal Characterization of Concurrent UCON 4 Processes

To formalize the discussion above, we define a UCON4 (protection) mechanism
as a tuple (1,0, S, R,a,D, L, UP) where I is a (countably infinite) set of iden-
tifiers, O is a (countably infinite) set of objects, S C O is a set of subjects,
R is a (finite) set of rights, a = as,...,a, is a finite sequence of attributes,
D = D,,,...,D,, is a finite sequence of domains, L is a finite set of policy
identifiers (labels), and UP is a finite set of UCON 4 policies.

Ezample 1. To exemplify this notion, we present a scenario inspired by the en-
terprise information system described in [7I14]. In this system, directors and
managers can award bonuses to other employees as well as hire or fire them.
The policy of the company states that (R1) directors can give and take bonuses
to managers or employees according to their performances, (R2) managers can
do the same to employees that are neither managers nor directors, (R3) directors
can promote or demote employees to or from managers, and (R4) managers may
hire or fire employees.

Let (I,0,S,R,a,D,L, UP) be a UCON,4 mechanism where S = O, R =
{updb, hire, fire}, a = r,b,p, D = {dir, man, emp}, R, {poor, avg, high}, L =
{l1,...,410}, and UP contains the following policies (below, £(s,0,7) : A ~ seq
abbreviates £(s,0,7) : A|(#, D) ~ seq|ele and when A is a singleton, curly braces
are omitted):

£1(s,0,updb) : (r = dir, p = poor) ~~ update(b, 0,0)
la(s,0,updb) : (r = dir,p = avg) ~> update(b,o,20)
l3(s,0, updb) : (r = dir,p = high) ~ update(b, o, 80)
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L4(s,0,updb) : (r = man,{r = emp, p = poor}) ~> update(b, o, 0)

l5(s,0,updb) : (r = man,{r = emp,p = avg}) ~- update(b,o,10)

ls(s,0,updb) : (r = man, {r = emp, p = high}) ~» update(b, o, 50)

l7(s,0,chr) : (r = dir,r = man) ~ update(r, o, emp)

lg(s,0,chr) : (r=dir,r = emp) ~~ update(r, 0, man)

Ly(s, 0, hire) : (r = man, D) ~> createobj(o); update(r, o, emp)
Lio(s, o0, fire) : (r = man,{r = emp, p = poor}) ~> destrobj(o)

for s € S and o € O. The policies can assign three rights: updb for setting the
value of the bonus, hire for hiring, or fire for firing an employee. The attribute
r can take values director, manager, or employee; the attribute b represents
the amount of the bonus; and the attribute p represents the performance of the
employee as poor, avg (average), or high. Policies {1, {3, ¢5 correspond to (R1),
by, b5, lg to (RQ), f7 and fg to (R3), lg9 and 1 to (R4) ]

Semantically, a UCON4 mechanism (I,0, S, R,a,D, L, UP) identifies a family
of systems, each one composed of a finite collection of concurrently executing
instances of the automaton in Figure [I called usage processes, in which autho-
rizations and sequences of primitive actions are those specified by the set UP of
policies. Every finite sub-set of the set [ identifies a finite collection of usage pro-
cesses, derived from the policies in UP. Formally, given an underlying object la-
belled transition system (Sp, Lo, —0), the semantics of (I,0, S, R,a, D, L, UP)
is given by a family of labelled transition system v = (S,, L, —,) whose com-
ponents are as follows.

The states of S,, are tuples of the form (AI, (AO,m), p,U) such that (A0, m)
is a state of the underlying object labelled transition system, p is a permission
mapping, AI C T is the finite set of active identifiers while those in I\ Al are
inactive, and U is a set of tuples, called usage process states, of the form

(q(¢,id, s,0,7), PreA, OnA, pres, ons, posts)

where PreA and OnA are authorizations, pres, ons, posts are (finite and possibly
empty) sequences of primitive operations, and ¢(¢, id, s, 0,7) denotes the tuple
(¢,¢,id,s,0,r) where ¢ € Q = {req,acc,den, rev,end} (compare with the loca-
tions of the extended automaton of Figure[l), € L, id € I, s € S, 0 € O, and
r € R. We also assume that |U| = |AI|[] i.e. there exists a bijection between
active identifiers and usage process states. Intuitively, a state o in S,, keeps track
of the active objects and the values of their attributes, since o contains the state
of the underlying object labelled transition system (Sp, Lo, —0). Furthermore,
o records the set Al of active identifiers and the progress made by the usage pro-
cesses in elements of U, each one storing a location of the automaton in Figure[Il
and the sequences of primitive operations that are still to be executed.

The second component of the labelled transition system v is the set £, of
labels that contains the following elements: preupd(id), deny(id), permit(id),
idle(id), onupd(id), revoke(id), postupd(id), end(id) for every id € I.

! The operator |- | is overloaded and may denote the cardinality of a set or the length
of a sequence. Similarly, () denotes both the empty set and the empty sequence.
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The elements in £,, (except for idle(id) that is introduced in [6] and will be dis-
cussed below) correspond to the labels of transitions in the (extended) automaton
of Figure [l (The fact that labels are of the form I(id) means that transition !
is considered in the context of the instance (identified by) id of the extended
automaton.) Intuitively, the labels in £, \ {end(id),idle(id)|id € I} identify
control transitions performed by the system while end(id) and idle(id) label
security relevant transitions performed by the user. The execution of end(id)
means that the user intends to terminate the usage process while idle(id) mod-
els the situation in which a user remains idle despite the fact that he/she has
gained a certain permission (imagine, e.g., the use of a web-site in which access-
ing resources and idle periods are interleaved). In the automaton of Figure [T as
well as in our formalization, the security relevant transition tryaccess consid-
ered in [I5] is missing because we have chosen to model the permission request
of a user as part of the initial state of the UCON 4 system as follows. A state is
initial when finitely many usage processes are in location req and are associated
with some permission request (s,o0,7) for s € S, 0 € O, and r € R. Furthermore,
the set of active objects is assumed to be finite, some of the attributes of the
active objects are defined while those of the inactive objects are undefined. Fi-
nally, the permission mapping is the constant function returning the empty set
of rights for every pair of subject and object.

The third and last component of the labelled transition system v is the tran-

sition relation —,, which is the union of in, over A € L,. In the following, for

lack of space, we list only two of the rules that (inductively) defines i>v (all
rules are in the extended version of this paper) and are the formal counterparts
of the transitions in the automaton of Figure[Il For instance, the rule

uiq = (req(¥,id, s,0,1), PreA, OnA, e, ons, posts) m(s,o0) = PreA
uly = (acc(4,id, s,0,1), PreA, OnA, e, ons, posts) p' = p® {(s,0) — p(s,0) U{r}}
(AL (A0, m), p,U U{uia}) == (AL, (A0, m), o, U U {uly})

corresponds to the transition permit from location req to acc (notice the side-
effect on the permission mapping that adds the right since the authorization
PreA is satisfied) and the rule

u;q = (acc(l,id, s,0,1), PreA, OnA, e, on; ons, posts) mf(s,0) E OnA

uiy = (acc(4, id, s,0,7), PreA, OnA, ¢, ons, posts) (A0, m) Z0 (AO',m)
onupd (id)

(A[7 (onm)7p7 U) — v (A[7 (AO/:E/):/): U)

corresponds to the self-loop labelled onupd in location acc (notice the side-
effect on the state of the underlying object transition system resulting from the
execution of the primitive action on in the sequence on; ons).

As anticipated above when discussing £,,, we have added the action idle(id)
to model the situation in which a user remains idle despite the fact that he/she
has gained a certain permission. This is formalized by the following rule

(acc(4,id, s,0,7), PreA, OnA, e, ons, posts) € U m(s,o0) E OnA
(AL (A0, m), p,U) “2C2 (A1, (40,m), p,U)
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corresponding to the situation in which the state of the UCON_  mechanism
is unchanged, provided that the authorization OnA holds. This rule and the
one above whose conclusion is labelled by onupd(id) formalize continuity of ac-
cess of UCON 4 mechanisms, for which ongoing authorization is active through
the usage of the requested permission and the authorization OnA is repeatedly
checked for sustaining access. In combination with mutability of attributes, the
execution of a transition labelled idle(id) or onupd(id) can be interleaved with
that of transitions of other usage processes that may change the value of objects
attributes that are relevant for OnA. In other words, executions of transitions
labelled by idle(id) or onupd(id) correspond to authorization checks performed
periodically based on events. An interesting alternative (briefly discussed in [12])
would be to specify ongoing authorization checks based on time passing; this is
left as future work.

2.5 The Safety Problem for UCON 4 Mechanisms

The safety problem amounts to establishing whether, from an initial state of
a UCON 4 mechanism, a subject s can obtain the right r on an object o after
the execution of a (finite) sequence of usage processes (i.e. after a sequence of
primitive operations for updating attributes, or creating and destroying objects).
To formally define this, we need to introduce the notion of run of a UCON 4
mechanism v = (S, L, —,) as a finite sequence oy, ..., 0, of states such that
Ok —u Ok+1 foreach k =0, ...,n—1. We write = for the reflexive and transitive
closure of —,,. The safety problem for UCON 4 mechanisms is defined as follows.
Instance: A UCONy4 mechanism (1,0, S, R,a,D, L, UP), an initial state o =
(AI,(AO,m),p,U), and a finite set IT of permissions.

Question: Does there exist a labelled transition system v induced by
(I,0,8,R,a,D, L, UP), a state o' = (AI',(AO",m/),p’,U’) with ¢ —7 o,
and r € p(s,0) for each permission (s,o0,7) € II?

Ezample 2. In the context of the employee information system described in Ex-
ample [Il an interesting security question is whether two managers can collude
so that one can give a (positive) bonus to the other? The question can be recast
as the following instance of the safety problem. Let 0 = (AI, (AO,m), p,U) be
an initial state where m,(01) = m,(02) = man and for some ¢; (j = 1,...,10)
we have a tuple (req(¢;,id, s,0,7), PreAgj,sequ) in U and p(s,0) = 0 for every
s,0 € O, r € {updb, h, fire} with PreA,, and seqy, authorization and sequence
of primitive operations, respectively, of the policies in UP (see Example[Il). The
problem boils down to determining whether there exists a sequence of transi-
tions from o to a state o/ = (AI',(AO',m'),p’,U’) such that 01,00 € A0,
my(01) > 0, my(o2) > 0, and either updb € p'(01,02) with m/.(01) = man or
updb € p'(02,01) with m/(02) = man. It turns out that this is possible by hav-
ing two usage processes, one running an instance of policy ¢7 and one of policy
L5 (or £g). With the instance of £7 some director o demotes a manager o1 so that
the manager o2 who is subject of the instance of policy ¢5 (or fg) can give a
positive bonus to o;. a
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As illustrated above, the capability of checking unsafety allows one to detect
security breaches in UCON 4 mechanisms. In the example, a collusion between
two users permits to circumvent the security requirement (R2) stated in Ex-
ample [Il Unfortunately, checking safety of UCON,4 mechanisms is, in general,
undecidable. In fact, it is possible to adapt the proof of undecidability in [16]
to our framework (the notion of UCON system considered there is an instance
of our notion of UCON 4 mechanism). In the next section, we identify sufficient
conditions to guarantee the decidability of the safety problem.

3 Decidability of Safety of Symbolic UCON 4 Mechanisms

We want to identify sub-classes of UCON 4 systems for which the safety prob-
lem is decidable by using the symbolic model checking approach to check safety
properties of concurrent systems (see, e.g., [4]). For this, a preliminary step is to
define a symbolic representation for UCON 4 mechanisms. Given the long tradi-
tion of using first-order logic as the foundation of authorization languages (see,
e.g., [10]) and the availability of efficient automated reasoners (e.g., SMT solvers)
that offer a good starting point for developing automated analysis techniques
(see, e.g., []), we use logical (constraint) theories as our symbolic representa-
tion. Intuitively, a logical theory [3] fixes the the meaning of some symbols (such
as + or <). The idea is to use logical theories to formally specify the algebraic
structure of the values of the attributes. In this way, attributes range over the
domains specified by logical theories and constraints (identifying sets of assign-
ments to the variables occurring in the constraints that make them true) can
be used to specify attribute predicates and, ultimately, authorizations. Similar
observations also holds for the specification of primitive operations; a constraint
expresses the relationship between the values of the mutable attributes immedi-
ately before and after the execution of a primitive operation.

According to the symbolic model checking approach, solving the safety prob-
lem reduces to the (exhaustive) exploration of the space of values assigned to
attributes, called states, symbolically represented as logical constraints, that
are induced by all possible executions of the primitive operations specified in
UCON 4 policies. Procedures performing such an exploration are called reacha-
bility procedures and work by repeatedly computing the set of reachable states
obtained from the execution of operations from the initial (forward reachabil-
ity) or the goal (backward reachability) set of states, that halt when the set
of reachable states is detected to be a fiz-point. The degree of automation and
complexity of reachability procedures is highly dependent on the symbolic rep-
resentation chosen to represent the systems under analysis. While identifying
conditions for the decidability of fix-point checks is relatively easy, the crux is
the termination of the reachability procedure.

Below, we develop our decidability result using logical theories as our symbolic
representation in the framework of many-sorted first-order logic [3]. We introduce
the notion of symbolic UCON 4 mechanisms that uses logical theories to specify
the domains over which attributes of UCON 4 policies range and constraints for
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authorization and primitive operations (SectionBl). Then, we identify sufficient
conditions on theories and constraints to guarantee the decidability of the safety
problem for such a class of UCON 4 mechanisms (Section [3.2).

3.1 Symbolic UCON 4 Mechanisms

A symbolic UCON4 mechanism is a tuple (Tra, Tosj, Tright, Tatt, att, Tpoticy,
SUP) whose components are the following. Top; and T74 are theories of equality
(i.e. the only interpreted symbol is = with the usual meaning of an equivalence
relation) over the sorts Obj and Id, respectively; Top; contains also the unary
predicate isSubj whose interpretation is a subset of that of the sort Obj (the
interpretations of Obj is the set O of objects and that of isSubj is the sub-set §
of O). Tright and Tpolicy are theories of an enumerated data-type over the sorts
Right and Policy, respectively, whose interpretations are the sets R of rights and
L of policy identifiers, respectively. The theory T4 of the attributes is obtained
as the union of the theories T,’s over attributes; the signature of each T, (for a
an attribute) is assumed to contain just one sort symbol Dom,. Intuitively, each
theory T, specifies the algebraic structure of the values in the interpretation D,
of Dom, that the attribute ¢ may assume (e.g., T, can be Linear Arithmetic
or a theory of an enumerated data-type). att is a finite sequence of functions
such that att, : Obj — Dom, for each attribute a. A symbolic UCON4 policy
in the (finite) set SUP is an expression of the form ¢(s,0,7) : PreA | OnA ~
pres | ons | posts, where ¢ is a constant (as defined in first-order logic, see,
e.g., [3]) of sort Policy, s,o are constants of sort Obj, r is a constant of sort
Right; PreA and OnA are constraints in the logical theory T4y ; and pres, ons,
posts are finite sequence of operations. We illustrate this notion with an example.

Ezample 3. The symbolic UCON4 system (T4, Tobvs; Trights Tawe, att, Troticy,
SUP) that formalizes the employee information system described in Example [I]
is the following: T4 and T'op; are theories of equality, Trigns is the theory of the
enumerated data-type { Right, {updb, hire, fire}, Tay = T, UT, UT, with T, the
theory of the enumerated data-type {dir, man, emp}), Ty, the theory of the usual
less-than-or-equal relation < over the reals R, T}, the theory of the enumerated
data-type {poor, avg, high}, and Tpoycy the theory of the enumerated data-type
{l1, ..., 10}. The sequence att contains the functions att,, atty, and att, return-
ing the value of the attributes r, b, and p for a given object. Finally, the set SUP
contains £(s,0,7) : A* ~~ seq for each policy £(s,0,7) : A ~» seq in UP defined
in Example [[l where A* is obtained from A = (A, 4,) as follows: replace each
attribute a occurring in Ay and A, with variable z, and y,, respectively, and
then conjoin all the resulting expressions. a

3.2 Decidability of a Class of Symbolic UCON 4 Mechanisms

We now present the conditions on attribute theories and constraints that guar-
antee the decidability of the safety problem.
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Condition (C1) concerns the primitive operation createobj and is twofold. On the
one hand, we assume that the subjects of usage processes are active. This restric-
tion is also assumed in [I6] and implies that the authorization PreA may depend
only on the values of the subject attributes. On the other hand, we require that
createobj can only be applied to the object o of the usage process obtained as an
instance of the policy ¢(s,o0,7) : ---. This seems to be more restrictive than the
‘bounded creation’ assumption in [16] (i.e. the sequence “a subject can create
an object which in turn can create another object” is of finite length). However,
we observe that the enterprise information system of Example [Il as well as the
UCON systems considered in [16] (e.g., Administrative Role Based Access Con-
trol and Digital Right Management systems) can be expressed in this restricted
notion of symbolic UCON 4 system. This suggests that the decidability result
stated below covers a significantly large portion of practically relevant systems.
Condition (Cc2) is about the logical theories: attributes may take values over
finite or infinite domains with “simple” algebraic structure. Formally, the notion
of “simple” is characterized by the class of universal and relational theories, i.e.
theories whose axioms are sentences containing only universal quantifiers and
constant or predicate symbols, but no functions. For example, the reals with the
usual ordering is a simple algebraic structure in this sense (this theory is used for
instance in Example [l above). However, as soon as we add the usual arithmetic
operations of addition and subtraction, the structure is no longer simple.

Theorem 1. The safety problem for a symbolic UCON s mechanism (Trq, T opj,
Tright, Tatt, att,, Tpolicy, SUP) is decidable if conditions (C1) and (C2) hold.

The proof, that can be found in the extended version of this paper, consists of
showing that a backward reachability procedure (using constraints to represent
goals and UCON 4 policies) always terminates for the identified class of sym-
bolic UCON 4 mechanisms. Interestingly, the proof is structured along the lines
of standard proofs of termination for backward reachability procedures in the
symbolic model checking approach (see, e.g., []).

We now discuss the complexity of the UCON 4 safety problem and the back-
ward reachability procedure used in the proof of Theorem [ When solving an
instance of UCON 4 safety problem, only a fixed number of instances of the
automaton in Figure[llneeds to be considered (this is shown in the proof of The-
orem [I]). The number of primitive operations in the instances of the automaton
in Figure [Il can be bounded by a given number (this can be easily computed by
inspection of the UCON 4 policies). Thus, it is possible to determine the set n
of all possible executions of a UCON 4 mechanism. (Notice that the set of states
that can be reached by the executions in 7 may still be infinite if one of the
attributes range over an infinite domain.) Now, one can reduce the executabil-
ity of a certain execution in 7 to solving a satisfiability modulo the attributes
theory problem (this is a consequence of the proof of Theorem [II), that can be
shown to be decidable under the assumptions of Theorem [Il Solving an instance
of the UCON 4 safety problem can thus be reduced to checking the satisfiability
modulo the attributes theory of the formula a obtained by conjoining that rep-
resenting the initial state, that representing the final state, and that obtained



On the Automated Analysis of Safety in Usage Control 27

by taking the disjunction of the formulae encoding the possible executions in 7.
Now, checking the satisfiability of a modulo the attributes theory is NP-hard as
it subsumes the propositional satisfiability problem and it is well-known to be
NP-complete. Thus, also the UCON 4 problem is NP-hard. The situation may
look even worse when considering the complexity of the backward reachability
procedure used in the proof of Theorem [Il In fact, such a procedure needs to
solve a satisfiability problem after each pre-image computation to check for fix-
point, i.e. it solves a NP-hard problem per iteration. Despite this, we believe
it is possible to obtain a good behaviour of backward reachability on realistic
UCON 4 policies(such as those in [I3]) by reusing our experience in developing
the efficient analysis technique for ARBAC policies in [I]. We leave this to future
work; here, we only notice that it is not possible to reduce the UCON 4 safety
problem to the safety problem of ARBAC policies for two reasons. First, it is
impossible to encode attributes ranging over infinite domains with the simple
(i.e. non-parametric) roles of [I], that may take only finitely many values. Sec-
ond, it is difficult (if possible at all) to simulate the concurrent executions of
a finite collection of instances of the automaton in Figure [[] by means of the
administrative operations in [IJ.

4 Discussion

Several papers have proposed formal models for UCON with various limitations.
Lamport’s Temporal Logic of Actions is used in [I5] to provide a complete spec-
ification of the behaviour of a single usage process. In [6], Interval Temporal
Logic is used to model the interactions of several concurrent usage processes.
In [B], a simplified UCON model is developed in the context of a timed concur-
rent constraint programming paradigm. An approach based on a process algebra
is used in [I1] to formally describe a comprehensive model for UCON systems.
All these works do not discuss the use of automated techniques for analysing
policy specifications in the proposed model. In [13], an extension of Linear Time
Temporal logic is used to formalize usage control and a state-of-the-art model
checker is exploited for analysis, although no decidability result is derived.

To the best of our knowledge, few works—that are most closely related to
ours—have studied the decidability of the safety problem for UCON policies.
In [16/17], only two simplified formalizations of the UCON model are given,
in which attributes may take finitely many values and concurrency is greatly
restricted (usage processes cannot influence the executions of others). The de-
cidability of the safety problem for such restricted classes of policies is derived.
Our decidability result (Theorem[I]) generalizes those in [I6/17] in three respects:
(1) attribute values may range over finite or infinite domains, (2) we allow for
concurrent execution of primitive operations, and (3) the results in [I6/17] hold
for situations in which the access decision is taken before or during the exercise
of the requested right; our model covers both situations even in combination.

Generic model checking techniques for analysing concurrent systems (see,
e.g., [8] for an overview) can be applied to solving the safety problem of UCON 4
mechanisms. However, no decidability result available for classes of concurrent
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systems covers that in Theorem [l Even the decidability results in [4] cannot be
applied because UCON 4 mechanisms are parametric in two dimensions (process
identifiers and objects) while the systems in [4] are mono-dimensional.

As already remarked above, the main limitation of UCON 4 mechanisms is the
lack of conditions—that are environment restrictions to be valid before or dur-
ing access—and obligations—that are actions to be performed before or during
access. Indeed, it would be interesting to include them in our model and possi-
bly derive new decidability results. On the one hand, conditions can be easily
incorporated by adding a distinguished object for the environment and leaving
updates of the related attributes unspecified (possibly adding invariants [4] to
constrain their values for obtaining more precise analysis results). On the other
hand, incorporating obligations is more complex and left to future work.
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Abstract. Distributed denial of service (DDoS) attacks from a large
number of compromised mobile devices are a major threat to mobile
networks. In this paper, we present a concept, an architecture, and a
protocol for a hardware-based attestation which enables mobile devices
to efficiently prove that their baseband stack is still trustworthy. Our
attestation mechanism enables verification of the baseband stack with-
out using expensive asymmetric cryptographic operations, maintains the
ability to update (or recover) the baseband binary, and allows the net-
work to enforce a certain version, state, or configuration of the base-
band at network connect. Our approach represents an efficient method
to block devices with a compromised baseband stack and thus prevents
distributed denial of service attacks to mobile networks.

Keywords: Attestation, Baseband Stack, Trusted Computing,
Distributed Denial of Service, Mobile Network.

1 Introduction

Mobile cellular networks provide the infrastructure for location-independent
global communications, i.e., phone calls, short messages, and data connections.
Many people, businesses, and governments heavily rely on those means to com-
municate with each other, their customers, and counterparts in different parts
of the world. That is why mobile communication networks are considered part
of the critical infrastructure and need to be secure and highly available, because
malfunction or failure can lead to potentially high damage and costs.

In contrast to mobile network nodes which are fully controlled by their oper-
ators, the billions of mobile devices are usually beyond their sphere of influence,
thus untrusted. For that reason, network operators generally issue a smart card,
which securely stores the pre-shared authentication information to access the
network and thereby establishes mutual trust. However, as complexity and func-
tionality of software components increase, it becomes easier for an adversary to
compromise and remotely control a mobile device [§]. In particular, the baseband
stack is an interesting attack target, because it implements the software stack to
communicate with the mobile network. If an attacker is able to exploit baseband
stack vulnerabilities of a large number of mobile devices, critical attacks on the
network, such as [distributed denial of service (DDoS)| attacks, become possible.

One approach to protect a network from attacks by compromised devices
is based on Trusted Computing and a [Mobile Trusted Module (MTM)| [14]. An
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[MTM] a mobile version of a[Trusted Platform Module (TPM)| [15], can be used
to securely handle cryptographic keys which can be marked as non-migratable to
prevent extraction and external usage. The [MTM] also provides mechanisms to
realize attestation which enables a trusted platform to prove that no adversary
has tampered with its software. However, these security services provided by the
[MTM] are primarily used by applications that are executed on the application
processor. The [MTM] cannot be directly used to prove the trustworthiness of the
baseband stack and to prevent attacks on the network infrastructure, which are
caused by manipulated baseband stacks running on the baseband processor.

In this paper, we present a hardware-based attestation—more specifically, a
concept, an architecture, and a protocol—for mobile baseband stacks. Our at-
testation enables a mobile device to efficiently prove its trustworthiness towards
the network without the need for expensive asymmetric cryptography. Instead,
symmetric operations transfer the result of the attestation from the prover to
the verifier. Based on the attestation, the mobile network can grant (or restrict)
the access to critical core components. As a result, the risk and the potential
damage of attacks on the network from devices with a compromised baseband
stack can be limited. It even enables the network to enforce a certain baseband
version, which prevents attacks that exploit vulnerabilities in a (prior version of
the) baseband stack in order to attack the network.

The remainder of this paper is structured as follows. In [Sect. 2] we present
related work and [Sect. 3| briefly describes a generic hardware and software archi-
tecture of a mobile phone. [Sect. 4l explains the infrastructure of mobile networks
and possible attack scenarios. In[Sect. 5l we describe the notation, cryptographic
keys, and the concept of our attestation protocol. Finally, we provide a detailed
security analysis in and briefly conclude in

2 Related Work

Most existing attestation protocols [OI6] for mobile devices, such as smart
phones, enable these devices to prove their integrity to a remote verifier. The
main idea of these protocols is based on existing Trusted Computing concepts,
such as authenticated boot and remote attestation, as specified by the
[Trusted Computing Group (TCG)} However, existing protocols [J[71T] primar-
ily focus on the software executed on the application processor, such as the
operating system and the applications, but not the baseband stack running on
the baseband processor. Thus, they cannot be directly used to prove the trust-
worthiness of the baseband stack. As a consequence, they are not able to prevent
attacks on the network infrastructure in case an attacker was able to compro-
mise the baseband stack of a larger number of mobile devices. However, research
shows that such kind of attacks are a realistic scenario, since there already exist
a number of demonstrated exploits for vulnerabilities in mobile baseband stacks
[RIT3).

In addition, the previously proposed attestation protocols [916] mainly rely on
expensive asymmetric cryptographic operations, such as signing. However, even
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with a dedicated [MTMI or [TPM] as cryptographic coprocessor, such operations
are, in general, inefficient and may not be suitable for mobile devices.

3 Mobile Device Architecture

Mobile devices in a 3G or 4G network are a very heterogeneous mass of devices.
However, individual devices always consist of two main (hardware) components:
the baseband (processor) and the application (processor). shows such a
common multi-CPU architecture for smart phones and 3G USB modems, where
the processors communicate via a serial line or shared memory. In this architec-
ture, the baseband CPU is usually the master and the application CPU is the
slave. So, the baseband software stack may have full access to sensitive data of
the smart phone operating system, but not the other way around. Thus, for com-
mon architectures, it is not necessary to measure the integrity of the application
to guarantee the integrity of the baseband—at least in theory.

Multi CPU Architecture:
serial communication / shared memory

RAM
>
o)
| < g
JSlaves - - Master. a &
! P
0 = =]
v I
Application Baseband
CPU g CPU
Hardware Software

Fig. 1. Common mobile device architecture

3.1 Baseband Hardware Architecture

The baseband hardware in mobile devices usually consists of the following parts:
fradio frequency (RF)|front end, analog baseband, and digital baseband consist-
ing of a |digital signal processor (DSP)| and an ARM [system on chip (SoC)l In
this paper, only the ARM (baseband processor) is considered.

To the baseband processor, an exchangeable Universal Subscriber Iden-
tity Module USIM is connected, which is a smart card issued by
the provider. The [Universal Subscriber Identity Module (USIM)[ holds in its
[read-only memory (ROM)| an operating system, and the security algorithms for
authentication and key generation. In its EEPROM, it stores specific identity
information, namely the [[nternational Mobile Subscriber Identity (IMSI)| and
[Temporary Mobile Subscriber Identity (TMSI)| as well as a secret K, which is
shared with the provider.

However, today’s mobile devices completely lack a comparable se-
cure element to identify the device itself. The existing device-unique
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[International Mobile Equipment Identity (IMEI)| for instance, is not stored se-
curely, hence needs to be considered untrusted. For our concept, we therefore pro-
pose to extend the hardware architecture with an [MTMI In contrast to existing
solutions, we propose to directly connect the [MTM]to the baseband processor.

3.2 Baseband Software Components

Today’s baseband software is usually a small real-time operating system which is
responsible for parts of layer 1 (hardware specific physical layer) and everything
above. For layer 2 and 3, it provides an hardware independent software stack
with nested implementations of all 2G/3G/4G layers.

For the sake of simplicity, we divide the baseband in the following two parts:
the baseband binary (B) and baseband information (BI) including device- or
operator-specific configuration data. Although there might exist other binaries,
such as fail-safe or backup binaries, only one baseband stack is running on the
baseband processor. A boot loader, which is usually very small, loads the base-
band binary from memory. We assume that the loader is stored in [ROM] to
securely boot the baseband stack and authenticate updates that need to be
cryptographically signed by the baseband vendor (BV).

For our protocol, we extend the boot loader and the baseband stack with the
functionality to communicate with the Additionally, the USIM software
now executes critical parts of the minimal [TCG Software Stack (T'SS)|internally.

4 Mobile Network Infrastructure and Attack Analysis

In this section, we first briefly describe the architecture of a mobile network
and show that mobile devices with a compromised baseband stack can inflict
potentially high damage to the network.

4.1 Network Architecture

In general, a cellular mobile network is composed of a |[Core Network (CN)|
several Radio Access Networks (RANs)| and [User Equipment (UE)|[1]. The [UE]
wirelessly connects to a [RAN] which is interconnected with the [CNl to access
the user’s [Home Network (HN)| usually via a [Service Network (SN)|

The [UE] comprises the [Mobile Equipment (ME)| typically a mobile device
with the necessary radio and protocol functionality, and the [USIM| which se-
curely stores the authentication information, mainly a shared cryptographic key,
to access the mobile network. In order to access the network, the [USIM] and the
network run an [Authentication and Key Agreement (AKA)| [BII0], which is a
standardized challenge-response protocol that uses symmetric cryptography.

The [RAN] usually consists of transceiver stations called Node B (3G), which
are managed by a [Radio Network Controller (RNC)| or Evolved Node B (4G),
respectively, which embed their own controller functionality. These stations are
connected to management components and support gateways, especially to a
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[Mobile Switching Center (MSC)|with the |Visitor Location Register (VLR)|in a
3G and a|Mobility Management Entity (MME)|in a 4G network.

Apart from the interface and administration components for
[RANY the CN mainly provides the [Home Location Register (HLR)| or
Home Subscriber Server (HSS)| depending on the network as well as the
Authentication Center (AuC)| which manage the relevant information for user
authentication and accounting. In particular, the security credentials to access
the network, e.g., the pre-shared key K; between the [USIM] and the network,
are securely stored in the [AuCl

4.2 Attacks on Mobile Networks

Mobile networks are an interesting attack target. They belong to the critical
infrastructure, because they provide world-wide communication services though
a network of global access nodes. Furthermore, they heavily rely on centralized
core components like the and [AuC for authentication, as described in the
previous section, which could lead to complete network failure in the case of a
successful attack against those components.

Based on the centralized architecture of mobile communication networks, an
adversary might, for instance, try to attack the network components directly.
However, a direct attack against the network is not very promising, since the core
components usually only communicate with other trusted network components.
Nevertheless, an attacker could still be able to attack the critical components
indirectly by launching a attack.

For such an attack, the adversary needs to successfully compromise a large
number of mobile devices, e.g., by sending non-specification-compliant SMS mes-
sages, which exploit certain weaknesses of the message parser [§]. The attacker
could also try to manipulate or replace the baseband stack. If the attacker, for
instance, can convince a mobile device to download a malicious version of the
baseband binary and install it, the device is compromised as well.

With thousands of mobile devices under their control, attackers could launch
a attack. In contrast to local attacks via low-layer access channels, e.g.,
RACHEell [6], such global attacks can potentially produce a system-wide critical
overload in the backend components of the network [I3]. For example, if all
the compromised devices drop off the network [3| 5.3.8 Detach procedure] and
simultaneously re-connect again [3, 5.3.2 Attach procedure], the HSS might not
be able to handle all the authentication requests [§]. Another example is the
call-forwarding functionality, which is also handled by the HSS. If an attacker
can change the settings for a large number of mobile devices at the same time,
the overload could crash the HSS and the network could fail completely.

As a result, we have to acknowledge that attacks on mobile networks based
on manipulated baseband stacks are realistic and they can inflict high damage,
potentially a complete network failure.
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5 Providing Verifiable Proof for the Trustworthiness of
Mobile Baseband Stacks

To prevent attacks on networks based on compromised or non-specification-
compliant baseband stacks, we propose an attestation protocol to verify the
trustworthiness of a mobile device before it can communicate with the core
components of a mobile network, such as the

The main idea is that only trustworthy mobile devices are allowed to fully
access the critical components of a network. To demonstrate its trustworthiness,
the baseband stack running on a mobile phone has to prove its authenticity
and integrity. If the attestation procedure fails, the network only allows limited
access, e.g., to download a trustworthy version of the baseband stack, which is
signed by its vendor, to replace the compromised one. That way, the proposed
attestation protocol allows the mobile device to recover from malicious modifi-
cations and protects the network from attacks by compromised mobile devices.

In the following sections, we first define the notation (Sect.5.1]) and the cryp-
tographic keys (Sect. 5.2]). We then explain the concept in and present
a description of our protocol in Sections [5.4] and

5.1 Notation

A cryptographic hash function H is a one-way function with collision and pre-
image resistance that compresses input data of virtually arbitrary length to a
fixed sized output of length I, that is H : {0,1}* — {0,1}". Applying the hash
function H to data m is denoted as H(m), which generates a hash h.

A message authentication code MAC' is a function that calculates a message
digest with fixed length ! for an input m with virtually arbitrary size based on
a secret key K: MAC(K,m) = dig. The resulting digest provides information
that can be used to verify both the integrity as well as the authenticity of the
message. An HMAC is a specific way to construct a MAC based on a hash func-
tion, i.e., HMAC(K, m) = H((K @ opad) || H((K @ ipad) || m)), where || denotes
concatenation, @ the exclusive or, opad the outer and ipad the inner pad.

A particular system state is represented by a set of integrity mea-
surements stored in the (currently up to 24) hardware-protected
platform configuration registers (PCRs)] of an [MTMl Such a set of
[PCRS describing a system state is referred to as platform configuration
P := (PCR[i =0],...,PCR[i = p]). After a system reset, the contents of all
[PCRH is set to zero, i.e., PCR[i] <+~ 0 Vi < 24. To store a fresh integrity
measurement p in a[PCR] with index 4, the current value is combined with the
fresh measurement value using PCREztend(PCRJi], n), which is specified as
PCR[i] < SHAL(PCRJi] || 1) [15].

Wrapping a cryptographic key K with a public asymmetric key pk to a specific
platform configuration P is denoted as {K }1173k and essentially encrypts the key.
To decrypt the wrapped key with the corresponding private key sk, the actual
configuration P’ needs to match exactly the specified configuration P.
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To encrypt and bind arbitrary data m to a platform configuration P, the
[MTM] essentially provides a TPM_Seal command, which is referred to as Seal
for the sake of simplicity. With Unseal, which is short for TPM Unseal, the
MTMIMTPM can decrypt the data m if the system is in a state which matches
the specified platform configuration P. Given a non-migratable asymmetric key
K ., = (pks,sks), we denote the result of sealing data m to the platform con-
figuration P with {m}fks = Seal(P, pks,m). To unseal the sealed data {m}f:ks,
it is required that the actual platform configuration P’ is equal to the specified

platform configuration P: m = Unseal(P’' = P, sks, {m}fks).

5.2 Cryptographic Keys

We define a non-migratable asymmetric wrapping key K., = (pk,sk) and
sealing key K., = (pks, sks), where pk and pks are the public keys while sk
and sks are the secret keys of the respective keys. Both asymmetric keys are
securely generated and stored inside the
With the public key pks, a public signing key pkSiggy is sealed to a platform
configuration P, where all [PCRd are selected, but have the value zero, except
for PCRJ[0], which stores the measurement value of the boot loader L. As a result,
the sealed key {kaing}f;?s can only be unsealed by the boot loader, which is
stored in [ROM] and executed first. This unsealed key pkSigg, is used in case of
an update to verify a signature sig of the baseband update before installation.
With the pubic key pk, an asymmetric integrity key Kyt is wrapped to a
trusted platform configuration Pg as {KINT}f,f , where B denotes the baseband.
This wrapped key is used in our protocol to verify the integrity of the baseband.
It is important to note that the platform configuration Pg invalidates Py, which
means the platform configuration P, can no longer be used as a valid platform
configuration for cryptographic operations, e.g., to unseal a key.
Together with the authentication data Agea for the sealing key K, both
keys are stored in flash memory in encrypted form (sealed or wrapped) during
initialization. However, having Age, in flash is not a security problem, because
the key K, is protected by Pr, thus it is only available to the boot loader L.
The [USIM| holds the key K; and an attestation key Ky, which are both
shared with the [AuC] as well as the passphrase Ayyap for wrapping key K

wrap*

5.3 Concept and Main Ideas

In contrast to existing hardware-based attestation protocols, which are often
based on asymmetric cryptographic operations provided by an [16], we
propose a symmetric approach to efficiently prove the trustworthiness of a mobile
device, in particular, its baseband stack.

As most existing protocols, we rely on an authenticated boot process starting
from a|Core Root of Trust for Measurement (CRTM)t The current software bi-
nary calculates a hash of the following binary in the boot chain and stores it as
an integrity measurement value in a platform configuration register of the [TPM]
or [MTM] before executing the measured binary.
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In our concept, the boot loader acts as[CRIM]for the sake of simplicity, which
is why it must be stored in [ROM] as indicated in (top left), which shows
our system architecture. Together with the baseband binary (top right),
also depicts a boot procedure in the top and the relevant hardware components,
namely the flash memory (bottom left), the MTM (bottom center), the [USIMI
(bottom right), and the baseband processor with RAM, in the bottom half.

boot loader (L) p ut baseband B < &
(CRTM in ROM) [ O S ynary (B) (B) =hs
1. measures boot loader L haseband

2. extends PCR[boot loader]
3. unscals pkSigpy and verifies
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information (BI)
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Fig. 2. System Architecture (based on [Fig. 1))

In the boot procedure, the loader L first measures itself and extends the
PCR[boot loader] (steps 1 and 2) creating the platform configuration Pr. In
case of an update, the loader unseals the public signing key pkSiggy, verifies
signature sig of the new baseband binary with the unsealed pkSigg, (step 3) and
re-wraps the integrity key K yp. In the process, the unseal operation implicitly
validates the integrity of the boot loader L (represented by Pp) and the public
signing key verifies the new baseband with its signature. After that, the boot
loader measures the baseband (step 4) and extends the PCR[baseband] (step 5),
which creates the trusted platform configuration Pg and invalidates Pr,. Finally,
it executes the baseband binary (step 6).

For a remote attestation, the or [MTMI normally signs the list of [PCRs]
representing the current platform configuration and sends it to a remote verifier.
Based on the values (and a so called measurement log), the remote party can then
decide whether the platform is still trustworthy. We call this mechanism ezplicit
attestation, because the complete measurement log needs to be transferred.
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For our protocol, however, we adapt the concepts of implicit attestation, which
does not need to transfer the measurement log. Instead, implicit attestation
usually relies on some pre-shared (authentication) information, such as a sealed
symmetric key or hash chain [7], which can only be accessed, if the platform is
still trustworthy. This approach is, for instance, used to validate whether the
boot loader is in a trusted state before a new baseband binary is loaded in case
of an update (step 3). So, as long as the prover can successfully authenticate
itself, the verifier has implicit proof of the integrity of the prover’s system.

However, most existing implicit attestation protocols still rely on relatively
expensive asymmetric cryptographic operations, such as signing or unsealing a
sealed key. That is why we propose a more efficient approach based on symmetric
cryptographic operations to implicitly prove the trustworthiness of a mobile
device, especially its baseband stack.

The main idea is that the [USIM]| only grants access to the attestation key
K ,pr which is necessary to calculate an attestation response for the network if
the baseband stack is trustworthy. To prove its trustworthiness, the baseband
merely needs to load the integrity key Ky, which is cryptographically bound
(wrapped) to a trusted platform configuration Pp based on a signed baseband
stack. Note that the initial wrap operation is necessary only once during initial-
ization and thus has no direct influence on the overall efficiency of our attestation
protocol. More important, the [MTM] only needs to actually unwrap the wrapped
key if the key is not yet decrypted and loaded, because the key itself is never
used for security critical operations. Finally, to be able to securely verify the
baseband stack, we moved the calculation of authentication value, which is an
HMAC based on Ayrap and needed to load the key Ky, inside the [USIMl So,
the baseband has to request the correct authentication value from the [USIM] be-
fore it can load the key inside the [MTM] If the load operation was successful, the
[USIMI can verify the HMAC-authenticated result, which is protected by Ayrap.-

5.4 Integrity Verification of the Baseband Stack

For alocal attestation (integrity verification) between the baseband stack (prover)
and the [USIM] (verifier), which is depicted in detail in the baseband sys-
tem (center) loads the wrapped key {KINT}Zf into the [MTM] (right) and the
[USIMI (left) verifies the HMAC-authenticated result. However, since we moved
the HMAC calculation for the authentication and verification (steps 3 and 10)
inside the [USIM] all security critical operations are performed inside one of the
hardware secure elements.

Usually, a dedicated trusted software stack is responsible to calculate and as-
semble the necessary parts of the command, such as the authentication value
parentAuth (pA) for the wrapping key K., step 3), and send the com-
plete command structure to the In our protocol, however, the main idea
is to move this calculation of the authentication value (pA, steps 2 and 3), which
authorizes the use of the wrapping key K,,,, inside the That way, the
passphrase Ay,ap never leaves the secure environment of the [USIM] firmware. As
aresult, the[USIMIneeds to securely generate the required authentication value pA
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Fig. 3. Attestation of Baseband towards [USIM]

on behalf of the usual software component, which can be implemented in software
and easily integrated into the existing USIM firmware. The value for parentAuth
is generated from concatenated HMAC inputs (denoted by 1HI to 4H1) as

pA = HMAC(A ey, 1H1 || 2H1 || $HI || 4H1), (1)

where 1H1 = H(TPM_ORD_LoadKey2 || { Kixr},7)
2H1 = authLastNonceFven
3H1 = nonceOdd, and

4H1 = continueAuthSession,

according to the [TCG] specification [15, p. 72].

When the [MTM] receives the load command, it internally verifies the authen-
tication value pA and matches the specified platform configuration Pp against
the actual platform configuration P’ (step 5). If the equation Pg = P’ holds,
the [MTM] loads the key. For efficiency reasons, the [MTM]should only verify the
pre-conditions, e.g., the platform configuration and authentication data, and not
actually decrypt the key if the key is already loaded. The [MTM] then calculates
a result message, which includes a specified return code, e.g., TPM_SUCCESS, the
nonceOdd, and a second HMAC resAuth to authenticate the response (step 8).

To complete the attestation procedure, the [USIM] receives the result of the
load operation TPM_LoadKeyQ({KINT}PIf , pA) and merely needs to verify the
return message: For that purpose, the m compares the output nonceOdd
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with the input nonceOdd, which must be exactly the same and prevents replay
attacks (step 9). By recalculating and checking the HMAC resAuth (and the
return code), the can efficiently verify whether the key was correctly
loaded, thus, stating that P matches P’ (step 10). The fresh HMAC resAuth’

is calculated again according to where
1H1 = H (returnCode || TPM_ORD_LoadKey?2)

2H1 = nonceFEven
3H1 = nonceOdd, and

4H1 = continueAuthSession

as specified by the [TCG [15, p. 72]. If the load operation has been successful,
which is indicated by the returnCode, the verifier has implicitly proven that the
baseband stack is still unmodified and has not been compromised. As shown in
the [USIMInow allows access to the attestation key Ky, which is limited
to the current [AKAl protocol run indicated by the random number RAND.

5.5 Generation of Authentication Vectors

Based on the result of a local baseband attestation, the [USIM| (now prover)
is able to provide proof of the baseband’s trustworthiness towards the network
(verifier). We only need to slightly modify the Jauthentication vectors (AVs)|used
in the [AKA] protocol. Depending on the network type (3G or 4G), the [AV are
usually generated as

UMTS AV := (RAND || XRES || CK || IK|| AUTN) or (2)

EPS AV := (RAND || XRES || Kpsur || AUTN) , (3)

where RAND is a random number, XRFES is the pre-calculated (expected) au-
thentication result, CK is a confidentiality and IK an integrity key, and AUTN

an authentication token. These components are calculated as depicted in [Fig. 4]
where fl and f2 are MAC and {3 to f5 as well as KDF are key derivation functions.

ﬁ Generate SQN_ | [ AUTN = SQN xor AK || AMF || MAC |
AMF Generate RAND

K; RAND

lvvv lv lv lr |lfl|

MAC XRES CK IK AK
SQN xor AK
KDF Kasme
SN id

Fig. 4. Generation of Authentication Vectors (adapted from [2315])
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In our concept, we add an expected attestation value (XATT) to the [AV]
which allows the Service Network to verify the trustworthiness of the mobile
device. This additional attestation value is generated from the random number
RAND with a dedicated attestation key K ,prp (which is only available, if the
local baseband attestation has been successful), that is

XATT = HMAC(K ypp, RAND). (4)

Since the symmetric attestation key K pr is only known to the (and the
[USIM of course), the Home Network has to pre-calculate the HMAC for the
Service Network. That way, the SN can compare ATT (from the [USIM]) with
the expected attestation value XATT without the knowledge of K .

We also send a second attestation value ATTB from the mobile device to the
Home Network, which is generated based on the hash value of the baseband stack
hp and some information BI, for instance, about the version, state, and configu-
ration of the baseband. These values can be used by the home network to further
evaluate the baseband stack and enforce a certain version or configuration.

As shown in we define the following attestation-based access policy:
If the response RES = f2x, (RAND) from the [USIM] matches the expected re-
sponse XRES and the attestation value ATT = HMAC(K 47, RAND) also
corresponds with the expected value XATT, the mobile device can fully access
the network (steps 8-9). However, if the (local) attestation fails, the network
only grants limited access, e.g., to download a signed recovery version to replace
the modified baseband stack. By sending the hash of the baseband hp and the

USIM ME
Ki  |proover| Karr

MME HSS (Home Network)
(Service Network) K; [verifier] Karr

._{ Auth Info Req (IMSL, SN id)

1. generate EPS AV
(incl. SN id)
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Kasue, AUTN)
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1
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A
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<

. verify MAC in AUTN
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= @ o

=
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Fig. 5. AKA-based Attestation of Baseband [USIM] towards the Network (simplified)
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baseband information BI, which are protected by the second attestation value
ATTB (step 7), the Home Network can evaluate the configuration of the base-
band in detail (steps 10-11). As a consequence, particular services or operations
involving critical network components could be allowed (or denied). The Home
Network could even enforce a certain baseband version by simply evaluating the
baseband version in BI and restricting access for unsupported versions.

6 Security Analysis

In this section, we now analyze the security of our proposed attestation protocol.
We mainly consider software attacks, whereas hardware attacks, such as TPM
cold boot attacks, are by nature and definition out of scope. As most existing
protocols [16], we start from the premise (for the sake of simplicity) that the
platform configuration reflects the actual state of the baseband stack at any time.
We also assume that it is not possible to forge a trusted platform configuration
by exploiting bugs, such as buffer overflows, although that requires either a
periodical or an on-demand measurement architecture, such as IBM’s IMA [12].

In our first scenario, the attacker attempts to extract the cryptographic keys.
However, that is not possible, because the symmetric keys K, K pr, and the
authentication data Ayyap, are securely stored inside the [JSIM] The asymmetric
keys K,,, and K, are non-migratable, thus never leave the [MTM]

The attacker could also try to replace the sealed or wrapped keys, namely
{kaing}Z?s and {KINT}Zf. In the first case, the sealed public signing key can
only be unsealed while the boot loader is executed and the Pj, is not yet invali-
dated by Pp. Since the boot loader is stored in [ROM] it is always executed first
and cannot be modified. As a result, the adversary cannot seal a different pub-
lic key, which would successfully verify a signature for a manipulated baseband
update. In the second case, the attacker might try to wrap an integrity key to
an insecure platform configuration, e.g., with no [PCR4d selected, to manipulate
the baseband stack without the attestation protocol noticing. However, this is
not possible, because the authentication data Ay,ap is stored inside the [USIML

In the next scenario, the adversary actually manipulates the baseband bi-
nary to attack the network. However, since the baseband binary is measured
by the boot loader before it is executed, the manipulation is reflected in the
platform configuration Pj. As a result, the cannot load the wrapped key,
the attestation fails (because of the return code), and the [USIM] denies access
to attestation key K ,pp. That mean the attestation value ATT cannot be cal-
culated correctly and the network only allows fail-safe access to network, which
can effectively prevent the attack. In the case, where the attacker manipulates
the baseband binary, but replays an old [MTM] result message in order to make
the [USIM] believe that loading the integrity key was successful, the simply
needs to check the nonceOdd step 9). Since this value is random
and only known to the [USIM] step 2), the attestation fails, because the
replayed [MTM] result message has a different nonceOdd.

In our last scenario, the adversary might try to forge the attestation value
ATT in order to access and attack the network with a compromised baseband
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stack. However, if the attacker is able to capture the random number RAND, the
authentication token AUTN, and the authentication response RES, it is still not
possible to calculate the correct attestation value. The attacker has no knowledge
about the attestation key K ,pp, which is securely stored in the [USIMl Even in
the case, where the adversary combines the authentication response RES with
an old attestation value ATT’, the network only grants limited access. Since the
attestation value ATT is an HMAC over the current random number RAND, the
pre-calculated attestation value XATT does not match ATT"
step 9), so the attestation fails. The network only allows fail-safe access and an
attack on the critical network components, such as the HSS, is prevented.

7 Conclusion

With today’s increasing use of mobile communication, which might even rise in
the near future, attacks from a larger number of mobile access devices with a
compromised baseband stack are a serious threat to mobile networks.
To limit the risk of potentially high damage, we presented a hardware-based
implicit attestation protocol, which enables mobile devices with an [MTM] to
prove the trustworthiness of their baseband stack towards the mobile network.
Furthermore, the network is able provide different access levels based on the
result of the attestation. It can even enforce a certain baseband version. Our
security analysis shows that this way the network can limit exposure to compro-
mised baseband stacks and reduce the risk of attacks from manipulated devices.

Acknowledgments. Parts of this work were supported by the German Federal
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1

Lately, as mobile computing devices such as smart phones, smart devices, etc. be-
come popular, the utilization of wireless network resource is becoming an important
issue as well. However, the radio channel resource is physically limited and gradual
depletion of available wireless resources is taking place. Therefore, efficient utiliza-
tion techniques of wireless network resources are required. For this purpose, many
resource allocation and management techniques are being developed for radio channel
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Abstract. Current wireless protocols employ monotonous link model although
optical wireless channel is being changed rapidly and essentially as is the infra-
red channel. The plain link model cannot be regarded as the physical characte-
ristic of the optical wireless transmission links. Thus, it only evokes inefficient
channel use and insufficient link transfer performance. This paper proposes an
advanced link model for improving the performance of data transfer in optical
wireless networks. Data frame propagation on link is considered for two link is-
sues, i.e., resource efficiency and link access hit ratio issue. The link resource
allocation scheme must be carefully designed so that the resource can be effi-
ciently utilized in order to improve link transmission performance.

There are two major contributions; first, this paper presents a dynamic link
model which is optimized for local optical wireless network. Various essential
characteristics of optical wireless channel are channel speed, bandwidth, error
ratios, etc. Second, the optical wireless channel provides a new link allocation
method that considers multiple constraints in an advanced link model, intended
to minimize link delivery time while developing opportunistic nature of wire-
less channel for good throughput link with less packet loss. Finally, this paper
successfully achieves an effective link error-recovery method through the link
allocation algorithm.

Keywords: Link model, optical wireless, transfer protocol, fault tolerant, local
network.

Introduction

utilization.

The development of technology of optical wireless transport network using optical
materials like LED, LD, etc is recognized as a major challenge. In particular, IrDA
with infrared radio channels which is compatible with the existing wireless-LAN has
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been used for a general local area network. However, because data transmission link
model for the IrDA optical wireless channel techniques relies on limited features of a
typical wireless channel, it has limited availability for the efficient use and perfor-
mance improvement of optical wireless channels [1][2][3][4].

An existing wireless network as Wi-Fi, Bluetooth, etc. provokes constant band-
width, average transmission delay, and a relatively uniformed error rate [1][2]. There-
fore, the traditional link transmission model is an average formal link one after an
analysis of the physical characteristics of the wireless channel and link parameters
such as the channel bandwidth, transmission time unit, and transmission error rate
was averagely determined. However, the network parameters of transmission band-
width, transmission delay, and error rate are dynamically changing depending on the
rapid change of optical wireless environments because the physical characteristics of
optical wireless channel are also changed by mobile environment of optical wireless
terminals. Therefore, the existing average formal links model is not suitable for an
optical wireless transport model [S][6][7].

This study first analyzes the data transfer properties of the optical wireless re-
sources based on the existing link model. At the same time, it suggests a new link
model optimized for the physical signal characteristics of optical wireless resources,
and an optical wireless channel allocation scheme based on a new link model.

The main contributions of this study are twofold as follows. First, this paper
presents a dynamic link model, which is optimized for local optical wireless net-
works. Various essential characteristics of optical wireless channel are considered for
channel speed, bandwidth, error ratios, etc. Second, it provides a new link allocation
scheme taking into account multiple constraints in an advanced link model, attempt-
ing to minimize link delivery time while developing opportunistic nature of wireless
channel for good throughput link with less packet loss.

This paper will be described by the following sequences. Chapter 2 describes cha-
racteristics of communication link and models of short-range radio channel. Chapter 3
proposes the optical wireless link model and link allocation scheme based on optimi-
zation of optical wireless channels. Chapter 4 evaluates the proposed model compared
with existing models and analyzes the performance of the proposed link allocation
scheme. Finally, Chapter 5 concludes this work and future researches.

2 Link Model on WLAN

2.1  Physical Wireless Channel Characteristics

What is the best way to link two devices without a cable? This simple idea has now
blossomed into several industries offering a bewildering assortment of products and
protocols. In this section, I will explain the world of wireless communications
mechanisms. The three most popular standards for short-range wireless data commu-
nication are IrDA, Bluetooth, and Wi-Fi. Each allows battery-powered devices to
communicate without wires. Wi-Fi and Bluetooth with typical wireless channel cha-
racteristics have the standardized (uniformed) transmission characteristics such as
constant periodic signals, constant bandwidth, and constant failure rates.
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In 1994, Ericsson Mobile Communications began research on a radio module that
could link mobile phones and accessories, especially headsets. Bluetooth-enabled
wireless headsets started to emerge in 2000, but component cost, power usage, and
even regulatory barriers prevented widespread adoption. Since then, cost and power
usage has gradually shrunk, making Bluetooth a valuable add-on feature for high-end
PDAs and mobile phones [12][13].

The first IEEE 802.11 specification was introduced in 1997 with the primary goal
of providing wireless LAN access. At first, component costs arose where expensive,
interlope was chancy, and security was a major concern. Together, these factors pre-
vented widespread adoption. But, over time, component cost has dropped, many secu-
rity concerns have been addressed, and new specification versions (such as 802.11b,
802.11a, and 802.11g) have emerged that increase throughput. In 1999, the Wi-Fi
Alliance was launched to certify implementations and alleviate interoperability con-
cerns. Because of the large physical range and “always-on” connection model, Wi-Fi
technology consumes a lot of power, limiting its use in PDAs, phones, and other
lightweight mobile devices [8][9].

The IrDA was launched in 1993 as a cable replacement technology. However, as
the industry developed, the IrDA realized that it was necessary to provide specifica-
tions that went beyond the basics of cable replacement. Today, virtually every PDA
and smart phone shipped supports IrDA, as do many mobile phones, laptops, printers,
and other products [1][2].

We can separate aspects of wireless performance into several categories: connec-
tion delay, which is the time required to discover and establish connectivity; commu-
nication latency, which is the time taken to deliver the data through the network; and
finally the effective throughput, which is the actual transfer speed (often much less
than the native data rate allowed by the media). All the parameters were chosen gen-
erally conform to the DFIR physical definition in the IEEE802.11 standard [9].

Radio and infrared are complementary transmission media, and different applica-
tions favor the use of one or the other medium. Radio is favored in applications where
user mobility must be maximized or transmission through walls or over long ranges is
required and may be favored when transmitter power consumption must be mini-
mized. Infrared is favored for short-range applications in which per-link bit rate and
aggregate system capacity must be maximized, cost must be minimized, international
compatibility is required, or receiver signal-processing complexity must be minimized
[10][11].

Bluetooth chops its 1 Mbit/s data rate into tiny 625 microsecond slices. This hurts
its effective throughput, but gives it two important advantages. First, it is resistant to
interference at particular frequencies, since any given packet can be retransmitted
quickly at a different frequency. Second, its low latency makes reliable, telephone-
quality audio connections possible [12].

In IrDA, latency is variable, depending on how frequently the primary device polls
the secondary. In many implementations, a period of polling with no data exchange
causes the primary to back off its polling frequency to as long as 500ms. This can
sometimes cause a noticeable delay, but it also lowers power usage dramatically. The
wavelength band between about 780 and 950 nm is presently the best choice for most
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applications of infrared wireless links, due to the availability of low-cost LED’s and
laser diodes (LD’s), and because it coincides with the peak responsibility of inexpen-
sive, low-capacitance silicon photodiodes [10].

Conventional wireless transfer link model is based on the standard IEEE802.11
model. All of Wi-Fi, Bluetooth and IrDA consist of the layered structures of physical
and link layers in wireless local networks. The wireless network devices employ an
access control protocol of TDMA to share a wireless communication link.

2.2 Typical Wireless Link Model

The transfer model in typical local wireless networks consists of the first physical
layer and the second link layer. The link layer supports logical transfer path which
transfers bit frames, and the physical layer transfer signal consisting of physical wire-
less transfer path.

The link layer provides monotonous data transmission channel, which periodically
provides fixed time slot to any host. The network runs under a time-division multiple
access (TDMA) slotted framework, and we assume all nodes are perfectly synchro-
nized. The time frame consists of fixed-size time slots for data, and fixed-size time
slots for control messages. During the period of one time frame, we assume block
fading channel that remains relatively constant. Scheduling decisions are taken by all
nodes in the network simultaneously at the beginning of each time frame at the con-
trol phase, and stay unchanged until the next frame.

However, physical layer provides dynamic transfer signal channel due to irregular
signal power and quality characteristics of wireless physical channel. The PHY layer
employs the adaptive modulation and coding techniques (AMC), where there are a
finite number of transmission modes, each of which corresponds to a unique modula-
tion and coding scheme and one particular interval of the received signal to interfe-
rence plus noise ratio (SINR). Furthermore, in order to reduce the interference to
adjacent concurrent transmissions, increase the frequency reuse and channel capacity,
the nodes are equipped with directional antennas.

PHY ‘ |

e e
dynamic physical petiod mismatch

Time signals between signal and link

flows

Fig. 1. Typical wireless link model
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Fig. 1 shows the hierarchical structure of typical TDMA wireless link model. The
structure makes efficiency of transfer channel worsen because of severe mismatches
of slot period between dynamic physical channel and static link channel. Pervious link
model make degrade the success ratio of host link access by the frequent mismatches
and rapidly increase link access delay. Depending on static slot time, it also increases
the inefficiency of link resource by increasing frame loss within a slot period.

This work proposes a new model and channel allocation scheme which harmonizes
the channel period characteristics between dynamic physical channel and static link
channel to improve the host access ability and channel efficiency problems.

2.3  Wireless Link Parameters

This paper considers link access delay, link slot time, link throughput (or bandwidth),
and frame error ratio as performance metric parameters. It also assumes that all hosts
share the single link channel for transferring data frames. Consider a wireless centra-
lized network, which comprises a set of wireless mobile station or mobile terminal,
denoted as MS and a set of base stations denoted as BS. The aim of our link model
and link allocation is to provide more optimized multi-link constraints at link level by
each node i, ViEMS. In order to facilitate the integration of four constraints, we
define a set of link-level metrics, namely, (1) link access delay ADy, (2) link slot time
STy, (3) link throughput BWy, and (4) link FER ER;, as follows. If further consider an
arbitrary node i, it has K; number of one-hop neighbors within fixed transmission
range, where these neighbors are k = 1, 2, ...,K;. Meanwhile, a separate queue is at-
tached to each mobile station for each direction of transmission. A sequence num-
ber, SN, is assigned to each host MS;, by controller or the other hosts.

A. Link Access Delay

Link access delay ADy is time delay which takes to assign an optical wireless link
link(i,k) to an access request host for transmitting data frame. The hosts that share the
single optical wireless channel using TDMA method perform link access processes as
follows. When a new slot time period comes up, a request host is selected to access
the communication link during the slot time period.

SNi<(mianeMS SNj) (D

An access request host MS; broadcasts request message including sequence number,
SN; which indicates its transfer order as Equation (1), and then an accessing host MS;
is determined by Round Robin method.

When the host access on the link channel, it senses the signal power level of cur-
rent physical channel, determines the size of slot time STy, and current slot time
period. To share the current ST with all the other hosts or controller, it broadcasts
control frame including current slot time period. In the case of that the link access is
failed, link access process can be repeatedly retried unless the current allocated slot
time is not over. If ADy, is less than STj or STy greater than 0 as Equation (2), link
allocation process is repeated continuously.

AD, < ST, )
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B. Link Slot Time

The slot time STy is time period which is allocated to MS; accessing on a link channel
Lj. For initialization, an average slot time STy ,,, is allocated to MS;. When MS; ac-
cesses on the link, the size of slot time ST} is dynamically determined considering to
the signal power level, LVy_,, of physical layer that represents communication dis-
tance or signal quality between MS; and the correspondent. The higher level of signal
strength is to increase the size of slot time STy, and the lower level of signal strength
is to decrease that as Equation (3). All MS; that share a link must share the slot time
information allocated currently to MS; accessing the link L;.

Initial _step :
ST. =ST.

ik _ pre ik _avg

Updat tep:
'pdate _ step 3)

Increment _Operation: ST, = ST, ., +ST,,, LV, g
or
Decrement _ Operation: ST, = ST, ,, —ST,,., LV, .

C. Link Bandwidth (throughput)

The link bandwidth BW;, is the volume of data frame transferred during the unit of
slot time. The communication bandwidth should be maximized to maximize both link
throughput and link efficiency. The size of communication bandwidth is affected by
the error rate of transfer frame. As Equation (4), the higher error ratios of transfer
frame should be to decrease transfer bandwidth, and the lower error ratios of transfer
frame should be to increase transfer bandwidth. The MS; that sends data frames on the
link Ly is to maximize the efficiency of the link communication channel by dynami-
cally controlling the size of transfer bandwidth

BW, =BW -log(1+IF-SNR)
1
ER;
(min,, BW, )< BW, .. <(max,, BW,)

ik _avg

BW, o @)

Where BW is the link bandwidth, and IF captures the unpredicted interference effects.

D. Link FER
The frame error rate depends on the quality of link channel. The communication qual-
ity of link channel is affected by signal connectivity and signal quality of physical
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layer. A host configures the harmonized link channel by considering signal connectiv-
ity and signal quality of physical layer to minimize errors of link channel. It reduces
frame loss and increases link channel efficiency by controlling the size of transfer
bandwidth depending on the link error rate.

As Equation (5), ER; is defined as the ratio between the measured FER value and
the most severe “minimum FER requirement” per link L;. We thus should select the
most severe “minimum FER requirement” as the link FER constraint, and finally we
have, for any successful scheduler should this outage be less or equal than one.

0<ER, <1 ®)

2.4  Link Problem Definition

The physical signal characteristic of optical wireless networks shows frequent short
break unlike traditional wireless signal. Therefore, it is facing the link channel prob-
lems as follows.

Firstly, a typical hierarchical structure of a wireless link model worsened the oper-
ating inefficiencies of transmission channel due to the severe discrepancy between
dynamics of the transmission channel on physical layer and statics of the transmission
channel on link layer. Secondly, the channel operating logic of the conventional me-
thod is simple, but its channel resource efficiency falls. Finally, as shown in Figure 1,
in the case of that the existing physical layer is based on optical wireless channel, the
dynamics of optical wireless channel is much more variable than that of the other
wireless transmission channel. If data frame is configured with static slot on the link
channel over the variable optical wireless channels, the optical wireless channel caus-
es more serious disharmony than the existing wireless channel. It makes the efficiency
of channel resource worsen. Thus, dynamic link model and failure recovery based on
flexible link is needed.

To overcome the problems, an alternative must be present to give flexibility in
frame structure and configuration of the link layer. Next, framing strategy should be
presented to support the compatibility with the existing transport protocol hierarchy.
Finally, it is required to regulate the frame size the transmission when data frame is
retried due to link failure.

3 Optical Wireless Link Model

3.1 Dynamic Optical Wireless Link Model

This study communication improves link access success ratio and channel efficiency
by operating dynamic link allocation scheme to enhance the link problems. It
has dynamic frame configuration to cope with dynamic physical channel
characteristics.
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Fig. 2. Scalable Optical wireless link model

As Fig. 2, it is a scalable model that improves channel efficiency and fault recovery
protocol in which is a data link layer over an optical wireless physical layer in trans-
mission protocol stacks. Fig. 2 shows that it removes the link and signal period mis-
match shown in Figure 1. This study assumes that all the sending hosts share a single
transmission link to transmit data frames. The size of time slot STy as the parameter
affecting the performance of link channel allocation based on link model are adjusted
in proportion to the parameter LVj indicating the level of the signal strength of the
physical layer as the Equation (6).

_ S];'k_max'L‘/ik
STy =|—— | ST (6)

ik _max

And the following Equation (7) shows that the transmission bandwidth BW;, of the
data frame is inversely proportional to the error variable ERj.

_ vaik?max
BW, =| ——*"_|. BW

A 7
ER, ... ER, @

ik _ max

3.2 Link Allocation Scheme

The size of time slot is allocated to a host sharing optical wireless link channel taking
into both transmission distance and signal strength between host and host. Optical
wireless terminals determine the size of time slot needs of a particular terminal by
taking to the distributed control channel. For example, when a terminal requires a
time slot, its slot request is accepted if it is not received reject message from the other
terminals. Nevertheless, the time slot size of the optical wireless devices to share the
channel will be assigned in the range of at least one third to up to three times when it
is compared to the existing standard time slot by considering the tradeoff between the
resource efficiency and operational complexity. The size of time slot allocation is
mainly assigned of a half-size or double-size of the existing standard time slot.
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1. program Link Allccation {BS,,L;}:

2. const MinSigallevels = -2, MaxSigallevels = 2;

3. wvar SM,:= 0..SagfumefHost;

4. SINR;,: MinSigalLevels..MaxSigalLevels; §T;,: 0..MaxSlotTime;
5. ERy,: 0..1; BWy: 0.. ====; End flag:=0FF;

6. begin

7. if NewPeriod(}=YES A NewPeriod().S5N; =H,.5N, then

2. if Request(BS;}=ACK then

. Get (SINR,,) ;

10, if SINR,, > SINRy, ., then 5T,+1;

11. glse if SINR,, < SINRHJ“ then $T,-1-
1z. Broadcast {ST;} 5

13. if Link Access(}=YES then

14. repeat

15, End flag:=transmit_frame() ;
16. Update (ER;, .}/

17. Update (BWy, ) 7

18. until End flag = YES

19. else Retry (ST, -1); -

20, else

21, repeat

22. Wait();

23, until Finish (ST, )=YES

24. end.

Fig. 3. Dynamic link allocation algorithm

Fig. 3 shows the proposed dynamic link allocation algorithm. This link allocation
scheme assumes that multiple hosts MS; access on the shared single channel L; using
TDMA-Round_Robin method. The physical signal is randomly appeared with the
signal power SINR;. Controller C,,, may be a base station or each host on distributed
system environments.

The initialization process of link allocation is as follows. MS; gets its sequence
number SN; from Controller C,,,. MS; gets its physical signal power SINR; under cur-
rent L; and it determines an average slot time STj. The STy may be a unit slot time.
MS; gets its error rate ER;, and MS; determines its average bandwidth BW;, under cur-
rent L.

When MS; meets its new time period and meets its conditions with sequence num-
ber SN, it broadcasts request packet to other hosts or controller (line 7-8). Otherwise,
if the condition of new period and sequence number SN; is not met, MS; waits until it
meets the next slot time period (line 20-23).

If MS; gets acknowledgment from controller C,,, it gets its physical signal power
SINR;. under current Ly (line 9), and it increases STy if SINR; is greater than SI-
NRji_pre, and it reduces STy if SINR; is less than SINR; . (line 10-11). Then MS;
broadcasts its slot time ST} to other hosts or controller (line 12). If the access of MS;
on the current link L, is successful, MS; transfers data frames on the current link (line
13-15), and MS; updates its error rate ER; and its average bandwidth BW;, under cur-
rent Ly (line 16-17). MS; repeats data transfer until it is finished (line 18). If the link
access of MS; is failed, it retries with minimized its slot time ST}, to access on the
current link until it is over its maximum slot time size (line 19).
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3.3 Link Allocation Criterion

Link allocation process is performed by separating the active and inactive terminals
depending on the link connection state of a terminal.

The link process of active terminals is processed as the activation initialization, the
access control frames transmission, the data frames transmission, and the link discon-
nection. The initialization checks the new slot period of link channel, and determines
the accessing terminal and the time slot size. Then, the access terminal sends an
access control frame. If it is success, transmit data frames. Otherwise, reduce the size
of current slot time after checking the signal power of physical link time. The active
terminal assigned with time slot on the link channel transmits data frames. If it was
successful (ACK), send the next data frame repeat to the next slotted time period. If it
was failed (NAK), retry to send the data frame after checking the signal power of
physical link and adjusting the size of current slotted time. Finally, if an active ter-
minal completes the data transmission or terminates the slot period, its status is
switched into inactive status and the link medium is converted to idle status.

Inactive terminal checks the current time slot period. It waits for the next time slot
period. It requests the access of link channel in each new slot period. If the request is
approved, it is converted to the active terminal. Otherwise, it waits for until its request
is accepted.

4 System Analysis and Simulation

4.1 Experimental Environments

This work assumes that analysis model has three (3) level hierarchy architecture of
base station (BS) as a network coordinator, access point (AP) and wireless terminal
for transmission efficiency improvement. The requested data of wireless client are
transferred from BS to AP, from AP to MC and vice versa.

An optical wireless link allocation is performed through one access point in the
shared optical wireless link over distributed systems. This paper assumes that all mo-
bile hosts just use a shared one optical wireless link.

The base station coordinates the messages among assess points, and wireless terminal
accesses to optical wireless media link using TDMA protocol. The wireless terminal
and optical wireless links will change randomly. It is assumed that all terminals have
standard time slot and know a period of time slot for current allocated channel.

4.2  System Analysis and Evaluation

Existing wireless link model, as shown in Figure 1, showed the period mismatch
model between the signal connection of optical wireless physical layer and the slot
period of link layer. This can degrade the frame transmission performance and re-
source efficiency. The proposed optical wireless link model enhances the transmission
capability by removing mismatched links, which were appeared in the existing static
links model, using the dynamic link. At the same time, it is to maximize the link
channel efficiency by adjusting the size of link channel depending on the link error
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rate. This section compares the performance and the resource efficiency for each con-
ventional link model and proposed model through experiments. First, it shows the link
scaling information according to the level of the signal strength of the physical layer
for each of the existing single mode and the proposed multiple mode. Second, when a
wireless host gets a time slot and tries to access the link channel, it compares the suc-
cess ratios for each the existing model and the proposed model. Third, when hosts
continuously access to link, it compares the link efficiencies of each existing model
and proposed model that represents the error recovery capability.

—+—signal level single mode  =—#—multi mode

2.5

A E— W) SE—
1.5

@ .

I 17

e 0+ F——
= 9]
g 05

@

3 1

=

[=5

L gl

|
b
*~_

!

access rate

Fig. 4. Physical signal vs. Link modes

Fig. 4 shows the differential gaps on single or multiple modes compared to five
signal levels by each access request of mobile host when physical signal power is
randomly changed. O-level displays average signal power. Plus-level (“1, 2, 3”) values
mean that access hosts have higher signal power than average 0-level value. Minus-
level (“-3, -2, -17) values mean that they have lower signal power than it.

single mode 3-multi mode  =—#=5-multi mode
3.5
3 ﬁw
2.5
2 - //
®
= 1.5 Z
1 -
0.5 +—5F—
0+ T T T )
o] 5 10 15 20
acess rate

Fig. 5. Access hit ratio over access call rate
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Fig. 5 shows relative hit ratios by continuous access requests of mobile hosts. Pre-
vious model with single mode has lower hit ratios compared to that of the proposed
model with three link modes (“-1, 0, 1) and five link modes (“-2, -1, 0, 1, 2"). Here,
the hit ratio of the proposed model with five link modes displays higher values than
that of the proposed model with three link modes.
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Fig. 6. Link efficiency over access call rate

Fig. 6 shows link efficiencies of mobile hosts with different link modes. Previous
model with single mode has lower link efficiency compared to the proposed model of
three link modes (-1, 0, 1”) and five link modes (“-2, -1, 0, 1, 2”). Especially, the
five-link mode (“5-multi mode”) graph shows perfect link efficiency under signal
classification with five link levels.
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Fig. 7. Cumulative link efficiency over access call rate
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Fig. 7 shows link efficiencies by continuous access requests of mobile hosts. Pre-
vious model with single mode has lower efficiencies compared to that of the proposed
model with three link modes (“-1, 0, 1) and five link modes (“-2, -1, 0, 1, 2"). Here,
the efficiency of the proposed model with five link modes shows higher values than
that of the proposed model with three link modes.

5 Conclusion

As shown in analysis above, the proposed agent transfer methods produce clear ad-
vantages in terms of packet loss ratios and data propagation delays.

This paper has main contributions that enforce transfer performance, resource effi-
ciency and fault-recovery performance. First, in Sections 4.2, the transmission per-
formance of the proposed model was better than the existing model. The proposed
model has greatly improved setup time delay as well as transmission delay. Second, it
has improved the utilization and efficiency of the channel resources by enabling the
discarded link channel of the existing model as shown in Sections 4.2. Finally, as
shown in Sections 4.2, it also has improved the success rate of frame transmission by
adjusting the size of time slot at the time of frame retransmission.

Future research in the dynamic link allocation environments will need the load ba-
lancing method for avoiding overload, and the QoS link management method for
providing the priority transmission services.
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Abstract. Control and situational awareness are two very important aspects
within critical control systems, since potential faults or anomalous behaviors
could lead to serious consequences by hiding the real status of supervised critical
infrastructures. Examples of these infrastructures are energy generation, trans-
mission or distribution systems that belong to Smart Grid systems. Given the
importance of these systems for social welfare and its economy, a situational
awareness-based model, composed of a set of current technologies, is proposed
in this paper. The model focuses on addressing and offering a set of minimum ser-
vices for protection, such as prevention, detection, response, self-evaluation and
maintenance, thereby providing a desirable protection in unplanned situations.

Keywords: Critical Infrastructure Protection, Smart Grid, Supervisory Control
and Data Acquisition Systems, Situational Awareness, and Wireless Sensor Net-
works.

1 Introduction

A Smart Grid is a complex infrastructure composed of a set of domains and stake-
holders. According to the conceptual model of the National Institute of Standards and
Technology (NIST), these domains correspond to customers, markets, providers, en-
ergy generation, distribution and transmission networks (e.g., power substations), as
well as control systems such as SCADA (Supervisory Control and Data Acquisition)
systems [1]]. This last domain can be considered as the main core of the entire system
that widely interconnects with the other domains/sub-domains. This interconnection
enables the SCADA Center to know the performance of the entire Grid and control its
functions for delivering essential services, such as electrical energy.

Unfortunately, control substations in charge of supervising in real-time the perfor-
mance and functionality of energy bulk generation systems (either renewable or non-
renewable), or electrical transmission or distribution lines have a tendency to suffer
numerous and unforeseen events caused by failures or errors. The origin of these suspi-
cious events may even provoke disturbances or instabilities within a particular substa-
tion that could trigger a devastating cascading effect, with a high probability of reaching
other domains within the Grid. This is due to the existing interdependency relation-
ships [2,3] that may intensify the spread of the effect, thereby (partially or totally)
disrupting functionalities/services of other domains/sub-domains.

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 58-f71] 2012.
(© Springer-Verlag Berlin Heidelberg 2012
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We agree with NIST that it is necessary to provide preventive and proactive solutions
to face emergency situations [[1]. In fact, NIST classifies this need as one of the eight
priority areas to be considered for the protection of Critical Infrastructures (Cls), and it
is known as Wide-Area Situational Awareness (WASA). Given its importance within a
Smart Grid, in this paper we propose a model based on the use of different technologies
to ensure control at all times, in addition to offering a support for situational awareness.
The proposed approach is specifically composed of:

— The technology of Wireless Sensor Networks (WSNs) for monitoring the actual
state of the infrastructure observed and its industrial resources (e.g., turbines);

— The ISA100.11a standard [4] for managing different kinds of SCADA incidents,
represented through alarms and classified into five levels of priority;

— Two preventive methods. One of them focusing on anticipating critical situations
and the other on controlling anomalies or malfunctions in the control tasks.

— Cloud computing based on Sensitive Data (SD) for data redundancy (i.e., alarms

and readings) and safety-critical; i.e., take control of a highly critical situation to

avoid the propagation of a cascading effect [5]]; and

A self-validation mechanism to evaluate the real state of the entire system, itself.

Self-validation basically consists of evaluating the level of accuracy of the methods ap-
plied for protection of CIs. These methods correspond to the prevention (anomalous
situations related to the infrastructure controlled) and/or detection (anomalies or threats
within the control network). This detection is mainly based on the use of simple behav-
ior patterns that help to detect unsuitable (hardware and software) functions in sensor
nodes, thereby offering a support for maintenance and auditing tasks. Note that some of
these solutions try to address new research areas, such as cloud computing for critical
contexts, and others try to fill some research gaps such as prevention. Indeed, although
there are some action plans and initiatives [[6] to provide preventive solutions, there is
not so far enough research on this topic for critical contexts; and more particularly in
the provision of specialized predictive solutions based on simple forecast models.

The paper is organized as follows. Section [ introduces the basic components for
the construction of the approach, which will be later used for the design in Section
In particular, the approach and its components, technologies and methods for preven-
tion, detection, response and self-validation are discussed in detail in Section 3.1] and
Section Finally, Sectiond] concludes the paper and outlines future work.

2 Four Basic Components for the Construction of the Approach

A system based on situational awareness basically comprises advanced monitoring
components with integrated techniques that help to analyze and interpret data streams,
normally from embedded devices (e.g., sensor nodes), which are distributed close to the
controlled infrastructure (e.g., machineries). Likewise, these techniques have the capa-
bility for decision-making and alerting. Therefore, four main components should form
the foundations of our approach; (i) a detection component, (ii) an information recollec-
tion component to store evidence, (iii) an alarm management component to issue alerts
and warn the system, and (iv) a reaction component. The detection component is based
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on WSNss since their devices (sensor nodes) are able to monitor physical events (such as
high/low levels of voltage); detect and track anomalous behaviors; warn of anomalous
situations; and actively interact with the gateway [7]. The gateway is a powerful device
that serves as an interface between the acquisition world (i.e., the WSN) and the real
world (i.e., the SCADA Center). In addition, these sensor nodes are smart devices with
the capability of collaborating with each other and guaranteeing self-configuration to
adapt themselves to the conditions of the network, as well as self-healing to address
unforeseen situations.

The information recollection component in our model is represented by the SCADA
Center itself, the SD cloud and any external storage device in charge of registering and
storing SCADA evidence flows. The use of cloud computing for evidence storage en-
ables the system to maintain a register of events occurred in the past. If the control is
(temporarily or permanently) lost (e.g., the SCADA Center is out of service), another
SCADA system may retake control through the ICCP (Inter-Control Center Communi-
cations Protocol) industrial protocol, and know the state of the system by querying the
DS cloud [3]]. The effectiveness of using this technology and its application for manag-
ing incidents in critical contexts are thoroughly analyzed in [5]. In fact, one of its great
advantages is the availability of resources, keeping control at all times and recovering
sensitive data irrespective of the situation; and in this way ensuring a continued super-
vision and safety-critical in crisis scenarios. A safety-critical is considered an essential
property [3] that should be considered when the underlying infrastructure is critical, as
the existence of unplanned events may potentially lead to serious consequences [2,13]];
e.g., overload in generators, high voltage peak in transformers, etc.

The alarm management component is based on specific management systems offered
by existing wireless industrial communication standards, such as ISA100.11a. This
standard provides a set of services for communication reliability, security (based on
symmetric and asymmetric cryptography), coexistence, and priority-based alarm man-
agement using up to five criticality levels: journal, low, medium, high and urgent. Its net-
works can support sensor nodes working at 26MHz, 96KB RAM, 128KB flash memory
and 80KB ROM, and one or several gateways to establish redundant connections with
the SCADA Center. The information from sensors is managed through DMAP (De-
vice Management Application Process) objects. DMAP is a class installed inside each
device, which includes a set of objects used for configuring, supervising and request-
ing parameters belonging to sensor nodes. More specifically, DMAP contemplates the
ARMO (Alert Reporting Management Object) class for managing alerts and generat-
ing reports through an AlertReport service to ARO (Alert Receiving Object). ARO is a
class configured in only one device in the network (the gateway in our case). Finally, the
reaction component focuses on carrying out decision-making processes that depend on
a set of factors, amongst others, the simplicity of the technique applied (which should
not increase functional complexities that can compromise the control of the underly-
ing infrastructure and its services) and the autonomous and dynamic capacity of the
approach to address threatening situations. In our case, this component is principally
based on a set of integrated modules that collaborate with each other to carry out sev-
eral tasks. Some of them are; to estimate the proximity of a possible anomaly; locate
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and warn the nearest operator in the area; evaluate the level of accuracy in the detection
and prevention tasks; and frequently report the real state of the network.

3 A Dynamic and Automatic Situational Awareness

As ISA100.11a allows configuring diverse types of networks, the architecture of the
approach (See Fig.[I)) is based on a hierarchical configuration; where nodes are grouped
into clusters and all the organizational decisions are carried out by a trustworthy entity
known as the Cluster Head (CH). Each CH; is responsible for receiving and checking
information (either readings or ISA100.11a alarms) from their sensors in order to detect
and warn of anomalous behaviors through patterns, in addition to filtering and aggre-
gating information (main tasks of a CH) to be resent to the gateway later. The selection
of this configuration is for two main reasons. First of all, this configuration not only
allows the system to efficiently manage its resources in computation and energy terms,
but it also helps to locate anomalies by knowing the network deployment in advance.
Second, part of the processing is straightforward, since the approach has been designed
for very specific situations using simple behavior patterns.

An anomalous behavior can be defined as “something deviated from what is stan-
dard, normal, or expected”. From this definition, taken from the Oxford Dictionary [8]],
we deduce that if a reading is not inside a prescribed threshold, [V,in, Vinax, then it can
be considered anomalous. As our approach measures readings of voltage, denoted as
vi, a deviation from the allowable thresholds is therefore considered as an anomaly.
When this situation appears, the system has to deliver an alarm. Taking advantage of
ISA100.11a and its alarm management, we can consider three principal situations:

SCADA 1 Center

Hodbus-TCP /

et
C uster Head

all f

Renewable Power Substation
- Wind Farm

‘

Fig. 1. General Architecture of the Model

— Valid readings, v € [Vinin, Vinax|, Where Vi, and V4 refer to the acceptable thresh-
olds of readings. To highlight and signal this case, we use the value 0.

— Non-critical alarms, v; € [Vinin, Vinax|, but they do not compromise the security of the
system. These alarms are journal, low and medium, and are signaled with values 1,
2 and 3 respectively.

— Critical alarms, v; € [Viyin, Vinax), but they can compromise the security of the sys-
tem. These correspond to alarms with high and urgent priority, which are signaled
with values 4 and 5 respectively.
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The gateway is in charge of resending any type of information (valid readings,
non-critical alarms and critical alarms) from the WNS to the SCADA Center; inter-
preting and translating (e.g., Modbus-TCP/IP - ISA100.11a) messages using GSAP
(Gateway Service Access Point) points; and storing information copies in the SD cloud
for backup. It is also responsible for anticipating future anomalies, managing critical
alerts [4-5], and validating the entire approach itself. For dealing with critical alerts, the
gateway also has to locate the most suitable operator equipped with a hand-held device
within the area, which makes use of different communication systems (e.g., Mobile Ad-
Hoc Networks). On the other hand, although security aspects are beyond the scope of
this paper, we assume that communication channels ‘sensor-sensor’ are protected by
using security credentials and cryptographic services provided by the ISA100.11a stan-
dard [4]; and the rest of the communications will depend on the security services of the
TCP/IP standard and on the use of virtual private networks.

3.1 Sensors and The Cluster Head for Dissemination and Detection

Figure [2| depicts the chief modules of the CHs: Message Normalization, Pattern Asso-
ciation, Alarm Manager (AM-CH), Data Aggregation, and Diagnosis Manager. Each
sensor node, s;, with identification IDs; sends its messages (either a v; or an alarm) to
its CH; with IDch;, which first operates the Message Normalization module. The main
task of this module is to combine and represent different data inputs in a generic for-
mat. The normalized message is then sent to the Pattern Association module in order
to verify the nature of such inputs using simple behavior patterns. For example, verify
if readings or critical alarms received from a s; are outside their acceptable thresholds
before being forwarded to the gateway. In this way, we can make good use of the cluster
head by supervising the functional instabilities of the nodes included within it. These
instabilities may be, for example, caused by software/hardware errors or malfunctions
due to a lack of maintenance. Depending on the detected anomaly, the AM-CH module
will generate, through the ARMO class, a new alarm signaled with high priority (4) so
that a human operator can be made aware of the situation and can review the scenario.

For simplicity, we consider the following network model. The network deployment
is based on trustworthy nodes where sensors are distributed close to their cluster heads,
and each cluster is based on a small configuration of nodes. Each node has to transmit
a message with the value of the reading and priority assigned, the identifier IDs; and
the time-stamp. To address the software malfunction problems, each CH must verify
the payload of each message to check whether its value of reading corresponds to the
priority assigned by the sensor; e.g., verify whether v; € (or &) [Viow,,;,s Viowne - These
thresholds of criticality must be defined according to security policies established by
the SCADA organization, electrical companies and countries. Only in the case where a
CH analyzes a discrepancy in the control made by a sensor, the CH then has to penalize
its attitude by updating its behavior counter, counters,,s,-p; by one unit. This counter is
unique for each node and when its value is greater than a prescribed behavior threshold
(i.e., countersensorpn > Tsensorsn), the CH will also have to warn the AM-CH.

On the other hand, hardware problems are managed using the Diagnosis Manager,
which periodically queries the last sequence of events received from the sensors using
a cache memory. This memory, which is maintained by the Message Normalization,
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Fig. 2. Architecture of the Cluster Head

allows the Diagnosis Manager to know when a particular node of the cluster is not
sending messages for a short time period. If this occurs, the CH infers that something
anomalous is happening with the sensor, and updates its countersesorpn. This problem
could be attributed to a significant reduction in battery levels or the lifetime of the sensor
is over. It should be noted that the counter used coincides with the behavior counter
described above, because when a node is behaving incorrectly, the system increases
(without any distinction of the cause) its value until it reaches its threshold, Ts,,,s0r85. In
that moment, the CH will have to warn of the situation so that the sensor can be tested.

For generating a new alarm, both the Pattern Association and the Diagnosis manager
will have to send the AM-CH a set of data. For example, the IDch;; IDs;; the type of
alarm (only if the received message from s; is an alarm); the priority assigned by the
sensor; the priority assigned by the CH; and the type of event detected. The kind of event
is an indicator that will help to make the gateway and the human operator aware of the
type of problem to check. It should be noted that this type of validation is only effective
for critical alarms [4-5], since valid readings and non-critical alarms will be used as
input for prevention. In particular, two types of events are used: event_detectionSensor
and event_detectionCH. The former refers to the detection made by a sensor node (i.e.,
the control of the CI and its services), whereas the latter is attributed to the detection
carried out by the CH (i.e., the control of behaviors within the cluster). To show the
simplicity of the Pattern Association module, the Pseudo-Code 1 summarizes the order
of execution of its actions.

We have validated this part of the approach using the Avrora simulator under the
de-facto standard operating system for sensor nodes, TinyOS 2.x [9]. Avrora is able to
interpret conventional sensor nodes (e.g., Mica2), which belong to the category II de-
fined in [7]; i.e., 4-8 MHz, 4-10 KB RAM, 48-128 KB ROM with 2-8 mA of energy.
The results of the simulation (See Table [T)) indicates that a cluster working as a Mica2,
requires less than 8MHz to execute the software, consuming around 3,3 Joule for CPU
and 8.6 Joule for radio, and approximately reaching a maximum of 2.8% for reading ()
and a 3% for writing (w) in memory. Therefore, if traditional sensors are able to work
as CHs, then ISA100.11a sensors belonging to the category III with higher capabilities
(13-180 MHz, 256-512 KB RAM, 4-32 MB ROM and 40 mA of energy) are also able
to server as CHs.
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//Obtain normalized message and extract values to analyze
message = NormalizedMessage();
reading = Extract_ReadingData(message);
prioritySensor = Extract_Priority(message);
IDs; = Extract_IdentifierSensor(message);
//Verify the accuracy of the sensor to assign priority
IF (VerifyData(reading,prioritySensor)) THEN
IF (Priority(prioritySensor, 0)) THEN
/ /Aggregate whether the contain is a reading
DataAggregation(IDs;, reading);
ELSE
//Resend the alarm to the Gateway
ForwardAlarm AM — CH (IDch, IDs;, reading, prioritySensor, “event_detectionSensor™);
END
ELSE
/ /Determine the real criticality of the received reading according to behavior patterns; and
//Update the countersensorpn 0f the sensor node s;
priorityCH = DeterminePriority(reading);
countersensorph; = U pdateBehaviorCounter(IDs;);
IF (countersensorn; < Tsensorsn) THEN
//Generate a new alarm to evaluate behaviour in the gateway
GenerateNewAlarm AM — CH (IDchj, IDs;, high, prioritySensor, priorityCH, "event_detectionCH”);

ELSE
//Generate a new alarm to warn the operator of the replace/discard of the sensor
GenerateNewAlarm AM — CH (IDch;, IDs;, high, "event_discardNode”);

END

Pseudo-Code 1: Control of Software/Hardware Malfunctions within a Cluster

Table 1. Resources of one Cluster Head When Sensors Are Being Integrated within the Cluster

[ Resources [1 CH - 0 sensors [1 CH - 1 sensor[1 CH - 2 sensors[1 CH - 3 sensors]
CPU 7,36MHz 7,37MHz 7,37MHz 7,36MHz

Memory (r-w) 2,75% -3,02% | 2,74% - 3,01% | 2,73% -2,99% | 2,72% - 2,98%

Energy (CPU-Radio)| 3,31J-8,621 331J-8,61J | 3,31J-8,621J 3,327-8,637J

3.2 A Powerful Gateway for Control, Prevention, Response and Maintenance

As part of the approach, a gateway is integrated inside the model (See Fig.[3), which is
composed of two chief managers: An Incident Manager and a Maintenance Manager.

Incident Manager: Prevention, Data Redundancy and Response. Any type of infor-
mation received from CHs is taken in through the ARO sub-module, which temporarily
stores them within a cache memory and send a copy to both the SCADA Center and the
SD cloud. For incident management, ARO uses one organized queue, which is sorted by
priorities. Depending on the criticality of the message, the Alarm Manager (AM-GW)
sub-module will carry out two actions; one predictive and other reactive. For the pre-
dictive part, the AM-GW must compute the rate of valid readings (0) and non-critical
alarms [1-3] received from the network. The idea is to calculate, for each sensor, rates
of consecutive values of non-critical alarms with value 3 over the last time period, as
it may mean the proximity of a possible incident. Although, there are currently several
forecast models that could be used to anticipate such situations [10], we propose be-
low a simple prevention method, which is included inside the Prediction sub-module
belonging to the AM-GW.
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Fig. 3. Architecture of the ISA100.11a Gateway

The method basically consists of calculating probabilities of transition between states:
sto (represents valid readings), st|, s, st3 (represents different types of criticality [1-3]).
These states and their values have to be previously exported from the cache memory
to a separate temporal buffer, which is assigned to each network sensor, Bf f;, with a
size Apysy,.. However, this buffer is not only based on information exported from the
cache, but also on past information (a small percentage) in order to keep a sequence of
events with respect to the time line. Therefore, the size of Bf f; is based on exported
information with a size of Agyy|, and on past information with a size of Agyspo;; i.e
Aprr = Apgr1 + Apypa, where Agrri > Agypo. In this way, we can restrict the size of
Agrr and reduce computational costs by avoiding to computing several times the pre-
dictive algorithm and the cache memory.

For each of the states, we also design a particular probability of transition Pty stg
which corresponds to the probability of going from a state o to a state 8; i.e., pre,, stg =
Pr(stiy1 = Blst; = a), where 2?:0 Plsiq.sty = 1. Taking this into account, we assume
that the probability of remaining in the sty is much greater than transiting to the st3
or remaining within this; i.e., pry, > pry, > prg, > pry,. In order to calculate prob-
abilities, we consider the following Equation: 1/(4 x ¢t), where oo >= 1 and pry, =
1-— (Zg:l Drs,, ). Note that we have taken this simple equation as an initial approach.
Other approaches could also be equally valid if they are achieved with the restriction of
DTty > D¥st) > PFst, > P, The result of computing the probabilities for each state is as
follows: pry, - 0.542; pry, - 0.25; pry, - 0.125; and pry, - 0.083. Figure @l graphically
depicts the relationships between states together with the cost of their transitions.

Considering the previous assumptions and notions, the occurrence of an event can
be computed as follows.

. A
InitialState + 3, pryssi; 1BfALY] _
Apff,

( Prsty + Gerror) (1
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where InitialState corresponds to prg (o) and Oerror represents an acceptable margin of
error. This means that if the result of computing Equation[I]is lower than D5t + Oerrors
the system can determine that the next value to be received will be either a non-critical
alarm with value 3 or a critical alarm (a stressed situation). To the contrary, when the
system determines that the result of computing Equation[Tlis higher than pry, + Gerror,
it may infer that the next entry may be either a valid reading or a non-critical alarm
(a normal/acceptable situation). To make this clearer, two examples are shown below,
which are based on a Agyr, = 10 (Apsr1;, = 5 and Agypo, = 5) with a Gepror = 0.

0.542

0.083 0.083

0.083

Fig. 4. Transitions Between States: From st to stg

— Let the sequence of events stored in a Bff; as 03 23 3 30 3 3 3, the system
then computes the transitions and their probabilities using Equation [l Resulting
in, 0.179 > pry,. Then the system estimates that the next event to be received may
be either a valid reading or a non-critical alarm.

— If the sequence of events has 3 333 3 3 3 3 3 3, the result of calculating would be
0.083 < prg,. Therefore, the system determines that the next event to be received
may be either a non-critical alarm with value 3 or a critical alarm due to the high
rate of alarms received with value 3.

To address this last case, and of course the reactive part, the system has to warn of the
proximity of this situation by sending a new alarm with high priority through the AM-
GW. Such an alarm must be sent to both the SCADA Centre and the nearest operator
within the affected area so as to immediately attend to the situation. Similarly this can
also occur when ARO directly receives critical alarms [4-5] from the sensor network
(e.g., alarms with the type of event “event_discardNode”). For operator location, the
AM-GW uses the Operator Location sub-module, which considers the operator’s avail-
ability (according to his/her contract), his/her responsibility/role to carry out a task,
and his/her location within the area. To carry out such a search, the Operator Location
makes use of both a local database, called Location Database, and a location external
device, such as a geospatial information device, so as to geographically identify the
physical position of the nearest human operator within the affected area. Lastly, and
as mentioned in Section 2 the AM-GW not only has to send a copy of new incident
generated to the SCADA Center but also to the SD cloud for future governance aspects
and recovery purposes.



Addressing Situational Awareness in Critical Domains of a Smart Grid 67

Maintenance Manager: Self-validation and Maintenance. In order to know the real
state of the entire approach, the Assessment sub-module needs to receive certain feed-
back on how accurate the prevention and detection modules have been. This feedback is
dependent on the operator’s final decision, who is obliged to verify, validate and notify
(through their hand-held interfaces) the system of the reliability of the detection/preven-
tion made by the control network. In fact, four possible situations could occur: (i) The
node determines that an anomaly is occurring within the system, and it coincides with
the operator’s decision (a True Positive (TP)); (ii) the node determines that an anomaly
is occurring within the system, and it does not coincide with the operator’s decision (a
False Positive (FP)); (iii) the node determines that no anomaly is occurring within the
system, and it does not coincide with the operator’s decision (a False Negative (FN));
and (iv) the node determines that no anomaly is occurring within the system, and it
coincides with the operator’s decision (a True Negative (TN)). It should be noted that a
TN does not make sense within our approach, thus it has not been considered.

Table 2. Table for Evaluating the Prevention and Detection Modules, and Updating Counters

Prevention || Detection and Control of the CI|[Detection and Control of the Cluster
priority prioritySensor priorityCH _[[ _ prioritySensor
[ prirotyOp. High High 0 [1-31]4-51]] 0 [O-31] [4-51
Normal Sit. - 0 FP FP TP| FP | FP ||TP*| FP FP
Unstable Sit. - [1-3] FP FP FN| TP | FP || FN | TP* FP
Critical Sit. - [4-5] TP TP FN| FN | TP || FN | FN TP*

Depending on the operator’s decision, the Assessment sub-module will have to up-
date the level of accuracy for a node using three kinds of counters (associated with each
network node); count;, for TPs, county, for FPs, and county, for FNs. If said coun-
ters reach their respective prescribed thresholds, then the Assessment sub-module will
have to issue a new alarm with a high priority through the AM-GW. The new alarm
should contain, at the very least, information related to the nodes involved (e.g., IDs;,
IDchj, IDgw) and the action to be carried out, such as event_review_detectionModule,
event_review_predictionModule, or even event_discardNode (discard/replace devices).

For evaluating the prevention, it is enough to take into account the operator’s
decision and the estimation of the Prevention sub-module. The operators’ decision
is going to depend on three types of criticality levels: normal situation (0), unsta-
ble situation [1-3], and critical situation [4-5]. For example, if the operator’s feed-
back corresponds to a normal situation/unstable situation (See Table[), the county, of
the Prevention sub-module should be increased accordingly. This validation method is
equivalent to evaluate the reliability of sensors in their control tasks of CIs (with event
event detectionSensor, See Section [3.1)); and the reliability of CHs in their supervision
tasks of malfunctions (with event event_detectionCH, See Section[3.1). Nonetheless, it
is worth mentioning that this last kind of validation is a little more complex, as the sub-
module requires contrasting the version of the CH; (i.e., priorityCH, See Pseudo-Code
1 of Section[3.1]) and the version of the sensor involved, IDs;, (i.e., prioritySensor, See
Pseudo-Code 1 of Section B.I) with respect to the criticality provided by the human
operator (i.e., priorityOp). When contrasting versions, a further two specific situations
may take place:
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— The priorityOp coincides with the priorityCH; i.e., TP in CH: The system rewards
the CH by increasing its count,,, and penalizes the s; according to the real critical-
ity of the system. Hence, if priorityOp > prioritySensor, then countp, of the s; is
increased; otherwise, its county, is updated by one unit.

— The priorityOp does not coincide with the priorityCH; i.e., FP/FN in CH: The
system increases the countp,/counts, of the CH, accordingly. However, a further
two cases may also occur when the the counters of the sensor have to be updated:

e The priorityOp is equal to the prioritySensor; i.e., TP in s;: The system re-
wards the s; by updating its count;,, and proceeds to restore the value of the
countersensorpn, (See Section[3.1)). To this end, the Assessment sub-module has
to send a notification to its corresponding CH; to increase its value by one unit.
Note that this action, also depicted in Table [2] using the indicator “*’, signifi-
cantly reduces the communication overhead. If this counter was managed by
the gateway, this could mean a high communication cost, as the counterse,sorp1
needs to be continuously updated by the Association Pattern module and Diag-
nosis Manager of the CH.

e The priorityOp is not equal to the prioritySensor; i.e., FP/FN in s;: If the pri-
orityOp is less than the prioritySensor, the system increases the county), of the
s;; otherwise the system penalizes the node by increasing its count s,,.
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When a county, and/or a county, reach their acceptable thresholds (7, and Ty,
respectively), the SCADA Center should be warned in order to take new protection
and security measures, and thereby guarantee continuity of services. Note that the Ty,
should be much more restrictive than the Ty,, such that Ty, < Tr,. We cannot accept
that anomalies within a CI and its industrial resources are not detected properly, since
they could lead errors or faults into cascading [3]. One way to know the situation and
reliability of the entire system, would be to (periodically or on-demand) generate a
report with accumulative values of the counters (count;,, countsy, counts,) through
the Reporter sub-module. Finally, and for extending the functionality of the approach,
a Diagnosis Manager is also used to check the lifetime of the CHs. As the Diagnosis
Manager of Section[3.1] it will have to frequently check whether a specific CH; stopped
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sending messages during a significant time period by analyzing its sent frequency in
the cache memory. If this occurs, the manager will have to diagnose its existence by
sending a message based on DMAP objects. If the CH; does not respond within a
maximum time limit, the manager will have to warn of the situation using the type
of event event_CH _discardNode. These diagnoses allow the system to manage isolated
areas caused by malfunctions or denial of service attacks in CHs. Obviously, this action
should be carried out for each network node, but this could mean a degradation of
performance. For this reason, we supervise the lifetime of sensors using the counter
countersensorpn, and thus we avoid a increasing in the communication overhead.

3.3 Other Major Points of Discussion

It is quite important to define a suitable value for 6., and an appropriate buffer size
for Agsr (See Section[3.2)) for prevention. The higher the margin of error and the smaller
the buffer are, the greater the probability of obtaining a high false positive rate. Figure
(left hand side Figure) shows this aspect and its importance for critical contexts. The
values are obtained from a simulation executed under the Java platform, where a critical
scenario has been implemented which is composed of three clusters with two or three
sensors each, and the control of the network is managed by three (virtual) available
operators. Sequences of events (intentionally stressed) have been analyzed according to
different sizes Agyrry (5, 10, 15), Agy s> with value 5, and different values of G0 (0.0,
0.010, 0.020, 0.030 and 0.040). Given this, Agss then takes the following values 10,
15, 20 (Apsr = Aprr1 + Agyy2). For the generation of such event sequences, we have
assumed the following criteria. Each sensor node periodically produces events with
values that can range between 0 and 5. Each production maintains a special correlation
with events transmitted in the recent past, such as the frequency of a particular type of
event and its priority. If a type of event with a specific priority is significantly repeated
in a short time period, a new type of event with a higher priority is generated.

Prevention Submodule CH1 Sensort Sensor2

23% 61 % 22 % 56 % o
- G R - -
:

28% 30 % 32 %

Fig. 6. A Report Obtained from a Simulation of an Critical Scenario (Intentionally Unstable)

As shown in Figure [3] (Ieft hand side Figure), a system configured with a Agss size
of 10 is less restrictive and precise than using a buffer with a size of 20. This is also
the case when the system is configured with a G, with value of 0.040. On the other
hand, Figure 13 (right hand side Figure) represents the importance of determining the
sizes of Agysr1 and Agyyr. The results indicate that a Agrry > Apysr (continued line -
Agrr1 =10 and Agrrr = 5; and Agypy = 10 and Agy sy = 10) is more precise than using
aAprr1 < Apyyr (dashed line - Aggp1 = 5 and Agyy = 10). The reason is that the system
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is able to contrast more present information with a small portion of past information so
as to follow the behavior of the sensors in the time.

Although, all these configurations normally depend on the requirements of the SCADA
organization and its security policies, they can change throughout of the life-cycle of
the system. This change may occur when the Reporter Manager reports the current sit-
uation of the context. An example of a report could be the representation of percentages
obtained from the values associated with the counters of TPs, FPs and FNs. Figure
shows said representation, which is also based on the results obtained from the sim-
ulation. In the extreme case that the counters of FPs and FNs are greater than their
prescribed threshold (e.g., counts, > Ty),), the SCADA Center could reconfigure the
parameters to restrict the values associated to Oyor and Agsy. On the other hand, it is
essential to have good software maintenance of sensors, as their outputs are the input
of the Prevention. This can be seen as a dependency relationship of ‘cause-effect’. If a
sensor does not work properly, the prediction can then tend to false positives or false
negatives. Therefore, the role of the CH to detect malfunctions in sensors and the role
of the Maintenance Manager to control anomalous behaviors in the entire system are
fundamental to avoid disturbances in the final prediction.

4 Conclusions

A dynamic situational awareness model for control systems has been proposed here.
The approach is based on the composition of different technologies and construction
blocks in order to provide a set of benefits for situational awareness, such as dissem-
ination, prevention, detection, response, control, maintenance and safety-critical. In
particular, we have seen that we can obtain information from the infrastructure and its
surroundings by using a WSN, and know their real states by managing different kinds
of incidents. Through a hierarchical configuration, the system can detect particular mal-
functions using simple behavior patterns, in addition to preventing and warning of the
proximity of unstable situations, and responding to them in a timely manner. In addi-
tion, data redundancy enables the system to be aware of incidents that have occurred
in the past, and recover the control when essential parts of the system remain isolated
or out of service. Finally, it is worth highlighting that the design proposed in this paper
can be extrapolated to other critical contexts such as transport systems.

Unfortunately, it is still necessary to continue further with the topic of situational
awareness for protection of CIs to endow the system with autonomous and dynamic
capacities. It would be interesting to explore new technologies and techniques and adapt
them to the critical context without compromising its security and performance. Our
next goal will be to extend the approach to consider all of these aspects, in addition to
those topics related to security. In particular, this research will focus on open privacy
issues to protect sensitive information within the cloud [3]], and on designing simple
behavior patterns to detect threats/attacks within a sensor network [[L1]. Note that parts
of these topics are still very dependent on advances in hardware/software resources of
sensor nodes. Therefore, investigation in this area is also needed.
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Abstract. As dynamic kernel runtime objects are a significant source of secu-
rity and reliability problems in Operating Systems (OSes), having a complete
and accurate understanding of kernel dynamic data layout in memory becomes
crucial. In this paper, we address the problem of systemically uncovering all OS
dynamic kernel runtime objects, without any prior knowledge of the OS kernel
data layout in memory. We present a new hybrid approach to uncover kernel
runtime objects with nearly complete coverage, high accuracy and robust results
against generic pointer exploits. We have implemented a prototype of our ap-
proach and conducted an evaluation of its efficiency and effectiveness. To
demonstrate our approach’s potential, we have also developed three different
proof-of-concept OS security tools using it.

Keywords: Operating Systems, Kernel Data Structures, Runtime Objects.

1 Introduction

An OS kernel has thousands of heterogeneous data structures that have direct and
indirect relations between each other with no explicit integrity constraints, providing a
large attack surface to hackers. In Windows and Linux Operating Systems (OSes),
from our analysis nearly 40% of the inter-data structure relations are pointer-based
relations (indirect relations), and 35% of these pointer-based relations are generic
pointers (e.g. null pointers that do not have values, and void pointers that do not have
associated type declarations in the source code). Such generic pointers get their values
or type definitions only at runtime according to the different calling contexts in which
they are used [1]. In such a complex data layout, the runtime memory layout of the
data structures cannot be predicted during compilation time. This makes the kernel
data a rich target for rootkits that exploit the points-to relations between data structure
instances in order to hide or modify system runtime objects. Hence, accurately identi-
fying the running instances of the OS kernel data structures and objects is an impor-
tant task in many OS security solutions such as kernel data integrity checking [2],
memory forensics [3], brute-force scanning [4], virtualization-aware security solu-
tions [5], and anti-malware tools [6]. Although discovering runtime objects has been
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an aim of many OS security research efforts, these have many limitations. Most fall
into two main categories: Memory Mapping Techniques and Value Invariants Ap-
proaches.

Memory mapping techniques identify kernel runtime objects by recursively trav-
ersing the kernel address space starting from the global variables and then follow
pointer dereferencing until reaching running object instances, according to a prede-
fined kernel data definition — for each kernel version — that reflects the kernel data
layout in the memory [5,7,8]. However, such techniques are limited and not very ac-
curate. They are vulnerable to a wide range of kernel rootkits that exploit the points-to
relations between data structures instances to hide the runtime objects or point to
somewhere else in the kernel address space. They require a predefined definition of
the kernel data layout that accurately disambiguates indirect points-to relations be-
tween data structures, in order to enable accurate mapping of memory. However — to
the best of our knowledge — all of the current efforts (with the exception of KOP [7]
and SigGraph [4]) depend on the security expert’s knowledge of the kernel data lay-
out to manually resolve ambiguous points-to relations. Thus, these approaches only
cover 28% of kernel data structures (as discussed by Carbone et al. [7]) that relate to
well-known objects. They are also not effective when memory mapping and object
reachability information is not available. Sometimes security experts need to make a
high-level interpretation of a set of memory pages where the mapping information is
not available e.g. system crash dumps. Incomplete subsets of memory pages cannot be
traversed, and data that resides in the absent pages cannot be recovered. They have a
high performance overhead because of poor spatial locality, as the problem with gen-
eral-purpose OS allocators is that objects of the same type could scatter around in the
memory address space. Thus traversal of the physical memory requires accessing
several memory pages. Finally, they cannot follow generic pointer dereferencing as
they only leverage type definitions, thus cannot know the target types of these un-
typed pointers.

Value-invariants approaches such as DeepScanner [9], DIMSUM [10] and Sig-
Graph [4], use the value invariants of certain fields or of a whole data structure as a
signature to scan the memory for matching running instances. However, such a signa-
ture may not always exist for a data structure [4]. Moreover, many kernel data struc-
tures cannot be covered by such value-invariant schemes. For example, it is difficult
to generate value-invariants for data structures that are part of linked lists (single,
doubly and triply), because the actual running contents of these structures depend on
the calling contexts at runtime. In addition, such approaches do not fully exploit the
rich generic pointers of data structures’ fields, and are not able to uncover the points-
to relations between the different data structures. The performance overhead of these
approaches is extremely high, as they scan the whole kernel address space with large
signatures, as they typically include most data structure fields in the signature.

Motivated by the limitations of these current approaches and the need to accurately
identify runtime kernel objects from a robust view that cannot be tampered with, we
have developed a new approach called DIGGER. DIGGER is capable of systemati-
cally uncovering all system runtime objects without any prior knowledge of the oper-
ating system kernel data layout in memory. Unlike previous approaches, DIGGER is
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designed to address the challenges of indirect points-to relations between kernel data
structures. DIGGER employs a hybrid approach that combines new value-invariant
and memory mapping approaches, in order to get accurate results with nearly com-
plete coverage. The value-invariant approach is used to discover the kernel objects
with no need of memory mapping information, while the memory mapping approach
is used to retrieve the object’s details in depth including points-to relations (direct and
indirect) with the other running data structures without any prior knowledge of the
kernel data layout in memory. DIGGER first performs offline static points-to analysis
on the kernel’s source code to construct a type-graph that summarizes the different
data types located in the kernel along with their connectivity patterns, and the candi-
date target types and values of generic pointers. This type-graph is used to enable
systematic memory traversal of the object details. It is not used to discover running
object instances. Second, DIGGER uses the four-byte pool memory tagging schema
as a new value-invariant signature — that is not related the data structure layout — to
uncover kernel runtime objects from the kernel address space.

DIGGER’s approach has accurate results, low performance overhead, fast and
nearly complete coverage, and zero rate of false alarms. We have implemented a pro-
totype system of DIGGER and evaluated it on the Windows OS to prove its efficiency
in discovering: (i) kernel runtime objects; (ii) terminated objects that still persist in the
physical memory; and (iii) semantic data of interest in dead memory pages. To dem-
onstrate the power of DIGGER, we also have developed and evaluated three OS secu-
rity prototype tools based on it, namely, B-Force, CloudSec+ and D-Hide. B-Force is
a brute force scanning tool. D-Hide is a tool that can systematically detect any hid-
den kernel object type not just limited to the well-known objects. CloudSec+, a virtual
machine (VM) monitoring tool, is used in virtualization-aware security solutions to
externally monitor and protect VM’s kernel data.

Section 2 gives an overview on the kernel data problem and review of key related
work. Section 3 presents our DIGGER approach and section 4 explores its implemen-
tation and evaluation. Finally we discuss results and draw key conclusions.

2 Background

In OSes we usually refer to a running instance of a data structure (or a data type) as an
object. Locating dynamic kernel objects in memory is the most difficult step towards
enabling implementing different OS security solutions, as discussed above. Efficient
security solutions should not rely on the OS kernel memory or APIs to extract runtime
objects, as they may be compromised and thus give false information. On the other
hand, the complex data layout of an OS’s kernel makes it challenging to uncover all
system objects. Previous solutions limit themselves to the kernel static data e.g. sys-
tem call and descriptor tables [11], or can reach only a fraction of the dynamic kernel
data [2,12], resulting in security holes and limited protection.

It is challenging to check the integrity of kernel dynamic data due to its volatile na-
ture. Dynamic data structures change during system runtime in location, values and
number of running instances. Moreover, modifications to kernel dynamic data
violate integrity constraints that in most cases cannot be extracted from OS source code.
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This is because the data structure syntax is controlled by the OS code while their seman-
tic meaning is controlled by runtime calling contexts. Thus, exploiting dynamic data
structures will not make the OS treat the exploited structure as an invalid instance of a
given type, or even detect hidden or malicious objects. For example, Windows and
Linux keep track of runtime objects with the help of linked lists. A major problem with
these lists is use of C null pointers. Modifications to null pointers violate intended integ-
rity constraints that cannot be extracted from source code as they depend on calling
contexts at runtime. This makes it easy to unlink an active object by manipulating point-
ers and thus the object becomes invisible for the kernel and for monitoring tools that
depend on kernel APIs e.g. HookFinder [6] or memory traversal such as KOP [7],
CloudSec [5], and OSck [8] — in addition to the limitations discussed above.

DeepScanner [9], DIMSUM [10], Gilbraltar et al. [2], and Petroni et al. [12] — as
value-invariant approaches — are limited in that their authors depend on their knowl-
edge with the kernel data layout, making their approach limited to a few structures.
Also these tools do not consider the generic pointer relations between structures, mak-
ing their approach imprecise and vulnerable a wide range of attacks that can exploit
the generic pointers, in addition to high performance overhead due to large signatures.

To the best of our knowledge all existing approaches, whether value-invariant or
memory traversal — with the exception of KOP [7], and SigGraph [4] — depend on the
OS expert knowledge to provide kernel data layout definition that resolves the points-
to relations between structures. SigGraph follows a systematic approach to define the
kernel data layout, in order to perform brute force scanning using the value-invariant
approach. However, it only resolves the direct points-to relations between data struc-
tures without the ability to solve generic pointers ambiguities, making their approach
unable to generate complete and robust signatures for the kernel. KOP is the first and
only tool that employs a systematic approach to solve the indirect points-to relations
of the kernel data. However, KOP is limited in that: the points-to sets of the void *
objects are not precise and thus they use a set of OS-specific constraints at runtime to
find out the appropriate candidate for the objects. KOP assumes the ability to detect
hidden objects based on the traditional memory traversal techniques which are vul-
nerable to object hiding. Moreover, both KOP and SigGraph have very high perfor-
mance overhead to uncover kernel runtime objects in a memory snapshot.

Rhee et al. [13] propose an interesting approach to detect runtime objects by ana-
lysing object allocation and reallocation instructions executed. However their ap-
proach has quite high performance overhead and thus cannot be used in traditional OS
security tools — only for advanced debugging tools. Also, despite the feature of detect-
ing allocations and deallocations in near real time, they cannot even identify the ob-
ject type. They need to analyse executed instructions offline to identify object type
and details.

3 DIGGER Architecture

DIGGER’s goal is to systematically uncover all kernel running objects in a memory
snapshot or from a running VM without any prior knowledge of the kernel data lay-
out. The high-level process of DIGGER is shown in Fig. 1. DIGGER has three main
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components: Static Analysis Component, Signature Extraction Component and Dy-
namic Memory Analysis Component, discussed below in detail.

Objects list

Pool Tags
) 1 v

Signatures Extraction N Dynamic Memory

Static Analysis C t -> .
atic Analysis Lomponen Component Analysis Component

' ]
Precise Kernel Data Definition

Fig. 1. The high-level process of DIGGER approach

3.1  Static Analysis Component

Performing static analysis on the kernel source code is the key to automate the proc-
ess of extracting kernel objects’ details without any prior knowledge of the kernel
data layout. DIGGER first performs static points-to analysis on the kernel’s source
code to systematically solve the ambiguous points-to relations between kernel data
structures by inferring the candidate target types and values for generic pointers. The
result of the points-to analysis step is a kernel data definition represented as a type-
graph. This type-graph precisely models data structures and reflects accurately both
direct and indirect relations that reflect the memory layout of the data structures. The
type-graph is not used to uncover kernel objects - it is used to retrieve running ob-
jects’ detailed type structure. The level of details is selected by tool users based on the
required hierarchy depth. This controls the trade-off between details and performance
overhead, as some object types have hundreds of hierarchically-organised fields.

We build this type-graph using our tool KDD [14,15]. KDD performs interproce-
dural, context-sensitive, field-sensitive and inclusion-based points-to analysis on the
kernel source code. KDD is able to perform highly precise and scalable points-to
analysis for large C programs that contain millions lines of code e.g. OS kernel, with-
out any prior knowledge of the OS structure.

3.2  Signature Extraction Component

It is difficult to obtain robust signatures for kernel data structures for the following
reasons: First, data structure sizes are not small. From our analysis for Windows and
Linux, we found that a single data structure could be several hundreds of bytes. Such
big signatures increase the discovery cost and the performance overhead. Second, it is
difficult to identify which fields of a target data structure can be used as scanning
signatures to effectively detect stealthy malware and be difficult to be evaded. Third,
the OS kernel contains thousands of data structures, making the process of generating
“unique” signatures for this huge number of structures very challenging.

DIGGER makes use of the pool memory tagging schema of the kernel object man-
ager to overcome the first two problems, and is motivated by the below paragraph
from Windows internals book [16] (we call it WI-note) to overcome the third problem
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— details discussed below: “Not all data structures in the OS are objects. Only data
that needs to be shared or made visible to user is placed in objects. Structures used by
one component of the OS to implement internal functions are not objects”.

Windows kernels use pool memory to allocate the kernel objects. The pool memo-
ry can be thought of as a kernel-mode equivalent of the user-mode heap memory.
When the object manager allocates a memory pool block, it associates the allocation
with a pool tag — a pool tag is a unique four-byte tag for each object type. We use this
tag as a value-invariant signature to uncover the kernel objects running instances. The
pool tag list for the Windows OS can be extracted from the symbol information e.g.
Microsoft Symbols. However, the pool tag is not enough to be an object signature.
For instance, if we have a pool tag “Proc” and we scan the memory using the ASCII
code of this pool tag, any word that has the same ASCII string will be detected as an
object instance from that object type. Thus we need to add another checking signature
that guarantees accurate results. We make use of the object dispatcher header (each
allocated object starts with a dispatcher header that is used by the OS to provide syn-
chronization access to resources). The first three bytes of the dispatcher header is
unique for each object type, as they describe an object’s type and size. These three
bytes can be calculated from the generated type-graph (from our static analysis com-
ponent). From our experiments, we found that those three bytes are static and cannot
be changed during object runtime. Key features of using pool tags as signatures are:
(i) not being tied to data structure layout and thus effective in different OS kernel
versions where data structure layout change may occur; and (ii) the very small size of
the signature that decreases performance overhead significantly.

To the best of our knowledge, all current OS security research for Windows and
Linux treat all data structures as objects and do not consider the WI-note. This WI-
note enables filtering the list of data structures extracted at the static analysis step, in
order to obtain a list of the actual runtime object types. Each data structure that has a
pool tag used by the Windows allocators is considered as an object and the other data
structures are not. This massively reduces the number of object types from thousands
to dozens. This solves the problem of generating unique signatures for such a huge
kernel data structures size (the third obstacle), and also frees resources for analysis of
the most important data structures. For the other data structures (non-objects that are
less important than objects), we use the type-graph to uncover these data structures
using the points-to relations of these data structures with the uncovered objects.

3.3 Dynamic Memory Analysis Component

The output of the memory analysis component is an object-graph whose nodes are
instances of data structures and objects — in the memory snapshot — and edges are the
relations between these objects. Using the pool tags and the additional checking sig-
nature, the dynamic memory component scans the kernel address space with eight
byte granularity (default size of the pool header) to extract the runtime instances of
the different kernel object types. However, until this step we can just identify that
there is a running object instance of type 7 but we cannot know any details about the
object itself or even the object name. When an object is being allocated by the object
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manager it is prefixed by an object header and the whole object (including the object
header) is prefixed with a pool header data structure, as shown in Fig. 2.

typedef struct _POOL_HEADER {

union {
typedef struct _OBJECT_HEADER { struct {
LONG_PTR PointerCount; USHORT PreviousSize : 9;
union { Eisaae USHORT Poolindex : 7;
LONG_PTR HandleCount; USHORT BlockSize : 9;

Object Header

PVOID NextToFree; USHORT PoolType : 7;

b
POBJECT_TYPE Type; N
Object } POOL_HEADER, *PPOOL_HEADER;

} OBJECT_HEADER, *POBJECT_HEADER;

Fig. 2. The memory layout of allocated objects in the pool memory

The pool header is a data structure used by the Windows object manager to keep
track of memory allocations. The most important fields in the pool header are the pool
tag and the block size. These fields help in our algorithm to extract the object details
as follows: First, Pool Tag; by subtracting the offset f of the pool tag field from the
address x where an object has been detected (using the pool tag and the additional
checking signature), we can get the pool block start memory address y. By adding the
size of the pool header and the object header to y, we can calculate the object’s start
address. Then we retrieve the object’s details based to our generated kernel type-
graph — from the static component — by traversing the kernel memory. The size of the
pool and object headers are calculated from the kernel type-graph. Second, Block
Size; the block size field indicates the pool block size s that has been allocated for an
object O. This field helps to speed up the scan process, by skipping s bytes of memory
starting from the y address to reach the start address of next pool block or a kernel
memory address.

We have two strategies for uncovering running kernel objects. First, for memory
images; the size of a complete memory image is quite big and the kernel address
space ranges from 1GB to 2GB in 32bit OSs and up to 8TB in 64bit OSs according to
the memory layout used by the hardware and the available hardware memory. Scan-
ning such a huge number of memory pages is too expensive. To solve this problem
and get the fastest coverage for the kernel address space, we scan only the pool mem-
ory instead of the whole kernel address space. There are two distinct types of pool
memory in Windows OS: paged pool and nonpaged pool. Both are used by the kernel
address space to store the kernel and executive objects. The nonpaged pool consists of
virtual memory addresses that are guaranteed to reside in physical memory as long as
the corresponding kernel objects are allocated. The kernel uses the nonpaged pool
memory to store the runtime objects that may be accessed when the system cannot
handle page faults e.g. processes, threads and tokens. The paged pool consists of vir-
tual memory that can be paged in and out of the system. This means that by scanning
the nonpaged pool memory, which is a trusted source of information, we can get all
the running objects instances that are potential target for hackers as they always reside
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in physical memory. On uniprocessor or multiprocessor systems there exists only one
nonpaged pool and this number can be confirmed using the global variable
nt! ExpNumberOfNonPagedPools. The OS maintains a number of global variables that
define the start and end addresses of the paged and nonpaged pool memory: MmPa-
gedPoolStart, MmPagedPoolEnd, MmNonPagedPoolStart and MmNonPagedPoo-
IEnd. These pointers can be used to speed up the scanning by limiting the scanned
area. From our observations, we found pool memory size is around 4.5% and 8%
from the kernel address space in 32-bit and 64-bit OS, respectively. Second, for un-
mappable memory pages; in this case, the size of pages set is relatively small. We
perform a scan on the whole set of the memory pages using the pool tag and the addi-
tional checking signature. However, as the memory mapping information may not be
available in such un-mappable memory pages, not all of the details for the discovered
objects can be retrieved as we depend on the memory traversal technique according to
the generated type-graph.

4 Implementation and Evaluation

We have developed a prototype of DIGGER. The static analysis component was built
using our previously developed tool, KDD [1,14]. The signatures and runtime com-
ponents are standalone programs and all components are implemented in C#. The
runtime component works: (i) offline on memory snapshot, raw dumps (e.g. dumps in
the Memory Analysis Challenge and Windows crash dumps), and VMware suspended
sessions. (ii) Online in a virtualized environment by scanning VMs’ physical memory
from the hypervisor level. We have evaluated the basic functionality of DIGGER with
respect to the identification of kernel runtime objects and the performance overhead
of uncovering these objects. We performed different experiments and implemented
different OS security prototype tools to demonstrate DIGGER’s efficiency. In section
4.1 we evaluate the static and runtime components, and their performance overhead.
In section 4.2, we explore the implemented OS prototype tools, and finally in section
4.3 we discuss the main features and limitations of DIGGER.

4.1 Uncovering Objects

For the static analysis component, we applied KDD’s static analysis to the source
code of the Windows Research Kernel (WRKI) (a total of 3.5 million lines of code),
and found 4747 type definitions, 1858 global variables, 1691 void pointers, 2345 null
pointers, 1316 doubly linked list and 64 single linked lists. KDD took around 28
hours to complete the static analysis on a 2.5 GHz core i5 processor with 12 GB
RAM. As our analysis was performed offline and just once on each kernel version,
the performance overhead of analyzing kernels is acceptable and does not present any
problem for any security application using KDD. The performance overhead of KDD
could be decreased by increasing the hardware processing capabilities, as such types
of analysis usually run with at least 32 GB RAM.

' WRK is the only available source code for Windows.
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To enable efficient evaluation for the runtime component, we need a ground truth
that specifies the exact object layout in kernel memory so that we can compare it with
the results of DIGGER to measure false positive rates. We build the ground truth as
follows: we extracted all data structure instances of the running Windows OS memory
image via program instrumentation using the Windows Debugger (WD). We instru-
mented the kernel to log every pool allocation and deallocation, along with the ad-
dress using the WD. In particular, we modified the GFlags (Global Flags Editor) to
enable advanced debugging and troubleshooting features of the pool memory. We
then measured DIGGER efficiency by the fraction of the total allocated objects for
which DIGGER was able to identify the correct object type. We performed experi-
ments on 3 different versions of the Windows OS on a 2.8 GHz CPU with 2GB RAM.
Each memory snapshot size was 4GB. Table 1 shows the results of DIGGER and WD
in discovering the allocated instances for specific object types in two of the three
Windows versions (not showing all objects, for brevity).

Table 1. Experimental results of DIGGER and WD on Windows XP 32 bit and 64bit.
Memory, paged and nonpaged columns reprsent the size in pages (0x1000 graunrality) of the
kernel address space, paged pool and nonpaged pool, repectively. WD and DIG refer to WD’s
and DIGGER results. FN, FP and FP* denote the false negative, reported false positive and the
actual false poitive rates, repectively.

Windows XP 32bit Windows XP 64bit
e Memory Paged Nonpaged Memory Paged Nonpaged
ec
: 915255 27493 11741 1830000 35093 17231

WD | DIG. | FN% | FP% | FP'% | WD | DIG. | FN% | FP % | FP'%
Process | 119 121 0.00 1.65 0.00 125 125 0.00 0.00 | 0.00
Thread | 2032 | 2041 | 0.00 0.44 0.00 | 2120 | 2121 | 0.00 0.04 | 0.00
Driver | 243 243 0.00 0.0 0.00 211 211 0.00 0.00 | 0.00
Mutant | 1582 | 1582 | 0.00 0.0 0.00 | 1609 | 1609 | 0.00 0.00 | 0.00

Port 500 501 0.00 0.19 0.00 542 | 542 0.00 0.00 | 0.00

From table 1 we can see that DIGGER achieves zero false negative rates, and a low
false positive rate. However, from our manual analysis of the results, we found that
this reported false positive rate is not an actual false positive. This difference repre-
sents deallocated objects that still persist in the physical memory after termination; we
call these “dead memory pages objects — DMAQO”. They are present because the Win-
dows OS does not clear the contents of memory pages to avoid the overhead of writ-
ing zeroes to the physical memory. However, we noticed from our analysis that the
pointer and handle count of the DMAO is always zero. This enables differentiating
the active objects from the DMAO, and thus our actual false positive rate becomes
zero (FP*). We argue this finding thus: whenever the kernel has to allocate a new
object it will return the pool block address from the pool free list head. For example,
the EPROCESS structure of a newly created process will overwrite the object data of
a process that has been terminated previously. This because when a block is freed
using the free function call, the allocator just adds the block to the list of free blocks
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without overwriting memory. These DMAO can provide forensic information about
an attacker’s activity. Imagine an attacker runs stealthy malware and then terminates
it on a victim machine. After the termination there may still exist for a non-trivial
period of time some forensic data of interest in the dead memory pages. To prove our
assumption, we analyzed the dead memory pages in order to uncover semantic data of
interest for the some terminated processes. However, our approach can work for any
other object type. We used some benchmark programs to run in three memory images
and then analyzed the dead memory pages to uncover some data of interest: user login
information (GroupWise email client), chat sessions (Yahoo messenger), FTP ses-
sions (FileZilla). We created 9 processes (three of these are the benchmark programs)
and performed some CPU-intensive operations using these processes. We terminated
these processes after 5 hours, 2 hour and 15 minutes in three different memory images
— identified L, M and S, respectively. Then we created 4 different (new) processes 5
minutes after termination. The memory images were then scanned for runtime objects
using DIGGER’s runtime component. We found that 3 from the terminated processes’
physical addresses were overwritten by EPROCESS structure for new processes,
while another three processes (from the terminated ones) still persisted in memory (at
the same address in the memory). We made the following observations. First, for the
email client we were not able to identify the login information (user name and pass-
word) for all of the memory images. For the ftp client we were able to identify the
server name, and the server and client connection ports for the S image only, without
any ability to locate the login credentials in all of the three images. For the chat
benchmark application, we were able to locate the username, the connection port and
some recent chat sessions in the S image only. This data recovery approach is not
effective if the program zeros its memory pages before termination.
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Fig. 3. Object details extraction normalized time

We have evaluated DIGGER’s runtime performance to demonstrate that it can per-
form its memory analysis in a reasonable amount of time. We measured DIGGER
running time when analyzing the memory snapshots used in our experiments. The
median running time was around 0.8 minutes to uncover 12 different object types
from the nonpaged pool, and 1.6 minutes to uncover another 15 object type from the
paged pool. This time included the time of loading the memory snapshot from the
disk to the runtime analysis component. We consider this running time to be accepta-
ble for offline analysis and even for online analysis in virtualized environments. This
is because DIGGER is able to detect the DMAO that could be created and terminated
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between the scan time intervals. However, we cannot argue that it would be 100%
accurate. Comparing DIGGER with SigGraph [4], DIMSUM [10], KOP [7], Cloud-
Sec [5]: DIGGER is the fastest with highest coverage and lowest performance over-
head. The performance overhead of extracting object details based on our generated
type-graph differs according the required details-depth. Fig. 3 shows the time con-
sumed (in seconds) to extract object details with different depths for all of the running
instances from a specific object type. “I” denotes the number of the running objects
from the object, and “D” denotes the depth of the extracted details.

4.2  Security Applications

We have also evaluated DIGGER by developing three prototype OS security tools to
demonstrate its efficiency. We chose these applications because they address common
important OS security tools. Our experiments with these tools have demonstrated
DIGGER’s efficiency and the false alarms rate is similar to what discussed in table 1.

Object Hiding Detection. Previous efforts have focused on detecting specific types of
hidden objects by hard-coding OS expert knowledge of the kernel data layout [12].
Other approaches rely on value-invariants such as the matching of process list with the
thread scheduler [17]. Other approaches are based on logging malware memory ac-
cesses [18,19] and provide temporal information. However they can only cover known
attacks and cannot properly handle zero-day threats. All of these approaches are time-
consuming, and require a human expert with deep knowledge of the system to create the
rules and thus cannot cover all system objects. There are some approaches such as Ant-
farm [20] that track the value of the CR3 register. Although this approach is useful in a
live environment, it cannot be used for memory forensics applications and the perform-
ance overhead of such an approach is very high. Given DIGGER’s ability to uncover
kernel objects, we developed a tool called D-Hide that can systematically uncover all
kinds of stealthy malware (not just limited to specific object type, as done to date), by
detecting their presence in the physical memory. We used DIGGER’s approach to un-
cover the runtime kernel objects and then perform “external” cross-view comparisons
with the information retrieved from mapping the physical memory using our generated
type-graph. In other words, the first view is DIGGER’s view and the other view is the
memory traversal view (we start from the OS global variables and then follow pointer
dereferencing until we cover all memory objects). Discrepancies in this comparison
reveal hidden kernel objects. We implemented a memory traversal add-on for the run-
time component that takes our generated type-graph and based on that graph, we trav-
erse the kernel address space. We evaluated D-Hide ability to identify hidden objects
with four real-world kernel rootkit samples: FURootkit, FuToRootkit, AFX Rootkit and
HideToolz. We used WinObj (a windows internal tool) to compare the results with D-
hide. D-hide correctly identified all hidden objects with zero false alarms. D-Hide has
two key advantages: (i) No need for deep knowledge of the kernel data layout, as it
depends on DIGGER static component to get an accurate kernel data layout. (ii) D-Hide
can perform cross-view comparison without the need for any internal tools e.g. task
manager or WinObj that gets the internal view, as done in the current cross-view re-
searches. This feature enables deploying D-hide in VMs hosted in the cloud platform
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where the cloud providers do not have any control over VMs, as discussed in [11]. (iii)
D-Hide is unlike previous tools [21,17] that rely on authors’ knowledge of the kernel
data and thus is not limited to specific objects.

Brute Force Scanning Tool. Given a range of memory addresses and a signature for
a data structure or object, brute force scanning tools can decide if an instance of the
corresponding data structure exists in the memory range or not [4]. Brute force scan-
ning of kernel memory images is an important function in many operating system
security and forensics applications, used to uncover semantic information of interest
e.g. passwords, hidden processes and browsing history from raw memory. Given
DIGGER’s ability to uncover kernel objects, we developed B-Force — a brute force
tool. From our experiments with five different small crash dumps of small sizes
ranging from 12MB to 800MB, we found out that this method is highly effective with
zero rates of alarms. However, this method could reveal false positives if the mem-
ory page set does not contain the pool header (that contains the pool tag) of the pool
block along with the first three bytes of the object itself (to perform the additional
signature checking). However, from our point of view this is unlikely, as the single
memory page size is big enough to contain tens of pool blocks.

Virtual Machines Monitoring. We modified our earlier-developed VM monitoring
tool, CloudSec [5], to use DIGGER to online analyze a Virtual Machine’s (VM)
memory of a running OS and extract all kernel running objects. CloudSec is a security
appliance that monitors a VMs memory from outside the VM itself, without installing
any security code inside the VM. CloudSec successfully uncovered and correctly
identified the running kernel objects, with zero rate false alarms. The performance
overhead of CloudSec to uncover the entire kernel running objects was around 1.1,
1.9 and 2.8 minutes with O-level, 1-level and 2-level depths, respectively for a VM
with a 2.8 GHz CPU and 4GB RAM. VM was executed under normal workload (50
processes, 912 threads, etc.). We can see that the performance overhead of scanning a
VM’s memory online is less that scanning a memory image, as access to VM’s mem-
ory via hypervisors is faster than uploading a memory image to the analysis tool.

4.3 Discussion

DIGGER’s approach provides a robust view of OS kernel objects not affected by the
manipulation of actual kernel memory content. This enables development of different
OS security applications as discussed in section 4.3, in addition to enabling systematic
kernel data integrity checks based on the resultant object-graph. The key features of
DIGGER include: first, the systematic approach it follows to extract OS kernel data
layout and to disambiguate the points-to relations between data structures, all without
any prior knowledge of the OS kernel data layout. Second, the robust and quite small
signature size to uncover runtime objects, enhancing performance.

As the pool memory concept is related to Windows OSes, the current approach
used in DIGGER’s runtime component can only be used to analyze Windows OSes.
DIGGER’s runtime component is not related to a specific version of the Windows OS
kernel and can work on either 32bit or 64 bit layout — SigGraph, DIMSUM and KOP
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are also limited to a specific OS. However, the same approach can be used in Linux
using the slab allocation concept. Slab allocation can be thought of as a pool memory
equivalent of the Windows OS. Slab allocation is a memory management mechanism
for Linux and UNIX OSes for allocating kernel runtime objects efficiently. The basic
idea behind the slab allocator is having caches (similar to the pool blocks in Windows
OS) of commonly used objects kept in an initialized state. The slab allocator caches
the freed object so that the basic structure is preserved between uses to be used by a
newly allocated object of the same type. The slab allocator consists of caches that are
linked together on a doubly linked list called a cache chain that is similar to the list
head of the pool memory used in Windows kernel. The static analysis component of
DIGGER (KDD) can be applied on any C-based OS e.g. Linux, BSD and UNIX to
perform highly detailed and accurate points-to analysis for the kernel data layout.

5 Summary

Current state-of-the-art tools are limited in accurately uncovering the running in-
stances of kernel objects. We presented DIGGER, a new approach that enables unco-
vering dynamic kernel objects with nearly complete coverage and accurate results by
leveraging a set of new techniques in both static and runtime components. Our eval-
uation of DIGGER has shown its effectiveness in uncovering system objects and in
supporting the development of several OS security solutions.

Acknowledgement. The authors are grateful to Swinburne University of Technology
and FRST Software Process and Product Improvement project for support for this
research.
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Abstract. Recently, as smart computing is constantly growing in terms of data
and the number of users, the demand for memory and network resources on a
wireless mobile terminal has increased rapidly. To accommodate the need for
terminal and network resources, previous techniques have been studied for effi-
cient use of the limited network channels and terminal memory resources. This
paper presents a new transmission method which overcomes the data transmis-
sion limitations of wireless-handsets such as constraints on the transmission
channels and storage capacity of a wireless smart terminal in ubiquitous compu-
ting. The wireless device's transmission and storage capacity limitations have
hindered the advancement of ubiquitous computing on wireless Internet. This
study proposes a real-time background transfer method to overcome these prob-
lems for powerful data transmission and large storage capacity among ubiquit-
ous computing items.

Keywords: Transfer method, ubiquitous computing, mobile network, transfer
recovery.

1 Introduction

Ubiquitous computing technology is located in the heart of ubiquitous computing as
next generation computing method. It supports a user-oriented interface that greatly
enhances the interaction between humans and computing devices through mobiliza-
tion, miniaturization, and flexibility. Also, the ubiquitous computing technology
makes it possible to make wearable, lightweight devices that can be embedded in the
garments or fabrics. Additionally, in order to increase the user's mobility and accessi-
bility to information, it aims to provide a mobile service platform that falls within the
boundary between humans and information service media by building a ubiquitous
external environment that is not restricted to time and space [1][2].

The ultimate goal of ubiquitous computing is to allow users to receive the best real-
time information services wherever they are. The transmission and processing tech-
nology of the wireless information has occupied an important position.

Recently, the number of users and the utilization rate of wireless terminals contin-
ue to grow with the development of broadband wireless networks. By linking with the
wireless internet services, the contents and categories of wireless mobile users be-
come more varied. In particular, the present smart terminal services create a demand
for new information, extend multimedia wire internet services to wireless network
space, and constantly increase wireless mobile-oriented services.

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 867@ 2012.
© Springer-Verlag Berlin Heidelberg 2012
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However, despite the developments in wireless telecom services and mobile wire-
less resources such as wireless transmission channels, bandwidth, battery life, and
memory are physically limited. These restrictions limit the reliability and real-time
transfers of ubiquitous transmission systems [3][4][5].

In this paper, a new transmission method is proposed to overcome the transfer limita-
tions from wireless terminal to wireless terminal communications; the limitations are
caused by the constraints of the channel and memory resources of wireless handsets that
also include smart phones. When you extend wireless internet service, the limitation of
transmission and storage capability of the wireless terminal hinder the development of
wireless multimedia services [6]. As an alternative to data transfer and storage issues
of these mobile computing devices, a real-time background transfer system is proposed
in this paper. The background support system improves the reliability and availability of
the previous wireless transmission systems by supporting the real-time transfer tech-
nique through the real-time replication process of the transfer process and data, and by
providing a transfer failure-recovery technique through monitoring and repairing the
transmission failure between the clients who transfer the information.

This paper describes the following sequence. Section 2 describes a transfer method
for a ubiquitous background transport system. Section 3 discusses experimentation
and analyzes various performance evolutions of the proposed background transfer
method. Finally, Section 4 describes the conclusions of this paper and future research
directions.

Definition 1. Background transfer is an overlay (duplicate) transfer-storage process
that is supported by a background system regardless of the smart terminal directly
embedded into a mobile device. The background transfer is to provide stable and hard
real-time transfer of all transport-related processes performed by a mobile user in the
foreground.

2 Background Transfer Method

2.1  Background Transfer Process

The proposed background transmission system can be divided into background con-
trol process (Control Process), background data sending process (Send Process), and
data receiving process (Receive Process) shown in Fig.1.

First, the background control process on a background server remains in a waiting
status until it is called by a background-transfer request from a client (line 2). A send-
er C; should submit the transfer request event, request_C;, for a controller or a receiv-
er C; (line 16). When the background controller or the receiver receives the required
message, request_C;, each response ACK/NAK confirms message to sender C; (lines
3-6, 29-33). If the sender C; has received the ACK message, it transmits its data source
and its data source identifier (URI,) to the receiver C; and the background controller
(lines 17-20). The sender C; selects a data source which he wants to transfer on his
smart terminal or its storage space (CS;) on a background server. The sender C; and
CS; on the background server is a 1:1 mapping. (lines 19, 22, 25). Then, if the receiver
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C; and the controller completed the data receiving process, they reply ACK message to
the sender C; (lines 7-10, 34-37). Otherwise, they reply NAK message to the sender
and the controller (lines 11, 38). Finally, if the controller receives NAK from C; and if
it has the same data on URI; of itself, it retransmits data to the receiver C; (lines 12-
13). Otherwise, if the sender C; receives NAK from both C; and the controller, it re-
transmits data to the receiver C; and the controller (lines 21-22). Otherwise, if the
sender C; receives ACK from the C; and NAK from the controller as well as Mul-
ti_FLAG is ON, it just retransmits data to the controller (lines 23-26). The Mul-
ti_FLAG indicates whether the sender wants to multicast data to multi-receivers.

2.2

The typical local data transmission model of Fig.2-(a)-(1) has both sender and receiv-
er located within the same base station. This model has transfer characteristics;

T.-G. Lee and G.-S. Chung

1. Control Process on Controller(Multi_FLAG):
2. initialize and wait;
3. iftreceive(request_C,)== ok && ready ==ok) then {
4. authenticate C;; /* authentication of sender C; */
5. send ACK to C;; /* confirm message */
6. } else send NAK to C,;
7. if(receive(Data)== ok) then {
8. receive(URI; and Data) from C,; /* receive data and URI, from sender C; */
9. save Data into URI; /* transmit data_copy to background server */
10. send ACK to C;; /* acknowledgement message */
11. }else send NAK to C;;
12, iffreponse_C; == NAK && response_Controller==ACK)
13. send Data to C, from URIL; /* retransmit to receiver C; */
14. End.
15. Send Process(Multi_FLAG):
16.  send request_C;to C;and Controller ; /* request command */
17.  if(receive(response_C;)==0k) {
18. authenticate C; to C; and Controller; /* authentication of sender */
19. send Data and URI, to C; and Controller; /* transmit URI, and Data */
20. )
21.  iffreponse_C; == NAK && response_Controller==NAK) then
22. send Data to C, from URL; /* retransmit to receiver C; */
23, else iftreponse_C; == ACK && response_Controller==NAK) then {
24 ifiMulti FLAG ==ON)
25. send Data to Controller form URI;
26}
27. End.
28. Receive Process:
29.  if(receive(request_C,)==ok && ready ==ok) {
30. authenticate C,; or Controller; /* authentication of sender or controller®/
31 send ACK to C, or Controller; /* confirm message*/
32, }
33, else send NAK to C;;
34.  if(receive(Data)==0k) {
35. receive Data from C, or Controller; /* receive data form sender or controller */
36. send ACK to C; or Controller; /* transfer completion message*/
37. }
38.  else send NAK to C; or Controller;
39. End.
Fig. 1. Background transfer processes
Data Transfer Model
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the data transmission time is short, and the level of traffic congestion and transmis-
sion error rate is limited in a cell. In the existing global data transfer model of Fig.2-
(a)-(2), a sender and a receiver are located in different base stations. This model has
the transfer characteristics; the data transfer time is long and both traffic congestion
levels and transmission error rates span across multiple cells. When efficient recovery
services are required due to a network failure or congestion, the data copy will be
retransmitted from the sender’s terminal.

global
background
server

local
background
server

base stauon base smllon base station base station

(a) Typical model (b) Proposed model

Fig. 2. Transfer system model

As shown in Fig.2-(b)-(1), when a sender transmits data to a receiver through the
base station, the local background transfer model supports transmitting the data copy
to the receiver as well as to the background server connected to the same base station
at the same time. As shown in Fig.2-(b)-(2), when a sender transmits data to a receiv-
er through the multiple base stations, the proposed global background transmission
model simultaneously transmits the same data to the receiver as well as to the back-
ground server through a gateway connected to the base stations. If data packets are
lost during transmission, or if the same receiver wants to download a data copy after
the transfer is completed, the required data copy on the sender area of the background
server (not on the sender terminal) will be retransmitted.

Local mobile networks build the background server on wireless base stations, while
global mobile networks build the background server on gateway or Internet center.

3 System Performance Evaluation

3.1 Experimental Environment

The experimental specification of this study is based on the mobile networks such as
the Bluetooth (802.15.3) wireless network for ubiquitous computing communications
[12]. For background wired network construction, the IEEE Fast Ethernet standard is
assumed for the lower bound of wired networks [13][14].
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The proposed background transfer method will overcome the wireless resource
constraints of the conventional method with bit rates lower than 100 Mbps because it
takes advantage of wired transmission bit rates greater than 1 Gbps, which is sup-
ported by the transmission speed of the backbone network.

The simulation employs NS2 Simulator ver. 2.28 based on the configuration in Fig.
3. The transfer speed between the gateway and background server is up to 1 Gbps; the
upload speed of the sending terminal is up to 1 Mbps; and the download speed of the
receiving terminal is up to 1 Mbps. Under the same conditions, both the existing sys-
tem and the proposed system are evaluated to analyze transmission performance. This
experiment is classified as local and global transmission system based on considera-
tion of the network path length from a sending terminal to a receiving terminal.

The purpose of this experiment is to analyze data transfer in the wireless environ-
ment. This experiment can be deployed to the general background transfer method by
extending range of data transfer analysis to the wired terminal on the wired networks
such as base station. In addition, it may increase the length (i.e. steps or hops) of the
network from the gateway, and can be configured to interact with Internet. The posi-
tion of deploying background servers based on failure analysis model can be opti-
mized.
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Fig. 3. Experimental network configurations

3.2  System Analysis

The transmission system analysis between the sending terminal and the receiving
terminal are divided by the local data transfer analysis via a single base station, and
the global data transmission analysis via two or more base stations.

Definition 2. Transfer Networks are classified into local and global data transfer net-
works. The local networks have both sender and receiver within one-hop base station.
The other network in which that has two more hops is defined to global networks.
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3.2.1 System Parameters

The principle transmission parameters of this study are the transmission capacity of
the data source (V;), the bandwidth of the transmission path (7},), transmission time
delay (D,), download transmission error rate (E,), upload transmission error rate (£,),
and so on. The following cost function (Cy) of Eq. 1 defines the performance evalua-
tion for the existing transmission system and the proposed background transmission
system based on these transmission parameters. The cost function (C;) means the de-
gree of transmission time which evaluates the throughput (or bandwidth), 7,
compared to the volume of the user’s data source, Vj, including the condition of
transmission failure rate.

C, =¥ +(E, +E,)~(V~"] (D

p P

Definition of parameters in the cost function, Cy, of transmission time (expressed in
seconds) is as follows. V; is the total volume of source data transferred (measured in
bytes). T, can be applied to the throughput parameters of T,U,, T,U, T,U,, T,U,,
1,Dy, T,D,, T,D,, and T,D,, in bps according to transmission network structure. 7,U,,
is the throughput on the transmission path from a wireless sending terminal to the
nearest base station. 7,U; is the throughput from the base station to the local back-
ground server. T,U, is the throughput from the base station to the gateway. T,U,, is the
throughput on the transmission path from the gateway to the global background serv-
er. T,D, is the throughput from the global background server to the gateway. T,,D, is
the throughput on the transmission path from the gateway to the base station. 7,,D; is
the throughput from the local background server to the base station. 7,D,, is to the
throughput from the base station to a wireless receiving terminal. E, and E,, is the bit
error rate (BER) for the transfer networks. The values of E, and E, are equal in order
to apply the same error rate from Eq. 2 to Eq. 7.

3.2.2 Local Data Transfer Analysis

The terminal-to-terminal data transfer structure within the same cell has the wireless
transfer path of wireless upload and wireless download through a single wireless base
station. An analysis of the existing local transmission system is figured as the follow-
ing cost function, Cy 4 jocr found in Eq. 2.

ool o)
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The proposed local background transport system should perform the background
process of uploading and downloading in addition to the sender’s wireless uploads
and the receiver’s wireless downloads. An analysis for local transport of the back-
ground system is equated by the cost function, Cy .y, jocar found in Eq. 3.
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Cf_new_lowl = ( ‘/S + ‘/S J+ Eu( V‘ J
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In the cost function, Cy ey, jocai» Of the proposed local background system, the V/T,U,;
can be removed from the time delay to retransmit packets to recover packet errors
because the transport cost, V/T,U,, using a transmission bandwidth of 7,,U, overlaps
with the transport costs, V/T,D,, of T,D,, in time. Thus, the cost function of the pro-
posed method is described in Eq. 4.

\%4 Vv \%4
Cf _new_local = [ . + > J + Eu { . j
T.U, T,D, T,U, @
; E( v, Vsj
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Fig.4 is a graph based on comparing the proposed background transmission system
and the existing transport system which both C ., joca and Ct 414 jocar TEPTESent, re-
spectively. In the case of specific conditions with transmission error rate of 0.1 and
0.3, try to evaluate the transmission time delay. In Fig.4, the old_error_rate refers
error rates applied to the typical method of Fig.2-(a) and new_error_rate refers error
rates applied to the proposed method of Fig.2-(b). The graph with the highest trans-
mission delays represents a case of old_error_rate_0.3, and the graph with the lowest
transmission delays represents a case of new_error_rate_0.3.

Cumulative Delay of Normal vs. Background model on Local data transmissions
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Fig. 4. Transfer delay on local transfer models
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To evaluate the cost difference between the existing method and the proposed me-
thod, the difference of Eq. 4 from Eq. 2 is described as follows.

1 1

-C -
TuU, TD,

Cf _old = ErV,\'

_ local f _new _local

Therefore, Cr o1 jocar 18 NOt necessarily greater than Cy ey, jocqr- It depends on the value
of T,U,, and T,D,.

When error rates increase, the performance difference between the proposed sys-
tem and the existing system becomes greater (e.g. error rates in 0.1 and 0.3). In the
proposed method, the new_error_rate_0.3, the graph of error rate 0.3 represents a
shorter transmission time delay than the new_error_rate_0.1.

From the Eq. 4, when compared to the results of applying each transmission error
rate of 0.1 and 0.3 respectively,

Cjinewiloml(Eu’Er =0'1)_Cj7newiloml(Eu’Er =03)
Vv Vv Vv Vv Vv Vv
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p

This means that the higher failure rate takes a lot of transport costs. This proves that
the retransmission from the background server is more effective than that from a wire-
less sender terminal in the wireless mobile environment that indicates higher transfer
failure rate. Also, when the data transmission capacity increases, the performance
difference of the proposed system and the existing system offers an even greater ad-
vantage (e.g. the transfer delay results in IMB vs. 1024MB).

Therefore, in the local transport system, the greater the failure rate or the transfer
volume for data is increased, the more the transmission time of the proposed system
decreases compared to that of the existing system.

However, when data transmission capacity is low, for instance when the capacity is
less than 100MB in Fig.4, the performance improvement is limited because the differ-
ence of cost between the proposed and the existed methods is not significant.

3.2.3 Global Data Transfer Analysis

The data transfer structure between sender terminal and receiver terminal located at
different cells in typical global wireless transmission systems has transmission paths
such as: wireless upload from a wireless terminal to a base station, wired upload from
the base station to a gateway, wired download from the gateway to another base sta-
tion, and wireless download from the base station to a wireless terminal. The existing
global transmission system has the cost function, C; 414 giosa» f Eq. 5.
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The global background transmission system transmits data through the same transmis-
sion path as conventional wireless transmission system. In addition, it uploads the same
data replication to the background server linked to a gateway and downloads a copy of
the data being sent from the background server upon packet failure or data retransmis-
sion. The proposed system is evaluated in the cost function, Cy ye_gioba (Eq. 6).

V. V \% V V
Cf _new_ global = . + . + . + . + Eu .
TU, TU, T,D, T,D, TU,
( Vv Vv Vr Vv J
+E|
TU, T,D, T,D, T,D,

In the cost function, Cy ey giopa» Of the proposed global background system, the
V/T,U, can be removed from the time delay to retransmit packets for recovering
packet errors because the transfer cost, V/T,U,, using a transmission bandwidth of
T,U,, overlaps with the sum of the transmission costs, V/T,D, and V/T,D,, using the
transmission bandwidth of 7,D, and 7,D,,. Thus, the cost function of the proposed
model is redeployed as the following in Eq. 7.

\% \% \% \% V.
Cf new_ global = : + : + . + . +Eu .
Jonen TU, TU, TD, T,D T.U

P8 p—w p-w
+Er[ VS + VS + VS J
r.po, 17,0, T,D,

The graph that compares the proposed global background transmission system and the
existing global transport system, which both Cy ;14 ¢iopar a0d C ey, _i0ba TEPTESENL, TE-
spectively, is similar to the one in Fig. 4. In the case of specific conditions with
transmission error rate of 0.1 and 0.3, the following sequence evaluates the transmis-
sion time delay. The graph with the highest transmission delays also represents a case
of old_error_rate_0.3, and the graph with the lowest transmission delays represents a
case of new_error_rate_0.3.

The difference between Eq. 7 and Eq. 5 which described as follows shows the cost
difference between the existing and the proposed method.

(6)

(N

1 1 1
s T e = Erv{TpU "Tu. D, J

P8 P
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Therefore, Cr 4 giobar 1S DOt necessarily greater than Cy .y, ionq- It depends on the val-
ue of T,U,, and T,D,,.

When error rates increase, the performance difference between the proposed sys-
tem and the existing system become greater (e.g. error rates in 0.1 and 0.3). In the
proposed method, the new_error_rate_0.3 graph of error rate 0.3 represents a shorter
transmission time delay than the new_error_rate_0.1.

Eq. 7 shows the results when applying each transmission error rate of 0.1 and 0.3
respectively,

Cf_new_glabgl (Eu ’ Er = 01) — Cf_71€W_glohu1 (Eu , Er — 03)
caxVox| e L L]
r,.p, T,D T,D,

pw p rg

This means that the higher failure rate takes a lot of transport costs. This proves that
the retransmission from the background server is more effective than that from the
wireless sender terminal in the wireless mobile environment that indicates higher
transfer failure rate. When the transmission capacity of data increases, the proposed
system shows even greater improvements (e.g. the transfer delay results in IMB vs.
1024MB).

Thus, in the global transfer system, the greater the failure rate or the volume data
transmitted, the more the transmission time of the proposed system decreases com-
pared to that of the existing system.

3.3 Performance Evaluations

This study makes a distinction between short-distance local transmission systems and
long-distance global transmission systems, and it performs simulations and evaluates
performance for each of the proposed systems and the existing system.

3.3.1 Local Performance Evaluation

In order to evaluate the transfer performance between a sending terminal and a receiv-
ing terminal existing within the same cell, the existing transfer scheme based on the
client and the proposed scheme based on the background server are compared by
applying each error rate from 0.1 to 0.3. The transmission error rate is the bit error
rate (BER) for the transfer networks.

As shown in Fig. 5, for each error rate 0.1, 0.2, and 0.3, the transmission capacity
(in bytes) of both the sender and the receiver were compared depending on the va-
riance of the transfer time (from 0 to 150seconds) as the performance comparisons
between the existing transmission scheme of terminal-to-terminal (i.e. normal-rcv-
put0.1, normal-rcv-put0.2, and normal-rcv-put0.3) and the proposed background
transmission scheme of server-to-terminal (i.e. local-rcv-put0.1(bg), local-rcv-
put0.2(bg), and local-rcv-put0.3(bg)).
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Fig. 5. Transfer throughputs on local transfer models

The top “no-error-rcv-put” graph in Fig.5 shows the case in which there are no er-
rors. These results show that the total data transfer capacity of the proposed scheme (i.e.
three graphs of the 2nd local-rev-put0.1(bg), the 4th local-rcv-put0.2(bg), and the 6th
local-rev-put0.3(bg) in Fig.5), by supporting that the transmission storage on the back-
ground server network, is higher than that of the existing scheme (i.e. three graphs of the
3rd normal-rev-put0.1, the 5th local-rev-put0.2, and the 7th local-rcv-put0.3 in Fig.5)
based on the transport capacity of a wireless terminal with poor resources.
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Fig. 6. Transfer throughputs by error rates on local transfer models
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Then, in spite of transfer errors occurring in the local data transfer model, the pro-
posed background transmission model supported recovery transmission for reliable
data transmission. Fig.6 compares the transfer results based on a few transmission
errors (e.g. 0.1 and 0.3) and that of an errorless case (i.e. 0.0) for 0 to 150 seconds.
Fig.6 displays each transfer bit rate between the sender and the receiver terminal ap-
plied for the existing technique and the background transmission technique, respec-
tively, to transmit the same data source in a wireless terminal.

The system overhead according to the gateway multiplexing is negligible when
compared to the existing system. Therefore, the proposed background technique can
be effectively supported without affecting the overhead of the existing gateway
equipment.

3.3.2 Global Performance Evaluation

In order to evaluate the transfer performance between a sending terminal and a receiv-
ing terminal that exists within the different cells, the existing transfer scheme based
on the client source and the proposed scheme based on the background server were
compared by applying each error rate from 0.1 to 0.3. Transfer simulations were per-
formed for both the existing scheme and the proposed background scheme based on
the global transmission model. When the transmission capacity (in bytes) of the send-
er and the receiver is compared based on the time (varying from 0 to 150 seconds) as
the performance comparisons of the existing transmission scheme of terminal-to-
terminal and the proposed background transmission scheme of server-to-terminal, as
the graphs shown in Fig.7, the results show that the proposed scheme, because of the
supporting transfer capacity of the background server network, supports higher
throughput than the existing method based on the storage capacity of the wireless
terminals with vulnerable.

Normal vs. Background for each error rate in Global transfer system

100000

90000

Boooo

70000

60000

50000

40000

Throughput(bps)

30000

send-bw =—global send-bwo.1

20000 | ‘

|
——normal send-bwo.1 global send-bwo.3 ‘
10000 l

——normal send-bwo.3

o 10 20 30 40 50 60 70 80 90 100 1o 120 130 140 150
Transmission delay (sec)

Fig. 7. Transfer throughputs by error rates on global transfer models
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Then, in spite of transfer errors in the global data transfer model, the proposed
background transmission model supported recovery transmission for reliable data
transmission. Fig.7 compares the transfer results based on a few transmission errors
(e.g. 0.1 and 0.3) and that of an errorless case (i.e. 0.0) for 0 to 150 seconds.

It appears that the system overhead added by the gateway multiplexing is negligi-
ble when compared to the existing system. Therefore, it is effectively feasible to sup-
port the background technique proposed in this study without replacing the existing
gateway devices. The proposed background transport model supports the lightweight
mobile users for smart computing applications in ubiquitous computing.

Because the data transfer of the sender and the receiving command of the receiver
are being done in real time without any interference or intervention from the wireless
network infrastructure, a data transfer process can strengthen the transmission reliabil-
ity and real-time characteristics based on the backbone network.

4 Conclusion

From the analysis in Section 3, we can see that this study takes full advantage of the
wired backbone network and the strengths of the background server in all aspects of
data storage stability, transmission speed, and reliability.

While minimizing the intervention of wireless resources in the proposed back-
ground data transfer model, notice commands should be given to alert mobile clients
about the choices of any transmission method.

Analysis of Fig.4 in Section 3.2 shows that the greater the failure rate or the data
transport volume, the lower the average transmission time of the proposed back-
ground model compared to that of the existing model. However, if data transmission
capacity is low (for example, less than 100MB in Fig.4), the performance improve-
ment is limited because the cost difference of the proposed and the existed methods
shows slightly. As the recent trend demonstrates, the proposed method is importantly
recognized because the needs of data transmission users are continuously moved to-
ward large amounts of data such as videos, images, and etc. Fig.5 of Section 3.3
shows that the data transmission capacity of the proposed model is approximately
30% greater than that of the existing model in the transfer process for 150seconds.
Both Fig.6 and Fig.7 show that the transfer performance of the proposed model is
constantly improved by 10% with the existing model.
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Abstract. Chosen-ciphertext security has been well-accepted as a stan-
dard security notion for public key encryption. But in a multi-user sur-
rounding, it may not be sufficient, since the adversary may corrupt some
users to get the random coins as well as the plaintexts used to generate
ciphertexts. The attack is named “selective opening attack”. We study
how to achieve full-fledged chosen-ciphertext security in selective open-
ing setting directly from the DDH assumption. Our construction is free
of chameleon hashing, since tags are created for encryptions in a flexible
way to serve the security proof.

Keywords: Selective opening security, Chosen-ciphertext attack.

1 Introduction

Indistinguishable Security against chosen-plaintext attack (IND-CPA) and se-
curity against chosen-ciphertext attack (IND-CCA2) have been considered as
the security standard for public-key encryptions. However, IND-CPA and IND-
CCA2 are not sufficient for some circumstances. For instance, consider an adap-
tive adversary in a secure multiparty computation setting, where the private
channels connected between parties are implemented with public-key encryption.
Now each of n senders sends a ciphertext ¢; = Enc(pk,m;,r;) to a receiver. The
adaptive adversary may not only eavesdrop all the ciphertexts ¢;, i =1,2,--- | n,
over the channels, but also implement a so-called “selective opening attack” by
corrupting a subset I = {41,492, ,4;} of players (¢t < n/2). Each corrupted
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player F;,, | = 1,2,---,t, will provide the adversary both the corresponding
plaintext m;, as well as the random coin r;, that are used to generate the cipher-
text ¢;,. The question is how to ensure the security of uncorrupted encryption
ci, 1 €{1,2,--- ,n}\ I

If the plaintexts m;, ¢ = 1,2, -+ ,n, are independent of each other, then IND-
CPA (IND-CCAZ2) is able to provide security against selective opening attack.
However, multi-party computation always implies correlated plaintexts of the
senders. As for correlated plaintexts m;, Bellare, Dowsley, Waters and Scott
Yilek proved that standard security does not imply security against selective-
opening [I5]. Therefore, it is necessary to define a new security notion, e.g.
“encryption security against selective opening attack” [3].

Public-key encryption schemes with security against selective opening attacks
(SOA) maintain security even in case of sender corruptions. If the adversary is
given n ciphertexts and decides to open some of them, say n/2, the adversary
will obtain both the plaintexts and the random encryption coins for the opened
ciphertexts. “encryption security against selective opening attack” requires the
security of remaining ciphertexts should be preserved.

1.1 Related Work

Security against Selective Opening Attack (SOA) has been recognized for 20
years [1], but the first schemes achieving SOA security were proposed in 2009 by
the breakthrough work of Hofheinz, Bellare and Yilek [3[24]. In [3], a simulation-
based semantic-style security for encryption under selective opening (SEM-SO-
ENC) was formalized, while an indistinguishability-based version (IND-SO-ENC)
was proposed to distinguish from the simulated-based one.

In [3], Bellare, Hofheinz and Yilek pointed out that any lossy encryption is
IND-SO-ENC secure, and it is also SEM-SO-ENC secure if an additional prop-
erty named “efficient openability” is satisfied. They also proposed an efficient
construction of lossy encryption based on the DDH assumption. Lossy trapdoor
functions, proposed by Peikert and Waters in 2008 [24], is a useful tool to achieve
lossy encryption. As suggested in [25], sufficiently lossy trapdoor functions im-
plies lossy encryption. Lossy trapdoor functions can be constructed based on
the Decisional Diffie-Hellamn (DDH), Paillier Decisional Composite Residue
(DCR), Decisional Quadratic Residue (DQR), and lattices-related assumptions
[240TT718I6125/20]. That means IND-SO-ENC secure encryption schemes can
be constructed based on the aforementioned number-theoretic assumptions. In
2012, Bohl et.al. gave a more rigorous definition about selective opening security.

In [0], Hemenway et.al. showed that both re-randomizable public-key en-

cryption and statistically-hiding ( -oblivious transfer imply lossy encryption.

1
Combined with Hofheinz, Bellare and Yilek’s result that lossy encryption is
IND-SO-ENC secure, they got more efficient construction of IND-SO-ENC se-
cure encryptions and SEM-SO-ENC secure ones.

The indistinguishability-based security definition (IND-SO-ENC) captures
that the adversary cannot distinguish the encryption of actual messages from
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that of random messages. In 2011, Hemenway et.al. [5] pointed out that IND-SO-
ENC/SEM-SO-ENC only indicates security against chosen plaintext attacks, and
IND-SO-ENC/SEM-SO-ENC is renamed by IND-SO-CPA /SEM-SO-CPA. They
further generalized IND-SO-CPA to selective-opening security against chosen ci-
phertext attacks (IND-SO-CCA2/SEM-SO-CCA2). Chosen-ciphertext security
(IND-SO-CCAZ2) in the selective opening setting captures that the adversary can-
not distinguish the encryption of actual messages from that of random messages,
even provided with a decryption oracle besides a corruption oracle. As shown
in [5], CCA2 security is much more complicated in the selective opening set-
ting, since the adversary is able to obtain the random coins of corrupted parties.
Nevertheless, a paradigm was proposed to achieve IND-SO-CCA2 by Hemenway
[5], who proved that a separable tag-based encryption scheme with selective-
tag weak security in the selective-opening setting (i.e., IND-stag-wCCA2) could
be transformed into a full-fledged IND-SO-CCA2 one with help of chameleon
hashing.

Hemenway et al.[5] gave modular construction of IND-SO-CCA2 secure en-
cryption from a certain family of tag-based encryption system using a variant
of the Canetti-Halevi-Katz paradigm. However, since one-time signatures can-
not be used (because the adversary would have to obtain one-time private keys
for opened ciphertexts), they used chameleon hash functions to apply the CHK
paradigm. The length of ciphertext is O(1), and the length of public/private key
and computation complexity is of O(n) with n the number of challenge cipher-
texts. Hotheinz [19] showed how to avoid the O(n) complexity for the sender
and in the public/private key size. The construction also involves chameleon
hash functions, and the security reduction is loose.

Fehr etal.[14] considered how to construct schemes with SEM-SO-CPA /SEM-
SO-CCA2 security based on hash proof systems and L-Cross-Authentication
codes. Their constructions are free of chameleon hash functions, but the number
of group elements in the ciphertext is the same as the number of bits in the
plaintext.

1.2 Owur Contributions

In this paper, we focus on chosen-ciphertext security in the selective opening
setting (IND-SO-CCA2). We show that a public-key encryption scheme with
IND-SO-CCA2 security can be constructed directly based on the DDH assump-
tion. Chameleon hashing is not necessary to achieve IND-SO-CCA2 security,
since the IND-SO-stag-wCCA2 PKE scheme in [5] based on DDH can be modi-
fied and proved to IND-SO-CCA2 secure without chameleon hashing.

Our scheme can be regarded as a variant of the DDH-based construction of
Hemenway et al., but free of chameleon hash functions. The scheme has the same
efficiency as the original construction: encryption needs O(n) exponentiations,
where n is the number of challenge ciphertexts, and a ciphertext consists of 5
elements (4 group elements and one exponent).



SO-CCA Security Directly from the DDH Assumption 103

2 Notation

Let H denote a set, |#H| denote the cardinality of the set H, and h <— H denote
sampling uniformly from the uniform distribution on set H. If H is a probability
distribution, then h < H denotes sampling h according to the distribution. If
A(-) is an algorithm, then a < A(-) denotes running the algorithm and obtaining
a as an output, which is distributed according to the internal randomness of
A(+). A function f(\) is negligible if for every ¢ > 0 there exists an A. such that
FA) < 1/A¢ for all A > A..

Let H be a set of hash functions, mapping X to ). Let k & Hindex(1?*) de-
note the index generation algorithm. Each index k € {1,2,-- ,|H|} determines
a hash function Hy, € H. Then, H is collision-resistant if for any polynomial-time
adversary A, its advantage Adv%i‘()\), defined as

AdvSE,()) = Pr {Hk(xl) = Hy(x2) : k & Hindex(1V); 1, 22 & A(Hk)] ,

is negligible. H is target collision-resistant (TCR) if for any probabilistic

polynomial-time (PPT) adversary A, its advantage Adv%ﬁf‘ (M), defined as

Adv; (N =Pr [Hk(x) =Hy(z ),z #2" | k & Hindex(1*);z € X, 2’ & A(Hk,x)] ,

is negligible.

Given a group G of prime order p, define two distributions D = {(g, ¢*, ¢, g*¥)}
and R = {(g, 9%, ¢¥, 9%)}, where x,y, z < Z,. The DDH problem is to distinguish
the two distributions. A PPT distinguisher A’s advantage is defined as

AdvE DT (N) = [Pr[A((9, XY, Z) + D) = 1]| - Pr[A((g. X,Y, Z) + R) = 1] .

The DDH assumption means the advantage of any PPT distinguisher is negligi-
ble.

2.1 Chosen-Ciphertext Security (CCA2) in the Selective Opening
Setting

Let PKE=(KeyGen, Enc, Dec) be a public key encryption scheme. The key gen-
eration algorithm takes as input a security parameter A, output a public/private
key pair, i.e., (pk, sk) < KeyGen(\). The encryption algorithm takes as input a
public key pk and a message m and outputs a ciphertext c, i.e., ¢ < Enc(pk, m).
The decryption algorithm takes as input a private key sk and a ciphertext
¢, and outputs a plaintext m or the special symbol | meaning that the ci-
phertext is invalid, i.e., {m, L} < Dec(sk,c). The above three algorithms are
all of polynomial-time. It requires that decryption “undoes” encryption for all
(pk, sk) < KeyGen(A) and for m € M. Here M denotes the space of plaintexts.

The indistinguishability-based definition of chosen-ciphertext security in the
selective opening setting (IND-SO-CCAZ2) is defined by the following game be-
tween an adversary A and a challenger.
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Setup. The challenger obtains a public/private key pair (pk,sk) with Key-
Gen(1*) and gives the public key pk to the adversary.

Decryption Query 1. The adversary A adaptively issues decryption queries
C'. The challenger responds with Dec(sk, C).

Challenge 1. A message sampler M samples n plaintexts according to a given
joint distribution, denoted by m = (my, ma, - ,m,) < M. The challenger
computes the correponding ciphertexts

C* = (C1]", 2%, -+, Cn]")
= (Enc(pk, m1,71), Enc(pk, ma,r2), -, Enc(pk, my,r,)).

The challenger sends C* to the adversary as its challenge vector ciphertext.

Corruption Query. The adversary A chooses a subset I C {1,2,--- ,n} of size
n/2, and submits I to the challenger. The challenger then reveals {(m;, r;) }ier
to A.

Challenge 2. The challenger picks a random bit £ € {0,1}. If £ = 0, the chal-
lenger sends {m;};ecq12,... n}\1 to A. Otherwise, the challenger re-samples
m' = (m,my, - ,my,) € M mp), i-e., subjected that m) = m; for j € I,
and sends {m;-}je{1727,,, g to A

Decryption Query 2. The adversary continues to adaptively issue decryption
queries C, as in decryption query phase 1, but with the natural constraint
that C # Cf fori € {1,2,--- ,n}.

Guess. The adversary A outputs its guess ¢’ € {0,1} and wins the game if
£=¢.

We define A’s advantage in attacking the public key encryption scheme PKE
with the security parameter \ as

AdVIEPSOCOAZ(\) — 1oPrje = ¢'] — 1| = |Pr[¢ = 1|¢ = 1] — Pr[¢/ = 1] = 0] |.

Definition 1. We say that a public key encryption scheme PKE is (q,¢€)-IND-
SO-CCA2 secure, if for all PPT algorithms A with selective opening attack mak-
ing at most q decryption queries have advantage at most € in winning the above
game.

In [5], the authors proposed the idea of constructing a public-key encryption with
IND-SO-CCA2 security. It starts with a tag-based encryption scheme with sep-
arable property. Tag-based encryption (TBE) [7I12], denoted by (TBE.KeyGen,
TBE.Enc, TBE.Dec), is a public-key encryption where both encryption and de-
cryption take an additional “tag” as input. Separable TBE means a ciphertext
consists of three parts ( f1(pk, m,r), fo(pk,r), f3(pk, 8,r)), where r is the random
coin, 6 the tag, and f1, f2, f3 are computed independently of each other. As sug-
gested in [8], a selective-tag weakly secure TBE (i.e., IND-stag-wCCA2) can be
transformed into an IND-CCA2 one with help of chameleon hashing. Similarly,
the authors in [B] proved that as long as the tag-based encryption schemes in
the selective-opening setting satisfies a weaker version of seletive-tag security, i.e.
IND-SO-stag-wCCA2, it can also be transform into a full-fledged IND-SO-CCA2
secure one with help of chameleon hashing [5].
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A family of chameleon hash functions [2I] is a set of randomized collision-
resistant (CR) hash functions with an additional property that one can efficiently
generate collisions with the help of a trapdoor.

In [5], IND-SO-stag-wCCA2 secure TBE schemes were constructed from all-
but-n lossy trapdoor functions. They also showed an IND-SO-stag-wCCA2
scheme constructed directly from the DDH assumption. With help of a chameleon
hash function, IND-SO-CCA2 secure PKE can be finally obtained.

In the next section, we will show how to get rid of chameleon hash func-
tions to build a full-fledged IND-SO-CCAZ2 secure PKE directly from the DDH
assumption.

3 Public Key Encryption with IND-SO-CCA2 Security
from the DDH Assumption

The PKE consists of three PPT algorithms, (KeyGen, Enc, Dec), as shown below
in details.

Key Generation (pk, sk) < KeyGen(1?): On input the security parameter 1*,
the Key Generation algorithm chooses a group G of prime order p with
two generators g, h. Choose y < Z, and a;,b; < Z, for ¢+ = 0,1,...,n.
Let a = (ag,a1, - ,a,) and b = (bg,b1,--- ,by). Compute ¥ = ¢g¥ and
Y’ =hY. A; = g%, B; = g%, A, = h% and B} = hb fori =0,1,2,...,n.
Let A = (Ap,41,...,4,), A’ = (A}, 4A],...,A) B = (By,B1,...,By)
and B’ = (B{, Bj,...,B},). Choose a collision-resistant hash function H :
{0,1}* — Z,,. Set the public key to be pk = {G,g,h,Y, Y, A, A’ B, B’ H}
and sk = {y,a,b}.

Encryption C < Enc (pk,m): The encryption algorithm encrypts a plaintext
m with the public key pk to obtain the corresponding ciphertext C' as follows.

1. Choose 1, s < Z, and compute Co =m -Y" - Y'* Cy = g" - h*.
2. Compute d = H(Cyp, C1);

3. Choose e <+ Z,. Compute Cy = <A8 | A;-lj) <A6€ | A;-dj) and

¢ = (Bs I, BY) (By T, B )
4. Set C = (Co, C1,0Cs,Cs, 6).

Decryption m < Dec (sk, C): The decryption algorithm decrypts a ciphertext
C = (Cy,C,C5,C3,e) with the secret key sk = {y,a,b} to obtain the
corresponding plaintext m as follows.

1. The consistency of the ciphertext is checked by

aoeJrZT.": ajdj boEJan:l bjdj
Co =0 ==Y oy =) ; 1)

where d = H(Cp, C1). If Eq.(d) does not hold, output L, and go to the
next step otherwise.
2. Compute m = Cy/CY.
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Each ciphertext C' consists of five elements. The first four elements are all from
G and the last one is from Z,. The original IND-SO-stag-wCCA2 scheme in [5]
consists of 4 elements of G in a ciphertext. When it is changed into an IND-SO-
CCAZ2 one, the ciphertext is added with one more element, which is one of the
two inputs of the chameleon hash function. Therefore, the size of ciphertexts in
our scheme is comparable to that in [5]. Efficiency of encryption and decryption
is also comparable to the scheme in [5], but our scheme does not need chameleon
hash functions at all.

The difference between our scheme and the IND-SO-stag-wCCA2 scheme in [5]
is the choice of the tag. The tag in the IND-SO-stag-wCCA2 scheme in [5] is just
one element, and that is why only weak selective-tag security is achieved. The tag
in our scheme consists of two parts, one is determined by the ciphertext and the
other is randomly chosen. The free choice of the second part of tag makes possible
that the challenge ciphertext distributed properly when the DDH problem is
embedded into the PKE, while the ciphertexts queried by the adversary are still
able to be correctly decrypted. Similar proof technique based on flexible tags
was also implemented in [22] to achieve IND-CCA2 security.

Theorem 1. The above public key encryption scheme is (g,€)-IND-SO-CCA2
secure, where q is the number of decryption queries and

e < AdvESH (V) + Adve D () +q/20 7
Proof. To prove the theorem, all we have to do is to prove the following holds
AdvPFOCCA2 () < Advi (V) + AdvE R () + q/20

We proceed with a series of games played between a simulator D and an ad-
versary A, and show that Game ¢ and Game ¢ + 1 are indistinguishable except
with negligible probability, i = 0,1,2,3,4,5,6. We define S; as the event that
the adversary A output 1.

Game 0: The simulator generates the public/secret key with (pk,sk) <«
KeyGen(1*), where pk = {G, g,h,Y,Y', A, A’, B, B’ H} and sk = {y,a,b}.
The simulator sends pk to the adversary. For each decryption query C' =
(Co,C1,Cq,C5,¢) made by A, the simulator returns m < Dec(sk,C) us-
ing the secret key sk = {y,a,b}, where a = (ag,a1, - ,a,) and b =
(bo, b1, - ,by). After decryption queries of polynomially times, the simulator
chooses a vector of n plaintexts m* = (mj, m5,--- ,m}) from M, and com-
putes the corresponding ciphertext vector C* = (C[1]*,C[2]*,---,C[n]*)
with C[i]* = (C},,Cf1,Cf9,Cf3,CFy) in the following way. Choose
ry,s;,e; € Z, and compute

Fo=m} LY YIS

;il = gﬂ* . hsf’
d; = H(C;,,CF),

107

Cr. — Ae;‘ n Adrj i A/e;‘ n A/dfj si
To = (Ao [I;21 4 (Ao Tz 45 ,
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. *I\Ti « 3\ Si
o= (5 T ) (0 T Y
i*,4 =e;.
The simulator D gives the ciphertext vector C* = (C[1]*,C[2]*,---,C[n]*)
to the adversary A. A continues to ask decryption queries. When A makes
a corruption query, A chooses a subset I C {1,2,---,n} such that |I| =n/2
and submits I to D. D returns {m},r}, s;} for all ¢ € I. The challenger also
sends {m}}jc(1,2,.. np\1 to A
Let Sy be the event that A outputs 1 at the end of the game. Then Pr [Sy] =
Prfe = 1€ = 0]
Game 1: is the same as Game 0 except for the public/secret key generation. In
this game, the simulator D generate the public key

pk: {GvgvhaKY/aAvA,anB,vH}

as follows.
— Choose = < Z,, and compute X = g%, X' = h”.
— Choose w1, ws < Z, and compute ¥ = g*1 X2 Y’ = p1 X2,
— Choose a;, 85,7 < Zp for i =0,1,--- ,n.
Compute A; = X®ighi Al = X'*pfi B, = Y¥igYi Bl =Y'™p,
Let A = (A(),Al,...,An), A = ( 6,A/1,...,A;L), B = (Bo,Bl,...,Bn)
and B’ = (B}, By, ..., B)).
Note that the corresponding secret key sk = (y, a, b) is given by y = w; +
Wak,a; = a;x + B, by = ayy +y; for i =0,1,--+  n.
To decrypt a ciphertext C = (Cy, C1, Cs, Cs, €), the simulator D checks that

Cy = Ciaox-&-ﬁo)e*-E;:l(%‘w'i'ﬁj)dj’ Oy — Ciaoy+’vo)e+zy=1(ajy+7j)dj 2)

hold, then responses with m = Cy/C}* 2%,
The distribution of the public key pk is exactly the same as that in Game 0.
Hence Pr[Si] = Pr[Sy].

Game 2: is the same as Game 1 except for the generation of the challenge vector

ciphertext. The simulator D chooses r}, s} for ¢ =1,2,...,n and computes
z‘*,O =m; - Y1ri : sti )
Cry =g h¥,
di = H(C}, CFy),
Computes e;." — 02*,4 — 70[61 . (ald:( —+ aldjz + .+ O[nd:‘n)

« e; Tn d:j ri rel rn /d;‘j si
Cia= (Ao Hj:l Aj ) ) (Ao Hj=1 Aj ) )
" x d:j ri : /d;‘j s7
[ (Bg ’ H?:l Bj ) ’ (Bée H?:l Bj )
Let Q(T') = apel + a1 T + arT? 4+ a,T", Qo(T) = Boel + 61T + BiT? +
<o BT and Q3(T) = yoer + T +nT? + -+ + v, T™. Then

* * *
Si T Si

Cry = <9Q2<d:)XQ<d:>) (hQ2<d:>X/Q<d:>) _ (ng(dI)) (hczz(d:))

)
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* *
Si T

Cry = (gQ3(df)yQ(df))r: (n@ay @) — (gutan) (hQs(df)>s:’

since Q(d}) = ape} + ard; + and;? + - + apdi™ = 0.
It does not change the distribution of the challenge vector ciphertext, hence
Pr [SQ} =Pr [Sﬂ .

Game 3: is the same as Game 2 except that the simulator D applies a spe-
cial rejection rule. If A asks for a decryption of C' = (Cy, Cy,Cs, C3, €) such
that (Co,C1) # (Cf, Cfy) but H(Co,C1) = di = H(C,Cfy) for some
i € {1,2,---,n}, the simulator D rejects with L and the game aborts.
Let F' be the event that D outputs L, then Pr[Sz|—F] = Pr[Si|-F] and
|Pr[S2] — Pr[S1]| < Pr[F]. The event F occurs with non-negligible proba-
bility, otherwise we can construct an algorithm A’ to contradict the collision
resistance property of H. More precisely,

P [Ss] — Pr[So] | < Pr[F] < Advyu(N).

Game 4: is the same as Game 3 except for the behavior of decryption oracle
supplied by D. For a decryption of C' = (Cy, C1, Cs, Cs,¢) asked by A, D
computes d = H(Cy, C1). If Q(d) = ape + ard + a1d? + - - - + a,,d™ = 0, the
simulator D outputs | and the game aborts. Let F’ be the event that D
outputs L for Q(d) = 0. Then Pr[S4|-F’] = Pr[S3|-F’] and

Pr[Sy] — Pr[Ss]| < Pr[F].

Now we evaluate the upper bound of Pr[F']. To the adversary, a;, i =
0,1,---,n,is uniformly distributed in Z,, given the public key. The challenge
vector ciphertext leaks information about «; by the following equations

ey dy - di™ Qg 0

ey ds - di aq 0

erdi - drm anp 0
The size of solution space for (ag, a1, -, ay) is p. The additional equation
Q(d) = 0 will fix a unique solution among the p choices, which implies
Pr(Q(d) = 0] = 1/p.
Therefore

[Pr[Sa] — Pr[Ss]| < Pr[F'] < q/p < q/2%,

with g the number of queries.

Game 5: is the same as Game 4 except for the behavior of decryption oracle
supplied by D. For a decryption of C' = (Cy, C1, Cs, Cs,¢) asked by A, D
computes d = H(Cyp, C1), then evaluates three polynomials Q(T) = ape +
a1T + a1 T? + -+ + a, T, Qa2(T) = Bo + 1T + B1T? + --- + B, T and
Q3(T) =~ + T +1T?+ -+, T" at d. D computes

Zi = (ci/ogiw))l/czw
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for i = 2, 3. Check whether
CiZy> = 73 (3)

or not. If not, the simulator D regards C' as an invalid ciphertext and rejects
with L. Otherwise, D responds with m = Cy/Z3 to A. Note that now D
does not need = for decryption any more. This consistency check uses the
idea of “Twin Diffie-Hellman trapdoor test” [13]. Just like [5], we show that
the probability that an invalid ciphertext passes the trapdoor test of Eq. ()
with negligible probability.

Define polynomials

A(T) = (agex + o) + (aaz + )T + - - + (apz + Bn)T"

and
B(T) = (awey + o) + (ay +71)T + -+ + (any +7a)T".

Then A(T) = Q(T)x + Q2(T) and B(T) = Q(T)y + Q3(T). A ciphertext
C = (Cy,C1,Cq,Cs,e) is consistent if

Cy=g"h®, Cy= C’f‘(d) _ Cle(d)ﬂcQ(d)’ Cs = Cf(d) _ Cle(dHyQ(d). (4)
Define 7 = r + slog, h, then a consistent ciphertext satisfies

Ci=g", Co= g(Qz(d)+xQ(d))T, Cs = g(Q3(d)+yQ(d))T. (5)

An inconsistent ciphertext (,C’\B, c, , Cy , 673) can similarly expressed as
Ci=yg". Ca=g"” Cs=g" (6)
where either t2 # (Q2(d) + zQ(d))T or t3 # (Qs(d) + yQ(d))T.

The trapdoor test computes
1/Q(d)
— ~ —Q;d
7 - <Ci/C1Q ( ))

for i = 2,3. Let Zy = g¥T2, Z3 = g¥73. Then either 75 # 7 or 73 # 7.

If 79 = 7 but 73 # 7, then this ciphertext will never pass the trapdoor test
of Eq. @). Therefore we assume 75 # 7. If this inconsistent ciphertext passes
the trapdoor test of Eq(@l), we have

(L) (- ()

The matrix <71_ T$x> is of full rank, due to 7 # 7. Fixed z,y, 7, 72, each 73
2

determines a unique solution (wq,ws). As to the adversary A, the random
variable (w1, w2) are uniformly distributed, that means 73, hence 73y, is also
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uniformly distributed. Therefore, the trapdoor test awlzw = Z holds
with probability 1/p.

Let F” be the event that there exists an inconsistent ciphertext satisfies the
trapdoor test among the adversary’s q queries. i.e., D accepts the ciphertext

even if it is an inconsistent one. Then Pr [S5|—F"] = Pr [S4|—F"] and
|Pr[Ss] — Pr[S4]| < Pr[F”] <q/p < q/2%,

where ¢ is the number of queries.

Game 6: is the same as Game 5 except for the generation of public key pk. The

only difference is that the simulator D chooses X = ¢® but X’ = h*" with
a' < Zp \ {z} in the generation of pk. D is still able to answer corruption
queries with {m},r},s}} and answer decryption queries exactly like that in
Game 5.
Note that (g,h,X,X’) is independent of the rest of the public key. The
tuple (g,h, X = ¢*, X’ = h*) in Game 5 is DDH tuple, while (g,h, X =
g®, X' = hw/) is a random tuple in G. Any non-negligible difference between
Game 6 and 5 results in a DDH-adversary A" with advantage Advgal,{, A =
|Pr [Se] — Pr[Ss] |-
Now we show that Pr[Sg] = Pr[¢ = 1| = 1].
The challenge vector ciphertext is (Cf o, C 1, Oy, Ci g, €5 ) withi = 1,2, ,n,
where

— Cfg=m} - YT y'si,

- Cz*,l = g'r:‘ . hsia

~ Cia = (g9)" ()" = (gripeh) 2,

= Oy = (gD (RED) = (gri i) P,
Let 0 = log,(C},) — log, m}, y = log, Y and y’ = log, Y. According to the
information the adversary A obtained from the challenger ciphertext C}, let
us see what A knows about . This equation

1 loggh logg ;1
Qa(d) Qa(d ) log, h <> | 10g, ¢t ®)
Qs(d;) Qs3(d})log, h CH log, C5

) Y )

can be reduced to

110ggh _ i\ loggC'i’i1
(y v ) (SZ‘)_( 6 ’ ®)

since the second and third row of the 4 by 2 matrix is linearly dependent to
the first one.

. 1log, h
We know that y = w1 +zws and y' = w;+2"ws, hence the matrix <y ogyg )

is of full rank. The random variables (r},s}) are uniformly distributed as

to A. Then each specific value of § determine a unique solution (r},s]).
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Therefore, ¢ is uniformly distributed in Z,. That means m; = C}/ g° is
also uniformly distributed over G for i € {0,1,---,n — 1}. That is exactly
the case that the challenger choose & = 1. That explains why Pr[Sg] =
Pri¢’ = 1]¢ = 1].

4 Conclusion

In this paper, we showed how to build a public-key encryption scheme with IND-
SO-CCA2 security directly from the DDH Assumption. Our work is based on
the IND-stag-SO-wCCA2 secure scheme in [5]. In [5], Hemenway, Libert, Ostro-
vsky and Vergnaud provided definitions of adaptive chosen-ciphertext security
in selective opening setting, and proposed a paradigm to construct encryption
schemes achieving the defined security. They start with a weak selective-tag se-
cure tag-based encryption and apply a chameleon hash to change it to a scheme
with full-fledged security. We proposed to use two elements to make up a tag.
The choice of tags is much flexible, and this serves proof of IND-SO-CCA2 secu-
rity very well. Similar techniques can also be applied to Paillier-based scheme in
[5]. Up to now Hemenway et.al.’s method of constructing IND-SO-CCA2 PKE
from an IND-stag-SO-wCCA2 one is the only general construction. The open
question is whether we can find a new paradigm free of chameleon hashing.
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Abstract. The proxy signatures are important cryptosystems that are
widely adopted in different applications. Most of the proxy signature
schemes so far are based on the hardness of integer factoring, discrete
logarithm, and/or elliptic curve. However, Shor proved that the emerg-
ing quantum computers can solve the problem of prime factorization and
discrete logarithm in polynomial-time, which threatens the security of
current RSA, ElGamal, ECC, and the proxy signature schemes based on
these problems. We propose a novel proxy signature scheme based on the
problem of Isomorphism of Polynomials (IP) which belongs to a major
category of Multivariate Public Key Cryptography (MPKC). Through
security discussion, our scheme can reach the same security level as the
signature scheme based on IP problem. The most attractive advantage of
our scheme should be its feature to potentially resist the future quantum
computing attacks. Our scheme also owns some important properties of
proxy signature schemes, such as strong unforgeability, strong identifi-
ability, strong undeniability, secret-key’s dependence, distinguishability,
etc. The scheme is implemented in C/C++ programming language, and
the performance shows that the scheme is efficient. The parameters we
choose can let security level of the scheme up to 236-52.

Keywords: Post-Quantum Cryptography, Multivariate Public Key Cryp-
tography, Isomorphism of Polynomials, Proxy Signature, Digital Signa-
ture.

1 Introduction

A proxy signature protocol allows an entity, called original signer, to delegate
another entity, called a proxy signer, to sign messages on behalf of the original
signer. The first efficient proxy signature was introduced by Mambo, Usuda and
Okamoto [121[13]. The types of delegation can be classified into full delegation,
partial delegation, delegation by warrant, and partial delegation with warrant
[11]. A considerable number of proxy signature schemes have been constructed
for each of these delegation types, as shown in [3]. Proxy signatures have found
numerous practical applications, particularly in distributed computing where
delegation of rights is quite common, for example, grid computing, mobile agent
applications, and mobile communications. The basic proxy signature has been

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 113-[[25] 2012.
(© Springer-Verlag Berlin Heidelberg 2012
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extended to own various features, for example, threshold proxy signatures [20],
blind proxy signatures [I], anonymous proxy signatures [g], etc.

Almost all the proxy signature schemes so far are based on the difficulty
problem of integer factoring, discrete logarithm, and/or elliptic curve. However,
Shor [18] proved that the emerging quantum computers can solve the problem of
prime factorization and discrete logarithm in polynomial-time, which threatens
the security of current RSA, ElGamal, DSA, ECC, and the proxy signature
schemes based on these problems.

In order to resist the attacks of quantum computing, the Post-Quantum Cryp-
tography has attracted cryptographers’ intensive attentions. Some cryptosys-
tems, such as hash-based cryptography, coding-based cryptography, lattice-based
cryptography, and Multivariate Public Key Cryptography (MPKC), belong to
the area of Post-Quantum Cryptography [2].

The security of MPKC is based on the hardness of solving a set of multivari-
ate polynomial equations over a finite field, which is proven to be an NP-hard
problem [9], and the quantum computers do not appear to have any advantages
when dealing with this NP-hard problems. Cryptosystem based on the problem
of Isomorphism of Polynomials (IP) is a major category of MPKC. Therefore,
our proposed proxy signature scheme based on IP problem has the potential
advantage of resisting the attacks of future quantum computers.

Our Contribution. After the introduction of the problem of Isomorphism of
Polynomials, we simplify Patarin’s signature algorithm [I5] based on IP problem
to become a compact and workable digital signature scheme that we call IP
signature.

Then we propose a proxy signature scheme based on IP signature, which
includes the stages of initialization, delegation and proxy key generation, gener-
ation of proxy signature, and the verification of proxy signature.

After that, security analysis shows that our proxy signature scheme shares
the same security level with the underlying IP signature scheme. Some impor-
tant properties of proxy signature schemes, such as strong unforgeability, strong
identifiability, strong undeniability, secret-key’s dependence, distinguishability,
etc., are also owned by our scheme.

Finally, we implement the scheme in C/C++ programming language. The per-
formance shows that the scheme can run efficiently, and the chosen parameters
can let the security level of the scheme up to 28659

Organization. The rest of the paper is organized as follows. In Section B we
introduce the problem of Isomorphisms of Polynomials and IP signature scheme.
Then our proposed proxy signature scheme based on IP signature is described in
Section[3l We discuss the security of our scheme in Sectiondl The implementation
and performance of our scheme are described in Section B Finally, the conclusion
is summarized in Section
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2 Preliminaries

Some basic building blocks adopted by our proposed scheme are introduced in
this section, which includes the problem of Isomorphism of Polynomials (IP), the
signature algorithm based on IP, and the procedure to verify the IP signature.

2.1 Problem of Isomorphism of Polynomials

The problem of Isomorphism of Polynomials was introduced by Patarin [15]. It
is a fundamental problem of multivariate cryptography, since it is related to the
hardness of the key recovery of such cryptosystems. The concept of IP is briefly
described as follows. For more details, we refer the reader to [15].

Let K be a finite field, and all the arithmetic operations are over this field.
Let n and u be positive integers. Let A be a set of u quadratic equations with n

variables x1, - - -, x, that give the y values from the x values:
Yk = ZZ%]‘kl‘il‘j —&—Zuikxi—&—dk, for k=1,---,u. (1)
i i
Let B be a set of u quadratic equations with n variables zf,--- , 2! that give
the y’ values from the z’ values:
Yre :ZZ'ygjkx;x;+Zp’ikx;+5;, for k=1,---,u. (2)
i i
Let S be a bijective affine transformation of the variables yg, ..., y,, which is
defined by
and T be a bijective affine transformation of the variables z}, ..., z},, which is
defined by
T(xlla 7x/n):(x17"' ,.Z‘n). (4)

If there exists such transformation pair (S, T) which satisfies B = So AoT, then
we call A and B are “isomorphic”, and the bijective affine transformation pair
(S,T) is an “isomorphism” from A to B.

Definition 1. (IP Problem) The Problem of Isomorphism of Polynomials
(abbreviated TP Problem) is the problem to find an isomorphism (S,T) from
A to B, where A and B are two public sets of u quadratic equations, and A and
B are isomorphic.

2.2 IP Signature

Zero-knowledge Proofs of Knowledge allow a prover to demonstrate the knowl-
edge of a secret without leaking any useful information about the secret. Patarin
[15] presented a Non-interactive Zero-knowledge Proofs of knowledge scheme
based on the Problem of Isomorphism of Polynomials. We simplify Patarin’s
algorithm to become a compact and workable digital signature scheme that we
call IP signature, which is described as follows.
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Generation of IP Signature. Let K be a finite field, and n, u and ¢ be
positive integers. Let H be a collision-resistant hash function

H:{0,1}* — {0,1}49,

which maps a binary string of arbitrary length to a ¢-bit hash value.

Let H = (), and we denote the i-th bit of H value by HJi], where H[i] €
{0,1}, and i = 1,...,¢; then the binary format of value H can be represented
as H[q]... H[2]H[1] € {0,1}9. Let A and B be two sets of u quadratic equations
with n variables, which are defined in ([{l) and (2]), respectively; and S and T
be two bijective affine transformations defined in (@) and (@) respectively, and
(S,T) be an isomorphism from A to B.

Suppose that Alice is a signer whose private key is (S, T'), and its correspond-
ing public key is (A, B). Let m be the message to sign. Alice can sign a message
based on the IP problem by invoking the algorithm IPSign, which is described
as follows.

Algorithm 1. IPSign( m,(S,T),(4,B) )
// to generate a digital signature on message based on IP problem;

Input
m: the message to sign;
(S,T): the private key to sign the message;
(A, B): the public key corresponding to (S, T);
Output
V': the signature on message m;
Begin
Step 1. The signer selects ¢ random bijective affine transformation pairs
(81, T7), (85, T3), - -+, (83, T,), which are in the following form:

S{(yla ayu) = (y§1)7 ay’l(l«l))

9

S(/;(yla 7yu) = (y;q) 7y1(Lq))a
Tl,(xg1)7... ,xS)) = (21, ,an),

T/(xgq)a T al’glq)) = (xla T al'n)Q
Step 2. The signer computes

Cy=5]0A0Ty,
Cy=5,0A0Ty,
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Then ¢ sets of u quadratic equations with n variables are obtained:

ZZij,lx(”x“WZu(” W45 for k=1, u

Zz%ﬁx(qx +Zu V469 for k=1, ,u;

Step 3. The signer computes the hash value H = H(m|Ci||Cs] ... |Cy),
where || is the concatenation function. The signer computes

ey (ST, if H[i]==0 .
(Szaﬂ) {(SZ{OS_I,T_loT{), ’LfH[’L] ——1 for Z—l,...,q,

where H[i] stands for the i-th bit of H;
Step 4. Let V = (H, (51,T4), (S2,T%), ..., (Sq, Ty)), and return V;
End

Definition 2. (IP Signature) The (q + 1)-tuples

V = (H,(51,T1), (2, T2), - - -, (Sq: Ty)) (5)
is called the TP Signature on message m by the signer using public key (A, B).
Verification of IP Signature. After receiving the public key (A, B), the mes-

sage m , and the IP signature V', any verifier can invoke the following algorithm
IPVerify to check the validity of the signature.

Algorithm 2. IPVerify( m,V,(A,B) )
// to verify the validity of an IP signature on a message;

Input

m: the message to sign;

V' the IP signature on m, here V = (H, (S1,T1), ..., (Sq, Ty));

(A, B): the public key of the signer;

Output

true/ false: identifying whether the IP signature V is valid or not;
Begin
Step 1. The verifier computes g sets of u quadratic equations via

S;i0AoT;, if H[i]== )
’r_ i s — .
Ci_{SZ'OBOTZ‘, ZfH[Z]::l 5 for Z—L...,q,
Step 2. The verifier computes the hash value H' = H(m||C1[|Cs]| ... [|CY) ;
Step 3. if (H' == H), return true; otherwise, return false;
End
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3 Proposed IP-Based Proxy Signature

3.1 Initialization

Suppose that Alice and Bob are users, and their universal unique identifiers are
ID4 and IDp respectively. Alice is the original signer, and Bob is the proxy
signer. Alice’s private key consists of (Sa, T4) which is a pair of randomly-
chose invertible affine transformations and in the forms of (B) and (@), and the
corresponding public key is (Fa, F4) satisfying

Fo=S840Fq0Ta, (6)

where F4 and F4 are two set of u quadratic polynomials in the forms of ()
and (). Similarly, Bob’s private key consists of (S, Tp) which is a pair of
randomly-chose bijective affine transformations and in the forms of @) and (),
and the corresponding public key is (F, Fz) that satisfies

FB:SBOFBOTB. (7)

where F and Fp are two set of u quadratic polynomials in the forms of () and
@).

The universal unique identifiers and the public keys of Alice and Bob, i.e.,
(IDy, (Fa,Fa))and (IDp, (Fp, Fg)), are published to the public bulletin board.

3.2 Delegation and Proxy Key Generation

At this stage, a delegation token, which is called the “proxy” to represent the
proxy signing power authorized to Bob by Alice, is computed by Alice and
delivered to Bob. Then Bob can generate the proxy signing key by invoking its
own private key and the proxy. The detailed steps are as follows.

Step 1. [Proxy Generation]
Alice randomly chooses two bijective affine transformations S and 7T in the
forms of (@) and (@) respectively, then computes

SU:SOSXI, (8)
Ta:TgloTa (9)

and - -
Fy=58,0F0T,. (10)

The affines S and T should be kept secret by Alice.
Alice sends (S,, T, F'y) to Bob via an authenticated channel.
Step 2. [Generation of the Proxy Signing Key]
After receiving (S,, Ty, F'}), Bob computes

S; =S8,0857 ", (11)
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Ts =T toT,, (12)

and - -
FAB:SBOFA OTB. (13)

Note that (S5, T5) is a private key for IP signature, and the corresponding public
key is (F'y g, F"y), which is proved by Lemma [l

Bob sends Fy 5 to Alice via an authenticated channel.

Step 3. [Publishing the Warrant]

Let w = (IDa,IDp,t,(F5, F)) be a warrant that Alice delegates its privi-
lege to Bob to generate proxy signature on behalf of Alice, where ¢ is the period
of time that Alice authorizes its proxy signing power to Bob.

Alice invokes the algorithm IPSign to generate an IP signature on w using
(Sa,Ta) as private key and (Fa, Fa) as public key:

VA = IPSign(oJ, (SA,TA), (FA,FA)).

Alice publishes (w, Vy4) to the public bulletin board.
Now Bob can use (S5, 7T5) as the signing key for the proxy signature.

Lemma 1. (S5,T5) is an isomorphism from F'y5 to F, and (S5,T5) is the
private key for IP signature corresponding to the public key (F'yg, F").

Proof. The Eq.([I0) can be converted to:

FA:SUOFAOTU:SUOS§IOSBOFAOTBOT§10TU. (14)
By applying (), (I2) and ([I3) to ([, we can get
FA :S&OF_‘AB OT&, (15)

which means that (S5, T5) is an isomorphism from F’j 5 to Fj, therefore (S5, T5)
is the private key for IP signature corresponding to the public key (F'y 5, F}).
3.3 Generation of Proxy Signature

For any given message m, Bob can invoke the algorithm IPSign to generate an
IP signature using (Ss,T%) as private key and (F'y 5, Fy) as public key:

Vi = IPSign(m, (S5, T5), (Faz, ). (16)

As a result, (Vp,w) is defined to be the proxy signature on m by Bob on behalf
of Alice.
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3.4 Verification of Proxy Signature

After receiving the message m and the proxy signature (Vp,w), any verifier can
check the validity of the proxy signature by executing the following steps:

Step 1. Get Alice’s public key (Fa, Fia) and the signature V4 on w from the
bulletin board by using I D 4 as querying condition.
Step 2. Check the validity of w by verifying the following conditions:
1) Invoke the the algorithm IPVerify to check the validity of the signature
V4 onw by :
IPVerify(w, Va, (Fa, Fa)) == true?

2) Check whether or not ¢ described in w is a valid time period.

If both of the above conditions hold true, proceed to the next step; otherwise,
terminate the protocol.

Step 3. Verify the proxy signature by invoking the algorithm

IPVerify(m, Vg, (Fi5, F})) == true?

If the above condition holds true, then the proxy signature is valid; otherwise,
it is invalid.

4 Security Analysis

4.1 Security of IP Problem

Some security models, for example random oracle model and standard model, can
be adopted to formally prove the security of traditional cryptosystems based on
integer factoring, discrete logarithm, and/or elliptic curve. However, these secu-
rity models cannot be directly applied to Multivariate Public Key Cryptosystems
(MPKC). A lot of researchers have paid intensive attention to solve the problem
of provable security of MPKCs, which is to prove that a given MPKC is indeed
secure with some reasonable theoretical assumptions. Even though there have
been some works related to this area, for example [BH7[I7], there are still little
essential progress in this topic. Therefore, the most common ways to analyze the
security of MPKCs are to launch all existing effective attacks on the targeted
MPKC to test its ability against these attacks.

Cryptosystems based on IP problem belong to a major category of MPKCs.
Many researches have been devoting their efforts to solve the IP problem in an
efficient way. The “To and Fro” technique proposed by Patarin, Goubin, and
Courtois [I4] is a significant approach to solve the IP problem, which assumes
the ability to invert the polynomial systems, then has an exponential complexity.
Moreover, the authors give an upper bound on the theoretical complexity of TP
problem. But Faugere and Perret [7] pointed out that the proof in [14] is not
complete. They gave an upper bound on the theoretical complexity of “IP-like”
problems, and presented a new algorithm to solve IP problem when S and T
are linear mappings. An improved algorithm proposed by Bouillaguet, Faugere,
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Fouque, and Perret [4] integrates some new techniques, and claims to get the
best result on the state of the art.

An important special case of IP is the IP problem with one secret (IP1S for
short). Although most of the algorithms for IP can be applied to IP1S almost
directly, several efficient algorithms are proposed to solve IP1S problem.

The algorithm to solve IP1S proposed by Geiselmann and Meier [10] conducts
an exhaustive search to find the solutions of an algebraic system of equations.
Later, Levy-dit-Vehel and Perret improved it by using the Grébner basis compu-
tation [19]. Perret presented a new approach for solving IP1S using the Jacobian
matrix [I6], and the computational complexity of which is polynomial when the
number of polynomials u is equal to the number of variables n, but is inefficient
when v is much smaller than n.

We summarize, as far as we know, the best algorithms to solve the IP and
IP1S problems in Table [l We can observe that solving the IP problem is com-
putationally hard if we choose the parameter properly, since the best algorithm
for some categories of IP problem is still exponential.

Table 1. Best Algorithms to Solve IP and IP1S Problems

[Problem]| Subcase | Complexity
degree = 2 O(n®)
IP1S |degree = 3, u < n, inhomogeneous O(n®)
degree = 3, u < n, homogeneous O(n® - m"/?)
degree = 2, u = n, inhomogeneous [Heuristic:O(n®) / Rigorous:O(n®)
P degree = 2, u = n, homogeneous O(n*? . mn?)

Notation in Table [T
u is the number of polynomials in A described in Eq.([),
n is the number of variables,
and m = ||K|| is the cardinality of the finite field K.

4.2 Security of Our Scheme

We can know from ([I@)) that the generation of the proxy signature is by invoking
the ordinary IP signature and using the proxy signing key and public key. There-
fore, as long as the procedure of proxy delegation is secure, our proxy signature
scheme should share the same security level with the underlying IP signature
scheme.

With the knowledge of the most efficient attacks on the IP problems, in order
to strengthen the security of our scheme, we suggest that the parameters of our
scheme should satisfy the following conditions:

1) the transformations S and T in Eq.@) and (@) should be affine;

2) the polynomials in A and B in Eq.(d)) and (@) should be homogeneous;

3)the number of polynomials u should be smaller than the number of variables
n.
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Taking our implementation in Section [ as an example, if the parameters we
choose are as follows: the finite field K = GF(2%),n = 18,u = 10, and m =
||[K|| = 2%, then the attacking complexity should be greater than

O(n3.5 . mn/?) — 183'5 . (28)18/2 — 286.59.

Usually, it is considered to be a computationally secure MPKC scheme if the
attacking complexity is greater than 280, Therefore, our implementation and the
parameters we choose should be a secure IP-based proxy signature scheme.

4.3 Properties of the Proposed Proxy Signature

Some properties of proxy signature are discussed in the section. It is assumed
that all the secret or private information should be kept secret by its owners,
including the private keys of Alice and Bob, the proxy signing key (Sz,T5) and
Alice’s secret affines (S, T') in Section

On Unforgeability of Ordinary Signature. The proxy signer Bob cannot
derive the original signer Alice’s private key (Sa,T4) from the received message
(Sy, Ty, F)), since the affines S and T are kept secret by Alice. Besides, anyone
who gets (S,, T, F')) by eavesdropping or other methods, for example disclosing
the information by Bob intentionally or unintentionally, can not compute Alice’s
private key, either. Therefore it is difficult for attackers to get Alice’s private key
to forge its ordinary signature.

On Unforgeability of Proxy Signature. From (1) and (2] we learn that
the signing key (S5,75) for proxy signature is computed by invoking Bob’s
private key (Sg,Tp), which means that anyone cannot derive (Sz,T5) without
the knowledge of the proxy signer’s private key. Therefore, only the proxy signer
Bob can create a valid proxy signature on behalf of the original signer Alice.

On Secret-Key’s Dependence. The signing key (S5, T5) for proxy signature
is computed from Alice’s private key (S4,7T4) and Bob’s private-key (Sg,Tg),
which is shown by equations (&), (@), (1) and ([I2).

On Verifiability. From (I0) and (I3) we know that new public key (F)y 5, F})
are computed only from the original public key F4, and the use of F4 is an
evidence for the original signer’s agreement.

On Distinguishability. On the one hand, the ordinary signature created by the
original signer Alice is verified by using Alice’s public key (Fa, Fi4). On the other
hand, the proxy signature consists of two parts: ordinary digital signature Vg
and the warrant w. The verification of Vg uses another public key (F' 5, F}) for
proxy signature. Therefore, the use of different public keys distinguish ordinary
signatures and proxy signatures.
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Identifiability. The original signer can identify the proxy signer from F';. Since
no one except the original signer can generate with high probability a legal pair
of (Sy,T,) and F, for a target public key, only the person that has given the
(Sy,Ty) is the signer capable to create the corresponding proxy signatures. In
addition, the signature V4 on w along with the identity information IDp in w,
which is a part of the proxy signature, can also identify the proxy signer.

Therefore, an original signer can determine from a proxy signature the identity
of the corresponding proxy signer.

Undeniability. Since the signing key (S5, T5) for proxy signature is computed
by invoking Bob’s private key (Sp,Tg), the proxy signer Bob cannot deny a
proxy signature it has created, as in ordinary digital signatures.

Revocability. If the time period t in the warrant w is expired, the delegated
signing privilege is revoked automatically. Besides, the original signer can also
broadcast a signed message to announce the invalidation of the warrant w. Then
the proxy signature generated by Bob hereafter will become invalid.

Strong Unforgeability. The original signer and third parties who are not
designated as proxy signers cannot create a valid proxy signature, since the
signing key (Ss,7T5) for proxy signature is computed by invoking the proxy
signer Bob’s private key (Sg,Th).

Strong Identifiability. Anyone can determine the identity of the correspond-
ing proxy signer from a proxy signature, since the warrant w is a part of the
proxy signature and contains the identity information of the corresponding proxy
signer.

Strong Undeniability. A proxy signer cannot repudiate a proxy signature it
created, as in ordinary digital signatures.

5 Implementation and Performance

Our proposed scheme is implemented in C/C++ programming language. The
hardware and software of the machine to run our program is as follows: the CPU
is Intel(R) Core(TM)2 Duo CPU E6550 @ 2.33GHZ, the memory is 1GB, the
operating system is Windows XP, and the programming environment is Microsoft
Visual Studio 2008.

The parameters described in Section [ is assigned the values as follows: the
finite field K = GF(2%),n = 18,u = 10, and ¢ = 64. As mentioned in Section
AT the security level of our scheme adopting these parameters can be up to
28659 and can reach the practical security requirement.

The complexity and running time of each procedure is shown in Table 2l We
can observe that our implementation can efficiently generate a proxy signature
in about 93 ms, and the verification of proxy signature takes about 266 ms.
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Table 2. Time Complexity and Running Time of each Procedure

| Procedure | Time Complexity |[Running Time(ms)]
Delegation computation by Alice] O(3u® 4 3n® + 2un® + qun®) 110
Delegation computation by Bob |O(2u® + 2n” + 3un® + 2qun®) 203
Generate of proxy signature O(qun®) 93
Verification of proxy signature O(3qun®) 266

6 Conclusion

A novel proxy signature scheme based on the problem of Isomorphism of Poly-
nomials (IP) is proposed, which is possible to be the first proxy signature scheme
based on Multivariate Public Key Cryptography (MPKC). The main advantage
of our scheme over other proxy schemes should be its post-quantum feature,
since MPKC and IP cryptsystems can potentially resist the future quantum
computing attacks. Through security discussion, our scheme can reach the same
security level as the IP signature, which is a signature scheme based on IP
problem. Some major properties of proxy signature schemes, such as strong un-
forgeability, strong identifiability, strong undeniability, secret-key’s dependence,
distinguishability, etc., are also owned by our scheme. The proposed scheme
is implemented in C/C++ programming language. The measured performance
shows that our implementation can run efficiently, and the parameters we choose
can let the security level of the scheme up to 286-*°, which is considered to be
computationally secure.
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Abstract. Universal Designated Verifier Signature (UDVS) was intro-
duced by Steinfeld et al. in Asiacrypt’03. UDVS allows a signature holder,
who has a signature of a signer, to convince a designated verifier that he
is in possession of a signer’s signature, while the verifier cannot transfer
such conviction to anyone else. In existing designs of UDVS, a secure
channel is required between the signer and the signature holder for sig-
nature transmission. In this paper, we eliminate that requirement by
combining the notions of UDVS and signcryption, and for the first time,
propose the notion of universal designated verifier signcryption (UD-
VSC). We provide formal definitions and a concrete universal designated
verifier signcryption scheme in the identity-based setting.

Keywords: Universal designated verifier, signcryption scheme, identity-
based, random oracle.

1 Introduction

The concept of designated verifier signature (DVS) was proposed by Jakobsson
et al. [11] in Eurocrypt’96. In DVS schemes, an entity called designated verifier
can produce signatures which are indistinguishable from those generated by the
signer. Thus, any third party cannot tell whether a signature was generated by
the signer or by the designated verifier. In this way, a signature produced by
the signer can only convince the designated verifier chosen by the signer. Due
to this property, DVS has found very useful in many settings, such as call for
tenders and digital vote, where the signer’s privacy is a concern, and a number
of designs have been proposed [TOJTTITS].

Motivated by the privacy concerns on disseminating signed digital certificates,
Steinfeld et al. [I8] proposed a new notion called Universal Designated Verifier
Signature (UDVS). A UDVS scheme involves three parties: a signer, a signature
holder and a (or multi-) designated verifier. The signer signs a message and
sends the signature to the receiver who is then called signature holder. To prove
to another entity that the signer has signed the message, the signature holder
can send the signature to that entity. However, this also allows that entity to
convince anyone else about the signer’s endorsement on the message. Another
more feasible way is that the signature holder converts the signer’s signature to
a UDVS which is designated to a verifier, such that only this designated verifier

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 126-[[37] 2012.
(© Springer-Verlag Berlin Heidelberg 2012
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can believe the signer’s endorsement on the message. Any other third parties will
not believe it as the designated verifier can use his/her private key to create a
valid UDVS, which is indistinguishable from the one produced by the signature
holder. Like DVS, the designated verifier of UDVS can believe that the signer has
signed the message, as he/she did not generate that UDVS. When the signature
holder and the signature signer are the same user, a UDVS scheme will form a
DVS scheme. Therefore, UDVS can be viewed as an application of general DVS.

In previous UDVS schemes, to prevent signature exposure, a secure channel
between the signer and the receiver is necessary for signature delivery. In practi-
cal applications, generally, this is achieved using a secure encryption scheme. In
this paper, we combine the notions of UDVS and signcryption and propose the
notion of Universal Designated Verifier Signcryption (UDVSC) for the first time.
The new notion preserves all desirable properties of UDVS and eliminates the
need of secure channel for signature delivery. As shown in [23], a secure signcryp-
tion scheme provides both confidentiality and authentication in a more efficient
way than signature add encryption, i.e., Cost (Signcryption) << Cost (Signa-
ture) + Cost (Encryption). In this paper, we adopt Chen et al.’s signcryption
scheme [7] to construct a concrete ID-based universal designated verifier sign-
cryption scheme and prove its security in the random oracle model.

1.1 Related Works

The notion of UDVS was first proposed by Steinfeld et al. [I8] in the Asi-
acrypt’03. Steinfeld et al. [19] then extended the standard Schnorr and RSA
signature schemes to UDVS schemes. In 2005, Zhang et al. [22] proposed a short
UDVS scheme based on BB signature scheme [2] in the standard model. Laguil-
laumie et al. [I2] also proposed a UDVS scheme in the standard model, but their
scheme is based on Waters’ signature [2I]. In Asiacrypt’05, Baek et al. [I] pro-
posed two universal designated verifier signature proof (UDVSP) systems based
on BLS signature scheme [4] and BB signature scheme [2], respectively. In their
schemes, they adopted an interactive proof protocol mentioned in paper [5] and
eliminated the register process of designated verifier’s secret-public key pairs. Ng
et al. [14] proposed a UDMVS scheme which allows the signature holder to effi-
ciently produce UDVS for multi-verifier. In ICALP’06, Vergnaud [20] extended
the pairing-based signatures to UDVS (or UDMVS) schemes. In 2008, Seo et al.
[16] proposed a UDMVS scheme based on identity-based cryptosystem. Cao et
al. [6] then presented an ID-based UDVS scheme in the standard model based
on Waters’ signature [21]. In 2009, Chen et al. [§] proposed an ID-based UDVSP
system using interactive proof protocol, and Shahandashti et al. [I7] described a
generic construction for UDVS scheme from a large class of signature schemes.

In TAS’09, Li et al. [I3] proposed an attack on Baek et al.’s schemes [I] and
showed that their schemes do not satisfy the claimed purpose, i.e., the non-
transferability. To be more specific, a malicious designated verifier in UDVSP
schemes [I] can convert the interactive proof into a non-interactive signature
which can convince anyone that the signer has endorsed the message. The same
problem can also be found in Chen et al.’s [§] schemes.
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1.2 Owur Contributions

In this paper, we combine the notions of UDVS and signcryption schemes, and
introduce the notion of wuniversal designated verifier signcryption for the first
time. We present a concrete design of universal designated verifier signcryption
in the identity-based setting. The new scheme has the following properties:

— At the beginning, the signer signs a message and sends the signature to a
designated receiver. Different from previous UDVS schemes, the signature
can be transmitted via a public channel in our scheme.

— Upon receiving the signature, the designated receiver can efficiently trans-
form the original signature and send the transformational signature to a
designated verifier chosen by the receiver.

— Finally, the designated verifier can easily verify the validity of transforma-
tional signature but can not convince anyone else that the signer has endorsed
the message.

1.3 Organization

In the next section, we review some preliminaries. Formal definitions and security
models of the new ID-UDVSC scheme are defined in Section [Bl The concrete ID-
UDVSC scheme presented in Section @l In Section Bl we only present the main
security results and its proofs are given in the full version of the paper. We
conclude in Section

2 Preliminaries

2.1 Notations

Following notations will be used in this paper: “a < A(z)”, the short left arrow
denotes an algorithm A with input x and then output a; “w := v” denotes the
assignment of a value v to w; for simplicity, idg, idg, idg, and PKG denote the
signer, designated receiver, designated verifier and trusty private key generator,
respectively; sk; and pk; denote the user i’s secret and public key, respectively,
where i € {ids, idgy, iday }.

2.2 Bilinear Mapping

Let G1,G2 and Gr be cyclic multiplicative groups with a same order p (it is
a suitable prime such that computationally infeasible to solve the Discrete-
Logarithm problem in G1,G2 and Gr); g1 (g2) is an arbitrary generator of
G (G2). We say that a mapping é : G1 X G2 — G is an admissible bilinear
mapping if it satisfies the following properties:

— Bilinearity: é(g¢, g5) = é(g1, g2)? for all a,b € Z,;
— Non-degeneracy: there exists gf € Gy,g3 € Ga, where ¢,d € Z,, such that
é(9%,9%) # 1g,, (1, denotes Gr’s identical element); and
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— Computability: there exists an efficient algorithm to compute é(g¢, g3) for all
a,be Z,.
We assume there is an isomorphism v : Go — G4 such that ¥(g2) = ¢g1. In a

specific case, we can set G2 = G1 and g2 = g1 = g. Please refer to [3] for more
on the definition and design of bilinear mappings.

2.3 Bilinear Diffie-Hellman Problem (BDH)

Given a randomly chosen g € G, as well as g%, g°, g¢ (for unknown a, b, c € Z;),
the BDH problem is to compute é(g, g)%°¢ € Gr. It is generally accepted that the
BDH problem is computationally infeasible with a suitable bilinear mapping.

abc

3 Formal Definitions and Security Models

3.1 Formal Definitions

Our ID-UDVSC scheme consists of the following seven algorithms: system setup,
users’ secret key extracting, signcrypting, unsigncrypting, transforming, trans-
forming by the designated verifier, designated verifying. They are denoted by
Setup, Extract, Signcrypt, Unsigncrypt, Transform, Transform and D-Verify, re-
spectively. The detailed descriptions are as follows.

— Setup: A probabilistic algorithm, taken as input a security parameter k,
outputs the system master key msk and public parameters params. That
is: (msk, params) < Setup(k).

— Extract: A probabilistic algorithm, taken as input id, outputs user id’s secret
key skig. That is: skig <—Extracty,s(id).

— Signcrypt: A probabilistic algorithm, taken as input (sks,id4., m), outputs a
ciphertext ¢. That is: § <Signsx, id,, (M).

— Unsignerypt: A deterministic algorithm, taken as input (skg,,d), outputs the
signature o that is sealed in the § if it is valid. Otherwise output “Rej”.
That is: “o/Rej” <+ Verifyg,. id, (),

— Transform: A probabilistic algorithm, taken as input (idgy, o), outputs a
transformational signature . That is: & < Transformiq,, (o).

— Transform: A probabilistic algorithm, taken as input (skg4y,ids, m’), outputs
a transformational signature ¢’ on behalf of the designated verifier. That is:
&' < Transformgy,, id, (m/).

— D-Verify: A deterministic algorithm, taken as input (skg4,, ), outputs “Acc”
if it is a valid transformational signature. Otherwise output “Rej”. That is:
“Acc/Rej” +D-Verifyg,, (7).

3.2 Security Models

Confidentiality. To ensure only the designated receiver can obtain the signa-
ture, the confidentiality of the signature of the ID-UDVSC scheme is necessary.
ind—idudvsc—cca

Consider the following experiment Exp’y (k) which is played by an
IND-IDUDVSC-CCA adversary A and a challenger C.
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— Setup: The challenger C generates the public parameters params, and sends
it to the A.

— Phase 1: A is able to take some adaptive queries to C and C must respond
with corresponding answers.

e Extract queries: A takes id as input to this oracle, and C returns skiq to
A.

o Signerypt queries: A takes (m,ids,idg,-) as inputs to this oracle, and C
returns a corresponding ciphertext § to A as answer.

e Unsignerypt queries: A takes (0,idg-) as inputs to this oracle, and C
returns o if it is a valid signature, else “Rej”, to A as answer.

e Transform queries: A takes (o,idg,) as input to this oracle, and C returns
a transformational signature 6 to A as answer.

e Transform queries: A takes (m/,ids,id4,) as input to this oracle, and
C returns a transformational signature ¢’ to A as answer.

o D-Verify queries: A takes (7,idg,) as input to this oracle, and C returns
Acc if it is valid. Otherwise, return “Rej”.

— Challenge: After finishing the execution of phase 1, A outputs two messages
{mg,m1} and two identities {id%,id}.} which are wish to be challenged. C
randomly chooses a bit b € {0,1} and runs the signcrypting algorithm to
generate a ciphertext 6*, then sends it to A.

— Phase 2: After receiving §*, A can make more queries as in Phase 1 but:

1. id}, is never taken as input during Eztract queries.
2. (0*,id},) is never taken as input during Unsigncrypt queries.

— Guess: Finally, A outputs a bit ' € {0,1}. We say that A wins the above ex-
periment if b = b. The advantage of A is defined as Adv/yd—dudvse=cea () —

[Prly =] - 1]

Definition 1. We say that an ID-based universal designated verifier sign-
cryption scheme is IND-IDUDVSC-CCA secure if mo polynomial-bounded ad-
versary has a mon-negligible advantage Adv to win the above experiment

Exp-izdfidudvscfcca (]{7) )

Unforgeability. We adapt Huang et al.’s [9] security definition, ezistential
unforgeability of the transformational signature against adaptive chosen mes-
sage attacks, to the new ID-UDVSC scheme. Consider the following experiment
Exp¢~‘dudvse=ema k) which is played by an EU-IDUDVSC-CMA adversary A and
a challenger C.
— Setup: As in the experiment Expffdiid“d”sc*cca(k:).
— Queries: As in the phase 1 in the experiment Expffd_id“d”“"c_cca ).
— Output: We say that A wins this experiment if A outputs a transformational
signature o* with identities id,id}, such that:
L. “Acc” < D-Verify . (o%).
2. {id},id},} are not taken as inputs during the Extract queries.
3. (m*,id}) is not taken as input during the Signcrypt queries, where the
m* is the message corresponding to the forgery.
(m*,id},id},) is not taken as input during the Transform queries.

=~
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Definition 2. We say that an ID-based universal designated verifier sign-
cryption scheme is EU-IDUDVSC-CMA secure if no polynomial-bounded ad-

versary has a non-negligible advantage Adv to win the above exrperiment
Expfiﬁ—idudvsc—cma(k)'

Non-transferability. The purpose of the non-transferability is to protect the

signature receiver’s privacy, which means that the designated verifier cannot

convince any third party that the known signer has signed on the message m.

We also adapt Huang et al.’s [0] security definition, non-transferability against

adaptive chosen message attack, to the new ID-UDVSC scheme. Consider the
nt—idudvsc—cma

following experiment Exp?, (k) which is played by a challenger C and
a distinguisher D.

— Setup: As in the experiment Exp%_id“d”‘gc_c"La(k) swapping A with the
distinguisher D. _
— Phase 1: As in the experiment Exp%‘ﬂd“d”“*cm“(k:) swapping A with the

distinguisher D.

— Challenge: After finishing the execution of phase 1, D submits the infor-
mation (m*,ids,id4,) to C as the challenge. Then, the challenger C randomly
chooses a bit b € {0,1}.

1. If b =1, C runs the Transform algorithm and returns a transformational
signature ¢* to D.

2. If b= 0, C runs the Transform algorithm and returns a transformational
signature 5 to D.

— Phase 2: After receiving the ¢* or Er*/, D can make more queries as in phase.

— Guess: Finally, D outputs his guess bit ¥ € {0,1}. We say that D
wins the this experiment if & = b. The advantage of D is defined as
Adv%tfidudvscfcma(k) _ \Pr[b’ _ b] _ % )

Definition 3. We say that an ID-based universal designated verifier sign-
cryption scheme is NT-IDUDVSC-CMA secure if no polynomial-bounded ad-
versary has a non-negligible advantage Adv to win the above exrperiment
Exp%t—idudvsc—cma(k).

Remark: In this experiment, the distinguisher D wants to obtain some informa-
tion via making queries to the above oracles, and thus distinguish the transfor-
mational signature 6’ (generated by the designated verifier) from & (generated
by the designated receiver). Our definition requires that no one can tell the
difference between those two kinds of signatures.

4 Proposed ID-UDVSC Scheme

— Setup: Run the setup algorithm to generate the system parameters and mas-
ter key:
1. (G1,Gr,é,p,g) are the elements of the bilinear mapping that described
in Section
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2. Choose random x € Z7 as the master key and compute y = g* € G as
master public key.

3. Hy: {0, 1}k0 — G1,H,y : {0, 1}k1+n — Z; and Hy : G — {0, 1}k0+k1+n
are three collision-resistant hash functions, where kg, k1,n denote the
sizes of users’ identity, element of G, message m, respectively.

4. Finally, this algorithm makes the system parameters params :=<
G1,Gr,é,p,9,y,Hy, Hi, H, > publicly, and keeps the master key
msk := x secretly.

Extract: PKG computes user’s secret key: skig = Hp(id)* € Gy, and dis-
tributes it to the corresponding user via a secure channel.

Signcrypt: Let m € {0,1}" to be signerypted by ids, who chooses random
r € Zp and computes:

R = Hy(idy)", h = H1(R||m),
S = Sk(ngrh)v T= é(Skgv Ho(idar)),
a = Hy(T) @ (Sl[ids||m).

The ciphertext is § := (R, «).
Unsigncrypt: After receiving 9, idg, recovers the original signature and verifies
its validity as follows:

T = é(R, skay), (S|lids||m) = a ® Hy(T),
h = Hy(R||m), &(S,9) = é(y, R - Ho(id,)").

Output o := (m, R, S,idy) if the verification equation holds. Otherwise out-
put “Rej”.

Transform: if idg- wants to prove the signature o to idg,, he computes V =
é(S, Ho(idgy)), then sends the transformational signature & := (V, R, m,
Idg) to iddv.

Transform: idg, also can generate a transformational signature &' :=
(V',R',m’,id,) for an arbitrary message m’ on the behalf the receiver: choose
random R’ € G1,m’ € {0,1}", and compute

h = Hy(R'||m’), V' = é(skgy, R - Ho(ids)").

D-Verify: Finally, idg, verifies ¢’s validity via checking the verification equa-
tion V = é(skay, R - Ho(ids)"), where h = Hy(R||m), holds or not, output
“Acc” if it holds. Otherwise output “Rej”.

Security Results

In this section, we only present the main security results of the proposed ID-
UDVSC scheme, the detailed proofs are showed in the full version of this paper.

Theorem 1. (IND-IDUDVSC-CCA) The proposed ID-based universal designated
verifier signcryption scheme is indistinguishable against adaptive chosen cipher-
text attack if the hardness of BDH problem holds.
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Theorem 2. (EU-IDUDVSC-CMA) The proposed ID-based universal designated
verifier signcryption scheme is existentially unforgeable against adaptive chosen
message attack if the hardness of BDH problem holds.

Theorem 3. (NT-IDUDVSC-CMA) The proposed ID-based universal designated
verifier signcryption scheme is non-transferable against adaptive chosen message
attack.

6 Conclusion

In this paper, we proposed the notion of universal designated verifier signcryp-
tion and presented an identity-based universal designated verifier signcryption
scheme. In the new notion, the privacy of signature holder can be guaranteed
even in a public transmission channel, and thus it greatly improves the practi-
cal applicability of normal universal designated verifier signatures. The security
proofs for our proposed ID-UDVS scheme are given in the random oracle model.
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Abstract. Anonymous communications have been gaining more
and more interest from Internet users as privacy and anonymity prob-
lems have emerged. Among anonymous enabled services, anonymous file-
sharing is one of the most active one and is increasingly growing. Large
scale monitoring on these systems allows us to grasp how they behave,
which type of data is shared among users, the overall behaviour in the
system. But does large scale monitoring jeopardize the system anonymity?

In this work we present the first large scale monitoring architecture
and experiments on the I2P network, a low-latency message-oriented
anonymous network. We characterize the file-sharing environment within
12P, and evaluate if this monitoring affects the anonymity provided by
the network.

We show that most activities within the network are file-sharing ori-
ented, along with anonymous web-hosting. We assess the wide geograph-
ical location of nodes and network popularity. We also demonstrate that
group-based profiling is feasible on this particular network.

Keywords: Large scale monitoring, I2P, Security risks, Anonymous file-
sharing.

1 Introduction

Anonymous communications have been acquiring more and more interest since
the past decade, either for fighting against any type of censorship, passive attacks
(third-parties sniffing, traffic analysis, user profiling) or for malicious purposes
(copyrighted material downloads). Within anonymous communications, anony-
mous file-sharing is one of the most active fields and is increasingly growing,
partially due to the onrush of negative news on public file-sharing, including
legal actions by governmental institutions, law-enforcement agencies and movie
maker associations to major file-sharing communities, and partially because of
the rising concern of both privacy and anonymity concepts within the Internet.

Large scale monitoring on file-sharing communities provides a wide view of
the network|1][2][3] and allows us to answer the following questions: what kind
of content is mainly distributed? How many users does the network have? How
many files does the network hold? Which users are downloading a given content?

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 135-[[48] 2012.
(© Springer-Verlag Berlin Heidelberg 2012
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However, large scale monitoring on anonymous environments has not been
widely investigated, and is mainly focused on the Tor network [4][5]. Anony-
mous systems often imply a decoupling between the identity of users and their
activities within the system, hardening the monitoring. Among anonymous file-
sharing systems, this means that it becomes very challenging to successfully link
together a specific user with a specific download.

The I2P[6] network is a low-latency message-oriented anonymous network
designed as a network layer, in which any two users can communicate among
themselves in completely anonymous manner. This network has a full range
of available applications: anonymous web-browsing, chatting, file-sharing, web-
hosting, e-mail and blogging among others. Except for anonymous web-browsing
that necessarily requires an out-proxy to the normal Internet, the rest of the men-
tioned applications interact between each other within the network boundaries.

In this paper, we provide an efficient method to monitor the I2P anonymous
file-sharing community. We perform an analysis of the I2P network based on
intense monitoring, which to the best of our knowledge is the first large scale
monitoring effort of the network, answering the following questions: is it pos-
sible to properly characterize the I2P anonymous file-sharing system? Does the
anonymity provided by the I2P network get compromised by large scale monitor-
ing? Does large scale monitoring introduce new security risks?. Our goal is to
properly characterize the I2P file-sharing environment, and assess if a large scale
monitoring activity jeopardizes the anonymity of the network.

This paper is organized as follows: Section ] introduces the I12P network and
its main components and features, including used encryption techniques, peer
profiling and its distributed database. Section [B] describes our monitoring archi-
tecture. We detail how we use I2P’s distributed database to collect data and how
we use this data to characterize the file-sharing side of the network. An experi-
ment is presented in section F] in which we deploy our monitoring architecture
over several days. Section [0l points out previous and current work on anonymous
file-sharing and large scale monitoring. Finally, Section [6] concludes this work.

2 The I2P Network

The I2P network allows anonymous communications between two parties through
an abstraction layer, which uncouples the association between the user and its
identity. Basically, an application using I2P will not longer be reachable through
an IP, but through a location independent identifier. The following sub-sections
address the I2P network and its features.

2.1 Overview

The network is formed by a group of routers, which is the software that allows any
application to communicate through I2P. Applications running on top of it will
have a destination associated, which receives incoming connections from third
parties. The secret lies in which destination is associated to which router and
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not in the fact that a user is running an instance of the router. This decoupling
between the router and the destination provides a certain degree of anonymity.

I2P uses a variation of the well-known onion routing approach[7], in which a
message is routed from its originator to the final endpoint through several in-
termediate nodes using layered encryption. This variation is called Garlic rout-
ing, in which several messages along with their delivery instructions can be
encapsulated into a single message and encrypted with the receiver’s key. The
integrity required for garlic messages are achieved through an hybrid ElGa-
mal/AES+Session Tags symmetric-asymmetric approach.

The path through a selected list of nodes is called a tunnel and it is one of
the key concepts in 12P.

2.2 Tunnels

Every tunnel is unidirectional, and is formed by the gateway (entry point), a set
of participants (intermediate nodes) and an endpoint (exit point). Two types of
tunnels exist. Inbound tunnels allow a user to receive data, and outbound tunnels
to send data. A fully bidirectional communication between two users will involve
four tunnels, one inbound and one outbound for each user.

Outbound Tunnel Inbound Tunnel

y(Galeway). .)( Panicipant). - ,( Endpoint ). .......... )(Gateway). - ,(Parlicipanl). - (Endpoinl) ...

Z ‘ - 2
\ \
M \( EndpointHParticipant)(_(eateway)(_( Endpoint)(_( Participant )(_( Gateway

Bob Alice
Inbound Tunnel Outbound Tunnel

Fig. 1. Simple tunnel-oriented communication in 12P

Figure [ illustrates a communication between Alice and Bob. Alice sends a
message through her outbound tunnel, targeting one of Bob’s inbound tunnel
gateway. Once the message reaches the gateway, which is the entry point for
Bob’s tunnel, it is forwarded all the way through Bob’s router. Alice does not
have knowledge about Bob’s inbound tunnel, but only about the entry point:
Bob might have as well a tunnel composed with 1 or 100 intermediate nodes,
but Alice ignores this, leading to the earlier mentioned decoupling.

2.3 Profiling Algorithm

Tunnels are created every 10 minutes, and then dropped. This feature hardens a
traffic analysis attack, since a 10 minutes time window is rather small to acquire
sufficient knowledge of the network. Hence, every 10 minutes, a user needs to
select new nodes for its tunnels, which are selected among all the routers in the
network.

I2P leans on a constantly local profiling of all seen routers, so as to characterize
every peer regarding its performance, latency, and availability. A four-tier scheme
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is used to classify routers: fast and high capacity, high capacity, not failing,
and failing. Tunnels participants are randomly chosen from the fast and high
capacity tier, and order through out the tunnel according to the XOR distance
from a random key value. This XOR ordering prevents information leakage in
predecessor and harvesting attacks.

Profiles are based on lookups in the network database, how often messages
through remote routers fail, how many new routers are these remote routers
able to introduce to us, for example. All kind of indirected behaviour is recorded
and used for profiling, to the contrary of claimed performance from routers.
No published performance information is used in local profiling, so as to avoid
attacks based on announcing highly performant routers.

2.4 1I2P netDB

The netDB is another key concept within the I2P network. It is a distributed
hash table based on the Kademlia|&] protocol, used to store and share network
metadata. However, on the contrary to the Kademlia protocol, not every peer
in the I2P network forms part of the DHT, but only those fast and performant
12P users, the so called floodfill peers.

Any I2P user can become a floodfill node if two conditions are met: the number
of estimated floodfills in the network is less than 250 nodes, and the user’s 12P
router has more than 128 KB/s of available bandwidth assigned.

There are two types of network metadata, leasesets and routerinfos. A leaseset
provides information about a specific destination, like a web server, a BitTorrent
client, an e-mail server, etc. A routerinfo provides information about a specific
router and how to contact it, including the router identity (keys and a certifi-
cate), the address where to contact it (IP and port), several text options and a
signature.

This distributed database contains an extra security feature, to harden a
localized Sybil attack. The key used to index a record in the netDB is computed
as HASH(ID + date), in which the ID is the record ID, and date is the current
date. A record ID remains fixed as long as the record is conserved, however the
record indexing (routing) key changes every day.

This produces that at midnight, all indexing keys will be changed and there-
fore re-published in other locations in the DHT. Even though some queries might
fail around midnight, this approach avoids an attacker to launch a simply local-
ized Sybil attack, since the attacker will have to re-compute its Sybils IDs using
a key-to-key dictionary. A deeper view of this network database is out of the
scope of this document, however a further insight of the netDB and the flooding
mechanism can be found in the official 12P website[].

3 I2P Monitoring Approach

Our primary goal is to monitor the I2P network by qualifying file-sharing within
the network, and study if this monitoring presents any kind of anonymity risk.
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As earlier mentioned, I2P bases its anonymity on decoupling the identity of a
user (provided by its routerinfo) from the application it is running (provided by
its leaseset). Therefore, our challenge is to determine whether a given leaseset
is running any known I2P file-sharing application, even if we can not link a
particular user with a specific file-sharing application. This section introduces
our monitoring architecture, and how it is implemented.

3.1 Exploting I2P netDB

As described previously, the netDB stores every routerinfo and every published
leaseset. We aim to retrieve from the netDB as many leasesets as possible, for
further analysis. Higher the number of leasesets retrieved and analysed, higher
will be the characterization of the network.

We exploit the mechanism for becoming a floodfill, mentioned in Section 3.5,
by placing a set of modified floodfill nodes in the netDB, which behave exactly
as normal floodfills from the point of view of network operations (storage of
routerinfos and leasesets), but perform a deeper analysis of these leasesets.

Number of Floodfills. It is important to consider the netDB coverage of our
architecture, and to determine how many monitoring nodes are needed to have
a full (or good enough) network coverage.

Let N be the number of floodfills and X the replica factor, we consider the
minimum number of floodfill monitor nodes as:

nbmonitors = [ N / X |, N= #floodfills , X= replica factor (1)

The replica factor indicates in how many netDB participants a given record
(either a routerinfo or a leaseset record) is stored, for improving fault tolerance
against participants going off-line. The 12P netDB defines a replica factor of 8,
which means that any record is replicated in 8 participants for storing. If we
consider that there are currently around 200 floodfill nodes in the I12P netDB
and the replica factor of 8, we need 25 perfectly distributed monitor floodfill
nodes out of the 200 nodes, to have a complete coverage.

Distribution of Floodfills. In equation 1 we assume that the monitoring nodes
are perfectly distributed over the DHT space, which is not always the case. Even
if the SHA?2 hashing function used in the netDB assures a fairly well distribution
of the nodes through out the DHT-space, it might happen that our monitoring
nodes are all together.

Figure 2l displays two examples of how the same set of monitoring floodfill
nodes might be positioned in the nedDB: the upper one shows all the moni-
toring nodes grouped in one side, whilst the lower one shows a more dispersed
distribution.

It is clear that the position of the nodes plays a significant role in our ar-
chitecture, and makes the result of equation 1 the lower bound of the floodfill
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Fig. 2. DHT nodes distributions

monitoring nodes required. If the positioning of the nodes is not dispersed, we
require further additional monitoring nodes.

Choosing the placement of our floodfill nodes will assure us a perfect distribu-
tion, however as mentioned in section 3.5, we would need a key-to-key dictionary
to perform this. Nonetheless, we can verify whether our monitoring nodes are
well distributed or not, by considering their position in the DHT-space along
with the optimal distance. The optimal distance represents the distance between
any two monitoring nodes for a correct distribution in the DHT-space.

It is important to consider that figure 2l represents the DHT-space as a linear
space for an easy visualization. However, the I2P netDb is a Kademlia-based
implementation, and therefore the concept of distance is based on the XOR
metric, rather than in a linear distance.

Equation 2 presents the optimal distance in terms of bits for a group of mon-
itor nodes, given a 22°6 DHT-space, such as the I2P netDB. This states how
many bits of difference must exist between the floodfills routing keys, to achieve
a fairly dispersed distribution.

optimal distance = log,(22°°/M N), MN= Monitors nodes (2)

With 2¢ monitoring nodes for example, there must be a difference of log (2256 /24)
= 252 bits for a perfect distribution and an optimal coverage of the DHT-space.

3.2 File-Sharing Application Analysis

12PSnark, IMule and I2Phex are the three main I2P available file-sharing appli-
cations. We analyse each of them in the following manner:

I2PSnark. Firstly, we establish a connection with the leaseset (similar to a TCP
socket-like connection). Then we send a first message, a well-formed BitTorrent
message, requesting a non-existing torrent ID. If that given leaseset is actually
running an I12PSnark client, it will immediately close the connection. Secondly,
we re-open the connection and send a malformed BitTorrent message. In the only
case this response timeouts, then we can conclude the given leaseset is running
an [2PSnark client.

IMule. An IMule client needs two different leasesets, one for its TCP connec-
tions (for file-transfer) and one for UDP messages (for indexation). We send an
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eDonkey hello_packet in case for a TCP-like leaseset, and a KAD hello_request
in case for an UDP-like leaseset. If any of the messages have a response, then we
conclude this leaseset is running an IMule client.

I2Phex. A GNUTELLA CONNECT message is sent for testing a leaseset against an
I2Phex Gnutella client. If there is a Gnutella-protocol response, then the leaseset
is running a I2Phex client.

3.3 I2P Monitoring Architecture

Figure [ presents our complete monitoring architecture. This architecture has a
set of distributed probes (monitor floodfills) dispersed around the I2P netDB for
data collection (routerinfo or leaseset records), while a group of databases
are used to determine the geographical location of these records. All retrieved
data is stored in a central database, for a further correlation analysis and a final

display in our statistics website.
=5 - Online statistics /ﬁ\
( )

=2 - Analyse Leaseset = 3 - Store in DB 12P Statistics WebSite
PostgreSQL

Correlation Tool

12P netDB #i——#— -:D:@
=4 - Correlatation

Geo IP Tool

= 1-Get IP location

[ ] Normal Floodfill
. Monitoring Floodfill

Fig. 3. Monitoring architecture

When a monitor floodfill receives a routerinfo store message, it looks up
the estimated location of its IP address and stores the record in the central
database. If a leaseset store message is received, the monitor floodfill runs
the analysis for file-sharing applications. A periodically analysis is computed,
including correlation between top countries and most used file-sharing applica-
tions, top cities, top file-sharing application, correlation between file-sharing ap-
plications, number of retrieved leasesets and routerinfos. All the results obtained
are shown in a website, along with the state of the monitoring architecture.

On the one hand, our architecture is completely flexible: due to the au-
tonomous nature of the monitoring floodfill nodes, the total number of these
nodes can be increase at any time, increasing the amount of network metadata
retrieved, therefore increasing the accuracy of the analysis.
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On the other hand, the implementation of our monitoring floodfill nodes is freely
available, along with its source code, hence any user willing to contribute to the
analysis of the network can download a monitoring floodfill node and deploy it.

4 Experiments

In this section, we present our experiments on monitoring the I2P network for
file-sharing applications.

4.1 Experiment Set-Up

We monitored the network for 90 hours, from 2012-06-07 15:00:00 (UTC+2)
to 2012-06-11 09:00:00 (UTC+2). We contemplated a weekend in our measure-
ments, being these days usually more suitable for file-sharing.

Based on the estimated number of 220 floodfill nodes in the I2P network]]
during our experiment, and in the equations presented in section 3.1, we needed
a total of [ 220 / 8 | = 27.5 floodfill monitor nodes for a perfect coverage, with
a distance in terms of bits of log (2256 /27.5) = 251.67 bits.

The PlanetLab test-bed was employed for this particular experiment, and due
to technical limitations, only 20 monitor floodfills were deployed. By the time of
the experiment, all of these floodfill nodes had an average previous uptime of 24
hours, so as to assure a good integration with the network.

Due to the particular indexation of records in the netDB, which includes the
current date in the routing key calculation, the monitor floodfill nodes shift from
one location to another one every day. We take our first day of experimentation,
and calculates our monitor nodes distribution within the DHT-space.

A distance of 252 bits was computed between all of our floodfill nodes, which
indicates that our floodfill nodes are fairly well distributed through the DHT-
space. Taking into account this pseudo-perfect distribution, we can estimate
that with 20 floodfill out of 27.5 we cover 72% of the network the first day
of the experiment. Being that the monitor nodes move in the DHT-space, this
estimation need to be done in a daily-basis.

It is important to consider that because the pseudo-perfect distribution of
our nodes, we can cover 72% of the network. However, in a completely random
distribution of monitor floodfill nodes within the netDB, the network coverage
will drop. A further complete analysis can be found at www.i2pstats.loria.fr.

4.2 File-Sharing Applications within I2P

Figure displays the individual number of active file-sharing applications
during the course of our analysis, for [2PSnark, IMule and 12Phex clients.

I2PSnark clients usage highly exceed the rest of the measured applications,
in which I2Phex presents an almost zero usage during the experiment, with as
few as 11 clients detected.

! http://stats.i2p.to/
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Figure presents the file-sharing usage when compared to the total amount
of analysed applications, in which it can be observed that during the weekend
(right side of the graphic) the file-sharing usage increases up-to 38% of the total
network usage, mainly guided by the 12PSnark clients, and it decreases during
week days, which is an usual file-sharing characteristic. We compute an average
usage of 30.21%, with a standard deviation of 4.38%.

4 well-defined peaks appear in the chart, all around midnight. This increase
does not represent an increase in the real I2PSnark users base, but rather an
exact view of how the netDB is implemented: at midnight every routing key
changes, which means that every record (routerinfo or leasest) is re-located in
another DHT location. Our floodfill monitor nodes receive these new storing
requests, which increase the total number. However, previous stored records are
not longer kept within our floodfill monitor nodes, therefore after the peaks at
midnight, the measurement returns to normal.
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Fig. 4. File-sharing applications within I2P

Why is it that I2PSnark prevail over IMule or I2Phex clients? 12PSnark is a
BitTorrent-based client, which is fairly popular among file-sharing applications,
and it is additionally built-in within the I12P software, which makes it rather easy
to be used. Furthermore, the low number of IMule clients measured suggests a
low number of sources (peers having the entire content) for IMule files, which
leads to new clients choosing 12PSnark rather than IMule for file-sharing: less
sources is translated into slow download rates or even no download at all.

4.3 Country-Based Analysis

In this section we analyse users location, to determine which countries and cities
contribute the most to the I2P network. End-users geographical location is rep-
resented by the geographical location of their routers within the I2P network.
Figure presents the most active countries within the I2P network: Russia,
The United States, France and Germany.
Russia and The United States present both a participation over 1500 routers
at any point in time (with few exceptions). However their activity is inversely
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proportional through time in this graphic, probably because Moscow and Saint-
Petersbourg (most seen Russian cities), and Memphis (most seen U.S. city) have
a time difference of 10 hours, therefore the U.S. curve is out of phase with
the European time-zone, which does not imply that U.S. participants behave
different that European ones.
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Fig. 5. Country/City distribution

Figure displays the most seen cities, in which Russian cities predominate
over the rest of the cities. Moscow seems to be the most active Russian city
detected, with more than 50% of participation in most cases. In both cases,
country-based and city-based, Russia contributes the most to the I2P usage,
with an average of 40% of the total participants in the network.

During the whole experiment, we detected 140 countries in total, and consid-
ering the 4 top countries, we identified 500 different Russian cities, 2130 different
U.S. cities, 1670 different French cities, and 1654 different German cities. It is
clear that I2P usage is not confined to a narrow group of countries or cities, but
rather distributed all over the world.

4.4 Correlation between File-Sharing Applications

In this section we try to determinate if users of different file-sharing applications
behave the same way: does an increase of I2PSnark clients necessary imply an
increase of IMule clients?. We do not consider I12Phex clients, due to its low
number of measured clients in the network.

Figure displays a detailed view (log scale on the Y-axis) of figure
in which an increase on IMule clients can be deducted when an increase of
12PSnark clients occurs. Figure presents a scatter plot with I2PSnark and
IMule clients usage, revealing a positive 0.7106 correlation value among the usage
of these two file-sharing clients. In this case, file-sharers behave the same way
regardless which file-sharing applications they are using.

In our previous work[9] we show that eMule/aMule clients stay connected for
longer periods of time, on the contrary to BitTorrent users. This behaviour is
not seen in this case, most likely due to the fact that for 12PSnark or IMule
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Fig. 6. File-sharing applications correlation

applications to run, an I2P user needs to have a running I12P router. Being that
I2P users are more active at night, file-sharing applications will also be active
during night time, independently of the type of the applications, either I2PSnark

or IMule.

4.5 Non File-Sharing Applications

The I2P network allows anonymous web sites, called eepSites, in which any user
can host an anonymous web server, and through a DNS-like service, I2P users
can resolve domain names such as tracker2.postman. i2p (a major I2P tracker).
Due to this built-in feature, we additionally measured anonymous web servers
within I2P, by sending a GET message to a leaseset and processing the answer.
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Fig. 7. Anonymous web servers usage
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Figure displays the number of active anonymous web servers measured
during our experiments, with an average value of 240 online servers at any time
and an average of 22.9% out of the total usage of the network. In this case, there
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is no noticeable increase of servers during the weekend, which indicates that
anonymous servers are quite stable within the network. In this measurement we
can observed the same behaviour as mention in Section 4.2, in which at midnight
new record storing messages arrive.

Both file-sharing and anonymous hosting reach to almost 65% of the total
usage of the network, as seen in figure The increase in the right part of the
graphic is driven by file-sharing users, more than anonymous web servers.

5 Related Work

Among anonymous low-latency networks, the Tor network is probably the one
that has been receiving more academic attention.

Chaabane et al.|[4] conduct a traffic analysis in Tor by quantifying BitTorrent
and HTTP protocols, and successfully detecting that Tor exit nodes are used as
1-hop SOCKS proxies rather than in a full-length onion tunnel.

Le Blond et al.[10] present a monitoring study in Tor, in which they success-
fully trace TCP streams within the network, and unveil BitTorrent users using
the Tor network.

McCoy et al.[5] present a monitoring approach which analyses the applica-
tion layer of outgoing traffic to determinate the protocol distribution in the Tor
network, based on a Tor exit node. They detect that most of the connections
through Tor are interactive http traffic, and that a very few of them are for
BitTorrent traffic. However, these few BitTorrent connections (3.33%) consume
a disproportionally amount of bandwidth (40.20% of the total measured).

Loesing et al.[11] introduce a measurement of sensitive data on the Tor net-
work, such as country of connections of users and exiting traffic by port. Fur-
thermore, Loesing |12] measures the trends of the Tor network from directory
information.

Nevertheless, the Tor network has a central directory server and hence the
monitoring approaches based on this central component can not be applied in
the I2P network, which does not include any kind of centralized directory.

In our previous work[13] we take the first step through monitoring the ap-
plication layer of the I2P network by means of a centralized architecture and
measure a single file-sharing application along with I2P’s hidden services.

Adrian Crenshaw|14] exhibits a mechanism to identify I2P’s hidden services,
called eppSites. He successfully links an anonymous website to its real IP address,
taking advantage of the lack of control in the application layer, and misconfigu-
ration of web servers over I12P. Crenshaw’s approach includes crawling his local
list of known participants along with the list of known eepSites, whereas our
approach focus on the complete netDB.

Herrmann et al.|15] conducted an attack on the I2P network, so as to deter-
mining the identity of peers hosting eepSites, which can be considered a mon-
itoring technique for anonymous websites. They proposed a three-step attack,
in which an adversary with modest resources can identify an I2P user as the
host of an eepSite. Their focus on a particular victim, rather than on the entire
network.
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Large scale monitoring on further popular anonymous low-latency networks,
such as JAP, Freenet or GNUnet, has not been performed or even proposed in
the literature.

6 Conclusion

We have designed and successfully implemented and deployed the first large
scale monitoring architecture for the I2P network, mainly focused on anonymous
file-sharing. We are able to provide deeper insights about the behaviour of the
network, providing us with correlation values among users locations and file-
sharing applications usage, which clearly states an anonymity warning: group-
based identification for file-sharing applications is possible within the network,
even if single-user identification is not.

We have measured that file-sharing within I2P obtains an average of 30%,
peaking 35% during weekends, in which the I2PSnark client is the most used
over IMule and I2Phex. There appears also to be a correlation among Russian
users and file-sharing applications even in a 90-hours analysis. An ongoing and
longer monthly analysis confirms this correlation.

In addition, we measured 22.9% of anonymous web servers hosted within 12P,
which along with file-sharing users, add up to the 65% of the total network
performing these two activities.

A real-time analysis of the network can be found on our I2P statistics web site,
www.i2pstats.loria.fr, which presents the top countries, top cities, amount of
file-sharing applications, amount of online users, correlation among file-sharing
applications and countries, etc. We additionally include a raw access to our
database, so as to researchers can query and create their own requests.

Future work targets the design of an improved technique for optimal place-
ment of our monitor floodfill nodes, in which every monitor node chooses its
placement in the DHT-space, achieving a perfect DHT distribution, thus in-
creasing the total coverage of the network, whilst reducing the required number
of monitoring nodes.
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Abstract. With the growing prevalence of location-aware devices, the
amount of trajectories generated by moving objects has been dramati-
cally increased, resulting in various novel data mining applications. Since
trajectories may contain sensitive information about their moving ob-
jects, so they ought to be anonymized before making them accessible
to the public. Many existing approaches for trajectory anonymization
consider the same privacy level for all moving objects, whereas different
moving objects may have different privacy requirements. In this paper,
we propose a novel greedy clustering-based approach for anonymizing
trajectory data in which the privacy requirements of moving objects are
not necessarily the same. We first assign a privacy level to each trajectory
based on the privacy requirement of its moving object. We then partition
trajectories into a set of fixed-radius clusters based on the EDR distance.
Each cluster is created such that its size is proportional to the maximum
privacy level of trajectories within it. We finally anonymize trajectories
of each cluster using a novel matching point algorithm. The experimen-
tal results show that our approach can achieve a satisfactory trade-off
between space distortion and re-identification probability of trajectory
data, which is proportional to the privacy requirement of each moving
object.

Keywords: privacy preservation, trajectory data, moving object,
greedy clustering, space distortion, re-identification probability.

1 Introduction

In recent years, location-aware devices, such as Radio-Frequency Identification
(RFID) tags, Global Positioning Systems (GPS), mobile phones, and point of
sale terminals facilitate location-based services. Consequently, spatio-temporal
locations of moving objects daily collected by service providers, are stored in
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the form of trajectories, making the objects easier to be tracked. In other words,
trajectories are spatio-temporal traces of moving objects collected over months
or years and contain precious information for various data mining techniques.
Moving objects themselves typically refer to concrete objects (e.g., humans, vehi-
cles, animals, and goods), or even abstract concepts (e.g., spreading diseases). In
order to perform data mining tasks effectively, it is essential to have high-quality
moving object trajectory data. However, trajectory data potentially contain par-
ticular information about their owners and disclosing such information may re-
veal their religious preferences, life styles, social customs, and sensitive personal
information. Therefore, trajectory data cannot be published unless they are prop-
erly anonymized. Although extensive research has been conducted in trajectory
data mining so far [1H5] resulting in many important real-life applications, such
as traffic planning, intelligent transportation, location-based advertising, and
homeland security, few works have been done on the realm of their privacy
preservation.

The first method that comes to the mind is to remove identifying information,
such as name and Social Security Number (SSN) from trajectories. Nevertheless,
this naive method does not ensure the privacy of moving objects even for simple
relational data and is vulnerable to linking attacks. Because the published data
can be joined with publicly available data through a set of common attributes,
called quasi-identifiers, leading the sensitive information to be revealed. A recent
study estimated that 87% of the population of the United States can be uniquely
identified using the seemingly inoffensive attributes including, gender, date of
birth, and 5-digit zip code [6]. Furthermore, the more the number of common
attributes, the more the figure increases.

Spatio-temporal attributes are very powerful quasi-identifiers which can be
used to link trajectory data to many other types of data. Imagine the trajectory
of an employee that daily commutes to and from a specific location. Even if the
identifiers in the trajectory are removed, it can be easily inferred that the starting
point is a home, and the ending point is an office. Joining this information with
some phone directories, an adversary can easily link the trajectory with the
employee’s identity.

The solution to protect de-identified data against linking attacks is anonymiza-
tion |7, I§]. k-anonymity was initially proposed in the literature to anonymize
relational data and preserve the privacy of individuals while revealing useful in-
formation. In a k-anonymized table, the records are anonymized using techniques
such as generalization or suppression so that a given record cannot be distin-
guished from at least (k — 1) other records. Although it has been proven that
finding an optimal solution to the k-anonymity problem is NP-hard, it remains
a standard model to prevent privacy breaches in relational data. Nevertheless,
in case of trajectory data, the natural complexity of spatio-temporal trajectories
and the dependence of consecutive points in a trajectory make the problem of
anonymization even harder.

In this paper, we propose a greedy clustering-based approach for anonymizing
trajectory data, which meets different privacy requirements of different moving
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objects. We first assign a privacy level to each trajectory based on the privacy
requirement of its moving object. We then partition the trajectories into a set
of fixed-radius clusters. To create each cluster, a single trajectory is randomly
selected as the cluster centroid. The nearest trajectories to the cluster centroid
with the EDR distance [9] less than a fixed threshold are next added into the
cluster until its size is proportional to the maximum privacy level of trajectories
within it. We finally anonymize trajectories of each cluster using a novel matching
point algorithm.

The rest of the paper is organized as follows: Section 2 reviews related work.
Section 3 presents a clustering-based approach for the anonymization of moving
object trajectory data. Section 4 reports experimental results and finally Section
5 draws some conclusions.

2 Related Work

Few papers have tackled the problem of privacy preserving publication of mov-
ing object trajectory data so far |L0-15]. Bonchi [16] has divided the existing
methods for anonymization of moving object trajectory data into two different
classes: methods based on quasi-identifier and methods based on clustering and
perturbation.

2.1 Methods Based on Quasi-Identifier

This class of methods adopts some concepts of quasi-identifiers in anonymization
of moving object trajectory data [10, [11]. Terrovitis et al. [10] consider trajec-
tories as being simple sequences of addresses, corresponding to the places, and
propose a method that iteratively suppresses selected locations from the original
trajectories until a privacy constraint is met.

Unlike in microdata, it is very likely that various moving objects have different
quasi-identifier attributes. Consequently, the anonymization groups of trajecto-
ries may not be disjoint and it is not possible to simply adopt the classical
k-anonymity notions for trajectory data. To solve this problem, Yarovoy et al.
[11] propose a notion of k-anonymity by defining an attack graph associated
with the original data and its distorted version. They then present two differ-
ent approaches, namely extreme-union and symmetric-anonymization, to build
anonymization groups that provably satisfy the proposed k-anonymity require-
ment, as well as yield low information loss.

2.2 Methods Based on Clustering and Perturbation

The problem of defining a well-structured set of spatio-temporal quasi-identifiers
is a challenging and probably out of the question task. Thus, this class of meth-
ods addresses the problem of anonymizing moving object trajectory data without
considering any concept of quasi-identifiers, applying the concept of k-anonymity
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[12-15]. Nergiz et al. [12] first extend the notion of k-anonymity and propose a
heuristic method for trajectory anonymization. They then present a randomiza-
tion based reconstruction algorithm for publishing anonymized trajectory data.

Abul et al. [13] propose a novel concept of k-anonymity based on space trans-
lation, called (k,d)-anonymity, which makes use of the inherent uncertainty of
locations in order to reduce the amount of distortion needed to anonymize tra-
jectory data. They first recall their previous method, namely NWA [14], to
produce clusters of trajectories, each having size in the interval [k, 2k — 1]. Each
cluster is perturbed by means of the minimum spatial translation needed to push
all the trajectories within a common cylindrical volume of radius ¢/2. The main
drawback of NWA is the fact that it is highly dependent on the Euclidean dis-
tance in clustering of trajectories. The Euclidean distance is not able to detect
similar trajectories with local shifts and can only be defined between trajectories
having exactly the same length. To solve this problem, they develop a clustering
method based on the EDR distance, namely W4M, which has the important
feature of being time-tolerant.

Monreale et al. |15] propose a method for the anonymization of trajectory
data that combines spatial generalization and k-anonymity. They first construct
a suitable tessellation of the geographical area into sub-areas that depends on
the input trajectory data and apply a spatial generalization on it. They then
transform the generalized trajectory data to ensure that it satisfies the notion
of k-anonymity.

The main drawback of all the aforementioned methods is that they treat the
privacy of different moving objects homogeneously. In other words, they consider
the same privacy level for all moving objects. Moreover, they do not take the
sequentiality of moving points into account while finding linked moving points
between two trajectories.

3 Clustering-Based Approach

In this section, we propose a greedy clustering-based approach to anonymize
moving object trajectory data in which the privacy requirements of moving ob-
jects are considered to be different. Before describing the details of the approach,
we introduce some notations and basic definitions.

3.1 Notations and Basic Definitions

Given a set of moving objects O and a dataset of trajectories TR, the function
p is defined as p : TR — O which maps each trajectory tr; € TR into its moving
object p(tr;) € O. For any moving object 0; € O, the set of all its trajectories is
denoted by 7(0,):

7(0;) = {tri € TR | p(tr;) = o} . (1)
Each trajectory tr; € TR is represented as a sequence of spatio-temporal moving
points in three-dimensional space:

tr; = (pg, BN (2)
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where m > 2 is the number of moving points in ¢r;. A moving point p¥ € tr; is
denoted by a triple (t¥, 2 y¥), with (z¥,y¥) representing the position of tr; at
time t.

Definition 1 (Trajectory length). The length of a given trajectory tr; € TR
is defined as the number of moving points it contains and is denoted by |tr;|.

Definition 2 (Trajectory tail). The tail of the trajectory tr;, denoted by
O(tr;), is defined as all moving points in it except the leading one:

Otrs) = (pi,....p") . (3)

In this paper, we assume that different moving objects may have different privacy
requirements. Therefore, we associate a privacy level with each moving object to
represent its privacy requirement. Let L = {l1, ...l } be a totally ordered set
of privacy levels such that for all r, s if r < s then I,. < l,. We define £ : O — L
to be a total function that maps each moving object o; € O to its privacy level
£(0j). Hence, a privacy level £(p(tr;)) is assigned to each trajectory tr; € TR.

Definition 3 (Trajectory privacy level). The privacy level for a given tra-
jectory is defined as the minimum number of other trajectories in the trajectory
data from which it cannot be distinguished.

Definition 4 (Linked and unlinked moving points). Given a moving point
pk € tr;, the moving point p;? € tr; is called a linked moving point of p¥, if and
only if

/ N2 N2
] < 60y — o) - o) <ou (4)

where 6 and dg4 are temporal and spatial thresholds, respectively. The set of linked
moving points of pk is denoted by ¢(p¥).

Definition 5 (Distorted moving point). Given a moving point pf € tr; and
a spatial threshold 64, the moving point pf' 1s called a distorted moving point of
Pk with respect to 84, denoted by C(pF,d4), if and only if

o —afl =7 lyd —yll > /05 -2, (5)

where 1 is a random value in the range [0, q).

Definition 6 (Sub-trajectory). Let tr; = (pi,...,p™) be a trajectory. A tra-
jectory tr; = (p;, e ,p?) is called a sub-trajectory of tr;, denoted by tr; C try, if
there exist integers 1 < ki < --- < kg <m such that

Pl € (i), p? € 6pf), ..., v € B(p}") (6)

As it is mentioned earlier, the Euclidean distance is not an appropriate distance
function to measure the similarity between trajectories, due to its poor perfor-
mance at the presence of local shifts and unequal trajectory lengths. In this
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paper, we use Normalized Trajectory Distance (NTD) as a distance function for
trajectories:
edr(tr;, trj)

td(tr, trj) = ————
n (Tza TJ) max{|t7"i|a|trj‘} ’

(7)

where max {|tr;|, |tr;|} is the maximum length of ¢r; and tr;. edr(tr;, tr;) is the
EDR distance |9] between ¢r; and tr;, recursively defined as

[trs] trjl =0,
|tr;] ltril =0,
edr(try, trj) = { min{edr(0(tr;), 0(tr;)) + £(p7, pj), (8)
edr(tr;, 0(tr;)) + 1, otherwise ,

edr(8(tr;), tr;) + 1}

where f(p},p}) =0if p} € ¢(p}) and f(p},p;) = 1 otherwise.

3.2 Adversary’s Background Knowledge

Let TR* be the anonymized trajectory data. An adversary who gains access
to TR* may attempt to identify the trajectory tr; of a target moving object
p(tr;). We assume the adversary knows at most o moving points that p(tr;) has
previously visited. Such background knowledge about p(tr;) is denoted by &;:

where z < ¢ and &; C tr;. Using the background knowledge &;, the adversary
could identify a subset TR*(&;) of trajectories in T'R* for which ¢; is a sub-
trajectory.

3.3 Anonymization of Trajectory Data

The greedy clustering-based approach to anonymize trajectory data consists of
two main phases:

1. Clustering of trajectories based on their privacy levels.

2. Anonymization of trajectories within each cluster.

Trajectory Clustering. We can apply two different strategies for clustering
of trajectories: In the first strategy, trajectories are first categorized in groups
based on their privacy levels and then some clusters are created for each group
independently from the others. Unfortunately, this strategy does not lead to the
most effective one. This is because trajectories within one single cluster may be
far removed from each other while having the same privacy level. Therefore, there
will be a substantial amount of information loss in case of cluster anonymiza-
tion. To illustrate this strategy better, we provide an example. Consider the set
of trajectories illustrated in Fig.[Il In this figure, there are two trajectories with
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privacy level 2 and four trajectories with privacy level 3. Utilizing the first strat-
egy, all the trajectories of privacy level 3 are placed in one cluster and all the
trajectories with privacy level 2 in another one. As shown, this strategy has poor
performance, since the trajectory try has a long distance from its own cluster
members and is much closer to another cluster.

Cluster 1 Cluster 2

' l':té I:i|t7
\(tr, ) (try, 13) (trs, 1) (tr4rl3)/l:(tr5r12) (tre, 1)

- s

Fig. 1. Trajectory clustering using the first strategy

In the second strategy, trajectories are first categorized in groups based on their
privacy levels. Clustering is then commenced from the group with maximum pri-
vacy level in a decreasing order, since preserving the privacy of trajectories with
higher privacy levels has more priority. The clusters are created such that each
cluster size is proportional to the privacy level of its centroid and the distance
of each trajectory from the cluster centroid is less than a fixed threshold. Figure
illustrates this strategy. As can be seen, trajectories are partitioned into two
clusters and the outlying trajectory try with privacy level 3 is placed in a cluster
along with two other trajectories with privacy level 2. Therefore, this strategy
significantly results in lower information loss compared with the first strategy.

Definition 7 ((d,1)-cluster). A (0,1)-cluster ¢ is a set of at least | trajectories
whose distance from the cluster centroid, denoted by ¥(c), is less than a fized
radius &, where 1 is set to 1(p(9(c)) and so called the privacy level of c. For
simplicity, we represent the privacy level of the (3,1)-cluster ¢ as l(c).

Algorithm [ shows the pseudo code of CTR that employs the second strategy
to cluster trajectories. The algorithm takes the trajectory data T'R, the initial
cluster radius §;,;¢, and the maximum cluster radius d,,4, as the input and
returns a cluster set C as the output. It first initializes the cluster radius § to
dinit (line 2) and the privacy level [ to the maximum privacy level of trajectories
in TR (lines 3-4). It then clusters trajectories in T'R using an iterative process.
In each iteration, PTR is applied on TR and a set C; of (9, 1)-clusters is generated
(line 6). Then, all trajectories in C; are removed from TR and added to C (lines
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Cluster 1 Cluster 2

Bt

l5t6 |::|t7
(trs, I3) (trs,1y) (tre, L) ,

Fig. 2. Trajectory clustering using the second strategy

7-8). Finally, the value of [ is decreased by 1 (line 9). This process is repeated
until TR is empty or [ is equal to zero (lines 5-10). There may be still some
trajectories left in TR without any clusters belong to. Therefore, some clusters in
C are enlarged with the remaining trajectories in T'R. To this end, the algorithm
increases the value of § by a small amount € (line 12) and for each trajectory
tr; € TR selects a set D of clusters in C whose privacy level is greater than or
equal to ¢(p(tr;)) and whose normalized trajectory distance from ¢r; is less than
or equal to & (line 14). If D is non-empty, it selects the closest cluster ¢, from
the set £ of clusters with the highest privacy level in D (lines 16-17). ¢r; is then
added to ¢, and is removed from T'R (lines 18-19). The above steps are repeated
until TR is empty or § is greater than d,,q, (lines 11-22). When a trajectory
cannot be added to any cluster without violating &4z, it is simply ignored.

Algorithm 2] shows the pseudo code of PTR. The algorithm takes a set TR, of
trajectories, the cluster radius §, and the privacy level [ as the input and returns
a (6,1)-cluster set C; as the output. It first selects a set T'R; of trajectories in TR,
with the privacy level | (line 2). It then randomly selects a trajectory tr. € TRy
(line 4) and creates a new (d,!)-cluster ¢ with tr. as its centroid (lines 5-6). It
next selects a set T'R; of trajectories in T'R,- whose normalized trajectory distance
from ¥(c) is less than or equal to § (line 7). If TR, is non-empty, it selects the
closest trajectory tr, from the trajectories with the highest privacy level in T R,
(lines 9-10). ¢r, is then added to ¢ and is removed from TRy (lines 11-12). The
above steps are repeated until T' R, is empty or |c| is equal to [ (lines 8-13). Clearly,
|c| may be still less than [ that reveals ¥(c) is an inappropriate cluster centroid.
Therefore, it is removed from T'R; (lines 14-15). Nevertheless, if || is equal to [,
¢ is added to C; and all trajectories in it are removed from TR, and TR; (lines
16-20). This process continues until T'R; is empty (lines 3-21).

Cluster Anonymization. Once the clusters have been created, we use ATR
to anonymize trajectories within each cluster. Algorithm [3] shows the pseudo
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Algorithm 1. CTR

Input:
TR: trajectory data
dinst: initial cluster radius
Omaz: Mmaximum cluster radius

Output:
C: cluster set

1: C:=0

2: (5 = 51'7”',5

3 L= UmeTR {e(p(tr:)}

4: [ :=max L

5: while TR # ) and | > 0 do

6: C;:=ptr(TR,4,1)

7 TR := TR—Uceclc

8 C:=CU(

9: l:=1—-1

10: end while

11: while TR # () and § < dmaz do
12: d:=06+¢€

13:  for each tr; € TR do

14: D:={ceC|Lc) > Lp(tr:)),ntd(trs,¥(c)) < 0}
15: if D # () then

16: & := arg maxcep £(c)

17: ¢; := arg mincee ntd(tri, ¥(c))

18: c. = c; U{tr;}

19: TR :=TR— {tr;}

20: end if

21: end for

22: end while

23: return C

code of ATR. Let C be the cluster set returned by CTR. The algorithm takes C
and the spatial threshold d4 as the input and returns a set T R* of anonymized
trajectories as the output. For each cluster ¢ € C with centroid ¥(c), it first
selects the closest trajectory tr, € ¢ to ¥(c) and removes it from ¢ (lines 5-6).
It then applies FLPT to find a sequence of joint moving points between tr, and
¥(c) and replaces ¥(c) with it (line 7). The above steps are repeated for other
trajectories in ¢ until there is no trajectory left without being anonymized (lines
4-8). The algorithm next anonymizes each trajectory tr; € ¢ to a trajectory
tr¥ (lines 9-20). To this end, for each moving point p¥ € tr;, if there exists a
corresponding moving point pfl € 9(c) such that pfl is a linked moving point of
pf, i.e. p;?l S ¢(pf), then tr} is appended by pfl, and otherwise, it is appended by
the distorted moving point ¢(p¥, d4) (lines 12-16). Moreover, the time coordinate
of distorted moving points in ¢r} is updated to preserve the sequentiality of
moving points in ¢r} (line 18).
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Algorithm 2. PTR
Input:
TR,: trajectory set
d: cluster radius
l: privacy level

Output:
Ci: (8, 1)-cluster set
1: C:=0
2: TR, .= {tn‘ c TR, ‘ E(p(th')) = l}
3: while TR, # 0 do
4:  Randomly select a trajectory tr. € TR,
5. c:={tr.}
6:  Y(c):=tre
7. TR, := {tr; € TR, | ntd(tr;,9(c)) < §,tr; #9(c)}
8:  while TR, # () and |c| < do
9: TR, := argmaxer, eTr, L(p(tTs))
10: tr, 1= arg ming., err, ntd(try,9¥(c))
11: c:=cU{tr.}
12: TRs :=TRs — {trz}

13: end while
14:  if |¢| <! then

15: TR, :=TR; — {¥(c)}
16: else

17: C:=CU {C}

18: TR, :=TR, —c¢

19: TRZ = TRZ —C

20: end if

21: end while

22: return C

Algorithm [ shows the pseudo code of FLPT. The input to the algorithm is a
pair of trajectories tr; and tr;. It first defines a matrix s of elements. Each ele-
ment s[k, k'] holds a sequence of joint moving points between two sub-trajectories
tr¥ = (p},...,p¥) and tr;-“' = <pj1-, . ,p§/>. It then defines the neighbor set g’
as the set of elements that are vertically and horizontally adjacent to s[k, k'].
In each iteration of nested loops (lines 8-19), if pf is a linked moving point of
p;?', i.e. pk e ¢(p;?l), the element s[k, k'] is substituted by its diagonal neighbor
appended by the joint moving point pfjfk/ computed as the average of pf € trf
and p;?' € trf/ (lines 10-12). Otherwise, the element s[k, k'] is substituted by the
neighbor with maximum number of joint moving points (lines 13-17). At the
end of the algorithm, the whole sequence of joint moving points between two
trajectories tr; and tr;, s[|trs], [tr;|], is assigned to ¢r, (line 20).

Ezample 1 (Joint moving points). Consider the following two trajectories:

tr;=((2,120,70), (4,125,79), (6,131, 82), (8, 133,90), (10, 135,95), (12, 137, 98))
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Algorithm 3. ATR
Input:

C: cluster set

dq: spatial threshold

Output:
TR™: trajectory data
1: TR :=0

2: for each cluster c € C do

3 c:=c—{¥(o)}

4:  while ¢ # 0 do

5: tr. 1= arg ming,, cc ntd(try, ¥(c))
6: c:=c—{tr.}

7 dc) := flpt(trz,d9(c))

8

end while

9: for each trajectory tr; € c do

10: tri =)

11: for each moving point p¥ € tr; do

12: if there exists a moving point pfl € 9J(c) such that p?l € ¢(p¥) then
13: tri := append(tr;, (pf'))

14: else

15: tr} := append(tr},((p¥, 64))

16: end if

17: end for

18: Update time coordinate of distorted moving points in tr;
19: TR* :=TR"U{tr;}

20:  end for

21: end for

22: return TR*

tr; = ((3,126,74), (5,138,80), (7, 140, 88), (9, 130, 79))

Given the temporal and spatial thresholds (d¢,04) = (1,8), the matrix s for tr;
and tr; is computed as shown in Fig.[3l As can be seen, p? € tr; is a linked moving
point of pj € tr;. Therefore, the element s[2, 1] is set to append(s|1, 0], (pff)) On
the contrary, p} € tr; is not a linked moving point of p? € tr;. Thus, the element
s[4, 2] is substituted by the element s[3,2] that is the neighbor with maximum
number of joint moving points. At the end, the element s[6, 4] holds the whole

- . . . 2,1 32 43
sequence of joint moving points between tr; and tr;, i.e., (pij D) Dij )

4 Experiments

In this section, we present the experimental results evaluating the performance
of our approach. The experiments were run on a PC with a 2.00 GHz Core 2
Duo Intel processor and 2 GB RAM. We implemented our approach in C# with
Microsoft Visual Studio 2010.
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Algorithm 4. FLPT

Input:
tri,tr;: trajectory
Output:
try: trajectory

1: s[0,0] := ()

2: for k:=1 to |tr;| do

3. sk, 0]:= ()

4: end for

5. for k' :=1 to |tr;| do

6:  s[0,K]:=()

7: end for

8: for k:=1 to |tr;| do

9: for k' :=1 to |tr;| do

10: if p¥ € ¢(p"") then

11: " = (0 +p))/2

12: slk, k'] := append(s[k — 1,k — 1], (pfjk ))

13: else ,

14: g = {s[k — 1,K'), [k, K — 1]}

15: ghk = arg m/axxegk‘k, ||

16: slk, k'] := gkk,

17: end if

18:  end for

19: end for

20: try := s[|trs], |tr;]]

21: return tr,

pj pj p; P}
00 0 0 O

pt | O | @ | Y (o w5h
p? | O | @Y [oih ®5h )
pi | O [®EY [wEeih [wh el ()
pt | O (@Y [eieiy (i eiely e eit )
p | O |@ihY @i |wheihelt) |l e el
pe | O |®HY  [witety  [enteitey  |E e el

Fig. 3. The matrix s computed using FLPT for two trajectories tr; and tr;
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4.1 Dataset

We used 1777 synthetic trajectories generated with Brinkhoff’s network-based
generator [17] representing moving objects’ movements over the road-network of
the German city of Oldenburg. The total number of moving points was 100000
generated during 145 timestamps and the maximum trajectory length was 145.
The difference between two consecutive timestamps was 10 minutes.

4.2 Experimental Results

In this section, we evaluate the performance of our approach in terms of total
space distortion, re-identification probability, and average run time.

Space Distortion. The main objective of our approach is to keep anonymized
trajectory data as close to the original one as possible. We use total space distor-
tion to capture the distortion of all anonymized trajectories from original ones.

Definition 8 (Total space distortion). The space distortion of an anonymized
trajectory tr} with respect to its original trajectory tr; is defined as

0.]tr;] [tr¥| =0,
d(trs ity = 4 PO, 0(0r)) + o(pi,pi"), (10)
v d(tr:, 0(try)) + £2, otherwise ,

d(O(try), tri) + 2}

where o(py,pr*) = A(pl,pl*) if pt* € ¢(p}) and o(pl,pl*) = 2 otherwise. A
1s the Buclidean distance and (2 is a constant that penalizes distorted moving
points. {2 is set to a value greater than dq which is the mazimum Fuclidean
distance between two linked moving points. Let TR be the original trajectory
data. The total space distortion of TR from its anonymized trajectory data T R*
1s defined as

Diotat(TR,TR*) = Y d(tr;,tr]) | (11)

tr;€TR

where tr; € T R* is the anonymized version of tr; € TR.

Figure [ shows the total space distortion, Diotai(T R, TR*), after anonymizing
the Oldenburg dataset for different privacy levels, [ =1,...,5andl=1,...,7.
As expected, trajectories with higher privacy levels have higher amounts of space
distortion. This is because, the more the privacy level, the larger the cluster size
will be. Thus, we need a large amount of distortion to anonymize trajectories
within each cluster.
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Fig. 4. Total space distortion in millions for § = 0.4 and different privacy levels, (a)
l=1,....5,and (b) I =1,...,7

Re-identification Probability. We use re-identification probability to mea-
sure the probability of privacy breach of anonymized trajectory data. It repre-
sents the maximum probability of re-identification of a trajectory by an
adversary in anonymized trajectory data having some background knowledge.

Definition 9 (Re-identification probability). Let tr; € T R* be the anonym-
ized version of a trajectory tr; € TR. The re-identification probability of tr; given
some adversary’s background knowledge & C tr; about p(tr;) is calculated as

PM(tr; | &) = max P.(tr; | &) (12)
&L

V(TR (&)]) & Etry

) (13)
0 otherwise ,

Pu(tri | &) = {

where TR* (&) is a subset of trajectories in T R* for which & is a sub-trajectory.

The re-identification probability depends on the length of the adversary’s back-
ground knowledge, i.e., the number of moving points it contains. Since some
moving points of original trajectories might be distorted due to the cluster
anonymization phase, we need to consider &; and all its possible sub-trajectories
& C & in calculating PM (tr; | &;).

Figure [ shows the re-identification probability, PM(tr; | &;), for different
lengths of the adversary’s background knowledge, |¢;| = 1,...,10, and different
privacy levels, I =1,...,5and [ = 1,...,7. The experiments were run 100 times
for each parameter setting and the average results are reported. As can be seen,
the re-identification probability grows slightly with increasing the length of the
adversary’s background knowledge.
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Fig. 5. Re-identification probability for different lengths of the adversary’s background
knowledge, |&;| = 1,...,10, and different privacy levels, (a) I = 1,...,5 and (b) | =

1.7

Figure [6] shows the average re-identification probability of different lengths of
the adversary’s background knowledge for different privacy levels, [ = 1,...,5
and [ =1,...,7. As expected, trajectories with higher privacy levels have lower
amounts of re-identification probability, which results in lower probability of
privacy breach.

It is important to note that in the above experiments the value of § was set

to 0.4.
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Run Time. Time performance of every anonymization algorithm is at a pre-
mium due to inherent complexity of trajectory data. Figure [ shows the average
run time of our approach on the Oldenburg dataset for different values of 6 and
lmaz- As it is clear from the figure, the average run time drops substantially by
increasing the value of . However, after § = 0.6 the average run time keeps
on decreasing more steadily. It should be mentioned that as the value of § in-
creases, the time of clustering phase and consequently the average run time of
our approach decreases.
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Fig. 7. Average run time in seconds for different values of § and lpmax

5 Conclusion

Many existing approaches for trajectory anonymization consider the same lev-
els of privacy for different moving objects. In this paper, we proposed a greedy
clustering-based approach for anonymizing trajectory data in which the pri-
vacy requirements of moving objects are not considered to be the same. We
discussed different phases of our approach including trajectory clustering and
cluster anonymization. We described two different strategies for clustering of
trajectories based on their privacy levels. We further presented a novel matching
point algorithm for cluster anonymization that takes the sequentiality of moving
points into account while finding linked moving points between two trajectories.
We used a dataset of synthetic moving object trajectories and evaluated the
performance of our approach in terms of total space distortion, re-identification
probability, and average run time.
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Abstract. Estimating the number of hosts that have been assigned to
an Internet address is a challenging problem due to confounding factors
such as the dynamic allocation of addresses and the prohibition of ac-
cess to privacy sensitive data that can reveal user identities and remove
anonymity. We propose a probabilistic method that strikes a desired
balance between protection of anonymity and accuracy of estimation.
By utilising the phenomenon of preferential attachment, we show that
the number of hosts corresponding to an address is accurately predicted
by the number of times that an address appears in a series of alternat-
ing ON and OFF intervals. We validate our method using a four month
trace of dynamic address allocations at a campus wireless network. In so
doing, we demonstrate the practical significance and utility of such an
anonymity preserving method for estimating the number of hosts corre-
sponding to a dynamic address.

1 Introduction

IP addresses are a limited resource for hosts connected to the Internet. This stems
from the successful deployment of the IPv4 protocol [I0] over the course of three
decades, which also had the unforeseen consequence of exhausting a limited pool
of globally unique addresses [18]. A large number of control plane protocols have
also been deployed over the years to support the rapid growth of IPv4 infrastruc-
ture throughout the world. These include dynamic address assignments [6}[22],
translation of addresses at network gateways [24], domain name look-ups for de-
coupling addresses from servers [17], application layer proxies, and firewalls for se-
curity and privacy protection. As a result, IP addresses are seldom tightly bound
to individual hosts for long periods in the order of weeks or months, since they are
necessarily recycled and/or shared by multiple hosts. This aliasing phenomenon
raises a fundamental challenge from the perspective of network monitoring: how
can we reliably infer the number of hosts corresponding to an address? The diffi-
culty of this challenge is further highlighted by the legally binding requirement of
protecting the anonymity of all users associated with any given host such that ob-
servations of an address must never be unambiguously linked with human activity
that could reveal identities and remove privacy (refer to the “Information Privacy
Principles” legislated in the authors’ jurisdiction [25]).

L. Xu, E. Bertino, and Y. Mu (Eds.): NSS 2012, LNCS 7645, pp. 166-[[79] 2012.
(© Springer-Verlag Berlin Heidelberg 2012
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Underlying this challenge is the subsequent question of why is the number of
hosts corresponding to an address an important quantity? Internet hosts gen-
erate and absorb all traffic that one can measure at the network layer. This
means that any uncertainty underlying the population of hosts due to dynamic
addressing has a pervasive impact on all analysis and inference tasks involved in
network measurement and traffic engineering. Moreover, in the context of net-
work security and monitoring, one needs reliable ways of identifying, tracking
and eliminating those Internet hosts that engage in deliberate malicious activity
and cyber-crime over the course of many weeks and months, e.g., spamming mail
servers, Distributed Denial of Service (DDoS) botnets, port-scanning worms, and
so on. In these cases, accurately estimating the number of hosts corresponding
to an address is of real practical significance since the threat scales with the
population of malicious hosts and not the number of unique addresses [2I]. But
the requirement of anonymity protection still remains, which severely restricts
access to any data that might improve the accuracy of estimation (e.g., Ethernet
MAC addresses that are tightly bound to their corresponding hosts). Therefore,
any method of estimating the number of hosts corresponding to an address must
find a trade-off that preserves user anonymity as well as providing accurate and
reliable estimates of the host population.

In this paper, we propose a solution to this problem and demonstrate its valid-
ity using real-world data. Our main contributions are as follows. First, we develop
a stochastic model of host to address binding that is dependent on one hidden
variable and one observed variable. This model is discriminative (as opposed to
generative) in the sense that it only allows the calculation of conditional proba-
bilities for the number of hosts corresponding to an address given: a) the number
of times the address appeared, and b) its latent probability of binding to a new
host in each appearance. Second, we derive and test careful approximations of
this model using a large data set of dynamic host to address bindings from a
campus wireless network that comes with anonymised ground truth regarding
the exact number of hosts corresponding to an observed address. However, this
ground truth is purely for validation and our model is only dependent on the two
stated parameters related to the observed addresses (as opposed to parameters
related to the hidden hosts, which potentially violate user anonymity). Thus,
we have developed a probabilistic framework that can readily cope with the un-
derlying uncertainty that arises from anonymity protection, while still providing
an accurate and reliable estimate for the population of hosts corresponding to a
dynamic address.

The rest of this paper is structured as follows. We begin by detailing some
of the motivating use cases and operational context that make this a practically
important problem in Sect. 2l Then Sect. [3] derives our proposed model and
presents various implications. We develop approximations of this model in order
to efficiently estimate the corresponding number of hosts for large numbers of
addresses in Sect. [l These methods are subsequently tested and demonstrated
in Sect. [ using a four month trace of sanitised DHCP logs collected from a
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Fig. 1. An example scenario of intrusion alerts that need to be unambiguously mapped
to malicious hosts for reliable blacklisting and/or other persistent countermeasures

campus wireless network. Finally, we discuss the relevant literature in Sect.
before concluding the paper in Sect. [1l

2 Operational Context

Consider the network security scenario of Fig. [Il A private network operator
who happens to be among the targets of malware propagating on the Internet
can install an Intrusion Detection System (IDS) to automatically monitor the
transport layer packet-flows entering and leaving their network. Any packet-flow
found to be malicious according to prespecified criteria can be flagged and its
corresponding source address blacklisted as a typical countermeasure. However,
due to the temporal volatility of the binding between a malicious host and its
corresponding address, such intrusion alerts are necessarily unreliable. Refer to
[9] for an example of Fast-Flux Service Networks that deliberately exploit such
volatility to remain undetected for considerable periods. In addition, a common
form of attack scenario involves spoofing addresses due to the unaccountability of
the TPv4 protocol suite [I], which only accentuates the aliasing and uncertainty
of host to address binding. Hence, the process of blacklisting will eventually
lead to adverse consequences whereby legitimate users are denied access (who
could potentially be paying customers of a cloud service for instance) [27]. A
method of unambiguously inferring the binding between an alerted address and
its corresponding malicious host(s) is required to reliably determine an expiration
date for the blacklist.

Another motivating use case is of resource provisioning in mobile and wireless
networks that are required to recycle a limited pool of addresses in order to
accommodate an oversubscribed set of hosts for access to essential services like
web proxies and Network Attached Storage (NAS). Typically, a DHCP server is
the first point of contact for mobile hosts that are attempting to access those
services. Even though the DHCP protocol relies on the static binding between a
host Operating System (OS) and its corresponding Ethernet MAC address [6],
that information is generally prohibited from being used for any other subsequent
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Fig. 2. Traditional model of a traffic source (i.e., an address) as an alternating series
of independent ON and OFF periods. The time-series representation (top) can sub-
sequently be translated into a state machine representation (bottom) that counts the
number of discrete “appearances” by an address.

purpose, e.g., retrospective inference of host to address bindings such that the
lease time of individual addresses can be fine-tuned in order to maximise the
utilisation of the small pool of private addresses [I1]. Such network operational
and management proposals raise legal barriers due to the privacy protection
requirements in various jurisdictions [25]. The challenge in these use cases is
to reliably infer the population of hosts corresponding to a dynamic address
without knowing the exact temporal binding between hosts and addresses. In
the next two sections of this paper, we tackle precisely this problem.

3 Our Model of Host to Address Binding

A network traffic source is traditionally modelled as a series of alternating “ON”
and “OFF” periods, which are independent and identically distributed (i.i.d.) [14}
19]. This is illustrated in Fig. Pl Statistical self-similarity and long-range depen-
dence can emerge if the ON or the OFF periods exhibit a heavy-tailed distribu-
tion with infinite variance [2328]. From the perspective of network measurement,
this manifests as bursty traffic from any given address at any given time-scale that
can be clustered into discrete sequences of contiguous ON and OFF periods. These
ON and OFF periods are distributed according to a power-law probability density
that is parameterised by a scaling exponent and a tail threshold [5]. The question
that we are interested in is how can this well-established fractal phenomenon be
exploited to derive an anonymity preserving model of host to address binding?
The insight that we draw upon is the concept of preferential attachment [2],
whereby an address is solely attached to one host during any given ON period,
and subsequently, the state transition (as per Fig. B from one ON period to
the next provides an opportunity for it to attach to either a brand new host or
another host that it attached to in the past. As a result, the discrete appear-
ances of an address become a measurable quantity that allows us to hypothesise
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Fig. 3. Illustration of how addresses can attach or bind to hosts, and vice versa

about the number of hosts corresponding to that address over the course of an
observation window. Formally, we define a host-to-address binding as a bipartite
graph B = (V},, V,, E;), where V}, is the set of vertices corresponding to hosts,
V. is the set of vertices corresponding to addresses, and E; is the set of edges
that connects hosts to addresses in an aggregate manner over time. We generally
denote the number of hosts by h and an individual address by a with numerical
subscripts to differentiate further. On the top right-hand corner of Fig. B we
depict the host-to-address binding corresponding to the example time-series on
the top left-hand side. In the absence of any data that would easily give away the
exact binding B, we can only attempt an estimation on probabilistic grounds by
using the measurable number of appearances, denoted n, for any given address
a. This uncertainty is illustrated in the bottom half of Fig. [3] where the labelled
host attachments have been removed such that one cannot distinguish exactly
which host bound to which address for how long and exactly when.

The notion of preferential attachment can now be formally expressed by the
probability P(h, < k|n,p,), where h, is the number of hosts corresponding to
an address a € V,, k € {1,2,3,..n} and p, is a hidden parameter that is to
be estimated from observations. It specifies the finite independent probability
with which an address a € V, may bind to a new host at its n*" appearance
(conversely, p,, = 1 — p,, specifies the probability that the address may bind
to a previously attached host at the n*" appearance). So what this cumulative
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distribution function (CDF') encompasses is the deviation of the binding B from
the non-aliasing expectation of static address binding, whereby h, = 1 Va € V,
and |V,| = |V3|. Moreover, the monotonically increasing nature of an address’s
appearance count n implies that those addresses that have already attached to
multiple hosts in the past are preferred by new hosts that may appear in the
future. We formally define the estimation problem addressed in this paper as
follows.

Definition 1. Given a series of alternating ON and OFF intervals correspond-
ing to each address a € Vg, then the conditionally expected number of hosts per
address, Elh|n,py], for the underlying binding B is:

Elbln,po] = £ 37 k- Plha = kin.pa) W

Val a€V, ken

The main assumption of our model so far is that of independence: both be-
tween addresses and between appearances. This means that any given address
traces out a random path from a full binary tree that is n levels deep. Fig.
M demonstrates one such address with n = 4 appearances, which has a corre-
sponding parameter vector p, = {p1,p2,p3,pa} specifying its binding probabil-
ities for new hosts at the n** appearance, and conversely, the parameter vector
Pn = {P1, D2, D3, P4} specifying the binding probabilities for old hosts at the n'"
appearance. As is evident, the first appearance can only mean one host and so
we can expect p; to be 1 with its complement being 0. However, the subsequent
appearances must diverge in a binary manner depending on whether a new host
or an old host is attached to the address. Thus, after the fourth appearance we
have eight separate possibilities that arise due to the assumption of indepen-
dence between appearances (note that in some cases the same number of hosts
is inferred via mutually independent paths). Therefore, the space of possibilities
for the number of hosts corresponding to an address grows exponentially with
the number of times that the address appears during the observation window.
In fact, over the course of many weeks and months it would be perfectly normal
for an address to appear hundreds of times, which means that the running time
complexity of computing equation () is in O(|V,|-2"). This necessitates finding
an approximation in order to make the computation tractable for large data sets
with thousands of independent addresses and their corresponding appearance
counts spanning more than two orders of magnitude.

4 Approximating the Binding Probabilities

Our approach to approximating the exponentially growing space of possibilities
for one address is to assume that the binding probabilities are constants for
any given number of appearances. That is to say that we reduce the full binary
tree comprising a vector of n independent binding probabilities to the Binomial
distribution with one binding probability that covers all the paths of the tree
for a corresponding n. In other words, we have a forest of n fixed depth binary
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Fig. 4. The complete space of stochastic paths for n = 4 appearances by an address
and the resulting conditional probabilities for the number of hosts in each case

trees that are individually indexed to Binomial distributions for computing the
conditional probability of the number of hosts corresponding to any given ad-
dress. As a result, the illustrated scenario of Fig. Ml and all other cases can be
approximated by

P = ko) = () 01 =) ©)

for any fixed p, € (0,1] and k € {1,2,3,...,n}. However, the main issue that
remains unsolved is how to estimate this fixed p,, for any given n with minimal
loss of information. That is to say that we require a mapping function f : N —
(0, 1] that exploits any inherent relationship (e.g., correlation) between n and p,
that may exist.

We propose two variants of this mapping function for empirically testing
whether there is indeed a relationship between n and p,,. The first is a power-law
function of the form

pn=c1-n" < (3)
where « is a free parameter in (0,1] and ¢; is a scaling constant in (0, 1]. This
means that we can conjecture a correlation between p, and n of the following
form

In(p,) = In(c1) — aln(n) (4)

that can be tested via linear regression in the log-log domain assuming log-
normally distributed error (which is not at all unreasonable in this case [16]).
The second variant is an exponential function of the form

Pn=cz-e ()

where A is a strictly positive free parameter and ¢, is a strictly positive scaling
constant. This allows us to conjecture a correlation between p, and n of the
following form,

In(p,) = In(ez) — An (6)
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which can also be tested via linear regression in the log-linear domain assuming
log-normally distributed error.

These two variants have different implications although both contain one free
parameter, which is essential since any more would be a classic case of over-
fitting an already explicit approximation. The power-law variant allows a slower
decay than the exponential form. This means that as an address appears more
often, we inherently expect it to have an increasing number of hosts due to
preferential attachment, but the rate of this increase is what differs between the
two variants. This is apparent when we substitute the two ways of mapping p,,
while calculating the mean of the Binomial distribution as follows.

o =N pp=n-c -n (7)

U =T Dn=n-Cy-€ " (8)

Equations () and (®) also provide a consistency check by ensuring that the
mapping functions can be readily substituted into the Binomial distribution in
place of p, without leading to any singularities. The equation for the variance
of the Binomial distribution also satisfies substitution of these functions.

5 Evaluation Using DHCP Logs

In order to test our proposed approximations and the validity of the underly-
ing model, we used a set of sanitised DHCP logs [26] collected at a campus
wireless network over the course of nearly four months from midnight 19th of
April 2005 to midnight 8th of August 2005. Each row in this data set contains
three fields: 1) UTC time-stamp, 2) 32-bit private IP address, and 3) 48-bit
anonymised MAC address. These fields collectively specify the instant when an
independent TP address was “leased” by an anonymous host (as identified by
its MAC address). Each unique time-stamp corresponding to a recurring IP ad-
dress directly specifies a new appearance. Moreover, each new appearance can
attach either to a new host or an old host as determined via the corresponding
set of MAC addresses. So the total number of appearances by an IP address is
simply the cardinality of its corresponding set of time-stamps. We found a total
of 6,554 independent IP addresses in these logs that were leased multiple times
by over 7,000 independent hosts. This resulted in an over-subscription rate of
around 10% during the course of the measurement interval, which is consistent
with other studies of DHCP logs [I1]. We filtered the raw data down to 6,033
addresses by ensuring that for any given number of appearances there were at
least three corresponding independent addresses in order to form a sufficiently
large sample (Fig.[0) and increase the statistical power of our hypothesis testing.

The results of linear regressions involving the power-law and the exponential
mapping functions between empirical p,, and the observed n are plotted in Fig-
ures [6 [ § and @ Note that the empirical p,, values were estimated from the
data by taking the ratio of the true number of hosts corresponding to an IP
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Fig. 5. Distribution of sample sizes, as measured by the number of independent ad-
dresses for each value of n. Note that in our regression analysis we excluded all the
samples where there were less than three corresponding independent addresses.

address and its appearance count n, which is generally an unbiased estimator of
the Binomial distribution’s mean. For each sample comprising a set of indepen-
dent addresses, all having the same appearance count n, we used both the mean
and the median p,, to be robust and objective in our hypothesis testing.

In all four figures, the best-fit linear regressions were statistically significant
at the 0.01 level assuming normally distributed errors in the logarithm domain.
This means that we cannot reject either of the two mapping variants even though,
upon closer scrutiny, the power-law function is a better fit than the exponential
function according to the coefficient of determination r2. In the best case, our
approximation can explain more than 70% of the variance between the data
and the proposed model (Fig. [@) while in the worst case this drops to around
50%. The power-law mapping appears to fit very accurately in the region 1 <
n < 10 where we have consistently large samples in the vicinity of one hundred
addresses. They both appear to fit the tail of the data equally well for n > 100,
which is where the error is most apparent due to small samples of less than ten
independent addresses (as evident from Fig. [).

The existence of two clear, overt correlations between p,, and n is the major
finding of our evaluation, which validates the approach we took in approximating
our proposed model. As a result, we can use either of these correlations to com-
pute a conditional probability distribution for the number of hosts P(h = k|n, p,)
by substituting back into equation (2]). The validity of the relationship between n
and p, means that the expected value of this distribution can be a reliable esti-
mate for the typical number of hosts per address in real-world data sets that either
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Fig. 6. Power-law mapping between n and the mean p,, of the corresponding sample
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Fig. 7. Power-law mapping between n and the median p,, of the corresponding sample

contain the number of appearances directly (e.g., anonymised packet traces) or al-
low it to be estimated in an unbiased manner (e.g., the intrusion alerts discussed

in Sect. ).
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6 Related Work

Our proposed discriminative model is a variant of the two-state Markov Modu-
lated Poisson Process (MMPP) that is well documented in the literature (refer
to [7] for an extensive survey). Our focus on the fractal phenomenon is closer
to a special case of the MMPP known as a Pareto Modulated Poisson Process
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(PMPP) [13]. These processes are primarily concerned with the clustering of
bursty traffic into alternating series of ON and OFF periods. In the case of
MMPP, these periods are exponentially distributed with a finite variance whereas
PMPP allows for power-law distributions with infinite variance in order to cap-
ture the emergent statistical self-similarity. We, on the other hand, are concerned
with counting the preferential attachment of a latent variable that can take place
during state transitions in both of these processes regardless of how the sojourn
times in each state are actually distributed. In that respect, our model can be
thought of as a special case of the classic Hidden Markov Model (HMM) [20].
However, as we have pointed out at the onset, ours is in the discriminative
category while HMMs belong in the generative category. The former is narrow
and restrictive due to the computation of a conditional posterior distribution
as opposed to a full joint distribution. We must necessarily use a discriminative
model since a generative model by definition does not permit anonymity pro-
tection given its complete coverage over all the variables and parameters (both
hidden and visible).

Various applications of preferential attachment (as defined by Barabasi et
al. [2]) in the context of computer networks have been well documented in the
literature over the years. Refer to [16] for an extensive survey. In the context
of dynamic address allocation and volatility, there is a growing body of topi-
cal measurements that highlight the manifest effects of preferential attachment
between hosts and addresses. Chief among them is the presence of Network
Address Translators (NATSs) that hide private networks (often large enterprise
and campus networks although nowadays more commonly residential broadband
routers) [3]. Refer to [A812|I5,30] for various detailed measurements of address
volatility and the resulting uncertainty. Furthermore, Bellovin [3] proposes a
method of counting hosts hidden behind NATSs by using the “Identification”
field of IPv4 packet headers, which is sometimes implemented as an increment-
ing counter. However, this method is sensitive to OS variations and is likely to
only work with a specific NAT as opposed to all NATs in general.

One recent use of preferential attachment for estimating the host population
corresponding to a dynamic address is HostTracker [29], which makes use of
application-level user events, e.g., webmail logins, in order to infer a tight binding
between hosts and addresses for sufficiently long enough that the bipartite graph
mapping hosts to addresses can be derived accurately. However, this was not the
trade-off that we were after since the use of privacy sensitive information like
email addresses makes it difficult to openly test and validate. Our reliance only
on publicly obtainable data provides more transparency and utility with respect
to a broad range of network measurement scenarios.

7 Conclusions

In this paper, we have proposed a discriminative model of host to address binding
based on preferential attachment at the level of individual addresses. We have
also developed efficient and accurate approximations of this model that permit
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reliable inferences to be made using real-world data. Our validation focused on
the use of anonymised DHCP logs collected at a campus wireless network over
the course of four months. We have demonstrated that the number of hosts
corresponding to an address is well modelled by the number of times that the
address appears. Moreover, this relationship can be expressed as simple mappings
between the probability of binding to a new host and the n'" appearance by
an address. Our work demonstrates that challenging practical scenarios in the
context of network management, security and measurement can be handled while
still satisfying the legal requirement of anonymity protection.
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Abstract. In this paper, we propose a new identity-based construc-
tion for secure and efficient handoff authentication schemes, in which a
special double-trapdoor chameleon hash function serves as the primary
ingredient. Compared with all the existing identity-based handoff-related
schemes, the main advantage of the proposed scheme eliminates the as-
sumption that PKG is fully trusted. Besides, we show that the proposed
scheme not only provides robust security properties, but also enjoys de-
sirable efficiency for the real-world applications.

Keywords: Handoff authentication, Identity-based cryptography, Wire-
less network.

1 Introduction

With the rapid development of wireless technologies, various wireless networks
have found the widespread acceptance and implementation. Due to the con-
venience and mobility of mobile devices, the handoff request becomes more
frequent, which initiates the demand for a secure and efficient handoff authen-
tication scheme. In the past decade, plenty of handoff authentication schemes
have been proposed in the literatures [1H8, [10-12].

In IEEE 802.11i, the handoff authentication takes more than 200 ms [1], which
is unacceptable for real-time traffic. For fast handoff authentication, Mishra et
al. [2] proposed a proactive key distribution approach, in which neighbor graph
knowledge is utilized to distribute a new pairwise master key (PMK) to neigh-
boring access points (APs). It can reduce the handoff authentication time to 21
ms on average, but at the expense of increasing the burden on the authenti-
cation, authorization, and accounting (AAA) server and losing the scalability.
The above scheme is called the AAA-based scheme and has also been studied in
[3, 4]. An alternative approach without communicating with the AAA server is
the Security Context Transfer (SCT) scheme. Wang and Prasad |5] proposed a
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fast SCT scheme by exchanging a random nonce. Specifically, this approach has
also been studied in |6, [7]. Although having the advantage of needing no com-
munication between an AAA server and an AP, these SCT schemes still subject
to the establishment of a trust relationship among APs, which makes them lose
the practicability allowing for the overall system complexity.

Different from the AAA-based schemes and the SCT schemes, Choi and Jung
[8] have proposed a handoff authentication scheme using a credential based on
chameleon hashing [9]. The scheme generates an authenticated Pairwise Tran-
sient Key (PTK) between a MN and a new AP without any prearrangements.
Unfortunately, the scheme [§] has the disadvantages of heavy communication and
large storage. Morever, Yoon et al. |[10] showed that the scheme [8] still fails to
achieve PFS/PBS, i.e., the session key PMK will be achieved by any adversaries
who have compromised the long-term secret key of the MN or AP. In addition,
Kim et al. |11] proposed an identity-based handoff authentication scheme. Very
recently, Zhang et al. [12] also proposed a new identity-based handoff authenti-
cation scheme.

All of the existing identity-based handoff authentication schemes are only se-
cure under the assumption that PKG is fully trustworthy. To the best of our
knowledge, it seems that no identity-based handoff-related schemes using un-
trusted PKG can simultaneously satisfy robust security properties and enjoy
desirable efficiency.

Our Contribution. In this paper, we develop a new identity-based construc-
tion for secure and efficient handoff authentication schemes, in which the double-
trapdoor chameleon hash function [13] serves as a primary building block.
Compared with the existing identity-based handoff authentication schemes [11,
12], our construction can resist various malicious attacks even though PKG is not
trustworthy, which has never been achieved in any existing identity-based handoff-
related schemes. Therefore, our construction is more suitable for handoff authen-
tication in the wireless applications environment.

1.1 Related Work

The notion of identity-based cryptography was introduced by Shamir [14]. Un-
like conventional public key cryptography where the recipient’s public key must
be provided to the sender before starting communication, known identity infor-
mation is used directly to derive a public key in the identity-based setting. The
private keys corresponding to the public keys are generated from a master secret
by a trusted authority called Private Key Generator (PKG).

Chameleon hash functions, firstly introduced by Krawczyk and Rabin [9], are
a kind of trapdoor one-way hash functions. Chameleon hash functions were orig-
inally used to design chameleon signatures [9], which provide non-repudiation
and non-transferability for the signed message simultaneously as undeniable sig-
natures |15] do, but the former allows for more efficient realization than the
latter. In chameleon signature schemes, the recipient is the holder of trapdoor
information. As one limitation of the original chameleon signature schemes, the
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key exposure problem of chameleon hashing was firstly addressed by Ateniese
and de Medeiros [16]. Chen et al. [17] proposed the first full construction of a
key-exposure free chameleon hash function. Later, Ateniese and de Medeiros pre-
sented several constructions of key-exposure free chameleon hash functions based
on different cryptographic assumptions [18]. On the other hand, Shamir and Tau-
man |19] first used the chameleon hash functions to develop a new paradigm,
named “hash-sign-switch”, for designing much more efficient on-line/off-line sig-
natures, which were introduced by Even, Goldreich and Micali |20, [21]. In an
on-line/off-line signature scheme, the signer is the holder of the trapdoor infor-
mation |22]. However, it seems that all existing on-line/off-line signature schemes
based on Shamir-Tauman’s paradigm still suffer from the key exposure problem
of chameleon hashing. Chen et al. [13] first addressed this problem by introduc-
ing a double-trapdoor hash family based on the discrete logarithm assumption
and then applied the “hash-sign-switch” paradigm to propose a much more ef-
ficient generic on-line/off-line signature scheme without key exposure. Recently,
Harn et al. |23] proposed some constructions for the double-trapdoor hash fam-
ily (which they named multiple-collision trapdoor hash family) based on discrete
logarithm and factoring assumptions.

1.2 Organization

The rest of the paper is organized as follows: Some preliminaries are given in
Section 2. The identity-based construction for handoff authentication schemes
is presented in Section 3. The performance related issues and some security
considerations are discussed in Section 4. Finally, Section 5 concludes the paper.

2 Preliminaries

In this section, we first introduce a special double-trapdoor chameleon hash
function. Then, the basic requirements of a handoff authentication scheme are
listed.

2.1 Definition
Definition 1. (A Double-trapdoor Chameleon Hash Family)[13]

— System Parameters Generation: Let ¢ be a prime power, and E(F,)
an elliptic curve over finite field F;. Let #FE(F;) be the number of points
of E(F,), and P be a point of E(F;) with prime order ¢, where q|#E(F,).
Denote by G the subgroup generated by P. Define a cryptographic secure
hash function f: Z, x G — Z,. Choose two random elements k,z €r Zj,
and compute K = kP, Y = zP. The public hash key is HK = (K,Y), and
the private trapdoor key is TK = (k, z).

— The Hash Family: Given the hash key HK , the double-trapdoor chameleon
hash function Hyg : ZgxZy, — G is defined as Hyg (m,r) = f(m, K)-K+rY.
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The described double-trapdoor chameleon hash function satisfies the following
properties:

1.

Efficiency: Given the hash key HK and a pair (m,r)
€ Zg X Zq, Hux(m,r) = f(m,K) - K +rY is computable in polynomial
time.

. Collision Resistance: Without the trapdoor key TK, it is computationally

infeasible to find two pairs (m1,7r1), (ma,r2) € Zy X Z, that satisfy my # mo
and Hyg (mi,r1) = Hyg(ma,r2).

. Trapdoor Collisions: Assume that we are given the hash and trapdoor

key pair (HK,TK), a pair (m1,r1) € Zq X Z4, and an additional message
mo € Zg, we want to find 7o € Z, such that f(mq,kP) - kP +mY =
f(ma,kP) - kP + r2Y. The value of 73 can be computed in polynomial time
as follows: 7o = r1 + kx=1(f(m1,kP) — f(m2,kP)) mod gq.

2.2 Requirements of Handoff Authentication

A handoff authentication scheme in wireless networks should satisfy the following
requirements.

3

Mutual Authentication: During a process of handoff authentication, a
basic objective is realizing the mutual authentication between a MN and an
AP. On the one hand, the MN is required to be authenticated by the AP
as a legitimate mobile node. On the other hand, to prevent attackers from
compromising an AP, it is necessary for the MN to authenticate the AP.
Key Agreement: A practical handoff authentication scheme should allow a
MN and an AP to establish a PTK as a shared session key, which can ensure
the confidentiality of the subsequent communications between the MN and
the AP.

Robust Security Property: For one thing, a secure handoff authenti-
cation scheme should provide robust security against various kinds of at-
tacks including passive eavesdropping, impersonation attack, replay attack,
man-in-the-middle attack, etc. For another, the scheme should possess some
significant security benefits such as resistance against untrusted PKG, the
perfect forward/backward secrecy (PFS/PBS).

Desirable Efficiency: Considering the fact that mobile nodes in wireless
networks are resource-constrained and wireless channels are bandwidth con-
strained and error-prone, the design of a handoff authentication scheme for
the wireless environment should enjoy desirable efficiency.

The Proposed Handoff Authentication Scheme

In this section, we present an identity-based handoff authentication scheme. The
proposed scheme consists of two primary processes of the initial full authenti-
cation and the handoff authentication. In the following, we first set up system
parameters, and then the detailed processes of the developed handoff authenti-
cation scheme are described.
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3.1 System Parameters Generation

Let ¢t be a prime power, and E(F;) an elliptic curve over finite field F;. Let
#E(F;) be the number of points of E(F;), and P be a point of E(F;) with prime
order g, where q|#E(F;). Denote by G the additive cyclic group generated by
P and G the multiplicative cyclic group of order q. Let e: G x G — G be a
bilinear map. PKG randomly chooses s €r Z;. Define three cryptographic secure
hash functions H: {0,1}*xG — G, f1: Z; x G x{0,1}"* — Zf and fo: GxG —
{0,1}!2, where [; denotes the binary length of related time compoments such as
Tcurr and Txxp, and lo = 160 when f5 is designated as SHA-1. Given a hash key
HK = (K,Y), the double-trapdoor chameleon hash function Hyx : Z; xZ3y — G
is defined as follows: Hyx (m,r) = fi(m || K || Tcur) - K + 7Y. The system
parameters are SysParas = {E,t,q, P,e,G,Gr, H, f1, fa, Huk }, which are held
by all nodes.

3.2 Process of Initial Full Authentication

Two phases, network authentication phase and handoff initialization phase, are
involved in the process of initial full authentication, which proceeds as follows.

— Network Authentication Phase: The network authentication phase can
be performed by EAP-TLS, which is similar to the IEEE 802.1x authenti-
cation process. Once the authentication succeeds, the MN and APy share a
PMK, which can ensure the security of communications in the subsequent
handoff initialization phase.

— Handoff Initialization Phase: Based on a successful network authenti-
cation, the MN can receive a short-term certificate Certyn from the AAA
server after every handoff initialization phase, which is a preparation for the
process of handoff authentication. It is worth noting that the AAA server
will issue Certyn to APs after every expiration time of the certificate. The
detailed steps of the handoff initialization phase are described as follows:

1. Key Request Preparation: The MN chooses at random zmN €r Zj
and compute Yyn = xmnP. As a result, the key request message is
Messagexeyrq = IDun || Yun, where (zun, Yumn) is the long-term
trapdoor/hash key pair.

2. Key Request: MN — PKG: MessagexeyRq-

3. Private Key Generation: Upon receiving the key request message
Messagekeyrq from the MN, PKG computes private keys as follows:

SKyx = sH(IDun || Yun || Texp),
SKMN = SH(IDMN H TExp)-

Note that Tiyp, represents the expiration time of private keys. Then PKG
sets Messagekeyrs = SKiy || SKmN || Trxp- Similarly, the AAA server
can also obtain the corresponding private keys SK} s, and SKaaa.

4. Key Response: PKG — MN: MessagexeyRs-
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5. Secret Parameters Generation: Firstly, the MN chooses at random
kXin €r Z;; and lets secret parameters SecParasmn=(rmn, kypy). Sec-
ondly, the MN computes xl\_/ﬁ\l, and hmn = kynYmn. Finally, the MN
computes Vun = e(SKjn, IDaaa) and sets hyn as a value of the
double-trapdoor chameleon hash function Hpx. As a result, the cer-
tificate request message is

Messagecertrq = IDmN || Yun || v || Texp
= IDyn || 2mn P || (kyy - 2vn) P | Txp-

6. Certificate Request: MN — AAA server: Messagecertrq || VMN-
7. Certificate Generation: Upon receiving the certificate request mes-
sage MessagecertRq and Viyn from the MN, the AAA server checks if

Van = e(H(IDun || Yun || Texp), SKana)-

If it is, the MN computes Certun = Sign(SKaaa, Messagecertrg ||
Trxp), where Sign is any provably secure identity-based signature al-
gorithm, such as the Hess signature [24]. Then the certificate response
message is Messagecertrs = Certun || Texp-

8. Certificate Response: the AAA server —> MN: MessagecertRrs-

9. Handoff Parameters Setup: After receiving the certificate response
message Messagecertrs= Certmn || Texp from the AAA server, the MN
sets SecParas = (zmn, kiy) as its secret handoff parameters and stores
Certyn, which are necessary in the process of handoff authentication.

Remark 1. By performing the handoff initialization phase, AP sets up its own
handoff parameters SecParasap,=(xap,,kxp,). Specially, the long-term trap-
door/hash key pair of APy is (vap,,Yap,), i-¢., (TaP,, Thp, P).

3.3 Process of Handoff Authentication

1. Trapdoor Collision: The MN chooses at random knn, mun €r Zj; and
finds a new trapdoor collision as follows:

N = kin — fiiman || B P || Tour) - Bun - Ty

Note that Ty represents a timestamp. In addition, the MN deduces veri-
fication information: VerifyInfoyy = mumn || kM P || runYun || Certun ||
IDun || Tcwr || Texp, where (kvnP, kvn xl\j[}\l) is the one-time hash/
trapdoor key pair.
. Send Verification Information: MN — AP,: VerifyInfoyy.
3. Upon receiving the verification information VerifyInfoyy, AP2 can check the
identity validity of the MN through the following identity authentication. If
valid, the subsequent steps are performed.

[\
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o Identity Authentication: After receiving VerifyInfoyy from the MN,
AP, computes Ay = f1(mun || kv P || Tows) - kmn P + runYun, and
then authenticates the MN according to the following Equation ().

Verify(C’ertMN, PKaan, IDyN || Yun || hi\/IN H TEXp) = “valid”, (1)

where Verify represents the verification of the Hess signature [24]. AP,

regards the MN as a legitimate node if and only if Equation () holds.
e Trapdoor Collision: If the MN is legitimate, APs chooses at random

kap,,map, €r Z; and finds a new trapdoor collision as follows:

rap, = kip, — f1(map, || kap, P || Tour) - kap, - Txp, -

In addition, APy deduces verification information: VerifyInforp, = map,
| kap, P || 7ap,Yap, || Certap, || IDap, || Touwr || Taxp-
e Key Agreement: APy computes PTK = kap, - (kynP) and deduces
confirm information ConfirmInfoyp, = f2(PTK | kunP).
Send Verify-Confirm Information: AP, — MN: VerifyInfo,p, ||
ConfirmInfo,p, .
Upon receiving the verify-confirm information  VerifyInfo,p, I
ConfirmInfop, from AP2, the MN checks the identity validity of APy via
the following identity authentication. If valid, the following steps, key agree-
ment and PTK confirmation, are performed.
e Identity Authentication: After receiving from APs the verify-confirm
information VerifyInfo,p, || ConfirmInfo,p,, the MN computes

Pap, = fi(map, || kap, P || Tcur) - kap, P + 7ap,Yap,,
and then authenticates APy according to Equation (2)).
Verify(C’ertApz, PKaaa,IDap, || Yap, || h/AP2 H TExp) = “valid”, (2)

where Verify represents the verification of the Hess signature [24]. The
MN regards AP as a legitimate AP if and only if Equation (2]) holds.

e Key Agreement: If AP is legitimate, the MN computes PTK = kyn -
(kap, P).

e PTK Confirmation: Using the ConfirmInfo,p, from APj, the MN
thinks that APg has successfully achieved PTK if and only if fo(PTK ||
kanP) = ConfirmInfoyp,. If successful, the MN  computes
ConfirmInfoyyy = f2(PTK || kap, P).

Confirm Response: After ensuring that AP, has successfully obtained
PTK, MN — AP,: ConfirmInfoyy-

PTK Confirmation: Upon receiving the confirm information
ConfirmInfoyy, AP2 thinks that the MN has successfully achieved PTK if
and only if fo(PTK || kap, P) = ConfirmInfoyy.
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After all the above procedures in the process of handoff authentication are per-
formed successfully, the MN and AP, can accomplish mutual authentication with
key agreement. The shared key PTK = (kmn - kap,)P can be used to protect
the subsequent communications data between the MN and AP, over the air in-
terface. Obviously, it concludes that h], = kY. Therefore, if both the MN and
AP, follow the procedures of our construction, it can be guaranteed that the
identity authentication is valid.

4 Analysis of the Proposed Scheme

4.1 Security Analysis
We prove that the proposed scheme provides robust security properties.

— Mutual Authentication: Our construction ensures only the legitimate
MN to access the wireless networks successfully. To be specific, the proposed
scheme deduces a value hy, = (kX - z,) P from secret keys SecParas, and uses
it as a value of the double-trapdoor chameleon hash function Hpyx. And
then certificate Cert, is generated by signing h, with the signature key of
the AAA server. The MN and APs can authenticate each other by checking
the validity of certificates Certap, and Certyn, respectively. According to
equation r, = k — fi(my || kuP || Tour) - ko - 2%, an adversary who does
not know the MN’s or AP’s secret keys SecParas,=(zy, k) cannot find valid
trapdoor collision, and thus cannot obtain valid authentication messages.
Accordingly, our construction can realize the mutual authentication between
the MN and AP».

— Key Agreement: By performing the procedures of our construction, a pair-
wise transient key PTK, as a future shared session key, can be agreed upon
between the MN and AP based on the elliptic curve Diffie Hellman (ECDH)
key exchange protocol. Specifically speaking, our scheme allows each node
to choose at random k, €r Z; as ECDH secret key without contacting the
AAA server or establishing trust relationship between APs. After successful
identity authentication, k, can be used to establish a shared session key. In
our construction, PTK can be shared by the MN and AP, which satisfies
equation PTK=(kmn - kap,)P.

— Passive Eavesdropping: During the process of the handoff authentication,
all the messages available for eavesdroppers derive from identity verification
information VerifyInfo, and PTK confirm information ConfirmInfo,. Under
the computational intractability assumption of the elliptic curve discrete
logarithm problem (ECDLP) [25], it is obvious that these information will
not leak both the secret information of the MN and AP5. Moreover, after the
handoff authentication, the communication data is encrypted using PTK.
Therefore, our construction can resist against passive eavesdropping.

— Impersonation Attack: A bogus MN may pick up a MAC address from
a legitimate MN. Subsequently, it impersonates the legitimate MN by modi-
fying its own MAC address and tries the process of handoff authentication.
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However, it cannot perform the critical key agreement of Step 5 in the pro-
cess of handoff authentication due to the lack of secret keys. For the same
reason, a bogus AP cannot perform the key agreement. So our construction
can resist against the impersonation attack.
Replay Attack: In the process of handoff authentication, an adversary may
record the message of Step 2 and replay it. Our construction of the handoff
authentication scheme can prevent from the replay of previous messages
using the timestamp. Since there is no sequence number, our scheme cannot
detect a replay of the message of Step 2 during the current process of handoff
authentication. Nevertheless, the adversary still cannot access an AP because
of lacking the valid secret keys and thus failing to pass Step 3. Accordingly,
it is worthless for an adversary to replay messages.
Man-in-the-Middle Attack: An active adversary in the middle of the
communications between the MN and APs can intercept and block the MN’s
verification information VerifyInfoy. For his own interests, the adversary
may send VerifyInfo,q to APy, which is obtained by embedding information
relevant with the adversary into VerifyInfoy;y. However, based on the secu-
rity of the signature algorithm adopted by the AAA server, he cannot pass
the identity authentication of Step 3 in the process of handoff authentication
for the lack of secret keys. Certainly, the adversary cannot masquerade as
the MN and agree another PTK with APs. Hence, our construction can resist
against the man-in-the-middle attack.
Untrusted PKG: In the existing identity-based schemes |11}, 12], the hand-
off authentication is based on the private key of MNs and APs, so PKG is
fully trusted owing to the problem of key escrow in the identity-based cryp-
tosystem, i.e., PKG knows the private keys of all users. In our construction,
due to the lack of secret handoff parameter xp\n, PKG cannot compute the
trapdoor collision ryn. Additionally, after the network authentication phase
is fulfilled by EAP-TLS, the communication security between the MN and
the AAA server is ensured in the subsequent handoff initialization phase.
Therefore, the certificate request message MessagecertRq 1S not known to
the PKG. As a result, the PKG still cannot forge certificates of any mobile
node although it has the AAA server’s secret key. Hence it is impossible for
PKG to pretend to be any mobile node. Similarly, PKG cannot pretend to
be APs. It is thus clear that the proposed scheme is secure even if PKG is
not fully trusted.
Perfect Forward/Backward Secrecy (PFS/PBS): In our scheme, sup-
posing that the secret keys SecParas,=(zn, k}) are known to an attacker
at some point in time, then all the information resources available for the
attacker consist of xy, kX, and VerifyInfo,, where VerifyInfo, = my || knP ||
Yn || Certy || IDy || Toun || Texp- Note that ID,, is the identity of a mobile
node n. In order to achieve the previous or the following session keys PTKs,
it is necessary for the attacker to compute k, from the following trapdoor
collision equation.

= ky — fi(mn || kaP || Touwr) - kn cxy (3)

n
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However, we can show that &, still cannot be obtained by the attacker. We

consider the following cases:

(1) The attacker tries to compute k, by directly solving Equation (). Con-
sidering that Equation () is a indefinite equation with r, and k, as
variables, the attacker cannot find &,. In addition, under the intractabil-
ity assumption of ECDLP, it is infeasible for the attacker to compute ry
using r, Yy, which can be extracted from Verifylnfo,,.

(2) The attacker multiplies P to the two sides of Equation @) and gets
Equation ().

raP = kP — fi(my || knP || Tour) - ku - 2 L P. (4)

Moreover, the attacker may pick up r, P from Verifylnfo,. Then he tries
to deduce k, from the tuple ((fi(my || kuP || Tcur) - 75 P), kiP —
roP), which is, however, infeasible under the intractability assumption
of ECDLP.

4.2 Performance Analysis

We evaluate the computation cost of the proposed scheme. We only consider
the time-consuming operations such as pairing, exponentiation and scalar mul-
tiplication etc., and omit other operations such as modular addition, modular
multiplication and hash in all three schemes. Let Pair be a bilinear pairing op-
eration, Exp an exponentiation in G and M a scalar multiplication in G. Table[I]
presents the comparison of computation cost between the existing schemes
[11,12] and ours.

Table 1. Comparison of the Computation Cost

| | Scheme [11] | Scheme [12] | Our scheme |

MN 2Pair+1M 1Pair+3M |2Pair +2M + 1FExp
APo 2Pair+1M 1Pair+3M |2Pair +2M + 1Exp

Though our scheme requires a (very) little more computation overload com-
pared with the schemes |11, [12], it eliminates the assumption that PKG is fully
trusted. Therefore, we argue that our scheme is more suitable for the real-world
applications.

5 Conclusion

Secure and efficient handoff authentication schemes have found important role
in roaming communications. In this paper, we present a new efficient identity-
based handoff authentication scheme. In the proposed scheme, a special double-
trapdoor chameleon hash function is the primary ingredient. Our scheme can
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simultaneously provide Perfect Forward/Backward Secrecy and complete the
seamless handoff of mobile nodes even if PKG is not fully trusted. Compared
with the existing identity-based handoff-related schemes, the proposed scheme is
more suitable for the seamless handoff of mobile nodes in real-world applications.
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Abstract. In this paper, a bit stream-based authentication scheme for
H.264/Scalable Video Coding (SVC) is proposed. The proposed scheme
seamlessly integrates cryptographic algorithms and erasure correction
codes (ECCs) to SVC video streams such that the authenticated streams
are format compliant with the SVC specifications and preserve the three
dimensional scalability (i. e., spatial, quality and temporal) of the original
streams. We implement our scheme on a smart phone and study its
performance over a realistic bursty packet-lossy wireless mobile network.
Our analysis and experimental results show that the scheme achieves very
high verification rates with lower communication overhead and much
smaller decoding delay compared with the existing solutions.

Keywords: Authentication, data integrity protection, H.264/SVC,
Gilbert channel model, multimedia security.

1 Introduction

Digital video is one of the fundamental building blocks in applications such as re-
mote education, telemedicine and IPTV, where video bit streams are commonly
delivered to users through wired and wireless networks and are consumed on
devices ranging from high-end terminals (e. g. home TVs) to low-power mobile
devices (e. g. smart phones). As a result, service providers face the challenge
of catering their videos for devices with different capabilities over packet lossy
networks with varying bandwidths. A straight-forward solution to the above chal-
lenge is to keep multiple versions of a video, each catered for a specific device
capability and network bandwidth, and forward the most appropriate version
to a user. This approach is inefficient since it requires transmitting and manag-
ing multiple versions of every video. The state-of-the-art H.264/SVC (Scalable
Video Coding) standard is designed to address the above problem. H.264/SVC
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provides spatial, quality and temporal scalability by encoding a video into a lay-
ered bit stream. As the bit stream is sent over a source-proxy-user network, one
or more proxies in the network perform video downscaling by removing one or
more higher layers. This implies that the video source only needs to maintain and
transmit a single highest-quality stream per video content that can be adapted
by network proxies for differing device capabilities and network bandwidths.
Video streams delivered over public source-proxy-user networks are vulnera-
ble to malicious tampering which may be motivated by commercial or political
purposes. In this paper, we are concerned with authentication and integrity
protection of H.264/SVC bit streams over such networks. Ideally, an authentica-
tion scheme for scalable video should possess the following desirable properties:
low processing delay at the source and end user devices to support real-time
applications, low computation cost to be usable by low-power devices, and high
authentication verification rates over packet-lossy networks (i. e., loss-resiliency)
with minimum communication overhead. Unlike traditional data authentication
techniques which treat any modification on data as tampering, an authentication
scheme for scalable video must preserve the scalability of the original video bit
stream such that the authenticated bit stream remains verifiable after legitimate
downscaling by network proxies. Finally, the scheme should be proxy-transparent
in the sense that a proxy can perform downscaling without needing to be aware
of the underlying security mechanism; this is important in scenarios where a
proxy handles multiple video streams from many sources to many end users.

1.1 Related Work

Most existing schemes are designed for non-scalable streams. In [4], a hash chain
is applied on packets of a stream and the last packet is signed, but the stream
is unverifiable if a packet is lost; [7,[14,[24,26,28] then replace the hash chain
with different hash graphs, but communication overhead is a trade-off with loss-
resiliency and is generally at a multiple of hashes. Erasure correction code (ECC)
is used in SAIDA [20] and cSAIDA [19] to lower communication overhead, where
a stream is processed in groups of n packets and ECC is applied on the authenti-
cation data; as long as k or more packets (k < n) are received, the authentication
data can be recovered. cSAIDA [19] has a much lower communication overhead
compared to SAIDA [20] by performing ECC twice. An excellent survey on au-
thentication schemes for non-scalable streams can be found in [8].

For scalable video streams, three related authentication schemes for MPEG-4
video are proposed in [27]; two of the schemes use a technique similar to hash
chaining while the third uses Merkle hash tree (MHT). An MPEG-4 stream is
processed in groups of n pictures and authentication data is protected using
the method in [I9]. Although these schemes have low communication overhead
and are loss-resilient, they are not proxy-transparent. Temporal scalability (in
which picture are selectively discarded by proxies) is not supported. Similar
limitations are observed in [I2] and [I]. In [§], a video stream is processed in

! We use the terms “picture” and “access unit” interchangeably.
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groups of n pictures, each picture has one or more layers. A hash chain is created
starting from the highest layer; the hash of a higher layer is appended to its lower
layer and the hash of the lowest layer is regarded as the picture’s hash. Each
picture hash is then appended to its previous picture and the first picture is
signed. This scheme is proxy-transparent but is not loss-resilient and does not
support temporal scalability. In [5LIT], solutions using hash chain and MHT are
proposed but proxy-transparency and loss-resiliency are not addressed.

The work most related to ours is the novel H.264/SVC stream authentication
scheme proposed in [I5], which, to our knowledge, is the first scheme that pre-
serves all three dimensional scalabilities. In this scheme, the spatial and qualityﬂ
layers are authenticated using a directed acyclic graph and temporal layers are
authenticated using a hash chain. Authentication data is protected using ECC
and packet replication. The scheme is proxy-transparent and is shown to be re-
silient to bursty packet losses using packet interleaving, but it incurs a relatively
high communication overhead and long decoding delay. In addition, the use of
hash chain on temporal layers makes the scheme less robust to packet losses
(see Sect. BTl). There is also a higher source delay since the source’s signature
is generated over several Groups-of-Pictures (GOPs), which makes it unsuitable
for real-time applications.

1.2 Owur Contributions

In this paper, an improved bit stream authentication scheme focusing on the
H.264/SVC Network Abstraction Layer Units (NALUs) is proposed. Apart from
guaranteeing integrity and authenticity, the scheme is capable of supporting
all three dimensions of scalability provided by H.264/SVC, satisfies the re-
quirements of real-time applications, and is resilient to packet losses over non-
stationary wireless networks. Specifically, our scheme is H.264/SVC format
compliant, scalable and proxy-transparent; and it incurs minimal delay at both
the source and end users. We implement our scheme in a smart phone and our
experiment shows that the computation cost of the scheme is acceptable for low-
power mobile devices. To realistically assess packet loss-resilience of the scheme,
instead of assuming an independent packet loss model, we employ a Gilbert
model [6] which closely characterizes packet loss behavior in wireless mobile net-
works. Our simulation results demonstrate that the scheme is able to achieve
high authentication verification rates at much lower communication overhead
compared to existing schemes.

2 Prerequisites

2.1 H.264/SVC Standard

The H.264/SVC standard encodes a video stream into 3-dimensional scalabil-
ity using inter-layer prediction and hierarchical prediction structures. Inter-layer

2 We focus on the Coarse Grain Scalability (CGS) layers.
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prediction, which maximizes usage of lower layer information to improve the rate-
distortion efficiency of a higher layer, provides spatial (resolution) and quality
(PSNR, peak signal-to-noise ratio) scalabilities within an access unit (AU); it
produces a base layer (BL) with the lowest resolution and PSNR, and multi-
ple enhancement layers (EL) which improve the resolution and/or PSNR. Note
that each spatial layer may have one or more quality layers and a higher spa-
tial/quality layer utilizes a lower spatial/quality layer as reference, thus, we
consider them as a single dimension and name it as “SQ scalability”. An AU can
be downscaled to a lower spatial/quality AU by discarding higher SQ layers.

The hierarchical prediction structure provides temporal scalability. It pro-
cesses the AUs within a Group-of-Pictures (GOP) and group them into several
temporal layers such that an AU in a higher temporal layer uses the preceding
and succeeding AUs in the lower temporal layers as reference (see Fig. for
the hierarchical structure). Due to this structure, a GOP with T temporal layers
consists of 2771 AUs. Note that temporal scalability is achieved by discarding
all AUs in a higher temporal layer, which will reduce the frame rate by half. In
Fig. TL; is the temporal BL while TLo, TL3, TL4 are the temporal ELs.

Before an H.264/SVC bit stream is transported over the network, it is orga-
nized into Network Abstraction Layer units (NALU). NALUs are designed to
form natural packet boundaries and can easily handle bit stream transcoding.
NALUSs are categorized into Video Coding Layer (VCL) NALUs and non-VCL
NALUs. The VCL NALUs carry coded video data while non-VCL NALUSs carry
associated additional information. We make use of the Supplemental Enhance-
ment Information (SEI) NALU [25], which is a non-VCL NALU that provides
additional information to assist the decoding or bit stream manipulation process,
to achieve format-compliance for our authentication scheme.

2.2 Erasure Correction Code (ECC)

Let k£ and n be two positive integers where k < n. A systematic (n,k) ECC
consists of an encoder module and a decoder module. The encoder module takes

a k-tuple of information symbols Xy = x1,xz2, -,z and outputs an n-tuple
of codeword Yn = Y1,Y2, "y Yn = (.%'1,1,‘27 o Ty Yk+1, Yk+25 00 yn)7 where
Yk+1, "+ Yn, are parity check symbols [I3]. Given any k£ or more symbols in

Y., the decoder module can output the original information tuple X [I3]. In
addition, all z; and y; have the same bit length, 1 <i<kand 1 <j <n.

A double-ECC coding scheme (DECS), similar to that used in [19], is used in
the proposed scheme. It uses an (n, k) and a (2n—k, n) systematic ECC schemes,
denoted ECC,, ,, and ECCyy,_ , respectively. The encoding and decoding func-
tions of the DECS scheme are described below.

Encoding function DECS-EN,, (X,,) This function takes as input an n-tuple
X, = (21,22, @) and outputs Z, = (z1lys, zallyz, -, allyn), where
“|I” denotes the concatenation of two symbols. The function works as follows:
1. Compute a 2n—k-tuple (z1, %2, -, Zpn,C1,C2, - -, Cn—k) + ECCopn_k n(Xp).
2. Divide c1||cz|| - - - ||¢n—k into k symbols of equal length, i.e. (d1,ds, - - -, d).
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3. Compute an n-tuple (y1,y2, -, Yn) < ECC, (d1,d2, - -, dg).
4. Output W, = (z1]|y1, 22lly2, -+ Tnllyn)-

Decoding function DECS-DE,, ;(Y,) Suppose that a subset of W,, Y, =
(@i, 1Yirs Tinl|Yins -5 i, ||yi,) is received, where k < ¢ < n. The decoding
function takes Y; as input and outputs X,, with the following steps:

1. Use ECC,, x to decode (yi,,¥i,, -, ¥i,) to obtain (dy,da, -, dy).

2. Divide dy||dz|| - - - ||dk into (n—k) symbols of equal length, namely (cq, ¢,
DRI 5 cn—k)'

3. Use ECCap—,n to decode (2, ,4,, -+, ;,) and (c1,c2, -+, crk) to get
X, = (x1,22, -, 2p) since g+ n — k > n.

3 Proposed Scheme

We assume that a GOP G has T temporal layers where TL; is the temporal BL
and TL; (I € [2,T]) is the I*" temporal EL, thus having a total of 27! AUs, i.e.,
G = [AUy, AUy, - - -, AUyr-1]. For the SQ scalability, we assume each access unit
has M +1 SQ layers, then AU; = {Pre;, BL;, EL; 1, EL; 2, -- -, EL; as}, where Pre;
is a 4- or 5-byte non-VCL Prefix NALU carrying the spatial/quality/temporal
ID of BL;; BL; is the SQ BL NALU and EL; ; is the j** SQ EL NALU of AU;.
The proposed scheme, presented below, exploits the advantages of [8] and [19]
and is tailored explicitly for authenticating H.264/SVC bit streams.

3.1 Authentication of SVC Streams

An SVC bit stream is processed in GOPs, each with n = 27~! AUs. For each
AU;, a hash chain is formed starting from the highest SQ EL NALU as in [§]
and its final hash (hash of BL;), denoted h;, is regarded as the AU hash. Note
that this hash chain approach makes the scheme proxy-transparent since SQ
scalability is achieved by discarding SQ NALUs starting from the highest SQ
EL NALU. Next, by concatenating hashes of all the AUs in a temporal layer we
obtain the hash of the temporal layer, denoted H;, for TL;. A GOP hash is then
computed over hashes of all temporal layers and a source signature is generated
on the GOP hash. Then, all the hashes are encapsulated into SEI NALUs.

To protect against authentication data loss, we use a combination of DECS
and packet replications. Unlike the scheme in [I5] which uses packet interleav-
ing to convert burst loss to random loss pattern, no interleaving is used in our
scheme in order to reduce decoding delays. We also overcome a limitation in [I5]
where if the ECC is unable to recover AU hashes in temporal layer TL;, AUs in
TLit1,- -+, TLyp, although received correctly and are usable in decoding, are un-
verifiable and must be discarded. In addition, as we will show later, the proposed
scheme has a much lower communication overhead and does not adversely affect
the PSNR of the underlying video stream. In the following, the source takes as
input a GOP G = [AUy,AUq, -+, AUyr-1] and outputs an authenticated GOP
supporting SQ and temporal scalability. Here, H(.) is a secure hash function.
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Authentication of Spatial and Quality (SQ) Layers. To authenticate the
SQ NALUs within an AU, the source takes as input an access unit AU; =
{Pre;,BL;,EL; 1, -+, EL; s} and produces an authenticated access unit AU;.

Step 1. Let h@M = IH(ELLM); hi,j = H(ELi7j||hi7j+1), Jj e [1,M — 1}.
Step 2. Output AU; = AU; U{hi ;}1L,

As mentioned earlier, the hash h;; is put into an SEI NALU with the same
(spatial, quality, temporal)-ID as EL; ;_; for format compliance and transparent
downscaling purposes. Note that the SQ dependency structure may sometimes
be a directed acyclic graph depending on encoding configurations. In this case,
we can employ a similar approach as in [15]. Thus, some NALUs may carry
several hashes, but the total number of hashes within an AU remains the same.

Authentication of Temporal Layers and GOP. At this stage, the source
has a group G’ containing the set of access units [AU}, AUS, - -, AUyr—_1]. In the
following, the source further operates on the AUs within G’ to support temporal
scalability.

Step 3. For each AU} in G’, compute the hash of AU} as h; = H(BL;|h; 1).

Step 4. Let n; be the number of AUs in temporal layer TL;, then TL; =
[AU; ,AU; .- - AU; ]E For each temporal layer TL; (I € [1,T]), compute
the temporal layer hash as Hy = H(hq, ||hi, || - - [y, )-

Step 5. Compute the GOP hash as Hgop = ’H(HlHHzH N Hr||Gidl|Sia),
where G;q is the GOP identifier and S;4 is the stream identifier. Compute
o = Sign(Hgop) where Sign(.) is a secure signature scheme.

Step 6. For each temporal layer TL; (I € [1,T]), generate the codeword:
(hi1 ||yi1’ hiz Hyi'zv T hinl ||yinl ) A DECS'ENM,M (hil ’ hi'z’ T hinl )
and let /—\U;b — AU’ib Uwi, (1 <b<nyg). Therefore, in TL;, receiving any k;
SQ BL NALUs and the DECS code symbols y;, allows the user to recover
the hashes of all AUs in TL; and hence reconstruct H;.
Step 7. Let S = H;||Hz|---||Hr|lo. Output the authenticated GOP as G’ =
[AU, AUS, - - AUSr 1] | S, where S is also placed in an SEI NALU.

In essence, the source generates a signature over all temporal layer hashes in a
GOP, each temporal layer hash is computed over the hashes of all its AUs, and
the hash of an AU carries the accumulated hashes of its SQ NALUSs.

The source uses DECS in each temporal layer to protect the AU hashes. If a
user wishes to obtain a particular temporal layer but some of its AUs are lost,
then DECS can recover the lost AU hashes; otherwise, the user simply discards
all the received AUs in that temporal layer and proceeds to verify AUs in all
other temporal layers. Note that this cannot be achieved by the scheme in [I5]
because temporal layers are authenticated using a hash chain. In [I5], the np
AU hashes in TLp are concatenated, segmented into k7_; pieces, ECC encoded

3 Note that n1 +ns + -+ +np = 2771,
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into np_1 codewords and appended to the np_1; AUs in TLy_;. For each AU in
TL;, 1 € [1,T — 1], the AU hash is then computed from the codeword it carries,
along with its SQ NALU. The AU hash in TL; carries the accumulated hashes of
higher layer AUs and it is regarded as the GOP hash. As a result, in any temporal
layer TLy, if less than k; ECC codewords are received, the AUs hashes in TL;14
cannot be recovered and consequently, all AUs in the higher temporal layers
must be discarded. In addition, due to the hierarchical prediction structure,
n_1 = %nl, ECC coding n; hashes such that receiving k;—1 (kj—1 < ny—1) can
recover all n; hashes resulted in a very high communication overhead. On the
other hand, the use of DECS in our scheme within a temporal layer incurs a
much lower communication overhead.

Because the authentication data S in Step 7 carries the signature, it is im-
portant for the SEI NALU carrying S be received, thus, we transmit several
replications of this NALU to increase the probability for it to be received. In
Sect. ] we show that transmitting three copies of this NALU is enough for a
close to 98% verification rate in typical wireless mobile networks.

3.2 Downscaling Process

Upon receiving an authenticated GOP G’ = [AU,AUS, - -+, AUsr_1] from the
source, a proxy performs downscaling operation according to network bandwidth
or user device capabilities by discarding some NALUs, starting from the highest
SQ EL NALUs and/or the AUs in the highest temporal layer.

Suppose that the proxy desires to remove m (m < M) SQ EL NALUs and
t (t < T) temporal layers, it first discards AUs in temporal layers TLp, TLy_q,
oo+, Tly—yq1. Let T = T — t — 1, then G’ = [AU],AUS, - -+, AU,/ ]. For each
AU (i € [1,2T']), the proxy discards EL’Z-’M, EL;,pr"'aEL/i,Mme to form
the new AU;/ = {yia Prei, BLZ7 hi71, ELZ‘J, hi,Qa ELLQ, ey, hi,M’v ELLM', hi,M’-&-l},
where M’ = M — m. Finally, the proxy also discards the corresponding SEI
NALUs and transmits the downscaled GOP G” = [AUY,AUY, - -, AUJ./] to end
users. Note that in this process, the proxy simply discards NALUs and/or AUs
without needing to understand the authentication mechanism.

3.3 Verification Process

A user performs the following verification steps as she receives a GOP G =
[AU1, AUq, - - -, AUy ].

Step 1. If the SEI NALU containing S is received, go to Step 2. Otherwise, G
is not verifiable and is discarded.

Step 2. Parse A~UZ‘ into {y;, Pre;, BL;, hi1, ELiq, -+, hia, ELZ"M/} if M/ = M,
or into {yi, Prei, BLZ, hi,la ELi’l, ey hi,M’a ELi’]yj/,hi’]y[url} if M’ < M.

Step 3. For each AU;, compute its hash starting from the Mth SQ EL NALU,
ie. iLi’M/ = IH(ELZ"]V[/) if M = M, or iLi’M/ = H(ELZ’,M’”hi,]W’Jrl) if M’ < M,
and in other cases, h; ; = H(EL; ;|| hijs1); finally, h; = H(BL;||hi1).
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Step 4. Group the AUs based on the temporal layer ID, compute the temporal
layer hash as H; = H(h, ||hi,|| - - - [[Ai,,, ). In the case of packet loss, as long as
k; or more SQ BL NALUs and SEI NALUs are received, the user performs
DECS-DE to recover the missing AU hashes. If less than k; SQ BL NALUSs
and SEI NALUs are received, discard the remaining received NALUs.

Step 5. Compute the GOP hash as Hgop = H(Hi||Ha| - - - || Hr| Gial|Sia) where
f{T/_H, e ,f{T are recovered from S.

Step 6. Verify the signature o against Hgop. If the verification outputs true,
accept C;’; otherwise, rejec