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Preface

Digital Rights Management (DRM) is a topic of interest to a wide range of
people from various backgrounds: engineers and technicians, legal academics
and lawyers, economists and business practitioners. The two conferences on the
issue held in 2000 and 2002 in Berlin, Germany, brought these people together
for fruitful discussions. This book continues this process by providing insights
into the three main areas that DRM influences and that DRM is influenced by:
technology, economics, and law and politics.

Looking at the first results of the two conferences we would like to emphasize
three aspects. Firstly, DRM is a fairly young topic with many issues still un-
resolved. Secondly, there is still an acute lack of objective information about
DRM and the consequences of using (or not using) DRM in our Information
Society. And, finally, only open discussions amongst all the interested parties
and people from different scientific and practical backgrounds can help to create
a foundation on which DRM can actually become useful.

We have tried to provide some of this missing information by inviting high-
profile authors from various backgrounds. Thus, this book provides the first
interdisciplinary overview of DRM. We hope that the reader will find sufficient
food for thought, which will hopefully lead to a more holistic view and a wider
discussion on how to manage and protect intellectual property in the “Digital
Age.”

A book like this needs many people to lend a hand. We would like to express our
appreciation to the Ministry of Research of North Rhine-Westphalia — especially
Dr. Michael Schmidt and Dr. Erich Koster — for their generous funding of the
Research Alliance Data Security, North Rhine-Westphalia, the two conferences,
and this study.

We would also like to thank the European Institute for IT Security at the Univer-
sity of Bochum (EUROBITS) — especially Petra Henseler, Marcus Heitmann,
Prof. Dr. Christof Paar, Ulrike Schneider-Schleppe and Hellen Tackenberg.

The two conferences were organized by the Research Alliance Data Security,
North Rhine-Westphalia (subprojects at the Universities of Bochum and Dort-
mund), and coorganized by and held at the German Federal Ministry for Eco-
nomics and Technology (Ministry of Economics and Labour) and the Association
of German Chambers of Industry and Commerce (DIHK), respectively. We would
like to thank the BMWi and DIHK — especially, Dr. Ulrich Sandl, Hubertus
Soquat, Dr. Ina Pernice, Claudia Lorenz and Dana Lange — the participants
and, of course, the speakers for their insightful talks.

Such a broad and interdisciplinary overview cannot be realized without the input
of the many excellent authors who contributed to this book. We wish to express
our deep gratitude to them. Special thanks go to Michael Abshoff and Dietmar
Paltner, and especially to Stefan Kiihling (our I¥TpXwizard), at the University
of Dortmund.



VI Preface

We hope that this book helps you to understand what DRM is, how it can be
used, and in what contexts DRM systems and components will “live.”

That said, all authors and interested readers are welcome to continue to share
new or update existing articles and their views at

www.digital-rights-management.org
or e-mail the editors for any comments — positive or negative — at

editors@digital-rights-management.org

September 2003 Eberhard Becker, Willms Buhse,
Dirk Glinnewig, Niels Rump
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1 DRM as an Interlocking Challenge for Different
Scientific Disciplines: Introduction
Eberhard Becker', Willms Buhse?, Dirk Giinnewig', Niels Rump?

There is music on the Internet! — a realization that was news five years ago is
common knowledge today. In fact, there is much more music — and indeed other
“content” than rights holders and the “content industries” would like to think.
It is the special feature of the Internet and digital technologies that copies can
be easily produced and distributed to millions of recipients at very low costs.
New fast and efficient channels for the distribution of music, of videos, pictures
and books, present a unique opportunity to open new markets with expectations
of large revenues: a gold-rush in the internet age.

However, gold digging and what some would call robbery come together. Down-
loading content from the web without paying a single cent or penny to the artist
or the distributor is an easy game — and it is played worldwide. Content indus-
tries claim the loss of billions of Euros per year. Also, it is feared that creativity
and the power of innovation will decline as the opportunity for financial reward
becomes severely diminished.

Digital Rights Managements — DRM for short — is one of the weapons that
the content industries want to bring into action in this battle. DRM systems
associate “rules” to content that are usually used to impose constraints on the
use and distribution of digital goods. In this way, so the argument goes, DRM
will help to enable new business models that can benefit from the apparently
unlimited potential of the Internet. Hence, the return on investment is no longer
so endangered and a new world of opportunity for artists, producers as well as
consumers can be realised.

At the other extreme, some campaigners, particularly advocates of “fair use”,
“free speech” and unrestricted access to information tend to interpret DRM to
mean “Digital Restriction Management”. Their view is that the basic rights of
users are violated because rights holders are able to use DRM to enforce restric-
tions on users where previously they were able to exercise fair use exceptions.
Moreover, the view is that the rights of content owners will take precedent over
the legitimate rights of consumers. Hence, DRM Systems are regarded as a bless-
ing or as an evil, depending on different points of view.

It is not the aim of this book to side with either of these extremes. Rather, it
presents a broad spectrum of articles and arguments centred on the use of DRM.
The primary goal is to shed light on this highly controversial topic from various
relevant viewpoints and scientific disciplines. In order to focus the discussion the
book mainly considers the distribution of entertainment content (i.e. as music,

! Universitit Dortmund.
2 Bertelsmann Digital World Services.
3 Rightscom Ltd.

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 1-2, 2003.
© Springer-Verlag Berlin Heidelberg 2003



2 Introduction

pictures, movies, text, etc). The application of DRM systems inside companies’
own intranets, albeit of great interest in its own, is set aside.

It is important to realise that the management of digital rights has to take three
very different perspectives into account, namely, technical, legal and business
issues. The design of this book mirrors this multidisciplinary characteristic of the
topic. In order to understand the scope and the limitation of DRM technology
a certain familiarity with the technology is needed and this is provided in the
second chapter (just after this introduction). The other (legal and business)
issues are dealt with in the subsequent sections. Each of these three main chapters
concludes with an interdisciplinary article that provides an insight into future
trends.

In recent years, various legislative actions have been taken to provide a legal basis
for the relationships between content providers and content users. In 1996, the
treaties of the World Intellectual Property Organization (WIPO) were signed,
followed by the U.S. Digital Millennium Copyright Act (DMCA) two years later.
In Europe, the European Commission issued its European Copyright Directive
in 2001 on the basis of which, amongst others, the German Copyright Law was
amended in 2003. Hence, the legal discussions in this book focus on the situation
within the European Union and, especially, Germany. This is not to say, that
similar discussions on the relationship between DRM systems and Intellectual
Property are not being held all over the world. However, the cases of the EU
and Germany illustrate the fundamental issues and fields of conflict, although
this book also looks across the Atlantic, to investigate the lessons learnt from
the operation of the US copyright legislation.

Compared to the technical and legal issues, the usage and benefit of DRM sys-
tems from a business perspective has been the least explored. There are a num-
ber of reasons for this of which two should be highlighted. Firstly, the Internet
brought us concepts such as the so-called “attention economy” (sometimes also
called “the fight for eyeballs”). The consequence of this was that there was ini-
tially little attempt (or from some value chain participants a need) to protect
content and generate revenue streams directly from it. The vast majority of
early Internet uses of content involved promotional and largely free distribu-
tion models with no regard for protection issues. Secondly, the earliest users
of the Internet were academics whose natural culture was to share ideas. This
peer-to-peer (p2p) culture still remains even though the Internet medium is now
widely adopted by businesses as a new source of content revenue. Still there is
an inherent conflict between the culture of sharing where protection is of min-
imal, if any, importance, and the business need to trade content in a protected
environment which requires the deployment of DRM technology. The economic
chapter therefore focuses on several key topics such as the definition of copying,
electronic markets, business models, impacts on innovation and consumer ac-
ceptance of DRM systems. Additionally the impact of standardisation and the
influence of free distribution channels — sometimes called the “Darknet” — are
illustrated.



2 Digital Rights Management:
Technological Aspects

2.1 Definition, Aspects, and Overview

Niels Rump*

Abstract: Digital Rights Management is a fairly recent technology — it came into use
only in the mid 1990s. Nevertheless, it has already lived through a life cycle of ups and
downs that many technologies would require decades for.

Digital Rights Management, or DRM, has been called “the saviour” of intellectual
property rights as well as “completely useless” in protecting assets; it has been said
that it is “accepted and is used” by the participants in the content value chain while
others say DRM is “not used at all”.?

This paper takes a closer look at the role of DRM in distributing content through net-
works such as the Internet and indicates what types of technology are available, in what
environments they exist and how well today’s DRM systems fulfil what is expected of
them by various members of the content value chain.

I Introduction

Before embarking on the discussion about “Digital Rights Management”, the term itself
needs defining. Unfortunately there are many definitions, depending of the viewpoint

of the person providing the definition. One such definition is given in whatis.com®:

Definition 1.

“Digital rights management (DRM) is a type of server software developed to enable
secure distribution — and perhaps more importantly, to disable illegal distribution —
of paid content over the Web. [...]”

While this definition is definitely true, and it represents a fairly dominant view on
what DRM is and provides, it does not give the full picture as it omits looking at the
environment in which DRM Systems are to be used. Figure 1 shows this environment
by providing the steps that most content goes through when being traded”: production,
digitisation, identification, ascription of descriptions, distribution, use (by a consumer),
monitoring of use, and collection of money. Any of these steps may be omitted in certain
circumstances. For example, if content is distributed “for free” the step of collecting
money will not need to be executed.

Digital Rights Management plays a role in every step depicted in the diagram and
listed above. Hence, a more generic definition can be given as follows®:

4 Rightscom Ltd.

5 See: Giinnewig within this book on page 528.

6 See: whatis.com (2002).

" The term “trade” includes commercial trade for money using a variety of
business models as well as peer—to—peer distribution where usually no money
changes hands and other non-revenue generating trades such as “promotion”.

8 See: Tannela (2001).

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 315, 2003.
© Springer-Verlag Berlin Heidelberg 2003



4 N. Rump

Definition 2.

“DRM covers the description, identification, trading, protecting, monitoring and track-
ing of all forms of usages over both tangible and intangible assets. |...]”

Fig. 1. Different Steps of Trading Content

In short, DRM includes everything that someone does with content in order to trade
it. These DRM functions can be split into two groups as depicted in Figure 2:

Fig. 2. The two Parts of DRM

Firstly, DRM is about managing digital rights (depicted as the “Management” box in
Figure 2). Rights holders need to identify their content (how else does a content or
rights owner know what right he really owns?), they need to collect metadata® to the
content (how else should potential customers of such content be able find what they
wany to obtain?), they need to assert what rights they have in the content (only when
knowing this can he actually attempt to distribute content), and they need to develop
business models for distributing their assets'®.

Secondly, DRM is about digitally managing of rights, or enforcing exploitation rules
as determined by the rights holder (or any of the rights holder’s business partners,
such as distributors, wholesalers, e-sellers, etc.). This second group of DRM functions
is what Definition 1 speaks about; it is also this definition, with most people have in
mind, when discussing DRM. Most of the “DRM technologies” (as briefly introduced
in Section IIT of this article) fall into this second group of DRM functions.

11 Environment for DRM Systems

Different elements of DRM systems are used in different stages of content trading as
depicted in Figure 1. This already shows that these technical elements are not operating
in isolation. In fact, the technologies used are dependent on the business models in
operation and these, as well as the technologies themselves, depend on the legal system
that prevails. For example, it would be imprudent to use high—security technology to
protect content with comparatively low value or to use technology that offers little

9 The physical ascription of metadata falls into the second group of DRM func-
tions.

10 The expression of such permitted forms of exploitation using a “Rights Expres-
sion Language” falls, again, into the second group of DRM functions.
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protection when the content to be protected is of very high value. Similarly, protecting
content with cryptographic technologies that are illegal in key markets will not enable
a business to florish and is bound to fail.

Tech- Business
nology Law Model

Fig. 3. Three Crucial Elements of DRM — the “three Legged Stool”

The three columns for DRM systems (technology, business models, and the legal un-
derpinnings) can be compared to a three—legged stool which can stand upright only
when all three legs are of the same length. As soon as one leg is too short (or, in fact,
too long) the stool will fall over. Unfortunately, unlike a three-legged stool which, when
all legs are the same length is fairly stable, the same does not apply to DRM systems.
They are subject to influences by several external factors and it is those factors, that
can lead to DRM systems not being used even when the technology is working properly.
These influences, as described in some detail below, ultimately determine the success
of DRM.

I1.1 Economic Aspects

Economic aspects, such as the market situation, play a major role for rights holders
and content distributors in determining which business models for distributing content
and which technology (DRM and others) to use for supporting their business models.
They of course also determine whether consumers are willing to obtain'! content in
new formats through new content delivery services — which usually also means the
purchase of new equipment (e.g. an ebook reader, an internet-ready home stereo system
or a digital television set).

The uncertain commercial climate following the burst of the “dot.com bubble” was
certainly detrimental to the uptake of such content delivery services.

I1.2 Social Aspects

The question of how socially acceptable it is to use DRM systems is the second critical
issue which influences the promotion and use of DRM—-governed content.

Why should a customer start using software with DRM components that, by their
nature, limit the customer’s freedom in interacting with the content? Only when the
majority of customers can be convinced that DRM is an appropriate mechanism for
enjoying content, will they start to regularly use it.'?

11 Similar to footnote 7 on “trade” above (see page 3), the notion of obtaining
content includes buying content for money as well as obtaining it “for free”.
See: Fetscherin within this book on page 301.

12 Gee: Giinnewig within this book on page 528.



6 N. Rump

Providing “added value” to such DRM-protected content seems to be a possibility
for achieving this goal. Unfortunately for the DRM providers and rights holders in
the context of the music industry, the proliferation of unprotected ISO/MPEG Audio
Layer ITI (mp3) content'® has already created a mind set that music can be freely
copied and shared which puts a further burden on providing added value that has to
be offered.**

Other social aspects also influence the uptake of DRM systems. For example the dis-
cussions on the tension between the right to protect ones intellectual property (as laid
down in most countries’ copyright laws) and concerns over the erosion of “fair use”
issues (as championed by the academic and library communities as well as, increas-
ingly, by pressure groups for the handicapped) have dominated the discussion about
DRM Systems. While many DRM systems can technically handle both aspects, their
use has so far been geared towards the protection, leading to even more resistance to
the concept and usage of DRM. Thus the aforementioned discussions can be expected
to continue for the foreseeable future.

These objections against the use of DRM with content need to be overcome by an
informed and open discussion and a sensible use of technology in sensible business
models in order to create a social environment that is accepting of DRM.

I1.3 International Aspects

The above issues cannot, however, be examined on a purely national basis and have to
be investigated in an international context because for a variety of reasons:

1. The production and dissemination of content is in many cases too expensive for
the content to only be disseminated in one territory. Hence, the rights situation in
several countries will have to be taken into account.

2. The laws protecting intellectual property are significantly varied from country to
country, despite recent efforts towards international harmonisation.

3. And last, but certainly not least, any content made available on the internet, even
if intended to be distributed into one country only, is automatically available to
internet users all over the world.'?

Only when all these aspects are taken into account, can a working DRM system with all
its components become successful, not only in protecting content, but also in supporting
content distribution through viable business models.

3 One should better say: “technically unprotected mp3 files” as the content in
these files is, in most cases and jurisdictions, still legally protected.

14 See: Rump, Herre, Brandenburg, Koller, Allamanche (1999).

15 Some DRM systems are able to limit the accessibility to the content to certain
countries. That, however, requires that the DRM system runs on devices that
provide support for that particular DRM system and which operate in these
countries. This may lead to problems, in countries where copyrights laws do not
sufficiently protect the viability of such systems — or even make them illegal.
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111 Components of DRM Systems

As described in Section I of this article, DRM Systems have to fulfil a variety of tasks.
For each of these a variety of tools exists as described below.*®

1. Secure containers make the content inaccessible to those users that are not autho-
rised to access the content. These containers mainly rely on cryptographic algo-
rithms such as DES'” or AES'®. An early example is the Multimedia Protection
Protocol (MMP) developed by Fraunhofer IIS'?. Other examples include SDC’s
Digital Multimedia Object, InterTrust’s DigiBox and DigiFile, and Microsoft’s file
format for ebooks .1it.

2. Rights expressions are used to express to whom access to the content wrapped

in secure containers is permitted. Such rights expressions are formed either using
simple rights expression flags or complex Rights Expression Languages such as
ISO/MPEG’s Right Expression Language® in conjunction with its Rights Data
Dictionary?!.
Fraunhofer’s MMP is an example of a system using only simple rights expressions
(MMP only allows music playback on one authorised machine) while the other
examples given above all allow complex rights expressions. To what extent complex
expressions will be practical in “small footprint devices” such as mobile phones and
PDAs?? remains to be seen.

3. Content identification and description systems are used to uniquely identify the
content (e.g. International Standard Book number?®) and to associate descriptive
metadata with the content (e.g. SMPTE’s** Metadata Dictionary??).

Often content identification systems are combined with content description sys-
tems. For example, for each International Standard Work Code (ISWC) a minimal
set of metadata (including items such as title, author, composer, etc.) will be
created. Similarly, minimal metadata exists for the International Standard Book
Number (ISBN) which has been in use for several decades. However no ISBN
metadata data is electronically available, which forces online booksellers such as
Amazon.com to capture their own metadata. This data is, however, of less value
than the original data because of data re—entry problems (when data is re—keyed
into systems where typos can create serious problems).

Such data — from the original source or not — can then be used, for example,
by retailers for their stock control systems. The combination of ISBNs and book—
related metadata has become very popular with consumers to, for instance, find,
order and buy books.

Such identification systems also exist for other media types (e.g. International
Standard Recording Codes (ISRC) for sound recordings, International Standard

16 A more in-depth discussion of some of these components can be found in sub-
sequent articles within this book.

7 Data Encryption Standard.

8 Advanced Encryption Standard, also known as Rijndael.

19 See: Rump (1996).

20 See: MPEG-21 REL (2003).

21 See: MPEG-21 RDD (2003).

22 Personal Digital Assistants.

23 See: ISBN (1992).

24 Society of Motion Picture and Television Engineers.

%5 See: SMPTE (2001).



8

N. Rump

Audio—visual Numbers (ISAN) for audio—visual material and Digital Object Iden-
tifiers (DOT) which is a generic content identification system?>®).

. Also important is the identification of people and organisations that intend to
interact with the content. Not only does a rights owner need to associate a claim
of ownership with the content but also the consumer will need to be uniquely
identified. Such user identification systems are a prerequisite for DRM systems to
be able to limit access to content to those users that have a right to gain access.
One crucial aspect of the identification of consumers using unique identification
schemes concerns Privacy regulations®”: When a DRM system uses a unique iden-
tification system for the consumers of content, it becomes fairly easy to generate a
user profile that is potentially far more detailed than the ones credit card compa-
nies can assemble today. This is often seen as critical because the consumer has less
control over such profiles when created by a service company located somewhere in
the DRM value chain (from the rights owner via several intermediaries and service
providers to the end user, see Figure 4) than if done by the credit card company
that the user has a direct contract with.

E Imprint Purchaser ID
E Imprint Media Distributor ID
Imprint Unique Number Number tion

Role exchangs value with bank

Unique Certifica-

Issuer Authority

= 5 o
g2 g8 IR
S e | |22 g EE
<o = £ <= O © .
E2ES OEs 9%
o8| Pz -l
A
N D P .
C . Creation C . Media Creation
—
Creator —Lreation . —Lreation Distrib Purchaser
Provider istributor o
£ £ £
A
<
=
> @]
. Monitorin,
Rights PR S
Holder Database SIBrEE
£ IPR Info Provider
A Log |

Fig. 4. A Model for a Content Value Chain: The Imprimatur Business Model®

5. Closely related to the identification of people are algorithms to authenticate the

person or organisation that wants to interact with any content. This function will
involve cryptographic algorithms and may need an agency that issues electronic
“passports” or certificates. This agency acts akin to the passport office of a country

26 See: DOI (2003); Paskin within this book on page 26.

2T See: Bygrave (2001); Bygrave within this book on page 418.
28 See: Tmprimatur (1997).
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and is usually referred to as a “Trusted Third Party” or TTP as it is paramount
that all members of the content value chain (see Figure 4) trust this party.

Only when the TTP is trusted by all parties in the content value chain, will the
DRM systems and components that the TTP certifies be useable. It only takes
one crucial partner to deny this trust for the whole chain to break and the DRM
system to become useless in that particular value chain.

Other authentication needs can also be fulfilled by such algorithms with possible
support from a TTP; two examples of such authentication are:

e Devices may need to authenticate themselves to the services they communicate
with (and vice versa) so that both sides can be “sure” that they are communi-
cating with a trusted member of the content value chain.

e FEven within a DRM system, different components (e.g. the subsystem that
deals with processing the rights expressions and the tools that “open” the
secure container) need to establish a secure and authenticated channel amongst
themselves.

A TTP may also perform a further task. When it is detected that a user or a
component does not behave as expected (in other words: when the user or device
cannot be trusted any longer)?® it may be necessary that the certificate associated
with that user or component is revoked. This revocation function is a crucial and
hotly debated issue as device manufacturers do not like the idea that their devices
may suddenly become unusable just because the TTP deemed it necessary to
revoke some certificates.

. Another set of technologies closely related to the identification of content are tech-
nologies to persistently associate identifiers and other information with the con-
tent>C. These most prominent technologies in this domain are Watermarking and
Fingerprinting. In most cases, watermarking and fingerprinting is used to help to
prove that a copyright violation has taken place. Hence these technologies are often
referred to as forensic DRM technologies.

But both technologies also have non—forensic applications: Watermarking has, al-
beit with not too much success, been used to convey business rules to client devices.
Examples include the Content Scrambling System (CSS) for Video DVDs and the
SDMTI?! Phase I watermark.

Fingerprinting has additional uses such as well. One example are services that
automatically provide metadata to users from “listening” to the music. One use
case often given is a user sitting in a pub or restaurant and, upon hearing a song he
likes, activates his fingerprinting device (e.g. his mobile phone) which will recognise
the song, and transmit some information to a service provider. When arriving at
home, the user will find the same song as a DRM-governed audio file in his email
inbox — sent by an automated system using the fingerprints to identify which song
the user liked.

. A mechanism to report events such as the purchase of a piece of content is also
important in order to allow event—based payments to be processed. These event—
based payments (e.g. “pay-per—view”) are one of the examples of new business
models that DRM systems can enable.

29 Reasons for such a loss in trust may be because a component type (or even an
individual component) thought to be “secure” has been hacked.

30 See: MPEG-21 PAT (2003).

31 Secure Digital Music Initiative.
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Such event reports can also be of interest for organisations that are active in the
collection of royalties, such as Collecting Societies (e.g. GEMA®? and GVL?? in
Germany).

8. Payment systems which are enabled through such event reporting systems need
also to be integrated into the system. This involves either linking to a credit card or
bank account, or to anonymous payment systems (often called “electronic cash”3*%).
However, both systems have problems associated with them: credit cards are, in
many counties only available for adults, and electronic cash systems have not been
able to attract enough users to make it worthwhile for a rights holder to accept
this “currency”.

The final element® is the “glue” between the components listed above. Only through
this glue, can participants in the content value chain trust the system to do what they
expect it to do. Several DRM systems use obfuscation techniques to make the hardware
and software that provide the DRM functionality resilient against reverse engineering
and, more importantly, malicious attacks. Other systems use hardware support for
providing the glue between different components. One example for such a system are
products based on the Trusted Computing Platform Alliance’s (TCPA) specification®®.
This specification is cited as an example for technology that has the ability to further
the security and user—friendliness of DRM systems. On the other hand, the TCPA is
often criticised for violating the privacy of users, as systems based on the TCPA have
the potential to monitor all interaction between a user and his system>’.

v Evaluation Criteria for DRM Systems

As indicated above, the various members of the content value chain (see Figure 4)
will have different priorities as to what is important to them in a content distribution
system. However, all have different interests and priorities in each of the following eight
criteria: (1) how user—friendly is the system, (2) how trustworthy, (3) secure and (4)
extensible is the system, (5) how can it be implemented, (6) what resources are needed
for implementation and adoption, (7) how open is the system and, finally, does it (8)
interoperate with other systems?

In the following subsections, these criteria are looked at in some detail. It is important
to note, though, that they refer to the entire content distribution system, not the DRM
subsystem, or even the DRM systems’ components.

IV.1 User Friendliness

User Friendliness is one of the most important criteria. The content distribution sys-
tem and the DRM components that are a part of it have to be very easy to use for
those participants in the value chain to access or manage content and rights. This is

32 Gesellschaft fiir musikalische Auffithrungs— und mechanische Vervielfiltigungs-
rechte.

33 Gesellschaft zur Verwertung von Leistungsschutzrechten mbH.

34 See: Asokan, Janson, Steiner, Waidner (1996).

35 Of course, there are more than just nine elements that can make up DRM
systems. Nevertheless the list presented here covers the most prominent and
important components.

36 See: TCPA (2002).

37 See: Andersen (2003).
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paramount especially for the consumer; why should a consumer switch to using a new
system when it is cumbersome to use?

But the same argument is also true for other participants in the value chain. When there
is an existing content distribution channel that offers all participants reliable revenue
opportunities, why should those companies change to a new distribution method when
this new method does not offer any benefits over the old one?

IV.2 Trust

The second criteria is the question of how far members of the value chain can trust
the system to behave in the manner they expect. Rights holders especially will need
to have enough trust in the system that it will not let their content “leak” out of the
protective domain,®® and that payment will be made in accordance with the business
model defined for the content. At the other extreme of the value chain, the end user
needs to be able to sure that access to the content in accordance with the rules agreed
will be honoured.

Similar trust issues exist for the remaining participants in the value chain (e.g. payment
system providers and fulfilment centres) and if they are not met, the system will not
be supported by that member of the value chain. Depending on the importance of that
member this may render the particular DRM unusable.

IV.3 Security

Security is the criterion that is most often listed as the top priority for DRM systems.
Indeed it is important that a DRM system is secure, because it handles valuable goods
— from the content itself to the money that consumers are willing to pay for it.

Recent investigations have shown that all DRM systems investigated can be bro-
ken into. Hence, none of the systems provide 100% protection against deliberate at-
tacks.®® DRM technology providers have long since acknowledged this fact and state
that their systems can only be made impregnable at a fairly high cost: making the
system significantly less user—friendly.

While it may be doubted that DRM systems can, in fact, be made as robust as it is
sometimes claimed, one has to question, if this 100% protection is called for in the first
place. As stated in Section II above, it makes no sense to secure content worth €5 using
a lock costing €10. Following this argument, a DRM system needs to provide adequate
security, not 100% security. Adequate from all involved parties’ perspectives, that is.

An entirely different aspect of security is the robustness of the DRM system when the
content is illicitly removed from the secure container. Technology vendors of digital
watermarks (which can, and often are, used in DRM systems) sometimes promise that
their watermarks would survive such acts and that it would be possible to trace the
content back to the person who illicitly took the content out of the container. Such
functionality is often accompanied by a requirement to survive conversion of the content
from the digital into the analogue domain.

38 See: Biddle, England, Peinado, Willman within this book on page 344.
39 See: Federrath (2002); Hauser, Wenz within this book on page 206.
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IV.4 Extensibility and Flexibility

On-line distribution is a relatively new method of making content available to the con-
sumer. It can therefore be expected that new business models will be tried — many
unsuccessfully — in the next few years. It is therefore important that any DRM tech-
nology is flexible enough to deal with new ideas and concepts without costly upgrades.
In that context, it needs to be taken into account that such new business models may
be significantly more complex than today’s relatively straight—forward subscription and
“pay—per—view” models, and that they may be un—-implementable on today’s devices
(with consequences with respect to the DRM system’s implementabiliy — see below).

Also, as the volume of DRM—protected content traded today is very small, it is impor-
tant that the systems to handle the trading are able to “grow” with increasing demand.
While it is unlikely that the DRM technology itself poses a limitation to such growth,
the services built around DRM systems may hinder expansion and may need to be
upgraded from time to time.

IV.5 Implementability

Of more interest to device manufacturers is knowing the resources needed to run a
DRM system. The algorithms for a DRM system will tend to be chosen dependent on
the type of device that the content is to be distributed for (is it a portable device, e.g.
an ebook reader, with limited memory and processor power, or is it a desktop device
such as a digital television set, or even a personal Computer?)40. It is the capacity
of such devices that may severely limit the technical possibilities — and thereby the
business possible models. Issues to look at include:
1. Memory requirements (RAM and ROM);
2. Processor cycles requirements;
3. Special hardware requirements (e.g. tamper resistant components, unique hardware
identifier, ... );
4. Special software requirements (e.g. tamper resistant software modules,
special operating system functions, ... ), etc.

Also connectivity is an issue. If a DRM system needs a permanent connection to a
server, the choice of types of devices which can be used for the such a DRM systems
is significantly limited. This may not be a problem in some areas — and may even be
part of a value-added service — but it will not work in other scenarios. For example
a mobile music player that needs a constant connection to a server will not be usable
when boarding an aeroplane as such radiating devices are not allowed to be switched
on during flights.

IV.6 Openness

The requirement of openness has been discussed for quite a while*! and centres around
the need for independent applications for accessing content (i.e. unprotected as well as
DRM-—governed content). It has been argued that allowing authors of shareware and
open source programs*? to participate in the content value chain, will grow the appeal
of such technology and systems and will lead to an increased use.

40 This is because the DRM system is not the only component that needs to run
on such devices.

41 See: Rump, Herre, Brandenburg, Koller, Allamanche (1999).
42 Which are, for example, widely used in the mp3 music environment today.
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The major drawback of this openness would be that not only honest programmers
would gain access to the specification but also those who are eager to provide applica-
tions that are written in order to circumvent any DRM system.

A possible way to achieve openness, while still being able to have closed and secure
DRM system components, is to either formally standardise or openly declare the inter-
faces to such closed systems. When, in addition, the closed modules are available for a
large number of different platforms and content types, shareware programmers could
build their applications based on interfaces to such closed components.

IV.7 Interoperability

Closely related to user—friendliness and openness is the seventh evaluation criteria:
To what extent does a DRM system interoperate with other systems. For example,
when obtaining a DRM-protected ebook, does a consumer need to worry if it will be
readable on his ebook reader at home? Or is some conversion needed? And, if so, how
cumbersome (and costly) is this process?

Devices, services and content will need to be sufficiently interoperable for DRM pro-
tected content to gain widespread use, as it became evident with mp3 compressed
music. While several attempts were made to distribute protected music, only a few
DRM-enabled playback devices were available and — maybe even more crucial — dif-
ferent published recordings were protected by different DRM systems. This made it
impossible to play records from content provider X on devices from consumer elec-
tronics manufacturer Y**. The net result was (and still is) that most electronically
distributed music is coded in mp3 without any protection. As there are plenty of “mp3
players” available on the market, the distribution of unprotected mp3s is inherently
interoperable. Figure 5 illustrates who and what needs to be compatible with what
when music is to be commercially distributed to mobile phones.

User A speaks to Mobile Device B ...
. needs to speak to Telco C ...
. needs to speak to Service Provider D ...
. needs to speak to DRM Technology E ...
. needs to speak to other Technology F ...
. needs to speak to Content Provider G ...
. needs to speak to Collecting Society H ...
. needs to speak to Rights Holder I ...
. etc ...

Fig. 5. Interoperability Chain

Developments such as the standardisation of interfaces to DRM systems as conducted
by, for example, MPEG* with its MPEG-4 Intellectual Property Management and
Protection®®, may offer the urgently needed interoperability between systems without
prescribing the full system. DRM systems with open interfaces and components are,
however, something security experts often warn against; and the breakdown of the
Content Scrambling System (CSS) for DVD Video has proven that a fully—standardised
DRM system does have its weaknesses.*%

43 See: Rump, Herre, Brandenburg, Koller, Allamanche (1999).
44 Tronically the same standards body that also standardised mp3 ...
45 See: MPEG-4 TPMP Hooks (2001), MPEG-4 TPMPX (2002).
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A completely different aspect of interoperability is the issue of upgrades. Does a DRM
system, when upgraded (e.g. when new features are added or a security hole is plugged),
provide backward compatibility? If not, how is the upgrade of the content a consumer
has already obtained — and which, by virtue of the software upgrade, has become
outdated — handled? If a user fears that the content he buys today becomes unusable
tomorrow, he will certainly be very reluctant to spend any money. The same applies
when the process of upgrading the content is cumbersome.

IV.8 Cost

Finally, the cost of a DRM system needs to be taken into account. The issues include:
1. The licensing cost for the underlying technology for the
a) Content provider’s processes
b) Payment service provider processes
¢) Manufacturer of devices that the end user is expected to purchase
2. The integration and implementation cost of the technology so that all affected
members of the value chain become “DRM-enabled”
3. The cost to prepare the content elements for digital distribution. While this cost
factor is often overlooked, this critical step includes, for example, ensuring that all
rights have been cleared for the intended distribution.

As all such cost will, in the end, be paid for by the consumer, it is important that new
distribution channels are more efficient, and therefore cheaper, than the old ones. Or,
if additional cost is unavoidable, the introduction of new and attractive distribution
channels may convince consumers to use — and pay for — DRM delieverd content,
and thereby DRM systems.

In addition, other members of the value chain such as equipment manufacturers will
need to be convinced that licensing DRM system components and its integration into
their devices is worth their while. In the mp3 case it seems that it would not be worth
it: device manufacturers seem to be benefiting more from not implementing any DRM
systems as mp3 players have become very popular appliances.

\% Corporate DRM

Digital Rights Management is mostly associated with managing and protecting as-
sets from publishers of ebooks, electronic magazines, electronic music, compressed and
digitised films or videos, etc. However, DRM can be of assistance to any company or
organisation that intends to protect its internal documents and memos from unautho-
rised access.

As such documents are content they can be protected from illicit access using the same
DRM technology. For example, the annual report to be produced by the Managing
Director of a company A may, before the report is published, be protected from being
“read” by anyone but himself, the MD’s secretary and the members of the Board
of Directors. Furthermore, only the MD’s secretary may “alter” the document and
whenever she does this, an audit record will be created. At the time of publication,
the access rights will be modified so that all of A’s employees and shareholders can
“read” the document whilst there will be no “write” privileges any more. Parts of the
document may even be made readable to people outside of A (such as journalists who

46 See: Touretzky (2000).



Definition, Aspects, and Overview 15

may want to report on the financial situation of A but whom the MD may not want
to disclose all details of A’s situation®7).

This corporate DRM example shows that the technology and the evaluation criteria
discussed above also apply to the management and protection of “internal” assets of a
company or organisation, albeit with a some differences:

1. The user friendliness of the system is of less significance as the company is able
to force its employees to a use a system even if it is cumbersome. Naturally, a
user—friendly system would be beneficial as un—ergonomic components may lead
to mistakes in the use of the system which, in turn, may lead to documents unin-
tentionally leaking out.

2. Similarly, interoperability is not that important an issue in such cases because an
organisation can simply select and prescribe the tools for internal use.

3. The integration of the DRM components into the existing infrastructure is, on the
other hand, of higher importance as larger organisations will usually not have the
ability to replace its systems. Such companies would need to upgrade and augment
their existing system infrastructure.

4. Maybe even more important is the security and trustworthiness that the system
provides. As the above example shows, the documents to be protected by the DRM
system are likely to be of high value for the organisation and, therefore, it needs to
be assured that the documents do not leave the secure container without approval
(i.e. without a rights expression allowing this to happen).

5. A less important criterion is cost. Similar to “content companies” a cost—benefit
analysis needs to be conducted. However, such an analysis is significantly easier to
conduct when no consumer requirements need to be taken into account.

V1 Conclusions

This paper provides an overview of the technical issues sourrounding DRM and lists
a variety of technologies that are needed to address several crucial aspects of digital
content distribution.

But does DRM technology actually work? At the moment the answer might well be
given with “no”. But a more careful appraisal might indicate that that the real response
has to be “we have not yet found the right business models and service offerings to
make DRM worthwhile”. Clearly, this answer does not mean that DRM Technologies
will not find their place in a digital commerce environment. It just means that there is
still a lot to do.
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47 This example also shows one crucial issue with DRM systems. They can only be
as good as the weakest link (which may be a person using it): If an employee of
A sells information he obtained from the DRM—protected report to a journalist,
there are no technical means for the company can do to stop the journalist to
publish the gained information. But, naturally, this “weakest link problem”
also exists when no DRM system is used.



2.2 Requirements for DRM Systems
Richard Gooch*®

1 Introduction — The Requirement for DRM

It seems apparent that the marketplace for entertainment products is diversifying in
response to the technical possibilities for content distribution via the Internet. Research
has been conducted and new business models have been proposed harnessing digital
distribution to provide the consumer with new ways to access content?®. Examples
include previews, rentals and so on. Far more flexible usage of content is also promised
with the arrival of a plethora of new digital devices such as computers, portable digital
audio players and entertainment servers in the home. Content providers recognise these
trends as opportunities and have for some time been working to deliver market offerings
as perceived opportunities emerge.

In order to deliver realistic products and services into market niches®® created by the
new technologies, it is first necessary to get the right marketing mix®'. At a basic level
this entails alternative options with different pricing and features, such as electronic
delivery of previews, rentals and purchased products. But a service that lacks the means
to prevent the use of, say, a rental as a purchased product, cannot then meaningfully
offer these options as alternatives, let alone at different prices. DRM is not about locking
up content, instead it is about unlocking alternative market offerings at different prices.
Without DRM, access is literally all-or-nothing and all models in the middle ground
are subsumed. DRM is required in order to offer a spectrum of services.

1.1 Mobility — The New Vernacular of Digital Devices

Beyond the delivery of alternative service options, the major application for DRM
is in enabling the flexibility of content usage promised by digital devices. A novel
aspect of new digital devices is that in the ordinary course of their functioning, these
devices typically necessitate the transfer and storage of digital audio. For example,
when content stored on a home-entertainment server is sent to a device such as a
pocket player, copies of content are made, transferred and stored. Thus whereas the
“copy” was at one time the unit by which products were sold, technology such as the
above, has made the “copy” the unit by which digital products are consumed.

As in times past, the media format, player and the musical idiom are to some extent
interlinked. A historical example is perhaps the vinyl disc, the hi—fi and the “concept
album”. These conspired to produce a particular listening experience and there are

48 Dr. Gooch is Deputy Director of Technology at IFPI, however this paper is
written in a personal capacity and does not necessarily reflect the position of
IFPI or its member companies.

49 See: Jupiter Research (2002); Jupiter Research (2002b).

50 While there is a very large base of content available over new Internet services,
and some growing levels of commerce over these services, there are reasons
why these new markets remain niche for the present. One powerful reason is
that adequate Internet bandwidth is available only to a fraction of potential
consumers of digital content services at present.

51 The term “Marketing Mix” is used here with a standard interpretation i.e.
product, price, positioning and packaging.

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 1625, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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other examples from chamber music right through to the compact cassette and “Walk-
man”. The advent of networked devices and extraordinary mobility of content is now
linked with a “compilation culture” of music consumption®® where tracks are copied
into archives on digital players and accessed via “playlists” rather than played direct
from a physical product.

Rightsholders recognise benefits in new devices that allow new ways of consuming
content. Specifically it is recognised that such functionality can only be delivered by
“freeing” content from the physical carrier: obviously, the CD never was designed to
physically fit into new portable digital audio players. But without some kind of “man-
agement” technology, devices lack the ability to discriminate between copying onto
digital players (usually seen as desirable) vs. unlicensed copying over the open Inter-
net. The latter has resulted in free—for—all copying that has been very prevalent but
unhelpful for legitimate enterprise [see Tab. 1 below].

Unauthorised Internet Sites (Figs IFPI, Oct 2002)
Web/FTP 200,000 pirate sites 100 million wunauthorised
music files

Peer to Peer Networks (Simultaneous users and files. Figs IFPI, Oct 2002)

Service Users Files

KaZaA 2.74 million 481 million
iMesh 927,000 162 million
OpenNap (153 servers) 404,000 204 million
Gnutella (inc Morpheus) 112,000 19.6 million
All services 4.5 million 900 million

Tab. 1. Mass Copying and Dissemination Without Authorisation

Hence DRM must support flexibility not only in product offerings, but in their trans-
portation, storage and access across a diverse range of devices. DRM is seen as offering
greater access to digital items®® albeit stopping short of totally uncontrolled access.

1.2 The Benefits of DRM

Taking stock, it is possible to summarise fundamental goals that DRM can help to
deliver:

e Ability to offer new delivery options to the consumer, enabling network transfer to
devices either as downloads or file transfers from a physical carrier

e Ability to meaningfully offer different forms of access at different price points,
meeting increasingly diverse market demands such as preview, rental etc. as well
as “buy to own”.

e Mobility to use content across diverse device types including hi—fis, home audio
servers, pocket players, PC’s, PDA’s, mobile phones etc. without irresponsibly feed-
ing the destructive phenomena of “free—for—all” copying.

e Flexibility to interactively access content e.g. through playlists.

52 This “compilation culture” is perhaps epitomised by the advertisement tagline
from Apple Computer “Rip Mix and Burn” but certainly extends to music
consumption via computer “jukeboxes” and many digital devices built around
a “hard drive”.

3 DRM offers greater flexibility of use than physical media because physical media
is subject to physical constraints, while digital files are not.
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These goals are driven by perceived market demand and the content providers desire
to address that demand. For rightsholders there is a view that wider understanding of
this need for DRM in the market is itself an important part of bringing such services
to market.

1.3 The Environment for DRM

Naturally the whole enterprise of developing and delivering DRM depends on the extent
to which a viable market is foreseen by those with capital to invest in developing the
necessary infrastructure. Unbridled piracy and mass—copying [such as in Tabular 1
above| undermines the health and future prospects of the legitimate market. Therefore,
in order to promote market potential and investment potential, it is essential to use
all available means to clear a space in which legitimate business may grow and thrive,
free from piracy. That task has certainly been grasped by rightsholder organisations.
Various initiatives have been undertaken to tackle infringement and to promote a wider
understanding of the role and purpose of copyright in the promotion of creativity and
of investment in it.

1.4 DRM Technologies

Cryptographic techniques, whilst having a utility within DRM, cannot alone offer flexi-
bility to accommodate different forms of content delivery and usage scenarios. Content
must be packaged in forms that can be identified and accessed by playback equip-
ment. This involved codecs, file-formats, metadata etc. Delivery should be possible via
Internet or physical carrier. Internet delivery requires server systems and the whole
gamut of e-commerce, security, authentication and delivery technologies. Delivery via
physical carrier such as a CD may require technologies such as a hard—to—copy feature
to prevent disc cloning, disc serialisation to permit Internet registration and either a
self-contained player or an interface to player technologies already available on PCs
and other target devices. Furthermore, if the disc is to be compatible with the largest
base of player devices — CD players — then PCM audio must also be delivered, prefer-
ably with some form of protection. Several authors in this book deal more extensively
with technologies that are required within DRM systems and extensive lists of DRM
standards and initiatives compiled by NIST and CEN/ISSS"*.

But presently there is a lack of DRM implementations and there is even a lack of
agreed definitions and nomenclature at many levels that continues to hinder techni-
cal discussion. This is a problem for rightsholders who seek rapid progress toward
implementation. Rightsholders require the establishment of agreed nomenclature, at a
general level and also at a detailed technical level. The recording industry is progressing
the former in a wide range of fora, and the latter primarily within standards bodies.

By far the most promising and active area within which the recording industry is con-
tributing to the evolution of DRM is MPEG (Moving Pictures Experts Group). MPEG
is tremendously important because it is a forum in which technical experts from the
various industry sectors meet and work, developing practical engineering standards.
And MPEG has a track record of developing successful standards that are widely
deployed®. The recording industry is contributing to the MPEG IPMP work areas,

54 See: NIST 500-241; CEN ISSS (2003a).

55 MPEG standards are proven and have been influential in the design of digital
delivery platforms in areas such as cable TV, satellite, Digital Radio and on
the Internet.
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in particular providing expertise in areas of Rights Expression Language (REL) and
Rights Data Dictionary (RDD). These allow a means of expressing rules that are used
within DRM and a defined meaning for the terms used in such expressions, respec-
tively. Standardised RDD and REL will allow rules to be understood and processed
consistently across content and hardware combinations from different vendors. In other
words, this work provides the core solution to a fundamental requirement: interoper-
ability.

11 DRM Implementations in Software and Hardware

Clearly, DRM must be widely adopted if it is to find widespread use, and the deploy-
ment of DRM in players is interlinked with the availability of content in the appropriate
format. It is not realistic to expect to deliver the one without availability of the other.
There is a requirement for content, and for compatible players to play the content. Thus
as a pragmatic measure, rightsholders have initially offered computer—based delivery
and players where both the content and the player may be downloaded and installed
on the personal computer.

Computer security is often criticised, based on many well-known examples of hacks,
cracks and assorted infringing services on computers®®. Historically, computer—makers
have failed to implement content—security mechanisms that have been used in devices
such as CD players®”. In spite of this, the computer is actually an attractive platform
within which to deploy DRM tools. The computer offers two significant features: the
ability to download DRM-enabled tools and the ability to upgrade and renew security.
As a consequence, many content services have to date been targeted at computers.

On the basis of such efforts a growing number of content sites and services are now
offering a very large repertoire available for download via subscription or per track.
For example, OD2°® in Europe offers over 150,000 tracks from major and independent
labels through retail partners such as HMV, FNAC, MSN and many others. Popfile.de
was launched in Germany with over 20,000 tracks, and Pressplay has over 250,000
tracks. Listen.com has over 20,000 whole albums on their “Rhapsody” service.

A limitation is that computers are a small subset of the overall range of devices upon
which consumers require to utilise content. There are two ways for content delivered
via the computer to be “exported” for use on a wider range of devices. One way is to
put the content into plaintext. The other way is to embed compatible DRM tools in
devices. Clearly, the former would undermine the purpose of using DRM in the first
place. The latter would achieve the purpose of making content accessible on such devices
while providing the means to prevent indiscriminate exploitation such as uncontrolled
copying.

Presently, all but an immeasurably small proportion of hardware devices shipped into
the consumer market lack support for DRM tools®®. Lack of hardware support is a draw-
back for operators attempting to build a content distribution business on the Internet.

56 One well-known example of a “crack” is the DeCSS software used to circumvent
TPMs applied to DVD.

57 Computer CD-ROM drives, for historical reasons, do not implement SCMS
that was standardised for CD media and players. Nor do many computer drives
appear to implement “RID” that was standardised in the “Orange Book” for
CD-R devices.

%8 See: http://www.ondemanddistribution.com.
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For such operators, the cost of setting up content servers and archives must be borne
in full, whilst revenues can only be expected from that small sector of the consumer
market equipped with devices to take advantage of the content offerings. And the sit-
uation will take time to improve. Until the vast base of CD players is augmented or
replaced with DRM—capable devices, DRM offerings will remain a fraction of the over-
all market. Thus it is crucial to find ways to get DRM support in hardware and to get
such hardware out into the market. Otherwise consumers will not have the means to
take advantage of DRM-enabled offerings.

I1.1 Interoperability

Interoperability and compatibility are terms that are frequently the subject of confu-
sion. Compatibility merely means that different parts of a system can work together.
Interoperability on the other hand is derived from military terminology describing the
ability of troops and equipment to maintain a defined level of functionality during com-
bined or joint operations. In terms of computing, interoperability is used to refer to
components of computer systems that are able to function in different environments.
For DRM a different environment in respect of a content service may take the form of
a different player platform. In respect of a player device, a different environment may
take the form of a different content service. Interoperability requires that a defined level
of functionality is maintained both for security and “rendering” in such circumstances.

Interoperability is a fundamental goal for DRM systems. It is a characteristic that
allows DRM to transcend the mere compatibility achieved by physical formats, whereby
a disc will fit into the specified player. DRM should allow content to be accessible across
the widest range of diverse device platforms from home—entertainment servers to pocket
digital players.

A problem has been that, lacking hardware support for DRM formats, new services
have been constrained for use only on the personal computer. This limitation was
only partially solved when services allowed downloaded tracks to be burned to CD—
Rs. This move undermines security and in no way lives up to the promise of file—
based portability and flexibility offered by DRM systems. A complete solution requires
adoption of support for DRM in a wide range of hardware devices. This process has
begun with a number of devices either incorporating DRM support out of the box, or
upgradeable with the necessary tools. In future, tools that can “affiliate”®® devices on
the home-network, are required so that content can be used flexibly across families of
devices on the home—network but without offering scope for unauthorised distribution
of that content over the open Internet.

Present hardware has not provided tools that can transform this vision of benefits of
interoperability into reality.

59 An estimated 800 million to 1.5 billion CD players have been shipped to con-
sumers. This dwarfs the number of devices that support DRM. And many new
digital players are still being shipped without any support for DRM.

50 The term “affiliation” when applied to devices on a network should be under-
stood as entailing registration of the devices so that they can be “trusted”.
Once a device is affiliated, content can be sent over the network between that
device and other affiliated devices, but cannot be sent to unaffiliated devices
on the open Internet. The term can be used as a verb i.e. to “affiliate” a device,
referring to the registration process.
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I1.2 Security

Once DRM is widely deployed in the marketplace, and is in use to protect traded
goods of significant cumulative value, it can be expected that DRM will be subject
to attack. A likely form of attack could be designed to gain unauthorised access to
content, circumventing the protection or the access rules (though many other types of
attack are also likely). The robustness of DRM against attack is a topic that deserves
detailed consideration such as can only be provided using specialist security skills and
techniques.

Security professionals have been split on this topic. Some authorities have argued that
attempts to limit digital copying are futile®" though this does appear to be a minority
view. Mainstream industry is actively researching DRM and building DRM into main-
stream products®®. One of the largest known commercial deals involving DRM involved
the acquisition of Intertrust by a consortium including Sony and Philips. The deal was
reported to be worth $453 million and won regulatory approval from the European
Commission®®. Furthermore, there is strong theoretical work on security within DRM
systems®. In spite of this body of work on DRM, it is clear that content providers and
the security industry have not yet worked effectively together to achieve the levels of
success seen in areas such as Pay TV, mobile phones etc.

Security professionals have developed a series of criteria that any technology must meet
to offer credible security. Such criteria include:

e No global secret

e No single point of failure

e Renewability of security following a compromise or breach

It is realistic to ask that DRM can be designed to conform with these requirements,
and in a form suitable for implementation in inexpensive consumer devices. Consumer
appliances such as mobile telephones, set top boxes and computer—security tools are
routinely designed and tested against such criteria. This does not mean that security
will be impregnable. Rather, the goal is to design a system where one break does
not render the entire system insecure. The approach set out in® advocates a risk—
management approach to delivering cost—effective security in DRM applications.

On computers, content security cannot entirely be achieved by simply protecting con-
tent at source. When rendering content on a PC the content must be converted into a
digital audio stream. In the current PC environment, it is impossible to ensure that the
digital audio stream is routed to an output device, as opposed to being routed through
a soundcard “emulation” and back to the hard drive in unprotected form. With modi-
fications (e.g. the ability to reliably authenticate a physical soundcard) security on the
computer could be dramatically improved. In fact the computer does offer one great
advantage to assist security: it is possible to very easily renew and modify the secu-
rity tools as often as needed, e.g. even part—way through a song. It is also possible to
devise applications that, like an anti—virus checker, would scan the computer memory
for traces of hostile applications that may be running. This opens a whole gamut of
possible “active” security measures that could defeat pre—programmed circumvention
tools.

61 See, e.g.: Schneier (2001); Biddle, England, Peinado, Willman within this book
on page 344.

62 See: WM9-DRM; Helix DRM; EMMS.

6% See: SPI.

64 See: Kocher.

65 See: Kocher.
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As previously mentioned, PC—based services are vital to the early development and
deployment of DRMs, and all the concerned industry sectors are working together
developing different aspects of such tools. Rightsholders look forward to the delivery
of security measures that seem likely to arise under IT—sector “trusted computing”
initiatives such as Palladium, La Grande and TCPA.

In contrast to the flexibility and re—programmability of computer systems, hardware
devices have to the present been inflexible, but less prone to hacking and circumvention.
The present co—existence of a fixed, inflexible base of devices and formats together
with re-programmable computers has proven to be the worst possible environment
for security — exposing a single point of failure in the fixed format, but preventing
wide market adoption of flexible computer security because it would be inherently
incompatible with legacy devices. This situation is on the verge of changing as new
hardware devices offering re-programmability (or at least, security renewability), begin
to emerge. It will take time, however, for these devices to ripple through the market to
an extent that allows the widespread adoption of DRM.

Security should not be obtrusive. DRM should function reliably in the background, and
should not intrude on the user experience. This expectation is not unrealistic as many
widely used tools, for example PC security tools such as VPN have been engineered
to offer reliable, un—intrusive services that offer a high level of security while supporting
user requirements.

I1.3 Legal Protection of TPM

Despite a generally improving outlook for DRM, technological protection measures
used by DRMs are not immune from circumvention. There is in fact a trade—off be-
tween the complexity (and cost) of security measures employed and their efficacy in
resisting attack, though no measure is un—hackable. In other words, the more pernicious
and prevalent are tools for circumventing DRM, the greater the cost of designing and
renewing protection measures within DRM. The more complex the DRM, the greater is
the cost of running it on a device, either cost in processor cycles or battery life, or both.
These costs will always be borne by the consumer purchasing protected content and
devices for using it, though of course the consumer will not buy either unless benefits
such as flexibility, portability and choice are significantly enhanced as a consequence of
using these technologies. Thus it is of the utmost importance to the consumer and the
market as a whole, to minimise costs associated with protection measures. One highly
effective way to do this, is to minimise the extent to which DRM is subject to attack
by putting in place strong legal protection against the circumvention of technical mea-
sures. This approach will minimise the security cost borne by the average consumer
for tools that must be universally applied to defend against circumvention techniques
implemented by the few circumvention experts.

Thus a fundamentally important aspect of DRM implementation concerns the balance
between the strength (and cost) of technical protection measures within DRM vs. the
extent to which attack methods are permitted (or at least the extent to which attacks
are possible in practice). This balance is a matter of societal rather than technical
prerogative, under the influence of legislators. Member States of WIPO agreed the
1996 “Internet” Treaties, which led to the adoption of the EC Copyright Directive, to
address the unauthorized circumvention of technological measures and the manufacture
and trafficking in illicit circumvention utilities.

66 Virtual Private Network.
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I1.4 Privacy

A hypothetical pitfall that is often discussed concerns user privacy issues. It is some-
times said that DRM may, by virtue of authentication or key—management functions,
be misused to accrue personal data. Of course misuse of any technology is possible, but
such issues do not arise more significantly with DRM than with any other technology.
In fact the core DRM would not normally be associated with personal data. Certainly
DRM may exist alongside e-commerce systems that may store customer records, credit
card details etc. but these system components are not actually a part of the DRM. The
storage of personal data such as customer records is regulated in most territories and
the presence of DRM running alongside such systems does not change that. For that
data held within the DRM system (possibly including backup copies of “rights”, digital
certificates or similar) it should be noted that DRM security serves to secure access
to these components. Rightsholders and others building consumer—facing commerce
systems want and need tools that allow for the proper compartmentalisation and pro-
tection of the various kinds of data held on those systems. Work towards that end is
already occurring in the wider context of the development of e-commerce platforms
and also in the legislature in key territories.

I11 Maintenance of DRMs

The longevity of different DRM versions (especially in respect to security) in the market
and maintenance of old or obsolete DRM versions are of concern. Though standard-
ization would go a long way to minimise such problems, these issues must be faced.
Many devices are now designed to be upgradeable with new software being loaded to
flash memory. One reason device-makers take this approach is to allow concurrent en-
gineering of the hardware and software, but a benefit is the proliferation of upgradeable
devices. Upgradability is not without limits however and it may be that obsolescence
of content or devices is ultimately unavoidable — as it is in many fields. One example
is computer software. When upgrading from 51!/4” to 31/5” floppies, the older discs
and drives rapidly became unusable and thus obsolete. DRM can potentially do better
than this, since it may be possible to re—package content into new protected formats.
At the very least, so long as these technologies are used to “buy” rather than simply
rent or preview content, a requirement must be to have available proven and stable
DRM technologies that will find extensive and long—term support in the marketplace.

II1.1 Progress to Date

Clearly, there has been enormous activity and effort devoted to bringing DRM to

market, and still some way to go. We may recount the advantages of DRM:

e Flexibility to deliver what the market wants, online and offline

e Means to differentiate services/uses allowing different price points

e Deliver totally new services like “advanced preview” or unlock bonus content for a
different price

e Possibilities for interoperability/mobility much greater than present physical for-
mats

At present there is increasing technology to deliver these benefits, with solutions being

put in place, right through the value chain from licensing, production, protection,

delivery, technology standards. Implementation is taking place across industry sectors

covering the content industries, technology and hardware companies. At present, some

less advanced implementations look more like simple Technical Protection Measures
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than flexible DRM tools. Still, the goal is to build and deliver quality services, meeting
market demand, and the better implementations are getting there.

Complete transition to DRM-enabled services will take time. Content is likely to be
offered in legacy formats to the vast consumer base in support of their legacy players
until these become totally obsolete. It does not seem reasonable to disenfranchise the
owners of potentially 1.5 billion CD players by early adoption of technology that is
incompatible with those players.

v Summary

In concluding this paper, there are several points that can now be set out. Content
providers see opportunities to offer alternative services that can be used more flexibly
and the need for DRM results from that.

Of course there is also a need to prevent uncontrolled mass—copying. Technical Protec-
tion Measures are addressing that problem. But it is not enough to just have locks —
to make a business one must offer access, convenience and a good user experience.

Overall, requirements have been highlighted in four distinct areas as follows:

Awareness. Whilst not directly an issue of DRM technology, there is nevertheless a

requirement to:

e Promote awareness of the benefits of DRM

e Promote awareness of the role and purpose of copyright to stimulate creativity and
investment

Development. Develop the functionality and flexibility of DRM tools:

e Develop flexible DRM systems that can support improved legitimate services han-
dling a variety of content types

e Work towards interoperability via international standardisation e.g. within MPEG-
21

Deployment. Deploy DRM so that services can be made available:

e Develop enhanced capabilities to provide a secure PC environment

e Ensure that DRM is embedded in a wide range of devices

Maintenance. Support DRM in order to maintain it’s continued viability:

e Work to find solutions to gaps in protection that would otherwise threaten the
development of a secure environment especially in regard to analog and legacy
digital formats where these can be used as sources for unauthorised redistribution

e Provide capabilities to renew and upgrade security measures, especially following
successful attacks against the security

e Tackle problems of unauthorised or unlawful copying and redistribution of copyright
works. This is especially urgent in the context of P2P technologies. In tackling these
problems, both legal and technical approaches are required

The rationale underlying these requirements has been elaborated through this pa-

per. Previously, an almost identical set of requirements was drawn up during a DRM

working group series organised by the Information Society Directorate—General of the

European Commission held during November 200257, A question concerns the extent

that governments should intervene in these matters.

Governments and authorities around the world have been helpful in supporting key
industry fora such as MPEG and other standards initiatives. Fortunately, governments

67 See: Directorate-General.
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do not appear likely to “micro—manage” developments through more direct intervention
at a technology level in order to deliver political objectives. That is not to say there is
no role for government intervention, only that policy would normally concern the uses
of technology and not the details of it. A very strongly worded view on this is given
in: Schneier (2002)) although across the rightsholder communities (not to mention the
technology sectors) there are a broader range of viewpoints.

As a final comment to this paper, it should be emphasised that DRM is a realistic and
achievable development, absolutely necessary in the market for entertainment products,
but also much more widely. But DRM is a long term proposition and there will be a
need for much hard work and some patience.



2.3 Components of DRM Systems

2.3.1 Identification and Metadata

Norman Paskin ®®

Abstract: Identifiers (unique labels for entities) and metadata (structured relation-
ships between identified entities) are prerequisites for DRM. The term identifier can
mean a label numbering scheme, specification, or fully implemented identifier system
in a specific infrastructure. Implementations require a social infrastructure. In an au-
tomated environment, the entity being managed must be defined in a structured way,
by means of attributes. Managed entities will often be abstractions, and the choice of
which possible entities to distinguish as separable is not absolute but dependent upon
function and context.

Interoperable DRM requires a persistent means of identification and structured de-
scription. Persistent identification can be aided by use of Internet technologies which
allow indirection, separating names from attributes. Structured description requires an
ontology framework, such as the indecs framework, which can support mappings using
a managed data dictionary.

I The Practical Significance of Identifiers and
Metadata in DRM

As commerce has become increasingly less dependent on the physical presence of
both buyer and seller, means of identifying things uniquely and describing them
unambiguously have become more and more important. The use of computers
in mediating some aspects of the trading relationship has further accentuated
this requirement. The near—universal adoption of “unique identifiers” such as the
ISBN or the UPC/EAN barcode has been a direct consequence (and a precon-
dition) for the development of EDI (electronic data interchange) and electronic
trading.

The Internet, as it becomes a medium for trading in intellectual property, drives
us several steps further. The digital network linking trading partners has for
the first time to embrace consumers rather than simply supporting business—
to—business transactions. The identity of the things that can be traded becomes
much less clearly delineated when they may be computer files rather than physi-
cal objects. Users no longer have to access “content” only in pre—packaged prod-
ucts — it becomes possible to provide them with the precise customized package
of content that they want (and which theoretically at least no one else may
want). By the Internet we mean here the network of digital computers linked to-
gether by a globally unique address space based on the Internet Protocol (IP) or
its subsequent extensions, able to support communications using the Transmis-
sion Control Protocol/Internet Protocol (TCP/IP) suite or other IP—compatible
protocols; and providing high level services layered on that infrastructure?; the

58 International DOI Foundation.
69 See: Kahn, Cerf (1999).

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 26-61, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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World Wide Web is only one such manifestation. In addition, many identifiers
and metadata will be used in private, EDI, or other networks: hence a sound
design principle is application independence: identifier and metadata structures
should be independent of any specific technical expression.

In digital rights management (which I'm defining broadly here as the man-
agement of any rights, including those of non—digital entities, through digital
means), we use digital representations of resources, parties, licences and other
entities (digital objects) to articulate a property system. One of the most im-
portant things a formal property system does is transform assets from a less
accessible condition to a more accessible condition, so that they can do addi-
tional work. Unlike physical assets, representations are easily combined, divided,
mobilized, and used to stimulate business deals. By uncoupling the economic fea-
tures of an asset from their rigid, physical state, a representation makes the asset
“fungible” — able to be fashioned to suit practically any transaction’. Digital
objects may also directly represent value’!, though for current DRM purposes
we are largely content to have DRM technologies work with normal currency
mechanisms — concepts such as DigiCash, Beenz and the like have not (yet)
found success.

The management of the myriad transactions implicit in such a complex net-
work environment will only be possible if mediated by computer systems. This
puts additional pressure on the requirement for unambiguous identification and
description of the content through metadata. Persistent identification and de-
scription is a prerequisite for the management of intellectual property rights in
the digital environment. Whilst identification of content is the most advanced
area — perhaps because in many ways the easiest — the same principles apply to
identification of all entities involved in rights transactions: parties, resources and
agreements, as described in the indecs (interoperability of data in e—~commerce)
model of commerce”®. The indecs framework has been widely recognised as a
significant contribution to understanding metadata in the context of DRM, and
the present article draws heavily on the indecs work and its implementation in
the Digital Object Identifier™, though the principles discussed, and conclusions
drawn, are independent of any specific application.

11 The Relationship of Identifiers and Metadata

Identifiers and metadata are two sides of the same coin. An identifier is an
unambiguous string denoting an entity; an item of metadata is a relationship
that someone claims to exist between two entities, each of which may have an
identifier (and must, in an automated environment). These entities may include
both objects and concepts: e.g. an item of metadata may be “this book has a

0 See: De Soto (2000).

™ See: Kahn, Lyons (2001).
™ See: Rust, Bide (2000).
™ See: DOIT (2003).
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cover coloured blue”, and that blue may be specifically identified by a Pantone
number; both the book and “blue” would be identified entities. Entity is a term
used to mean simply something that is identified. The underlying idea, from the
<indecs> project, is that nothing exists in any useful sense until it is identified.

An ontology is a tool which is able to structure relationships between entities;
an explicit formal specification of how to represent the entities that are assumed
to exist in some area of interest and the relationships that hold among them™.

111 Identifiers

An identifier is an unambiguous string or “label” that specifies an entity (some-
thing that is identified). Note that the term “identifier” has become rather over-
loaded and is used synonymously for several related concepts; discussed in more
detail in section V. In computer science terms, an identifier is a name; the entities
named occupy a specific domain of application (the namespace) and are points
in that namespace. “Naming is one of the most important and most frequently
overlooked areas of computer science. In computing it is rumoured: everything
is a naming problem” . Once points in a name space are addressable, appli-
cations can be constructed which provide links (i.e. denote relationships) into
the namespace or between points, to express metadata. Identifiers assigned to
intellectual property entities would enable connections to be denoted (at an in-
tellectual level and in practical terms for trading) between entities which are
physically separated, which may be abstract properties, or are the product of
separate authors etc.

The principal reason for assigning identifiers to points in a namespace is to realise
that abstract namespace as a real digital environment (addresses in a network
or computer system), which can then be readily manipulated. Information ex-
pressed in a digital manifestation is a Digital Object: “a data structure whose
principal components are digital material, or data, plus a unique identifier for
this material” ™. “A digital object is not merely a sequence of bits or symbols
[...] it has a structure that allows it to be identified and its content to be or-
ganized and protected [...]”"". These definitions capture the idea that a digital
object is a meaningful piece of data, reflected in other descriptions such as DLO
(Document-Like Objects”™ or KNOBs (Knowledge Objects)™.

From the standpoint of intellectual property or “content”, an Object is a digital
subset of a greater class of entities, Creations (products of human imagination
and/or endeavour in which rights exist) encompassing in addition to digital
objects, physical packages, spatio-temporal performances, and abstract works.

™ See: Sowa (2000).

> See: Trlam (1995).

76 See: Kahn, Wilensky (1995).

" See: Cross Industry Working Team (1997).
8 See: Caplan (1995).

™ See: Kelly (1997).
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Intellectual property — broadly, “works of human intellect or imagination” —
can be formally defined in an ontology such as indecs, but where possible the
analysis references definitions agreed by the World Intellectual Property Or-
ganization and related international treaties like the Berne Convention. These
Creations may each have applicable namespaces, not all of which have digital
realisations. From the standpoint of the Internet, a Digital Object is a Resource
as specified in the Uniform Resource naming schemes.

1A% Unique Identification

Uniqueness is the essential attribute of an identifier, which must be unambiguous
in the defined namespace: a given identifier must specify (be bound to) one and
only one object in that space. This does not imply that one object may have only
one identifier (a one—to—one relationship), since a one—to—many relationship (an
entity having several labels, each unambiguously specifying it) may be necessary
in some contexts, and is likely in many DRM applications: as multimedia enti-
ties become more complex, or parties such as publishers operate in multi—-media,
multi-national environments, it becomes inevitable that they will acquire more
and more domain identifiers, which may or may not require reconciliation. The
question of whether — or how — different identifiers for the same entity should
be reconciled is both practical and political. The multiple labels may be valid
in different namespaces to guarantee interoperability (e.g. a sound clip within a
multimedia scientific document may have one identifier within a music identi-
fication scheme, another identifier within a document archive); or the multiple
identifiers may be within the same namespace, perhaps for pragmatic reasons
beyond the abstract design of the namespace.

The indecs Principle of Unique Identification is that “every entity should be
uniquely identified within an identified namespace”. It is difficult to overstate
the importance of this simple and commonplace principle. At one level it can be
said that the basis of interoperable metadata is simply about the relationships of
recognisably unique identifiers. In pre—digital bibliographic and commerce sys-
tems, effectiveness depends to a great extent on the robustness of their identifi-
cation systems: the UPC/EAN product numbers, the ISBN book identifier and
the CAE composer/author/publisher identifier are among the most successful
identification systems in use in the world of content management; they form the
backbone of highly effective distribution systems in their respective industries.

In contrast, where unique identifiers for major entities do not exist or are poorly
implemented within a domain, data management costs are higher — and sim-
ple, effective management systems difficult to develop. The absence of unique
“party” identifiers for creators and publishers in the major content industries,
the scarcely visible implementation of the ISRC for sound recordings, and the
lack of a standard agreement or licence identifier in any copyright community,
are each examples of gaps that are crippling for interoperability within a do-
main, let alone between traditional domains. Some of these gaps are now being
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filled: e.g. the InterParty project®® is providing one way of approaching party
identification, by investigating a framework to make existing party identifiers
interoperable.

Multi-media, multi-lingual, multi-national, multi-purpose metadata also re-
quires that unique identification applies at all levels, including the use of “con-
trolled vocabularies” for values of properties such as measures, form and type.
In truly well-formed metadata, the only “free text” properties of an entity are
found in its names or titles; in some instances (for example, in trademarks and
in the UK Actors registry Equity), even names may be protected to ensure their
uniqueness in a given domain.

For wider interoperability, the most important properties of an identifier are
uniqueness within a given domain; stability (identifiers should never be trans-
ferred to another entity); security, whether through protection by watermarking
or encryption, and/or by internal consistency through the use of check digit al-
gorithms; and the public availability of some basic descriptive metadata for the
entity identified, without which the identifier has only limited use.

\% Identifiers as Numbering Schemes, Specifications,
and Identifier Systems

We need to make an important terminology distinction at this point about the
use of the word “identifier”. As the use of numbering in digital networks has
developed, the historical use of the word in this context has become expanded
to the point where it is now used synonymously to cover several different things,
all of which are useful but which actually carry different implications that need
to be separated in a detailed understanding of practical DRM applications. It’s
important to understand the differences here; and to note that these are not
mutually exclusive (one particular “identifier” may fit into one or all of these
categories).

V.1 Identifiers as “Labels”: The Output of Numbering Schemes

A numbering scheme is a formal standard, an industry convention, or an arbi-
trary internal system such as a an incremented production serial number etc., to
arrive at a consistent syntax for denoting and distinguishing separate members
of a class of entities®’. The scheme is a specification for generating a number:
this resulting “number” may include alphanumeric characters, but the accepted
parlance is to speak of these as numbers (e.g. ISBN = International Standard
Book Number). The intent is of establishing a one—to—one correspondence be-
tween the members of a set of labels (numbers), and the members of the set
counted and labelled. The product of the process is enumeration, a cardinal-
ity judgement, and assigned numbers for each cardinal member. An example

80 The InterParty Project Web Site: http://www.interparty.org.
81 See: Ehlers (1994).
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would be the ISBN, where a separate ISBN is assigned to each book edition.
The numbering scheme may or may not be accompanied by some apparatus —
for example, a registration agency and maintenance agency for the ISO TC 46
series of identifiers.

The important point here is that the resulting number is simply a label string
(a “noun”). It does not of itself create a string that is actionable in a digital or
physical environment (a “verb”) without further steps being taken. It may be
used (and probably will be used) in databases; or it may be incorporated into
another mechanism later.

The most common standard numbering schemes of interest in DRM include

those standardised by ISO8%:

e ISBN: ISO 2108:1992 International Standard Book Numbering (ISBN)3

e ISSN: ISO 3297:1998 International Standard Serial Number (ISSN)8?

e ISRC: ISO 3901:2001 International Standard Recording Code (ISRC)%6

e ISRN: ISO 10444:1997 International Standard Technical Report Number
(ISRN)87

e ISMN: ISO 10957:1993 International Standard Music Number (ISMN)8®

e ISWC: ISO 15707:2001 International Standard Musical Work Code
(ISWC)®9

e ISAN: Draft ISO 15706: International Standard Audiovisual Number
(ISAN)%0

e V-ISAN: Draft ISO 20925: Version Identifier for audiovisual works
(V-ISAN)9!

e ISTC: Draft ISO 21047: International Standard Text Code (ISTC)%?2

Whilst these ISO TC46 identifiers were originally simple numbering schemes,
of late they have also begun to adopt the notion of associating some minimal
structured descriptive metadata with the identifier. Also relevant are the ISO—
affiliated NISO standards including;:

e ANSI/NISO Z39.84 The Digital Object Identifier®?

82 See: 1SO TC49/SC9** — Information and Documentation — Identification
and Description Standardization of information identifiers, description and as-
sociated metadata and models for use in information organizations (including
libraries, museums and archives) and the content industries (including publish-
ing and other content producers and providers).

83 Available at: http://www.nlc-bne.ca/iso/tc46sc9,/ .

84 See: ISBN (1992).

85 See: ISBN (1998).

86 See: ISRC (2001).

87 See: ISRN (1997).

88 See: ISMN (1993).

89 See: ISWC (2001).

90 See: ISAN.

1 See: V-ISAN.

92 See: ISTC.

93 See: ANSI/NISO (2000).
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V.2 Identifiers as “Infrastructure Specifications”:
Making Labels Actionable

“Identifier” is also sometimes used to mean a mechanism or syntax by which
any label (as defined above) can be expressed in a form suitable for use with a
specific infrastructure tool. This is sometimes known as creating an “actionable
identifier” — meaning that in the context of that particular piece of infrastruc-
ture, the label can now be used to perform some action: e.g. in an internet Web
browser, it can be “clicked on” and some action takes place.

Of particular relevance for DRM, the set of internet specifications known as
Uniform Resource Identifiers (embracing URLs and URNs) provide mechanisms
for taking labels and specifying them as actionable within the internet. These
are discussed in more detail later in this paper — here we simply note the
functionality that such systems are intended to provide. The same principles can
apply in the physical as well as internet environment — for example by prefixing
an ISBN with the EAN sequence 978 or 979, the ISBN becomes a UPC/EAN
identifier expressible as a physical bar code symbol, or a radio—frequency tag,
for use in the physical supply chain®%.

Importantly, note here that such “identifiers” do not mandate a way of creating
labels, they merely accept any labels: hence if one does not have an existing
numbering scheme, it will be necessary to adopt or create one in order to form
URIs. A URI specification merely ensures that a label follows the rules to become
actionable in an Internet environment: a specification is not an implementation,
with all the other aspects that a fully functioning identifier system (see below)
may require: URI may for example specify the syntax, and specify a recording
registration procedure, but not create a managed environment (e.g. by which
registrations are “policed”), or carry any specifications of metadata or policy
(which I consider to be the hallmark of a full identifier system). Some identifier
specifications of this form may have limited rules or requirements for implemen-
tation: so far this is limited to the URN specification including a proposed (not
implemented) mechanism for resolution. The acid test one should ask of such a
specification is: what does specifying my label in this particular form get me, in
practical terms, in a specific infrastructure?

V.3 Identifiers as “Implemented Systems”:
Implementing Labels in an Infrastructure Environment

The UPC/EAN is an “identifier system” in the physical supply chain; a DOI
is an “identifier system” in the digital supply chain. ISBNs for example be-
come implemented in the physical supply chain through UPC/EAN bar codes
or RfiD tags. This sense of “Identifier” denotes a fully implemented identifica-
tion mechanism that includes the ability to incorporate labels, conforms to an
infrastructure specification, and adds to these practical tools for implementa-
tion such as registration processes, structured interoperable metadata, and a
policy/governance mechanism. Such a system is necessary for practical DRM

94 See: Osborne (2002).
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applications; since DRM deals with digital entities, structured metadata will be
an essential component of such a system. The DOI is one of the better developed,
with several million DOIs currently in use by several hundred organisations.

Both ISO TC 46 and URN have published suggested lists of requirements for
their identifiers — the first covering what I have called here “labels”, the second
what I have called “infrastructure specifications”. I have summarised these else-
where? and suggested that a practical identifier system (which builds on both
concepts) for digital use (DRM) should assume a combination:

e Unique “dumb” identification: unambiguous simple identification (label as-
signment) of a defined piece of information; opaque strings, not hard—wired
with any specific application intelligence;

e Well-formed metadata: defined namespaces and controlled values within
those namespaces for each value of a metadata element, defined by inher-
ent structure not by their function in a particular application. A means of
expressing an ontology to facilitate interoperability in many different func-
tional applications;

Support for arbitrary levels of granularity;

Multiple, co—existing, labeling schemes should be possible, including support
of existing (legacy) schemes; groups of content owners with common interests
should be able to devise their own schemes which should then be interoperable
in an open framework; multiple (overlapping) identification of content must
be allowable. This implies extensibility: the ability to add within a scheme a
particular namespace that defines that element.

e Links to distributed metadata: dumb identifiers pointing to specific reposito-
ries for different pieces of data, relating to different functions e.g. copyright,
trading, EDI; details of medium, version, format etc. conveyed as metadata;

e Distributed (cascading) administration responsibility: once below a certain
level, no central agency permission needed to assign unique numbers (sub—
levels assigned by the owner of the higher level);

e Policy and governance process: a management structure design for the prac-
tical operation of the identifier registration and maintenance processes.

The three uses of the word “identifier” (label, infrastructure specification, and

implementation) can become easily confused, since one particular string can be

in more than one category. But to see why we need to be precise, consider the
following statement:
“For use on the Internet, an ISBN label can become a URN specification;
an ISBN label can be incorporated into a DOI, which is an implemented
identifier system following the URI specification.”
Replacing the more precise terms in this statement by the loose unqualified
synonym “identifier” results in confusion:
“an ISBN identifier can become a URN identifier; an ISBN identifier can
be incorporated into a Digital Object identifier, which is an implemented
URI identifier”

(true, but only on close textual analysis!).

95 See: Paskin (1999).
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V1 Social Infrastructure and Costs

Creating an implemented identifier system for DRM is not a trivial task: it

necessarily incurs some costs, in three principle areas:

e “label” registration; maintenance of resolution destination(s); declaration of
metadata; validation of number syntax and of metadata; liaison with the
registry; customer guidance and outreach; marketing; administration

e Infrastructure: resolution service maintenance, metadata registry mainte-
nance, and further development

e Governance: common “rules of the road”; business model for cost recovery,
development of the system

There is a widespread recognition of the advantages of assigning identifiers (la-

bels); and of making these actionable; and a widespread misconception that an

abstract infrastructure specification (like a URN or URI) actually delivers a

working system rather than a namespace that still needs to be populated and

managed. A common misperception is that one can have such a system at no
cost. It is inescapable that a cost is associated with managing persistence and as-
signing identifiers and data to the standards needed to ensure long—term stability
for DRM. This is because of the need for human intervention and support of an
infrastructure. Assigning a library catalogue record, for example, will typically
cost anything up to $25. Assigning an ISBN or ISSN or National Bibliography

Numbers will also have costs, even if these are not paid directly by the assigner.

The most widespread model of recovering costs is from the assigner community:

the DOI as an example is free at the point of use, but there is a small fee to an

assigner for creating a DOI (a few cents) because the model chosen is that of a

self-funding system (on the model of the UPC/EAN system).

Understanding identifiers in the digital world is fraught with such misunder-
standings: “adding a URL costs nothing” (which itself ignores some infrastruc-
ture costs), “so why should assigning a name have a cost?” It is indeed possible
to use any string, assigned by anyone, as a name; but to be useful and reli-
able any name must be supported by a social as well as technical infrastructure
that defines its properties and utilities. URLs for example have a clear techni-
cal infrastructure (standards for how they are made), but a very loose social
infrastructure: anyone can create them, with the result that they are unreliable
alone for long term stable use as they have no guarantee of persistence let alone
associated structured metadata. UPC/EAN product codes, Visa numbers, and
DOIs have a tighter social (business) infrastructure, with rules and regulations,
costs of maintaining and policing data — and corresponding benefits of quality
and reliability. When a credit card is presented, we can be reasonably certain
that the number is valid, and has been issued only after careful correlation with
associated metadata by the registrant. It does not necessarily imply a centralised
system: it may be a distributed system (like domain names), but it must have
some form of regulation.

Such regulation of infrastructure for a community benefits all its members; fund-
ing the development of it is often a problem, and there is no “one size fits all”
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solution to how this should be done. But finding a workable model for the de-
velopment of an infrastructure can yield obvious benefits. There are many mod-
ern examples (3G telephone networks, railways) which are struggling with the
right model for supporting a common infrastructure. The Internet was largely
a creation of central (US) government; the product bar code, a creation of a
commercial consortium. Product codes, Visa numbers, and DOI for example use
the concept of Registration Agencies, rather than relying on centralised subsidy.
These Agencies effectively hold a “franchise”: in exchange for a fee to the gov-
erning body, and a commitment to follow the ground rules of the system, they
are free to build their own offerings to a particular community, adding value
services on top of identifier registration and charging fees for participation.

Identifiers may of course be made available at “no charge”, if the costs of doing so
can be met from elsewhere (there is no such thing as “free”, only “alternatively
funded”). Like any other piece of infrastructure, an identifier system that adds
value (like metadata and resolution) must be paid for eventually by someone.
An organization could, if it wished, assign identifiers freely (registration fee zero
to registrants) and subsidize this added—value service by paying a franchise fee
to the governing body from a central fund, as an acceptable cost for supporting
the service.

VII Namespaces as a Way of Managing Identifiers

The development of domains or namespaces within the Internet has helped in
the relaxation of pressure on the need for absolute uniqueness in the structure
an identifier: URIs provide specifications for universal disambiguation that allow
even common terms to assume unique, network—wide, status.

A namespace is a set of names in which all names are unique. While one is work-
ing within one namespace, uniqueness is by definition not a problem. A potential
problem arises when two namespaces containing the same label (but for differ-
ent entities) are made interoperable. This is the issue faced by e.g. merging of
databases. Namespaces allow reference to each label in the form nid:nss (names-
pace identifier: namespace specific string), so that the full string includes both an
identifier of the namespace and the specific string within that namespace. This
is the solution adopted within URNs and by XML, which has popularised the
concept over the past few years. XML namespaces provide a simple method for
qualifying element and attribute names used in Extensible Mark—up Language
documents by associating them with namespaces identified by URI references®®.
The XML namespaces recommendation works, but a number of underlying issues
(e.g. validation) remain unclear”. Nevertheless XML is the de facto standard
way of communicating data and highly advisable for any identifier/metadata
scheme to make its elements available in this form.

9 See: W3C (1999).
97 See: Bourret (2000).
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However, we are far from having all DRM transactions automated, and although
this is a logical solution if every transaction was fully and precisely specified, in
practice if a particular community is working in one namespace, or using less
formal methods, it will usually assume “nid” to be implicit — which brings
problems when two namespaces need to be considered. A practical example is
the author identified as “Joan Brady” — in fact, a different person in the “UK
author namespace” (a Whitbread Prize novelist) and in the “US author names-
pace” (author of “God on a Harley”): in effect, these undeclared namespaces
collide on an Amazon.com search, resulting in confusion and ultimately threats
of litigation®8.

There is no fundamental logical difference between a “name” and “an address”
— an address is the name of a location, i.e. a name in a namespace consisting of
addresses (e.g. the URL namespace). But this does not mean that addresses can
always be used as useful names: in DRM, a requirement is to manage entities
(resources, parties etc.) as “first class objects” — that is, named entities in their
own right — not via a property (location) which may vary independently of the
entity.

VIII Abstractions

In most cases when an intellectual property entity is identified, the entity be-
ing identified is not tangible, but an abstraction. Clearly this is the case when
identifying abstractions such as the underlying work “Robinson Crusoe” which
has many different manifestations as book editions, or “ Eroica symphony” in
many recordings, scores, and performance. Not as readily appreciated is that
apparently “tangible” entities are also abstractions: e.g. the ISBN identifies not
the copy of a book which you have in your hand, but the class of all such copies,
an abstraction.

Abstractions need an ontology to make sense of them. More than one ontology
can provide tools for dealing with any set of entities, but we need to be careful
not to mix definitions from different ontologies without careful mapping: every
schema has its own inherent contextual model and its elements are defined in
those terms. For example, there is a fundamental difference in the way in which
the library—derived FRBR model? defines the term “expression” and the way
<indecs> defines “expression”, but this is not to say that only one is right: each
recognizes the entity that the other is calling “an expression” and wishes that the
other had called it “foo”. Mapping elements is a completely different and much
more complex process than declaring data elements. The indecs/DOI/ONIX
group, for example, can map more or less any other schema successful within
their models, but we would not assume that any other schema would adopt the
same definitions of (say) agent, resource or event. It has been well said that
“there are more abstractions than are ever conceived of”.

% See: Bide (1999).
9 See: IFLA (1998).
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IX Identity and Sameness

A fundamental purpose of identifiers is to define when two things are “the same”
and hence denoted by the same identifier. The intuitive meaning of “the same”
needs some logical analysis if it is to be applied consistently for automation. The
word ’same’ is used sometimes to indicate similarity (qualitative sameness), as
in ‘Alice is the same age as Bob, and the same height as last year’ , sometimes to
indicate that what is named twice should be counted once (numerical sameness),
as in ‘the morning star and the evening star are the same planet’. The word
"identical’ can also have the former sense (identical twins, identical dresses) as
well as the latter; hence philosophers are liable to discuss both kinds of sameness
under the label ’identity’. Qualitative sameness is a comparison of metadata:
entity A and B share a relationship to entity C. Numerical sameness is a simple
logical relation through comparison of identifiers, in which each thing stands only
to itself. “Although everything is what it is and not anything else, philosophers
try to formulate more precisely the criteria by means of which we may be sure
that one and the same thing is cognised under two different descriptions or at
two distinct times” 100

Numerical sameness leads to a trap for the unwary: if we say, “T'wo entities are
the same if they have the same identifier,” we seem to create a puzzle: how can
they be two if they are the same? If identity is a relation it must hold either
between two distinct things or between a thing and itself. To say that A is the
same as B, when A and B are distinct, is bound to be false; but to say that A
is the same as A is to utter a tautology. Different solutions have been found by
different philosophers for this “paradox of identity”. This may seem like remote
philosophising, but in fact lies at the heart of practical implementations.

In determining whether A is the same as B, we find that ultimately nothing is the
same as something else; however, it makes sense to consider that A is the same as
B for a defined purpose (i.e. in a defined context). To give a practical example,
a photocopy of this article is not the same as the original in some ways (it is
printed on different paper stock, it is located in a different part of space, etc.);
but it might be considered the same — a copy — for the purposes of intellectual
property (it retains the typographical layout and semantic sense). Here, the
attribute “paper stock” is irrelevant, the attribute “manifestation of the defined
work X” is relevant, for the purpose of DRM. Whilst this seems almost trivial in a
physical environment, where the purpose and context are intuitively understood
even if not stated, in a fully automated digital environment the attributes and
context are less intuitive. This is why it is difficult to translate intuitive concepts
from the physical world into the digital; e.g. arriving at a definition of “to copy”
in the digital environment makes no sense without a context. In recent MPEG-
21 discussions, some technologists argued that there can be “no such thing as
a digital copy” — A and B must differ because of the sequence in which their
data representations are laid down on a hard disk, for example. Yet it clearly is
nonsense to say that “the action of copying is impossible in the digital domain”:

100 See: Kemerling (2002).
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this would undermine copyright law as rampant copying is patently occurring in
practice. Hard disk sequencing is an irrelevant attribute for the purpose of 1P law
— though case law in this area is sparse — and similarly, in more traditional IP
interests, photocopier technologists are not ideal intellectual property lawyers.

So it is meaningless to ask “Are A & B the same thing?” and only meaningful
to ask “Are A & B the same thing for the purpose of....”. Technically we do
this by considering which attributes of A need to be retained in creating the
replica B; some attributes are ignored, considered irrelevant for some defined
purpose. A description is a set of properties that apply to a certain object:
two incomplete descriptions denote the same object if they have an identifying
property in common'®!; the descriptions are for a purpose, and the “identifying
property” (or more likely set of properties) is the one by which we define that
common purpose or context of the A and B comparison.

When we make statements we normally leave a great many attributes unstated
because we assume general or specific knowledge on the part of our audience.
However when we come to fully automated DRM, which relies on exchange
between computer systems, we cannot expect that any inferences from “common
knowledge” will be applied. We need to consider an entity as no more than the
sum of its stated attributes. I may say you can copy my CD and its entire
contents and sell it in a jewel box: exactly what kind of jewel box, and what the
printing on the CD and the inlay says is irrelevant to the copy. It is a replica if
the stated attributes are the same at whatever level of granularity is explicit. It
may even be a copy if it is not a CD, if the only stated attribute I have given
is “this recording”. DRM will rely on the same principle as any other computer
system: computers are dumb, and if something is not specified it cannot be taken
into account.

The same principle of considering a comparison relevant for some purpose applies
to the use of metadata in automated applications: we must sort the metadata
into sets (application profiles) which are relevant for the particular purpose of
that application. As Karl Popper elucidated, there is no neutral purpose—free
“tabula rasa”, always a purpose which is inherent in a particular act of percep-
tion'Y2. The recognition that all considerations of identity require recognition of
context is fundamental to the context model underlying the indecs Data Dic-
tionary (which will be discussed later in this paper), in which all are things are
ultimately part of events or situations, taking place in defined contexts.

X Granularity

The paradox of identity is related to the concept of recognising granularity.
Recognising sameness among a population, as we have seen, depends on choosing
which particular set of attributes of a number of entities we consider relevant,
and which are irrelevant, and ordering the population into sets defined by the
relevant attributes for the purpose in hand.

101 See: Guarino, Welty (2000).
102 See: Popper (1972).
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Granularity refers to the level of content detail identified; and to this we must
add again the qualifier “identified for a particular purpose”. To take an example
from text publishing, the ISBN'%3 identifies the whole book; the BICI'** identifies
component parts of a book (e.g. chapters, sections, illustrations, tables). This
may be enough for some uses but is clearly inadequate for others. If we are to be
able to identify all rights owners in a particular piece of content, that may require
a far finer degree of granularity of identification, to the level of the individual
illustration or quotation from another source. Similarly, if information is to be
traded with customers at a level of granularity finer than the “chapter” or the
“article”, then publishers may have compelling marketing reasons for being able
properly to identify and to keep track of what is being traded.

The level of granularity that may need to be identified becomes effectively arbi-
trary in a digital environment. This might suggest a requirement for relational
identification where (like the BICI) smaller fragments are identified by reference
to the larger “whole” from which they come, although this “intelligence” would
have some drawbacks, not least in terms of the size and structure of the codes
and a preferable route would be to express the relationship through readily ac-
cessible metadata. Considerations of granularity are fundamental to a logical
analysis of DRM, and a key point is the purpose and context of the granularity
choice.

X.1 Functional Granularity

The indecs Principle of Functional Granularity is that “it should be possible to
identify an entity whenever it needs to be distinguished.” When should an iden-
tifier be issued? In this deceptively simple question lies the most basic question
of metadata: for which data is it meta—? Resources can be viewed in an infinite
number of complex ways. Taking the indecs metadata framework document as
an example, it has an identifier in the <indecs> domain: WP1a-006-2.0. But to
what does this refer? Does it refer to the original Word document, or to a pdf
version available on the Website? Or does it refer to the underlying “abstract”
content irrespective of delivery format? If it refers to the Web document, is this
also adequate as a reference to local copies that have been downloaded onto
other computers or servers? The document’s parts may require identification
at any level (for example, section 2.2, or Diagram 14). If you wish to make a
precise reference to a sentence from another document, you will need a more
precise locator, and its nature will depend on whether your reference is intended
to allow automated linking. As the document has been through many stages of
preparation, how many different versions need to be separately recorded? Each
of these requires the exercise of functional granularity: the provision of a way
(or ways) of identifying parts and versions whenever the practical need arises.

The application of functional granularity depends on a huge range of factors,
including the type of resource, its location in time and place, its precise com-

193 See: ISBN (1992).
104 Gee: NISO (2000).
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position and condition, the uses to which it is or may be put, its volatility, its
process of creation, and the identity of the party identifying it. The implication
of this is that a resource may have any number of identifiers. The same entity
may be subjected to functional granularity across a range of views. The basic
“elements” of a resource may be entirely different according to your purpose.
Stuff may be analysed, for example, in terms of molecular entities (chemistry),
particles such as electrons, quarks or superstrings (physics), spatial co-ordinates
(geography), biological functions (biology, medicine), genres of expression (cre-
ations), price categories (commerce), and so on. In the digital environment, stuff
can be relatively easily managed at extreme levels of granularity as minute as a
single bit. Each of these process will apply identifiers of different types at differ-
ent levels of (functional) granularity in different “dimensions”; these may need
to be reconciled to one another at a point of higher granularity.

Functional granularity does not propose that every possible part and version is
identified: only that the means exists to identify any possible part or version
when the occasion arises. Identification is not the same as mark—up, though if a
section is distinguishable by some mark-up coding it will be subsequently easier
to specify it as separately identified.

X.2 Conflicting Views of Granularity: Difference within Sameness

What is “the same thing” for one user, purpose, or context will be “two different
things” for another. The two users may have different purposes in mind when
they ask “are X and Y the same?”; and as we have seen, this question is implicitly
“are X and Y the same for the purpose of...?” Failure to comprehend these
different views (purposes) across a supply chain results in considerable friction.
Some practical examples will illustrate this. For clarity, I refer in each case to
two different users — the party who sees “the same thing” as X and the party
who sees “two different things” as Y.

There has been much discussion (as yet not fully resolved) of this in the context
of eBooks!9: publisher X wishes to use one identifier (the ISBN) to refer to all
technical formats of an eBook, since they are all “the same book”; yet supplier
Y needs to distinguish different formats (a customer ordering one format wants
that and no other). Some publishers have in fact suggested using the ISBN with
some form of qualifier (or parameter) to do this; the International ISBN agency
prefers to recommend different ISBNs for each format'%®. These are the two
general approaches to recognising difference within sameness, each of which may
be valid in some circumstances: a “single identifier with qualifier” or “create new
multiple fized identifiers”.

The “single identifier with qualifier” approach is used in solving the “appropriate
copy” problem in one application with DOIs'®”. The generalised case is that
since an identifier is normally that of a class (an abstraction), it is assumed that

105 See: Anderson Consulting (2000).

106 See: ISBN (2002).
107 See: Beit-Arie (2001).
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each member of the class is equivalent; but in reality this may not be so in all
contexts, and there are many instances when more than one legitimate copy is
available, and some copies are not available, due to the context of the request. In
the appropriate copy example, publisher X allocates one identifier to an article;
library user Y finds that because of local loading, aggregator databases, paper
copies or mirror copies, she needs to distinguish copy one from another; in each of
these cases, the address to which the identifier given by X should appropriately
resolve depends on the location or affiliation (in general, the context) of the user
Y who is making the resolution request. To solve this problem it makes sense
to contextualise the use of the identifier by some tool such as OpenURL. A full
analysis of any transaction, in the further work done using indecs for MPEG!08,
shows that ultimately all transactions are contextual and can be expressed as
an event or a situation; and a full analysis of the sue of identifiers will show that
ultimately of course they are all used in some context.

The “create new multiple fixed identifiers” approach is shown in the emergence
of the ISTC. New identifiers may be needed and require the creation of a new
namespace if the namespace currently being used cannot satisfactorily include a
new type of entity without disrupting the existing business. A good example is
the identification of textual abstractions and the identification of their manifes-
tations (books): ISBNs are in widespread use for identifying (separately) each
different edition of e.g. Cervantes’ Don Quixote. These are different (if customer
Y orders the leather bound limited edition with illustrations by Dali, he is un-
likely to be happy to receive the $1.50 Worlds Classics paperback edition). Yet
authors agencies, rights organisations, and librarians X may all be interested in
the general work and not concerned with specific editions for some purposes (a
library reader wishing to find a copy of the work, for example). This led to the
development (with the full collaboration of the ISBN agency) of a new identifier,
the ISTC, which can be used to identify this entity (the textual abstraction)!.
This example also usefully shows that it is not always the smaller granularity
entities which the driver for the creation of new identifiers: in this case, a new
identifier is required which may be related to “supersets” of ISBNs.

These two ways of dealing with “difference within sameness” are not always clear
black—and white alternatives, and once again functional granularity will be the
arbiter of which to use in which cases: is there a need to agree on a separate
identification scheme (a new namespace), or can we live with the difference being
defined by qualification after the identification step at a local level, which is not
likely to be widely used across a supply chain? If the entities being finely differ-
entiated are the object of commercial transactions across multiple partners, or
are likely to be stored and used in communication to identify precisely the differ-
entiated entity (rather than the unqualified entity), then I believe the separate
new identifiers approach is likely to be optimal in the long term.

In each solution, the same logic applies: whether we refer to them as “a qualified
identifier with two different qualifiers” or “two identifiers which have a relation”

108 See: MPEG-21 RDD (2003).
109 gge: ISTC.
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is semantics: “ISBN 1234” and “ISBN1234-as qualified-Z” are separate strings.
They denote different entities, they must do otherwise there wouldn’t be a need
for two strings. It may well be that party X only needs the first, but if party Y
has a need to deal with all these different transformations generated by X at a
business level and needs to know the various sub “qualified” identifiers, then Y
is going to end up having to store the [qualified] identifiers and treat them as
static separate strings, i.e. separate identifiers — probably in a separate database
because the particular numbering system X has used isn’t sufficiently granular
for Y’s needs.

If entities need at some point to be differentiated for long—term purposes (which
typically they do in any DRM chain for e.g. audit etc.), then inescapably someone
somewhere will be managing multiple identifiers [strings] with multiple metadata
[as there are multiple entities] that have a defined relationship. This need not be
a concern if that management is in an isolated internal database, but increasingly
such data is becoming exposed to interoperability, the heart of DRM. Wherever
this happens, this is easier to do by treating all differentiable entities as having
fixed identifiers — persistent opaque strings with associated data — rather than
some as derived by qualification. This allows a common mechanism for persis-
tence, registration, and interoperability. There are many related identifier labels
(namespaces) and no one can deal with all possible needs — this is why ISTC
had to be added on top of ISBN, rather than overloading one system and asking
it do two fundamentally opposing jobs; an identifier system or framework which
can contain all these, such as DOI, is making more and more sense.

XI Intelligence in Identifiers

A dumb identifier is an opaque identifier string that serves solely as unique label
and has no other inherent or implied meaning (synonyms: simple or insignifi-
cant identifier). An example is a manufacturing sequence number; a consortium
of manufacturers may use this as an interoperable identifier by preceding each
string with some means to guarantee uniqueness across originators. In text pub-
lishing, an early example was the PII (Publisher Item Identifier) [PII], simply a
sequence number from an individual publisher (and incidentally a precursor of
the ISTC; most PIIs are now used in the form of DOIs through the CrossRef
implementation!1Y).

An intelligent identifier is a string that has at least some segment capable of
ready interpretation outside the identifier scheme to derive meaningful informa-
tion (synonyms: compound or significant identifier). Intelligent identifiers which
carry some information in their structure relating to the entity they identify,
such as a format, date or producer code, are of some value in particular cir-
cumstances, but problems of ambiguity or volatility often render much of this
apparent “intelligence” unreliable. A manufacturing sequence number that ex-
plicitly included as its opening string the year of manufacture would contain

10 CrossRef — Web Site: http://www.crossref.org.



Components for DRM Systems 43

such intelligence. The SICI (Serial Item and Contribution Identifier)!'! contains
substrings denoting elements such as date of publication, page number, etc. In-
telligence is the insertion into the name syntax for one namespace of a string
which has applicability in another namespace: it therefore creates a hard-wired
link between the two entities in the two namespaces: i.e., metadata. Hard wiring
is appropriate only if the relationship will never need to change, which is not
always easy to guarantee (as the year 2000 problem amply demonstrated).

“Affordance” is the ability to enable construction of a unique identifier from ex-
amination of the physical manifestation (or some metadata record of it), rather
than by reference to a central database of identifiers'*2. Affordance is therefore
a counterpoint to the concept of intelligence: intelligence implies ability to de-
rive, some element of metadata about the object, from the identifier; affordance
implies the ability to derive the identifier from the object or metadata. Another
term for this is computability: given the object instance, the identifier for a
namespace may be computed. The SICI scheme allows a SICI code to be created
by algorithm from known citations; while this could be done manually, it can
be automated by algorithms!!3. This enables a user to retrieve citation records
from various databases, and subsequently create the SICI code that could then
be used to search more efficiently across multiple text databases to find the ac-
tual article. Given the variation and performance of search capabilities across
multiple systems, an algorithmic key is more likely to find the document than
a reformatted version of the initial query or bibliographic citation textual el-
ements. For the SICI or other such access keys to be highly successful, more
standardization of bibliographic citation data elements is needed; however, it
seems to hold promise for locating a bibliographically denoted work from nu-
merous different online resources and legacy systems.

XII Aids to Identifier Use: Readability and Check
Digits

Readability refers to the design of identifier syntax in such a way as to aid in-
terpretation by human inspection in an application. The design of the Internet
domain name system is a clear example where simple IP addresses (numeri-
cal values) are associated with more readable or memorable strings (such as
www.ibm.com); the price to be paid for this is literal, in that certain memorable
or readable strings become much more valuable than others in a commercial con-
text, although the underlying numbers appear to be of identical value. Readabil-
ity can be assisted even in numeric, dumb, schemes: an example is the Publisher
Item Identifier (PII) which consists of seventeen alphanumeric characters in a
single string (e.g. S1384107697000225); for readability when the PII is printed
slashes, space and parentheses are added where necessary, to ease the reading of

11 See: NISO (1996).
112 Gee: Green, Bide.
13 See: Paskin (1999).
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the code and divide it into segments each with a defined origin though not mean-
ing (e.g.S1384-1076 (97) 00022-5). These additional elements are stripped out
for machine readable use and/or reinstated on printing and do not form part of
a machine-readable string or check-digit algorithm. Readability is important if
an identifier will be entered by keyboard rather than automatically. Readability
is not necessarily synonymous with intelligence (the DNS example uses intelli-
gence, the PII example does not), though where an intelligent number is used
readability will be enhanced by visually parsing into the component intelligent
elements. Readability may also help in some limited cases of error correction
(e.g. recognising that a string 3002 representing a year should really be 2002).

Identifier labels may contain a check digit: usually the last in the sequence within
an identifier string, algorithmically derived from the preceding digits, rather than
being part of the identifier itself. The aim is to ensure that if one digit is in-
correctly transcribed, the check digit will change as an alerting mechanism, and
that if two digits are incorrectly transcribed, the chance of their combined ef-
fect on the check digit cancelling each other out is minimised. Recalculation of
the check digit from the body of the number, followed by comparison with the
stated check digit, can be performed algorithmically at key points in processing.
Note that this provides error detection, but not error correction. In a typical
check digit algorithm, each digit is assigned a different weighting factor (ideally
a prime number). Digits and their corresponding factors are individually mul-
tiplied and summed, the resulting sum divided by a prime modulus number,
leaving a remainder being the check digit; using prime numbers minimises the
chances of internal cancellation. Check digits occur in for example ISBN and
ISSN numbers and in other contexts, e.g. bank account numbers; ISO has a rec-
ommended standard for check digits''4. Check digits are typically of importance
in an entry step (where identifiers have to be manually transcribed as input)
and less important in a transmission step where error correction protocols such
as packets (TCP/IP) are already in place, although their original introduction
was to ensure consistency in both types of activity.

Internet systems have error correction in the transmission protocol, but not on
entry: URLs (URIs) do not contain check digits. This may lead to the assump-
tion that check digits are of less importance, in an Internet—enabled world, than
had been assumed in earlier automation phases. Whether or not this is true de-
pends to some extent on the consequences of an error slipping through: whether
inputting an incorrect identifier generates an error message, or simply locates
the wrong object. A message may be transmitted correctly, but contain incor-
rect initial input: e.g. omitting check digits in bank account numbers would not
provide adequate error protection for most users.

14 Tnternational Standard Data processing — Check character systems — ISO
7064:1983'1°.
15 Available at: http://www.iso.ch/iso/en.
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XII.1 Resolution

Resolution is key to creating actionable identifiers from simple labels in a dig-
ital network, through implemented schemes. Resolution is a process in which
an identifier is the input (a request) to a network service to receive in return a
specific output of one or more pieces of current information related to the iden-
tified entity: e.g. a location (such as URL) where the object can be found. The
technology supporting this capability is a resolver. In the case of the Domain
Name System (DNS), as an example, the resolution is from domain name, e.g.,
www.doi.org, to a single IP address, e.g., 132.151.1.146, which is then used to
communicate with that Internet host. In the Handle System!!6, a well-designed
and scalable resolution system designed by one of the originators of TCP/IP,
the resolution is from a “Handle” to one or more pieces of typed data: e.g. URLs
representing instances of the object, or services, or one or more items of meta-
data. Resolution can be considered as a mechanism for declaring a relationship
between two data entities; an item of metadata is a relationship that someone
claims exists between two entities: therefore, metadata relationships between
entities may be articulated and automated by resolution.

In computer science terms, resolution is “adding a level of indirection” (some-
times called redirection): manipulating data via its address. Indirection is a pow-
erful and general programming technique of processing data by maintaining a
pointer to the current item and incrementing it to point to the next item, such
as a new value. Providing that the performance issues of adding this extra com-
munication step can be overcome, indirection is a very useful way of separating
one into a relationship of two entities, which may then be separately managed
— e.g. a name and a location. This then provides a mechanism for managing
persistence of the name even if the location varies.

The concept of the URN (Uniform Resource Name) was introduced into the
Internet to allow indirection, such as “N2L” (URN to URL) resolution. One of
the earliest applications for DRM was the DOI for simple, single point resolution.
Each DOI has at minimum a single URL to which it will resolve. This allows the
location of an entity to be changed while maintaining the name of the entity as an
actionable identifier. DOI is not alone in providing a solution to this problem.
Other applications, for example PURLs (Persistent URLSs), can provide this
simple level of resolution. It has been argued — though increasingly this is a lost
cause — that URLs can (in theory) themselves be used as a persistent identifier
— that their use as a transient identifier is a social, not a technological, problem.
However, this lack of persistence of the URL is only the first of many challenges
that the DOI System was designed to manage.

16 The Handle System — http://www.handle.net/.
Handle RFCs — http://www.handle.net/documentation.html.
See: Sun, Lannom (2002); Sun, Reilly, Lannom (2002); Sun, Reilly, Lannom,
Petrone (2002)
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XIII Multiple Resolution

An identifier is a name for an entity; in the network environment, there may
be many identical copies (“instances”) of the same piece of content. A single
identifier may be used to manage the existence of multiple “instances”, or mul-
tiple metadata relationships, or multiple services, if the resolution step can offer
linkage not simply from one identifier to a single piece of data (e.g. a URL),
but to multiple data. The Handle System is such a multiple resolution technol-
ogy (a URI and in conformance with URN, as discussed below). The need for
multiple resolution if one is to construct any complexity is obvious if one envis-
ages the resolution process as a set of connections between points in a logical
space: univalent linkage (single resolution) offers very limited construction possi-
bilities (simple chains); polyvalent linkage (multiple resolution) offers unlimited
branching constructions.

The Handle System is used in e.g. the DOI, the D-Space project!'” and other

systems!'!8. Uniquely, by using the Handle System in combination with the indecs
approach to metadata, the DOI system provides a full framework for identifiers
to be articulated by means of resolution and interoperable metadata. The DOI
System is also designed to manage much more complex DRM-related services
than resolving to multiple instances of the same piece of content, such as ac-
cessing metadata about the entity that the DOI identifies. At its simplest, the
user may be provided with a list from which to make a manual choice. How-
ever, manual choices are not a scalable solution for an increasingly complex and
automated environment. The DOI will increasingly depend on automation of
“service requests”, through which users (and, more importantly, users’ applica-
tion software) can be passed seamlessly from a DOI to the specific service that
they require.

X1V Persistence

Critically for DRM, even if ownership of the entity or the rights in the entity
change, the identification of that entity should not change. The responsibility
for managing the identifier may changes, but not the identifier itself.

The lack of persistence in identification of entities on the Internet is a common-
place. Even the most inexperienced of users of the World Wide Web rapidly
becomes familiar with the “Error 404” message that means that a specified Web
address cannot be found — the URL for that web page cannot be resolved.
Resolution offers a mechanism to assist, by assigning names rather than loca-
tions. But persistence is ultimately guaranteed by social infrastructure (policy);
persistence is fundamentally due to people, and technology can assist but not
guarantee.

17 DSpace Web Site: http://www.dspace.org.
118 Applications of the Handle System: http://www.handle.net/apps.html.
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A URI should persistently identify a resource. A DOI (a URI with specific ap-
plication in intellectual property plus added features) identifies a specific intel-
lectual property entity, which may or may not be an Internet—accessible file,
and ensures persistence through policy; a URL identifies a specific address on
the Internet. These applications of identification are completely different. One
identifies an entity; the other identifies a location (where a specific entity may
or may not be found). The analogy is with the ISBN (which identifies the book)
and the shelf-mark (which identifies the place where the book is to be found).
When the location changes, the shelf mark changes — but the ISBN does not.

Identifiers must persist in the face of legitimate change. There are legitimate,
desirable, and unavoidable reasons for changing organisation names, domains
etc. One aim of naming entities/resources is to avoid tying an entity name to a
domain name, or any other piece of variable metadata (a problem encountered
in recent domain names/trademarks disputes). The entity can be persistently
named as a first class object irrespective of its location, owner, licensee, etc.
Distinguishing names from locations is essential for E-commerce. It is trivially
true that “all names are locations” (in a namespace), but practically, most people
worry about spaces like URLs, and that’s the wrong level. Naming entities as
first class objects, rather than locations, enables better management of multiple
instances of an object, for example.

Persistence is something we are familiar with in the physical world: ISBNs for
out of print books can still be useful. Persistent identification alone is a good
enough reason to adopt identifiers such as DOI which provide a means by which
potential customers can find your digital offering even if a “broken link” URL
of a retailer or other intermediary intervenes.

Technology can help with persistence. For example using DOIs, only one central
record, which is under the control of the assigner, needs to be changed in order
to ensure that all existing DOIs which are “out there” in other documents can
still resolve correctly: a redirection resolution step enables management in the
redirection directory, thereby ensuring that one change can be picked up by
many users, even if they are unaware of the change. But to manage the data
in the directory takes effort, time, incentive, etc. — either you do that locally
(using tools such as PURL, managing a service yourself) or as a global service
(the DOI being such a service for intellectual property entities). In the case of
DOI management of data is a service role (and hence also business activity) for
registration agencies, an approach used in other activities like bar codes and
ISBNs. People aren’t free, so there’s a cost to this, and just like the physical
bar code system, the DOI aims to be a self-funding operation. DOIs won’t be
appropriate for many things, and some people won'’t feel this people cost merits
the reward, but DOIs (or any other system which offer similar functionality)
are a viable solution for content management of intellectual property on a large
scale.

DOI is an implementation of URN (Uniform Resource Names) and URI (Uni-
versal Resource Identifier) concepts, and can be formalized within these frame-
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works. The aim of each is to allow persistence of naming irrespective of other
characteristics.

In addition to persistence of the identifier, a fully operational service such as
DOI has to consider also persistence of the resolution technology, persistence of
the identified object (archiving and preservation); and stability and invariance
of the associated metadata. These topics are beyond the scope of the present
article and interested readers are referred to other discussions''®.

XV Internet Specifications for Identifiers

Ideally, to ensure efficient use across many DRM applications we should follow
the principle of application independence: metadata structures should be inde-
pendent of any specific technical expression. Identifier and metadata systems
whose development is shaped by technical rather than semantic constraints will
be less than optimal, but technological differences must be resolved at the point
of interoperability, since they cannot be wholly anticipated at source; so we can-
not always follow this principle in full. Internet usage of identifiers is of particular
significance in DRM.

XV.1 Uniform Resource Identification Specifications

URN (Uniform Resource Name) and URI (Uniform Resource Identifier) are spec-
ification schemes for persistent identifiers of resources in the Internet. Existing
identifiers such as ISBN, ISMN, DOI etc. may be registered as URI and URN
schemes, to enable implementations to make use of the technical specification.
URIs and URNs should therefore be considered as a “framework” for enabling
identifiers to work in an internet environment, rather than as a competing sys-
tem of identification to existing schemes such as ISO identifiers (as explained
above, ISBNs are labels, and URI/URN are specifications for using those labels
in a digital context.)

In order to make use of such specifications, an implementation mechanism must

be put into place. It is important to distinguish two issues:

e The Internet specifications of “what is” a URN and a URI: these differ slightly
from each other (see below);

e What this means for practical implementation: irrespective of internet speci-
fications, to make use of persistent identification schemes in useful ways will
usually require more than a simple technical implementation. Especially, pol-
icy and governance issues (such as scope, authority to issue), and control of
assigned metadata (quality control, interoperability considerations, etc.) will
be important components in adding value in practical implementations (an
“implemented identifier system” as described above).

Definitions and of the URN and URI concept are spread across a number of docu-

ments; the specifications are also continuing to evolve. “Naming and Addressing:

119 Gee: DOT (2003): chap. 7.
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URIs, URLs, etc.”'20 provides an overview of W3C (World Wide Web consor-
tium) materials related to Addressing. Recently (November 2002) the W3C has
proposed a further “URI Activity”'?! to deal with remaining issues of URI and
URN definition, documentation, and reconciliation. The URN concept was orig-
inally driven by the IETF; the URI concept by the W3C.

URI, Uniform Resource Identifier, is defined as “the generic set of all names/ad-
dresses that are short strings that refer to resources”. In some publications from
W3C, URI is also defined as “Universal Resource Identifier”. A URI may be a
pure name or de-referenced by any service; in the latter case, the namespace
provides its own mechanism (“bootstrapping”). On its own, any URI specifica-
tion is just a specification: it requires code distribution for any implementation.
URI schemes are only intended to “address information spaces that are globally
useful” 1?2, URIs are not intended to rely on any additional network services. A
software client either knows what to do with, e.g., ftp, or it does not: this is the
key difference with the URN specification.

URN, Uniform Resource Name, is defined according to W3C in two ways: (1) as
“an URI that has an institutional commitment to persistence, availability, etc.;
(2) as “a particular scheme, urn:, specified by RFC2141 and related documents,
intended to serve as persistent, location—independent, resource identifiers.” Thir-
teen RFCs specify URN syntax, services, namespace registration process and
technical implementation of URN resolution in the present Internet'?2. URN ar-
chitecture!?* assumes an additional network service that would allow a client to
deal with a previously unknown URN type, e.g. urn:isbn. Specifically, a DNS—
based middle layer (RDS) is used to find the specific service appropriate to the
given URN scheme. URN resolutions are then delegated to that scheme—specific
resolution service. The original RDS mechanism proposed was NAPTR (Name
Authority Pointer); more recently a variant of this, DDDS (Dynamic Delega-
tion Discovery System) has been proposed. These are proposed DNS extensions
that would use DNS to provide a regular expression for the namespace, e.g.,
turn urn:isbn:1234567890123 into http:// isbn.org/1234567890123. These have
not so far been widely used in a production sense: there are no practical im-
plementations of large scale. There may be identifier strings being laid down
as specifications (fifteen URN namespaces have already been registered, includ-
ing several ISO identifiers such as ISSN and ISBN, and National Bibliography
Numbers, NBNs), e.g., urn:isbn:123456789, but at this point there is no appar-
ent advantage to that over the simpler isbn:12345678. In neither case is there
a readily available well known global resolution service. Implementations (most
are in libraries and are based on NBNs!?®) rely on local distribution of specific
plug—ins and know—how.

120 W3C: “Naming and Addressing: URIs, URLSs, etc”. Available at:
http://www.w3.org/Addressing/#19991.

121 See: W3C (2001).

122 See: Palmer (2001).

123 URLnet web site: http://www.uri.net/.

124 Gee: URN (1997).
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The DOI System implements the URI/URN notions to enable identifiers to be
global persistent and actionable object names, with the added aim of doing this
in a coherent way across a wide range of media types and identifier schemes.
Name resolution is currently by two separate methods to reference DOIs on the
Internet: as URIs (doi:10.123/456) and as URLs (http://dx.doi.org/10.123/456).
Each string can stand on its own, as a pure unique name, or it can be resolved
using some network service. Resolution of the URI form would require software
not yet commonly found on users’ desktops (but which can readily be supplied
by means of plug-ins such as for the Handle System!2%). Resolution of the URL
form requires a proxy or gateway service out on the network. Existing identifier
schemes may use DOIs or adopt their own individual resolution scheme: if these
individual schemes are successfully and widely deployed the identifier would then
be usable as a persistent name for that namespace alone.

XV.2 Persistent URLSs (purls)

A PURL is a Persistent Uniform Resource Locator'?”. Functionally, a PURL
is a URL. However, instead of pointing directly to the location of an Internet
resource, a PURL points to an intermediate resolution service. The PURL reso-
lution service associates the PURL with the actual URL and returns that URL
to the client. The client can then complete the URL transaction in the normal
fashion. In Web parlance, this is a standard HTTP redirect. PURL was devised
by OCLC’s Office of Research after participating in the IETF URI work. There
is nothing incompatible between PURLs and the ongoing URN (Uniform Re-
source Name) work; PURLs satisfy many of the requirements of URNs using
currently deployed technologies and can be transitioned smoothly into a URN
architecture once it is deployed.

PURLs are all http based. This is both their strength and their weakness. When
you send a PURL to a PURL server, you are sending a special URL to a web
server via http, and the web server will send back a perfectly typical web server
answer — all http. The difference is that there is a special PURL server or module
linked to that web server that inspects the URL, looks at a table to see what
it means today, and returns that. It is one level of indirection, just like a single
value DOI or Handle, but it is all contained within a single server and that single
server is permanently attached to a specific domain name: PURL servers don’t
know about each other. In some ways it is no different from the way DOI uses a
Handle proxy, dx.doi.org, which re-interprets DOI Handle queries into http (if
DOI were never going to go beyond the proxy server approach and never make
use of the multiple resolutions and data types, PURL would be a comparable
technological component to the DOI’s chosen Handle protocol. There are ways in
which one might imagine PURLs being developed to provide an approximation
towards multiple resolutions and multiple data types. Content negotiation has

125 See: TETTF (2001).
126 “Iandle System plug in”. Available at http://www.handle.net /resolver /index.html.
127 Persistent Uniform Resource Locator Web Site: http://www.purl.org.
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always been in http, but like most W3C considerations is oriented at attributes
of the document in hand. The more you push this, from document centric things
like “give this to me in German” to more “attributes” like “tell me about rights”,
the more tenuous the approach would become.

As PURLs are http, they are designed to be used only in the web: this may not
be an obvious problem at present, but the development of many mobile and other
platform technologies means that not everything that happens on the internet
from this point forward will necessarily be an extension of the www protocols;
nor will DRM solutions which are based on web—only techniques prove satisfac-
tory to the content industry (URN and URIs by contrast can be implemented
with other protocols). PURLSs have been widely available for several years but are
not widely implemented in commercial settings and do not provide a sufficiently
sophisticated infrastructure for identification in relation to DRM (though to be
clear, no one would claim that PURLs provide such a comprehensive facility;
they are a useful tool for simple local persistence management).

XVI DRM Identifier Implementations Require
Metadata

In assigning an identifier to a single digital entity it is necessary to also provide
some defining attributes if that identifier is to be widely useful. Identifiers are
simply names: names that follow a strict convention and are unique if prop-
erly applied. Unique identifiers are particularly valuable in machine-mediated
commercial environments, where unambiguous identification is crucial. Some
identifiers tell you something about the thing that they identify — for example,
since “ISBN” is the acronym of “International Standard Book Number”, the
identifier “ISBN 1-900512-44-0” can reasonably safely be assumed to identify a
book (always assuming that ISBN rules have been correctly followed). However,
to find out which book it identifies, it is necessary to consult metadata — the
identifier links the metadata with the entity it identifies and with other meta-
data about the same entity. Metadata is an integral part of making the identifier
useful. Some of this metadata may be held in private systems (the publisher’s
warehouse system, for example) but some of it is more widely available (e.g.,
Books in Print).

If a digital identifier simply offers a system providing persistent single point
location on the Internet (e.g. PURL), then metadata is not be essential to its
function. However, for DRM uses, the identifier system must provide the basis
for a full range of services relating to intellectual property in the network envi-
ronment: metadata becomes an essential component. It is easiest to discuss this
concept by considering a specific example, the DOI, which has been designed
specifically with DRM uses in mind. The DOI can identify any kind of intellec-
tual property entity, and because it is by design an “opaque string”, the user
can tell nothing about what it identifies from just looking at the DOI: the user
can access and inspect metadata related to the DOI, since the entity it identifies
may not itself be open to direct inspection — it may be an abstract “work”
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or a performance. Metadata is needed because a number alone does not impart
anything useful (like a telephone number without an attached name). To use the
identifier we need some additional data, for example:

what is the creation that is identified?

does it have another identifier I might know (e.g., an ISBN?)

does it have a name (title)?

who are the parties responsible for its creation or publication?

what sort of thing is it? (abstract, physical, digital or spatio-temporal),
what is its mode? (visual, audio, etc.)

does it belong to a particular application type (e.g., article linking)?

We cannot list “all metadata” associated with an entity (by definition impossi-
ble) but a limited “kernel”, applicable to all DOIs and meeting these require-
ments, is the basis for extensions to specific purposes (Application Profiles),
using the Handle system ability of multiple resolution as a tool'?®. Using the
principles of interoperability defined by indecs, these Application Profiles can be
defined in existing metadata schemes, where that makes sense for a particular
user community (ONIX, SCORM, SMPTE, DC). A DOI application will use
a particular set of metadata: we call this an Application Profile. If metadata
is to be commonly accessible by applications, common format(s)/schemas must
be used and registered. This implies a standard vocabulary or data dictionary
for mappings to/from both the kernel and the wider application sets. Metadata
permits both recognition of the entity that is identified by a DOI and its unam-
biguous specification; it also allows for the interaction between the entity and
other entities in the network (and with metadata about those entities).

XVII Well-formed Metadata; The <indecs> Framework

The analysis of the <indecs> project on interoperability of data in e-commerce
systems'?? clarified the requirement for unambiguous “well formed” metadata.
This does not propose that all metadata for intellectual property has to be man-
aged in a single metadata scheme. It does though propose that all such metadata
needs to be “well formed”; this will allow metadata developed in conformance
to different schemes to interact or “interoperate” unambiguously. Without that
interaction, different metadata schemes risk becoming the “trade barriers” of
the future. There are only two types of metadata that can be regarded as well
formed:

e Free—form labels: the names by which things are called (of which “titles” are
a subset). These are by their nature uncontrolled and broadly uncontrollable.
Identifiers (in the sense of section 5.1) are a specialized type of label, created
according to rules, but names nevertheless. The fact that they are created
in accordance with a prescribed syntax makes them less prone to ambiguity

128 See: DOT (2003): chap. 5.
129 <indecs> Web Site: http://www.indecs.org.



Components for DRM Systems 53

than other types of label and therefore more readily machine—interpretable
than completely free—form labels.

e Metadata drawn from a controlled vocabulary of values, which are supported
by a data dictionary in which those values are concisely defined. This means
that the values in one metadata scheme (or in one “namespace”) can be
mapped to those in another scheme; this mapping may not be exact — where
two definitions in one scheme both overlap with (but are not wholly contained
within) a single definition in another, for example. However, the use of a data
dictionary avoids the sort of ambiguity that is inherent in natural language,
where the same word may have very different meanings dependent on its
context. Where precision of meaning is essential, human beings can clarify
definition through a process of dialogue. This is not generally the case with
computers.

The mapping between different metadata schemes may be more or less exact.
It may also involve considerable loss of information or no loss of information at
all. Tt is obviously advantageous to achieve as close a mapping as is possible;
this is most easily achieved between schemes that share a common high—level
data model. The <indecs> data model underlies all DOI metadata. The same
analysis underlies ONIX International'®°, rapidly becoming widely accepted as
the metadata dictionary for the publishing industry internationally. Similar de-
velopments are now occurring in other media sectors (e.g. the adoption of indecs
by MPEG-21).
Fundamental principles defined within the indecs project and used within DOI
are:
e Unique identification: every entity needs to be uniquely identified within an
identified namespace;
e Functional granularity: it should be possible to identify an entity when there
is a reason to distinguish it;
Designated authority: the author of metadata must be securely identified;
Appropriate access: everyone requires access to the metadata, on which they
depend, and privacy and confidentiality for their own metadata from those
who are not dependent on it.
The <indecs> data model was devised to cover all types of intellectual property
(“creations” in <indecs> terminology). It is an open model, which is designed
to be extensible to fit the precise needs of specific communities of interest. It
was also designed to be readily extensible into the field of rights management
metadata, the data that is essential for the management of all e-commerce in
intellectual property. The <indecs> analysis asserts that it is essential for the
dynamic data necessary for the management of rights to be built on a founda-
tion of the rather more static data that identifies and describes the intellectual
property, and that these two layers of metadata can easily interoperate with
one another. <indecs> was a time-limited project, which finished its work early
in 2000. Its output is highly regarded and its analysis has been adopted in a

130 See: EDItEUR.
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number of different implementations. The work has since been developed and
further elaborated, and forms the basis for the ISO MPEG-21 rights data dic-
tionary discussed below.

Simple metadata solutions, the most notable being the Dublin Core'?! developed

as a means of encouraging resource discovery on the Web by having content
creators declare any of a small core of 15 elements to their creations, do not
follow these principles. The original aim of Dublin Core has been very much
superseded by the remarkably effective “resource discovery” search engines such
as Google, leaving a large amount of effort on metadata in search of a new area
of application, and it unfortunately has been too tempting to divert this original
effort into other applications which require considerably more complexity than
resource discovery. “The Dublin Core, while far from perfect from an engineering
perspective, is an acceptable standard for such simple metadata [but] efforts to
introduce complexity into Dublin Core are misguided” 32,

Indecs provides an ontology (an explicit formal specification of how to repre-
sent the objects, concepts and other entities that are assumed to exist in some
area of interest and the relationships that hold among them) for talking about
Intellectual Property transactions and so will inform the creation of, or simply
provide, the metadata terms for articulating practical DRM applications.

Without an ontology and structured framework, metadata terms and classifica-
tions become ultimately useless for anything other than the purpose the deviser
had in mind, recalling the famous parable of Jorge Luis Borges!33: “These ambi-
guities, redundancies, and deficiencies recall those attributed by Dr. Franz Kuhn
to a certain Chinese encyclopaedia entitled Celestial Emporium of Benevolent
Knowledge. On those remote pages it is written that animals are divided into (a)
those that belong to the Emperor, (b) embalmed ones, (c) those that are trained,
(d) suckling pigs, (e) mermaids, (f) fabulous ones, (g) stray dogs, (h) those that
are included in this classification, (i) those that tremble as if they were mad,
(j) innumerable ones, (k) those drawn with a very fine camel’s hair brush, (1)
others, (m) those that have just broken a flower vase, (n) those that resemble
flies from a distance” (“The Analytical Language of John Wilkins”).

The indecs definition of metadata (“an item of metadata is a relationship that
someone claims to exist between two entities”) provides a concise paraphrase of
much of the <indecs> framework. It stresses the significance of relationships,
which lie at the heart of the <indecs> analysis. It underlines the importance
of unique identification of all entities (since otherwise expressing relationships
between them is of little practical utility). finally, it raises the question of au-
thority: the identification of the person making the claim is as significant as the
identification of any other entity.

131 Dublin Core Metadata Initiative — http://dublincore.org/.
132 See: Lagoze (2001).
133 See: Borges (1999).
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XVIII Tools for Expressing Metadata Elements

The indecs framework is an abstract ontology, independent of medium and tech-
nology. Techniques are being developed which are appropriate for expressing
such ontologies (structured data) on the web, notably RDF and TopicMaps. In
the long term, the vision of “the semantic web” will require such ontologies and
means of expressing them.

RDF, the Resource Description Framework!?*, provides “a lightweight ontology
system to support the exchange of knowledge on the Web” (the weasel word here
is “lightweight” — for serious DRM applications, a lightweight approach may or
may not be insufficient) — RDF is essentially a way of representing ontologies
as attributes and relationships using XML.

The TopicMaps specification'3® provides a model and grammar for representing

the structure of information resources used to define topics, and the associa-
tions (relationships) between topics, again using XML. Names, resources, and
relationships are said to be characteristics of abstract topics, which have defined
name, resource, and relationship. One or more interrelated documents employing
this grammar is called a “topic map”.

The ISO 11179136 standard for data elements provides a means of specifying basic

aspects of data element composition, including metadata. The standard applies

to the formulation of data element representations and meaning as shared among
people and machines; it does not apply to the physical representation of data
as bits and bytes at the machine level; nor does it speak to semantic mappings

(ontologies), but if DRM identifiers and metadata are able to adopt ISO 11179

principles without disadvantage, there are obvious benefits in terms of making

data widely available in a readily understood form. An ISO 11179 data element
is composed of three parts:

e an object class: a set of entities

e a property: a peculiarity common to all members of an object class;

e a representation, describing how the data are represented, i.e. the combina-
tion of a value domain, datatype, and, if necessary, a unit of measure or a
character set.

The combination of an object class and a property is called a data element con-

cept (DEC). ISO/IEC 11179 provides procedures and techniques for associating

data element concepts and data elements with classification schemes for object
classes, properties and representations and related tools such as the assignment
of numerical identifiers that have no inherent meanings to humans, icons, etc.

Once a set of elements is precisely defined for a schema and readily available in
some format such as XML, the schema can be used in interoperable applications.

131 W3C Web site: Resource Description Framework: http://www.w3.org/RDF/.
135 TopicMaps.org Web Site: http://www.topicmaps.org)/.
136 See: Metadata Registries.
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Commercial tools such as Adobe’s Extensible Metadata Platform (XMP) are
now coming on stream 7 and promise to take the concepts of structured meta-
data and XML and provide a widespread means of applying them, though it
remains to be seen how successful these become.

XIX Interoperability

In the <indecs> framework, interoperability means enabling information that
originates in one context to be used in another in ways that are as highly auto-
mated as possible. Commerce does not necessarily mean the exchange of money:
any environment where creations are made or used employing electronic means
is encompassed by commerce in this sense.

The information that needs to interoperate here is metadata: data of all kinds
relating to creations, the parties who make and use them, and the transactions
that support such use. The problems to be overcome are often as simple as
the fact that a term such as “publisher” has a quite different meaning in two
different environments which now need to exchange metadata; they are also as
complex as the fact that a single creation may contain a hundred distinct pieces
of intellectual property, the rights of which are owned or controlled by many
different people for different purposes, places and times. Changes in the status
or control of these rights, recorded in different and unconnected systems, will
need to be capable of being communicated automatically in many different ways.

XIX.1 Types of Interoperability

Interoperability in e-commerce has many different dimensions. As traditional

sectors and business models break down, organisations increasingly face the

need to combine or access information that arrives in a variety of forms and

that comes from a variety of sources. The creator of metadata about a piece of

intellectual property will want to be sure that the accuracy and effectiveness of

the information he creates (often at substantial cost) can survive intact as it ne-

gotiates a range of barriers. Automated DRM needs to support interoperability

of at least six different types:

e Across media (such as books, serials, audio, audiovisual, software, abstract
works, visual material).

e Across functions (such as cataloguing, discovery, workflow and rights man-

agement).

Across levels of metadata (from simple to complex).

Across linguistic and semantic barriers.

Across territorial barriers

e Across technology platforms.

A good e-commerce metadata system therefore needs to be multimedia, multi—

functional, multi-level, multilingual, multinational and multi—platform. Such an

approach may be said to be well-formed.

137 See: Rosenblatt (2002).
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The failure of interoperability in each of these dimensions can be seen as trade
barriers to e-commerce interoperability. These barriers are not all yet generally
critical, only because the volume of e-commerce traffic in intellectual property is
relatively modest: yet we are now seeing an unprecedented explosion in the devel-
opment of intellectual property metadata schemas. Listed alphabetically below
are just some of the major initiatives where substantial metadata vocabular-
ies, models, databases and/or interchange formats are currently being developed
or deployed, showing the communities in which they currently operate or from
which they were originated:

ABC!38 (general ontology model)
CIDOC'? (museums and archives)
CI8140 (copyright societies)
Dublin Core!4! (library originated, resource discovery)
GRid (recording industry)
IFLA FRBR!42 (libraries)

IMSH3 (education)
International DOI Foundation'*  (content industries)
IEEE LOM! (education)

MPEG-7146 (audiovisual)
MPEG-21147 (audiovisual originated)
ONIX148 (book industry)
P/META!49 (audiovisual)

SMPTE!Y (audiovisual)

These schemes, developing from different starting points, are all converging on
the “barriers” we have identified. To some degree, each is finding that is has
to become multi-media, multi—-function, multi-level, multi-lingual and technol-
ogy neutral. As convergence renders the traditional sector divisions increasingly
meaningless, they will inevitably need to interoperate with one another sub-
stantially. In future, essentially the same metadata about, for example, a web
document, may need to be handled within each of these schemes, and many
more.

138 See: Lagoze, Hunter (2001).

139 International Committee for Documentation of the International Council of
Museums (ICOM-CIDOC) — Web Site:
http://www.willpowerinfo.myby.co.uk/cidoc/.

10 International Confederation of Societies of Authors and Composers (CISAC)
— Web Site: http://www.cisac.org.

11 See above Fn. 131

142 Gee: TFLA (1998).

143 TMS Global Learning Consortium, Inc — Web Site:
http://www.imsproject.org/.

144 Tnternational DOI Foundation — Web Site: http://www.doi.org.

4% See: IEEE.

16 See: MPEG-7 (2001).

147 See: MPEG-21 RDD (2003).

148 See: BIC.

149 See: Hopper (2002).
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XIX.2 Creating Interoperability: Mapping Metadata

If two metadata schemes are in use and a DRM application needs access to both,
then a mapping between them will need to be created. Mappings are concerned
with meanings, not names; entities can have different names in different schemes,
and the same word can mean different things in different schemes. Simple one—
to—one mappings between schemes are commonplace; some mappings are very
precise, and others loose. However, the more schemes come into play, the more
one—to—one mappings will be required, each of which is costly in resources and
likely to be less than adequate. With the rapid growth of metadata schemes
this is becoming an increasing problem. When there are N schemes, there are
%(N — 1) one—to—one mappings needed; this rapid growth in complexity can
be eased by mappings through a central point or dictionary: each scheme then

requires mapping once (N schemes require N mappings).

The emergence of the indecs Data Dictionary (iDD), as articulated in the MPEG-
21 RDD, offers precisely such an extensible yet firmly grounded ontology for such
a dictionary. It should be possible to create any required one—to—one mappings
making use of the iDD ContextModel structure. The DOI's Metadata System is
built on this basis: all terms used by DOI Application Profiles must be mapped
into the iDD, establishing the relationship between a term and all other terms
used by APs, and is the way in which semantic integrity is achieved. This is a
painstaking process, but it is typically a once—off for each term or scheme, with
subsequent maintenance required only when new terms are added, or amend-
ments made. Mechanisms for modifying mappings, adding and deleting new
Terms are provided for by the iDD, although of course the consequences of such
changes can be serious. A mapped term becomes a part of the Dictionary. The
iDD structure is capable of recognizing any number of contextual meanings, and
as new ones are identified in the course of mapping, they are placed in their
appropriate place in the dictionary and ontology.

The level of granularity described above is unnecessary if only two or three
schemes are being mapped. However, the fundamental assumption underlying
the iDD and the DOI Metadata System is that in time there will be many ap-
plications whose metadata requires integrating at various levels, whether simply
at the DOI Kernel level or to support more complex searching and processing.
Semantic integrity on such a scale appears unachievable without a central tool
such as the iDD, for two simple reasons: precise mapping depends upon at least
one of the mapped schemes having a rich underlying model in which to precisely
locate the others’ terms; and multitudinous one-to—one mapping schemes are
unsupportable both economically and in terms of maintaining consistency.

A mapping cannot produce unambiguous or precise mappings if the terms used
in the source scheme are themselves ambiguous or imprecise. iDD can accurately
describe the ambiguity and leave the resolution to users. What iDD should be
able to achieve is accurate mapping as far as the source data allows, producing

150 Society of Motion Picture and Television Engineers — Web Site:
http://www.smpte.org/.
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considerably better results than a host of many—to—many mappings based on
more limited models and varying techniques. The iDD contains the logic and
data to support many kinds of processing, such as data transformations or the
creation of scheme—-to—-scheme maps, but these will require the development of
application software and business processes. Contextual mappings provide one of
the necessary bases for semantic interoperability, but do not provide everything.

Mapping in this precise way is practically focussed on entities that can be clearly
defined and have a role in the resource—based functions typical of current DRM
applications. Mapping complex concepts is possible, but concepts like “digital
rights management” are not currently consensually precisely defined; there is a
majority view that it is digital management of rights, rather than management of
digital rights, but beyond that “DRM is something to do with managing, some-
thing to with rights and something to do with the digital environment. But not
necessarily” (Godfrey Rust). Focussing on what is practically definable through
practical tools like the MPEG-21 RDD, rather than arguing about “what is”
DRM as a whole, is likely to produce useful implementations.

XX MPEG-21 and Other Activity

The ISO/IEC/MPEG-21 standard multimedia framework activity'®! is one of
the most promising practical developments in DRM, which has embraced a struc-
tured view of identifiers and metadata, specifically by using the indecs metadata
framework as a basis for well-formed structured metadata though the MPEG-
21 Rights Data Dictionary. The details of this extensive standards effort are
beyond the scope of this chapter, but it is useful to comment of the relationship
of MPEG-21 to some of the concepts and efforts which have been discussed.

The MPEG-21 world consists of Users who interact with Digital Items. A Digital
Item can be anything from an elemental piece of content (a single picture, a
sound track) to a complete collection of audiovisual works: an MPEG “digital
item” can be considered a sub—set of what DOI calls a “Digital Object”. The
specification of “identifier” in the MPEG-21 DII'? is: “Digital Items and their
parts within the MPEG-21 Framework are identified by encapsulating Uniform
Resource Identifiers (URIs), into the Identification Description Scheme” — that
is, it provides another “identifier specification”, adopting URI, rather than a
detailed specific implementation. Hence identifier implementations such as DOI
which are specified as a URI can be used in MPEG-21 to identify Digital Items.

Whilst the framework for DRM rules for “consumption” specification by end
user devices are laid down in MPEG-21 part 4!°3, the full mechanism for ex-
pressing identified and described resources in a rights environment (essentially
a messaging standard for permissions) requires the MPEG-21 part 5 “Rights
Expression Language” (REL) — significantly influenced by and largely based

151 See: MPEG-21 Visions, Technology & Strategy (2001).

152 See: MPEG-21 DIT (2002).
153 See: Koenen (1999); MPEG-4 Overview (2002).
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on ContentGuard’s Extensible Rights Mark—up Language, XrML!%%) — and the
underlying MPEG-21 part 6 Rights Data Dictionary (RDD) standard!®>, each of
which are in development at the time of writing. Two significant points should
be noted:

e The “REL” is misleadingly named, from the point of view of the content
industries — whilst very useful, its scope is restricted to “rights” which can
be practically expressed as some action in a digital context, rather than legal
concepts like “copyright” which have no direct executable equivalent; and
hence it is rather more a “network privileges language” — does the user have
the “right” to delete, install, execute, etc. (verbs such as copy are derived
from the basic framework but are not root verbs.)

e The RDD is built on the basis of the indecs Data Dictionary (iDD) referred
to earlier as a useful mapping tool, by a group of organisations represent-
ing both commercial interests and trade bodies across the content industries
which sponsored a Consortium!'®® to develop the indecs framework into a
Rights Data Dictionary. Hence articulating the MPEG-21 RDD through a
practical operating registration authority (which is necessary, since the dic-
tionary is by definition dynamic) will provide a common basis for mappings
for DOI (which already sues the preliminary version) and other identifier
system implementations in DRM.

Other DRM consortium standards activities have been launched in specific sec-
tors, one of the most notable being the Open Mobile Alliance'®”, whose stan-
dardisation work in “OMA Download” include both DRM (building on the Open
Digital Rights Language proposal'®® submitted to W3C'%?, which was rejected
by the MPEG-21 review process) and the over—the-air delivery of generic con-
tent. OMA has the support of Nokia, a significant player in the mobile delivery

of content.

In the commercial DRM market, a number of proprietary interests and solutions
are currently being actively promoted: these include Microsoft (which is aligned
with ContentGuard), IBM, Macrovision (a leading player in DRM for consumer
media), and Sony and Phillips who have recently jointly acquired Intertrust.
There are many other smaller companies developing technologies for securing
digital media. Some of these can be seen as implementation layers on top of a
standards framework such as MPEG-21; others adopt a non-MPEG approach
(such as the use of ODRL by the Mobile Nokia). This has led some commentators
to state that DRM standards will be driven by the victor in a commercial shoot—
out, rather than it an industry trade association or standards committee!'50.
Proprietary solutions suffer from the obvious problems of technology lock—in,

154 Xy ML Web Site: http://www.xrml.org/.

155 See: MPEG-21 RDD (2003); Paskin (2001).

156 See: DOT News (2001).

157 Open Mobile Alliance Web Site: http://www.openmobilealliance.org/.
58 The Open Digital Rights Language Initiative Web Site: http://odrl.net/.
159 See: W3C (2002).

160 See: Bulletin (2002).
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obsolescence, and interoperability — despite which, it is certainly possible that
one of these might become a de facto standard.

Whatever the solution or solutions which are chosen, it remains essential to have
a logical and consistent application of identifiers and metadata in an underlying
extensible framework (such as indecs) which can be used to map whatever solu-
tion seems to be the more popular to those solutions which are less popular.
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2.3.2 Authentication, Identification Techniques, and
Secure Containers — Baseline Technologies

Gabriele Spenger 6!

Abstract: The commercial distribution of multimedia content over the Internet de-
mands high security mechanisms. There is not only the possibility of third persons
intercepting the communication, but also the risk of malevolent hackers faking the
identity of registered users. This paper describes mechanisms that prevent such at-
tacks. First an overview of cryptographic algorithms is given. After that the terms
identification and authentication are defined and examples of techniques and protocols
for user and content authentication are given. The next sections give a short overview
of connection based security protocols and the secure container technology used in
DRM systems. The final section shows some security aspects of client DRM systems.

I Introduction

The quickly growing E—commerce market is one of the most demanding appli-
cations for security technologies. The transfer of electronic versions of goods
like

e Audio (music albums, songs, audio books)

e Video (movies, video clips)

e Text (newspapers, magazines, literature)

e Computer software (games, applications)

over an open network like the Internet often use “secure containers” based on
secure cryptographic mechanisms, because not only virtual goods but also real
money is involved. But not only the transfer of the goods over the Internet is
important, it is also the protection of the usage rights and copyrights that are of
particular interest. The variety of business models is large: there are pay—per—
view models, subscriptions, time-restricted usage or free availability of quality
reduced try—versions of the material. For all business and communication mod-
els there are features that have to be provided by the underlying multimedia
platform. One of them is the possibility to ensure that content that has been
paid for is only available to the correct user that has paid for it.

For these and other applications security mechanisms have been developed to
make communication possible between parties that can be sure of the identity of
each other. But the protection of the copyrights does not end with the successful
transmission of content-related information, there also has to be control over the
use of the content itself. Most critically, this has to be as long as the material is
in the hand of the user and commercially valuable.

The security of transmission, the authentication of users and the protection of
usage— and copyrights are all based on the same cryptographic operations and
algorithms.

161 University of Erlangen—Niirnberg.

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 62-80, 2003.
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11 Overview of Cryptographic Algorithms

A cryptographic algorithm is a mathematic function used for en— and decryption.
If the security of such an algorithm is based on the secrecy of its operation, it
is called a restricted algorithm. Restricted algorithms are mainly of historical
interest, as they are not used in current standards anymore and because they are
not suited for larger groups of users (or for user groups with a high fluctuation)
because they would have to be modified each time a user leaves the group. An
even greater problem is that restricted algorithms do not allow independent
quality control and standardization because when the algorithm gets into the
wrong hands — and the process of standardization makes this very likely —, it
will be completely useless.

In modern cryptography these problems are solved by using “keys”. A key is
a secret information that is used by the cryptographic algorithm for en- and
decryption. This separation of algorithm and key makes it possible that different
parties can use the same algorithm and still ensure privacy by using different
secret keys. These keys are chosen from a large number of values. The range
of possible values is called key space. The security of modern algorithms is not
based on the secrecy of the algorithm but only on the secrecy of the key and
size of the key space. This principle has been introduced by A. Kerckhoffs in the
19th century. The Kerckhoffs principle allows the algorithm to be published and
crypto—analyzed independently.

There are two general types of key based algorithms: Symmetric and asymmet-
ric algorithms. Symmetric algorithms use the same key for encryption and for
decryption. Hence, sender and receiver have to agree on a secret key that must
not be revealed to outsiders in order to enable a secure communication amongst
them. Asymmetric algorithms, also known as public key algorithms, use two
different keys. One of these keys is called the “private key” and must be held
secret, while the other key is called the “public key” and may be published. The
secret key cannot be derived from the public key.'52 As both of these types of
algorithms have certain disadvantages (see the following two sections) there are
also systems, which combine both types.

I1.1 Symmetric Cryptographic Algorithms

In the early seventies the upcoming of increasingly faster computers opened
completely new horizons in cryptographic research. Although it was commonly
known that the military was communicating with special cryptographic devices,
only a few were familiar with the science of cryptography. Several small compa-
nies produced and sold cryptographic devices that worked differently and were
not compatible. There was virtually no public information about the security of
these devices, because no independent institution existed that would have been
able to test (i.e. try to break) the algorithms used.

162 See: Schneier (1996).
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In 1972 the National Bureau of Standards (NBS, now: National Institute of
Standards and Technology, NIST) in the USA started a program for the secure
storage and transmission of data. A part of the program should be the standard-
ization of a cryptographic algorithm. This algorithm would have to be able to
be publicly tested and devices based on it should be able to work together. And
because the algorithm would be publicly available during the standardization
process, implementing it into devices would be comparatively easy — also for
non—cryptologists.

The NBS published a call for proposals in 1973 listing several requirements.
Some of these were:

e High security,

Complete specification,

Exportability,

Efficient usability,

The possibility of inexpensive implementation as electronic circuit and

The security of the algorithm should not depend on the nondisclosure of the
algorithm, but on the secrecy of the key.

The interest in the call for proposals was high, but none of the candidates that
responded to the call fulfilled all criteria. As a result the NBS published a second
call (1974) and this time a promising proposition was turned in that was based
on a cryptographic algorithm from IBM: “Lucifer”. Lucifer was complicated and
consisted of many steps, but the single steps were straightforward. It worked
only with logical operations on small bit groups, which meant that it could be
implemented quite efficiently in hardware. The NBS asked the National Security
Agency (NSA) for support to examine the security of the algorithm and to verify
if it would be suitable as a national encryption standard. The NSA categorized
the algorithm as acceptable after some changes were made: the key length was
reduced from 128 bit to 56 bit and the so—called S-boxes (see the following
subsection) that were used in the algorithm were changed.

The algorithm was called Data Encryption Standard (DES) and was released as
a National Standard in the US in 1976.

Data Encryption Standard (DES)

The DES is a block cipher using a 56 bit key to encrypt 64 bit blocks of plain
text into 64 bit blocks of cipher text (or decrypt 64 bit blocks of cipher text into
64 bit blocks of plain text when operated as a decrypt engine). It uses 16 key
dependent “rounds” of several simple calculations. Additionally, before the first
and after the last round a bit—by-bit transposition (permutation) is performed;
the final permutation reversing the first one. As DES is a “Feistel network” 163 the
64 bit blocks are divided into equal sized left and right parts and each round has
the following sequence:

Li=R;1 and R;=1L;_1® fs(Ri—1,K;)

Figure 1 shows the structure of DES.
163 See: Feistel (1973); Feistel (1974).
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Fig. 1. The Structure of DES.

Where f is a function that changes its operation depending on the key and the

round as follows:

Select 48 bit from the 56 bit key.

Extend the right part R; of the input block from 32 to 48 bits.

Calculate the exclusive or (XOR) of these two 48 bit sequences.

The result of the XOR is then transformed into a 32 bit sequence using eight

so—called Substitution (or S) boxes.

e The resulting 32 bit sequence is then permutated. This transformation is
defined by so—called P—boxes (Permutation boxes) that are simply a certain
order of the numbers from 1 to 32.
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e The final 32 bit sequence is XOR’ed with the left input block part L; and
results in the right input part R;y; of the next round.

In the following is more detailed enumerate of the single steps:

Initial and Final Permutation:

The permutations in the beginning and at the end of the algorithm have no
cryptographic relevance. Presumably they have been introduced to facilitate the

implementation in hardware. In the mid—seventies it was not easily possible to
calculate using 64 bit sequences.'64

Key Transformation:

At the beginning of each round the 56 bit key is divided into two 28 bit sequences.
Each sequence is rotated (i.e. shifted) for one or two bits depending on the round
number. After that the two 28 bit sequences are assembled to a 56 bit key again.

Then 48 bits of the 56 bits are selected according to a fixed scheme and per-
mutated simultaneously. As this step reduces the number of bits it is called
“compression permutation”. Because of the key transformation every round of
the algorithm uses a different key.

Half Block Extension:

The 32 bits of the right half of the input block are spread to 48 bits by a fixed
transformation. As this step increases the number of bits it is called “expansion
permutation”.

The cryptographic background of the expansion permutation is the so—called
“avalanche effect”: every changed input or key bit influences the cipher text after
as few rounds as possible. This is also the reason why it is better to compress
the key and expand the input each to 48 bits than XOR’ing the input block half
with a key compressed to 32 bits.

The expansion permutation is displayed in figure 2:

(32) 1 2 3 4 5 6 7 8 9 10 11 12 13

(48) 1 2 3 45 6 7 8 910111213 14 1516 17 18 19 20
Fig. 2. The Expansion Permutation of DES.

S—Boxes

The 48 bit block resulting from the last step is divided into 8 groups of 6 bits
each. These groups are transformed each with a different S—box. The eight S—
boxes are the most critical part of DES. Each S-box consists of a table with 4

164 See: Schneier (1996).
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rows and 16 columns and transforms 6 input bits into 4 output bits. An example
for a DES S—box is shown in Figure 3.

212 4 1 7 1011 6 8 5 3 15130
1411 2 12 4 7 13 1 5 0 1510 3 9 8 6
4 2 1 111013 7 8 15 9 12 5 6 3
11 8 12 7 1 14 2 13 6 15 0 9 10 4

Fig. 3. S-Box Number 5 of DES.'¢5

The S-box is applied in the following way: If the input consists of the six bits
b1, ... ,bg, the number formed by by and bg (2 bits = 4 possible values) determines
the row of the table and bits bs, ... , b5 determine the column. The number in the
resulting row and column is the output value. Figure 4 shows a block diagram
of a DES round.

The DES algorithm appears quite complicated, but there are good reasons for

the design. The algorithm can be realized in hardware very efficiently, because

there are no additions and above all no multiplications. The algorithm consists

only of bit shifts, fixed permutations and XOR operations. The several steps

each have their specific purpose:

e The expansion permutation and the P-box lead to the avalanche effect.

e The P-boxes also have the purpose that each input bit is transformed by a
different S—box in each of the rounds.

e The S-boxes lead to non-linearity and immunity against differential crypt
analysis.

e Rotation and compression permutation have the purpose that a change of a
key bit influences all input bits already after a few rounds.%6

There are three known kinds of attacks known against the DES algorithm:

e Brute force,

e Differential crypto—analysis and

e Linear crypt analysis.

Today, the only practicable attack is the brute force attack. Bruce force means,
however, trying out all 2°¢ possible keys by decrypting the cipher text and
testing the resulting plain text for its meaning. In 1996 the RSA Data Security,
Inc. set up a challenge for the successful retrieval of a DES key. This was achieved
after six months using the idle processor times of computers connected by the
Internet. After this first initiative a second challenge was started in February
1998, which was won after only 39 days. 22,000 users with 50,000 computers
were involved and had already tried out 85% of the possible keys before the
correct key was found. This gave already an indication that DES was not secure
enough anymore. The last doubt was eliminated after the Electronic Frontier

165 Tnstead of the numbers from 0 to 63 the number of the respective entry in the
table is used.
166 See: Schneier (1996).
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Foundation (EFF) built a machine that was able to break a DES key in an
average of only 4% days. The machine was developed by a team of ten people in
only 18 months and the budget of the whole project was just US$ 250,000.167

Ri_4 Key 56 bit

32 bit

| Shift | | Shift |

Expansion Compression
Permutation Permutation

48 bit

Jan
)
48 bit

S—Box
Substitution

{ 32 bit

P-Box
Permutation

32 bit

D
32 it

R; Key 56 bit

Fig. 4. One Round of DES.

In 1997 — even before the DES was “broken” for the first time — the NIST
started the search for a successor of DES that was to be called Advanced En-
cryption Standard (AES). The requirements for this standard were:
e Symmetric block cipher with a block length of at least 128 bits with key
lengths of 128, 192 and 256 bit.
Suitable for hard- and software implementation.
Low demand for processing power and memory resources (suitable for e.g.
smart cards).
e Resistance against all known cryptographic attacks.
e No patents and no license fees, usable by everybody.
Most leading cryptologist in the world participated in the call for proposals. 15
algorithms were presented on the first conference 1998 and extensively examined
and analyzed on the second conference in March 1999. In October 2000 the

167 See: Wobst (2001).
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NIST made a decision and chose the Rijndael algorithm, named after its Belgian
developers Vincent Rijmen and Joan Daemen.

Rijndael (AES)

The Rijndael algorithm is based only on byte substitution, byte permutation and
the XOR operation, which makes the algorithm extremely easy to implement in
hardware. In the following the algorithm is described for 128 bit input blocks
and 128 bit key length.

The input block consists of 16 bytes, which are written into a 4 x 4 matrix called
states. At the beginning of the first round of the algorithm the plain text bytes
are in such a state. Every round changes the content of the state. After the
10th and final round the matrix contains the cipher text. Furthermore, 10 round
keys are generated from the 128 bit key and also written into 4 x 4 matrices.
If Rijndael is used with 192 or 256 bit key length, 4 x 6 respective 4 x 8 state
matrices are used. Also the number of rounds is changed from 10 to 12 or 14,
respectively.

11.2 Asymmetric Cryptographic Algorithms

The concept of asymmetric encryption (also known as public key cryptography)
was independently invented by two teams: Whitfield Diffie and Martin Hellman
on the one side and Ralph Merkle on the other.

The most significant idea is that the keys are used in pairs as encryption and
decryption key. The two keys are called public key and private key and it is not
possible to derive the private key from the public key while the public key is
derived from the private key.

Hence, this family of algorithms is called asymmetric and allows the following
procedure:

A user Bob generates a pair of keys consisting of the public key and the private
key. Then he publishes the public key to all the other users of the network. If he
encrypts a message with his private key, everybody else can decrypt the message
and can be sure that the message is sent by him. The other users can encrypt a
message with Bob’s public key and can be sure that only Bob is able to read it,
because only he knows the required private key.

This idea was first presented on the National Computer Conference in 1976
by Diffie and Hellman'%®. Many cryptographic public key algorithms have been
published since 1976, but only a few have proven to be as practicable and secure
as the Diffie-Hellman algorithm. Only three newer algorithms were versatile
enough to be serious contenders in the area of asymmetric cryptography: RSA,
El-Gamal and Rabin. RSA has become, in fact, the most widely used asymmetric
algorithm. It is named after its inventors Ron Rivest, Adi Shamir and Leonard
Adleman.169

168 See: Diffie, Hellman (1976).
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RSA

The security of RSA is based on the difficulty of the factorization of great num-
bers. Public and private key depend on a pair of great prime numbers (with a
length of 100 to 200 digits). Table 1 shows the schemes used to generate the keys
and to encrypt and decrypt a message.

Public Key | n is the product of two primes p and ¢
(p and ¢ must be kept secret)
e is relatively prime to (p — 1)(¢ — 1)

Private Key | d =e™! mod ((p—1)(q—1))

Encryption | ¢ =m® mod n
(m is the message)

Decryption | m = c¢? mod n

Tab. 1. RSA Encryption.

I1.3 Hybrid Systems

Because asymmetric ciphers are significantly slower than symmetric algo-
rithms!'™, they are not suited for encrypting and decrypting large amounts of
data in short times. For such tasks, symmetric algorithms such as DES and AES
and much better suited. Hence security systems often use symmetric algorithms
to encrypt and decrypt the message, while asymmetric ciphers are used to en-
crypt the transmitted key. This allows the two parties to exchange the so—called
session key (i.e. the key to encrypt/decrypt the message) during their commu-
nication.

I11 Identification and Authentication

To establish a secure communication it is important to determine who the com-
munication partner is. This identity is usually expressed through an unique iden-
tifier comprising various attributes such as the name, age and national insurance
number of a person. Often, the unique identifier is represented through a serial
number or string.

But identification only recognizes who somebody claims to be. For secure com-
munication this is not enough. If we communicate with a malevolent hacker we
can expect him to send fake identification information. It is therefore important
to verify the information the communication partner transmits, so that no other
person can pretend to have the same identity.

169 See: Schneier (1996).

170 Hardware implementations of RSA are about 1,000 times slower than DES and
Software implementations are still about 100 times slower then DES. Although
these numbers may change in the future, it can be expected that RSA will
never reach the performance of symmetric algorithms. See: Schneier (1996).
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In every—day life situations it is generally no problem to verify, if a commu-
nication partner is indeed the person we want to communicate with and if the
information he gives us reaches us unmodified. We achieve this e.g. by recognizing
the communication partner’s face and/or voice. For electronic communication,
however, the situation is different. There are no inherent means to associate
received bits to a certain sender. Data bits do not have unique properties like
voice timbre or face shape. As the ability to associate content non—ambiguously
with a certain sender is a fundamental requirement for secure communication
— and therefore for DRM systems —, mechanisms are needed to provide this
functionality. These mechanisms are covered by the term authentication.

There are two important applications of authentication:

e User authentication and

e Message authentication.

The former ensures that the communication partner is indeed the one we want to
communicate with. The latter secures the integrity of the transmitted message.

Taken to a DRM context the following scenario could be imagined: A user con-
tacts a multimedia server and requests a music file for downloading. The server
ensures by user authentication that the request is from the registered user Alice
who has permission to download the file. The server then gets a request from
Alice to purchase several other music files and sends her the price and the bank
account she has to transfer the money to. By message authentication Alice en-
sures that the account number has not been corrupted by a malicious hacker
who wants Alice to transfer the money to him instead.

The two applications of authentication usually go hand in hand. It is not very
useful if the origin of a message has been verified, but the contents of the message
has been corrupted by somebody else during transmission. On the other hand it
also makes little sense to verify that the received message is identical to the one
the sender has sent if there is no proof that the sender is really the person we
expect the message to come from. User and message authentication are based
on the same cryptographic algorithms.

User Authentication Techniques

One easy method to verify the identity of a communication partner is to agree
on a common secret. If only two communicating parties share the secret they
can make sure that they communicate with each other by verifying that the
respective communication partner — and only him — knows the secret. This
method can be realized by symmetric cryptography.

The problem with this method of authentication is that the secret key must have
been exchanged before the communication takes place. To do this in a secure
way is normally not an easy task. If the secret key falls into the wrong hands,
somebody else could fake the identity of the desired communication partner by
“proving” that he knows the secret key. As every communication over a network
may be intercepted by somebody else the secret key is often exchanged via an
alternative medium (fax, telephone, mail). This usually takes time or careful
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planning and the security of the alternative medium may be questionable. Any
effort to establish a secure connection over a network is vain, if the secret key is
written on a piece of paper on the office desk that can be read by everybody.

Another problem is that separate secret keys are needed for every pair of par-
ties that want to authenticate each other in a communication. This leads to an
additional overhead either to create and exchange secret keys for every com-
munication or to administer the existing keys for each pair of communication
partners.

Public key cryptography makes user authentication much easier. In public key
cryptographic systems each user has, as described above, a pair of keys. One
key is public and is accessible by all users, for example, from a database. The
other key is private and only known to the respective user. Any data encrypted
with the private key can only be decrypted with the public key and any data
encrypted with the public key can only be decrypted with the private key. It is
not possible to decrypt the data with the key it was encrypted with and it is
not possible to reconstruct the private key from the public key. This way it is
ensured that data intended for a user (and encrypted with the public key) can
only be read by him, while data which can be decrypted with the user’s public
key is ensured to be sent by him (see section on Secure Containers below).

With public key cryptography the authentication of a communication partner is
possible without the exchange of any additional information: If Alice wants to
be sure to communicate with Bob, she encrypts the message she wants to send
to Bob with his public key. Eve, who overhears the communication, does not
know Bob’s private key and is not able to decrypt the message. An enumerate
of the protocols used for user authentication as they are defined in the X.509
framework below.

But public key cryptography for authentication also has its drawbacks. Firstly
the complexity of the used algorithms is much higher. This may lead to prob-
lems on hardware platforms with low CPU power (e.g. portable devices, smart
cards etc.). And, secondly, then there is also a certain additional overhead for
administration, because there has to be a trustworthy instance that administers
the public keys for the users.

Message Authentication Techniques

There are several methods for message authentication. A simple one is based on
symmetric key encryption. In order to ensure the integrity and authenticity of a
non—encrypted transmitted message, the receiver needs additional information
from the sender for verification. This additional information is called crypto-
graphic checksum or Message Authentication Code (MAC)!™L. The protocol to
generate the MAC is based on secret keys known on sender and receiver side and
a cryptographic algorithm. The theory is similar to the theory of hash functions.

A hash function is a mathematically defined function that generates a fixed
length output value (hash value) from a variable length input text. The hash

17! See: Beutelspacher (1996).
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sum is usually significantly shorter the input text. A very simple hash function
is, for example, a function that returns a one byte value calculated as the XOR~-
function on all input bytes. This hash function is, however, not suitable for
authentication purposes, as it is very easy to generate an input text to match a
given hash sum.

Several algorithms have been standardized that provide the necessary security,
most commonly used are the Message Digest number 5 (MD5) by Ron Rivest
and the Secure Hash Algorithm (SHA) by the National Institute of Standards
and Technology (NIST) and the National Security Agency (NSA). The main
design goals for these algorithms are the same:

e Practical impossibility to create two messages with the same hash,

e Brute force being the most efficient attack,

e Simplicity,

e Low memory and processing power requirements.

Both algorithms also follow the same principle: The input is segmented in blocks
with a length of 512 bit. Then four rounds of several operations are performed
on these blocks (with 16 operations for MD5 and 20 for SHA). The operations
cover logical operations, bit shifting and arithmetic operations. The results of
the calculations on each block are combined to get the final hash value (128 bit
for MD5 and 160 bit for SHA)!72,

Another way to verify the authenticity of a message uses asymmetric key encryp-
tion. Digital signatures work with asymmetric key encryption, but they leave the
data unencrypted. Instead they use the encryption algorithm to calculate a hash.
This hash is appended to the message and can be used to verify the authenticity
of the content.

III.1 The ISO Authentication Framework

In 1988 the International Organization for Standardization (ISO) began working
on an authentication framework with the goal to define a common standard for
authentication. The result was adopted in 1993. The scope of the authentication
framework is to provide a protocol for authenticating individuals over an open
network. In this framework, also known as X.509 protocol, public key cryptog-
raphy was recommended. In the specification no specific algorithm for security
and authentication is prescribed, but RSA is “recommended”'2. Instead, the
ISO Authentication Framework provides interfaces for many security algorithms
and hash functions.

Public Key Certificates

The most important part of the X.509 protocol consists of its structure for public
key certificates. A trustworthy certification authority (CA) assigns an unique
name to every user and publishes a signed certificate with the user name and
the user’s public key. The signature appended to this certificate is generated from
the CA’s secret authentication key and the parameters held within the CA’s own

172 See: Schneier (1996).
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authentication certificate. A CA may generate and sign its own authentication
certificate, or the CA may be provided with its certificate by a higher level CA,
leading to a hierarchy of CAs with a master CA at the top and the user at the
bottom. Figure 5 shows a X.509 certificate.

) Algorithm Period of Subjects’s
o | E Identifier 3 Validity - Public Key 2
A z E
(] —_ 0 .
> 'g Algorithm B Not Before Date Z PAalf:;izl::s %ﬁ
n Parameters Not After Date Public Key

Fig. 5. An X.509 Authentication Certificate.

The “version” field describes the format of the certificate. The “serial number”
is an unique number for the certificate within the CA that issued the certificate.
The next field “algorithm identifier” denotes the algorithm that was used for
the signature of the certificate and some further necessary information. “Issuer”
contains the name of the CA. The field “period of validity” consists of two
dates between which the certificate is valid. “Subject” denotes the name of the
user. Under “subject’s public key” the name of the algorithm, the necessary
parameters and the public key are listed. The final field “signature” contains the
signature of the CA.

IT1.2 Usage Scenario: Authentication in a CA—Hierarchy

If Alice wants to communicate with Bob she first looks up Bob’s certificate in a
database. Then she verifies the authenticity of this certificate. If Bob and Alice
have their certificates from the same CA this is easy. Alice simply has to verify
the CA’s signature on Bob’s certificate.

If Bob and Alice have their certificates from different CAs, the situation is more
complicated. In a tree-like structure, every CA has a certificate from a higher
level CA up to the master CA. Alice has to verify all the certificates from Bob’s
certificate up to a common CA from which there is a certification path down to
her own CA. From this common point she has to verify the certificates going
down to her own CA. Figure 6 shows an example for such a scenario.

If Alice wants to send a message to Bob, Bob first sends his certificate to Alice.
This certificate is signed by Carol. Alice can verify this signature with Carol’s
public key. This key is signed by Dave. Dave’s key is not only signed by Eve,
but also by Frank. Frank’ key is signed by George and George’s key is signed by
Alice herself. This is how Alice can verify that Bob’s certificate is valid.
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Fig. 6. Sample Certification Hierarchy.

Authentication Protocols

The X.509 standard'™ defines several authentication protocols that describe the
steps necessary for a secure user authentication. If Alice wants to communicate
with Bob, she first accesses a database and gets a “certification path” from
Alice to Bob and Bob’s public key. Alice now has the choice between three
authentication protocols:

The one way protocol consists of a single communication step from Alice to Bob.
Bob’s and Alice’s identity is confirmed and the integrity of the transmitted in-
formation is ensured. The protocol furthermore prevents replay attacks (faking
an identity by sending copies of messages of a former communication). It has
the following steps:

(1)
(2)

Alice generates a random number R4

Alice generates a message M = (Ta, Ra, Ip,d), where Ty is Alice’s time
stamp, Ip Bob’s identity and d an arbitrary information. The message
may be encrypted with Bob’s public key for security reasons.

Alice sends (Ca,Da(M)) to Bob. (Cy4 is Alice’s certificate; D4 is the
common point in the certificate tree.)

Bob verifies C4 and gets F4. He ensures that the key has not expired.
(E4 is Alice’s public key.)

Bob decrypts D4 (M) with E4. By that he has verified both Alice’s sig-
nature and the integrity of the signed information.

Bob verifies that the Ig in M is correct.

Bob examines T4 in M and checks if the message is up to date.

To enhance the security even more Bob can look up R4 in a database of
old random numbers to be sure that the message is not a copy of an old
message (replay attack).

The two way protocol consists of a one way protocol followed by a very similar

173 See: X.509 (1989).
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one way protocol in the other direction from Bob to Alice. Steps (1) to (8) of
the one way protocol are followed by the following steps:

(9) Bob generates a random number Rp

(10) Bob generates a message M’ = (Tp, Rp,Ia,Ra,d), where T is Bob’s
time stamp, I4 is Alice’s identity and d is an arbitrary information. R4
is the random number Alice has generated in step (1). The message may
be encrypted with Alice’s public key for security reasons.

(11) Bob sends Dg(M’) to Alice.

(12) Alice decrypts Dp(M') with Ep. By that she has verified both Bob’s
signature and the integrity of the signed information.

(13) Alice verifies that the I4 in M’ is correct.

14) Alice examines Ts in M’ and checks if the message is up to date.

) To enhance the security even more Alice can look up Rp in M’ in a
database of old random numbers to be sure that the message is not a copy
of an old message.

The three way protocol achieves the same as the two way protocol but manages
it without the time stamp. Steps (1) to (15) are identical to the two way protocol
but with T4 = T = 0. The following steps are appended:

(16) Alice compares the received random number R 4 with the R4 she has sent
Bob in step (3).

(17) Alice sends D (Rp) to Bob.

(18) Bob decrypts D (Rp) with E4. By that he has verified Alice’s signature
and the integrity of the signed message.

(19) Bob compares the received random number Rp with the Rp he sent Alice
in step (10).

v Securing Connections

The growing e-commerce market in the past years would not have been possible
without the Internet. The Internet is ideal for the commercial transmission of
information and electronic goods, because it is available for nearly everybody, it
is fast and, apart from ISP charges and hardware costs, it is virtually cost free.
The security operations explained in the past sections are especially important
for such an open and unprotected network like the Internet. In order to remedy
security issues, protocols have been developed to perform authentication and
secure transmission for the Internet. In the following, a short overview of an
example of such a protocol is given.

IV.1 Secure Socket Layer (SSL)

The Secure Socket Layer (SSL) has been developed in 1994 by Netscape together
with its first Internet browser. The goal was to provide a flexible and easy to use
protocol for securing client—server connections. Today SSL is the most commonly
used security protocol for the Internet. SSL was, however, an early step in the



Authentication, Identification Techniques, and Secure Containers 77

area of Internet security and therefore it had several weaknesses that have been

removed in the current version 3.0. The best known weakness of an earlier ver-

sion, SSL 2.0, was not in the standard itself but in the reference implementation

SSLRef by Netscape, that was published in 1995. It contained an error in the

random number generator that undermined the security. Nevertheless, the 2.0

protocol also contained a series of weaknesses, that have since been addressed

and have been removed in SSL version 3.0. These weaknesses are:

e Security weaknesses — SSL 2.0 is prone to certain “man—in—the-middle”
attacks. The attacker sits in the middle between client and server and modifies
a message from the server to the client in a way, that only 40 bit encryption of
subsequent messages is established. Encryption with a 40 bit key is nowadays
not secure enough anymore. A second weakness is the way in which the
MAC is calculated. Fortunately, there are no known attacks utilizing this
weakness, because the MAC is encrypted afterwards, but nevertheless the
MAC calculation has been changed in version 3.0. The greatest weakness,
however, was the message authentication in the “export version”. US export
regulations demanded the length of the encryption key to be not more than
40 bits long. Hence, the length of the MAC key was shortened to 40 bits as
well, which introduced a serious weakness.

e Functional weaknesses — In SSL 2.0 the client can only perform a handshake
at the beginning of the connection. A change of the algorithms or the keys
during the connection was not possible. A second issues for SSL 2.0 was the
restriction to flat public key infrastructures. All server certificates had to be
signed with the root certificate, because only one certificate could be trans-
mitted in the certification message. Also, the only algorithm used for key
exchange and for signing the certificates was the (patented) RSA algorithm.
In version 3.0 key exchange algorithms like Diffie-Hellman and Fortezza as
well as non RSA-based certificates have been added.In SSL 2.0 no compres-
sion schemes were considered. In version 3.0 it is generally possible to use
compression, although no compression scheme has been specified up to now.

e Conceptional weaknesses — In SSL 2.0 the data transmission was closely
related to the message layer: Every packet contained exactly one handshake
message. In 3.0 this unnecessary relation has been removed. SSL records may
now contain a part of a message, a whole message or several messages.!™

SSL 3.0 is commonly regarded as an example of a good and stable security

standard. The weaknesses of SSL 2.0 have been removed and there are plenty of

commercial and free implementations.

Components of SSL 3.0

The fundamental idea behind SSL is to insert an additional security layer above
the TCP protocol in the communication model. The task of this record layer is
to encrypt and authenticate all data using the given cryptographic parameters
before it is handed over to the TCP transport protocol. This way only encrypted
data is transmitted over the Internet that is handed over to the record layer on

17 See: Schwenk (2002).
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the receiver side for decryption. An essential strength of SSL is the handshake
protocol used for negotiating the cryptographic parameters.

HTTP (or any other protocol)

Handshake Change Cipher Alert

Record Layer

TCP

Fig. 7. The Components of the SSL. Protocol.

The SSL handshaking is the heart of the SSL protocol and the most complex
part of it. It performs the key exchange between server and client, that makes
an encrypted communication possible. The base of the handshake protocol is a

two way key exchange based on a public key encryption scheme:
e The server transmits its public key to the client (packed into a SSL certificate

that also contains the domain name).

e Then the client encrypts a secret random number with the public key of the
server and transmits this value to the server. This secret random number is
used by client and server for the calculation of the symmetric keys.

Vv Secure Container

Three important elements of a typical DRM system are file encryption, key
management and access conditions. The multimedia content is encrypted using
symmetric or hybrid encryption schemes before it is loaded onto the web or
streaming server. An enumerate containing (a) metadata describing the content
and (b) the conditions and prescriptions for decryption is added to the content
file!™. The enumerates are then securely associated with the rest of the file by a
digital signature or a MAC. The keys needed for decryption can be downloaded
from a special license server. DRM has a great advantage against classical trans-
port encryptions like SSL: The encryption of the content is separated from the

175 1t should be noted that in many DRM systems actually do not package the
conditions into the same package as the content itself. Such a seperation offers
many additional business models that are not possible when the rules and
content and packaged together. One example is that it would prohibit to update
and change the rules after the secure container has been distributed without
re—distributing the content as well.
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key management. The encryption can take place on one server, while the key
distribution is handled by a different server. The content can be distributed over
the whole Internet.!

DRM protected content reaches the customer in the following way: The content
provider prepares the content for the Internet (e.g. as mp3 file, PDF document or
an MPEG-4 video). A cryptographic key is generated in a secure environment
and the content is encrypted with it. This key is transmitted securely to the
license server together with an unique identification of the content. The URL
of this and possibly several other license servers is added to the content unen-
crypted. The content that has been modified in this way is distributed to an
arbitrary number of caches and servers in the Internet. The customer can ei-
ther download the encrypted content and store it, or he can stream the content.
The renderer of the content notices, that the content in protected and reads the
access conditions and the URL of the license server. Typical access conditions
could be “one view for $2” or “one month of unlimited access for $10”. The cus-
tomer can then chose his preferred access offers and his client software connects
to the license server. The customer has to identify himself to the license server
and gets in exchange the content key.'””

The encryption of the content and the addition of the access conditions and
license server URLs can be imagined as putting the content into a locked con-
tainer. This container is then transported to its destination (the renderer on the
client side), where it is unpacked again according to the rules stored in the con-
tainer. This is the reason why this approach is called secure container technology.

VI Security Aspects of Client DRM Systems

One of the weak points of client DRM systems is that the client usually resides in
a hostile environment. The user has complete control over the client platform and
can try any attack on the client he can think of to try to circumvent the security
mechanisms. DRM systems must not only be protected against the corruption of
the so—called persistent state variables (e.g. a device ID), but there are also parts
of the persistent state that must be protected against unauthorized reading (e.g.
encryption keys).

The protection against corruption of the persistent state is often realized by
tamper— detection. A tamper—resistant system tries to detect whether attempts
are made to use it improperly and stops execution then. This means that state
variables read by the system are compared against the values that have been
written before. This can only be done by an additional log of write actions. As
this log is also a part of the persistent state, the tamper-resistance of a DRM
system can usually not be guaranteed.

The protection against unauthorized reading can be provided by encryption of
the data with a secret key stored in read only memory. Tamper—detection can, for

176 See: Kohl (1998).
177 See: Schwenk (2002).
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example, be performed by attaching a Message Authentication Code to each data
record. Such a mechanism does not protect against the replay attack, however:
A user could backup the persistent data, perform some operations and replace
the new persistent data with the one he has as backup. This would make the
DRM system “forget” that the operations took place. The user does not even
have to understand the structure of the persistent data, as it is replaced as a
whole.!"®

178 See: Shapiro, Vingralek (2001).



2.3.3 Digital Watermarking
Fabien A.P. Petitcolas'™

There is one aspect of copy control that digital rights management technologies
based on encryption do not address. It is the case when the high value content
leaves the “digital world”, namely when it is converted to waveforms that can
be heard or seen by people. To solve this problem, there has been a growing
“interest” on digital watermarking, mainly created by pressure from the content
industry on the consumer electronics and the high technologies industries to
find ways to better protect copyrights. Watermarks are imperceptible marks

hidden in multimedia object, including audio visual signals. In a typical content
screening system, the client’s media player searches the content for such hidden
information. If the secret mark is found, the player then verifies whether a valid
license is present. By default, unmarked content is considered as unprotected and
is played without any barriers. To be effective, the watermarking technology
should be such that breaking a single player or a subset of players does not
compromise the security of the entire system'°.

In this chapter we will introduce a widely used technique for watermarking
audio-visual signals. We will also explain how this technique is being improved
to match the requirements imposed for practical use and will show that the
state—of-the—art is still far from accomplishing what content owners may expect.

I Basic Blocks for Digital Watermarking Algorithms

Watermarks appeared in the paper industry more than seven hundred years
ago to differentiate paper makers'®l. Since then, they have been extensively
used in banknotes and still constitute a very important tool to deter forgery of
banknotes'®? — for instance shop cashier in several countries often check the
watermark on large bank notes.

In the early nineties, these paper watermarks in banknotes or stamps inspired
the first use of the word “watermark” in the context of digital data'®® and in par-
ticular digital images'®%. Since then digital watermarking has become a rapidly
growing area of research, attracting mainly the signal processing community. Al-
though many topics are still open to further research, a couple of watermarking
systems have been implemented in few practical applications, some related to

copy control.

179 Microsoft Research — England.
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In this context, the audio—visual signal in which data will be hidden is usually
referred to as cover—signal and the data, that is the sequence of hidden bits,
is called the payload. The watermark is the signal which is actually added to
the cover—signal so one can refer to its energy. It is obvious that the size of the
cover—signal constrains the size of the payload: one can hide a larger payload
in a 512 x 512 pixel image than in a single pixel. The watermark-access—unit
or granularity is the smallest part of cover—signal in which a watermark can be
reliably detected and the payload extracted and the capacity of the watermarking
scheme is bit size of a payload that a watermark-access—unit can carry. In the
remaining of this chapter, by watermarking scheme we mean the full embedding
and extraction algorithms.

Readers who have heard about both watermarking and steganography should not
be confused by the two terms as they do represent two very different concepts.
Steganography hides the very existence of messages: the hidden information is
independent of the cover and should be statistically undetectable. Watermarking
adds a payload generally related to the content (e.g., copyright information) and
it is usually well known that content is watermarked so the algorithm should be
robust to malicious attacks.

Typical requirements for digital watermarking algorithms have been detailed ad
nauseam in numerous publications already so we will mention them only briefly
here. They include the imperceptibility (or fidelity) of the watermarking process
— that is a human listener or viewer should not able to hear or see whether
the cover—signal has been watermarked. The capacity should be high enough
for the intended application of the watermarking scheme. The scheme should
be reliable (false negative and bit error rates should be low), robust in normal
use situations (usually common signal processing), tamper resistant (robust to
attacks) and its security should only rely on the secret of keys (following the
well known Kerckhoffs’ principles). At last the design of the algorithm will be
driven by the cost constraints of the application (number of gates for hardware
implementations, speed of the embedding or extraction, etc.).

All these constraints make the design of a watermarking scheme a very challeng-
ing task. But over the last decade a basic framework appeared: most watermark-
ing schemes rely on the choice of various basic components that we will describe
in the remaining of this section.

I.1 Choice of the Workspace

The watermark casting can done directly on signal samples'®® or by first apply-
ing some transformation such as discrete cosine transform'®6, wavelet decompo-
sition'®” Radon transform'®8, etc.

185 See: Pitas (1996); Nikolaidis, Pitas (1998).
186 See: Barni, Bartolini, Cappellini, Piva (1998).
187 See: Loo (2002); Kundur, Hatzinakos (1998).
188 See: Kim, Baek, Lee, Suh (2002).
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Fourier transforms enable the embedder to shape the watermark spectrum ac-
cording to the human perceptual model. For instance Boney et al. propose an
audio watermarking scheme where the amplitude of the frequencies of water-
mark is directly modified with the audio perceptual model derived from the
sound track. The modulated complex lapped transform'®® has been used suc-
cessfully by Kirovski and Malvar'®® in the design of a relatively robust audio
watermarking scheme. Wavelets, which have become a powerful tool in image
analysis due to their good energy compaction properties and to efficient com-
putation algorithms, have been studied by Loo to watermark images'?!. More
recently, the Radon transform attracted interest because it can be easily used to
devise rotation, scale and translation invariant algorithms'%2.

1.2 Location of the Watermark

The location of the watermark is usually chosen using some human perceptual
model. Audio masking, for instance, is a phenomenon in which one sound inter-
feres with our perception of another sound!?3. Frequency masking occurs when
two tones which are close in frequency are played at the same time: the louder
tone will mask the quieter one. However this does not occur when the tones
are far apart in frequency. Temporal masking occurs when a low—level signal is
played immediately before or after a stronger one; after a loud sound stops, it
takes a little while before we can hear a weak tone at a nearby frequency. MPEG
audio compression techniques'®* exploit these characteristics'®® and Boney et al.
have shown that it remains possible to exploit them further by inserting marks
that are just above the truncation threshold of MPEG but still below the thresh-
old of perception.'®8 Similarly human eyes are less sensitive to noise in area with
textures than in smooth areas of images.

Based on these reasons, Cox et al. argued that one ought to embed the watermark
in perceptually significant part of the signal/image in the hope that an attacker
cannot remove the watermark without causing significant distortions.™®7

In addition to the perceptual significance one can also use a key (the seed to
a random number generator) to select which coefficients should be modified.
Without knowledge of this secret key one should not be able to extract the
watermark.

189 See: Malvar (1998/1999).

190 See: Kirovski, Malvar (2001).

191 See: Loo (2002).

192 Qee: Kim, Baek, Lee, Suh (2002).

193 See: Moore (1989).

194 See: MPEG-2 Audio (1995). A Matlab implementation of the psychoacoustic
model is available at: http://www.cl.cam.ac.uk/~fapp2/software/mpeg/.

195 See: Ambikairajah, Davis, Wong (1997).

196 See: Boney, Tewfik, Hamdy (1996).

197 See: Cox, Killian, Leighton, Shamoon (1996).
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1.3 Encoding of the Payload

A popular way to encode the watermark is to use spread—spectrum techniques.
These will be detailed later in this chapter. Error control codes are also often
added to the payload before embedding to improve the robustness of the wa-
termark. Although no error correction codes have been specifically designed for
watermarking yet, turbo codes have been used by several researchers because
their performances are close to Shannon’s limit'?® under additive white Gaus-
sian noise.

1.4 Merging of the Watermark with the Cover—Signal

Casting of the watermark, that is the formation of the new signal, is usually
done by adding the watermark signal to the host signal but new techniques
based on quantisation index modulation have been explored. They quantise the
coefficients to be modified instead of simply adding the watermark value. The
decoder quantises again the coefficient and looks at which bin each coefficient
falls in order to recover the data.

The main difference between the two techniques lies in the exploitation of the
knowledge of the cover signal by quantisation based schemes but not by spread—
spectrum based schemes. This means that the interference from the cover—signal
can be suppressed at the decoder by quantisation based schemes, making detec-
tion more reliable in certain circumstances. Both techniques have pro and cons
and Chen and Wornell'® proposed a new solution based on both: the spread
transform.

The casting happens in the domain chosen for embedding. For instance Kirovski
et al. add a pseudo noise sequence to the frequency coefficient of the modulated
complex lapped transform of the signal?®® while O Ruanaidh et al. modify the
phase of the signal?°!.

1.5 Extraction / Detection and Optimisation
of the Watermark Receiver

The detection process usually outputs either the recovered payload or some kind
of confidence measure indicating how likely it is for a given mark at the input
to be present in the signal under inspection.

Private watermarking (also called non—blind watermarking) systems require at
least the original cover—signal. One might expect that private schemes will be
more robust than the others since they convey very little information and require
access to secret material??. Semi-private watermarking (or semi-blind water-
marking) does not use the original cover—signal for detection but the published

198 See: Berrou, Glavieux, Titimajshima (1993).
199 See: Chen, Wornell (2001).

200 See: Kirovski, Malvar (2001).

201 See: O Ruanaidh, Dowling, Boland (1996).
202 See: Cox, Miller (1997).
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watermarked signal??3. The main uses of private and semi-private watermarking
seem to be evidence in court to prove ownership and copy control in applications
such as D.V.D. where the reader needs to know whether it is allowed to play the
content or not. Many of the currently proposed schemes fall in this category2°%.

Payload Watermark @ Watermarked
_ —_— R .
(P) embedder . signal (3)

/,/' Noise: Distortions
Key (K)  Cover-signal (s) Pre @ —<— due to ‘normal
Ve T use’, attacks

Payload Watermark @ Possibly corrupted
(P") : extractor marked signals (§)

Fig. 1. Basic Model for Digital Watermarking Schemes Showing the Various
Inputs of the Embedder and the Optional Inputs of the Extractor.

Public watermarking (or blind watermarking) remains the most challenging
problem since it requires neither the secret original nor the published water-
mark signal. Indeed, such systems really recover the hidden bits (the payload)
from the watermarked signal without any additional information®°>. Public wa-
termarking schemes have much more applications than the others.

There is also asymmetric watermarking (or public key marking) which, like
asymmetric cryptographic algorithms, use a different key for embedding and
extracting the payload. Very few solutions have been proposed yet2%,

For the extraction or detection themselves, most spread—spectrum based water-
marking algorithms use correlation as a basis, assuming underlying Gaussian
noise interference, for which the correlator is the optimal detector. In practice
however, typical audio—visual signals (coefficient in the spatial domain or other
transform domain) do not follow the Gaussian model so some authors have been
using pre—filtering or other models to improve the detection.

For instance, in the case of audio watermarking it has been noticed that chang-
ing the amplitude for watermarking, can make this frequency audible when it

203 See: Loo (2002).

204 See: Loo (2002); Barni, Bartolini, Cappellini, Piva (1998); Kundur, Hatzinakos
(1998) Nicchiotti, Ottaviano (1998) Nikolaidis, Pitas (1998); Tzovaras, Kara-
giannis, Strintzis (1998) van Schyndel, Tirkel, Osborne (1994).

205 See: Kirovski, Malvar (2001); Swanson, Zu, Tewfik (1996); Langelaar, van der
Lubbe, Lagendijk (1997); Zhao, Koch (1995); Dugelay, Roche (1999).

206 See: Kirovski, Malvar, Yacobi (2001).
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was not or vice versa. This leads to an imbalance between negative and positive
components of the watermark which can have dramatic effect on the efficiency
of the detection. Modified covariance test appear to be a good solution?7.

11 Basics of Digital Watermarking

One very popular way to watermark multimedia content uses spread—spectrum
encoding and correlation based extraction.

General spread spectrum systems encode data in the choice of a binary sequence
that appears like noise to an outsider but which a legitimate receiver, furnished
with an appropriate key, can recognise. Spread—spectrum radio techniques have
been developed for military applications since the mid—1940’s because of their
anti- jamming and low-probability—of-intercept properties?°®; they allow the re-
ception of radio signals that are over hundred times weaker than the atmospheric
background noise.

Tirkel et al.2%? were the first to note that spread-spectrum techniques could be
applied to digital watermarking and later a number of researchers have developed
watermarking techniques based on spread—spectrum ideas which take advantage
of the large bandwidth of the cover medium (image, sound, video) by matching
the narrow bandwidth of the embedded data to it.

As noticed earlier, high frequencies can be used to ensure imperceptibility of the
watermark but are inadequate as far as robustness is concerned, whereas low
frequencies are of interest to ensure robustness but have limited use because of
the unacceptable impact on the quality of the signal after watermarking. Spread
spectrum can reconcile these conflicting points by allowing a low—energy signal
to be embedded in each one of the frequency bands.

Direct—sequence spread—spectrum simply adds a pseudo random sequence to the
signal and detection can be achieved using a simple correlator. As mentioned ear-
lier this assumes a Gaussian model and this also requires perfect synchronisation
between the transmitter and the receiver.

In combination with perceptual models spread—spectrum based watermarking
schemes usually survive most basic signal processing attacks. In the next section
we will see how they can be improved to survive some amount of desynchroni-
sation.

I1.1 Improving the Robustness of Basic Algorithms

Basic watermarking algorithms such as the spread—spectrum techniques briefly
presented in the previous section or such as the recently hyped quantisation index
modulation techniques are all prone to some form of desynchronisation attacks.
In fact the basic algorithms themselves assume prior synchronisation. Algorithms

207 See: Kirovski, Malvar (2001).

208 See: Pickholtz, Schilling, Milstein (1982).
209 See: Tirkel, Rankin, van Schyndel, Ho, Mee, Osborne (1993).
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for practical application need to be able to perform this synchronisation though.
In the case of images for instance rotation, scaling and translation are a very
easy way to achieve this.

One general idea is to embed the watermark in a space which remains invariant
to the expected transformations. So for instance, the Fourier Mellin transform
or the Radon transform are both invariant to rotation, scaling and translation.
They have been used successfully to embed watermarks which are robust to these
transformations?'C.

Another idea is to embed two watermarks: a reference watermark (or template)
and the actual watermark which caries the payload. Unfortunately this has an
obvious drawback: an attacker just needs to focus on the template and try to
remove it.

For small distortions simple redundancy of the watermark can be used?'!: rather
than doing the correlation test using each sample of the random spreading se-
quence, each sample is repeated and the correlation is done only at the centre of
the repeated zones. So as long as there is a certain overlap between the detection
zone and the original embedding zone, detection can be done accurately.

Many other tricks are used. In fact over the last decade watermarking algorithm
have improved a lot and become robust to a growing number of attacks. Her-
ley?'? agues that “this has created an illusion of progress, when in reality there is
none” because “algorithms protect all objects in a neighbourhood surrounding
the marked object; [...] while this is necessary it is very far from being suf-
ficient”. Another reason is that people have come up with attacks faster than
counter—attacks! So in the next section we will look at some unresolved problems
which seriously undermine the reliability of watermarking technologies.

111 Attacks

If breaking a single player does not pose a security threat, the main target of the
adversary is finding a signal processing primitive that removes the watermark
or prevents a detector to find it: a successful attack is achieved either when the
watermark is removed or when the watermark detector is fooled.

Several attack mechanisms have been largely successful in setting up robustness
benchmarks for watermarking technologies. In fact, as soon as people have tried
to develop watermarking technologies, others have attempted to break them.
The Oracle attack or the estimation—based attack fall into the first category;
while attacks such as desynchronisation or blind pattern matching attack, fall
into the second. These attacks will now be described briefly.

210 See: Kim, Baek, Lee, Suh (2002).
21 See: Kirovski, Malvar (2001).
212 Gee: Herley (2002).
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III.1 Removal

The estimation or removal attacks usually try to estimate the original non—
watermarked cover—signal, considering the watermark as noise with given statis-
tic. For instance, Langelaar et al.2'3 showed that 3 x 3 median filtering gives a
good approximation of original pictures in the case they have been watermarked
using spread—spectrum. So far, estimate—and-remove attacks have introduced
fairly strong blurring effects but recent work based on maximum a posteriori
watermark estimation and re-modulation has given promising results?!4.

In the case of transaction watermarking (often called fingerprinting®'®), another

way to remove the watermark is to use copies from different sources and mix
them (either by averaging them or concatenating pieces of them like a mosaic
attack?!®) to generate an un-watermarked copy. These are usually referred to as
collusion attacks?!7.

II1.2 Oracle

The idea of the Oracle (or sensitivity attack)?!® is to explore, pixel by pixel, an
image at the boundary where the detector changes from “mark absent” to “mark
present” and iteratively construct an acceptable image in which the mark is not
detected. Of course, with a programmable tamper-proof processor, one can limit
the number of variants of a given picture for which an answer will be given,
and the same holds for a central mark reading service. But in the absence of
physically protected state, it is unclear how this attack can be blocked. In most
applications an attacker has access to a detector. This detector can be a piece of
software shipped with a major image processing package or an electronic circuit
embedded into consumer electronics such as D.V.D. Even if the attacker does
not know much about the watermark embedding method, he can still use the
information returned by the detector to remove the watermark by applying small
changes to the image until the decoder cannot find it anymore.

The attacker starts by constructing an image that is very close to the decision
threshold of the detector (see Fig. 3): modifying this image very slightly should
make the detector switch from “watermark present” to “watermark absent” with
probability close to 0.5. Note that the constructed image does not need to re-
semble to the original. This can be achieved by slightly blurring repeatedly the
image until the detector fails to find a watermark, or by replacing progressively
pixels by grey.

213 See: Langelaar, Lagendijk, Biemond (1998).

214 See: Voloshynovskiy, Pereira, Herrigel, Baumgartner, Pun (2000); Kutter,
Voloshynovskiy, Herrigel (2000).

215 Not to be confuses with the content-based identification technologies also called
fingerprinting, see: Herre within this book on page 93.

216 See: Petitcolas, Anderson, Kuhn (1998).

217 See: Cohen, Zemor (1994); Boneh, Shaw (1998).

218 See: Linnartz, van Dijk (1998).



Digital Watermarking 89

The second step analyses the sensitivity of the detector to modification of each
pixel. The luminance of a given pixel is increased or decreased until the detector
changes its output. This is repeated for each pixel. From this analysis the attacker
can divide a combination of pixels and modifications such that the distortions
in the image are minimised and the effect of the modifications on the detector
are maximised, that is that the watermark is not detected.

IOC
g
g

A
A

Watermark not detected | Watermark detected

\VAAVARV)

Fig. 2. The plan of the page corresponds to all possible images, I is the original
image and I the image with watermark. The square contains all images that
look similar to I. The attacker uses I and starts by constructing an image Iy
that is very close to the decision threshold of the detector. The luminance of
a given pixel is increased or decreased until the detector changes its output.
This is repeated for each pixel until an image I,,, perceptually closed to I but
where no watermark can be detected, is created.

ITI.3 Stirmark

Stirmark is one of the oldest attacks against image watermarking algorithms.
It uses a fact we mentioned earlier: most watermarking detection or extraction
algorithms have to perform some correlation which is very sensitive to syn-
chronisation. Stirmark achieves desynchronisation by introducing small random
distortions.

These small random geometric distortions can also be applied to video, provided
that the random parameters are saved; otherwise a wobbling effect appears when
the video is played.

Since it was first written in 1997, Stirmark has been improved a lot becoming
the first benchmark suite and later the first online watermarking evaluation
service?!?. So not only it includes the simple and powerful attack described above
but also a large set of other attacks that can be tuned by the user depending on
the application and type of watermarking technique to be tested.

219 Qee: Petitcolas (2000); Petitcolas et al. (2001).
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() (d)

Fig. 3. When applied to images, the distortions introduced by Stirmark are
almost unnoticeable: watch before (a) and after (b) Stirmark with default

parameters. For comparison, the same distortions have been applied to a grid
(c & d).%2°

I11.4 Blind Pattern Matching

The blind pattern matching attack??! permutes block of audio which sound sim-
ilar to the human listener. In most cases these blocks will contain different wa-
termarks or different part of the same watermark and the permutation has the
effect that watermark cannot be detected anymore. The attack consists in three
main steps. First the signal is partitioned into small overlapping blocks. Then
perceptually similar blocks are identified — this similarity can either be direct or
modulo some simple transformations (e.g., time stretching and amplitude scal-
ing). Once the similar blocks are identified they are permuted; this permutation
has very small effect on the general perceptual quality of the signal because per-
muted blocks were chosen such that they sound the same or they look the same.

220 pocket Watch on a Gold Chain. Copyright image courtesy of Kevin Odhner
(jko@home.com)

221 See: Petitcolas, Kirovski (2002).
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The blind pattern matching attack is not limited to a type of content or to a
particular watermarking algorithm. For example, systems that modulate secrets
using spread-spectrum and/or quantisation index modulation are all prone to
the blind pattern matching attack. In order to launch the attack successfully, the
adversary does not need to know the details of the watermark algorithm. The
adversary needs to reduce the granularity of integral blocks of data such that
no block contains enough information from which a watermark can be identified
individually.

Note that watermark detection involves processing large amount of data (for
example, reliable and robust detection of audio watermarks requires at least
several seconds of audio). Thus, blocks considered for blind pattern matching
must be at least one order of magnitude smaller than watermark length. For
both audio and video, this requirement is not difficult to satisfy as typically
blocks of 128-1024 transform coefficients for audio or bitmaps of up to 64 x 64
pixels for video are considered for pattern matching.

Finding a counter—measure to this type of attack remains an unsolved prob-
lem as one can exchange similar blocks between two different signals — so one
could find similar block between a piece of Schubert and another one of Eminem.
The search space becomes so large that any counter-measure trying to analyse
possible permutations during the embedding process becomes computationally
infeasible.

v Concluding Remarks

The illusion of progress created by the vast amount of research done in the
watermarking area amplified by the excitement surrounding any new research
field, hides fundamental security issues which remain unresolved. Serious mis-
understandings between designers and ‘“users”, serious misalignments between
expectations and hype in the media make the situation worse.

The nearly four hundred years old battle between content owners and con-
sumers??? is not likely to be solved in the near future. Some have suggested
that only a change of business model is the answer to the problem?23,

This solution is probably extreme and careful design of digital rights manage-
ment systems might help improving the situation; watermarking however does

222 Claude Gellée of Lorraine (1600-1682), also known as Claude Lorrain, was a
landscape painter whose reputation was such, that he was attracting imitations.
So he introduced a method for protecting his work nearly hundred years before
any relevant law was created. From some time around 1635 until the end of his
life in 1682, Lorrain kept a book that he called the Liber Veritatis. The Liber
was a collection of drawings in the form of a sketchbook, which contained
around 195 drawings. According to some historians, any comparison between
drawings and paintings goes to show that the former were designed to serve as
a “check” on the latter and from the Liber any very careful observer could tell
whether a given painting was a forgery or not.

223 See: Fox (1999).
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not seem to raise the barrier very much against pirates. It has only a small role
to play in the wide area of digital rights management systems and may end up
being used in niche markets only. Indeed watermarking algorithms have been far
easier to break than most copy protection mechanisms based on tamper resis-
tant hardware and one can rightfully question their reliability for such sensitive
applications.



2.3.4 Content Based Identification (Fingerprinting)

Jiirgen Herre??*

I Introduction

Ever since the broad availability of efficient source coding methods (data re-
duction) and digital distribution channels (including the Internet), consumers
have seamless access to an enormous amount of multimedia data. This includes
audio material and still and moving pictures within a wide range of quality,
ranging from “pre-view” (e.g. Internet radio) to broadcast quality. As a result,
efficient handling of this considerable amount of data has become a challenge
of its own (e.g. “how can I find desired material efficiently?”). This has led
to the definition of a number of so—called metadata standards. Examples for
such specifications include the Dublin Core initiative??5, the SMPTE/EBU Dy-
namic Metadata Dictionary??5, the P/Meta project of the European Broadcast-
ing Union (EBU)??7 and, more recently, the MPEG-7 standard®?®. The general
idea behind these standards is to define data formats which provide a compre-
hensive description of the actual multimedia content in an interoperable way.
Such meta-data (i.e. “data about data”) structures may include a wide range of
descriptions of the origin and identity of the content, its structure, usage rules,
and various perceptual or semantic aspects.

Among the many conceivable ways of characterizing a piece of audiovisual con-
tent, the unique description of the content identity based on its signal repre-
sentation (so—called “content—based identification”) is of great importance. This
functionality is frequently also referred to as fingerprinting®2° and enables auto-
matic identification (including title, author and other description of the works)
of content which has been registered previously in an internal database of ref-
erence data. The topic of fingerprinting has received much attention recently
in both research and commercial deployment and current technological devel-
opment has shown that, depending on the underlying technology, reliable and
efficient identification can still be achieved even for distorted input signals and
large databases of multimedia material.

This article discusses the concept of content—based identification and the under-
lying technological challenges as well as some of its many attractive applications

224 Fraunhofer Institut fiir Integrierte Schaltungen, Erlangen, Germany.

225 Web site of the Dublin Core Metadata Initiative: http://dublincore.org/

226 See: SMPTE (2001).

227 See: Hopper (2000).

228 See: MPEG-7 Introduction (2001).

229 As a note to the reader it should be mentioned that the term fingerprinting is
occasionally also used in the literature in the context of digital watermarking
where the idea is to enable unambiguous identification of the content by im-
printing a unique mark into the signal (rather than deriving a fingerprint from
it). Unfortunately, this use of terminology may lead to considerable confusion
and is, therefore, not endorsed by the author.

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 93-100, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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in the multimedia area. Owing to the underlying idea, the fingerprinting ap-
proach is very different in its nature from (and in fact in a sense complementary
to) the concept of watermarking. Thus, the article is concluded by contrasting
both approaches with respect to their use cases.

11 The Concept of Fingerprinting

During the recent years, a number of technologies for fingerprinting of multime-
dia material were developed. In contrast to the identification of content based
on embedded digital watermarks, fingerprinting is a “non-invasive” approach
which does not require any modification of the original multimedia signal. The
underlying idea consists of identifying the audio/image/video content directly by
examining the characteristics of its signal representation using a pattern recog-
nition process. As usual within the framework of pattern recognition, a training
phase is required so that the characteristics of the items to be recognised are
introduced into the system. This leads to a two-stage process (see Figure 1):

e During the training phase, characteristic features are extracted from a set of
known reference items such that the extracted feature data forms a unique
combination which allows for the unambiguous distinction of a particu-
lar item from all other entries. Such feature representations can be made
extremely compact (e.g. several orders of magnitude smaller than MP3-
compressed audio) and are frequently called fingerprints, signatures®*° or
robust hashes®3!. For each item which should be recognised later by the
system, such a fingerprint is generated and stored in a reference database
together with some of its descriptive metadata. This metadata may be just
enough for the identification of the individual item in terms of bibliographic
reference (e.g. title name, artist) or may contain richer descriptions of the
content.

e During the recognition phase, the signal to be identified (query item) is
presented to the system and used for the extraction of a fingerprint in a
way similar to that of the training phase. The actual recognition process
is based on comparing this query fingerprint with the fingerprints that are
stored in the reference database. The most “similar” fingerprint found in the
database corresponds to the best matching (and most likely) reference item.
As a result of this comparison process, the system delivers an indication of
whether the presented signal has been successfully identified and, if this is
the case, the database ID of the identified item together with a measure of
the achieved recognition confidence. Furthermore, the metadata associated
with this database item may be returned by the system.

230 See: Hellmuth, Allamanche, Herre, Kastner, Cremer, Hirsch (2001).
231 See: Haitsma, Kalker, Oostveen (2001).
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Fingerprinting
Ttem 1
Generator

Metadata 1
(Item ID)

Database

If match found
return:

- Item ID
- Confidence

Query item

Fingerprinting
Generator

Fig. 1. Generic Structure of a Fingerprinting—based System for Content Identification

A good fingerprinting system should satisfy a number of requirements. The most
important of them are briefly discussed here:

e Robustness: When content—based recognition schemes are used in real world
application scenarios, it is essential that correct identification is maintained
also in response to a distorted query signal which is comparable to the re-
quirement of robustness in the watermarking context. As an example, au-
dio signals may have undergone simple modifications (such as level change,
linear filtering/equalisation, bandwidth limitation, noise addition) or more
complex alterations (such as MP3 data compression, GSM speech coding,
watermarking, pitch and speed change). Furthermore, identification should
also be possible if only arbitrary parts of the full signal are presented to the
recognition engine (e.g. “15 seconds of audio starting at 1 minute 20 seconds
into the song”) in a way analogous with the human ability of recognising
excerpts. Finally, the system is required to reliably reject unknown content
rather than confusing it with any of the registered reference items.

e Signature compactness: Considering the fact that some applications of finger-
printing require recognition ability for millions of content items and that the
system has to handle the corresponding amount of signature information, it
becomes clear that the compactness of the signatures is of great importance.
After the feature extraction process, only an extremely small fraction of the
original information is retained. The signature data rates are usually several
orders of magnitude lower than the rates used for audiovisual source com-
pression since reconstruction of a representation in the original audiovisual
domain is not intended. Nonetheless, this fraction of data has to support a re-
liable distinction between the query item and all other items in the reference
database.
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e Search Speed: As an additional requirement, the search process must be com-
pleted within a time period that is acceptable in the context of the application
even for large search spaces (i.e. large signature databases).

e Speed of signature extraction: For the creation of comprehensive signature
databases (e.g. several million items) from available audiovisual material, a
fast signature extraction process is of major importance in order to com-
plete the task within a realistic time frame. As an example, for many audio
fingerprinting applications an extraction time that is significantly below the
playing time of the item may be desired.

As is known to be true for many technologies, not all desired performance param-
eters of a system can be optimised independently. In the field of fingerprinting,
a dependency between the recognition robustness and the compactness of the
signatures can be observed?32. Usually, high robustness with respect to signal
distortions can be achieved only by accepting an increased signature datarate.
Conversely, applications which deal only with slightly distorted signals permit
usage of extremely compact signature formats. It is instructive to compare this
two—way trade—off to the three—way dependency between robustness, datarate
and perceptual transparency that has been formulated in the watermarking con-
text?33,

From the principles discussed so far it becomes clear that fingerprinting—based
systems achieve an identification of query signals based on their similarity with
respect to the items contained in a reference database (simnilarity—based match-
ing). It is mainly the type of features employed for signature extraction which
determines what is interpreted as similarity by the system and thus plays a cru-
cial role in the performance of the system. Depending on the nature of input
signals, a large number of different features have been used for this purpose,
such as color/shape/motion for video input, and spectral/temporal characteris-
tics for audio signals. As fingerprinting systems are typically optimised for the
best possible distinction between several items and reliable recognition even in
the context of signal distortions, items that appear similar to a human observer
(in whatever sense) are typically classified as “dissimilar” by such systems. Ex-
amples from the area of audio fingerprinting are:

e A “known” music title which is performed by a different artist,
e A person singing or humming the title’s melody or
e A different performance (e.g. “live version”) even by the original artist.

Thus, it is important to understand that such systems are generally not opti-
mised to model subjective similarity of content, but to achieve a reliable dis-
tinction between different content even though it may be considered similar by
humans. This approach is in fact a necessary requirement for enabling identifi-
cation of different artistic instantiations of the same theme.

232 See: Kastner, Allamanche, Herre, Cremer, Grossmann, Hellmuth (2002).
233 See: Neubauer, Herre (2000).



Content Based Identification (Fingerprinting) 97

111 An Example: MPEG-7 Audio Fingerprinting

The increasing interest recently in content—based identification has also stimu-
lated a number of publications and systems in the area of audio fingerprinting
which try to establish a presence in the market place, e.g.?**. For the vast major-
ity of these systems a comprehensive description of the underlying technological
foundations is not available in view of their commercial background. Therefore,
this section will illustrate the concept of audio fingerprinting by examining a
current development based on the recent MPEG-7 Audio standard??®. Owing
to the standard—based approach, this technology relies on a fully specified open
format of the signature data?36,

e Signature features: The system relies on the so—called spectral flatness
(SFM)?*7 of the audio signal which is calculated within subbands of 1/4
octave width each. Roughly speaking, this feature relates to the presence of
tonal components within the subbands. The signature contains SFM data for
a user selectable number (at least 4) of subbands starting at a frequency of
250Hz.

e Computational complexity: An extremely fast signature extraction process
can be achieved by using current Personal Computers (ca. 100 times faster
than the actual playing time of the music title). The recognition part can be
implemented efficiently on both general purpose computing platforms (PCs)
as well as portable devices, such as Personal Digital Assistants (PDAs).

e Recognition performance: The system is robust to common signal distortions
and is able to identify arbitrary excerpts of the query item independent of its
temporal offset. For a test database of 85.000 music titles and a number of
signal distortions, a recognition performance of typically better than 99.7%
was achieved.

e Scalability: Different fingerprinting application scenarios are usually associ-
ated with different robustness requirements and, thus, different optimal “op-
erating points” in the trade—off between the compactness of the signature
and its robustness. Using MPEG-7 Audio signatures, this can be accounted
for by scaling several parameters of the signature in response to the applica-
tion requirements and thus controlling the recognition strength (and, thereby
also, the data rate). In this way, a range of signature data rates between 2

234 See: Auditude web site: http://www.auditude.com; Wold, Blum, Keislar,
Wheaton (1996); etantrum music id. web site: http://www.etantrum.com;
Haitsma, Kalker, Oostveen (2001); Kurth, Clausen (2001); Neuschmied, Mayer,
Batlle (2001); Moodlogic Inc. web site: http://www.moodlogic.com; Relat-
able web site: http://www.relatable.com; Shazam Entertainment Ltd. web site:
http://www.shazam.tv; Tuneprint (robust psychoacoustic fingerprinting) web
site: http://www.tuneprint.com.

235 See: MPEG-7 (2001); Lindsay, Herre (2001).

236 Qee: Allamanche, Herre, Hellmuth, Fréba, Cremer (2001); Hellmuth, Alla-
manche, Herre, Kastner, Cremer, Hirsch (2001); Kastner, Allamanche, Herre,
Cremer, Grossmann, Hellmuth (2002).

237 See: Jayant, Noll (1984).
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Bytes/s und 800 Bytes/s is covered, the default setting corresponding to a
rate of approximately 32 Bytes/s. Furthermore, “richer” signatures can be
transcoded into “lighter” and more compact signature formats, thus enabling
a meaningful comparison between signatures that have been parameterised
differently. This scalability property permits a high degree of flexibility so
that very different requirements can also be satisfied by the same generic
data format?3%.

Applications of Fingerprinting Technology

In the current and future world of multimedia, automatic recognition of content
by means of fingerprinting technology has a plethora of attractive applications,
some of which are briefly illustrated here:

Identification of content and finding associated metadata: Naturally, finger-
printing technology allows to easily handle unknown audiovisual content
(which is not annotated by descriptive information) by determining its iden-
tity and finding associated metadata. This is an extremely interesting prop-
erty when trying to benefit from metadata—based services for today’s non—
annotated legacy content (such as Compact Discs, VHS video tapes) and
works regardless of the kind of media on which the content resides. Note
that metadata might also include information on the usage policy associated
with a certain piece of audiovisual content.

Music sales: Using this technology, consumers can identify — and possibly
order on the spot — interesting content they observed in whatever situation
by pressing the identification button on their electronic device. Identification
may be performed on PDAs, PCs or via mobile phone.

Protection of content-based intellectual property: Fingerprinting may be em-
ployed to find out if and where illegitimate/pirated content is located on
the Internet. This is achieved by combining a fingerprinting—based recogni-
tion engine with a “web crawler” process which examines the Internet for
content and feeds the results through the recognition engine. As a result, a
list of “what was found where” can be automatically compiled and used to
take—down illicit content.

Broadcast monitoring: Similarly, fingerprinting based systems may be used
to implement automated “24 hours per day, 7 days per week” monitoring
and analysis of transmitted broadcast programme material. The results can
be used e.g. for purposes of media research or simply to verify the accurate
transmission of customer’s advertisement spots. Furthermore, analysis of the
recovered programme data (“how often was a song/video was played?”) may
be utilised to ensure proper compensation of the rights holders for the trans-
mitted content. This type of use has been among the first and very early
applications of fingerprinting.

238 Gee: Kastner, Allamanche, Herre, Cremer, Grossmann, Hellmuth (2002).
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\% Digital Watermarking versus Fingerprinting

As can be seen from the previous discussion of the principles of fingerprinting,
this technology uses an approach which is clearly different from the one employed
by digital watermarking. The following section gives a brief synopsis of the es-
sential characteristics of both types of technologies when used for the purpose
of automatic identification of content.

A first obvious reason for the different characteristics of both approaches is
rooted in the fact that the process of watermarking implies embedding an infor-
mation—bearing signal into the content while this is not the case for fingerprint-
ing. This has a number of consequences with respect to the applicability of both
technologies to certain usage scenarios:

e In order to employ watermarks it is essential to have access to the content
prior to its distribution in order to perform the embedding operation. This
is not required for the use of fingerprinting—based technology. Consequently,
the latter type of technology is also applicable to “legacy content” which has
been published before in traditional formats (e.g. Compact Discs or VHS
tapes).

e On the other hand, watermarking enables the individual marking of multiple
copies of the same works, such that, e.g., it becomes feasible to recover the
information on which customer a particular copy was sold to. Fingerprint-
ing—based systems do not provide the capability for such a distinction.

e While watermarking technology always carries a certain risk of introducing
perceptual degradations into the content, no such risk exists for a fingerprint-
ing—based approach.

e If it is found desirable at some point to upgrade to a new watermarking
scheme with better performance parameters (e.g. higher data rate, robust-
ness or perceptual quality), it is necessary to re-process the entire content
database with the upgraded technology and re— distribute the result. An
upgrade to an improved fingerprinting system, in contrast, does not require
such an effort and may thus be much easier to accommodate.

e In return, watermarking does not require any change of the “receiver” (de-
tector) side if new content items should be included into a service. In the case
of fingerprinting, the recognition engine has to be trained to enable detection
of the additional content.

e While watermarking does not exhibit a dependency of the computational
effort for content identification on the number of different content items to
be recognised, the effort for fingerprinting generally increases with the size
of the signature database due to the increased search space. (No reference
database is needed in the case of watermarking.)

In light of these observations, both approaches show complementary charac-
teristics which can supplement each other very well, depending on the desired
application scenario.
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V1 Conclusions

The concept of automated content—based identification of audiovisual material
has received widespread interest recently due to the enormous growth in the
amount of available material to everyone and the necessity of efficient handling
of such material. The underlying idea for this technology is to perform a simi-
larity search between the unknown (query) item and items stored in a reference
database by comparing their condensed representations (fingerprints). The re-
sulting approach for content identification shows properties that are different
from — and mostly complementary to — the characteristics of digital water-
marking. Both technologies enable a considerable number of very attractive ap-
plications in the area of digital rights management and beyond.



2.3.5 Rights Expression Languages

Susanne Guth?39

Abstract: This chapter provides an overview of the field of rights expression languages
(RELSs). It justifies the need for rights expression languages in today’s DRM systems
and adresses the requirements which have to be met by these languages. An REL is
basically a means of expressing the rights of a party to certain assets. Therefore, all
rights languages have a similar basic language concept, which is also introduced in
this chapter. Standardization is a critical success factor for RELs, thus all important
standards and other initiatives are briefly described as well. The chapter also deals
with current and potential fields of application for RELs, after which two practical
examples (XML instances) of rights languages are presented. Finally, the chapter gives
an overview of the current market situation and trends in the field of DRM middleware
and implementations using RELs.

I Introduction

The number of online marketplaces has grown steadily in recent years*? and

will continue to expand in the future. Wherever commercial goods are exchanged
electronically, there is a need for contracts to specify the terms and conditions
of the transaction. Most of the resulting contracts are stored in digital format.
Digital contracts are exchanged among different information systems for various
reasons: to fulfill the contract (i.e., to exercise the rights granted), to pay the
amount agreed upon, to rescind the contract and so on. Digitally signed contracts
are legally binding?*!. They are also of public interest and have to be readable
for third parties.

However, in other non—commercial fields of application for digital contracts, a
monetary consideration might not be part of the agreement for a digital good, for
example in education. Authors of learning materials might be more interested in
a good reputation than in revenues. Nonetheless, they may still wish to restrict
access and usage rights to their materials in order to prevent modification or
re—distribution. The two cases mentioned describe situations in which rights
information is specified in the form of contracts. The contracts state the rights
and relationships of the contracting parties to the subject matter of the contract.

The need to express rights is not solely desired for the purpose of formulating
contracts. In the private domain, Internet users demand discreet handling of their
personal data. They wish to have a guarantee that their personal information
is accessible only in compliance with data privacy laws or in accordance with
additional rights which they grant personally.

A number of organizations and companies have recognized the need for a stan-
dard rights expression language (REL) which has the power to express usage
239 Vienna University of Economics and Business Administration.

240 See: Johnson (2002).
241 See: E-SIGN. Directive (1999).

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 101-112, 2003.
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and access rights and supports the applications mentioned above. Accordingly,
a rights expression language has to support the implementation of frameworks
which enable the interoperability of DRM systems and agents on the basis of
digital contracts (or digital documents).

11 Requirements for Rights Expression Languages

A rights expression language provides a means of expressing use and access rights
to assets. It should be sufficiently rich to formulate business models and to ex-
press terms and conditions for digital publications, audio and video files, images,
games, software, and other digital assets, regardless of whether a monetary con-
sideration is part of the transaction. The application of a standardized REL
facilitates interoperability and consistency among DRM systems, which manage
the creation, controlled distribution and consumption of digital or physical goods
and services.

In order to provide the above-mentioned functionality, an REL must fulfill a
number of technical and conceptual requirements. One substantial technical re-
quirement for RELs is machine readability. Therefore, all of today’s RELs have
chosen serialization in XML. XML documents are machine readable and inter-
pretable and thus qualify as an exchange format for digital documents. Stating
rights information in an XML-based language allows flexible expressions, as the
expression elements are not restricted to the columns of a relational database
table.

The following activities might be involved in managing the consumption of digi-
tal goods: the authentication of the consumer, verifying the consumer’s rights on
the basis of his/her role or identity, granting or denying access, decrypting and
decompressing digital goods, rendering the digital goods according to the per-
missions granted, notifying the content provider of the consumption, calculating
royalties for the provider or other involved parties, and processing payments.

A number of REL requirements can be derived from the example given. In order
to provide the relevant metadata, the REL should support the articulation of
roles, standard identification systems (such as DOI?*2, ISBN, ISSN etc.), the
definition of usage permissions and their restrictions (or prerequisites), the ex-
pression of revenue and payment details, security information, details on techni-
cal handling (decryption algorithms, viewers, media format) as well as workflow
data.

This informal enumeration does not represent a complete list of requirements for
an REL. The Moving Pictures Expert Group (MPEG) (see page 106) has for-
mally specified the requirements for a rights expression language and its rights
data dictionary for the multimedia domain®*3. The document defines additional
requirements such as concepts for content aggregation, permissions and parties,

242 Qee: Paskin within this book on page 26.
243 See: MPEG-21 Requirements (2002).
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the sequencing of elements, etc. The requirements of a rights language vary de-
pending on their field of application and scope, thus the REL should be open
and extensible.

111 Components of a Rights Expression Language

The two constitutive factors in a language are its syntax and semantics. The term
‘'syntax’ refers to the grammar rules which apply to the language’s vocabulary,
whereas the term ’semantics’ refers to the meaning of valid “sentences” in the
language. For the purposes of this chapter, the grammar of RELs is referred
to as the rights language concept, and the semantics of rights vocabulary are
defined by the rights data dictionary (RDD). A valid sentence in an REL is
called a rights expression or an REL instance. Rights expression languages have
the power to express the rights of parties to particular assets. Thus RELs have
the power to formulate simple stand—alone rights expressions as well as complex
digital contracts.

II1.1 Rights Language Concept

The most basic elements in every rights language concept are rights, assets and

parties?*; the names of these three basic elements vary in each REL.

e Rights are understood as expressions which grant certain usage or access
permissions to digital goods or services. Permissions can be specified in more
detail as prerequisites or restrictions. Prerequisites describe terms or duties
that have to be fulfilled before a right is granted. Restrictions serve to narrow
the right granted, for example by time, location, individual etc.

e The asset represents the digital good or service to which the rights apply. The
asset has to be described by a non-ambiguous identifier such as a DOI?4%).

e The party element represents any kind of party, be it a legal entity or physical
person, which has a relationship to a digital product or service. In contracts,
the party elements predominantly represent the people who enter into the
contract. Examples of parties include the rights holder, author, creator, con-
tent provider, consumer, administrator and the like.

Starting from this basic model, each REL contains additional concepts for the
purpose of expressing rights relationships in more detail, for example by means of
prerequisites and restrictions on permissions. The paragraphs that follow present
an example of a language concept: the straightforward concept of the Open
Digital Rights Language (ODRL) (see page 105).

The root element in ODRL is the rights element, which represents one rights
expression (e.g., a license, contract, etc.). The rights element may contain the
rights expression itself with the party, asset and permissions elements or, alter-
natively, it may use the offer/agreement element to indicate semantically that

244 See: Tannella (2001).
245 See: Paskin within this book on page 26.
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a given rights expression is an offer or agreement. In ODRL, prerequisites are
called requirements, and restrictions are called constraints. ODRL also provides
for conditions. Once a condition is fulfilled, the right is revoked.

Agreement/
Offer

l
o
e e
( Asset ) ( Party ] ( Signature )

L

[ Condition ) [Requirement) [ Constraint )

Permission

R
—

Fig. 1. A Subset of the ODRL Language Concept

If the ODRL rights expression includes a digital signature, the corresponding
information can be expressed by means of the signature element. The ODRL
language concept allows the addition of XML elements compliant with the XML
Signature?46 namespace. Figure 1 illustrates the elements discussed, which are
merely a subset of the ODRL language concept. For a full description of the
concept, please refer to Iannella?*”.

All ODRL elements can be further described by means of an ID, name, etc. with
the help of the context element (not shown in Figure 1).

A rights expression can specify multiple parties, multiple or bundled assets as
well as multiple permissions. Each permission can have prerequisites and con-
straints. In the next section, we will look at the rights vocabulary provided in
order to create instances of this language concept.

IT1.2 Rights Data Dictionary (RDD)

Each rights expression language includes a rights vocabulary, which defines the
vocabulary permitted and its semantics in REL instances (i.e., valid rights ex-
pressions). For example, in an REL instance the print, play or view vocabulary
items may be used as granted permissions; the time, location and individual vo-
cabulary items may be used to restrict the permissions granted; or the payment
vocabulary item may be used to express a requirement to obtain a permission.
The table below shows an extract from the ODRL rights data dictionary in
which several permission elements are defined.

246 See: Bartel (2002).
247 See: Tannella (2002).
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Name |[Identifier|Describtion Comment

Play play  |The act of rendering the asset in|...
audio/video form.

Print print |The act of rendering the asset on|...
paper or hard copy form.

Execute| execute |The act of executing the asset.

Similar vocabulary definitions exist for requirements, constraints and the context
element. The condition element can be expressed by means of the requirements
and constraints vocabulary. A valid instance in the language concept and vocab-
ulary introduced here can be found on page 109.

The rights data dictionary of the indecs 2rdd project (see page 106) aims to pro-
vide a more sophisticated RDD than one that simply defines vocabulary. The
project has also provided an approach to a rights ontology which supports the
interoperability of various rights metadata models.

IV Standards and Initiatives

In this chapter, we introduce the relevant standards in the field of rights expres-
sion languages. The field is still evolving, but the standards mentioned below
have managed to prevail.

IV.1 ODRL

The Open Digital Rights Language (ODRL)?*® is being developed by the ODRL
initiative?*, The ODRL initiative is an international effort which aims to develop
an open REL standard for the DRM sector. In the spirit of the open source
community, ODRL is freely available. It was recently accepted by the Open
Mobile Alliance (OMA)?° as the standard REL for mobile content. The latest
version of the ODRL specification (Version 1.1) was co—published by W3C (as a
W3C Note). The OpenIPMP Open Source Rights Management Project?5! have
just released the first version of their DRM software that utilises ODRL as the
Rights Expression Language.

248 See: Tannella (2002).

249 See: http://www.odrl.net.

250 See: http://www.openmobilealliance.org.
251 See: http://www.openipmp.com.
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IV.2 XrML

The eXtensible rights markup language®®? is an REL specification developed by
ContentGuard, a joint venture set up by Xerox and Microsoft. Like ODRL, XrML
has also been accepted by standards bodies. XrML Version 2.0 was selected as
the basis for development of the MPEG 21 Part 5 standard for an REL (see
page 106) and for the Open eBook Forum?>3 (OeBF) standard REL. The REL
standard of the Organization for the Advancement of Structured Information
Standards?®** (OASIS) will be based on XrML Version 2.1. ContentGuard has
discontinued further development of XrML and transferred this responsibility to
the OASIS Rights Committee and the MPEG initiative. However, the rights for
industrial use of XrML functionality still need to be licensed with ContentGuard.

IV.3 The <indecs> 2rdd Project

The <indecs > 2rdd project is based on the <indecs >project, which defined a
framework for interoperable metadata in content—based e-commerce and is now
hosted by the DRM consulting company Rightscom?®. In contrast to ODRL
and XrML, the project focuses exclusively on defining a rights data dictionary,
and its objective is to complete the MPEG 21 Part 6 standard for an RDD.

IV.4 MPEG 21

The Moving Pictures Expert Group (MPEG) is the ISO/TEC working group in
charge of developing standards for the coded representation of digital audio and
video. Among other standards, MPEG is working on Standard 21 with a view to
developing a standardized multimedia framework. Parts 52°¢ and 6257 of Stan-
dard 21 specify an REL and RDD suitable for such a framework. After defining
the requirements for RELs and RDDs**®, MPEG issued a call for contributions
to select one REL and one RDD as a basis for future development. XrML Ver-
sion 2.0 was accepted as the future MPEG 21 rights language, and the data
dictionary from the <indecs > initiative was accepted as the basis for Part 6 of
the MPEG 21 standard.

IV.5 Other Initiatives

XrML and ODRL are the leading initiatives in the field of rights expression
languages. There have been other approaches which have been partly merged
into one of the two languages or have not seen further development, while other

252 Gee: ContentGuard (2000).

253 See: http://www.openebook.org.

254 See: http://www.oasis-open.org.

255 See: http://www.rightscom.com.

256 See: DeMartini, Wang, Wragg (2002).
27 See: MPEG-21 RDD (2002).

258 See: MPEG-21 Requiremants (2002).
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newer initiatives are not yet established. This subsection briefly addresses these

approaches and other appreciable initiatives as well as their status.

e RealNetworks, Inc. has put effort into its eXtensible Media Commerce Lan-
guage (XMCL). An earlier version of XMCL was merged with ODRL in
November 2001, but the language is still being developed independently.

e A relatively new initiative is the DREL (Digital Rights Expression Language)
project founded in 2002 by the IEEE Learning Technology Standards Com-
mittee (LTSC)?%%. This committee addresses the need to express digital rights
in the context of education.

e Xerox has done pioneering work in developing the Digital Property Rights
Language (DPRL). DPRL was the precursor of XrML and is not being de-
veloped further.

e OASIS has just released Version 1.0 of the eXtensible Access Control Markup
Language (XACML). XACML focuses on expressing access control policies
rather than high-level usage rights for digital goods or services.

e The eBook industry has just started working on their “Rights Grammar”
specification in order to develop a standard that provides interoperability
among DRM systems in the eBook community.

e The Custom Digital Rights Language (CDRL)?% is being developed by Oc-
talis. Octalis?®! is a spin—off of a Belgian University and of no importance in
the current DRM industry or standards bodies.

e The Creative Commons initiative, founded in 2001, aims at defining licenses
to support rightsholders to assign the pubic domain specific rights to their
creative works?92. The initiative is developing a metadata format to express
these licenses.

All of the major standards bodies as well as the publishing industry are aware
of the need for a rights expression language and thus involved in some kind of
REL development projects.

AY Application Fields

The fields of application for rights expression languages are numerous and have
not yet been exhausted. This section introduces a number of current and po-
tential application fields for RELs, starting with an enumeration of typical use
scenarios.

1. Rights expressions can be used in secure digital containers. A secure con-
tainer is a transport format for digital goods.2%3 Its minimum components
are the digital good in encrypted format and the corresponding rights infor-
mation. The secure container grants access rights to authorized users only.

259 See: http://ltsc.ieee.org.

260 See: Octalis (2002).

261 See: http://www.octalis.com/.

262 See: Creative Commons (2002).

263 See: Spenger within this book on page 62.
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The rights expressions are interpreted and processed by the appropriate se-
cure viewer, i.e., the software designated to handle the secure container and
render the content appropriately. For example, EMMS, which is IBM’s DRM
system (see page 111), uses this technique to package and distribute content
(formerly Cryptolope technology). Microsoft’s WMA format is another im-
plementation of secure container technology.?6

. As an alternative to 1., access rights and digital goods/services can also be

distributed separately. For example, the encrypted digital good or service can
be distributed by means of superdistribution (e.g., peer—to—peer technology).
Prior to accessing the product, the user has to receive the appropriate rights,
which are sent separately in the form of a ticket (also called a voucher). Nokia
is currently developing such technology?®® for the mobile communications
sector.

In general, rights expression languages have the power to express offers and
contracts (or agreements). Digital offers and contracts become legally bind-
ing with the digital signatures of the contracting parties. Digital contracts are
a driving technology and a critical success factor in electronic business, re-
gardless of whether the subject matter of the contract is a tangible/intangible
or digital/physical product.

Hybrids and alternatives of the variants above are also conceivable in the techni-

cal
the

application of rights expressions, depending on the system architecture and
information flow designed in the DRM system (see page 154). Generally

speaking, the main field of application for rights expressions formulated with an
REL will be the exchange of rights information between interoperating systems,
independent of the logical construct they represent (contract, offer, etc.).

In order to integrate an REL into an information system, at least two components
have to be added?%6:

License phrasing component. The license phrasing component supports the
user in writing rights expressions. This component could be, for example, a
web-based user interface that helps content providers create offers. An REL
instance is generated by the license phrasing component according to the
specifications of the content provider.

REL interpreter. A detailed REL instance is useless without an XML in-
terpreter which is able to read and process the REL. For example, a secure
viewer in charge of handling a secure container must be able to interpret the
rights expressions which accompany the content in order to grant access to
and render the content accordingly.

The interpretation of a rights expression forms the basis for its enforcement. The
enforcement of a rights expression refers to the execution of the rights granted

264 To learn more about secure containers see: Spenger within this book on page

62.

265 See: Nokia (2001).
266 See: Guth, Simon, Zdun (2003).



Rights Expression Languages 109

in accordance with the intentions of the rights holder. Further reading on rights
enforcement can be found in Guth and Koeppen?”.

RELs are often more powerful than the DRM system requires. Therefore, the
rights expression language is usually adapted to the specific implementation
and domain, and adaptation policies are developed to specify the restrictions or
subset used. Examples of policies include defining the vocabulary used, naming
the identification schemes allowed in instances (e.g., DOIL, ISSN) or restricting
the depth of nested rights expressions. The license phrasing component and the
REL interpreter have to implement these policies.

The main focus of this section was to introduce ways to assign rights expres-
sions to digital goods or services and to control usage and access. However, the
machine-readable information in rights expressions or contracts has more po-
tential than simply supporting access control. For example, electronic contracts
can be used as an information base for customer relationship management ser-
vices, contract—based workflow management, financial controlling or intellectual
property rights discovery and protection.

VI Practical Examples

All current RELs are defined using XML technology?%®, which means that the
language concept and the data dictionary are defined using XML schemas or
data type definition (DTD) documents. Consequently, valid rights expressions
are instances of the REL schemas or DTDs.

V1.1 ODRL Example

ODRL Version 1.1 comprises two XML schemas: one which defines the lan-
guage concept and a second that defines the ODRL rights data dictionary. The
following code is a simple example of ODRL showing a contract for a video
(disregarding XML namespace labels). ODRL uses XML attributes to assign
additional information to the vocabulary (cf. “currency” of the amount tag).

The sample license shows a recording of a marketing lecture sold to the Université
Libre de Bruzelles for the price of €10 with the right to play the video five times.
The video stream’s rights holder is the Department of Information Systems at
the Vienna University Economics and BA. In this example, we used proprietary
IDs from the Universal Project?5Y.

267 See: Guth, Koeppen (2002).
268 See: Fallside (2001).
269 See: http://www.ist-universal.org.
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<rights>
<agreement>
<party>
<context>
<uid>urn:univ:us-wuw-deptIS </uid>
<name>Department of IS, Vienna University of Economics and BA</name>
</context>
<rightsholder/>
</party>
<asset>
<context>
<uid>urn:univ:lr-wuw-vid-1</uid>
<name>Marketing strategies for Universal</name>
</context>
</asset>
<party>
<context>
<uid>urn:univ:us-wuw-uniBrux</uid>
<name>Université Libre de Bruxelles</name>
</context>
</party>
<permission>
<play>
<requirement>
<prepay>
<amount currency=EUR>10.00</amount>
</prepay>
</requirement>
<constraint>
<count> 5 </count>
</constraint>
</play>
</permission>
</agreement>
</rights>

V1.2 XrML Example

The XrML Language is defined by three XML schemas: the XrML core schema,
the XrML standard extension (sx) schema and the XrML content extension (cx)
schema. This example includes XML namespace information, which is necessary
for the validation of XML instances. XrML envisages the use of XML Signature
specifications to describe the identity of the contracting parties. The example
below shows an XrML instance which reuses elements of the XML Signature
namespace.

The “license”—tag is the root element of an XrML instances, asset and party are

referred to as the “resource” and “principal” in the basic language concept of
XrML. “Grant” comprises the actual rights expression. Rights are expressed as
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“rights” plus “conditions”. The XrML—compliant representations of the resource
and principal are “digital work” and “keyHolder.” The XrML vocabulary con-
tains “print” and “validityInterval” as a right and condition. The XrML license
below grants the owner of the x509 certificate the use of someResource.zzz until
the end of year 2005.

<?7xml version="1.0" encoding="UTF-8"7>
<license xmlns="http://www.xrml.org/schema/2001/11/xrml2core"
xmlns:sx="http://www.xrml.org/schema/2001/11/xrm12sx"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:cx="http://www.xrml.org/schema/2001/11/xrml2cx"
xsi:schemalocation="http://www.xrml.org/schema/2001/11/xrml2cx
..\schemas\xrml2cx.xsd">
<grant>
<keyHolder>
<info>
<dsig:x509Data>
<dsig:X509IssuerSerial>
<dsig:X509IssuerName>CN=Guth Susanne,
0U=Dept. of Information Systems,
O=Vienna University of BA, L=Vienna,
ST=Vienna, C=Austria
</dsig:X509IssuerName>
<dsig:X509SerialNumber>12345678</dsig:X509SerialNumber>
</dsig:X509IssuerSerial>
<dsig:X509Certificate>MIIEODCCA6GgAwWIBAgIBEDANBgkghki. . .
...Zos6NAm8mBUQBA== </dsig:X509Certificate>
</dsig:x509Data>
</info>
</keyHolder>
<cx:print/>
<cx:digitalWork>
<cx:locator>
<nonSecureIndirect URI="http://www.wu-wien.ac.at/someResource"/>
</cx:locator>
</cx:digitalWork>
<validityInterval>
<notAfter>2005-12-24T23:59:59</notAfter>
</validityInterval>
</grant>
</license>

VII Current Market Situation and Trends

This section examines the application of rights expression languages in the cur-
rent DRM systems market. The leading developers of DRM middleware include
IBM, Adobe, Real Networks and Microsoft, although Real Networks is currently
not using an REL in their products.
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e IBM has developed a product called the Electronic Media Management Sys-
tem (EMMS)?7, which currently deploys a proprietary rights expression lan-
guage influenced by ODRL. EMMS supports a variety of media formats. IBM
is working in close cooperation with Nokia to develop solutions for the mo-
bile communications sector?”!. Nokia has just released a new version of their
content publishing toolkit, that provides for content creation in the OMA
format (based on ODRL) and enables deployment of content and rights to
mobile handsets.

e Microsoft has implemented XrML in its Windows Media™ Rights Manager.
This software provides a means of packaging content and specifying usage and
access rights formulated in XrML. The output of this tool is a file in Windows
Media format (WMA), and the rights can be interpreted and processed by
the Windows Media Player.

e Adobe offers DRM solutions for the exchange of documents in pdf format, in-
cluding e-Books. The documents are created with the Adobe Content Server
software and can be interpreted and enforced with the corresponding reader,
which offers the functionality of a secure viewer. Adobe is a supporter of
the ODRL initiative and a DRM player which will potentially use ODRL in
future products.

Based on this middleware, some implementations have already appeared on the
Internet. One of the first music subscription services, PressPlay?7?, uses the
Microsoft solution and thus works with XrML. MusicNet?" is a digital music
service based on Real Networks’ technology. The M—-Stage Mobile Music Ser-
vice?™ is a product on the Japanese mobile-commerce market hosted by NTT
DoCoMo, based on IBM’s EMMS technology. Besides the market leaders, there
are also other projects which have implemented rights languages, such as the

COLIS?™ project, which uses ODRL.

InterTrust, one of the pioneers in the development of specifications for DRM sys-
tems, does not provide a DRM middleware implementation. However, InterTrust
has recently had success in licensing its DRM specifications.

All REL developers publish up-to—date information on implementations of their
languages as well as their supporters on their web sites. One reliable online source
of information on RELs is OASIS’ The XML Coverpages?™®

270 See: http://www.ibm.com/software/data/emms/.

271 See: Nokia (2001).

%72 See: http://www.pressplay.com/.

273 See: http://www.musicnet.com/.

214 See: http://www.nttdocomo.co.jp/p_s/mstage/music/.
75 See: http://www.colis.mq.edu.au/.

276 See: http://xml.coverpages.com/drm.html.
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Abstract: With the development of digital rights management systems, new commer-
cial applications for the trade with digital goods will be introduced, and new infor-
mation services will be provided. As digital goods or services can be delivered over
networks, it is also desired that they can immediately be paid electronically. Thus, it is
assumed that the trade with digital goods stimulates the deployment of electronic pay-
ment systems. Furthermore, new commercial models make new demands on specialized
payment systems, e.g., low—value payments should be supported in an economically rea-
sonable way. Meanwhile, there exists a large body of literature on electronic payment
system. In this paper, we give a survey of these systems. We point out the require-
ments they should fulfill and present briefly the basic principles for different categories
of payment systems, and consider a few candidates.

I Introduction

Since the overcoming of barter in the history of mankind, trade usually involves
the exchange of goods and equivalent abstract values, such as money. Over years,
many variants have been introduced of how to pay and thereby handing over
monetary values in commercial relationships, e.g., cash as coins, cash as bank-
notes, cheques, or early paper—based credit card payments?”. This was before
electronic payment systems.

With the dispersal of digitalization and the availability of communication net-
works, a large number of electronic payment systems have been proposed and
developed which provide new means for the representation of values. Loosely spo-
ken, in electronic payment systems monetary values are transferred electronically
between a payer and a receiver. Note that exchange of values among financial in-
stitutions for the purpose of clearing is also carried—out electronically. However,
clearing systems are outside our considerations here.

There were many reasons — technical and economical ones — driving the
tremendous effort done in the area of electronic payment systems. Here, we
restrict our considerations exclusively to technical aspects. Among them, two
important reasons are:

e Security aspects: Traditional means for payment show various security prob-
lems such as counterfeit banknotes. One of the main goals of electronic pay-
ment systems was to achieve a higher level of security as offered by traditional
systems, even if electronic payment systems introduce new kinds of threats.

e Commerce over communication networks: In case of commercial relationships
where involved parties are connected over communication networks, tradi-
tional means for payment cannot be used anymore which assume physical

277 Saarland University, Computer Science.
278 Fraunhofer Gesellschaft, Institute for Secure Telecooperation.
279 See: Davies (1996).

E. Becker et al. (Eds.): Digital Rights Management, LNCS 2770, pp. 113-137, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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contact. Thus, electronic business processes of geographically distant parties
require that monetary values can be transferred over networks.

In the early years of doing business electronically up to now, most popular elec-
tronic shops were focusing predominantly on the exchange of physical goods,
such as books or CDs. As experience has shown in this context, buyers have
mainly used conventional payment systems either electronic or traditional, e.g.,
credit cards or bank transfer after delivery of goods. User behaviour varies in
international context. Unfortunately, often more modern electronic payment sys-
tems that have been developed and tested in several field trials in the last years
were not successful, and thus were not used in real life applications. There are
many reasons having caused this?®. For customers there was often no obvious
reason to get used to new and complicated payment systems when they were
able to manage the needs with their conventional payment systems. Further-
more, customers did not use specific payment systems which were not provided
by a large merchant base. On the other hand, the low number of customers did
not stimulate merchants to provide new electronic payment systems.

The growing market for digital goods supported by the availability of digital
rights management systems may change some conditions regarding electronic
payment systems. Digital goods allow that all phases of a typical business process
from search to delivery are carried out electronically. Thus, it is reasonable for
those business processes to also involve the electronic exchange of monetary
values. This can be done immediately before or after delivery. In this context,
electronic payment systems have to be usable for transferring value over networks
such as the Internet. Furthermore, especially in the trade with digital goods,
one may expect certain commercial relationships that require payments of low
values, e.g., in the range from a few Cents to a few Euros. As an example
for such a case consider a merchant that sells small-sized digital products like
newspaper articles. In another example, a commercial model might be based on
metered usage of digital products in a digital rights management system where
a consumer has to pay low values for specific activities. Note that in general,
electronic payment systems do not guarantee the delivery of purchased goods.
Solutions for fair exchange are not the subject of this paper.

In the following, we will give an overview of electronic payment systems. Our aim
is not to cover all electronic payment systems that have been proposed in the last
20 years. Instead, our intent is to summarize the most important requirements
for electronic payment systems and to categorize them. Furthermore, we explain
the basic concepts and principles which are applied in these categories in a rather
abstract way, i.e., without going into the details of specific electronic payment
systems. Nevertheless, we will mention some concrete proposals for each category.
Finally, we will shortly present some current sample systems which are used in
practice.?®1,

280 See: Yung (2000).
281 Other work providing either short surveys or more comprehensive treatments of
electronic payment systems can be found in: Asokan, Janson, Steiner, Waidner



Electronic Payment Systems 115

II Models

In a commercial context, payment always involves a payer P spending money
and a merchant M who receives the money. P and M may have accounts at
distinct banks, Bp and B, respectively.

As for traditional payment systems, electronic payments can be carried out in
many ways. Here, we consider the basic types of payment systems: cash-like,
cheque or credit card, remittance, and debit order. The way how the exchange
of real money among the banks is initiated in these systems varies as can be seen
in Figure 1:

Cash Cheque or credit card
A

‘1“"
Sakil

-l

4.Settlement
_
), W

)
T

i

‘:é

1.Withdrawal

Remittance Debit order

Fig. 1. Types of Payment Systems

In cash systems, P obtains electronic cash in the withdrawal phase from Bp. For
this cash, Bp debits a corresponding amount of money from P’s account. Then
P can start his purchases where she pays with this cash. In the payment phase,
the cash is transferred to M. In the deposit phase M forwards the cash to his
bank Bj; that initiates the settlement phase in which real money is exchanged
from Bp to M’s account at Bjy.

Regarding the sequence of phases, cheque and credit card payment belong to the
same category of payment systems. Both start with the payment phase in which
(1996,/1997/2000); O’Mahony, Peirce, Tewari (1997); Pilioura (1998); Pfitz-

mann, Waidner (1996); Schmidt, Schunter, Weber (1998); Jakobsson, MRaihi,
Tsiounis, Yung (1999); Abrazhevich (2001a).
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P sends a filled—in electronic form to M. In the capture phase, M hands this to
By who receives the money from Bp in the settlement phase.

Both types above are direct payments since there is a direct interaction between
the payer and the merchant. Another category of systems deals with indirect
payments. In these, only one party, either P or M, is involved in the payment.
Remittance and debit order systems belong to the category of indirect payments.
Although, they are often used in electronic business relationships, we will not
consider them here in detail. These systems are mainly based on financial net-
works and usually do not involve open networks such as the Internet. Here,
our interest is more in modern payment systems that can be used over open
networks.

Debit order systems may be suited for subscription models at large merchants.
In such systems, the merchant periodically requests the payer’s bank for the
payment, e.g., monthly or yearly. But subscription models will only be deployed
in such business models in which customers rather regularly request services or
products, e.g., newspaper articles.

These basic payment models are surely helpful when classifying proposed elec-
tronic payment systems. However, there are also payment systems whose un-
derlying model cannot be fully assigned to one of these basic models we have
considered here.

In general, the choice of a payment system best suited for a specific commercial
relationship may depend on various conditions, e.g., concrete systems supported
by the merchant, trust in payment systems or organizations behind them, pri-
vacy requirements, additional costs.?82

111 Requirements for Payment Systems

In this section, we consider the main security and privacy requirements for elec-
tronic payment systems in general. Note that not all of these requirements are
necessarily relevant and have to be fulfilled for all different types of payment
sytems which will be presented later. Requirements for systems us