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Preface

Every day, wireless sensor networks are gaining in popularity and applica-
tions. They are now widely used in key areas such as smart homes and build-
ings, intelligent transportation, health care, public health, military, food safety,
water quality, smart power grid, industrial processes, precision agriculture,
security, environment, and similar applications. Various types of data with
different rates and requirements are transmitted through these networks.
Users are always in need of better coverage, connectivity, security, and energy
efficiency while looking for miniaturized, low-cost, and autonomous devices.
Due to these requirements, classical techniques used in this field will soon
reach their limitations and will no longer fulfill users’ requirements.

Cognitive communications is a new concept that emerged a few years ago
and has proven its importance, especially in the field of cognitive radio. This
concept has been generalized to cover all aspects of the wireless communica-
tions system design.

Wireless sensor networks represent an excellent area where cognition and
intelligence can be easily developed and exploited not only to benefit the
network efficiency and user requirements but also to create new needs and
applications. This is because wireless sensor networks are, by nature, dis-
tributed systems where information can be made available about everything
in the deployment area. Information may include user needs, user require-
ments, environment conditions, network conditions, node-level information
(such as battery level, transmission range, processing capabilities, and posi-
tion information), and so on. Security is also an important issue where the
cognitive concept can play a key role.

In the past few years, research on cognitive approaches in telecommuni-
cations has been scattered over a large number of conference and journal
papers. This book presents the state of the art of this field and proposes a
unifying view of the different cognitive approaches and methodologies.
This book will be a benchmark that sets the foundations of cognitive com-
munications and opens a new era for research in this field.

Organization of the Book

Chapter 1 sets the basics of the cognitive concept, reviews the different
approaches in this field, and presents a generic architecture for cognition in
wireless sensor networks.
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Chapters 2-5 target specific issues that need to be addressed through
cognition, starting from cognitive radio and spectrum access (Chapter 2) to
routing protocols (Chapter 5). Chapter 2 is devoted to cognitive radio in the
physical layer and dynamic spectrum access using multiple-input/multiple-
output systems and cooperative diversity techniques. Chapter 3 covers joint
adaptation in the physical layer (adaptive modulation and power) and in the
medium access layer (adaptive sleep). Chapter 4 discusses the performance
of cross-layer design (which can be seen as a very basic level of cognition)
in addressing quality of service routing in multihop networks. This chapter
covers a number of multihop networks in addition to wireless sensor net-
works. We made this choice so that the reader can see the different require-
ments for each network type and how they have been addressed through
cross-layer design. A typical cognitive routing protocol called cognitive
diversity routing is presented in Chapter 5. The cognitive property is imple-
mented through the knowledge of some parameters in the environment such
as channel status and power levels, as well as user/application preferences.

After the reader has gone through the above specific cognitive features
(Chapters 2-5), Chapter 6 implements the more general cognitive concept
where a large number of parameters, requirements, utility measures, and
end-to-end goals are involved. The chapter uses the concept of weighted
cognitive maps to improve network lifetime through optimizing routing,
medium access, and power control while fulfilling end-to-end goals. The
methodologies and concepts presented in Chapter 6 are very general and
can involve a variety of parameters and objectives related to all layers of the
protocol stack.

Chapter 7 was initially planned to cover hardware implementation of cog-
nitive architectures in a comprehensive way. However, hardware implemen-
tation is still not mature in the field of cognitive wireless sensor networks.
Therefore, we instead cover the important issue of the implementation of
GPS/INS-enabled wireless sensor networks. Real-time node position infor-
mation is required in many wireless sensor network applications and
communication protocols. Several cognitive approaches need node posi-
tion information in order to be implementable in real-world applications.
Chapter 7 describes the key steps for hardware implementation of wireless
sensor networks equipped with real-time positioning devices that can work
even during GPS outages.

Required Background

A general knowledge in telecommunications is required (for example, a
basic undergraduate course in digital communications). A basic knowledge
of wireless communications is a plus, but it is not required.
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The book has been organized such that an expert in wireless communica-
tions can understand the chapters independently. However, non-experts are
expected to read the chapters in the order they have been presented for a
comprehensive and in-depth understanding of this field.
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e This book is the first of its kind in this area and covers all layers of
the protocol stack.

* More than 250 references are included; each chapter has its own
references.

* More than 130 figures and 20 tables are included.
* An introductory chapter covers the state of the art in this field.

e Each chapter starts with an in-depth survey of the state of the art of
the corresponding topic.

e All chapters are written in a tutorial style, making them easy to
understand.

¢ In-depth descriptions of the different algorithms and protocols
are included.

* Step-by-step analysis of the different systems through extensive
computer simulations and illustrations are provided.
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1

Introduction to Cognitive Approaches
in Wireless Sensor Networks

1.1 Introduction

Wireless sensor networks (WSNs) are constituted of small-size, lightweight,
low-power nodes deployed in large numbers. They are used in a variety of
applications, such as environment monitoring, health care, precision agri-
culture, security, food safety, water quality monitoring, intelligent trans-
portation, smart grid communications, and so forth. Advancement in the
field of low-power very-large-scale integration (VLSI) and embedded sys-
tems, together with the convergence of communication and computing
technologies, has enabled the miniaturization of the sensing, processing,
and communication devices. This has led to an expansion in the applica-
tion domain for sensor networks. Researchers now believe that WSNs are
the key enabling technology for ambient intelligence where a network of
these tiny sensing devices would enable environment-aware, personalized,
and adaptive computing based on real-time requirements of end users.
However, communication in sensor networks is challenged by the limited
availability of energy. The multiple, often conflicting, optimization objec-
tives have always been a challenge to achieve because the restricted interac-
tions among the layers of the protocol stack makes it difficult to cater to the
varied goals of the network elements while simultaneously catering to the
end objective of the network as a whole.

To address these problems, cross-layer design approaches have been pro-
posed. This design paradigm allows information sharing among layers and
enables the joint optimization of problems at different layers. However,
including information from all layers leads to reduced modularity and
increased adaptation loops, making the system more complex to handle.
These limitations have been acknowledged by the research community, and
more holistic approaches are being investigated.

In order that sensor networks become part of pervasive computing envi-
ronments, they need to become proactive rather than reactive. They must
have the ability to learn the changes in the environment, infer from past
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behavior about the best course of action, and be able to predict future behav-
ior based on what best suits the application needs. In other words, we are
talking of introducing cognitive behavior in sensor networks.

Cognition refers to the ability to be aware of the environment, learn from
past actions, and use that information to make future decisions that ben-
efit the network. Unlike intelligence that focuses only on decision mecha-
nisms, cognition focuses on information from the environment [1]. Thus the
ability to learn becomes a key differentiator between a cognitive network
and a noncognitive one [2]. To illustrate the idea of introducing cognition
in a wireless network, consider the example in Figure 1.1. S, and S, are the
source nodes that are trying to route data to destination nodes D, and D,.
Out of the available relay nodes, it is determined that node R; has the lowest
link outage probability to D, and D,. Hence S, starts routing data through
R;s. In the meantime, S, also starts routing a high traffic of data through R;
(indicated by the solid paths). When multiple source nodes start routing
their data through this node, the route through R; may get congested. But
a cognitive network with learning capabilities will be able to identify and

o : ‘ Q‘Q
®e @ o

()

o © %@
R
®, © 6 ©

(b)

FIGURE 1.1
Traditional and cognitive routing in sensor networks. (a) Classical routing in a sensor network.
(b) Cognitive routing in response to congestion.
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predict the congestion at Ry by observing the decrease in throughput at the
source nodes, for example. Sharing this observation with all the nodes in
the network, the cognitive network would be able to respond to congestion
proactively by routing the data through a different path involving nodes R,,
Ry, and Ry as shown in Figure 1.1(b). This helps to preserve nodes like R;,
thus maintaining network connectivity and providing reliable data transfer,
which are especially important in sensor network applications. Based on the
application, the network may be also able to choose between minimizing
the number of hops (by choosing route 5,—R,—D,) and minimizing power,
irrespective of the number of hops (by choosing route S;—R,—»R,—»R,—D)),
for example. Thus we can see that introducing cognition in a wireless net-
work can be advantageous. Now let us go on to understand the objectives of
introducing cognition in WSNs.

The following points summarize the objectives of incorporating cognition
in sensor networks:

* Make the network aware of and dynamically adapt to application
requirements and the environment in which it is deployed.

¢ Provide a holistic approach to enable the sensor network to achieve
the end-to-end goals of the network; that is, gather information
about the channel conditions from the physical layer, network status
from network and MAC layers, and application requirements from
the application layer, and then use memory of past actions and their
outcomes in making informed decisions and optimizing the mul-
tiple objectives in the network.

e Enable the use of sensor networks in ambient intelligent environments.

Gathering information from all layers of the protocol stack will enable the
sensor network to get a holistic view of the changes in the network: changes
in application requirements, changes in the channel status at the physical
layer, or the connectivity status of the network nodes. Let us look at the kind
of information that is expected to be gathered from these network elements.

1.1.1 Application Layer Requirements

In a sensor network, end-user requirements may change over time or during
a specific duration of time even if the deployed network is for a specific appli-
cation. For example, in an environment monitoring application, coverage,
connectivity, and high tolerance toward service disruptions are important
aspects influencing the network lifetime. Here the normal function of the
sensor network deployment is event monitoring. Hence the connectivity and
coverage criteria play an important part in ensuring network lifetime maxi-
mization. After a certain duration of time, some nodes may die out, and this
leads to a scenario where there is reduced data redundancy. There is now
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an increased need for reliable data transmission from the source node to the
sink. Thus the reliability criterion gets added in addition to coverage and
connectivity requirements. Moreover, if some nodes have cameras deployed,
then there may be a demand for increased bandwidth when the end user
wishes to turn on the camera modules at some chosen nodes.

In the case of a smart grid monitoring application, coverage, connectivity,
real-time processing, bidirectional communication, and security are impor-
tant requirements of this application. These requirements may change over
time. For example, data transfer from photovoltaic (PV) panels does not need
to take place at night. However, during daytime, the produced power and
the stored power need to be communicated to the control center in quasi
real-time. A similar example concerns the battery levels of electric vehicles,
which do not need to be transmitted all the time. However, when electric
vehicles request battery charging, their battery levels have to be transmitted
to the grid’s control center. During the charging process, the battery levels
need to be transmitted as well. For the smart grid, data security require-
ments vary according to the deployed nodes and their respective roles.

The above scenarios explain how the application/end-user requirements may
change over time for an application-specific deployment of a sensor network.
Thus application requirements are representative of the end-to-end goals of
the data flow in the network. Application demands should be given top prior-
ity during decision making and optimization in a cognitive sensor network.

1.1.2 Physical Layer Constraints and Requirements

The physical channel conditions such as path loss, signal-to-interference plus
noise ratio (SINR), transmission power limitations based on remaining bat-
tery power at the node, and data rate constrain the physical layer and play a
role in deciding whether the application requirements can be satisfactorily
met or will have to be toned down. Hence the demands and constraints of
the physical layer (PHY) are fully taken into account in cognitive decision-
making while catering to the end-to-end network goals.

1.1.3 Network Status Sensors

The medium access control (MAC) and network (NWK) layers together pro-
vide information about the network status. While the network layer man-
ages the routing scheme, connectivity, and role of the nodes (router/cluster
head) in the network, the MAC layer handles node associations/disasso-
ciations, channel access control, enabling/disabling the radio, and beacon
management. Security is handled by both layers. All this information from
the NWK and MAC layers will be very useful in cognitive decision-making.
For instance, when there is information available about the routing scheme
from the network layer, channel conditions at the PHY, and application-layer
requirements, a cognitive network may find that under the existing PHY
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conditions, the current routing scheme will not help achieve the demands
of the end user. Hence, it may decide to instruct the NWK layer to adopt a
different routing scheme because the current one is not able to cater to the
network’s end-to-end goals.

In order to achieve these objectives, learning the network conditions, hav-
ing a memory of past actions, predicting future network conditions, and cog-
nitive decision-making should be the core components of the system design.

Subsequent sections of the chapter are organized as follows: Section 1.2
presents the related work in the field of cognitive networks and cognitive
sensor networks. A generic example of cognitive network architecture is pre-
sented in Section 1.3, followed by the conclusions in Section 1.4.

1.2 Related Work

Physical layer cognitive radio (CR) techniques [8] are the subject of Chapter 2.
These techniques may be used in sensor networks and other networks. The
reason for including CR in this book is that it represents an advanced and
well-established physical layer awareness of the spectrum availability and use.

It is often believed that the layered architecture of the sensor network
protocol stack hampers the network’s ability to cater to multiple optimiza-
tion objectives. Though cross-layer design has been popular, the interactions
remain limited to a few layers. The network-wide performance goals are not
accounted for. It provides reactive, memoryless adaptations of past outcomes
for a given set of inputs. Cross-layer interactions lead to reduced architectural
modularity, which in turn leads to increased instability and the high cost
of maintaining the network. An overview of cross-layer design approaches
is given in Chapter 4, which compares various cross-layer approaches and
highlights their advantages and disadvantages.

A new approach is required to overcome the limitations of the existing
design techniques. This technique could be a revolutionary one that is com-
pletely different from the existing ones or it could be an evolutionary one
that builds on top of existing, proven-to-work techniques.

We explore the ideas proposed by Clark et al. [3], who proposed the con-
cept of a knowledge plane (KP) for the wired networks. The KP is a construct
that is different from the data and control planes of existing protocol stacks.

In the following sections, we look into the details of the KP and its func-
tions, and how this concept was adapted into the wireless world. We also
take a look at the various techniques employed toward realizing a cognitive
sensor network (CSN).
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1.2.1 Knowledge Plane and Cognitive Networks

The concept of knowledge plane (KP) was proposed by Clark et al. [3] in an
effort to overcome the limitations and loopholes of the cross-layered design
approach. The objective was to break the barriers of the layered structure
and enable seamless communication across all the layers, as illustrated in
Figure 1.2. KP was proposed to be a pervasive system based on knowledge
rather than tasks, so that observations from different parts of the network
could be correlated to make judgments in the presence of incomplete, incon-
sistent, or even conflicting information in dynamic environments. According
to the authors in [3], the KP was expected to make decisions in the presence
of partial or conflicting information, automate decisions, respond to emer-
gency situations, and even foresee problems and proactively take corrective
actions. The idea was to build a network that could assemble itself given
high-level instructions, adapt itself to changes, reassemble if required, dis-
cover problems and fix them, or explain why it could not be fixed. Reasoning
was expected to support the network’s high-level goals and constraints
and mediate between users or operators with conflicting goals and design
constraints. The end-to-end goals of the entire network were kept in mind
during optimizations, rather than those of a few interacting layers as in the
cross-layer design approach. This required the system to have knowledge
of the network and its actions and also have a learning mechanism to make
decisions based on its past experiences. Hence, the tools of artificial intelli-
gence (Al) and cognitive techniques of representation, learning, and reason-
ing were believed to be best suited to achieve the complex objectives of the
KP as opposed to traditional algorithmic approaches.

Figure 1.2 represents an example of knowledge plane (KP) implementable
on an IEEE 802.15.4/ZigBee stack. The strength of this concept lies in the
information sharing across all layers through the KP.

The idea of the knowledge plane was adapted from the wired communi-
cation world to the wireless communication domain, and the concept of a
cognitive network (CN) was proposed by Thomas et al. [4]. The CN para-
digm spoke of the end-to-end scope of the network’s goals, involving all
elements within a data flow. It aimed at achieving these goals by breaking
the layering up the network stack and communicating with nodes across the
whole network.

The CN was defined to be a self-aware, self-organizing, and adaptive net-
work capable of making intelligent adaptations based on:

¢ Observations of the network state made by individual elements

¢ Information sharing among nodes beyond the limitations of the lay-
ered protocol architecture

® Learning and reasoning before acting on its decisions to optimize
network performance [5].
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Knowledge plane in WSN protocol stack.

These CNs derive knowledge about the network performance from end
users and applications, and have an end-to-end scope.

To implement the goals of the CN, the three-layer framework illustrated in
Figure 1.3 was proposed by Thomas [6]. These layers consisted of the require-
ments layer, the cognition layer, and the software adaptable network (SAN)
layer. The SAN was the architecture’s interface with the physical world.
Configurable network elements—such as directional antennas or cogni-
tive radios (in which transmit power can be adaptive)—formed the action
elements of the cognitive process. These were known as the modifiable ele-
ments. For each modifiable element, there was a one-on-one mapping with
cognitive elements in the cognitive process in layer 2. These elements in the
cognition layer helped to distribute the operation functionally and spatially.
Network status sensors provided partial knowledge of the network to the
cognitive elements. At the highest level of abstraction was the requirements
layer, which transformed end-to-end objectives to goals for each cognitive
element of the cognition layer through a cognitive specification language
(CSL). The cognition layer was the central mechanism of this architecture.
It learns about the system state, has knowledge about the current network
goals, and decides on an appropriate response to observed network behav-
ior. It makes use of a feedback loop in which past interactions with the envi-
ronment guide current and future interactions. An “Observe, Orient, Decide,
and Act” loop (or OODA loop [4]) was used as the feedback loop.
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Example of cognitive network architecture.

These features enable learning and help the network converge on a solu-
tion faster than the network status changes. These ideas may be extended to
the sensor network framework in order to make the network cognitive.

1.2.2 Cognitive Techniques Used in Sensor Networks

This section presents the latest trends in WSN research, which largely
include cognitive approaches being adopted by researchers to improve the
performance of WSNs.

1.2.2.1 Cognitive Radio in WSN

Cavalcanti et al. [7] present a conceptual design for CR-based WSNs and
compare its performance with a standard ZigBee/802.15.4 WSN, both built on
the standard model available in OPNET (ZigBee/802.15.4), operating in the
2.4 GHz band. In this experiment, Cavalcanti et al. [7] assumed the 802.15.4-
based carrier-sense multiple access (CSMA) method in nonbeacon mode at
the MAC layer and ZigBee-based protocols at the network layer (table-based
mesh routing) and application layer for both the CR and 2.4 GHz modes.
Transmit and receive antennas were both assumed to have the same unit
gain. The receiver sensitivities were set at -85 dBm for the CR channel cen-
tered at 680 MHz, as well as for the first channel in the 2.4 GHz band. From
these simulation results, the authors found that for the same transmit power,
the maximum communication range in the CR channel is almost twice what
is obtained in the 2.4 GHz channel. This increased range reduces the num-
ber of hops traveled per packet and hidden node problems, thus enhancing
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the efficiency of the multihop routing and the MAC. The overall application
throughput was also found to be better in the CR mode.

Akan et al. [9] also talk about the main design principles, potential advan-
tages, application areas, and network architectures of cognitive radio sensor
networks. They explore the possibility of applying existing techniques for
cognitive radio and WSN to such networks and identify the challenges in
doing so.

1.2.2.2 Cognitive Schemes Using Neural Networks Models

Reznik and Pless [1] establish the feasibility of using distributed intelligence
to embed cognition into sensor networks by studying the problem of signal
change detection. They map artificial neural network (ANN) architecture to
sensor networks and experimentally prove the advantage of this approach
in terms of reduction in resource consumption: network bandwidth, proces-
sor power, and memory usage due to reduced connectivity and communica-
tion costs.

Youssef and Younis [10] propose a gateway relocation algorithm for
improved safety and performance (GRISP), a neural network model to assess
the safety of the gateway/sink node at various locations in a WSN environ-
ment trained using genetic algorithms. A “threat index” for each location
visited, along with the snapshot captured, trains the neural network. This
helps the neural network generate a “risk assessment factor” for making
future safe relocation decisions.

1.2.2.3 Cognitive Sensor Networks

Shenai et al. [11] have presented a distributed WSN-based control system
for intelligent and reliable operation of large power grids. Here sensor data
(voltage and power factors) are reported to intelligent motes that commu-
nicate with nearby motes as well as a “control station” that can be mapped
to the requirements layer. AUTOMAN, the software cognitive agents that
motes and the control stations run, are said to have knowledge of local poli-
cies as well as awareness of the end-to-end operational requirements of the
end application. Dynamic decisions are delivered and adequate informa-
tion management is achieved by combining techniques of sensor coordina-
tion and intelligent data fusion. Thus, even under changing environments,
dynamic reconfiguration is possible without grid downtime, and the system
also ensures that the quality of service (QoS) requirements of the customer
are always respected.

Boonma and Suzuki propose MONSOON [12], a biologically inspired
framework to build cognitive WSN applications. This framework intro-
spectively understands conflicting design objectives (data yield, data
fidelity, power consumption), finds optimal tradeoffs with given con-
straints, and autonomously adapts to the dynamics of the network. It
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models an application as a decentralized group of software agents that
collect sensor data from individual nodes and carry them to the base sta-
tions. From simulations, Boonma and Suzuki show that agents adapt to
network dynamics by satisfying conflicting objectives under a given set
of constraints and exhibit self-configuration, self-optimization, and self-
healing properties.

1.2.2.4 Game-Theoretic Formulation of Energy
Efficiency and Security in WSNs

Machado and Tekinay present a survey of game-theoretic formulation to the
problems of energy efficiency and security in WSNs [13]. They found that
distributed decision-making capabilities of WSNs and the selfish behavior of
the individual nodes are exploited by the game-theoretic approach to opti-
mize performance at the node level (conserving battery power) as well as
the network level (maximizing the network utility, which is directly pro-
portional to the number of sensors involved). They discuss the use of game-
theoretic approaches in performing distributed cross-layer optimization
by making use of the power control game at the physical layer and the rate
allocation game at the application layer. In dealing with security issues in
WSNs, Machado and Tekinay present work on game-theoretic models used
to analyze situations where there are attacks by malicious nodes and outside
intruders on WSNs. They also talk about the use of pursuit-evasion games in
WSNs for model detection, tracking, and surveillance applications.

1.2.2.5 Cognitive and Self-Selective Routing

Gelenbe et al. [14] present cognitive packet network (CPN) and self-selec-
tive routing (SSR) algorithms that use different forms of learning as new
approaches to achieving quality of service (QoS) routing in WSNs. CPN rout-
ing uses smart packets (SPs) for path discovery, along with random neural
networks with reinforcement learning. It has the ability to adapt to varying
traffic loads and is scalable for networks with flows to many destinations.
The SSR technique, on the other hand, makes use of pheromone-based com-
munication inspired by ants in a colony that communicate information about
traversed paths to members of their kind. There is self-selection of routes
at each node, which leads to additional overhead but provides the network
with the ability to adapt to conditions where there are unexpected link fail-
ures or where the connections are unreliable. Both algorithms are capable of
supporting fault tolerance to different degrees, and their protocol structure
allows for different levels of efficiency in diverse application contexts.

We have provided an overview of several such techniques in [16]. Table 1.1
provides a brief summary of the literature reviewed in [16]. The following
inferences can be drawn from Table 1.1:
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¢ The applications that were able to influence the network’s end-to-
end goals incorporated cognition based on learning, reasoning, or
context awareness, or a combination of these.

e Cognitive techniques applied at the architecture/application level
had a more pronounced network-wide impact than those that were
introduced at specific layers of the protocol stack.

* Applications that used a distributed/decentralized approach to
implementing cognitive decision-making were more successful in
catering to the network deployment goals and changes in applica-
tion requirements.

The results presented in [16] suggest the advantages of sharing information
seamlessly across the layers of the network. Among all the approaches, the ones
proposed by Shenai and Mukhopadhyay [11] and Boonma and Suzuki [12] are
closest to the author’s vision of applying cognition to sensor networks because
they have a network-wide impact, are able to dynamically adapt to changing
network conditions, and constantly track to the application requirements.

These cognitive techniques applied to sensor networks definitely promise
improvements over the cross-layered approach, especially because they are
based on knowledge and learning. However, these techniques do not explore
the idea of a knowledge plane and do not have a definite framework that can
be extended to all sensor network applications.

In the following, we present a generic architecture for cognitive nodes
based on the concept of KP and a cognitive network framework [30]. When
strategically deployed in a sensor network, these cognitive nodes will help
to make the sensor network a cognitive one, and this concept can be applied
to varied sensor network applications.

1.3 A Generic Architecture for Cognitive
Wireless Sensor Networks

This section presents a generic cognitive node architecture that was origi-
nally developed by Vijay [30]. A number of cognitive nodes are deployed in
the network. These nodes may or may not be equipped with sensors but are
deployed with the purpose of improving the system’s performance.

The objective of deploying a sensor network is said to be adequately
achieved when the duration for which the network is functioning to deliver
to its end-to-end goals is maximized. The end-to-end goals may involve
every element of the network protocol stack—the application layer, net-
work layer, MAC layer, and physical layer. They also include the goals of
the data flow in the entire network. Hence, achieving the end-to-end goals
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of the network involves catering to multiple and often conflicting demands

from the different layers. By using the cognitive techniques of learning

and reasoning, together with intelligent optimization techniques, we will

be able to better achieve the goals of a sensor network—thus enabling the

maximization of application lifetime and enhancing end-user satisfaction.
The end-to-end goals of the network may include:

e Satisfying varying application requirements in a heterogeneous
WSN environment

® Meeting physical layer requirements such as a fixed bit error rate
(BER) or maintaining certain transmission power requirements

® Maintaining certain network coverage and connectivity require-
ments as nodes die out or change roles

e Scheduling frames and handling channel access as part of the
MAC responsibilities

In order to achieve these goals, and without loss of generality, this approach
brings modifications to the existing IEEE802.15.4/ZigBee protocol stack, but
the concept can also be applied to other protocol stacks. To integrate learn-
ing, reasoning, decision making, and optimization into the existing protocol
stack, the cognitive node architecture illustrated in Figure 1.4 is adopted.

Here the existing IEEE 802.15.4/ZigBee stack is extended to include the
functions of learning, reasoning, decision making and optimization.

By introducing cognitive techniques at the node level, we will be able to
introduce cognitive behavior in the entire sensor network by means of interac-
tion among several such nodes interspersed in the network. The important fea-
tures of this enhanced architecture are the cognitive decision-making engine
(CDME), knowledge base (KB), change monitoring engine (CME), and the opti-
mization engine. The expected capabilities of the cognitive nodes are as follows:

e At the application end, monitor any changes in user/application
requirements and use the inputs in cognitive decision-making.

e Track information about the network status changes using inputs
from the network status sensors.

e Store information about specific actions and their outcomes in the
network in a knowledge base and look it up for predicting future
behavior/cognitive decision-making.

® Get information from the physical layer about channel conditions
before making decisions for the network. By monitoring spectrum-
hole availability (see Chapter 2 of this book), the heterogeneous
wireless environment may also be exploited in the unlicensed band.

We now describe the features of each component of the cognitive node.
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1.3.1 ZigBee Stack

IEEE 802.15.4-2006 [25] is the standard that defines the physical and medium
access layers for radio frequency communication among WSN devices oper-
ating in the 2.4 GHz and 868/915 MHz license-free industrial, scientific,
and medical (ISM) bands. ZigBee builds on top of the 802.15.4 standard and
defines the network and application layers and a security service provider
(SSP) [24]. Thus the ZigBee stack is comprised of IEEE 802.15.4-based PHY
and MAC and ZigBee-based network and application layers. The different
layers of the stack communicate with each other using service access points
(SAPs) that are interfaced to the data entity (DE) or management entity (ME)
services provided by a specific layer to the upper layers. Three types of
devices are defined within a ZigBee network: a coordinator that starts and
configures the network, a router that supports associations and forwards
messages to other devices in the network, and an end device that commu-
nicates the sensed data to other devices in the ZigBee network. The ZigBee
device object (ZDO) within the application layer (APL) defines these roles
and is also responsible for initiating or responding to binding requests and
securing relationships between network devices. Star, cluster tree, and mesh
are the supported topologies, and the network layer supports all the func-
tions related to starting a network, addressing, routing, and synchronization
within the network. Manufacturer-defined application objects within the
application framework (AF) implement the actual applications in accordance
with the ZigBee-defined application descriptions. The IEEE 802.15.4 PHY
and MAC along with ZigBee’s network and application layers provide reli-
able data transfers over short ranges at very low power consumption, thus
making it convenient to deploy sensor networks in a variety of applications.

1.3.2 Network Status Sensors

Network status sensors help track the changes in the MAC and NWK layers.
Information such as the status of the nodes (end device/router/coordinator),
their connectivity with neighboring nodes, information about new nodes that
havejoined the network or nodes that have temporarily been disassociated from
the network, and the packet error rate are some of the inputs that can be pro-
vided as network status updates from these layers. Moreover, the IEEE 802.154/
ZigBee stack has been set up in such a way that this information is inherently
available and made use of in order to support the self-assembling feature of
sensor networks. This information is used to help in cognitive decision-making.

1.3.3 Inputs from the Physical Layer

A lot of information can be gathered from the physical channel, such as the
path loss, fading characteristics, shadowing properties, channel availability
and capacity, interference level, and information about the remaining battery
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power in the nodes and the physical distance between nearest neighboring
nodes, to name a few (see Chapters 2 and 3). This information could be use-
ful in making decisions, such as estimating the transmit power required by
the nodes to reach information from source to sink, choosing the best routing
path based on channel conditions, energy consumption, and application QoS
requirements such as reliability, throughput, and so forth. Many advanced
protocols in sensor networks make use of such information. However, the
cognitive nodes have an edge over the noncognitive networks because they
provide a feedback path from the cognitive decision-making engine to the
physical and MAC layers. The cognitive engine, based on its prediction of
future behavior of the network, sends a feedback to these layers regarding
changes that can be made to save power or modify some parameters to meet
end-user requirements in future. The feedback could contain information
regarding changes in transmission power or if the device can switch to a dif-
ferent mode (passive/active) of operation, for instance; it may also instruct the
physical layer to change the modulation and coding schemes, and so on. Thus
the feedback loop helps prepare the network to adapt to the predicted changes.

1.3.4 Change Monitoring Engine

The CME gathers updates from all the layers of the ZigBee protocol stack and
provides it to the CDME, thus helping it “learn” the changes in the node’s
neighborhood. The frequency at which these updates are received can be
time slotted and sent to the cognitive engine so that any changes in decisions
can be made well in time so that the network lifetime is maximized and its
performance unaffected.

1.3.5 Knowledge Base

The knowledge base (KB) is the storehouse of information in the cognitive
node. It contains preprogrammed inputs based on the end-user require-
ments—that is, the target application that the sensor network is deployed for,
its environment, and conditions at the physical layer (propagation environ-
ment, expected level of interference, and so forth). It gets updated with better
and more precise information as the learning and optimization processes
are activated. This way, the KB remains updated with the best decisions that
can be made. The KB needs to store information about the node inputs, the
associated decisions made during specific scenarios, and the impact of these
decisions on the network, as it is closely associated with the decision-making
process and aids the same. This means that the KB must have memory ele-
ments in it. In order to implement memory in its simplest form, the idea pro-
posed here is to store previous decisions in the form of a look-up table (LUT)
in the KB. Thus the KB would serve as a repository of how well the network
had performed in a given scenario under the influence of a certain set of
parameters. These inputs would help the CDME make proactive decisions
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under varying network conditions, thus contributing toward cognition in
the network.

1.3.6 Cognitive Decision-Making Engine

The CDME is the heart of the cognitive process. It makes use of the informa-
tion available from the network status sensors, physical layer, and applica-
tion layer; combines it with previous information available in the knowledge
base; and converts the available information to useful knowledge. Figure 1.5
represents the logical inputs that the cognitive decision-making engine of a
cognitive node would require in order to make reliable predictions on node/
network behavior and successfully achieve the network’s end-to-end goals.

The CDME would have to associate itself with some form of learning and
implement a decision-making mechanism to help in the cognitive process.
Machine learning techniques are often used to develop algorithms that allow
users to evolve behavioral patterns based on accumulated data. Forster [26]
provides a valuable survey of several machine-learning techniques applied
to wireless ad hoc and sensor networks.

A learning technique [23,26—29] will be needed for learning parameters from
the physical, MAC, and network layers and also the end-application require-
ments. The learning process is activated once the network is functional. A pos-
sible pool of actions will be available based on a set of rules/observations.

Inputs from PHY:
channel conditions/
spectrum hole
availability

FIGURE 1.5
Inputs to the CDME.
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To assist with the decision-making process, case-based decision theory can
be used [21]. Wang et al. [22] have made use of case-based reasoning to solve
the problem of clustering in sensor networks. However, our goal is to make
the CDME work to achieve the network’s end-to-end goals, tracking to the
changes in the network’s environment and end-user requirements.

The CDME can be implemented using a digital design technique: a Mealy
state machine. In this state machine, the outputs depend not only on the
current inputs but also on the outputs from the previous state. The states
can be encoded, and the most significant bit could represent changes in the
application requirement. The changes can be tracked in subsequent states,
and further decisions on how the network should react could be made based
on inputs in subsequent states from the other layers—PHY, MAC, and NWK
in the same sequence (order of priority). Further possibility of splitting the
state machine into two interacting subparts can also be explored. One state
machine could be used for tracking local processes within the nodes and the
other for tracking global changes due to interacting nodes.

1.3.7 Optimization Engine

We now explore the possibility of the combined use of learning and opti-
mization processes to the advantage of the network. Feedback from the
learning system can augment the optimization routines through compari-
sons between the system’s actions and the desired outcomes of the optimi-
zation. The learning system can aid decision making in time-constrained
situations by providing a known working solution developed and stored in
the KB in the past, closest to the current system requirements. When suf-
ficient time is available to provide better solutions, the optimization process
may be activated to develop new solutions or evolve existing solutions to
better suit application requirements. For example, genetic algorithms (GA)
[18-20] have been chosen to solve multiple objective optimization problems.
Furthermore, a local search algorithm (for example, a gradient descent-based
search) may be applied after the global optimization has been performed to
improve efficiency.

1.3.8 Interaction among the Cognitive Components

The block diagram in Figure 1.6 summarizes the interactions among the vari-
ous components of the cognitive node. All the elements apart from those that
belong to the WSN protocol stack can be imagined to be part of the knowledge
plane proposed by Clark et al. [3]. They help achieve the goals that Clark et al.
had proposed in their description of the KP. They also follow the OODA loop
suggested by Thomas et al [4]. Local and global observations are gathered by
the CME. The learning process in the CDME and the inputs from the KB help
in orienting the nodes to cater to the network goals. The decision-making
engine makes proactive decisions based on the knowledge it infers from the
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FIGURE 1.6
Simplified block diagram illustrating the interactions among the various blocks of the
enhanced protocol stack.

CME and KB inputs. The output from the CDME may be further optimized
by the optimization engine based on time and resource availability.

The outputs from the CDME (both optimized and unoptimized) are fed
back to the PHY and MAC layers to orient them to the network conditions
and application requirements, thus completing the OODA loop.

To summarize, the following features are needed for the cognitive node:

* Implement a knowledge base that can store useful information about
specific actions in the network and read it back to help in making
cognitive decisions for the network.

e Implement techniques such as reinforcement learning that will
help in predicting future behavior based on previous actions and/
or observations.

* The network status sensors must have associated processes that can
identify useful information, discard irrelevant information, and
communicate important information that helps to optimize net-
work connectivity.

e Identify what kind of network status information will be useful in
cognitive decision-making and extending network lifetime.

Once such a node is developed, to quantify the level of cognition achiev-
able by the network where several cognitive nodes are deployed, the nine-
level scale shown in Table 1.2 may be used. These levels of cognition were
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TABLE 1.2
Levels of Cognition Achievable by a Cognitive Node

Level 0 Preprogrammed: Software radio

Level1l  Goal Driven: Makes radio/networking decisions according to goal; requires
environment awareness

Level 2 Context Awareness: Knowledge of what the user is trying to do (distributed or
central intelligence)

Level 3 Radio/Network Aware: Knowledge of radio and network components.

Level4  Capable of Planning: Analyze situation (Level 2 and 3) to determine goals; follows a
prescribed plan

Level 5  Conducts Negotiations: Settle on a plan with another radio, network, or processing
entity

Level 6 Learns Environment: Autonomously determines structure of environment

Level 7  Adapts Plans: Generates new goals

Level 8 Adapts protocols: Proposes and negotiates new protocols

first discussed by Mitola and Maguire [18]. According to this scale, level 8
denotes the highest level of cognition the network can achieve, in which the
node becomes capable of proposing and negotiating new protocols. The goal
is to try and implement the highest level of cognition.

1.4 Conclusion

This chapter sets the foundations of cognitive wireless sensor networks and
their architectures. We discussed several approaches in implementing cog-
nition in WSNs. It should be noted that a complete implementation of the
cognitive WSN (for example, including the nine levels of cognition) does not
exist in the literature yet. What exist are attempts to implement only some
aspects of the cognitive concept.

The remaining chapters of the book give examples of implementations of the
above ideas, targeting a number of cognitive features. Chapter 2 targets cogni-
tive radio networks (physical layer cognition) based on spectrum awareness
and opportunistic spectrum access. Chapter 3 is devoted to adaptive modula-
tion, adaptive power, and adaptive medium access. Chapter 4 presents cross-
layer approaches in wireless sensor and ad hoc networks. Chapter 5 covers
cognitive diversity routing (mainly focusing on physical and network layers).
Chapter 6 employs cognitive engines that are aware of their environment and
where several parameters are optimized while fulfilling end-to-end goals.
Finally, knowing that several cognitive algorithms and protocols are based on
node-location information, Chapter 7 investigates hardware implementation
of location-based WSN nodes. In particular, the chapter emphasizes combined
GPS/INS integration with ZigBee-based WSN nodes.
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2

Cognitive Radio Networks and
Dynamic Spectrum Access

2.1 Introduction

Two fundamental trends have jointly led to cognitive radio (CR) technology.
The first one is the gradually increasing utilization of adaptation techniques
in the transmitter/receiver design—for example, channel estimation, power
control, adaptive modulation, and many other forms of adapting the radio
unit parameters in response to stimulus from the surrounding environment.
This trend coincided with the emergence of the concept of software-defined
radio (SDR) as a communication unit that has most of its functionalities
performed in software. In other words, SDR is a radio unit that is capable
of easily supporting different technologies, standards, and environmen-
tal conditions. The second trend is the growing belief that we are actually
approaching the physical limit of the radio spectrum, especially under the
3 GHz bands. This has led some spectrum regulation agencies, such as the
Federal Communications Commission (FCC), to start revising their spec-
trum allocation strategies. Fortunately, this unveiled the fact that the spec-
trum is highly underutilized in some bands below the 3 GHz range. This
discovery motivated the search for novel means of spectrum access such
that spectrum utilization efficiency can be enhanced. These somehow iso-
lated development trends met in a single point where their capabilities and
promises could simultaneously be achieved. That point—CR technology—is
a promising field that can take the wireless communications to new dimen-
sions of flexibility, efficiency, and seamless communication.

2.1.1 History of Cognitive Radio

The concept of CR was first described by J. Mitola in his PhD dissertation
(Mitola 2000) as means to enhance the flexibility of wireless communications
by increasing the awareness of the radio unit about its surrounding envi-
ronment and about itself. Shortly after that, the FCC saw in this technology
a solution to the spectrum underutilization problem. The Spectrum Policy

23



24 Wireless Sensor Networks: A Cognitive Perspective

Task Force (SPTF) was formed to review the spectrum allocation policies and
recommended CR as a remedy to this problem in 2003 (Notice of Proposed Rule
Making 2003). Among the first contributions in the CR literature were the
work of S. Haykin (2005) and the publication series of the Berkeley Wireless
Research Center (BWRC) (Cabric, Mishra, and Brodersen 2004; Cabric et al.
2005). Haykin (2005) laid the ground for a signal processing and communica-
tions realization of CR technology. Similarly, Cabric, Mishra, and Brodersen
(2004) and Cabric et al. (2005) addressed some fundamental issues with the
physical realization of the technology. In these early contributions, two main
tasks for CR were identified, namely:

® Spectrum sensing to detect vacant spectrum bands (also known as
spectrum holes)

® Spectrum access to efficiently utilize these spectrum holes

Spectrum sensing in CR has some similarity to carrier sensing (CS) in ran-
dom access wireless networks. Both need to sense the transmission medium
before initiating the communication. However, there are two main differ-
ences between them. First, in CS, there are few access channels. Hence, if
they are all busy, transmission will be postponed. In CR, on the other hand,
the number of access channels is large, and thus access opportunities are
large. Secondly, in CS, all nodes know the exact characteristics of the trans-
mission carrier; hence the sensing process is not that difficult. However, CRs
are assumed to detect unknown or partially known communication signals
to identify spectrum holes, which is a major challenge.

Spectrum access attracted less attention in the literature than did spectrum
sensing. This is because in normal circumstances, once a CR detects a spectrum
hole, it can access it like a conventional communication transmitter. However,
in the past few years, considerable attention has been paid to improve the spec-
trum utilization by benefitting from multiple-input/multiple-output (MIMO)
and cooperative diversity techniques, and using more than one spectrum
hole at a time.

2.1.2 MIMO and Cooperative Diversity Techniques

MIMO techniques refer to a family of techniques wherein multiple anten-
nas are used to enhance system capacity and to mitigate channel impair-
ments. These include beamforming, spatial multiplexing, and many others.
Beamforming is a signal processing technique used to direct transmission
and/or reception in MIMO systems. It can either be designed to maximize
the communication throughput by enhancing the signal quality or to reduce
interference. In general, beamforming can be used to achieve spatial selec-
tivity by using either adaptive or fixed beam patterns to direct the trans-
mission or the reception beam. On the other hand, spatial multiplexing is
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used to simultaneously transmit messages from different users by using dif-
ferent transmit antennas. The main advantage of spatial multiplexing is to
increase the data rate achievable over the same time and frequency resources
(Larsson and Stoica 2003).

Motivated by the successes of MIMO techniques, cooperative diversity
techniques started recently to gain considerable attention in various wireless
applications. In particular, cooperative diversity aims at overcoming some of
the limitations of wireless systems, such as transmission range and commu-
nication reliability. The basic idea behind cooperative diversity is that when
a source transmits a message to a destination, this message is also received
by other terminals in the network that are often referred to as relays or part-
ners. These relays process the message and retransmit it to the destination.
The destination then combines the messages coming from the source and the
partners. In doing so, the system provides spatial diversity by taking advan-
tage of the multiple receptions of the same message. This idea is illustrated in
Figure 2.1. Another advantage of cooperative diversity is the dramatic sup-
pression of interference between communications terminals through its dis-
tributed spatial processing (Sendonaris, Erkip, and Aazhang 2003a, 2003b).

Recently, interest has increased in benefiting from the advantages of MIMO
systems in CR networks. As we shall see in subsequent sections, MIMO sys-
tems can be used in both parts of the dynamic spectrum access (DSA) pro-
cess: the sensing process and the spectrum access process. This interest has
opened new research directions in the past few years. New challenges arise,
such as the design of efficient cooperative sensing methods, while some con-
ventional challenges such as the design of efficient beamforming techniques
need to be reconsidered.

The remainder of this chapter is organized as follows. In Section 2.2 the
concept of spectrum awareness is introduced and analyzed. The main chal-
lenges and methods for spectrum sensing are addressed therein. Section 2.3
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is devoted to cooperative spectrum sensing, which is a powerful tool for
enhancing the sensing performance in CR networks, while Section 2.4
addresses dynamic spectrum access with an emphasis on the cooperative
communications aspect of it. Finally, conclusions are drawn in Section 2.5.

2.2 Spectrum Awareness

Obtaining accurate information about the status of the available frequency
bands is a task lying at the core of CR technology. In a broad sense, this task
is referred to as spectrum awareness. The methods used to obtain spectrum
awareness can be classified as shown in Figure 2.2. For similar classifications
and comprehensive surveys, see Zhao and Sadler (2007), Yucek and Arslan
(2009), Arslan (2007, Chapter 9), and Fitzek and Katz (2007, Chapter 18).

In Figure 2.2, spectrum awareness is divided into two main categories:
passive awareness and active awareness. In the first category, the CR relies
on other entities or agents, or even on direct communication with the pri-
mary user (PU) itself to obtain knowledge about the status of the spectrum
bands it plans to utilize. This category encompasses a wide range of tech-
niques, including the beacons approach (Hulbert 2005), the secondary mar-
kets (Principles for Promoting 2000), the policy-based information exchange
(Mangold et al. 2004), and many others (such as Cave, Doyle, and Webb 2007).
For instance, an independent sensing network that keeps monitoring the
spectrum instead of the CR network was proposed in Han, Fan, and Jiang
(2009). When a CR attempts to transmit data, it negotiates with the closest
sensing node to know the available bands. Once a CR node is assigned a
spectrum hole, it can start the transmission. Consequently, CRs do not need
to monitor the spectrum themselves; rather, they seek access from the sens-
ing network, which is continuously monitoring the spectrum.

Almost all passive awareness techniques presume that PUs are willing to
share some information about their communications with the CR network.

Spectrum Awareness

Passive Awareness
n \/ \
Database Approach Policy Based Primary Receiver Primary Transmitter

Detection Detection

Vi ‘ v
Cooperative‘ | Non-Cooperative
Sensing || Sensing

\/

Beacon Based

Secondary Markets

FIGURE 2.2
Classification of spectrum awareness techniques.
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This information helps CRs to know the status of the spectrum. This infor-
mation could be a periodically broadcasted pilot signal that makes the sens-
ing process easier. PUs can broadcast the transmission characteristics or
even the spectrum utilization patterns. This presumption is one of the rea-
sons halting the deployment of CRs based on passive spectrum awareness.
It is also a growing cause of discomfort for the primary network operators.

The active spectrum awareness category, on the other hand, makes no pre-
sumptions on the PUs’ network. Active spectrum awareness is referred to
in the literature as spectrum sensing because the spectrum sensing tech-
niques rely solely on their sensing capabilities to obtain the spectrum status.
Furthermore, unlike passive awareness techniques, spectrum sensing tech-
niques assume no modifications to the PUs’ transmissions. In other words,
it is a friendly deployment that relies solely on the CR nodes’ potentials to
attain coexistence between the two networks.

Spectrum sensing is subdivided into two types depending on the targeted
objective, as shown in Figure 2.2. These are based on detecting primary receiv-
ers and detecting primary transmitters. Of the two types, detecting primary
transmitters attracted most of the attention in the literature since transmitters
are easier to detect than receivers due to the transmission power radiation.

An example of receiver detection is the detection of TV sets. TV sets are
receivers that have no transmission capabilities. This detection problem was
encountered in detecting spectrum holes within the TV bands to be used in
the IEEE 802.22 standard as shown in Figure 2.3.

For instance, Wild and Ramchandran (2005) utilized the local oscillator
leakage power of the TV sets to detect the presence of TV sets. This approach,
though, forces spectrum reusability to the limit, is impractical, and is dif-
ficult to implement. The reasons for this are as follows. First, detecting
primary receivers is either impossible when they have no radiations at all
or is limited to very short distances due to the low radiated power (Wild
and Ramchandran 2005). Second, even if the CR is assumed to know the
o\
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absence of all primary receivers, it still cannot use the bands as long as the
primary transmitter (the TV tower in the IEEE 802.22 case) is broadcasting.
This is obvious since the CR signal will coexist with the primary signal.
Consequently, both signals will jam each other, and the receiver with the
lower signal power will fail to detect its signal.

On the other hand, detecting primary transmitters has been thoroughly
studied in the literature. This type of detection can be performed either
locally, where each CR user senses the spectrum to make its own decision
without collaborating with others, or globally, where a group of CR users
collaborate in sensing a particular frequency band. The former method is
referred to as noncooperative sensing, while the latter method is referred
to as cooperative sensing. Obviously, cooperative sensing outperforms non-
cooperative sensing because it benefits from collaborative efforts of all indi-
vidual CRs to make better decisions about the status of the spectrum bands
(Mishra, Sahai, and Broderson 2006).

A brief look at the main challenges facing the development of efficient
spectrum sensing methods is next, followed by a study of the different trans-
mitter sensing methods proposed in the literature.

2.2.1 Spectrum Sensing Challenges

CRs are envisioned to be able to operate with minor knowledge about the
existing PUs. This vision covers a scale of varying prior information about
the PUs. At one end of the scale, CRs are assumed to have no knowledge
about the PU’s communication. This case is the most challenging when the
design of efficient spectrum sensing methods is considered. At the other end,
CRs are assumed to know the exact signals available and even be synchro-
nized with them. Obviously, this is a less challenging situation that facili-
tates the design process. Between these two ends, the difficulty of the design
process varies with the amount of information available.

In general, there are some fundamental challenges facing the development
of efficient spectrum sensing methods. Some of these challenges are tech-
nology dependent, such as the need for flexible radio frequency (RF) front
ends and high-resolution analog-to-digital converters (ADC), while others
depend on the nature of the PU’s signal, the status of the wireless channel,
and many other factors. These types of challenges are considered here.

The first challenge is the hidden PU problem (also referred to as hidden
terminal problem). This is a classical problem in random access wireless
networks. It happens in CR technology when a CR fails to detect an active
primary transmitter communicating with a primary receiver located in the
transmission range of the CR. This situation is illustrated in Figure 2.4.

When this situation happens, the CR decides to transmit in the same band
used by the PU, and hence causes intolerable interference to the primary
receiver. This problem may be caused by a multiplicity of factors, such as
deep fading and shadowing experienced by the CR while sensing the band.
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It can also be caused by the presence of some physical barriers, like buildings
or mountains. This problem may be solved using cooperative sensing, as we
shall shortly see in Section 2.3.

The second challenge is encountered when the PU is using spread spectrum
signals. These signals were originally designed to be immune to jamming,
thus they are inherently difficult to detect. For CR to detect these signals, it
needs to rely on some of the passive spectrum awareness techniques men-
tioned above. Alternatively, the CR can utilize a hybrid passive—active spec-
trum sensing technique such that the PU shares the possible spreading codes
(in direct sequence-based spread spectrum) with the CR or the frequency hop-
ping sequence (in frequency-hopping-based spread spectrum) with the CR.
Fortunately, spread spectrum signals are mainly used for cellular communi-
cations. FCC measurements (Spectrum Policy Task Force Report 2002) showed
that the cellular communications bands are among the most heavily occupied
bands, and they are difficult to consider for opportunistic access.

The third challenge is the sensing time and the evacuation mechanism.
The CR needs to search for an idle frequency band and use it as long as the
PU is not using it. Once the PU reclaims its band again and starts transmis-
sion, the CR needs to evacuate the band immediately. If the CR is using spec-
trum sensing, then it needs to immediately sense the presence of the PU and
evacuate the band.

Despite being crucially important, this problem has been lightly consid-
ered in the literature. The main contributions to solve this problem were
based on medium access control (MAC) layer protocols (see Xiao and Hu
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2009, Chapter 8). Some of the suggested solutions propose having multiple
opportunistic bands where the CR can move from one band to another in
order to ensure reliable communication for the CR. However, these solutions
aimed at guaranteeing reliable communication for the CR rather than reduc-
ing the interference to the PU.

There are many other challenges encountered in particular scenarios—
for example, the effect of fading on the reporting channels in cooperative
sensing, the effect of fading and shadowing on the performance of sensing
methods, the complexity/robustness tradeoff, and many others (Arslan 2007;
Xiao and Hu 2009).

2.2.2 Spectrum Sensing Methods

There is a multiplicity of spectrum sensing methods proposed in the litera-
ture, each assuming some level of prior knowledge about the PU’s signal.
The most commonly studied methods are energy detection, cyclostationarity
detection, covariance detection, and others, such as matched filters. In this
section, we focus on the first three methods and briefly describe the others.

2.2.2.1 Energy Detection

This is an optimal detection method when no prior information about the
primary signal is available. Hence, it is the most widely used sensing method
in the literature (Cabric, Mishra, and Brodersen 2004; Ben Letaief and Zhang
2009; Ganesan and Li 2007a, 2007b). Energy detection, as the name suggests,
decides on the presence of the PU based on an estimate of the energy pres-
ent in some spectrum band. Mathematically speaking, a decision metric is

calculated as:
2TW
y= Zr @1)

where {rk }iZN are samples of the received signal over the frequency band of
W Hz observed over T seconds. This decision metric is then compared to a
threshold A to decide about the presence or absence of the PU,

yZA, 2.2

where the two hypotheses 7, and 7, are defined as primary signal absent
and primary signal present, respectively. The received signal—assuming
additive white Gaussian noise (AWGN) channel only—is
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Choosing the decision threshold is a major challenge in the design of the
energy detector. This threshold depends on the variance of the additive noise
n(t). Hence, a good estimate of the noise variance is needed to properly design
this detection method. In fact, it was shown in Sahai, Hoven, and Tandra
(2004) that the performance of the energy detection severely degrades when
the estimate of the noise variance is not accurate. Furthermore, it was also
shown that a total of O(1/SNR?) samples are needed to guarantee a desired
performance level. In other words, the observation time T needs to be pro-
longed as the signal to noise ratio (SNR) of the PU decreases.

2.2.2.2 Cyclostationarity

In this method, the cyclostationarity features of the primary signal are
exploited to detect the presence of PUs. These features are due to the peri-
odicity of either the signal or its statistics, such as the mean and the autocor-
relation function. When the primary signal exhibits strong cyclostationarity
features, the CR can detect it even under low SNR conditions (Yucek and
Arslan 2009). Mathematically, the cyclostationarity detector does the follow-
ing (Ben Letaief and Zhang 2009):

1. Calculates the cyclic autocorrelation function (ACF) of the received
signal, x(f), as: Ry (t)=E x(t +1)x (t-1)e”’™ |, where o, is the cyclic
feature.

2. Calculates the cyclic spectral density (CSD) as the discrete Fourier
transform of the ACF: S(f,a) = 32 R (v)e ¥,

3. Searches for the unique cyclic frequency corresponding to the peaks
of the CSD (a two-dimensional function).

This completes the detection process.

The main advantage of this detection method over the energy detection
is its immunity to the noise signal. In other words, this method is robust to
the uncertainty of the noise power since the noise signal is a wide-sense sta-
tionary process and thus has no periodicity in its autocorrelation function.
However, this method requires additional information about the primary
signal. In particular, it requires prior knowledge about the modulation for-
mat to identify the cyclic frequency. In addition, this method requires lon-
ger observation time and additional implementation complexity (Yucek and
Arslan 2009; Ben Lataief and Zhang 2009). This sensing method was tested in
the development of the IEEE 802.22 standard in Han et al. (2006). The results
showed superior performance gains over the energy detection at low SNR
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levels. Furthermore, in Lundén et al. (2009), this method was also extended
into two dimensions. The first is by considering multiple cyclic frequencies
to distinguish between primary signals and other CRs. In the second, a col-
laborative scheme to overcome the hidden terminal problem and the channel
impairments effects was proposed. In addition, by utilizing the uniqueness
of the cyclic frequencies for different signals, Oner and Jondral (2007) pro-
posed a strategy to extract the channel allocation information for the CRs.
Oner and Jondral (2007) considered the case where the PU has a global sys-
tem for mobile communications (GSM) signal while the secondary is a wire-
less local area network (WLAN) system using orthogonal frequency division
multiple access (OFDMA).

2.2.2.3 Covariance Detection

Benefiting from the difference in the structure of the covariance matrix of the
received signal when the primary signal is present or absent, the covariance-
based spectrum sensing method was proposed in Zeng and Liang (2007).
In this method, estimates of the off-diagonal elements of the covariance
matrix are compared with some detection thresholds. Mathematically, if
the received signal r(f) is written as in Equation (2.3) above, then by observ-
ing the signal for L consecutive symbol durations, we can define the vec-
tors t[k] =[r[k], [k -1],...,.1Tk=L+1]]", s[k]=[s[k]s[k-1],...,slk-L+1]], and
nlk] = [n[k], nlk-1],...,n[k-L+ 1]]T. Hence, we can write:

s[k]+nlk], H,

K=k

(2.4)

If we further define the correlation matrix of the received signal r[k] as
R, =E r[k]t"[k] , where (-) is the Hermitian operator, then we can write:

Rs[k]+R;1[k]/ Hl/
R, [k] = RIEL e (2.5)

where R[] and R, [k] are defined similar to R,[k] above. Knowing that the
correlation matrix of the additive noise, R, [k], is a diagonal matrix, the covari-
ance detection method simply compares the off-diagonal elements of R, [r]
with some threshold value. If the signal is present, the off-diagonal elements
should have nonzero values exceeding the threshold value; otherwise, it
should be zeros. This idea was further extended in Zeng and Liang (2009)
using the eigenvalues decomposition of the covariance matrix and the change
happening to its eigenvalues when the primary signal is present or absent.
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The covariance detection methods have the advantage of being robust to
noise variance similar to the cyclostationarity detection method. However,
they also rely on accurate estimations of the covariance matrix, which
requires prolonged observation time. In addition, setting the thresholds for
comparison is a critical step.

2.2.2.4 Other Detection Methods

There are other spectrum sensing methods proposed in the literature. These
include the wavelet-based detection method (Tian and Giannakis 2006).
This method was also used in Hur et al. (2006) to build a two-stage sens-
ing method. Another famous method is the matched filter detection. This is
the optimal coherent detection method when perfect knowledge about the
primary signal is available. However, implementing this method requires
time synchronization with the primary signal. Achieving this is too diffi-
cult when there is no direct interaction (communications or collaboration)
between the CR and the PU. The interested reader can refer to Arslan (2007)
and Fitzek and Katz (2007), where comprehensive discussions about this
detection method are given.

All detection methods discussed so far observe some spectrum band for
a period of time before making a decision about the availability of a PU in
this band or not. An alternative approach was recently proposed in Lai,
Fan, and Poor (2008), who restate the sensing problem as a change detection
problem wherein the CR keeps listening to the spectrum band searching for
instances of change in the behavior of the PU. Based on this formulation, a
quick detection method that minimizes the detection time was designed.
This approach of change detection is suitable if the CR is targeting a specific
set of bands to opportunistically utilize some of them once the PUs evacuate
them. However, it lacks the needed flexibility to search for spectrum holes in
the wideband portion of the spectrum.

Using the same mathematical tools, Li, Li, and Dai (2008) considered the
special case of detecting PUs’ activities, particularly TV channels. The prob-
lem was customized to allow CRs to detect a sinusoidal pilot signal sent by
PUs upon resuming their transmission.

In conclusion, many spectrum sensing methods have been studied in the
literature. Some of them are included in survey papers, such as Zhao and
Sadler (2007) and Yucek and Arslan (2009), while others were mentioned in
the context of cooperative sensing, such as Ben Letaief and Zhang (2009) and
Quan et al. (2008).

2.2.2.5 Comparison between Different Sensing Methods

We have thus far briefly addressed some of the basic spectrum sensing meth-
ods. It was manifest that different detectors are applicable in different sce-
narios. Of all the detectors, the energy detector is the simplest to implement.
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It is capable of detecting arbitrary primary signals without requiring any
prior information. The performance of energy detectors over various fad-
ing channels with and without diversity combining was studied in Kostylev
(2002); Digham, Alouini, and Simon (2003, 2007); Herath and Rajatheva (2008);
and Herath, Rajatheva, and Tellambura (2009).

To improve the detection performance, it is important for the detection
method to be able to differentiate the primary signal from interference and
noise. In practice, however, this differentiation can only be realized if some
a priori knowledge of the primary signal is known to the CR. Depending on
what information the CR has about the primary signal, different detectors
can be applied in different scenarios. For instance, a covariance-based detec-
tor is suitable when the primary signal is known as correlated. On the other
hand, a cyclostationarity detector is suitable when the period of the primary
signal is known. Furthermore, a matched filter detector is suitable when the
pilot signal of the primary system is known, such as in the case of TV bands.
In general, the more the CR user knows about the primary signal, the better
the detector works (see Figure 2.5).

Since CR technology is inherently a wireless communications technology,
the effect of channel impairments on the performance of the sensing method
cannot be ignored. The impairments of wireless channels include small-scale
fading, shadowing, and path loss. These factors degrade the performance of
the sensing method. The performance degradation on most sensing methods
has been studied in the literature either explicitly, as the case for the energy
detectors (Kostylev 2002; Digham, Alouini, and Simon 2003, 2007), or implic-
itly as in the eigenvalues-based methods (actually by approximation as well),
as in Zeng and Liang (2009) and the cyclostationarity method (Lundén et al.
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FIGURE 2.5
Performance of energy detector over Rayleigh fading channels with different SNR levels,
SNR =0, 10, 20, and 30 dB.



Cognitive Radio Networks and Dynamic Spectrum Access 35

2009). In fact, since the autocorrelation function of the received signal is esti-
mated to get the cyclic power spectrum, the performance analysis processes
become too difficult.

I
2.3 Cooperative Sensing

The hidden terminal problem can be addressed by allowing multiple CRs to
cooperate in spectrum sensing (Cabric, Mishra, and Brodersen 2004). This
cooperative sensing is analogous to distributed detection in wireless sensor
networks (WSNs). In WSNs, each node makes its local decision and forwards
it to a common fusion center (FC) or central node that makes the final deci-
sion based on some fusion rule (Ben Letaief and Zhang 2009). A major differ-
ence between these two applications is in the coverage area of the network.
While WSNs cover smaller areas (most of the time), CRs are presumed to
cover wider areas, and thus designing cooperative sensing is more challeng-
ing. On the other hand, CRs are not battery powered like the WSN nodes.
Thus, they can benefit from sophisticated and advanced signal processing
techniques in designing the cooperative sensing.

Most of the contributions in the literature focus on the narrowband cooper-
ative sensing wherein the CRs collaborate to sense a particular narrowband
spectrum. Wideband sensing, on the other hand, allows the CRs to monitor
a group of narrowband spectrum portions so that the CR network has a lot
of options when intending to access the spectrum. In the following sections,
these two variants of cooperative spectrum sensing will be studied.

2.3.1 Narrowband Cooperative Sensing

Cooperative sensing can either be centralized or distributed (Ma, Li, and Juang
2009) depending on the decision-making process. In centralized cooperative
sensing, all local decisions are sent to a FC that makes the final decision and
informs all the CRs thereof, as shown in Figure 2.6. In other words, central-
ized cooperative sensing works as follows (Ben Letaief and Zhang 2009):

1. Each CR makes its local sensing using some sensing method as dis-
cussed above. In almost all papers addressing cooperative sensing,
the energy detection is assumed (Ganesan and Li 2007a, 2007b).

2. All users forward their local decisions to the FC.

3. The FC fuses all the data according to some fusion rule to make the
final decision. The final decision is then sent to all CRs.
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Cooperative sensing.

In distributed cooperative sensing, on the other hand, neighboring CRs
share their sensing information; each CR makes its final decision using its
own fusion rule.

Let us assume that a group of K CRs senses a particular spectrum band and
forwards their decisions to a FC. Let the decision of each node be denoted by
d;, i=1,...,K. When the PU is present, d; = 1, and when it is absent (that is,
a spectrum hole is available), d; = 0. Furthermore, let R denote the final deci-
sion made by the FC. Thus we can write

K
R= Edl =n H] (26)
4 <n Hy

where the FC chooses between two hypotheses, H,; where the PU is present
and H, when it is absent and a spectrum hole is available. If at least 7 CRs
decided that a PU is present, the FC chooses H,; otherwise it chooses H,.
The selection of the voting threshold n defines the decision rule used. There
are three commonly used decision rules (Ben Letaief and Zhang 2009): the
AND rule, (n = K); the OR rule, (n = 1); and the majority rule, (n > K/2). The
AND rule chooses H, if all the CRs choose it. Apparently, this rule is the
most aggressive rule in detecting spectrum holes. On the other hand, the
OR rule chooses H, if at least one CR chooses it. Thus, this rule is the most
conservative rule. Finally, the majority rule strikes a balance between these
rules by choosing H; if the majority of the users choose it. A performance
comparison between these three rules is shown in Figure 2.7. It is manifest
that the detection probability of the OR rule is superior to the other rules
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Centralized cooperative spectrum sensing performance with different fusion rules over fad-
ing channels with SNR = 10 dB and K = 10.

i.e, achieving the lowest miss-detection for the same SNR and false alarm
probability constraint.

The model in Equation (2.6) is indeed an oversimplified one. It does not
show the effects of fading and shadowing on the performance of coopera-
tive sensing. In fact, the performance of cooperative sensing depends on
three factors: the status of the sensing channels between the PU and the
CRs, the status of the reporting channels between the CRs and the FC, and
the decision rule. The effect of fading in the reporting channels on the coop-
erative sensing was studied in Ghasemi and Sousi (2005). Special emphasis
was given to the case of spatially correlated shadowing. On the other hand,
the effect of fading in the sensing channels on some of the sensing meth-
ods has been studied in the literature, as mentioned in Section 2.2.2. The
effect of these two factors on the performance of cooperative sensing can
be mitigated using spatial diversity. There is more than one way to achieve
spatial diversity, as mentioned in Section 2.1.2. These include using MIMO
systems and using cooperative diversity. Using MIMO systems was studied
in Digham, Alouini, and Simon (2003) to enhance the performance of the
energy detection over various fading channels, while the use of cooperative
diversity was recently studied in Ben Letaief and Zhang (2009). The authors
used a distributed Alamouti space time code to make couples of CRs relay
their local decisions to the FC. Using this cooperation scheme, the error rate
over the reporting channels was significantly reduced. We study this topic
further in Section 2.3.2.

The third factor affecting the performance of cooperative sensing is the
decision rule used. In the model above, the FC follows the suboptimal voting
scheme to make the final decision. This scheme achieves decent performance
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at a reduced overhead in the reporting channels. An alternative decision-
making rule was proposed in Quan et al. (2008), who extended the optimal
(when no prior information about the PUs is available) energy detection
method to the FC. In other words, each CR forwards its measurements (also
referred to as summary statistics) to the FC, which optimally combines them
and makes the final decision. Mathematically, each CR forwards its sum-
mary statistics Ti(x;), i=1,...,K, to the FC, which calculates the likelihood
ratio L(y),y = [T(xl),...,T(xK)]T, as

B P(Y|H1)7§

L(y) =
W)= by )

2.7)

and the result is then compared to a threshold value y to make the final deci-
sion. Obviously, the same difficulties faced by the energy detectors, espe-
cially choosing the decision threshold, will also be faced in this scheme.
However, due to the complexity in designing a detection method based on
the likelihood ratio, Quan et al. propose a reduced complexity decision sta-
tistic based on a weighted linear combination of the summary statistics. This
simplified decision statistic uses the following rule

H
L(y)=w'y2y 2.8
"Ho

to make the final decisions. The weights vector w can be chosen to account
for the contribution of the individual CRs. For instance, it can be a function
of the SNR; CRs with large SNR are weighted more than CRs with small
SNR. It was shown in Quan et al. (2008) that the performance of this subopti-
mal decision rule is indeed comparable to that based on the likelihood ratio
if the weights vector was properly chosen.

2.3.2 Wideband Cooperative Sensing

The ability of the CR to sense a wideband spectrum is an important topic
studied in the spectrum sensing literature (Tang 2005). The initial proposals
for wideband sensing assumed a flexible radio frequency (RF) front end that
allows the CR to sweep over a wide range of the spectrum (Cabric, Mishra,
and Brodersen 2004), as shown in Figure 2.8. However, this setup is slow
and inflexible (Quan et al. 2008) and is limited by the availability of a flex-
ible RF front end in hardware. Another issue with this proposal is the sens-
ing order—that is, where shall the sensing method start, what band shall
be sensed next, and how to optimally search for a spectrum hole in a wide
range of spectrum.
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Wideband spectrum sensing using sweep circuit.

Some of these questions were actually addressed in the literature. For
instance, in Luo et al. (2009), the sensing process was divided into two stages:
a coarse sensing stage and a fine sensing stage. In the first step, a wide spec-
trum range is tested using a low complexity sensing method such as energy
detection. If a spectrum hole is detected, the second stage is invoked. In this
stage, a high-accuracy sensing method such as cyclostationarity or matched
filter is used to search for the exact location of the spectrum hole. Analytical
results showed enhanced detection agility when the number of spectrum
holes is small compared to the conventional one-stage sensing.

An alternative solution to wideband spectrum sensing was proposed in
Quan et al. (2008) using cooperative sensing. It is assumed that each CR
observes a bank of K narrowband spectrum bands and forwards its sum-
mary statistics about all the bands to the FC. The FC makes a linear combina-
tion of these statistics and compares it to a decision threshold [see Equation
(2.8)]. Let us denote the summary statistics at the FC for the kth narrowband
by Y, = [T, Ty, - - -, T mlT; the FC uses the following decision rule

Hik
Zx = W—IgYR 2y 29)
Ho,k

Similar to the linear combination solution in Equation (2.8), the choice of
the weighting vector w; needs some design criteria. While in the narrowband
case, Quan et al. (2008) used the SNR criteria, here they designed the weight
vector such that the throughput of the CR network is maximized while meet-
ing an interference limit on the adjacent PUs’ network.

2.4 Dynamic Spectrum Access

Having understood the spectrum sensing process with its various aspects, let
us now look at the approaches for spectrum access. There are two spectrum
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access approaches studied in the literature: spectrum overlay and spectrum
underlay (Zhao and Sadler 2007). These two schemes are shown in Figure 2.9.

In spectrum overlay, CRs sense some frequency bands; once a spectrum
hole is detected, the CR uses it for transmission. This approach protects the
rights of PUs by using the band only when it is not used by the PU and
evacuating it once the PU resumes transmission. From the PU’s perspective,
there are two critical concerns regarding this approach:

e The CR’s ability to reduce the miss-detection as much as possible.
Missed detections are occasions wherein a band is deemed empty
while it is actually busy.

e The CR’s ability to evacuate the band as soon as the PU resumes
transmission.

The first concern urges developing high-accuracy sensing methods and
efficient cooperative sensing schemes as discussed previously. Although the
second concern might be considered an extension of the first one, designing
sensing methods for the evacuation is different from designing the regu-
lar sensing methods. While the latter aims at achieving reliable sensing, the
former aims at reducing the detection time as much as possible. This dif-
ference was recently observed in Lai, Fan, and Poor (2008), as mentioned
in Section 2.2.2.4, wherein a detection method that minimizes the detec-
tion time by continuously observing the used band was designed using the
quickest detection framework.

On the other hand, spectrum underlay allows CRs to access the spectrum
whenever they need to as long as they are not causing harmful interference to
the neighboring PUs. To enable this approach, a reliable interference control
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mechanism needs to be employed by all the CRs. This mechanism is composed
of the following steps:

1. Detect all the PUs in the neighborhood and estimate the distance to
each one.

2. Decide the interference limit for each PU.

3. Calculate the transmission power such that the interference limits
are not exceeded at any PU.

The FCC proposed the interference temperature (IT) as a measure of the
interference at the primary receivers (Establishment of Interference Temperature
Metric 2003). Despite the fact that this approach does not need reliable spec-
trum sensing and that CRs can access the spectrum whenever needed, the
development of this approach poses some serious challenges:

® The CR needs to continuously monitor all the PUs in its transmis-
sion range. This is a challenging process that needs advanced sig-
nal processing techniques such as estimating the angle of arrival
and estimating the power received from each PU. Furthermore,
this process needs to be continuously performed when the PUs
are mobile.

* TheIT needs to be specified for each neighboring PU. In fact, the con-
cept of IT attracted little attention in the literature since estimating
it is practically difficult (Haykin 2005). Furthermore, it was shown
in Clancy (2007) that there is more than one unique way to define
the IT, and that each one affects the achievable throughput for the
CR as well as the performance of the neighboring PUs differently.
The appropriate power control method used by the CRs needs to be
determined. In the underlay approach, CRs adjust their transmis-
sion power to meet the IT limit at all neighboring PUs. However, this
can affect the performance of the CR network significantly.

For these challenges, the literature focused more on the spectrum over-
lay approach for spectrum access. In fact, even the FCC themselves with-
drew their proposition regarding the IT (Re: Establishment of an Interference
Temperature Metric 2007). However, this idea is still being studied by some
researchers for possible spectrum access (Zhang and Liang 2008; Zhang,
Liang, and Xin 2008).

2.4.1 MIMO Systems for Spectrum Access

In the underlay approach, CRs are allowed to use the same spectrum band as
a PU at the same time and geographic area provided that this does not cause
harmful interference to the PU. Consequently, designing the transmission
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MIMO system.

matrix for a CR MIMO system becomes a challenging problem. The CR
needs to maximize its throughput while maintaining acceptable interference
levels to the neighboring PUs.

Consider the N x N MIMO system shown in Figure 2.10. The transmission
vector at the nth time slot is x[n] = [xl[n], xX[n],..., x[N ]]T eCM*!. Selecting the
symbols in this vector decides the type of MIMO system used. If the symbols
are identical (that is, x,[1] = x,[n] = - - - = x5 _4[1]), then the system is achieving
space diversity at the transmitter; if the symbols belong to different users, the
system is a spatial multiplexer. Furthermore, if the symbols are identical and
are weighted differently by some weighting vector to cope with the channel
information, the system is a transmit beamforming. Finally, if the received

T . . .
symbols y[n] = yi[n], y.[n],...,yuln] = are also weighted by some weighting
vector w, then the system is a transmit/receive beamforming,.

In general, the design process of these beamforming vectors is an optimi-
zation process that can be written as (Boyd and Vandenberghe 2004):

minimize fy(v,w)
subjectto fi(v,w)=<b;, i=1,..,m. (2.10)

The objective or the cost function f(v,w) decides the design criterion. It
can be the error rate, the average SNR, or another cost function, as discussed
in Palomar, Cioffi, and Lagunas (2003). Similarly, the constraint functions
{ ﬁ(v,w)}z1 can take different forms. The most commonly used ones are
the transmit power constraint and the interference constraint. Under the
umbrella of CR, a similar optimization shall be solved to design the beam-
forming vectors. However, the cost and constraint functions depend on the
scenario considered. For instance, in Zhang and Liang (2008), a pair of CRs
was assumed to access a particular spectrum occupied by a group of PUs, as
shown in Figure 2.11.
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Underlay approach considered in Zhang and Liang (2008).

It is also assumed that all users (CRs and PUs) are equipped with mul-
tiple antennas and that the CR transmitter exactly knows the channel
matrices between itself and all the PUs {G,}i;. Palomar et al. (2003) con-
sidered the problem of designing the transmission covariance matrix
S2E x[n]x"[n] eC™= that maximizes the instantaneous capacity of
the CR pair under two constraints: the transmission power constraint and
the interference power constraint. The CR’s transmission power should not
exceed P, watts, while the interference should not exceed T at the kth PU.
This problem was shown to encompass the design of optimal beamform-
ing vectors and spatial multiplexing vectors in some special cases. In fact,
it was shown that this problem can only be solved numerically using con-
vex optimization techniques such as the interior point method (Boyd and
Vandenberghe 2004). However, some special cases were considered where
suboptimal solutions based on the singular value decomposition of the CR’s
channel matrix H were proposed.

Key to the solution of this optimization problem was assuming prior
knowledge about the channel status between the CR and the PUs. In fact, this
assumption is impractical since there is no direct communication between
the two users. A similar approach was also studied in Zhang, Liang, and Xin
(2008) in a different scenario; however, the principles are the same.

It is the difficulty in obtaining the desired information in the underlay
approach that makes designing efficient MIMO systems a big challenge.
However, this is not the case in the overlay approach. In spectrum overlay, CRs
access the spectrum bands like regular users as long as the bands are empty.
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Hence, the interference limit constraint faced in the underlay approach is
not imposed herein. Obviously, this makes conventional design approaches
like those in Palomar, Cioffi, and Lagunas (2003) directly applicable to the
overlay approach. This is one of the reasons that made the research in the
overlay approach focused more on employing cooperative access schemes
rather than MIMO systems.

2.4.2 Cooperative Spectrum Access

As CRs cooperate with each other to sense the spectrum, they can also coop-
erate to access the spectrum. The idea of cooperative spectrum access is
shown in Figure 2.12.

In this figure, a group of CRs collaborate to relay the message of the first
CR to the base station. Since the CR network is covering a wide geographic
area, each CR experiences different spectrum conditions and thus detects
different spectrum holes. For instance, CR; in Figure 2.12 is only near PU,,
which uses f; for transmission; thus it has f,, f;, f, as available spectrum
bands. Consequently, the CR network as a whole has a wealth of spectrum
opportunities to be used for seamless transmission. To benefit from this
setup, Ben Letaief and Zhang (2009) introduced the concepts of cognitive
relay networks and cognitive space-time-frequency (STF) coding. We next
briefly discuss each of these concepts.

Consider a CR network consisting of a source node intending to send a
message to a destination node and a total of K relay nodes are available to
aid this transmission process. Let us also assume that there is a group of
PUs operating over a wide range of the spectrum. Let each CR fall within
the transmission range of at least one PU. Furthermore, assume that the PU
network is using a bank of N nonoverlapping frequency bands f,,f,, ..., fy

. Transmission range for each PU

’ PU: {f1} "'.,‘."' ' PU,: {fo} .. e

y S0

CRy: {f1 /33

CRI {f2f3f4} e CR Base station

: s

PU4 {f4}

Each CR has a set of
spectrum holes for possib!
transmission

FIGURE 2.12
Cooperative CR network.
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and that each PU can use all or part of these bands when operational (like an
OFDMA-based system). Consequently, each CR gets a map of the available
spectrum bands within its range using some sensing method. Hence, for the
whole CR network, a spectrum map (matrix B) is composed as follows:

bl,l b1,2 eee bl,N
po [t faroe b e
bKJ bK,Z bK,N

KxN
where the {by , }kK;Il\f 1«1 = 10,1} is an indicator for the availability of the nth spec-

trum band to the kth relay node. For instance, the spectrum map matrix for
the setup shown in Figure 2.12, (K = N = 4), is given by:

2.12)

_ == O
_ = O
—_ O = =
O == =

Notice that for a spectrum band { fn}ﬁ’:l to be used by the kth CR, it needs
to be available for the {k — 1}th and {k + 1}th CRs to avoid interference to the
neighboring PUs.

The main advantage of cognitive relay networks is achieving seamless
transmission if there is a continuous set of available spectrum bands between
the source and the destination. However, it was shown in Ben Letaief and
Zhang (2009) that if each relay node receives in one time slot and transmits in
the next, the achievable data rate will be reduced significantly. In fact, it was
shown that the larger the number of the relay nodes, the lower the achiev-
able data rate. To overcome this degradation, Ben Letaief and Zhang (2009)
proposed cognitive STF coding.

In the cognitive relay networks, each relay node uses at most two of the
available spectrum bands to receive and then relay the message one step to
the destination. By doing so, the CR network is in fact wasting a large por-
tion of the available spectrum bands. Cognitive STF coding is intended to
overcome this by fully exploiting the spectrum opportunities at each relay
node in the network. The proposed scheme works as follows:

1. In the first phase, the source broadcasts a block of N, symbols in N;
time slots to all intermediate relay nodes.

2. All relay nodes then decode the received signal and re-encode
it according to some coding scheme before forwarding it to the
destination.
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It was analytically shown that any conventional orthogonal space-time
block coding (STBC) can be used as long as all nodes use all available fre-
quencies to relay the message to the destination. Furthermore, it was also
shown that the achievable rate does not depend on the number of relay nodes.

2.5 Conclusion

This chapter focused on the cooperative dynamic spectrum access in CR net-
works. This research area is a new extension of the emerging CR technology.
It aims at bringing the advantages of MIMO systems and cooperative com-
munications to the CR technology. Dynamic spectrum access is a core task
lying at the heart of CR technology. It is the enabling parameter that allows
CRs to sense the spectrum holes prior to accessing them for opportunistic
transmission. It is a two-stage process: First, a spectrum sensing method is
employed to detect the spectrum holes, and then the CR chooses the best
way to exploit this hole to transmit data. In this chapter, we emphasized
utilizing MIMO systems and the emerging cooperative communications to
enhance the dynamic spectrum access process.
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Adaptive Modulation, Adaptive Power
Allocation, and Adaptive Medium Access

3.1 Introduction

The inherent requirements for wireless sensor networks (WSNs) to work
under complex conditions introduce a substantial number of constraints [1]
[2]. A few essential issues that still challenge the research community include:

e Realistic Protocol Design: Many of the current WSN platforms are
developed with assumptions that simplify the wireless communica-
tion process and the operation environments [3]. The lack of realistic
models for system design often makes the solutions work well in
simulation but not robust enough for actual networks. Research is
needed to focus on developing better models and new network pro-
tocols for the realistic sensing environments.

e Power Management: Due to the very limited capacity of the battery
powering the sensor nodes, energy is a precious resource in the
network. The fact that most sensor network applications require a
long operating lifetime emphasizes the importance of research to
improve energy efficiency in WSNs [4].

® Real-Time Operation: WSNs are highly time constrained. In many of
the applications, sensing information needs to be collected within
a short time frame in order to make the data acquisition valid and
accurate. However, most current protocols do not meet the real-
time operation requirement satisfactorily. This leads to the need for
designing real-time operation protocols that can sufficiently reduce
delays [5].

e Security and Privacy Issues: Sensor nodes are normally deployed
over large and accessible areas. Unencrypted information may be
intercepted during transmission. To ensure privacy in the system,
security issues must be considered and properly addressed in every
component.

51
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Notwithstanding, WSNs are gaining increasing popularity due to many
attractive features in flexibility, cost-efficiency, high resolution, cooperative
effort, and self-organizing capabilities [1] [4] [6]. Although each node is only
capable of a limited amount of processing, the coordination of a large group
of sensor nodes can form a WSN able to sense the environment in great
detail [7].

The main results of this chapter were originally derived in [65] and [66]
and are summarized below:

1. Different link adaptation policies are evaluated for energy saving.
The goal of this analysis is to achieve optimal spectral efficiency
while minimizing energy consumption in the network, thus extend-
ing the network operating lifetime while simultaneously meeting
the quality of service (QoS) requirements. The work of Goldsmith
et al. [8] is extended to compute the energy performance in the net-
work where the total available energy constraints are imposed on all
nodes in the communication path. Data rate and transmit power, the
two key factors determining energy consumption in the network,
are studied.

2. An adaptive sleep with adaptive modulation (ASAM) algorithm is
used to adaptively adjust the durations of the node operating stages
in the wireless channels for minimizing energy expenditure and
enhancing the network lifetime. Relevant formulas for calculating
energy consumption are derived for different medium access con-
trol (MAC) layer protocols. The energy consumption of adaptive
modulation (AM), adaptive modulation with idle mode (AMI) and
the ASAM algorithm is evaluated and compared.

3. Adaptive power control and allocation algorithms are introduced
to analyze the overall achievable rate and power level in single-hop
and multihop communications, respectively. Optimal power control
and allocation factors are also derived. An example of a two-link
multihop network is explored using different adaptive transmission
protocols.

This chapter is organized as follows. Section 3.2 provides the necessary
background and analytical framework for this work. Relevant parameters
and system models are described. Section 3.3 presents the literature review
of link adaptation and feedback communication systems. Recent research
and designs for energy-saving protocols are reviewed. The fundamentals
of different adaptive techniques are also explained. Section 3.4 describes
the ASAM algorithm and adaptive power allocation policy. Section 3.5
presents the simulation results. The effects of channel conditions, traf-
fic intensity, and number of modulation stages are deeply investigated.
The per-node operating lifetime for point-to-point communication and
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multihop networks using the link adaptation polices and ASAM is evalu-
ated and discussed.

3.2 System Model

In this section we are particularly interested in physical (PHY) layer channel
characteristics. Figure 3.1 displays the architecture of a typical wireless com-
munication system and the main components of interest.

3.2.1 Information Source and Sink

The communication information data x(f) are generated by the source unit.
In order to reduce the implementation complexity in practice, it is assumed
that the data are uniformly distributed and are generated at a fixed sym-
bol rate (see Section 3.3.5 for details). The communication system bandwidth
is denoted as B, and R, is the fixed symbol rate. The data are transmitted
through a flat-fading wireless channel where additive white Gaussian noise
(AWGN) is added during the process.

3.2.2 Transmitter

The transmitter in this model has three main tasks:

e Transmission: The transmitter sends the data through a wireless
channel to a receiver based on the selected modulation schemes and
power levels.

e Adaptive Modulation: Unlike in a traditional modulator, the modula-
tion scheme here is not fixed but varies based on QoS criteria. In this
section, an instantaneous bit-error-rate (BER) requirement is further

Transmitter Receiver

Demodulation

Adaptive
Modulation

x(t)

Channel
Estimation

Power

Adaptation

FIGURE 3.1
System architecture for a typical wireless communication system.
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imposed. Therefore, the data rates and the transmission durations
are determined by different modulation schemes, which in turn are
selected according to the performance requirements.

® Power Adaptation: The most appropriate power adaptation policy
(PAP) is selected to optimize power levels according to the channel
state information (CSI) feedback from the receiver. Two techniques
of power adaptation are considered in this chapter—namely, power
allocation and adaptive sleep—both discussed in detail in Section 3.4.

3.2.3 Receiver

The receiver is responsible for receiving data, demodulating the received
information, and estimating the CSI after the wireless channel. Hence a feed-
back channel is further required so that the estimated CSI can be fed back
to the transmitter. Normally there might be estimation errors and delays
involved in this feedback process, which negatively affects the transmitter
decisions. However, we assume that the channel estimation is perfect for the
receiver and the delay from the feedback channel is negligible.

3.2.4 Wireless Channel

During the processes of transmission, reception, and signal propagation, the
additive noise should be considered in the analysis. Considering the channel
gain and additive noise, the output signal can be expressed as:

y=h-x+z 3.1)

where x is the input signal, / is the channel gain, and z is the AWGN, here
formed by taking a zero-mean white Gaussian random variable with power
spectral density (PSD) of N,/2.

3.2.5 Lognormal Shadowing Channel Model

Wireless links experience shadowing and fading effects. In this section, the
shadowing effect of the channel is modeled as a lognormal distribution that
describes the random shadowing effects in the link budget calculation. The
received power level is formulated by considering the lognormal distrib-
uted path loss. Using this approximation, a simple path-loss model can be
expressed as [9]:

P, = B, -10nlogy di + X5 (3.2

0

where P, is the received power and P, is the received power at the reference
distance d, from the transmitter; d is the distance between the transmitter
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and the receiver; X, is a zero-mean Gaussian distributed random variable
with standard deviation o; and # is the path-loss exponent that is dependent
on the propagation environment. The typical values of  are in the range of
[2, 5] for common wireless sensor environments [10].

3.2.6 Rician Fading Channel Model

Here the multipath fading effects are modeled by Rician distribution.

When analyzing the fading probability distribution of the wireless chan-
nel, Rician PDF is normally represented as a function of the received signal
to noise ratio (SNR) (y) [10]:

PF(’Y)=(1-:-{ )e Y I, 2 K(l;K)Y

,v=0. 3.3

where I, is the modified Bessel function of the first kind with order zero,
and K is the Rician K-factor defined as the ratio of dominant component sig-
nal power over the local mean scattered power. In other words, the K-factor
shows the strength of the line-of-sight (LOS) signal in the channel [11]. In this
section, links are uncorrelated so that the shadowing and fading effect on
one link has no impact on others. Thus, the channel Rician K-factors can be
varied independently for each link.

3.3 Adaptive Transmission and Feedback
Communication System

3.3.1 Introduction

Adaptive modulation (AM) or link adaptation allows for dynamic adjustment
of the communication systems (for example, by changing modulation [12] and
coding [13] schemes and other parameters [14]), according to the characteristics
of the time-varying channel [15]. This effectively improves spectral efficiency
by adapting transmission parameters to specific communication conditions.

The basic concept behind adaptive transmission is to maintain a stable
level of E,/N, by varying the transmit power, data rate, coding rate, coding
scheme, or a combination of them. It takes advantage of favorable channel
conditions by transmitting data at high speed. In this way, spectral efficiency
is improved while maintaining BER requirements [15].

3.3.2 Adaptive System Design

Figure 3.2 illustrates the system model for a typical adaptive transmission
system. Unlike in traditional communication systems, modulation level and
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FIGURE 3.2
Adaptive feedback system model.

transmit power in adaptive systems are not fixed but dynamically controlled
by transmitter. Through the feedback channel, the transmitter exchanges
information with the receiver and collects the current CSI data. The trans-
mitter can then make decisions on the proper transmission parameters to
use. During the process, both adaptive modulation control and power adap-
tation units are functioning simultaneously to ensure modulation schemes
and transmit power are selected accurately.

The receiver has two functionalities: demodulation and estimation. It
cooperates with the transmitter to determine the transmitted information
and to estimate the CSI. During the estimation and feedback process, delay
and error can occur, impairing the accuracy of the estimates.

3.3.3 Link Adaptations

The parameters for adjustment can include: symbol rate [16], modulation
schemes or constellation size, transmit power [17], data transmission rate
[12] [18] [19] [20], and coding parameters [21] [22] [23] [24]. These parameters
can be varied either individually or jointly according to application and per-
formance requirements. Recent researches have focused on adapting one or
two parameters, specifically, power and/or rate [15] [16] [20] [19] [25], rate and
coding [13] [21], and BER [21].

The work by Goldsmith et al. [20] indicates that the Shannon capacity of a
flat-fading channel can be best achieved by jointly varying the data rate and
transmit power. In addition, since the data rate and the transmit power are
two parameters for calculating the network energy, variable-rate/variable-
power adaptation becomes the most interesting link adaptation policy in
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research when analyzing the network energy consumption. In this section,
the link adaptation system performance is evaluated using variable rate and
variable power both individually and jointly. The objective is to solve the
energy optimization problem so that the maximum node lifetime is achieved
under network constraints.

Early studies on adaptation techniques were done by Cavers [16] and
Hayes [17] in the 1960s. The results were promising for adaptive techniques
to improve the system efficiency and throughput by supporting various com-
munication profiles and multiple transmission rates according to the link
quality. However, due to the hardware limitations and difficulties in accu-
rate estimation of the CSI, link adaptation was considered unfeasible at that
time [8]. With advances in technology, especially in hardware, the original
concerns of link adaptation have become less prohibitive. Technologies that
incorporate AM into wireless local area networks (WLANS) [26] [27] [28] [29],
multiple-input/multiple-output (MIMO) communications [30], and 3G/4G
cellular networks have revived [25] [31] [32] [33] [34].

It has to be noted that the adaptive systems must be designed to ensure
that consistent communication requirements are met. Link adaptation pro-
tocols can avoid the poor utilization of the channel even with deep fading.
Therefore, link adaptation increases the spectral efficiency by transmitting
at desirable speed based on channel conditions. Particularly for multihop
relay networks, communication links can transmit at different data rates and
power levels to achieve optimal spectral efficiency and minimum energy
consumption.

However, link adaptation still suffers from a few practical limitations [35].
First, itis highly dependent on reliable receivers and feedback channels to esti-
mate and relay accurate CSI to transmitters. In addition, the communication
process requires real-time estimation and error-free transmission in order to
ensure the accuracy of the transmitter decisions. If the time-varying CSI can-
not be received correctly or timely, link adaptation is not possible. Furthermore,
most link adaptation techniques are evaluated mainly in terms of simulations.
Actual experiments in realistic networks are desperately needed.

3.3.4 Link Adaptation for Energy-Constrained Networks

Applying link adaptation to energy-constrained sensor networks has received
a significant amount of interests in research [36] [38] [39] [40]. Many designs
offer optimal energy performance by using extra low-power components
in sensor nodes [37] [41] [42]. However, additional hardware can introduce
noise and errors to the network and influence the system performance [35].
Some works also consider using dynamic routing protocols for delivering the
information from source to destination [43] [44] [45]. The design often focuses
on balancing battery power for all nodes along the transmission routes.
Recent research in the field of energy-constrained sensor networks also
proposes the concept of energy-aware protocols to control the power levels
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during transmission [46-49, 64]. Instead of being fixed beforehand, the trans-
mit power is dynamically allotted. Energy-aware protocols balance the link
budget through adaptive variation, so that each transmission can spend a
different amount of energy given the channel conditions [17]. Thus, without
wasting the power or sacrificing BER, the protocol provides high average link
energy efficiency by taking advantage of flat-fading through adaptation. No
energy is wasted during the process, hence maximizing the node lifetime.

One of the essential ideas in these energy-aware protocols is to power down
the nodes when they are not performing any tasks. This is due to the fact
that in WSNs, nodes normally need to be communicating for a short period
of time only; thus a high degree of redundancy usually exists in network
topology [30]. It is possible to design wireless communication protocols to
minimize energy consumption by letting the nodes sleep for the maximum
amount of time. Adaptive sleep (AS) technique, therefore, has been proposed
so that node sleep time can be adjusted based on current fading conditions.
Most of the time when there is no communication occurring, nodes are pow-
ered down and operated at the minimum power level. This standby power
can be orders of magnitude lower than the active power. Energy efficiency is
thereby improved as sleep time is maximized in the network.

3.3.5 Adaptive Techniques

Dynamically adjusting the transmission parameters leads to various adap-
tive techniques. This chapter investigates the network energy consumption
by considering data rate and transmit power. For a given BER constraint, the
spectral efficiency has to be optimized, which applies to all adaptive tech-
niques. The approximations and formulas for different link adaptation poli-
cies are presented in the following sections.

3.3.5.1 BER Approximation for Multiple Quadrature Amplitude Modulation

The spectral efficiency is the main advantage to be gained from AM anal-
ysis. It is defined as the average data rate per unit bandwidth (R/B). The
transmission rates are determined by the modulation schemes, that is,
r(y) =log,[M(y)] (bits/symbol) [8]. Therefore, the spectral efficiency for
continuous rate adaptation [Equation (3.4)] and the discrete rate adaptation
[Equation (3.5)], respectively, are given by [8]:

%=IT(Y)P(Y)‘1Y (34)
0
N-1 Vist

% = Zr f p(y)dy (3.5)
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The adaptive rate r(y) is determined by the modulation schemes typically
restricted by an average transmit power P. The transmit power constraint in
this assumption is given by:

%

fP(Y)P(Y)dY <P (3.6)

0

With Gray bit mapping, the expression for the BER of multiple quadrature
amplitude modulation (MQAM) can be approximated as a function of the
receiver SNR

P(y)
T
and the constellation size M [8]:
BERyigam (1) = 2z (3.7)
log, M

As this expression cannot be easily solved for its power P(y) and its rate
R =log,M, it can be considered as a tight approximation of the following
equation for constellation size M > 2 and BER less than 10— [8]:

-1.5y PPY)
-1

BERMQAM(Y) = O.ZGXp M

3.8)

This tight approximation for rate variation and power adaptation is used
in this chapter for network lifetime analysis.

3.3.5.2 Variable Rate

Considering the data transmission rate varies with channel gain, the net-
work can achieve its optimal transmission rate by two means: (1) fixing
the symbol rate and using multiple modulation schemes or constellation
sizes, or (2) fixing the modulation scheme and changing the symbol rate.
Usually, the second method is difficult to implement because varying the
symbol rate requires varying the signal bandwidth, which is complicated
in practice [23]. In contrast, changing the modulation types or the constel-
lation sizes is more feasible. For this reason, it is employed in this chapter;
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that is, the modulation schemes are varied to achieve the optimal rate dur-
ing transmission.

To formulate the variable-rate modulation problem, we consider a family
of MQAM signals with a fixed symbol rate T,, with M denoting the constella-
tion size of the modulation scheme, P denoting the average transmit power,
and N, and B being the noise and bandwidth, respectively. Assuming ideal
Nyquist pulses for each constellation and unity average channel gain, the
average received SNR is expressed as [8]:

V= TR (39

Recall that the spectral efficiency is defined as data rate per unit band-
width R/B. For a fixed M, it becomes R/B = (log,M)/B bits/symbol. In this
case, we are only considering the variable rate. The spectral efficiency
is therefore parametrized by the average transmit power and the BER.
Rearrange Equation (3.9) in terms of M, the expression for the constellation
size is obtained as a function of the received SNR v:

-1.5y  P(y)

MOr)=14 Ry P

(3.10)

The relation between symbol rates and received SNRs for continuous and
discrete rate adaptation is depicted in Figure 3.3. The spectral efficiency can
then be optimized by maximizing:

E r(y) =E logz flogz 1+1n(51B5gR)PI(3Y) p(y)dy (3.1

with respect to the power constraint in Equation (3.6).

3.3.5.3 Variable Power

The transmit power can be adapted to compensate for SNRs. The goal is to
maintain a fixed BER and, equivalently, a constant received SNR. In [8], two
techniques are proposed for fixed-rate variable-power adaptation: channel
inversion adaptation and truncated channel inversion. Although both tech-
niques aim to maintain a constant received SNR, the former suffers from
a larger power penalty since most of the average signal power is used to
compensate for deep fading condition, while the latter provides a cutoff level
below which no signal is transmitted. The power adaptation formula for
channel inversion is
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= | Q

where o is the constant received SNR, and v is the channel gain.
Using this power adaptation policy, the spectral efficiency is obtained by
substituting Equation (3.12) into (3.11):

R
—=1 1
B og, 1+

-1.5y

In(5BER)E[1/v]

(3.13)

When using the truncated channel inversion for power adaptation, the
fading can be inverted above a given cutoff y;,. The power adaptation is [8]:

P(y)

P

=<|a

o

(3.14)

Similarly, the spectral efficiency for truncated channel inversion is given by:

% = max,olog, 1+

-1.5y

In(5BER)E,[1/ Y] (315)
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By introducing a power control technique to determine the power level
needed for a successful transmission, power control values are formulated by
rearranging Equation (3.10) in terms of P(y) / P. We then obtain the expres-
sion of the normalized power control factor as:

P(y) In(5BER)x(M-1) (316)
P -1.5-y '

For each received SNR value, the instantaneous power value P(y) can be
calculated as the product of the power control factor P(y) / P and the average
power P. Thus, instead of using a fixed average power for transmission at all
times, the instantaneous power level can be varied according to the channel
conditions. The power control factors relative to the received SNRs are dis-
played in Figure 3.4. As shown in the figure, the power level is reduced with
increased SNR for the same modulation scheme. Significant power increase
occurs only when the transmitter is switching from the lower modulation
levels to the higher ones.

3.3.5.4 Adaptive Rate and Power for MQAM Modulation Scheme

By combining rate adaptation and variable-power techniques, the spectral
efficiency can be further improved. Optimal spectral efficiency can be deter-
mined for four cases: continuous rate adaptation with an average BER con-
straint (C-Rate A-BER), continuous rate adaptation with an instantaneous
BER constraint (C-Rate I-BER), discrete rate adaptation with an average BER
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Normalized power allocation for MQAM.
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constraint (D-Rate A-BER), and discrete rate adaptation with an instanta-
neous BER constraint (D-Rate I-BER) [18].

In this section, the discrete rate continuous power adaptation (see Section
3.4.2 for details) is used to maximize the spectral efficiency with the con-
straints of average power and average BER. This then becomes a constrained
optimization problem that can be solved using the Lagrange method. The
general Lagrange equation for this optimization problem subject to the
power and BER constraints is given by:

n

For =ﬁ(v)+x12BERi(v)+x221%(y) (317)

wheref, is the energy function; BER, is the instantaneous BER constraints; and
P; is the average transmit power constraints subject to each SNR value. The
optimal rate and power can be satisfied by solving the following equation:

afopt _ aﬁwt _
ar(y) =0 and 6P(y) =0 (3.18)

where 7(y) and P(y) are the rate and power, respectively. Both of them are
non-negative for all SNR .

3.4 Multihop Relay Network and Energy-
Constrained Network Analysis

3.4.1 Energy Consumption with Adaptation Techniques

The general formula for energy consumption can be expressed as:
E=PxT (3.18)

where P is the power level and T is the transmission time determined as the
reciprocal of the data rate: T = 1/R. Therefore, energy consumption is also
dependent on the communication data rate.

In this section, we consider four operation modes with different power
levels for the sensor nodes:

* Transmission mode: The packet is transmitted from one node to
another. Both radio transmission and the central processing unit
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(CPU) are active in transmission mode. The device is able to activate
the processor, listen to the channel, wait for reception, and transmit
data. The transmission mode requires the highest power level com-
pared to the other modes.

® Active mode: The node is awake and waiting for receiving the pack-
ets. In this mode, the transmission is off while the CPU maintains
a high functionality. The current consumption now is referred to as
“run current,” which supports a high volume of CPU activities. The
active mode spends less energy than the transmission mode.

o Jdle mode: Here, the CPU maintains low activities. The radio trans-
mission is off. Therefore, the current consumption in this mode is
lower than in both the transmission and the active modes, but higher
than the sleep mode.

e Sleep mode: After the data is successfully delivered, the node hiber-
nates. Most node components are powered down and placed on
standby to save energy. To wake up the transmitter and CPU again,
it only needs a clock-type signal. The power consumption in this
mode is the lowest among the four modes.

The energy consumed at each stage is determined by its power level and
operating duration. This section studies the per-node lifetime during com-
munication by considering the energy consumption of the four different
operating stages. Link adaptation technique is analyzed in point-to-point
communication for single-hop networks. In addition, adaptive power alloca-
tion factors for multihop relay networks are also derived.

3.4.2 Single-Hop Discrete Rate Continuous Power Adaptation

We first investigate the single-hop network case where the source directly
transmits to its destination. Here, we consider the discrete rate continuous
power adaptation with instantaneous BER adaptation [35]. For a given set
of discrete rates {n}ill =log,(M;), each rate remains constant in the region

[vi,¥is1), wherei=1,2,...,N - 1. According to Equations (3.15) and (3.16), the
optimal power adaptation is expressed as [8]:

(3.19)

where

and BER(y) = BER in this case.
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The optimal rate region boundaries can be found via the Lagrange optimi-
zation method. The Lagrange equation for a discrete rate continuous power
protocol is given by [18]:

Yi+l Yi+1h i
](erYZ,..-,YN)= Z nfp(y)dy+7\ 2 f E{r)p(y)dy—l (3.20)

17 0sisN-17y;

Solve the equations:

o] 0, 0<isN-1 (3.21)
aYi

Therefore, the SNR thresholds of the optimal power can be found as:

h
yo = ) g (3.22)
o
and
yi=Mp, 0<i=N-1 (3.23)
=T

where p is a constant determined by the average power constraints in
Equation (3.6).

Interpreting this equation in a discrete rate manner, the average power can
be determined by:

2 fh(f)p(y)dy=1 (3.24)

Since source nodes directly transmit to the destination, energy consump-
tion in the network can be quantified by the node lifetime. The node lifetime,
in turn, is defined as the period of time during which the node has suf-
ficient energy for transmitting information to its destination. The objective
of single-hop discrete rate continuous power adaptation is then to achieve
maximum node lifetime by adaptively changing the transmission rate and
power level according to the channel conditions, based on the discrete rate
threshold values derived via Equations (3.22)—(3.24).

3.4.3 Multihop Relay Networks

In the previous section, the node lifetime in single-hop WSNs was discussed.
However, a typical WSN system usually consists of several nodes. These
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nodes communicate with each other and form a multihop network. In this
scenario, we focus on the lifetime of the overall network instead of the life-
time of a single node.

In particular, we are concerned with two types of multihop networks: (1)
relay networks in which source data are transmitted to the destination via
relay nodes, and (2) multiple-link networks in which multiple wireless com-
munication links are formed by several independent sources and destina-
tions. In both cases, wireless channels can be easily influenced by each other.
As a result, the shadowing effects between links are normally correlated.
This phenomenon leads to new research directions in multihop-correlated
shadowing. Recent research has considered such correlation effects and pro-
posed more realistic channel models [50] [51]. In this section, however, we
consider a simplified model in which the links are independent with no cor-
related shadowing effects.

3.4.3.1 Link Adaptation in Multihop Relay Networks

In the same WSN, communication links are usually subject to different chan-
nel conditions [52]. This is because wireless links are formed by sensor nodes
that are randomly distributed in the environment, and channel fading often
varies with time, geographical position, and radio frequency. Figure 3.5 illus-
trates an example of a multihop relay network model. In the figure, the source
node and destination node are located in bad and good channel conditions,
respectively, with several relay nodes distributed under different channel
conditions. Information is forwarded to its destination through the chosen
relays by taking the energy-saving routing protocol into consideration [53].

Source

Poor channel ]
condition
environment

Bad channel
condition I\

environment

Relay 1

Good channel
condition
environment

FIGURE 3.5
Example of multihop relay network.
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In this scenario, we are interested in analyzing the behavior of link adapta-
tion in two-link relay networks.

A simplified model for this two-link relay network is shown in Figure 3.6.
In this model, source, relay, and destination nodes form two wireless chan-
nels. The same packet is delivered through both communication links.
However, transmitters in source node and relay node make independent
decisions on which modulation type and power level to employ. The net-
work is constrained by the total available energy. Although the amount of
energy is fixed, the necessary transmit power allotted to each node is adap-
tively adjusted to achieve minimum network energy consumption.

We introduce the power allocation factor o. It is defined as the percent-
age of the total average power allocated to the node; hence oo must satisfy
0 < a < 1. Extending Equation (3.20) and considering the scenario of dis-
crete rate continuous power adaptation, the optimization problem can be
interpreted as:

Yi+l Yx‘+lh(ri)
1727+ YN )= i d d - .
T(vi,v2,-0n) Osz_rfp(v) v+ 2 f ; p(y)dy-a (325

1 Yi 0<i=N-1 Yi

The optimal rate and power region boundaries can be obtained using essen-
tially the same procedure described by Equations (3.21)—(3.23). Inserting the
new parameter o to Equation (3.24), the transmit power constraint becomes:

2 Yj’]h(vr")p(v)dy -a (3.26)

0sisN-17;

In the two-link relay network shown in Figure 3.6, the total energy is
divided between the source node and the relay node. Denote their power
allocation factors as o, and o, respectively. Both o, and o, satisfy the energy
constraints in the network; that is,

O<oy<l,0<o,<1 (3.27)

o +o,=1 (3.28)
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Denote the energy consumption in link 1 and link 2 as E; and E,, and the
link lifetimes as T; and T,, respectively. In addition, it is assumed that when
the energy allocated to either node has been exhausted, the whole network
is considered “dead” and reaches the limit of its lifetime. Define the network
lifetime as the period of time that both nodes are alive and able to transmit
data; that is, Network Lifetime = min(Link1 lifetime, Link2 lifetime). The optimal
network lifetime T" is expressed as:

T" = max(min(Ti, T2)) (3.29)

o

where o is the optimal power allocation vector that contains the power
allocation factors for both links when the network lifetime is maximized.
Considering the energy consumption, we can also formulate the problem by
calculating the minimum energy consumption in the entire network subject
to optimal power allocation:

E= min(max(El,Ez)) (3.30)

Thus, by solving the optimal network energy consumption problem, the
optimal power allocation factors are determined.

3.4.3.2 Link Adaptation in Multiple-Link Networks

When there are several source nodes and destination nodes in the network,
data transmission between nodes establishes multiple communication links.
This is known as the multiple-link network. Figure 3.7 depicts a five-link
example where five source nodes and five destination nodes are randomly
distributed in the network. Each source node can only communicate with
its own destination node and all the links operate individually. Therefore,
energy consumption of each link could be considered independently. For
different channel-fading conditions, the nodes consume different amounts
of energy for delivering packets successfully. When a source node exhausts
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FIGURE 3.7
Example of multiple sources and destinations network model.
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its battery energy, it is no longer able to transmit information and the con-
nectivity of this particular path is lost. The network lifetime is related to the
number of nodes still alive.

3.4.4 MAC Layer Adaptive Modulation and Adaptive Sleep

This section investigates a number of MAC layer [54] [55] [56] [57] protocols
involving adaptive modulation and adaptive sleep.

Figure 3.8 displays the total frame duration that can be split into the actual
data transmission time (labeled as Tx in the figure) and active/idle time
when the transmission process has been completed and no further actions
are required. Between two subsequent transmissions, the nodes can be put
to sleep.

Notice that the active/idle stage is the MAC layer preallocated contention
period, which ensures that the previous transmission is completed before
the next one happens. During this contention period, the node can operate
either in the active stage with high CPU activities or in the idle stage with
low CPU activities depending on different CPU functionalities. Obviously,
the active stage requires a higher power level than the idle stage, but since
the radio transmission is off in the active stage, the power levels are much
smaller compared to the transmission stage. In WSNs, nodes send acknowl-
edgment (ACK) packets such as idle channel information, clear to send (CTS),
and request to send (RTS) to indicate their channel status. Based on different
ACKs, the node responds with corresponding actions. These actions, how-
ever, also take time to be processed, thus incurring delays and sometimes
collisions. In this sense, the contention period gives extra room for the chan-
nel to deliver the previous packet and prepare the channel for the next one.
After the fixed contention period, the node enters the sleep stage to wait for
the next transmission.

The sleep stage, on the other hand, is the time interval between transmis-
sions. It is also known as the “hibernation mode,” during which all com-
ponents in the node are not processing. Since nodes in WSNs do not need
to operate at all times, they can be powered down right after completing
the contention period. Energy consumption is thus minimized. Depending
on how frequently the data is transmitted, the sleep time might account for

Packet Duration

T »|  Between
Fixed packet MAC Controlled Fixed Packets
Transmission Contention Period Sleep Stage Next Packet

< Ttx > < Td

Tx Active/Idle Tx

FIGURE 3.8
Packet duration in MAC layer protocol.
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a substantial portion of the overall communication duration. Consequently,
energy saving can be considerable.

We consider a basic MAC layer protocol in which the time of channel occu-
pation is fixed for a given transmission. The protocol also preallocates the
durations of the node transmission and the active and idle stages, giving no
freedom for energy adaptation. Asillustrated in Figure 3.8, every time the node
detects a packet waiting to be transmitted, the protocol wakes up the node and
sets the (fixed) durations for the transmission, active, and sleep stages.

Adaptive modulation techniques, on the other hand, dynamically
change the data rates according to the channel conditions. This normally
varies the transmission duration to be less than the preallocated transmis-
sion, hence reducing the amount of energy consumed by the transmis-
sion stage. For further optimization in energy consumption, the network
can consider employing energy-aware protocol for intercommunication
between sensor nodes, also known as MAC layer adaptive sleep [58].
Adaptive sleep techniques have been studied recently to improve energy
efficiency in WSNs. It uses MAC layer protocols to set the duty cycle for
the contention period and adaptively adjusts the sleep time according to
CSI. Therefore, instead of remaining in the active or idle stages, it can stay
in the sleep stage after the contention period until the next packet is ready
to be transmitted.

In the following sections, we explain the operating stages for adaptive
modulation (AM), adaptive modulation with idle mode (AMI), and adap-
tive sleep with adaptive modulation mode (ASAM). The total energy (E,) is
defined as the available battery energy per node.

The communication processes consume energy and, due to different
operation stages, the total consumed energy (E,) consists of (1) transmis-
sion energy (E), (2) active energy (E,..), and (3) idle energy (E;,). The sleep
energy (E,,,,) is also considered in the process. In order to conduct a fair
comparison of the energy consumption among the three algorithms, the
sleep energy level and the time intervals between packets are considered the
same. However, the sleep duration is dependent on the traffic intensity in
the network. The time dedicated to one packet (T,,.) and duty cycle of the
contention period (T;) are predetermined by the MAC layer protocol.

3.4.4.1 Energy Consumption in Adaptive Modulation Mode

Combining AM techniques with the MAC layer protocol, the transmission
time can be dynamically adjusted via adapting modulation schemes. As
mentioned in Section 3.4.1, energy consumption is the product of the power
level and transmission time. Hence, the less time for the transmission, the
less energy is used during the process. AM allows the data to be transmitted
at different rates according to the channel conditions. It adaptively changes
the modulation constellation size, thereby varying the rate and transmis-
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Energy consumption in adaptive modulation mode.

sion time. Thus, the duration for the actual transmission process does not
necessarily cover the entire transmission time (T}, as shown in Figure 3.8).

Asillustrated in Figure 3.9, the node first switches to the active stage with a
lower power level after the transmission. It then enters the idle stage, which
further reduces the power level compared to the other two stages. Note that
the time for the transmission stage is controlled by AM, while the node idle
duration is still controlled by the MAC layer protocol. The overall energy
consumption is calculated by considering the three types of energy expen-
diture in the network:

AM
Ec = Etx + Eactive + Eidle

= Ptx X Ttx +P, active X Tactive + Pidle X T;‘dle

l l
= Ptx X E + P/zctive X (Tpacket - E - Td) + Pidle X Td (331)

where P, is the transmit power; T,, = & is the adaptive transmission time
where [ is the packet length and R is the AM rate; E,, = P, x T, is the trans-
mission energy; P,.:. is the active stage power; Ty, is the time the node
operates in active stage, which varies in line with Ty; E.ive = Pactive X Tactive 1S
the active energy; P, is the idle power; T, is the fixed idle time determined
by MAC layer protocol; and Ejy, = Pg. x Ty is the idle energy. Also note that
Ty = %/Tnﬂe =T,, and T, + Tetive + Tiate = packet -

3.4.4.2 Energy Consumption in Adaptive Modulation with Idle Mode

In AM, the node operates in the active mode after transmission when the
CPU still has high activities, which might include executing back-stage pro-
grams and/or storing information to the memory. However, in WSNS, there
is no need for the node to maintain a high volume of activities after each
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Energy consumption for adaptive modulation with idle mode.

transmission. Instead, it can operate in the idle mode immediately after
transmission (Figure 3.10). This offers additional improvement in energy effi-
ciency. This process is called adaptive modulation with idle mode. Its total
energy consumption is determined as:

AMI
Ec = Etx + Eidle

= Bx X ’I;,‘x + Bdle X ’I;'dle + I)idle X T;'dle
l l
= Bx X E + Pidle X Tpucket - Td - E + Pidle X Td

I l
= Ptx X i + Pidle X Tpacket - E (332)

Similarly, P, is the transmit power; T, = L is the adaptive transmission
time; [ is the packet length; R is the AM rate; E;, = P, x T, is the transmission
energy; Py, is the idle power; Ty, is the adaptive idle time; Ty, = T} is the
fixed node idle time; and Eiy, = Py % Tiae + Pae x Tiae is the idle energy. In this
case, Tix + Tiae + Tigie = Tpacket -

3.4.4.3 Energy Consumption in Adaptive Sleep
with Adaptive Modulation Mode

In order to further minimize energy consumption, an ASAM algorithm is
used that combines the adaptive sleep with adaptive modulation based on the
MAC layer protocol. As shown in Figure 3.11, the MAC layer still allocates
the same amount of idle period to ensure the previous packet was success-
fully delivered. However, instead of staying in the active or idle stage for a
while, the node is put into the sleep stage right after the preallocated conten-
tion period T,. In other words, the additional active or idle stage is not neces-
sary for this algorithm. The total time for completing one packet is adaptively
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Energy consumption for adaptive sleep with adaptive modulation mode.

reduced. Therefore, not only the transmission time is adapted by AM, but also
the sleep time is varied by AS. The energy consumption formula

ASAM
Ec = Etx + Eidle + Esleep

= I)tx X T;.‘x + Bdle X T;'dle + Psleep X Tsleep

l l
=P x E + Py x Ty + Psleep X Tpacket - E -T; (333)

Note that in this case, Py, is the sleep power, T, is the adaptive sleep dura-
tion, and Egep = Pieey X Titeep is the sleep energy dynamically controlled by AS
protocol.

3.5 Simulation Examples and Illustrations

This section first explains the simulation steps and methodology and then
presents the simulation results. The experimental parameters and assump-
tions are discussed. Based on the framework established in Section 3.2, we
investigate the energy consumption in the network under different degrees
of lognormal shadowing and Rician fading channel conditions. Different
link adaptation policies are studied and used to evaluate the network life-
time. Comparisons are drawn among the AM, AMI, and ASAM schemes.
The impact of different transmission parameters on node lifetime is ana-
lyzed. Furthermore, we calculate the optimal power allocation vectors for
a two-link relay network and investigate its effects on the network lifetime.

3.5.1 Simulation Objective

The objective of this work is to evaluate the performance of adaptive modula-
tion polices under energy constraints for WSNs. By considering the network
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constraints, various link adaptation protocols are evaluated based on energy
optimization methods. The joint optimization of rate and power is performed
for point-to-point communication. The adaptive power allocation algorithm
is further examined for reducing energy cost in multihop networks. The sec-
ond goal is to investigate the ability of the ASAM algorithms to improve
energy saving. The system’s operating lifetime is compared by assessing
the energy efficiency using different algorithms. Finally, the performance
of AM, AM]I, and ASAM on commercial WSN transceivers is investigated.

3.5.1.1 Simulation Parameters

The simulation parameters are selected such that the QoS requirements for
the worst-case scenario are met [59] [60]. Relevant parameters are listed in
Table 3.1.

3.5.1.2 Simulation Assumptions

Trading off the simulation accuracy with complexity, the following assump-
tions are made:

e Both transmitter and receiver have perfect knowledge of CSI.

¢ The transmission parameters remain constant over one frame period.

¢ Channel conditions stay the same during transmission.

® No errors are introduced by the feedback channel, and the delay
is negligible.

¢ Thetransmissionprocessisreliableand all packetsarriveindependently.

¢ Perfect routing nodes are selected and all nodes are aware of their
position to others.

3.5.2 Energy Optimization

The energy efficiency in the network is highly dependent on the transmis-
sion parameters and channel conditions. The focus of the simulation is to
evaluate different energy optimization algorithms by adjusting the network
parameters. For a given BER constraint, the optimal energy in the network is
obtained by jointly considering the data rate and the transmit power. Since
nodes in a network can be distributed among different channel condition
environments, the channel conditions are modeled by considering different
fading effects for each link.

Optimizing the data rate and the transmit power jointly contributes to energy
cost reduction in transmission under fading channel conditions. Given the set
of MQAM constellations and BER constraints listed in Table 3.1, the switching
levels for the discrete rate adaptation can be calculated using Equation (3.11).
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TABLE 3.1

Simulation Parameters

Parameter  Description Value

K Rician K-factor {0, 5,10, 15, 20} dB
o Lognormal shadowing variance {0,2,4,6,8} dB
v Average SNR 10-36 dB

p, BER requirement for QoS 10+

M MQAM modulation constellation size {2, 4,16, 64, 256}
B Channel bandwidth 200 kHz

n Path-loss exponent 3

E, Total battery capacity 1200 mAhr

14 Operating voltage 3.6V

Ir Transmit current 120 mA

Live Active current 100 mA

Lige Idle current 1 mA

Lty Sleep current 0.1 mA

T, Duty cycle for contention period 75%

Tacket Packet duration 1 unit of time

The transmitter is designed to automatically switch to the next level modula-
tion scheme once the average SNR exceeds the threshold. However, within the
same modulation scheme, the transmission rate stays constant. Using Equations
(3.22) and (3.23), the optimal transmission rates are obtained. Packets are then
delivered at the optimal rate to decrease the transmission time.

3.5.2.1 Energy Consumption in AM, AMI, and ASAM

This section investigates the energy consumption in AM, AMI, and ASAM.
Recalling the energy consumption formulas, the node lifetime of AM, AMI,
and ASAM is calculated based on the different operating stages required by
each algorithm. We analyze the source node lifetime for successfully deliver-
ing a certain number of packets using the adaptive discrete rate continuous
power policy.

The node lifetime achieved by the three algorithms under different
degrees of channel-fading conditions are shown in Figure 3.12 for lognormal
shadowing and Figure 3.13 for Rician fading, respectively. As can be seen
from the figures, the ASAM algorithm consistently outperforms the AM
technique. Nodes can operate up to 221 days using ASAM, while the lon-
gest node lifetime using AM is only 42 days. This translates into an approxi-
mately 80% improvement. In addition, AMI also slightly improves the node
lifetime compared to AM. At the high SNR region, AMI extends the node
lifetime by approximately 10 days.

In AM, the node is first active after the transmission stage, then switches
to the idle stage, and finally enters the sleep stage. In AMI, the active stage is
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Node lifetime simulation: comparison of six stages ASAM, AMI, and AM for lognormal shad-
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replaced by the idle stage since the processor only requires minimum func-
tionality. Therefore, this portion of the energy is reduced from active energy
to idle energy. However, since the power level at the sleep stage is the least,
it would be desirable to have the node stay in this stage for the maximum
period of time. The ASAM algorithm provides an optimal adjustment of
node sleep duration according to the CSI, and therefore further enhances the
energy efficiency. The main difference between ASAM and AM is that the
former enters the sleep stage right after the contention period that is preal-
located by the MAC layer protocol, while the latter stays active for a certain
period of time before entering the contention period. The significant dif-
ference between the sleep power and active power stages can considerably
affect node lifetime, as verified in the figures.

Furthermore, the results also indicate that there are a number of factors that
can affect the node lifetime. The factors investigated in this section include:
channel fading, average SNR, traffic intensity, and modulation stages. They
are discussed in detail in the following sections.

3.5.2.2 Channel Fading and Average SNR

Different channel-fading conditions exert different influences on per-node
energy consumption [56], as examined in this section.

The transmission protocol allows the transmitter to choose from among
six modulation stages: no transmission, BPSK, 4QAM, 16QAM, 64QAM,
and 256QAM. Here we consider a slowly varying flat-fading channel. The
channel changes much slower than the symbol data rate, so that it remains
approximately constant over each transmission period. Lognormal shadow-
ing and Rician distribution are used to model the channel fading effects,
respectively. For lognormal distribution, the standard deviation ¢ is chosen
from among {0, 2, 4, 6, 8}; for Rician distribution, the K-factor K is taken from
{0, 5, 10, 15, 20}.

Figure 3.14 and Figure 3.15 display the node lifetime as a function of ¢
and K, for lognormal shadowing and Rician fading effects, respectively.
Figure 3.14 clearly shows that for each algorithm, under a given average SNR,
stronger lognormal shadowing (that is, higher o) yields a shorter node life-
time. In other words, the energy cost is reduced when the network operates
in a good channel condition. The behavior is similar for the Rician fading
case (see Figure 3.15). The node can operate longer when the fading in the
wireless channel is minor (that is, higher K). The Rician K-factor determines
the strength of the line-of-sight (LOS) for the point-to-point communication.
Hence, a smaller K-factor gives deeper fading in the channel and shorter
lifetime as a result. Moreover, the figures also demonstrate that the node life-
time is heavily dependent on the average SNRs in the network. For the same
channel-fading condition, increasing the average SNR extends the node life-
time. This trend applies to both lognormal shadowing and Rician fading
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FIGURE 3.14
Node lifetime simulation: comparison of six stages ASAM, AMI, and AM under various log-
normal shadowing channel conditions.

channel conditions. For strong fading cases, a poor SNR can substantially
degrade node lifetime performance.

Although the figures indicate that for all algorithms the sensor nodes can
operate longer with smaller channel fading and larger SNRs, the channel-
fading conditions and average SNRs show very distinct impacts on energy
consumption for different algorithms. For AM, the channel condition has
a higher impact on the node lifetime at low SNRs than at high SNRs. As
the average SNR increases, the lifetime gap between different fading condi-
tions becomes smaller. For instance, in Figure 3.14, the node lifetime curves
roughly overlap with each other for average SNR greater than 30 dB. We can
also conclude that the average SNR values become the dominant factor for
the energy consumption when the node operates under deep channel fad-
ing. However, unlike in AM where good channel conditions considerably
improve node lifetime, the channel-fading conditions and average SNR val-
ues only affect the energy consumption slightly in AMI.

Such behaviors are due to the fact that in AM, after the packet has been
successfully transmitted, the channel still stays active for a certain period
of time. For nodes operating in a poor channel condition, there are higher
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Node lifetime simulation: comparison of six stages ASAM, AMI, and AM under various Rician
fading channel conditions.

chances of resending the packet. This resending incurs more active power
consumption of the node. On the other hand, AMI puts the node into the idle
stage immediately after transmission. Even under poor channel conditions
where a lot of retransmissions occur, the node only spends the idle power
after the retransmission, which is normally much smaller than active power.
The difference in energy consumption between various levels of degrading
channel fading is thus not notable in AMI.

The channel-fading conditions and average SNRs also have significant
impacts on the node lifetime in ASAM. Compared to AM, the performance
of the ASAM algorithm is more notably influenced by the average SNR. The
difference in node lifetime is approximately 120 days between the lowest
and the highest SNRs for ASAM, while for AM, the difference is less than 30
days. In addition, the node lifetime is more susceptible to channel condition
variations in low and high SNR regions for AM and ASAM, respectively.

Interestingly, it can also be seen from Figure 3.14 and Figure 3.15 that for
AMI and ASAM, in the low average SNR region, the node lifetime with
larger o turns out to be longer than smaller ¢ cases. Recall that ¢ represents
the standard deviation of the instantaneous SNRs. Under low average SNR,
a larger ¢ indicates both a higher chance of retransmission and a higher
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chance of transmission with a larger data rate. Retransmission incurs addi-
tional energy consumption, while a higher data rate reduces the energy cost
by using less transmission time. For AMI and ASAM, the retransmission
cost is essentially very small; hence the energy saving gained from higher-
rate transmission outweighs the downside—that is, the larger o, the longer
node lifetime, as shown in the plots. For AM cases, on the other hand, a
smaller ¢ consistently yields better performance relative to a larger lifetime.
Such a phenomenon happens because the retransmission cost for AM is con-
siderably higher than for AMI/ASAM due to the active power level used
when retransmission occurs. The disadvantage of having larger ¢ outweighs
the advantage in such cases.

Moreover, under a high average SNR, the node is already transmitting data
with a high rate. Increasing o, therefore, might contribute a small degree to
a better transmission speed but would increase the likelihood of having low
instantaneous SNR, that is, a low data transmission rate and more energy
consumption. As reflected in the figures, a smaller sigma always gives a lon-
ger node lifetime in the high average SNR region.

3.5.2.3 Traffic Intensity

Traffic intensity is a measure of the average occupancy of wireless resources
during a period of time. Depending on the traffic intensity, the energy expen-
diture in the network can differ considerably. In this section, we further inves-
tigate energy consumption using AM, AMI, and ASAM with different profiles
of network traffic intensity, namely, 1%, 10%, and 100%. The network traffic is
modeled using Poisson random distribution. A larger intensity indicates more
packets that need to be transmitted in the same period of communication time.

Figure 3.16 and Figure 3.17 depict the node lifetime in AM under different
traffic intensity profiles for lognormal shadowing and Rician fading, respec-
tively. It is evident from the figures that for low and moderate average SNRs,
low traffic communications yield higher node lifetime. For a given traffic
intensity, the node lifetime curves for different fading levels tend to converge
as the average SNR increases. The converged node lifetime with 1% traffic
intensity can be roughly three to five times as long as the 100% intensity
case, depending on the fading type. Also, the convergence speed appears to
be dependent on the traffic intensity. The heavier the traffic, the larger the
average SNR that is required for the lifetime curves to reach convergence.

Similarly, the impact of traffic intensity on energy consumption is studied
for AML Figure 3.18 and Figure 3.19 illustrate how the AMI algorithm per-
forms with respect to different traffic loads. As shown in the figures, a heavy
traffic load in the channel reduces the sensor node lifetime in AMI, similar
to the AM case. Nodes can operate up to approximately 49 days under 1%
traffic intensity, while the time is reduced to 46 days and 38 days under 10%
and 100% traffic intensity, respectively.
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Impact of traffic intensity on node lifetime using AM under lognormal shadowing. Traffic in
the channel is 1%, 10%, and 100% of the load.

The results of ASAM algorithm are given in Figure 3.20 and Figure 3.21.
The node lifetime can reach up to 439 days under a low traffic profile, which
is almost 10 times longer than the node lifetime in AM and AMI. When
the network traffic load gets heavier to 10% intensity, the node lifetime is
reduced by nearly half to 220 days. Even under the full load (that is, 100%
traffic intensity), the node can still operate over 50 days, which is higher than
AM and AMIL

For all algorithms, it can be concluded that the node lifetime performance
is highly dependent on the number of transmissions in the network. This
result is expected because when the network has a heavier traffic load, it
implies that more packets are in the queue waiting to be delivered. To com-
plete the transmissions of all these packets, the node has to drain more
energy from its battery, resulting in a shorter lifetime. In the remainder of
the chapter, the traffic intensity is assumed to be equal to 100%.
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Impact of traffic intensity on node lifetime using AM under Rician fading. Traffic in the chan-
nel is 1%, 10%, and 100% of the load.

3.5.2.4 Modulation Stages

The number of stages used in AM varies from application to application and is
also subject to the complexity of practical implementation. In this experiment,
we compare energy efficiency using AM, AMI, and ASAM with different
numbers of modulation stages. Four scenarios are compared: (1) three stages
(no transmission, BPSK, QPSK), (2) four stages (no transmission, BPSK, QPSK,
16QAM), (3) five stages (no transmission, BPSK, QPSK, 16QAM, 64QAM), and
(@) six stages (no transmission, BPSK, QPSK, 16QAM, 64QAM, 256QAM).

The node lifetime for the four scenarios is illustrated in Figure 3.22 and
Figure 3.23. As can be seen, with more modulation stages built into the trans-
mitter, the sensor node can operate for a longer period of time. This behav-
ior is due to the fact that modulation levels restrict the transmission rate.
Transmitters that can only choose from low-level modulation schemes have
to use a smaller data rate even under very good channel conditions, hence
increasing the transmission duration. On the other hand, when the trans-
mitter is equipped with the possibility to choose from higher-level modula-
tion schemes, transmissions benefit from a higher achievable data rate under
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Impact of traffic intensity on node lifetime using AMI under lognormal shadowing. Traffic in
the channel is 1%, 10%, and 100% of the load.
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Impact of traffic intensity on node lifetime using AMI under Rician fading. Traffic in the chan-
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FIGURE 3.20
Impact of traffic intensity on node lifetime using ASAM under lognormal shadowing. Traffic
in the channel is 1%, 10%, and 100% of the load.

good channel conditions and thus become less energy expensive. Moreover,
it can also be observed that transmitters with more modulation stages exhibit
an advantage after certain SNR thresholds. These thresholds are determined
by the discrete rate continuous power link adaptation policy.

Comparing AM, AMI, and ASAM, it is clearly indicated in the figures that
the number of modulation stages has the most significant impact on the node
lifetime in ASAM, followed by AMI, and has the least important effects in
AM. In general, a transmitter equipped with more modulation stages has a
longer operating lifetime. The most significant improvement is achieved by
ASAM, as the node lifetime is increased by more than 70 days when increas-
ing from three stages to six stages. The node lifetime in AMI also shows a
slight improvement when using more modulation stages. More stages can
increase the node lifetime up to seven days under good channel conditions.
However, the number of modulation stages barely affects the node lifetime
when AM is used, with less than one day improvement gained under the
same condition.
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Impact of traffic intensity on node lifetime using ASAM under Rician fading. Traffic in the
channel is 1%, 10%, and 100% of the load.

Such behaviors can be interpreted as follows. The major benefit of using
more modulation stages lies in the increased capability of taking advantage
of the good channel conditions to reduce transmission time. During the
saved amount of time, the node can switch from the most power-hungry
transmission stage to some other stage, as determined by the specific algo-
rithm. Between ASAM and AM]I, the former adapts the duration of the sleep
stage; while in the latter, the node still needs to operate in the idle stage,
which consumes an extra portion of idle energy. For AM, however, the node
operates in the active stage after the transmission, in which the power level,
although lower than transmission power, is still much higher than the sleep
and idle power levels. As a result, even if the transmitter is able to choose
modulation levels with higher data rates in AM, the energy saving is rela-
tively insignificant compared to ASAM or AMI.
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FIGURE 3.22

Impact of modulation stages on node lifetime using ASAM, AMI, and AM under lognormal
shadowing when ¢ = 2 dB.

3.5.2.5 Discussion of Energy Consumption

The simulation results indicate that ASAM outperforms AM and AMI by
reducing more energy consumption. In general, the impacts of transmis-
sion parameters on the node lifetime are found to be similar for AM, AM]I,
and ASAM. For all the algorithms, lognormal shadowing and Rician fad-
ing conditions show similar impacts on node lifetime. The node can operate
longer when the wireless link is located in a good channel condition with
minor fading and high average SNRs. A lower traffic load for communica-
tion and more modulation stages in the transmitter also contribute to life-
time improvement.

However, there are still a few differences, as suggested by the results.
Comparing the energy consumption under different degrees of fading
effects, it can be found that the node lifetime can substantially benefit from
good channel conditions in AM and ASAM. In AM, less fading in the chan-
nel can extend the node lifetime by approximately 30 days, compared to the
case of deep fading, while for ASAM, the maximum increment of the node
lifetime can reach up to 20 days. For AMI, on the other hand, the impact
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Impact of modulation stages on node lifetime using ASAM, AMI, and AM under Rician fading
when K =5 dB.

of channel conditions on the node lifetime is insignificant. In addition,
for AM, variations in channel-fading conditions affect the node lifetime
considerably under low SNRs. For ASAM, however, the effect of channel
fading is basically consistent when varying the average SNR; hence both
channel fading and average SNR play important roles in energy consump-
tion in the network.

Furthermore, the number of modulation stages is found to have consid-
erable impact on the node lifetime for ASAM. The node lifetime can be
improved by up to 70 days when switching from three stages of modula-
tion to six stages of modulation. For AMI, using more modulation stages
in the transmitter helps to improve node lifetime by seven days. However,
the improvement attained in AM is minor. Using more modulation stages
slightly increases the operating time by one day under good channel con-
ditions; the improvement is even smaller under poor channel conditions.
Moreover, to build a large number of modulation schemes in one transmit-
ter increases the hardware implementation complexity. When designing
AM protocols, a tradeoff has to be considered between the energy consump-
tion reduction obtained by using more modulation stages and the practical
implementation complexity and cost.
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3.5.3 Power Control Adaptation Policies

In this section, we investigate adaptive power control policies in single-hop
networks. The six modulation stages are available to the link adaptation and
target BER is set to 10, and the average SNR is varied from 10 dB to 36 dB.

Since the power level increases rapidly only when the transmitter is switch-
ing to the next modulation stage (Section 3.3.5.3), the transmit power used in
the communication processes does not necessarily remain as a constant at
the highest level. A power control factor is introduced to adjust the value
of transmit power within the same level of modulation. Based on Equation
(3.6), the optimal values of the power adaptation control factor are derived as
shown in Figure 3.4.

In this analysis, power and rate are jointly adapted according to channel
conditions. Link adaptation with an optimal discrete rate and an optimal
power control is considered in order to achieve maximal spectral efficiency
under a given average BER constraint. The node lifetime is compared
between the following six cases: (1) adaptive sleep combined with adaptive
modulation under power control (ASAM-PC), (2) adaptive sleep combined
with adaptive modulation, no power control (ASAM), (3) adaptive modula-
tion with idle mode under power control (AMI-PC), (4) adaptive modulation
with idle mode, no power control (AMI), (5) adaptive modulation under
power control (AM-PC), and (6) adaptive modulation, no power control
(AM). Different fading levels are still considered.

Figure 3.24 and Figure 3.25 show superior performance of ASAM, which
is due to the fact that it has a very good adaptation capability given the algo-
rithm’s ability to dynamically adjust the operating durations for both the
transmission stage and the sleep stage. However, power control results in
insignificant improvements in AMI and AM cases because nodes only adapt
the duration of the transmission stage without taking the active and idle
stages into consideration, respectively. Even though the power control algo-
rithm is able to lower the power level of the transmission stage, the portion of
active energy and idle energy still dominates the total energy consumption
in the network. Therefore, in most cases, the effect of power control would be
more noticeable for ASAM than for AM and AML

3.5.4 Two-Link Relay Network Adaptation

When there are multiple nodes in the network, the communication between
nodes can be categorized into two types: (1) multihop relay networks that
transmit the source data to the destination through relay nodes, and (2)
multiple-link networks where multiple sources and destinations exist in the
network and each source transmits data to its destination independently.
Here we investigate the energy consumption using link adaptation in two-
link relay networks.
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Recall the relay network link adaptation control explained in Section 3.4.3.1.
The proposed adaptive power allocation policy is employed here. Network
lifetime depends on the energy consumption of all wireless links along the
communication path. Although the total available energy in the network is
finite, the power allocated to each node can be adjusted to achieve optimal
transmission quality with minimal energy consumption.

This simulation considers the simplest relay network with one relay node
so that information will always be routed through the relay node to the des-
tination. Hence two links are created in the network: source to relay and
relay to destination. Due to the wireless multipath and scattering, the two
wireless links can have different fading effects. The power allocation policy,
therefore, is responsible for allotting the optimal power according to the
instantaneous fading information of the links. The optimal power allocation
algorithm is compared to the case in which the total energy is evenly divided
between the links.

The optimal power allocation factors of the two links are calculated and
shown in Table 3.2 and Table 3.3 for cases of lognormal shadowing and Rician
fading, respectively. These values also corroborate the previous observations
that ASAM benefits more from power allocation than AM. In general, the
allocated power is biased to the link with inferior channel conditions. This is
due to the fact that the energy resources must be allocated in such a way that
operations of all links in the network are maintained simultaneously for the
maximal period of time. Normally, the node with the worst channel condi-
tions has low energy efficiency and fails first. Recall Equation (3.29). Since a
network is considered functional only if both links are alive, the minimum
of the lifetime of the two links needs to be maximized. Such a phenomenon
will naturally grant more energy to the link located in poorer channel condi-
tions with higher energy expenditure; by extending its lifetime, the lifetime
of the entire network is extended.

It can be seen from Figure 3.26 and Figure 3.27 that for the two-link relay
networks, improved node lifetime is obtained for all the algorithms with
the optimal power allocation. The improvement is more notable for the
combination of the power allocation algorithm and ASAM. As the node
lifetime using ASAM is more subject to channel conditions than that using
AM, wisely allocating the energy to each link according to its channel fad-
ing is essential for enhancing the energy efficiency of the entire network
in ASAM.

Moreover, the results also indicate that a more considerable increment
can be achieved under more distinct fading conditions between the two
links. Also, power allocation with the AM scheme is shown to perform bet-
ter at low SNR regions than at high SNR regions; with ASAM, the power
allocation algorithm is found to improve the network lifetime more at high
SNRs. As mentioned in Section 3.5.2.2, at high SNR regions, the node life-
time under different degrees of fading tends to converge in AM; hence vari-
ations in channel-fading conditions only exert minor influence on energy
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TABLE 3.2

Optimal Power Allocation Factors for Two Links: 61 =2 dB, 62 = {0, 4, 6, 8} dB
Optimal SNR

Allocation

Factor Method 10dB 14dB 18dB 22dB 26dB 30dB 34dB 38dB

Two Links Channel Condition: 61 =2 dB, 62 =0 dB

ol ASAM 0.56 0.56 0.55 0.54 0.53 0.51 0.51 0.5
o2 0.44 0.44 0.45 0.46 0.47 0.49 0.49 0.5
ol AMI 0.51 0.51 0.51 0.5 0.5 0.5 0.5 0.5
o2 0.49 0.49 0.49 0.5 0.5 0.5 0.5 0.5
ol AM 0.56 0.55 0.54 0.53 0.53 0.51 0.5 0.5
o2 0.44 0.45 0.46 0.47 0.47 0.49 0.5 0.5

Two Links Channel Condition: 61 =2 dB, 62 =4 dB

ol ASAM 0.44 0.44 0.45 0.46 0.47 0.49 0.49 0.51
o2 0.56 0.56 0.55 0.54 0.53 0.51 0.51 0.49
ol AMI 0.49 0.49 0.5 0.5 0.5 0.5 0.5 0.5
o2 0.51 0.51 0.5 0.5 0.5 0.5 0.5 0.5
al AM 0.33 0.43 0.49 0.49 0.5 0.5 0.5 0.5
o2 0.57 0.55 0.51 0.51 0.5 0.5 0.5 0.5

Two Links Channel Condition: 61 =2 dB, 62 = 6 dB

al ASAM 0.45 0.41 0.39 0.38 0.35 0.32 0.3 0.29
o2 0.55 0.59 0.61 0.62 0.65 0.68 0.7 0.71
ol AMI 0.49 0.49 0.49 0.5 0.5 0.5 0.5 0.5
o2 0.51 0.51 0.51 0.5 0.5 0.5 0.5 0.5
ol AM 0.32 0.33 0.44 0.49 0.5 0.5 0.5 0.5
o2 0.68 0.67 0.56 0.51 0.5 0.5 0.5 0.5

Two Links Channel Condition: 61 =2 dB, 62 = 8 dB

al ASAM 0.43 0.4 0.36 0.31 0.27 0.23 0.21 0.19
o2 0.57 0.6 0.64 0.69 0.73 0.77 0.79 0.81
ol AMI 0.48 0.49 0.49 0.49 0.5 0.5 0.5 0.5
o2 0.52 0.51 0.51 0.51 0.5 0.5 0.5 0.5
al AM 0.27 0.28 0.38 0.45 0.48 0.5 0.5 0.5
o2 0.73 0.72 0.62 0.55 0.52 0.5 0.5 0.5

consumption. In the low SNR cases, however, node lifetime is much more
sensitive to fading conditions; as a result, energy resources need to be more
carefully allocated to improve energy efficiency. Conversely, for ASAM, the
channel fading has more significant impacts on node lifetime under high
average SNRs. Therefore, adaptive power allocation is more demanding as
SNR increases in this scenario.
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TABLE 3.3

Optimal Power Allocation Factors for Two Links: K1 = 10 dB, K2 = {0, 5, 15, 20} dB
Optimal SNR

Allocation

Factor Method 10dB 14dB 18dB 22dB 26dB 30dB 34dB 38dB

Two Links Channel Condition: K1 =10 dB, K2 =0 dB

al ASAM 0.43 0.4 0.36 0.31 0.27 0.23 0.21 0.19
o2 0.57 0.6 0.64 0.69 0.73 0.77 0.79 0.81
ol AMI 0.47 0.48 0.48 0.48 0.49 0.49 0.5 0.5
o2 0.53 0.52 0.52 0.52 0.51 0.51 0.5 0.5
ol AM 0.31 0.32 0.37 0.41 0.42 0.44 0.45 0.46
o2 0.69 0.68 0.63 0.59 0.58 0.56 0.55 0.54

Two Links Channel Condition: K1 =10 dB, K2 =5 dB

ol ASAM 0.47 0.46 0.44 0.42 0.39 0.37 0.36 0.35
o2 0.53 0.54 0.56 0.58 0.61 0.63 0.64 0.65
ol AMI 0.48 0.48 0.49 0.49 0.49 0.5 0.5 0.5
o2 0.52 0.52 0.51 0.51 0.51 0.5 0.5 0.5
ol AM 0.37 0.4 0.44 0.47 0.47 0.48 0.49 0.49
o2 0.63 0.6 0.56 0.53 0.53 0.52 0.51 0.51

Two Links Channel Condition: K1 =10 dB, K2 =15 dB

al ASAM 0.52 0.55 0.56 0.58 0.59 0.6 0.62 0.64
o2 0.48 0.45 0.44 0.42 0.41 0.4 0.38 0.36
ol AMI 0.52 0.52 0.52 0.51 0.51 0.51 0.5 0.5
o2 0.48 0.48 0.48 0.49 0.49 0.49 0.5 0.5
ol AM 0.61 0.54 0.53 0.51 0.51 0.51 0.5 0.5
o2 0.39 0.46 0.47 0.49 0.49 0.49 0.5 0.5

Two Links Channel Condition: K1 = 10 dB, K2 = 20 dB

al ASAM 0.53 0.56 0.57 0.59 0.61 0.64 0.65 0.68
o2 0.47 0.44 0.43 0.41 0.39 0.36 0.35 0.32
ol AMI 0.53 0.53 0.52 0.52 0.52 0.51 0.5 0.5
o2 0.47 0.47 0.48 0.48 0.48 0.49 0.5 0.5
al AM 0.67 0.63 0.59 0.54 0.52 0.51 0.51 0.51
o2 0.33 0.37 0.41 0.46 0.48 0.49 0.49 0.49

3.5.5 Performance of Commercial WSN Nodes

Some published works have examined the performance of IEEE 802.15.4
transceivers and measured the current values drained from the power source
for different operating modes [61] [62] [63]. Based on these empirical charac-
teristics of battery consumption, node lifetime is calculated as a function of
the operating current of the sensor nodes. Three commercial wireless trans-
ceivers are evaluated here, namely, CC2430, CC2520, and MC1322. For the
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Power allocation under lognormal shadowing. Two-link channel conditions: 61 =2 dB, 62 =6 dB.
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TABLE 3.4
Current Consumption of CC2480, CC2520, and MC1322 Transceivers
Operating  Transmission Active Idle Stage Sleep Stage
Transceivers  Voltage (V) Stage (mA) Stage (mA) (mA) (uA)
CC2430 2.0-3.6 27 12.3 0.19 0.3
CC2520 1.8-3.6 25.8 10 0.175 0.03
MC1322 2.0-3.6 32 15 0.9 0.3

purpose of energy saving, the commercial IEEE 802.15.4 transceivers are able
to switch between operating modes with different current consumptions.
Here we are specifically interested in the current consumption of the trans-
mission, active, and sleep modes. The functionalities of these operating
modes are explained in Section 3.4.1.

Table 3.4 displays the current consumption for the three operating modes as
provided by the datasheets of the transceivers, which is based on the experi-
mental results. Total available battery capacity for each node is assumed to
be 1200 mAhr, and packets are sent every 10 seconds.

Figure 3.28 and Figure 3.29 show that ASAM consistently yields the lon-
gest operating time among the three link adaptation techniques. Comparing
AMI and AM, although the former slightly improves the node lifetime, the

700 T T T T T T T T T T T T
—8— ASAM; CC2430 +
—8- AMI CC2430
600 | - 8-~ AM; CC2430
—— ASAM; CC2520
—+ - AMI; CC2520
- *-- AM; CC2520

500
. —+— ASAM; MC1322
2 —+ - AML MC1322
K] - AM; MC1322
—= 400 i
[
£
&
— 300 i
L
'g g e - —-— ¥
z A,/*/:B,,EZ:E:E:fEFf—E—~U
2007 /5/i§:£'fa,f, g g A}
Es:iﬁiff‘:/ Tg@i;;‘g}%ﬁff%—— -G--G8---8---8---6
~»+~H’7ﬁ/’" i il sl il et o

0 1 1 1 1 1 1 1 1 1 1 1 1

10 12 14 16 18 20 22 24 26 28 30 32 34 36
Average SNR (dB)

FIGURE 3.28
Comparison of the node lifetime of commercial IEEE 802.15.4—-compliant transceivers using six
stages ASAM, AMI, and AM under lognormal shadowing when ¢ = 4 dB.



Adaptive Modulation, Adaptive Power Allocation, and Adaptive Medium Access 95

700 T T T T T T T T T T T T
—B— ASAM; CC2430
—+ - AMI; CC2430 r
600 | - & - AM; CC2430
—+— ASAM; CC2520
—+- - AMI; CC2520
500 L~ - AM; CC2520
. —+— ASAM; MC1322
a —+ - AM[; MC1322
K] - -+ - AM; MC1322
~ 400 B
(5]
£
g
—~ 300 4
]
B
,+7’#——i(-
z E i >’E'>ID~D*:_E—_#E_¥§
200 | P
- o 5 - [
_ ;:E;//F_,»E: gty s . R o--0---
- = /;E"—ES/ 4 e e — =~ — —
,»/E:f’ I + -+ +
100f- 225 -+ .
O 1 1 1 1 1 1 1 1 1 1 1 1
10 12 14 16 18 200 22 24 26 28 30 32 34 36
Average SNR (dB)
FIGURE 3.29

Comparison of the node lifetime of commercial IEEE 802.15.4—compliant transceivers using six
stages ASAM, AMI, and AM under Rician fading when K = 10 dB.

performances of AMI and AM are in general very close. The trends of the
node lifetime performance using commercial transceivers are very simi-
lar to the previously simulated transmitter model. This indicates that the
proposed ASAM algorithm is a promising technique for improving node
operating lifetime for commercial IEEE 802.15.4—compliant transceivers. In
addition, good channel conditions also improve node lifetime since smaller
fading effects rarely cause retransmissions.

Furthermore, since the transmitters have different current consumptions
for the transmission, active, idle, and sleep stages, these values influence the
power levels and therefore affect the total energy consumption of the nodes.
Thus it is also worthwhile to analyze the node lifetime variations that are
caused by different current consumption. It is observed that all the com-
mercial transmitters have much lower current consumption values than the
simulated transmitter model (see Table 3.1 for the parameters’ values). As
listed in Table 3.4, CC2520 has the lowest overall current consumption for all
operating modes, while MC1322 has the highest consumption.

The node lifetime of all commercial transceivers is overall longer than
the simulated transmitter model, given the smaller current consumptions
in these commercial products. The CC2520 transceiver has the longest node
lifetime since it operates at the lowest overall current consumption. Under
good channel conditions, it can operate for over 625 days using the ASAM
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algorithm, while it can still last nearly 200 days and 250 days using the AM
and AMI, respectively. CC2430 has moderate node lifetime, relatively close
to the node lifetime of CC2520. For the same channel conditions, CC2430
operates for up to 615 days using the ASAM algorithm, and almost 245
and 181 days using the AMI and AM techniques, respectively. The MC1322
transceiver gives the shortest node lifetime: 510 days, 198 days, and 146 days,
using the ASAM, AMI, and AM, respectively. This is expected because both
CC2520 and CC2430 transceivers consume low current in the idle stage.
Compared to MC1322, the idle mode current consumption can be reduced
to nearly one fifth of the current in CC2520 and CC2430. Although CC2520
and CC2430 have very close idle mode currents, their current consumption
in the transmission and active modes is still different. The higher current
consumption in CC2430 leads to a shorter node lifetime relative to CC2520.

Among current values of all operating modes, the consumption during the
idle mode is the most significant factor determining node lifetime. However,
the current drained for transmission and active modes also shows a small
impact. Moreover, current consumption during the sleep stage also has con-
siderable impact on the node lifetime, particularly for the ASAM algorithm.
Since it adaptively adjusts the duration of the sleep stage, reduced sleep cur-
rent consumption can further improve the node lifetime in ASAM.

3.6 Conclusion

This chapter investigated the PHY layer characteristics and implementation
issues of AM and ASAM for energy-constrained wireless sensor networks.
We explained in detail the main components of the link adaptation feedback
system model and discussed several AM-based techniques. The energy con-
sumption of the adaptive protocols in various networks was evaluated. An
ASAM algorithm was developed and incorporated into the link adaptation
policies. The proposed algorithm was compared with the AM scheme. In
addition, the optimal power allocation values for multihop relay networks
were computed and the maximum network lifetime was compared between
several link adaptive protocols.

The simulation resultsindicate that discrete rate continuous power adapta-
tion protocol can effectively control energy consumption in the energy-con-
strained network where all nodes share a finite amount of energy available
to the system. It is shown that AM is a promising technique increasing the
data rate, while AS notably enhances power efficiency. The combination of
the two can reduce energy consumption in the network, thereby improving
the system’s operating lifetime. The performance of point-to-point commu-
nication and multihop networks was investigated. The power allocation
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scheme was compared to other link adaptation protocols for multihop relay
networks, and promising results have been obtained.

Furthermore, it has been shown that various transmission parameters
had different impacts on energy consumption for AM, AMI, and ASAM.
Channel-fading conditions have a large impact on energy consumption for
AM, especially atlow SNR regions. However, for ASAM, both channel-fading
conditions and average SNR values show significant impact on the node life-
time. Additionally, a high modulation stage improves node lifetime more in
ASAM than in AMI and AM. The two-link multihop relay network model
was investigated and the relation between power allocation and energy con-
sumption has been explored. By employing the optimal power allocation
algorithm, network operating lifetime could be substantially improved in
multihop relay networks.
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Cross-Layer Approaches to QoS Routing
in Wireless Multihop Networks

4.1 Introduction

Popular categories of multihop networks include wireless sensor network
(WSN), mobile ad hoc network (MANET), wireless mesh network (WMN),
and vehicular ad hoc network (VANET). In WSNs, sensor nodes are deployed
in the target area to measure specific attributes, such as temperature or pres-
sure, and relay the measured information to a base station for processing.
Sensor nodes can be deployed in large numbers and can operate autono-
mously without human intervention. Nodes in MANETs typically have
sufficient processing and networking capabilities and can connect together
autonomously and run a variety of applications. In WMNSs, nodes have sim-
ilar capabilities as MANETSs, but some infrastructure is typically utilized,
mainly to deliver Internet services to a large number of wireless devices. On
the other hand, in VANETSs vehicles are equipped with transceivers that may
be used to exchange information such as traffic intensity and collision warn-
ings, or for regular data communication.

In addition to the immense popularity of multihop networks, wireless
users are increasingly demanding the support of more challenging applica-
tions, such as video streaming and voice-over Internet protocol (VoIP). Such
applications require the support of certain quality of service (QoS) param-
eters, such as bandwidth, end-to-end delay, packet loss ratio (PLR), and jitter,
for efficient operation. Yet despite extensive research efforts, the goal of guar-
anteeing a satisfactory QoS level over multihop networks remains elusive.
Generally speaking, hard QoS, where parameters are strictly guaranteed for
the entire duration of the communication session, is very difficult to achieve
in multihop networks due to their highly dynamic nature. Instead, research-
ers strive to improve the support of soft QoS. This means that, although
parameters may be ensured when the communication session starts, there
might be periods when the required parameters violate their thresholds.

There is no general framework for QoS support over all types of multihop
networks. Different types of multihop networks impose different challenges
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and constraints that have to be considered during protocol design [1] [2] [3]. In
order to accurately study the challenges behind QoS support, and due to the
pressing demand for QoS applications, we present a survey of the most up-
to-date efforts on routing design that target the support of QoS applications
over different types of multihop networks. We have chosen to address four
types of multihop networks: MANET, WMN, WSN, and VANET. Figure 4.1
shows the multihop networks that are considered in this chapter. These are
the ones with the most potential and the target of most researchers. In addi-
tion, they provide insights into the support of QoS over other types of multi-
hop networks, such as cellular multihop networks.

One of the key aspects of this chapter is that we mainly consider routing
protocols that employ cross-layer design, which has now become a funda-
mental design concept among wireless researchers. Cross-layer design is the
process by which parameters are exchanged between layers for the purpose
of enhancing the overall performance of the network.

The reason cross-layer design has been gaining increasing attention from
the research community is that, in reality, changes made in one layer can
have a profound effect on other layers in the network. For example, power
adaptation can lead to the creation or deletion of links, thus changing the
entire network topology, which can have a significant effect on routing deci-
sions at the network layer. Scheduling transmission is done at the medium
access control (MAC) layer and will affect the level of interference at the

Base station

FIGURE 4.1
Examples of wireless multihop networks.
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physical (PHY) layer. Even flow control at the transport layer will affect the
overall level of congestion in the network [4]. Cross-layer design can thus
have a profound impact on QoS support over multihop networks. Examples
of cross-layer design include combining routing at the network layer with
scheduling and call admission at the MAC layer and power adaptation at the
PHY layer in order to control interference, or combining channel assignment
at the MAC layer with adaptive modulation at the PHY layer to optimize
wireless resources over each link.

This chapter considers QoS support from such a broad perspective by
reviewing several network types and the inherent challenges within each.
Such a survey is important in illustrating why there is no general framework
yet for QoS in all multihop networks and shows the conditions where dif-
ferent routing protocols may be suitable. We also discuss the challenges that
need to be considered if such a generic framework is to be designed or if
interoperability between different networks is to be realized.

The remaining sections of this chapter are organized as follows: Section 4.2
highlights the main design considerations that should be included when
designing a QoS routing protocol. In Section 4.3 some cross-layered
approaches that represent the state of the art in QoS routing design are sur-
veyed for different types of multihop networks. In Section 4.4, the surveyed
protocols are compared and their advantages and disadvantages highlighted,
while Section 4.5 presents open challenges and future research directions
that promise to improve network performance. Finally, Section 4.6 presents
some concluding remarks to the chapter.

4.2 Design Challenges and Considerations

There are multiple factors that have to be considered during the design of
a QoS routing protocol. These factors largely depend on the applications to
be supported and the nature of the network itself. This section is devoted to
highlighting some of the important challenges and considerations of QoS
routing protocol design.

4.2.1 QoS Metrics

Different applications require the support of different resources over the
wireless channel. Generally speaking, in multihop networks, these resources
have to be supported end to end—that is, from source to destination—possi-
bly across multiple intermediate nodes. The main metrics that most applica-
tions require for satisfactory performance are [5]:
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* Minimum Throughput: This might not necessarily refer only to the
PHY layer resource of bandwidth or raw data rate but may also
refer to an average rate of successful packet delivery that needs to
be guaranteed at the MAC layer. Throughput is primarily impor-
tant in video and voice applications or any application where a large
amount of information needs to be transported.

® Maximum Delay: This is mainly composed of propagation delays,
plus queuing and processing delays. This metric is particularly
important in VANETSs, due to the critical nature of relaying informa-
tion about safety.

* Maximum Delay Jitter: This is usually defined as the difference
between the delay upper bound and the minimum possible delay
(which is usually defined by the propagation time and packet
length). Jitter is important in applications where a constant flow of
information is required, such as in video streaming,.

* Maximum Packet Loss Ratio (PLR): This is defined as the maximum ratio
of packets that can be lost before significantly degrading the integrity
of the transmitted data. High PLR can be caused by congestion or bad
channel conditions and is of importance to most applications.

4.2.2 Design Challenges

The protocol design challenges depend mainly on the nature of the network.
Therefore, we classify the challenges according to the network type [6].

e MANET Challenges: Nodes in MANETs typically have sufficient
energy and processing capabilities. However, they suffer from the
lack of centralized control. Tasks such as resource management,
admission control, and scheduling have to be performed in a distrib-
uted way, which may result in suboptimal performance. Interference
between nodes is also a major concern and is caused by contention
for the wireless medium. It can be classified into interflow and
intraflow interference. Interflow interference is the interference
between different flows, while intraflow interference is the interfer-
ence between multiple nodes on the same flow. Interference also has
to be managed in a distributed way. Cross-layered approaches for
MANETs include joint optimization of power, data rate, scheduling,
and admission control tasks.

* WMN Challenges: Nodes in WMNs also have sufficient energy and
processing capabilities and share some of the challenges of MANETS,
particularly interference. However, the presence of some infrastruc-
ture means that some tasks can be managed in a centralized way.
Scalability is a major challenge in WMNSs due to their typical large
size. Protocols have to be able to consider a large number of nodes
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with minimum possible complexity. Topology control is also impor-
tant in order to avoid congested areas, resulting from the heavy traf-
tic load typically present in WMNSs, which is why joint design of
routing and link scheduling is a popular cross-layer research direc-
tion. Network planning and deployment can also be critical to the
overall performance, since they affect load balancing and future net-

work expansion.

* VANET Challenges: High mobility is the main cause for most chal-
lenges in VANETS [7]. This causes the topology to be highly dynamic,
where links may not be valid for more than a few seconds. It also
means that the network may suffer from frequent partitions, where
subsets of nodes may become isolated. Different routing consider-
ations also have to be included in the routing protocol. For example,
the mobility pattern of vehicles is deterministic because vehicles are
bound by roads. Also, the protocol has to consider different com-
munication environments that may be present in different roads (for
example, communication on a highway has different requirements
than communication in downtown). Delay is usually the main QoS
metric requested by VANET applications and has to be the main
concern of the routing protocol. Most cross-layer design techniques
for VANETSs utilize GPS devices to aid in routing. Nodes in VANETSs
also have sufficient energy, and storage capabilities and restrictions
on the size of the devices are usually relaxed. This means that larger

antennas can be employed in VANETSs to improve performance.

* WSN Challenges: Due to the strict requirements on the size of sen-
sor nodes, they usually have limited energy, storage, and processing
capabilities. The main challenge in WSN protocol design is energy
efficiency. WSN networks are usually required to remain operational
for several months without human intervention, using the small bat-
teries on board the sensor devices. Sensor networks also operate at
relatively low data rates. These characteristics make QoS for WSNs
a highly challenging task. QoS routing protocols have to be simple
(avoiding operations with high complexity) and should avoid wasted
transmissions and unnecessary overhead, since transmissions are
considered the largest consumer of energy in the network. Load bal-
ancing also needs to be considered in order to avoid the overuse of
any subset of nodes. Cross-layer protocols for WSNs often consider
remaining battery levels and may consider parameters such as con-
tention from the MAC layer or geographical information from the

PHY layer during routing, in order to ensure energy efficiency.

Table 4.1 summarizes these challenges and highlights the main cross-layer

directions that address those challenges.
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TABLE 4.1
Multihop Network Challenges and Cross-Layer Solutions
MANET WMN VANET WSN
Considerations  ® Lack of e Interference * Dynamic e Limited
and centralized management topology energy
Challenges control e Scalability * Network e Limited
e Interflow and e Link partitions storage and
intraflow scheduling * Unknown processing
interference ¢ Topology network size e Limited
e Distributed control ¢ Deterministic bandwidth
resource ¢ High traffic mobility
management load pattern
e Different
routing
requirements
Popular * Joint routing * Joint routing ® Geographical e Joint routing
Cross-Layer and and routing and topology
Approaches admission scheduling * Joint routing control
* Joint routing ® Joint routing and power ® Joint routing
and power and control and
control admission scheduling
* Joint routing control ® Geographical
and ¢ Joint routing routing
scheduling and topology
control

4.2.3 Network Resources and Performance Metrics

There are many ways to evaluate the performance of a routing protocol. This
can be done by directly measuring the QoS metrics required by the applica-
tion, or through other means that can reflect how the protocol operates. In this
section the main network resources available at each layer are presented, and
the performance metrics typically employed at each layer are discussed [5] [6].

e PHY Layer Resources and Performance Metrics: Resources at this layer
include available bandwidth or channel capacity (which largely depend
on channel conditions and interference) and remaining battery power.
Bandwidth is often measured using the average rate of channel utiliza-
tion (how long the channel remains busy) or using interference mod-
els. These models can be based on signal-to-interference plus noise
ratio (SINR) measurements or the link conflict graph, which identi-
fies the links that can operate simultaneously. In addition, node loca-
tions and mobility levels are measured at the PHY layer and can be
important metrics for routing decisions. End-to-end delay, bit error
rate (BER), SINR, and rate of battery utilization are often used to
evaluate the performance of the PHY layer.
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® MAC Layer Resources and Performance Metrics: Buffer space is one of the
most important MAC layer resources since it has a profound effect on
delay and congestion levels. Link throughput (per-node throughput)
is also measured at the MAC layer, since this layer is responsible for
determining the success or failure of packet reception. Probability
of contention is often considered by some routing protocols, and it
is typically measured by counting the number of packets lost over a
period of time. Link reliability, stability, and lifetime are also mea-

sured at the MAC layer and have a direct effect on PLR.

® Network Layer Resources and Performance Metrics: Congestion is typi-
cally measured at the network layer, since it requires a view of the
overall network resources. Similarly, aggregate throughput (total
network throughput) and network lifetime also require a network

view and should be measured at the network layer.

e Upper-Layer Performance Metrics: QoS routing protocols are often
evaluated from the perspective of the application itself. For example,
session blocking/dropping ratios and false rejection ratios are some
of the important methods of evaluating admission control proto-
cols. A large session-blocking ratio implies that the protocol may be
too conservative, while a large session-dropping ratio implies that
the protocol may be admitting too many sessions. Measuring the
performance of routing protocols from the user’s or the application’s
perspective can be of great importance, especially for marketing or

business purposes.

Finally, it is worth noting that the dynamic nature of all multihop net-
works and the large number of considerations and interactions that may
affect network performance usually make it difficult to guarantee QoS
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parameters for the entire duration of the communication session. Therefore,
in evaluating the performance of any protocol, it is more practical to con-
sider the outage of a certain metric. To illustrate, consider Figure 4.2. As the
figure illustrates, the application defines a certain duration, y, such that if the
QoS parameter drops below the threshold for a duration greater than v, the
integrity of the application is lost and outage occurs. However, most appli-
cations may tolerate a period during which the QoS parameter is allowed
to violate the threshold while still being able to preserve the integrity of the
transmitted information.

4.3 Taxonomy of QoS Routing Protocols in Multihop Networks

In this section some recent protocols that target QoS support in different
types of multihop networks are presented. The protocols presented in this
section are classified according to the type of network they address.

4.3.1 QoS Routing in MANETs

MANETs are among the most popular types of multihop networks, owed
mainly to the widespread implementation of the IEEE standard 802.11 (Wi-Fi)
on wireless devices. Early work on routing protocols for MANETSs focused on
the task of route discovery, and paths were chosen by utilizing routing met-
rics. In cross-layer design, metrics can be combined between layers in order
to improve performance. Protocols such as ad hoc on-demand distance vector
(AODV) routing [8], dynamic source routing (DSR), and destination-sequence
distance vector (DSDV) routing [9] simply choose the shortest path from a
source node to a destination node. The expected transmission count (ETX)
metric [10] chooses paths that maximize packet delivery ratio by utilizing
information from the MAC layer about the number of successfully transmitted
and received packets. On the other hand, the weighted cumulative expected
transmission time (WCETT) metric [11] chooses paths with the highest band-
width by utilizing information from the PHY layer about channel status.
However, recent research [12] shows that combining metrics might not
lead to the best results in the context of QoS support. Adding, multiplying,
or dividing several metrics produces a cost that only reflects the combina-
tion of these metrics but does not reflect each individual metric by itself.
This can be illustrated using Figure 4.3, which shows three possible paths
between a source node S and destination D. In Figure 4.3(a), metrics of delay
and bandwidth are aggregated into a single cost metric. Thus, the path with
the least cost will be chosen every time regardless of what the QoS applica-
tion requires. In Figure 4.3(b), each QoS parameter is computed separately
for each path, which provides more information for routing decisions. For
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Route selection in multihop networks.

example, if the application requires a path with minimum delay, then the
first path will be chosen, while if a path is required that supports both low
delay and high bandwidth, the third path will be chosen. Thus, computing
routing metrics separately will lead to better QoS support.

In addition to route discovery and accurate resource estimation, call admis-
sion protocols at the MAC layer are of particular importance in MANETs in
order to control transmissions according to the available wireless resources
and reduce interference, which is a key challenge for QoS support. The main
challenge in call admission is to consider the available resources within the
carrier-sensing range of each node and not just within the transmission or
local range. This is necessary to ensure that newly admitted sessions do not
degrade the performance of currently active sessions.
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4.3.1.1 Contention-Aware Admission Control Protocol

Combining routing with call admission has been explored in [13], where
contention-aware admission control protocol (CACP) was proposed. CACP is a
cross-layered scheme between network, MAC, and PHY layers, where inter-
ference within the carrier-sensing range is considered during resource esti-
mation and used for call admission at the MAC layer. Admission of new
flows is divided into two phases. The first phase includes route discovery and
estimation of local resources (within the transmission range) at every node,
which is done using a source routing protocol such as DSR. The network is
flooded with route request (RREQ) packets. Upon receiving a RREQ packet,
every intermediate node measures its local available bandwidth. This is done
by monitoring the busy time of the channel. A node will only forward the
RREQ packet if its local bandwidth is greater than the requirements of the
session to be admitted. As the RREQ reaches the destination, it will only
send a route reply (RREP) packet if there are enough local resources at every
node along the path. If the destination node receives multiple RREQ), it will
cache them for a period of time and will send the RREP on one route (more
RREP can be sent if their corresponding routes have higher bandwidth).

The second phase of CACP takes place during the RREP phase, where
resources are checked within the carrier-sensing range of every node along
the route. CACP proposes three methods to perform this task. In the first
method, known as CACP-multihop, query packets are sent to all nodes
within the carrier-sensing range, asking them about their bandwidth usage.
In this method, the carrier-sensing range is assumed to be two hops wide.
Every node receiving the query message will calculate the bandwidth that
will be consumed when the new session is admitted, using information
within the query packet. If there is no bandwidth available to accommodate
the new session, a reply will be sent and the route will be rejected. If the
RREP reaches the source node, it will know that all the intermediate nodes
have sufficient resources and that the new admitted route will not violate the
requirements of other active sessions.

The second call admission method proposed by CACP is known as CACP-
power. In this method the query packet is sent at a higher transmit power,
capable of reaching all nodes within the carrier-sensing range. Thus the
packet only needs one hop to reach all nodes to be queried. As in CACP-
multihop, admission will only take place if the RREP propagates back to
the source node. CACP-power requires less overhead than CACP-multihop
but needs some hardware modifications to support the increased trans-
mit power. In the third algorithm proposed by CACP, known as CACP-CS,
admission is performed at node A by monitoring the available bandwidth
using a sensing threshold that covers the carrier-sensing ranges of all nodes
within the carrier-sensing range of A (this threshold is known as neighbor
carrier-sensing range). This method requires no extra overhead or hardware
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Admission algorithms in CACP.

modifications but is less accurate than CACP-multihop and CACP-power.
The three admission algorithms are illustrated in Figure 4.4.

Although a network would only use one of the three proposed methods,
they are all illustrated in Figure 4.4 for comparison. CS-x denotes the carrier-
sensing range of node x. Thus, the neighbor-carrier-sensing range of A covers
CS-{A, B, C, G}. The main disadvantage of CACP is that it is overly conserva-
tive. The algorithms may include nodes outside the carrier-sensing range of
the nodes to be admitted. However, to the best our knowledge, CACP was
the first protocol to consider resources within the carrier-sensing range dur-
ing admission, which is why it was explained in detail in this section.

A modification to CACP-CS was proposed in [14], which we label rout-
ing and admission control (RAC), by assuming that transmissions within
the neighbor-carrier-sensing range are independent from transmissions
within the carrier-sensing range of the node to be admitted. Thus the esti-
mated available bandwidth is not as conservative as in CACP-CS. RAC also
assumes that different links can support different data rates, and uses a
route discovery method that allows for quick route recovery, which is not
available in CACP.

4.3.1.2 Adaptive Admission Control

In order to address the conservative nature of CACP and provide more accu-
rate call admission, a cross-layered protocol named adaptive admission control
(AAC) was proposed [15]. This protocol utilizes information from the MAC
and PHY layers to provide proactive resource discovery and perform admis-
sion control at the MAC layer. Periodic HELLO packets are used to broadcast
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the available bandwidth measured at every node (by monitoring the busy
time of the channel as in CACP). Although HELLO packets are transmitted
only to the one-hop range of every node, bandwidth information is aggre-
gated in every HELLO message so that each node will learn the bandwidth
information of other nodes within the carrier-sensing range. Therefore,
when a session needs to be admitted, nodes will already know the available
bandwidth at every hop. The available bandwidth is defined in AAC as the
minimum bandwidth of all interfering nodes.

The routing protocol of AAC also includes means of dealing with con-
gestion and mobility. Whenever congestion occurs at a particular node (for
example, if it is being used to forward data in multiple sessions) or if mobility
causes a node to enter the interference range of an ongoing session, the node
where QoS thresholds are violated chooses the session consuming the most
resources and informs the source node of that session to pause transmission
for a while. This frees up resources for other sessions and minimizes the
number of sessions that will be dropped. However, the session that is paused
might not be admitted again if congestion does not decrease.

4.3.1.3 Interference-Aware QoS Routing

Another direction was pursued in [16], where interference-aware QoS routing
(IQRouting) was proposed. Cross-layer interactions are utilized between the
network and PHY layers in order to formulate the link conflict graph, which
portrays the interference among links in the network, and perform admis-
sion control at the MAC layer. Nodes in a link conflict graph represent links
of the network, and edges of the graph connect links that are interfering with
each other (within the interference range). From graph theory, a complete sub-
graph is called a clique, and so all links in a clique interfere with each other.
The concepts of conflict graphs and cliques can be illustrated using Figure 4.5.

From Figure 4.5, links in {A, B, F}, {A, B, E}, {B, E, F}, and {A, E, B, F} are
all cliques, since they all interfere with each other. IQRouting broadcasts
periodic control messages throughout the network to discover the network
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FIGURE 4.5
Interference among links modeled using a conflict graph.
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topology and cliques. Information about bandwidth consumption is periodi-
cally broadcasted as well. A source routing protocol is used to discover sev-
eral candidate paths, and the resources of each path are tested to find the best
one. Probe packets are sent over each candidate path to check for clique con-
straints. The accumulated bandwidth of the path is defined as the minimum
bandwidth of all its links. When the probe packets reach the destination they
are compared, and the one with the largest bandwidth is chosen. IQRouting
requires significant overhead to maintain control information, establish the
link conflict graph, and perform admission, and therefore will not perform
well under high-mobility scenarios.

4.3.1.4 Interference-Based Fair Call Admission Control

The cross-layer routing protocol proposed in [17], known as interference-based
fair call admission control iICAC), is one of the few protocols that consider fair-
ness while performing call admission at the MAC layer. The channel busy
time is monitored at the PHY layer to determine the available resources at
every node. The main advantage of iCAC is that nodes divide bandwidth
evenly among all nodes within their carrier-sensing range. Periodic HELLO
packets are used by nodes in order to maintain neighbor tables and announce
the bandwidth usage. However, the HELLO packets are only broadcasted
every five seconds to reduce overhead. When a node needs to admit a new
flow, it uses information from the HELLO packets to determine if there is
enough bandwidth available and informs all nodes within its carrier-sensing
range that are currently engaged in communication sessions of their band-
width assignments. iCAC assumes that all nodes have a reserved transmit
power capable of reaching all nodes within the carrier-sensing range.

Another important contribution made in [17] is how iCAC considers the chan-
nel to be busy. Rather than considering the channel to be busy only when the
received power is greater than the carrier-sensing threshold, the work in [17]
identifies that this is in fact the upper bound on channel busy time. The lower
bound on a node’s busy time is calculated by considering the channel busy only
when the node is transmitting or receiving. iCAC uses those bounds to deter-
mine if the interferers are located inside a node’s transmitting range or within
its carrier-sensing range. Every node senses the medium using the receiving
threshold (the power level below which a packet cannot be received) and the
carrier-sensing threshold. If the channel is considered idler using the receiving
threshold than the carrier-sensing threshold, then more interferers are located
within the carrier-sensing range than within the transmitting range.

It is interesting to point out that ideas for QoS support proposed for
MANETs can be adopted for WMNSs, and vice versa, due to the similarities
between the two networks. Nodes in both networks have sufficient energy
and networking capabilities, and thus can support challenging applications.
Ideas for QoS support for WMNSs are presented in the next section.
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4.3.2 QoS Routing in WMNs

Traffic demand in WMNSs can be high, similar to the case of MANETs. In
fact, early protocols proposed for MANETSs, such as AODV and WCETT, have
also been used in WMNSs. However, the key difference between WMNs and
MANETs is that WMNS rely on some infrastructure that can perform some
centralized management operations, which can be highly valuable in con-
trolling interference. WMNSs are also typically larger in size than MANETSs
and target the support of heavier traffic demands. Mobility in WMNs is also
typically lower than MANETs. In this section we focus on those protocols
that were designed specifically for WMNSs.

4.3.2.1 QoS Routing and Distributed Scheduling

Due to the high traffic demands, combining routing at the network layer
with scheduling at the MAC layer is a highly popular cross-layer approach
in WMN:s in order to avoid bottlenecks and ensure the desired QoS levels.
In [18] a framework for QoS routing and distributed scheduling (QRDS) was pro-
posed that utilizes extensive cross-layer interactions between network, MAC
and PHY layers to support multiple QoS metrics. Since WMNs target the
support of a wide variety of applications, QRDS includes specifications for
supporting the QoS metrics of throughput, delay, and PLR. A utility function
that avoids bottlenecks is defined based on a dissatisfaction ratio for each
QoS metric. These utility functions are defined as:

® Delay dissatisfaction ratio is the ratio between the actual delay mea-
sured over a path and the required QoS delay.

e Throughput dissatisfaction ratio is the ratio between the required QoS
throughput and the measured bottleneck throughput (minimum
throughput of all links) of the path.

e PLR dissatisfaction ratio is defined as the ratio between the product of
the one-hop PLRs of all links of the path and the required QoS PLR.

Resources are estimated at the PHY layer during route discovery, and the
route that minimizes the utility function is chosen by the network layer. In
order to guarantee QoS parameters, resource reservation is utilized at every
hop during route discovery, and a reservation margin is used to account
for estimation errors. The proposed scheduler at the MAC layer also pri-
oritizes flows whose parameters are close to being violated. A utility metric,
similar to the dissatisfaction ratio, is also defined at the MAC layer in case
the node is responsible for forwarding packets for several active sessions.
Every time a packet needs to be forwarded, the scheduler will activate the
session whose QoS metric is closest to its threshold. This ensures that the
scheduler prevents the violation of QoS metrics of all sessions. Simulation
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results show that this algorithm outperforms the classic AODV algorithm
with round-robin scheduling.

4.3.2.2 Robust Routing and Scheduling

The problem of inaccuracy of traffic information was addressed in [19], where
a robust routing and scheduling (RRS) algorithm was proposed. The algorithm
mainly targets networks where a centralized controller is available and rep-
resents a framework for cross-layer design between network, MAC, and PHY
layers. The use of a centralized controller is justified by the fact that the pro-
tocol achieves worst-case optimal performance even under varying traffic
conditions. An interference model is utilized at the PHY layer that identifies
links that can operate simultaneously, based on either the link conflict graph
or SINR measurements.

The centralized controller receives flow requests and passes a schedule
for transmissions to the MAC layer at all nodes, after solving a linear pro-
gramming problem (LPP) that minimizes the maximum congestion level
for all flows. A traffic matrix (TM) is formulated that contains all the traf-
fic requests, and two variations of RRS are proposed. In the first variant,
no traffic knowledge is provided, and all entries in the TM can take values
between 0 and . In this case the algorithm considers all possible TMs and
finds a routing-scheduling pair that achieves worst-case minimum conges-
tion. In the second variant of RRS, where some traffic knowledge is available,
some entries in the TM may be known. This introduces more constraints
to the LPP and restricts the search space. The formulated LPP is then used
to find the optimal routing-scheduling pair. The algorithm also minimizes
overhead since the schedule does not have to be recomputed and redistrib-
uted as long the actual traffic is within the estimated range. In case delay is
also a required metric, a constraint is added to the LPP in order to limit the
number of hops taken from source to destination. By limiting the hop-count,
RRS guarantees an upper bound on the delay that may be incurred.

4.3.2.3 Admission Control Algorithm Using Accurate Bandwidth Estimation

A different direction was proposed in [20], where a comprehensive admission
control algorithm (ACA) was proposed, based on cross-layer design between
network and MAC layers. Admission control is also of particular importance
in WMNs due to the expected high traffic load. The advantage of ACA is that
it can be implemented in a distributed way and does not require significant
overhead. Every node in the network maintains an estimate of the available
channel bandwidth. This bandwidth is estimated by monitoring the chan-
nel’s busyness ratio at the MAC layer, which reflects the rate of channel utili-
zation. However, ACA considers the hidden node problem while measuring
the available bandwidth. Traditional bandwidth estimation mechanisms
assume that the probability of successful reception of request to send (RTS)
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packets is the same as the probability of successful reception of data packets.
In case the hidden terminal problem exists, a successful RTS packet might
not guarantee a successful data packet. This problem is considered in [20]
by separately considering the probabilities of reception of RTS, clear to send
(CTS), data, and acknowledgment (ACK) packets.

The total estimated channel bandwidth is divided between real-time (or
Qo9) traffic and non-real-time traffic, where the larger portion of the channel
is reserved for real-time traffic. Routes are discovered using a reactive rout-
ing protocol, such as AODV. After routes have been discovered, a node wish-
ing to initialize a real-time connection will send an admission flow request
along the route to the destination, where each intermediate node will check if
the requested bandwidth is greater than the estimated available bandwidth.
If bandwidth is available, each intermediate node will forward the request
along the path until it reaches the destination. Otherwise, a denial of service
will be sent to the source node. When the destination receives the admission
request, it will send an admission reply to the source node after checking its
available resources.

In case a non-real-time connection is requested, a rate adjustment algorithm
is used in order to avoid network congestion. In case the bandwidth avail-
able for non-real-time traffic is small, nodes are instructed to send packets at
larger intervals, and the intervals are reduced as more bandwidth becomes
available. This algorithm ensures fairness among nodes and ensures that
real-time traffic is always prioritized over non-real-time traffic.

4.3.2.4 On Using Contention-Based vs. Contention-
Free Scheduling Algorithms

Although scheduling is typically a MAC layer issue, it is frequently coupled
withrouting protocols as the two problems are closely related. There are mainly
two classifications for scheduling algorithms: contention-based scheduling
such as carrier sense multiple access with collision avoidance (CSMA-CA),
and contention-free scheduling such as time division multiple access (TDMA).
Each of those techniques has its own advantages and disadvantages.

CSMA-CA has the advantage of being fully distributed. Every node con-
tends for the medium and performs scheduling on its own. There is no syn-
chronization required or node cooperation of any kind [6]. However, the
main problem with CSMA-CA is that the limited transmission and sens-
ing ranges of nodes cause interference and hidden node problems, which
degrade throughput. Under heavy traffic loads, CSMA-CA is too conserva-
tive and does not perform very well; however, the mechanism remains sim-
ple and scalable. CSMA-CA is used by many IEEE standards such as 802.11
and 802.16.

On the other hand, TDMA has the advantage of being able to handle heavy
traffic loads [21]. It is also able to achieve good spatial reuse and fairness
among multiple nodes. However, TDMA is more suitable for networks with
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a centralized controller, since a transmission schedule needs to be calculated
and distributed to a group of nodes. This is why TDMA is more suitable for
WMN:Ss. In distributed networks, TDMA may require significant overhead.

One key factor in forming a schedule based on TDMA is to identify links
that can operate simultaneously using an interference model [21]. Early inter-
ference models, such as the link conflict graph, assumed that the coverage area
of nodes take a circular disk shape, which can be inaccurate. More accurate
interference models have been employed in [21] based on SINR measurements.

Thus far, the network types we have studied have limited or no mobil-
ity. Node movement can cause changes in topology and network resources.
High node mobility, which is the case in VANETS, imposes strict challenges
on QoS support and has to be carefully considered. The following section
examines QoS support in VANETSs.

4.3.3 QoS Routing in VANETs

Although nodes in VANETs may have sufficient energy and networking
capabilities, high node mobility could mean that not all applications can
be supported. Applications where links are required to remain active for
long periods of time will probably not observe the desired QoS level, due
to frequent link breakages. This is why routing protocols in VANETs have
to consider link lifetime. Most routing protocols proposed for VANETs also
utilize geographical information such as road maps and vehicle positions
from the PHY layer. Shorter paths are generally preferred since they have a
fewer number of links and are thus considered more reliable. Traffic infor-
mation can also be utilized; for instance, if two vehicles are moving in the
same direction, the link between them is expected to have a longer lifetime
than links between vehicles moving in opposite directions.

There are mainly two modes of operation proposed for VANETS, the first
being vehicle to vehicle (V2V) and the second being vehicle to infrastructure
(V2I). In V2V, the vehicles directly communicate with each other, while in
V2I the vehicles communicate with roadside units that provide Internet cov-
erage and relay information between vehicles. Due to the relative novelty of
VANETs as a research topic, it is envisioned that V2V will be deployed first
before the technology gains sufficient maturity, at which point companies
will be willing to invest in roadside units.

In [22] a study of the highest achievable QoS for VANET routing pro-
tocols was performed. This study considered the performance metrics of
link lifetime, end-to-end delay, jitter, and PLR. It was shown that current
routing protocols can satisfy most application requirements of delay and
jitter. However, link lifetime is highly dependent on the speed of vehicles,
while PLR depends on traffic intensity and the type of environment in
which the signal propagates (highway or urban). This implies that the
need for roadside units will be inevitable if routing is to be performed over
large areas, while small areas can be covered using V2V communication.
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4.3.3.1 Multihop Routing for Urban VANET

In [23] multihop routing for urban VANET (MURU) was proposed, based on
cross-layer design between network and PHY layers. The primary goal of
MURU is to find the path with the minimum probability of link breakage,
which is considered the most robust path. MURU assumes that all vehicles are
equipped with a GPS module. PHY layer information such as road geometry,
movement trajectory, and vehicle speed are used in choosing paths. In order
to address the challenge of having an unknown network size in VANETS,
the source node first formulates a rectangular area between the source and
the destination, using the location of both nodes and the shortest trajectory
between them. This rectangular area is known as the broadcast area and is
used to discover paths. Thus, when a RREQ packet is sent by the source node,
only nodes within the broadcast area are allowed to forward the packet.

A routing metric named expected disconnection degree (EDD), is pro-
posed in [23] and used to choose paths. EDD reflects the probability of path
failure within a specified period of time. As the RREQ packet floods the
broadcast area, intermediate nodes calculate and accumulate the EDD metric
using PHY layer information of vehicle speed, link quality, vehicle trajectory,
and road geometry. The path with the smallest EDD will be chosen by the
destination for the upcoming session. Simulation results show that MURU is
robust in supporting the QoS metric of delay. However, the disadvantage of
MURU is that the rectangular area might lead to paths that are not optimum.

4.3.3.2 QoS Routing for VANETSs

In [24] QoS routing for VANETs (GVGrid) was proposed and is also based
on cross-layer design between network and PHY layers. All vehicles are
assumed to be equipped with GPS devices. The network map is divided
into small grids and position information is used to forward packets. As in
MURU, a rectangular region is defined for RREQ transmissions. However,
RREQ is not flooded through this area, but each node selects one candidate
from each neighboring grid within the rectangular area and transmits the
RREQ to them. This is illustrated in Figure 4.6.

Figure 4.6 shows the rectangular grid formed when a source node S wishes
to discover a path to a destination node D. Each node sends a RREQ packet to
nodes in its neighboring grids that are determined to be the best candidates.
Each intermediate node then forwards the RREQ to nodes in its neighbor-
ing grids in the same way as the source node. When the RREQ reaches the
destination, it chooses the path with the longest expected lifetime based on
a formula presented in [24]. The destination node then sends a RREP along
that route back to S, which can start utilizing the route. The goal is to find the
route with the minimum number of intersections, streets, and traffic signals.
Candidate nodes are thus chosen by utilizing PHY layer information such
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FIGURE 4.6
Route discovery process in GvGrid.

as vehicle speed and direction, as well as route characteristics (traffic lights,
stop signs, and so on).

The authors of [24] also propose a route maintenance process in order to
repair broken routes. The basic idea is that the initial route discovery pro-
cess does not just discover a sequence of forwarding nodes from source to
destination but discovers an optimum road trajectory, called driving route,
on which any vehicle can provide robust and stable forwarding. Thus when
a forwarding node fails, the route maintenance process attempts to find
replacement nodes on the driving route, thus reducing delays in reestablish-
ing the driving route.

4.3.3.3 Improved Greedy Traffic-Aware Routing

The cross-layered approach between network and PHY layers, known as
improved greedy traffic-aware routing (GyI'AR), was proposed in [25]. The main
concept in GyTAR is to discover a sequence of intersections that are con-
sidered robust and have high vehicle densities, and use the greedy carry-
and-forward mechanism to forward packets between intersections. Each
vehicle is assumed to have GPS devices, and periodic HELLO packets are
used to maintain neighbor tables containing position, speed, and direction
of movement of neighboring vehicles. The protocol is divided into three
main phases:

1. Determining the vehicle density of roads.
2. Selecting intersections that will be used to forward packets.
3. Forwarding packets between intersections using greedy forwarding.

In the first phase of GyTAR, the entire grid is divided into segments, where
each segment consists of the part of the road between intersections. The goal
of this phase is to discover the density of vehicles between intersections.
Vehicles within each road segment are divided into location-based cells, and
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in each cell a node is designated as the cell leader that is responsible for main-
taining information about the vehicle density within its cell. When a vehicle
reaches the end of its segment (that is, reaches an intersection), it sends a cell
density packet (CDP) to cell leaders (directly or through intermediate nodes),
where the latter update the packet by adding their own cell density. As the
CDP traverses the road segment, the density of cells is accumulated and the
density of the segment can be determined.

In the second phase of GyTAR, the sequence of intersections that will be
used to forward packets is chosen dynamically by jointly considering traffic
density and distance to the destination. Thus, when a packet is forwarded
from the source to the destination, the next intersection is chosen that is
closest to the destination and has the highest traffic density. Between inter-
sections, the third phase of GyTAR takes place, where a greedy carry-and-
forward approach is used to route packets. Once a packet determines the
next intersection to be reached, each node uses the neighbor table to estimate
the position of its neighboring vehicles. The node that is moving toward the
next intersection with the highest speed will be chosen as the next hop. In
case a forwarding node cannot be found, the node simply carries the packet
until the next intersection. Since forwarding is done dynamically at each
intersection and on a hop-by-hop basis, route maintenance is automatically
included. Simulation results in [25] show that GyTAR can achieve good per-
formance results in terms of throughput and delay.

4.3.3.4 Stable Group-Path Routing

The routing protocol proposed in [26], which we label stable group-path routing
(SGPR), utilizes extensive information from the PHY layer about the speed,
location, and direction of movement of vehicles in order to choose stable rout-
ing paths at the network layer. The authors of [26] identify stable routing paths
as those paths where links are expected to be long lived. Vehicles are divided
into four mobility groups, where vehicles within the same group have the
same range of velocity vectors (that is, have the same speed and direction
ranges). Every group spans 90° of the Cartesian space around one of the four
main directions—north, south, east, or west—as illustrated in Figure 4.7. By
choosing paths where all vehicles belong to the same mobility group, stable
routing can be performed and links with long lifetime can be found.

When a source node wishes to discover a path to a destination node, it
broadcasts a RREQ packet. Although SGPR assumes that every vehicle is
equipped with GPS systems and location maps, it does not assume that
the source node knows the location of the destination. Therefore, RREQ is
flooded throughout the network. The source node inserts its group ID in
the RREQ packet. Upon receiving the RREQ, each intermediate node checks
if it belongs to the same group, and will only rebroadcast the packet if it
belongs to the same group ID as the source node. Thus, when the RREQ
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reaches the destination or a node that knows a path to the destination, all the
intermediate nodes along the path will belong to the same mobility group.

When the RREQ reaches the destination or a node that knows a path to
the destination, a RREP packet is sent back to the source. When each inter-
mediate node receives the RREDP, it will compute a metric known as the link
expiration time (LET), using information about vehicle speeds and GPS loca-
tions. Each intermediate node will check the LET field in the RREP packet
and check if the newly computed metric is less than the one in the packet.
If it is, it will overwrite the field with the newly calculated LET metric. This
way, only the bottleneck LET is propagated back to the source, reflecting the
expected lifetime of the entire path.

SGPR also employs a route recovery procedure in case a link breaks. When
this happens, the node that realizes the break will check if it already knows an
alternative path to the destination. If such a path is available, it will be directly
utilized and the source node will be informed of the route change. If such
a path cannot be found, a local recovery procedure is initiated. In case the
node that realizes the break is closer to the source than the destination, then
the source node will be instructed to initiate a new route discovery process.
On the other hand, if the node is closer to the destination, it will send a route
discovery message (RREC) in its two-hop neighborhood to find a replacement
link. Nodes belonging to the same mobility group within the two-hop neigh-
borhood will reply to the RREC, thus replacing the broken link.

4.3.3.5 Route Maintenance Mechanisms

Routing protocols for VANETs must perform path maintenance functions
due to their highly dynamic nature, especially when supporting QoS appli-
cations. Traditionally, path maintenance protocols were mostly reactive,
replacing nodes or links along a route after they fail. However, reactive
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FIGURE 4.8
Route maintenance operation.

maintenance can be slow to adapt and can thus degrade the quality of QoS
support. Proactive maintenance can prevent the disruption to the continuous
tlow of data by replacing nodes or links before QoS thresholds are violated.

In [27] a trigger-based proactive maintenance algorithm was proposed
based on a reliability metric that considers node speed as well as buffer
congestion. When a link is determined to be unreliable, one of the two
nodes on that link will broadcast a route maintenance packet to its one-hop
neighbors. To illustrate, consider Figure 4.8, which shows a multihop net-
work where node C is transmitting packets on route ABC. When node B is
determined to be unreliable and consequently link BC, node C broadcasts
a special HELLO message to its one-hop neighbors, nodes D and E in the
figure. Node D then determines that it is also a one-hop neighbor of A, and
therefore replies to node C and replaces node B in upcoming transmissions.
Simulations in [27] show that this algorithm improves throughput, delivery
ratio, and end-to-end latency.

In [28], the maintenance operation is triggered when the signal strength
drops below a certain threshold, mainly due to the movement of nodes out-
side the transmission or reception range of its neighbors. However, in [28]
it is the moving node that transmits the route maintenance packet to find
a replacement for itself. The authors of [28] also propose a method of wider
node search if one suitable node cannot be found.

These maintenance algorithms can be utilized in any multihop network
but are particularly important in VANETs. Most maintenance algorithms are
based on the basic ideas illustrated in [27] and [28], where a control message
is sent to perform local repair, even though maintenance metrics may vary.
An alternative approach to ensure stability is to set up several routes during
the discovery process and simply utilize an alternative route when one fails.
This approach was followed in [29].



Cross-Layer Approaches to QoS Routing in Wireless Multihop Networks 123

A completely different perspective has to be taken for QoS support in net-
works with strict resource constraints, as in WSNs. Limited energy and pro-
cessing capabilities impose restrictions on protocol design and the nature of
the applications that can be supported. Ideas for QoS support for WSNs are
studied in the next section.

4.3.4 QoS Routing in WSNs

WSNss are different in nature from other types of multihop networks. They
are ideal for monitoring and tracking applications, and typically operate for
extended periods of time (sometimes over one year). Thus, energy is consid-
ered the scarcest resource in WSNs and routing has to be carefully designed
to avoid energy waste on overhead or unnecessary transmissions.

In addition, the target of any information sent in WSNs is usually the sink
node, and point-to-point communication is usually not employed. For exam-
ple, data transmissions can be time driven, query driven, event driven, or a
combination of these methods. Early routing protocols for WSNs include low-
energy adaptive clustering hierarchy (LEACH) [30] and geographic random
forwarding (GeRaF) [31]. These protocols mainly focus on choosing paths that
are energy efficient. In LEACH, the network is divided into clusters, where each
group of sensor nodes transmits its information to a designated node, called the
cluster head. The cluster heads then communicate with each other to relay the
data to the sink node. The role of the cluster head is exchanged among nodes
of the same cluster in order to achieve load balancing. In GeRaF, nodes use
geographical information to find the shortest path to the base station. A node
with information to send simply broadcasts the data to all its active neighbors,
and the neighbor that is closest to the destination will be chosen to forward the
data. This process is repeated until the packet reaches the sink node.

4.3.4.1 Multipath Multispeed Routing Protocol

Although LEACH and GeRaF are considered energy-efficient protocols, they
have no capabilities to accommodate QoS applications. In order to address
QoS support for WSNs, multipath multispeed protocol (MMSPEED) was pro-
posed in [32], and considers the MAC layer metric of reliability, as well as
PHY layer metrics of delay and GPS or location information to aid in packet
forwarding at the network layer. If delay is the required QoS parameter, the
authors of [32] define a threshold, SetSpeed, to ensure that a maximum delay
is guaranteed across the network. Every node maintains an estimate of the
delay needed to transmit to each of its active neighbors (including queuing,
processing, and collision delays) and uses this estimate together with loca-
tion information to calculate the progress speed to each neighboring node.
The progress speed is defined as the progress distance (difference between
the distances of the current node to destination and next hop to destination)
divided by the delay estimate. The neighbor with the greatest progress speed
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will be chosen as the next hop. As long as the progress speed at every hop is
greater than SetSpeed, the end-to-end delay across the network is bound by
SetSpeed and the distance between the source and the destination.

The authors of [32] also define a scheduler at the MAC layer of every node
that ensures that the delay threshold is not violated. Several priority queues
are implemented, each with a predefined SetSpeed. The scheduler picks the
packet whose threshold is close to being violated. If no forwarding node with
progress speed greater than SetSpeed can be found, the scheduler drops
some packets from the queue in order to ensure that the maximum delay is
not exceeded. This means that reliability is sacrificed for the sake of speed.

On the other hand, MMSPEED supports reliability of packet delivery by
allowing multiple paths to deliver packets. Intermediate nodes determine
how many paths should be used based on an error metric. This error metric
reflects the probability of packet loss at every node. As the required reli-
ability increases, more paths are utilized to ensure low packet loss rate.
However, utilizing multiple paths can increase interference in the network
and increase the chance of collisions.

4.3.4.2 Cost and Collision Minimizing Routing

Another cross-layered scheme between network, MAC, and PHY layers was
presented in [33], where cost and collision minimizing routing (CCMR) was pro-
posed. CCMR addresses the issue of energy waste due to collisions caused by
contention at the MAC layer. Routing in CCMR is a hop-by-hop on-demand
scheme, where every node is responsible for choosing the next hop that opti-
mizes a certain metric. In order to choose the next hop, a two-dimensional
cost metric is proposed. The two dimensions correspond to the probability
of successful contention and any other metric that can be of importance to
the network. A combination of several metrics can also be implemented. In
[33] this metric was chosen to be geographical advancement (obtained from
GPS information at the PHY layer) toward the destination. Thus the goal of
CCMR in [33] was to choose the next hop that maximizes both the probabil-
ity of successful contention and geographical advancement toward the des-
tination. CCMR provides a degree of flexibility in choosing routing metrics.

In order to perform routing, the node wishing to transmit sends a RREQ to
all active nodes in its one-hop neighborhood. Each node receiving the RREQ
first determines if it provides any geographical advancement toward the des-
tination, using location information from the PHY layer. The protocol then
defines a group of slots (contention windows) at the MAC layer that can be
used to transmit the RREP. If the node receiving the RREQ decides that it can
provide geographical advancement to the destination, it will compute which
slot it should use to transmit the RREP based on the aforementioned two-
dimensional routing metric. The node with the minimum routing metric
will have the smallest contention window and will thus transmit the RREP
before other nodes, thus being chosen as the next hop. CCMR was shown to
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be robust and can save energy in case the network load is high by reducing
the chance of collisions.

4.3.4.3 Energy-Efficient Multihop Polling in Heterogeneous WSN

Another protocol that addresses the issue of collisions is energy-efficient
multihop polling (EEMP) [34], which is a cross-layer design between network
and MAC layers. EEMP assumes a heterogeneous and hierarchical network
structure, where the network is divided into clusters, with each cluster head
controlling a group of sensors. The cluster heads are assumed to have higher
energy and processing powers than the regular sensors. In addition, EEMP
assumes that every node knows its location from GPS or other means.

In the initial phase of EEMP, the clusters are formed. Cluster heads take
turns to broadcast their IDs in a control message. Note that the turns of the
cluster heads are predetermined according to the IDs given to them. Each
cluster head will wait for a predetermined period of time until the previ-
ous cluster has finished its local sensor-discovery procedure. Upon hearing
a broadcast message, sensor nodes will send a reply to the cluster head using
a contention-based MAC protocol. When all the first-hop sensor nodes have
sent their replies, the cluster head will ask each of those sensors in turn to
send a broadcast packet to determine the second-hop neighbors. Thus, EEMP
allows for multiple hops to exist within a cluster. After a sufficient period of
time, this process will be repeated several times at every cluster head until
every node in the network has been discovered. Note that if a node receives a
broadcast message from several clusters, it will only join the one from which
the message was received with the highest power.

Once the clusters are formed, nodes can start sending data packets. This
is done using a multihop polling algorithm at the network and MAC layers.
Since cluster heads do not know in advance which nodes have packets to send,
they will start by polling a subset of nodes that cover all the relaying paths of
the cluster. Each node, 7, in turn will send a data packet (if it has one) in addi-
tion to the packet number of any second-hop nodes that are responsible for
forwarding their data. After this phase is complete, the cluster head will have
acquired some data packets in addition to information about all the remaining
packets to be sent. A schedule is then computed at the cluster head that mini-
mizes the number of turns needed to send all the packets. Nodes in the second
hop that are not in contention with other nodes in the first hop may send their
packets at the same time. This schedule is contention free and minimizes the
number of transmissions needed, thus making it energy efficient. In addition,
nodes can be given priorities in case a deadline for delay needs to be achieved.

4.3.4.4 Delay Guaranteed Routing and MAC Protocol

In order to minimize collisions and ensure efficiency of transmissions, delay
guaranteed routing and MAC (DGRAM) was proposed in [35] and utilizes a
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TDMA-based MAC layer. Thus DGRAM is a cross-layered approach between
network and MAC layers. In contrast to many other TDMA-based MAC pro-
tocols, DGRAM does not require a centralized node, and each node deter-
mines its transmission slot on its own. In order to perform this task, DGRAM
makes the following assumptions: It assumes that all nodes are synchro-
nized, the coverage area of the WSN is circular with the sink node at the cen-
ter, all nodes know their relative location to the sink, and all nodes discover
the location of all other nodes in the network in an initialization phase. The
network topology is divided into radial tiers and blocks and, using location
information, each node will determine its corresponding tier and block as
shown in Figure 4.9.

After each node discovers which tier and block it belongs to, the next step is to
determine the TDMA schedule. In order to do this, time is divided into super-
frames, subframes, sub-subframes, and slots. The size of each time category
depends on the number of nodes in the network (which is known to all nodes).
A superframe is the period after which the TDMA schedule repeats itself, and
contains several subframes. Each tier is assigned a subframe, where two con-
secutive tiers cannot transmit using the same subframes to avoid collisions.
However, nodes that are two tiers apart can transmit in the same subframe.

Each subframe is then divided into sub-subframes according to the num-
ber of blocks. Nodes in adjacent blocks cannot transmit using the same sub-
subframe. As with subframes, nodes separated by two blocks can transmit
using the same sub-subframe. Within the same sub-subframe each node
is assigned its own slot according to its radial distance from the sink node
(which is known to every node). The node with the smallest radial distance
gets the first slot, and so on. If there is a tie in the radial distance, the angular

Block A

Block B

FIGURE 4.9
Tiers and blocks in DGRAM.
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distance is used. Therefore, by knowing the locations of nodes and the sink,
each node can determine its block and tier, and therefore determine its slot,
sub-subframe, and subframe within each superframe. By knowing the exact
time when every node can transmit, delay can be accurately bound across the
network. In addition, DGRAM is energy efficient since it minimizes collisions.

4.3.5 Limitations to Routing Design across Different Networks

The future of wireless networking is moving toward interconnectivity and
compatibility. Wireless users demand seamless connectivity when they move
from one network to another. Therefore, it can be expected that QoS support
will be required across different networks. For example, a WMN can pro-
vide an umbrella of connectivity to cover a large area, such as a university
campus, with smaller MANETSs covering individual buildings. Research labs
may require that their MANET or WMN be connected to WSNs in remote
areas, and VANETSs can provide exclusive coverage to users moving at high
speed between buildings or around the campus.

Connectivity and QoS support in such a heterogeneous network is
extremely challenging. Each network type has its own design challenges,
which makes it difficult to design a unified framework for QoS support in all
networks. However, it is useful to point out some similarities between net-
works that might enable us to approach the ultimate goal of interoperability.

For example, MANETs and WMNs have several similarities. Both networks
suffer from interference challenges and can support challenging applications.
However, MANETs demand that all protocols be completely distributed, due
to the absence of a centralized node. Therefore, strictly speaking, any distrib-
uted protocol can be used for both networks. CACP, AAC, IQRouting, iCAC,
and ACA are examples of such protocols. Another solution for interoperability
would to be to implement a centralized management system at the WMN that
would be responsible for setting up end-to-end routes from source to destina-
tion, no matter which network they belong to. The disadvantage of this solution
is that it will probably require a gateway to provide compatibility between the
two networks. A framework for achieving such compatibility was proposed in
[36]. This proposal was based on a generic virtual link layer (GVLL) that would
decide on the best serving network to provide QoS support, by considering
metrics of throughput, delay, and PLR. However, this solution requires that
at least some nodes have a dual interface, one for the WMN and one for the
MANET, where the GVLL will hand the incoming packets to the MAC layer of
the appropriate interface that would provide the best QoS support.

Although GVLL was proposed to provide connectivity across WMNs and
MANETs, its idea can be adapted to connect between WMNs and WSNs as
well. However, this issue has multiple challenges due to the strict energy
requirements of WSNs. Generally speaking, routing protocols for MANETS,
WMNSs, and VANETSs sacrifice energy to provide QoS support. Thus, simple
protocol conversion is not sufficient. Careful consideration of energy has to
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be included in protocol design. This does not only refer to remaining battery
power but also load balancing (dividing the load across multiple nodes) in
order to avoid the overuse of a subset of nodes and premature network expira-
tion. If a connection is to be set up between either a WMN or a MANET and a
WHGN, then different considerations have to be included for the part of the route
that belongs to the WMN and MANET, and the part that belongs to the WSN.
To our best knowledge, such a task has not yet been attempted in research.

Connectivity between VANETSs and other networks also has its challenges.
The requirement for high mobility and dynamic topology forces QoS rout-
ing design in VANETS to be different from other networks. This essentially
means that a protocol that provides interoperability across VANETs and
any other network has to be highly adaptive and should respond quickly.
In-band signaling is a technique that enables such quick response. Using this
technique, control information is piggybacked on data packets to decrease
overhead and provide means for constant monitoring of the network state.
The INSIGNIA framework [37] is a classic proposal for QoS support using in-
band signaling that has been improved and adapted in many ways in order
to enhance its performance [38]. Although this proposal was used strictly
in MANETSs, the idea can be adopted to provide constant monitoring of a
VANET in order to adapt to the dynamic topology.

Achieving connectivity between several networks is only part of the prob-
lem. End-to-end QoS support across different networks is extremely challeng-
ing. First of all, every network is commonly known for requiring certain QoS
parameters more than others. For example, delay is the most required param-
eter in VANETS, PLR is usually the focus in WSNs, while several parameters
may be required in MANETS and WMN:Ss. For this reason, research in every
network type typically focuses on the most required parameter. However,
if we are to consider QoS support and seamless interoperability simultane-
ously, there has to be research on the support of any parameter in any network.
QRDS, RRS, MMSPEED, and CCMR consider more than one metric, but only
in the context of a single network. In order to approach the goal of a unified
framework for QoS support in any network, research has to start consider-
ing the needs of several networks in a generic way and provide means for
adapting the protocols as packets move from one network to the other. Such
research will ultimately increase as more demands for different networks
arise. Already there is significant demand for connectivity between WMNs
and MANETSs, and this demand can only be expected to increase in the future.

4.4 Comparison between QoS Routing Protocols

In this section we present a comparison between the routing protocols sur-
veyed in this chapter. We compare between the cross-layer approaches taken
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by the protocols and the aspects of QoS support addressed by each of them,
such as the QoS metrics they support and the network constraints they con-
sider. The objective of this section is to provide the reader with an insight
into the advantages and disadvantages of the design aspects of every pro-
tocol, thus providing a base for future designers of QoS routing protocols
for different types of multihop networks. Table 4.2 summarizes some of the
aspects of the surveyed protocols.

As Table 4.2 shows, all the surveyed protocols employ aspects of cross-layer
design. CACP, RAC, AAC, IQRouting, iCAC, MMSPEED, CCMR, QRDS, and
RRS utilize extensive cross-layer interactions between network, MAC, and
PHY layers. For example, CCMR calculates the routing metric based on the
probability of contention calculated at the MAC layer and GPS information
from the PHY layer. The routing protocol then instructs the MAC layer on
the size of the contention window that should be used. In QRDS and RRS,
extensive PHY layer information is passed to the network layer, which then
produces a transmission schedule to be used at the MAC layer. On the other
hand, the remaining protocols only utilize PHY or MAC layer information in
routing decisions. In addition, the level of cross-layer interaction differs from
one protocol to another. For example, the specified VANET protocols only uti-
lize information exchange between network and PHY layers, while a protocol
such as EEMP extensively combines the network layer with the MAC layer in
order to perform multihop polling. Similarly, all the specified MANET pro-
tocols combine network and MAC layers in order to perform routing and call
admission, while utilizing information exchange with the PHY layer.

It is interesting to observe that most of the above protocols incorporate
PHY layer metrics in routing design. This leads us to believe that PHY layer
parameters can have a profound impact on routing and network performance
in general. PHY layer parameters are of particular importance in QoS support
since several applications require the guarantee of PHY layer resources such
as bandwidth or end-to-end delay. Therefore, utilizing realistic PHY layer
and propagation models during the design and evaluation stages of routing
protocols can be of particular importance. Unfortunately, most of the above
protocols (except QRDS, RRS, DGRAM, and EEMP) were evaluated using the
disk propagation model, where transmissions are assumed to reach a fixed
distance in all directions equally. This model is unrealistic and can lead to
inaccurate results.

All the above protocols target QoS support as their main objective. CACP,
IQRouting, AAC, iCAC, QRDS, RRS, and ACA all target the QoS metric
of throughput. This is because traffic demand in MANETs and WMN:s is
high and bandwidth is considered a scarce resource. Thus, most protocols
proposed for MANETs and WMNs aim for better utilization of the shared
medium. Due to the presence of a centralized node in WMNs, QRDS and
RRS protocols were designed to exploit this feature. Parameters can be opti-
mized at the centralized node by collecting information from the network,
which achieves better performance at the expense of higher complexity. All
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other surveyed protocols utilize distributed operation, which is a require-
ment due to the nature of MANETs, WSNs, and VANETs. EEMP assumes
the presence of sophisticated cluster heads capable of performing centralized
operations.

The idea of using the link conflict graph, as in IQRouting, can be accurate
in determining the amount of interference present at every link but can be
very costly in terms of overhead, especially if the network is large or highly
dynamic. A significant advantage of QRDS is that it simultaneously consid-
ers several metrics—namely, throughput, delay, and PLR. However, the dis-
advantage of QRDS is that it was not efficiently analyzed against other QoS
protocols. RRS provides an amendment to the protocol that considers delay
as well as throughput. ACA only considers the throughput metric but service
differentiation between real-time and non-real-time traffic is employed as
well. Real-time traffic is prioritized in ACA in order to guarantee a satisfac-
tory QoS level.

On the other hand, MURU considers the QoS metric of delay, which is
an important metric for VANET applications such as collision warnings. In
addition, MURU, GvGrid, GyTAR, and SGPR consider link lifetime in rout-
ing decisions, which is dictated by the nature of VANETs. However, only
MURU and GyTAR mention how any of the classical QoS metrics (such as
throughput or delay) will be guaranteed in VANETSs. Due to network restric-
tions, all VANET protocols employ path maintenance algorithms to repair
broken routes, due to frequent link failures.

Different restrictions are imposed by the nature of WSNs, mainly energy
sensitivity and limited capabilities of nodes. To address these issues, the
protocols offered are of low complexity. They avoid heavy operations
such as optimization. The advantage of MMSPEED is that it considers two
QoS metrics: delay and reliability of packet delivery. The disadvantage of
MMSPEED and CCMR is that they do not study energy efficiency of the
protocols. CCMR provides means of including remaining energy of nodes
within the routing metric but does not study this issue when evaluating the
performance of the protocol. However, both protocols offer interesting ideas
for QoS support in WSNs. EEMP and DGRAM target energy efficiency as
their main goal. They propose protocols that minimize contention among
nodes, thus ensuring efficient transmissions. In addition, using polling in
EEMP and TDMA scheduling in DGRAM provide means of controlling
delay of packet delivery in WSNs.

4.5 Challenges and Future Directions

Despite the evolution of protocols targeting QoS support, user applications
keep evolving as well, often at a faster pace. Thus, continuous research is



134 Wireless Sensor Networks: A Cognitive Perspective

needed to accommodate such challenging applications and improve QoS
support for the increasing number of wireless users. To reach this goal, some
challenges need to be addressed and new directions need to be explored.

Some of the significant challenges that need further investigation include the
support of different classes of traffic and the support of Internet services over
multihop networks. Although research exists on the support of almost all QoS
parameters individually, limited research has dealt with the interactions of
nodes when they request the support of different parameters. This is an issue
that needs further investigation, especially in MANETs and WMN:s, since it
is very likely that different applications will be simultaneously requested at
different nodes. Some models that have been implemented in the Internet,
particularly the differentiated services (DiffServ) model, have been adapted
in multihop networks to support QoS. DiffServ is simply a model that sup-
ports different levels of services to users, without requiring reservations and
without the need for centralized control. It is mainly based on methods that
allow intermediate routers to prioritize packets on different flows. A proposal
to adapt DiffServ in multihop networks was proposed in [39] by building a
backbone that is responsible for transporting high-priority packets.

PHY layer challenges are of particular importance due to the profound
impact they have on network performance. Estimating resources such as
bandwidth and delay directly impact the efficiency of QoS support. If pro-
tocols are too conservative in estimating resources, then those resources
may be underutilized. On the other hand, underestimation of resources may
cause significant packet loss and degraded QoS levels. Several methods have
been proposed to estimate bandwidth. Measuring the channel busy time and
SINR are among the most popular methods of measuring bandwidth. Due
to the importance of estimating bandwidth, continuous research is needed
to improve its accuracy. The amount of research devoted to estimating and
supporting end-to-end delay is much less than bandwidth and thus needs to
be improved. The main challenge in resource estimation is that resources are
shared among interfering nodes that may be outside each other’s transmis-
sion range, combined with the fact that there is no centralized node capable
of monitoring network resources. More research is needed to develop accu-
rate methods of distributed resource estimation.

Another important PHY layer issue that can significantly improve QoS
support is the optimization of power and data rate parameters over the
entire network, and not just over individual links, in a cross-layer frame-
work. Power control can save energy, optimize network connectivity, and
control the level of interference in the network. Data rate control can render
links usable if they were not so before, since lower rate transmissions need
lower power thresholds than higher rate transmissions and can thus tolerate
worse channel conditions.

Exploiting multiple antennas in routing design is also a prominent research
direction. Multiple-input/multiple-output (MIMO) is a PHY-layer technol-
ogy of immense potential as it could lead to significant improvements in
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capacity and quality of links. Cross-layer design between routing and MIMO
has been explored in [40] by controlling the number of antennas used for
transmission in order to limit interference and enhance the quality of sig-
nals. In [41], a combination of MIMO and adaptive modulation was exploited
at the MAC layer to optimize the use of wireless resources or extend the
range of signals. Since MIMO enhances signal to noise ratio (SNR), the gain
in SNR can either be used to transmit to a longer range or at a higher data
rate. There are many ways in which MIMO can be exploited at the network
layer, and this idea definitely deserves more attention.

There are also challenges that are often considered secondary (compared
to the direct support of QoS metrics) but may have significant impact on QoS
support. Challenges such as congestion and fairness are often considered
separately, outside of the context of QoS support. Congestion could mean
that high-priority traffic is dropped when contending with low-priority traf-
fic. Not considering fairness between nodes could mean that some users may
be denied service for the purpose of ensuring high aggregate throughput.
TDMA scheduling can be efficient in ensuring fairness and dealing with
high traffic loads that may cause congestion but is sometimes difficult to
implement in distributed networks, due to their dynamic nature.

A promising direction that is currently being explored by researchers is the
introduction of nodes with different capabilities within the same network.
This can be of great potential because different wireless standards have dif-
ferent areas of strength and therefore can complement each other, leading to
better network performance or a wider range of applications. This idea has
been explored in the area of health care in emergency response and disaster
scenarios, where a large number of victims can overwhelm medical care pro-
viders. The AID-N organization [42] together with the CodeBlue [43] research
team at Harvard University proposed a platform for a heterogeneous net-
work that can autonomously monitor vital signs of patients in emergency
situations. This network is composed of wireless sensors, ad hoc nodes, and
a portal for Internet services. Routing in such a network is complicated and
deserves more attention. The capabilities and limitations of the different node
types must be taken into consideration in order to realize the full potential of
the network. Heterogeneous nodes can also be used in WSNs, for example, to
alleviate congestion or save energy by using more powerful nodes to transmit
to longer distances or to process data at intermediate nodes.

Supporting QoS is particularly challenging in WSNs due to the limited
energy and processing resources. Therefore research on QoS routing in WSNs
will be ultimately hindered by hardware limitations. Energy harvesting and
renewable energy resources (such as solar cells) [44] are highly important
to address limited energy resources. As research on energy-efficient hard-
ware improves, QoS support may improve as well. However, until hard-
ware improves, one of the most promising directions for improving network
performance is employing cognitive approaches in multihop networks [45].
Cross-layered approaches suffer from drawbacks such as adaptation loops,
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lack of adaptability to changing network conditions, slow reaction, and lack
of capabilities to support multiple conflicting objectives.

Ashighlighted in this book, cognitive approaches can make a breakthrough
in this area as they enable intelligence at different layers in the network in
order to improve adaptability and achieve network’s end-to-end goals. At
the PHY layer, cognitive radios can alleviate the problem of interference and
provide a boost in the availability of wireless resources by enabling oppor-
tunistic and dynamic use of the radio spectrum. This can be of particular
importance in MANETs and WMNSs, where traffic is expected to be heavy.
At upper layers, a cognitive engine can provide means for nodes to learn
and adapt their parameters according to the application requirements and
the dynamic wireless environment. This will certainly open new doors for
QoS support in challenging networks such as WSNs and VANETs, and help
achieve network goals in the presence of multiple conflicting objectives.

4.6 Conclusions

In this chapter a comprehensive study of QoS routing design in multihop
wireless networks was presented. Four types of multihop networks—namely,
MANETs, WMNs, VANETs, and WSNs—were considered, and focus was
given to cross-layered protocols due to their efficiency. The main challenges
in routing design of every type of multihop network were highlighted, and
protocols that address these challenges were studied.

Several problems still have not been fully addressed in multihop networks.
Such problems include service differentiation, accurate resource estimation,
realistic PHY layers and propagation models, and power and data rate con-
trol. Cognitive communications also represent a new direction that prom-
ises to deliver solutions to several persistent networking problems, such as
crowded spectrums and conflicting network goals. QoS support is certainly
a topic of significant importance and will probably continue to receive great
attention from the research community in the future.
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Cognitive Diversity Routing

5.1 Overview of Routing Protocols
in Wireless Sensor Networks

5.1.1 Wireless Sensor Network Routing Protocols

Sensor nodes are constrained in terms of processing, storing, and most
importantly, energy. The most important characteristics in a routing proto-
col for a sensor network are energy efficiency and awareness. Multihopping
is widely used in wireless sensor networks (WSNs) due to the limited trans-
mission range and is also more energy efficient due to signal attenuation.
There are mainly three types of routing protocols for wireless sensor net-
works: flat-based, hierarchical, and location-based (Al-Karaki and Kamal
2004). Flat-based routing is when all nodes have the same functionality. In
hierarchical routing, nodes have different roles where the aim is to cluster
nodes so that there will be aggregation at the cluster heads in order to reduce
energy consumption. Location-based routing aims at exploiting the node
position information for routing purposes.

Sensor protocol for information via negotiation, or SPIN, is a flat-based rout-
ing protocol based on negotiations and resource adaptation (Al-Karaki and
Kamal 2004). These two notions were introduced in order to combat the faults
of the flooding approach. SPIN enables nodes to negotiate with each other
before transmitting data to ensure that only useful information is transmit-
ted in the network, thus considerably saving energy consumption. In order
to negotiate, nodes use metadata and high-level descriptors for describing
the data they want to transmit. Metadata describes the actual data being col-
lected by the sensor. Therefore there is no standard metadata format since it
will vary from one application to another. The size of the metadata is much
smaller than that of a data packet; otherwise it would defeat the objective of
the protocol. SPIN first sends an advertising message about the new data,
then neighbors that want to obtain the data send a request data message to
which the node replies with the actual data. This way, the actual data are
only sent to nodes that need the data, thus significantly decreasing the num-
ber of transmitted messages, which means considerable amounts of energy
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FIGURE 5.1
SPIN protocol negotiation process.

saved (see Figure 5.1). The main disadvantage for SPIN is that the negotiation
process may result in distant nodes unable to obtain the data if intermedi-
ate nodes do not require it. It is also not a suitable protocol for applications
where data packets are required to be delivered over regular intervals.
Directed diffusion protocol is a data-centric protocol in which the sink issues
a query to a certain region so the nodes in that region cooperate and gather
the data between themselves to send the data back to the sink (Verdone et al.
2008). One of the main aspects of this protocol is utilizing a naming scheme
for data gathered by the sensors in order to save energy while eliminating
some unnecessary operations in the network layer. The mode of operation of
this protocol consists of the sink first issuing a sensing task that is dissemi-
nated over the network in a form of an interest for named data. Nodes match-
ing the interest will respond and data are sent to the sink through multiple
paths where intermediate nodes cache and aggregate data. The interests are
refreshed and updated on a periodic basis. The drawbacks of this protocol
are that it does not work for applications that require continuous data trans-
missions to the sink since the protocol is query based. Naming schemes are
application specific so they have to be customized each time. Moreover, the
matching process for data and queries requires extra overhead.
Power-efficient gathering in sensor information system (PEGASIS) is a hierar-
chical WSN routing protocol (Al-Karaki and Kamal 2004). PEGASIS forms a
chain of sensor nodes instead of having multiple clusters and cluster heads
(see Figure 5.2). Each node will then transmit to the nearest node in the chain
and then only one node in the chain will be designated to transmit to the
sink. Nodes determine their closest neighbors by measuring signal strengths
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and then the neighbors change their own signal strength so that it only
reaches the nearest neighbor. Each node receives the data from its neighbor,
aggregates it with its own data, and then forwards the data to the next node
in the chain. The chain will be reconstructed whenever a node dies. In some
random deployments, neighboring nodes will not be neighbors in the chain
and that results in them using more energy for transmission. This protocol
was proposed as an improvement to the LEACH protocol that forms clusters
whereby cluster heads transmit the data collected from their cluster mem-
bers to the sink. The main disadvantages lie with the excessive delay for
distant nodes in the chain. In addition, having only one designated leader
increases the chance of bottlenecks. Also, this protocol requires dynamic
topology adjustments because every node is only aware of its neighbors.
Geographic random forwarding (GeRaF) is a location-based routing WSN pro-
tocol that forwards data based on geographical location of the nodes and ran-
dom selection of the relaying node by having contention among the receivers
(Verdone et al. 2008). Each node knows its position and the position of the
sink (assuming, for example, that they are equipped with GPS receivers).
When a node wants to transmit to the sink, it sends a broadcast specifying
its location and that of the sink (see Figure 5.3). Then the neighboring nodes,
upon hearing the broadcast, set their next hop priorities based on their dis-
tance to the destination. The relays continue in this process until data reach
their destination. The neighboring nodes determine their own distance to
the sink in order to determine their suitability as relay nodes. The suitabil-
ity is determined by dividing the coverage area into two regions: the relay
region and the nonrelay region. The relay region consists of the area within
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closer range to the destination than the transmitting node, while the nonre-
lay region contains the other part. A node can only be selected as a relay if it
is in the relay region. The relay region is further divided into priority regions
based on the distance from the destination. The main disadvantage is the
lack of consideration for any factor other than distance and that may lead to
bottleneck situations. There is also a distinct lack of reliability mechanism in
the protocol that guarantees delivery.

Geographic adaptive fidelity (GAF) is an energy-aware location-based routing
protocol that can be used for mobile ad hoc networks as well as wireless sen-
sor networks (Verdone et al. 2008). GAF divides the network into equal square
zones, forming a virtual grid. Each node is then associated with a zone in the
grid based on its position (for example, determined by its GPS receiver). GAF
operates by keeping the least amount of nodes required in the zone awake and
turning all the others in that zone to the sleeping mode. The nodes in the zone
coordinate and decide on the length and the period of the sleeping cycle. The
node that is awake, or the zone leader, collects the data for the nodes in its zone
and is responsible for gathering and transmitting data to the sink by routing
through other awake nodes. The designated node is very similar to the leader
in the hierarchical routing protocol, so GAF can be considered as a hybrid
protocol that is both location based and hierarchical. Nodes alternate leaders
in order to balance the overall energy consumption. The main drawback of
this protocol is having only the grid leader transmitting, which may lead to
bottlenecks, congestion, and longer distances for the transmitting nodes.

5.1.2 Energy-Aware Protocols

Energy-aware protocols take into account the signal strength to reduce
energy consumption by choosing optimal forwarding nodes.
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For example, Frey, Ruhrup, and Stojmenovic (2009) proposed a power-
aware routing protocol that defined a general power metric that consists
of the signal attenuation, startup energy loss, retransmissions, and colli-
sions in a single expression depending on the distance between the sender
and receiver. The protocol assumes that the power consumption for a path
is equal to the optimal one; each intermediate node will select a neighbor
closer to the destination in order to minimize the sum of power needed to
transmit the packet and the optimal power consumption needed to forward
the packet from the transmitting node to the destination. Therefore, an opti-
mal number of intermediate forwarding nodes produce minimal power con-
sumption, and that optimal number is found from the distance between the
two nodes and general power metric parameters. Power routing attempts
to minimize the energy consumption, but a node can be chosen for several
routing paths, which may result in heavy utilization at that node and may
cause its death. The cost metric used in this protocol is inversely proportional
to the remaining battery power; the forwarding node seeks to minimize the
sum of the cost metric and the estimated cost for the remaining path.

The localized power and cost-aware routing scheme proposed in Kuruvila,
Nayak, and Stojmenovic (2006) is based on the idea of proportional progress.
In this protocol, the neighbor that minimizes an expression containing the
signal attenuation exponent and the minimal reception and computational
power is selected to forward the message, thereby minimizing the power
spent in every unit of progress made. The node that has the packet will then
forward it to a neighbor closer to the destination, which results in minimiz-
ing the ratio of power consumption and a cost metric (obtained by a pro-
posed algorithm) to reach that neighbor. The progress made is measured as
a reduction or projection along the line to the destination. The cost metric
is a function of the distance d between the transmitter and destination, r
between transmitter and neighbor, x between neighbor and destination, and
f(A), which is the reluctance of the transmitting node to forward a packet.
The function that the transmitting node seeks to minimize is f(A) / (d —x)
because the minimum result yields the next hop that has the least cost.

Geographic and energy-aware routing (GEAR) is a routing protocol that com-
bines location-based routing with data-centric routing (Verdone et al. 2008).
This protocol is heavily used by location-aware networks where they need
to send specific information to a specific geographic location (see Figure 54).
GEAR is expected to be more energy efficient than other data-centric protocols
in the sense that it only directs the queries to the desired locations instead of
broadcasting them over the network. This protocol is only directed at applica-
tions where data are gathered upon request rather than periodically sent to
the sink. GEAR minimizes the number of interests presented in the directed
diffusion protocol, sending the queries directly to the area of interest instead
of broadcasting the interest in the network. GEAR also utilizes energy-aware
neighbor selection when routing toward the destination and uses recursive
geographic forwarding to send the interest packets inside the desired region.
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The dynamic election-based sensing and routing approach presented in Oteafy,
AboElFotoh, and Hassanein (2009) is a novel approach in sensing in WSNs
where a single node gets elected to report an event and forward data (see
Figure 5.5). This process is performed in a decentralized manner by having
the neighboring node that is the fit elected to avoid redundancy and unnec-
essary transmissions. In this protocol, fitness is the reliability of the node,
which is the probability of the message successfully reaching the sink. Node
fitness is determined by its hop value and battery energy whereby each
parameter is assigned a weight depending on its importance. If a heavier
weight is assigned to the battery value, load distribution over the network
occurs, while if the hop value is given a higher weight, the node will under-
take the shortest path to the destination (in terms of number of hops). After a
node determines its fitness, it sets a timer that is inversely proportional to its
fitness, after which it declares itself as the most suitable node to forward the
packet and the process is repeated until the destination is reached.

The energy-aware routing protocol proposed in Shah and Rabaey (2002)
is aimed to extend the network’s lifetime. This protocol is similar to the
directed diffusion protocol presented earlier; however, it differs by having
several paths instead of one optimal path. The paths are chosen by the mean
of a certain probability that depends on the level of energy consumption
in a path. The protocol is composed of three phases. The first is the setup
phase, where all nodes find routes to the destination as well as their respec-
tive energy costs and construct tables accordingly. The next phase is the data
communication phase, where paths are chosen probabilistically based on the
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energy costs in the first phase. Finally, the third phase consists of the route
maintenance, where localized flooding is performed sporadically to keep the
routing tables updated.

Local update-based routing protocol (LURP) (Wang et al. 2007) has been for-
mulated around the idea of taking advantage of the sink’s mobility. In this
protocol, when a sink moves, it only broadcasts its information to a local area
instead of the entire network in order to consume less energy and decrease
the probability of collision in the network. This protocol is hierarchical and
location based, and the way it operates is by having the sink in the virtual
center (Wang et al. 2007). When a node wants to send a packet to the sink,
it uses a geocasting protocol to a node in the virtual center. Then, this node
uses a topology-based protocol to forward the packet to the sink. This pro-
tocol significantly reduces the number of broadcast packets in the network,
thus decreasing energy consumption and congestion and, at the same time,
utilizing the advantages of two of the three types of sensor-routing protocols.

5.1.3 Diversity Routing

Diversity is often used in communication systems to combat fading in wireless
channels; hence this technique is employed to increase reliability. Time diver-
sity, frequency diversity, space diversity, and multiuser diversity have all been
used to combat fading. However, in Shariatpanahi and Aarabi (2007) another
form of diversity is exploited, one that is inherent in any wireless network due
to the shared medium of propagation. In a network, when a node transmits to
another, other nodes are able to hear the transmission due to the nature of the
medium; hence this data can be used to increase the reliability and assist in the
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transmission. This notion was also exploited in Lenders and Baumann (2008)
where a link-diversity routing paradigm was presented. The link-diversity
routing protocol chooses each hop of a route based on the number of outgoing
links toward the destination at the intermediate nodes. The decision maxi-
mizes the probability of success at each hop in the presence of link failures
caused by fading, which yields more reliable paths utilized for routing after
avoiding links that are more prone to failure. Diversity routing is also uti-
lized in Mansouri et al. (2005) to reduce the transmission power and prolong
network lifetime (see Figure 5.6). In WSNs, path redundancies occur often to
ensure reliability and guarantee transmission to the sink node, thereby tak-
ing advantage of this diversity to decrease overall power consumption. This is
done by establishing a tradeoff between path redundancy and fault tolerance
in the network since they are directly related.

Diversity routing is heavily utilized in cooperative routing. Cooperative
diversity is obtained through a sequence of sets of cooperating nodes along
with appropriate allocation of transmission power that has been shown to
mitigate the effect of fading.

5.1.4 Cognitive Protocols

With the increased use of cognitive techniques (Vijay, Bdira, and Ibnkahla
2010; Fortuna and Mohorcic 2009; Akan et al. 2009; Boonma and Suzuki 2007,
Niezen et al. 2007; Reznick and Von Pless 2008; Shufhiang 2005) in WSNSs, sev-
eral protocols have been developed to implement cognitive aspects. The cog-
nitive channel-aware routing (CCAR) proposed in El Mougy, El Jabi, et al. (2010)
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addresses the issue of high packet loss in WSNs. This energy-efficient proto-
col attempts to reduce the packet loss ratio, thereby reducing the number of
retransmissions. When a node wants to transmit to the sink, it broadcasts an
RREQ (adapted to the node density in the network to minimize transmis-
sion power). Then, by obtaining the channel profile of all the neighbors, it
can determine the minimum power needed to reach a certain neighbor. The
path is selected by combining two metrics, namely, the transmission power
needed and the packet loss ratio.

In Felemban, Lee, and Ekici (2006), a multipath protocol called multispeed
(MMSPEED) is proposed. This protocol utilizes information from the physi-
cal and MAC layers to assist the network layer. Reliability, delay, and loca-
tion information are relayed to the network layer to determine the packet
forwarding. Each node maintains an estimate of the delay incurred to trans-
mit to each of its neighbors, uses this information along with the location
information to calculate the cost to each neighboring node, and then chooses
the optimal next hop. This protocol allows the intermediate nodes to deter-
mine the number of paths based on a predefined metric. MMSPEED utilizes
localized mechanisms for quality of service (QoS) provisioning by using
geographic packet forwarding with compensations for local decision inac-
curacies as packets are forwarded to the destination, thereby guaranteeing
end-to-end requirements that ensure scalability and adaptability.

Another proposed cognitive protocol is the cost and collision minimizing
routing (CCMR) (Rossi, Bui, and Zorzi 2009), which also involves the physi-
cal, network, and MAC layers. CCMR examines energy losses in collisions
caused by MAC layer contentions. CCMR’s objective is to determine the
next hop protocol that has the minimal cost by maximizing the probability
of a successful contention. The cost is based on the metric that determines
the node’s distance to the destination. In order to minimize collisions, the
transmitting node sends a RREQ to determine the path to the destination.
The nodes that receive the request then proceed to determine the contention
window to transmit the reply in a manner to avoid collision and maintain
successful contention. The node with the smallest contention window will
transmit the reply before the others, thus reducing the energy losses due to
minimized collisions.

In the following, we present cognitive diversity routing that was first pro-
posed by El-Jabi (2010).

5.2 System Models

This section presents the models to be adopted for the proposed system.
These models specify the environments where the system will be operating.
In this section, the energy and propagation models are presented and the
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network lifetime definition is explored and quantified, since extending the
network lifetime is the main objective of this protocol.

5.2.1 The Propagation Model

Propagation models are essential for predicting the path loss along a link
and evaluating the surrounding environment and conditions. Obtaining
information regarding the quality and state of the link between two wire-
less nodes can aid in determining the feasibility of the link and how much
power will be lost as a result. The two main determining factors of a propa-
gation channel are the path loss and the fading of the link. The path loss is
a decibel ratio of transmitted power to received power; it serves greatly in
determining the energy consumption of a transmission process. There are
two types of statistical path loss models: the deterministic and the statistical.
The deterministic model expresses the average received power only in terms
of the distance between the transmitting and the receiving node

P(d ) -p — (linear scale)

p 3 d
Pis(d) = Pip(dy)- 10 o log -

0

and the path loss (dB) is expressed as:

PLas(d) = PLas(d,)+ 10 o log di ,
0

where o is the path loss exponent, usually between 2 and 5, depending on
the environment, d is the distance from the receiver, d, is a reference distance.

The statistical model takes into account the changes in the surrounding
environment. This is known as lognormal shadowing, which is character-
ized by a Gaussian random variable with zero mean and variance, 6> The
path loss (in dB) is determined as (Rappaport 2001; E1 Mougy, Bdira, and
Ibnkahla 2010):

PLdB(d)= ﬁdB(d>+ X, = ﬁdB(d0)+ 10 a log di + X,
0

and the received power (dB) is expressed as:

Pus(d) = Py (d)+ Xy = Prs(do) = 10 o log di + X,
0
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Several energy models have been derived in the literature from the above
propagation model (see, for example, Kim B. & Kim I. 2006; Griva et al. 2009).

5.2.2 Network Lifetime

Nodes in wireless sensor networks are characterized by having a finite and
limited energy source, especially in control or monitoring applications.
Hence, once they are deployed for operation, it is vital that they last for a
rational and practical amount of time; otherwise, it would render the entire
technology obsolete. Intensive research is directed into prolonging the period
of operation of the nodes and the network as a whole in order to increase the
performance of wireless sensor networks. There are two important concepts
in this domain: node lifetime and network lifetime. Node lifetime is basically
the period of operation of a node. Each node is equipped with an energy
source, such as a battery or an alternative source. The node lifetime is also
defined by the time during which the energy level of the node is above a
certain threshold that allows it to perform its operations, such as transmit-
ting, receiving, or processing data. Once the energy level drops below this
threshold, the node is considered dead and is therefore unable to operate.
Network lifetime, on the other hand, is a more complex notion and varies
from one application to another. In some applications, every node is vital;
hence the failure of one node leads to the failure of the entire network. In other
larger applications, there is redundancy in the network, which means that
there are several nodes that carry out the same function or monitor the same
area. Generally speaking, in most networks it is tolerable to lose certain nodes
as long as the backbone of the network is still able to function. There have been
many definitions of network lifetime, as it depends on the applications and
deployment conditions; however, the most commonly used definitions are:

e Network Lifetime Definition: The interval of time, starting with the
first transmission in the wireless network and ending when the per-
centage of alive nodes falls below a specific threshold, which is set
according to the type of application (Verdone et al. 2008).

Analyzing the above definition in depth, while taking into consideration
that an operational network is composed of active nodes and links, the net-
work lifetime definition can further be broken down into two definitions:
the connectivity-based (CB) and percentage of alive nodes (PAN) definitions.

o Connectivity-Based Definition: Lifetime of a WSN is the time span
from deployment to the instant when a network partition occurs
(Al-Turjman, Hassanein, and Ibnkahla 2009). An example of net-
work partition is displayed in Figure 5.7.
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e Percentage of Alive Nodes Definition: Lifetime of a WSN is the time
span from deployment to the instant when the percentage of live

nodes falls below a specific threshold (Al-Turjman, Hassanein, and
Ibnkahla 2009).

After defining the network lifetime, the next step would be to obtain per-
formance metrics in order to be able to quantify the network lifetime defini-
tion. The most common metrics used are:

e First Sensor Node Death (FND): This metric is a simple approach
defined by recording the time when one of the nodes becomes no
longer operational. This metric is used in applications where each
node is critical, but it is useful in other applications to give a lower
bound on the lifetime definition (Ozgovde and Ersoy 2007).

® Ratio of Remaining Energy (RRE): Ratio of total energy amount over
all the nodes (Al-Turjman, Hassanein, and Ibnkahla 2009).
® Probability of Node Isolation (Mizanian, Yousefi, and Jahangir 2009).

® Probability of Node Failure (Al-Turjman, Hassanein, and Ibnkahla
2009; Verdone et al. 2008).

These definitions are used to quantify network lifetime in order to carry
out performance evaluations on different protocols. This will help evaluate
the different protocols and determine the most suitable one for extending the
network lifetime.
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5.3 Cognitive Diversity Routing

This section presents an energy-efficient routing protocol for disseminating
data by selecting routes based on their energy, channel, and traffic states.
The protocol was presented first in El-Jabi (2010). Due to the transmission
process being responsible for most of the energy consumption, this protocol
was designed to minimize the number of transmissions in the network as
a whole, thus extending the lifetime of the network—which is the primary
target for this protocol. The cognitive diversity routing protocol is, as the
name implies, a protocol that combines the two notions of cognitive and
diversity routing.

5.3.1 Cognitive Diversity Routing Methodology

Cognitive diversity routing (CDR) is divided into three main phases: the initial
phase, the network maintenance phase, and the routing phase. In the initial
phase, the basic backbone of the network is formed and the nodes establish
communications with each other. The network maintenance phase ensures
that the network is kept continuously updated of any changes that happen to
the nodes, which is important to prevent information from being outdated.
The routing phase is the most important phase in which decisions are made
to disseminate data and select routes from the source to the destination. The
cognitive diversity routing protocol was chosen to be a proactive routing
protocol. Proactive routing protocols are table-driven protocols that main-
tain updated lists of their destinations and routes by periodically updating
the routing tables throughout the network. Figure 5.8 illustrates cognitive
diversity routing.

5.3.1.1 Phase I: Initial Discovery

The first phase in the cognitive diversity protocol is the initial discovery
where the different nodes in the network establish communication and ini-
tialize their routing tables. The first task a node undertakes is to calculate
its current energy. The approach where information is obtained from the
physical layer is what makes this routing protocol cognitive and intelligent.

The next step would have nodes begin transmitting information packets
to all their neighbors in order to exchange information and learn about the
other nodes in the network. This is done through flooding, where each node
transmits a flooding packet that has the format shown in Figure 5.9.

This format allows for the node to have GPS capabilities so that it can also
transmit geographic information in order to assist with its routing process.

After the flooding packets have been transmitted, each node is now
capable of constructing routing tables to hold all the information about the
nodes in the network. Two tables are constructed: the neighbor table and
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the destination table. The neighbor table is for the node to store information
about its neighboring nodes, where it is utilized afterward in the routing
process when determining the next hop. The neighbor table incorporates
the energy level and the traffic levels of the neighboring nodes, as these are
important parameters for the routing phase. The destination table is utilized
when a node wants to either locate where the destination node is for its own
packet or when it is an intermediate node and wants to route the packet to a
specified location. The structures for the neighbor and destination tables are
described in Section 5.3.1.2 and Section 5.3.1.3.



Cognitive Diversity Routing 155

Node address Node latitude Node longitude Timestamp Battery level
FIGURE 5.9
Flooding packet format.

5.3.1.2 Phase II: Network Maintenance

The distinctiveness of proactive routing protocol is that there is the transmis-
sion of periodic updates from the nodes. In CDR, these packets are not sent
periodically; rather they are sent when there is a change of energy state in
the node. The energy state of a node is designated by 3 bits; hence there are
eight states for the node’s battery level. Once the battery level drops from one
state to another, a HELLO packet is transmitted to update the information in
the neighboring nodes’ tables. This is to minimize the number of transmis-
sions, as the major drawback of proactive systems is that continuous updates
drain the battery; updates are only transmitted intermittently and once there
is significant change. The node also transmits to its neighbors the number
of packets it has received. This will be used later on in the routing phase.
During this phase, nodes go to sleep mode to preserve energy and only wake
up in periodic intervals for transmitting or receiving packets. The HELLO
packet structure is shown in Figure 5.10.

5.3.1.3 Phase IlI: Routing

The routing phase is essentially where all the decisions are made in regard
to disseminating the data and identifying routes and next hop nodes. In this
stage, all the information gathered and stored in the two previous phases is
utilized to aid with the routing of data packets. Before the routing commences,
the data packet header format has to be initialized, as shown in Figure 5.11.

Neighbor | Neighbor | Neighbor . Traffic

address latitude longitude Type Timestamp |Battery level received
FIGURE 5.10
HELLO packet structure.

Destination L I"rev10us Destination | Destination | ., List of nodes
Priority distance to . . Timestamp
address . latitude longitude traversed
destination

FIGURE 5.11

Data header format.
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The nodes traversed pointer is very important to prevent looping in the
network, as this list is used to eliminate entries in the neighbor table from
being designated as the next hop.

When a data packet arrives at a node, it is processed to determine what action
should be taken. First of all, the node checks the destination address to make
sure that it is not the intended recipient. Then the node scans its destination
table to make sure that the desired destination does indeed exist and is valid;
otherwise, the packet is discarded. If the node turns out to be an intermediate
node, or if the node is the source node in transmitting the data packet, the next
step would be to determine the next hop. In determining the next hop, first the
node clears all expired entries in the neighbor table in order to avoid expired
routes. After that, the nodes traversed list is obtained to eliminate any previ-
ous nodes to avoid looping in the network. Then the node checks its neighbor
table in case one of its neighbors is in fact the destination.

When these steps are completed, the next phase would be to select out of
the remaining neighbors the best next hop. The node that is chosen as the
best next hop is designated as the priority node. The selection of the priority
node is explored in detail in Section 5.4.1. Having three priority nodes will
improve the protocol’s robustness and decrease the chance of having the rest
of the neighbors rebroadcasting, hence decreasing the number of transmit-
ting nodes. Then the packet would be broadcast to all of its neighbors with
one or more set as the priority to retransmit.

The next step is how to handle an incoming data packet. Upon receiving a
handle to the packet, the node checks the data header to determine if it is the
priority neighbor. If it turns out to be the priority, it determines the next pri-
ority addresses and rebroadcasts the message to all its next hop neighbors.
When this task is completed, it immediately broadcasts an ACK message in
order to alert and notify the other nonpriority nodes that are currently in a
timeout process. That is because if the node determines from the header that
it is not the priority node, it triggers a timeout mechanism where it waits for
a specific amount of time for an ACK packet from the priority node. If the
node receives the ACK packet within the timeout, it drops the data packet it
has received; if, however, the timeout expires and it has not received an ACK
packet, it will then proceed to retransmit the data packet. This is intended to
ensure reliability, robustness, and fault tolerance in case of a failed transmis-
sion or a node failure.

5.3.2 Implementation in OPNET Modeler 15.0

The protocol was chosen to be implemented in OPNET Modeler 15.0™.
OPNET Modeler 15.0 can analyze and compare simulated networks in dif-
ferent environments to view the end-to-end behavior of different technology
designs and has a development environment to model a wide range of net-
work types and technologies. It allows for total control and various choices
in modeling, especially for cross-layer designs or cognitive techniques,
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as it permits the user to design the protocol in every layer. OPNET also
is equipped with a detailed and robust discrete event simulator to collect
network statistics in order to fully examine and evaluate the performance
of a system. This tool allows the measurement of performance metrics on
a large-scale network level, to an individual node level, and even to every
transmitted packet in the network. The programming language of choice in
OPNET is C++, which is important as it permits future migration of the work
to a hardware level or to any other program because C++ is one of the most
popular programming languages.

The protocol was implemented in the process model, which defines the behav-
ior of a module through finite state machines (FSMs). FSMs utilize states and
transitions to determine the actions a module should undertake in response to
an event. The C++ code fragments are then attached to each part of the FSM and
these code fragments specify the functions in detail to be undertaken when
an event occurs. When an event occurs that has an effect on the module, the
simulation kernel passes control to the process model through an interrupt.
Then the process model responds to the event by transition between states and
executing the embedded C++ fragment codes, and then returns the control to
the simulation kernel. The process model for CDR is presented in Figure 5.12.

The process model and the FSMs implement the three phases of CDR pre-
sented above. The initial discovery FSM is the initial discovery phase, while
the network maintenance and routing phases are merged in the remaining
FSMs. This model offers a seamless and logical organization of the protocol
to enable its operation.

5.3.3 Pseudo-Code for Cognitive Diversity Routing

This section provides a pseudo-code for the above protocol that was imple-
mented in OPNET.
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#Start Process
Initialize node
Set battery level
Initialize routing tables
Reset traffic and all counters to zero
Obtains an address based on its ID
Obtains position from GPS (if available)
Set transmission power
#Initial Discovery Process
Node obtains battery level
Flooding packet is formed
Inserts battery and position information into flooding packet
Inserts address and timestamp into flooding packet
Broadcasts flooding packet
Calculate transmission cost
Update battery
Update packet transmission statistic
If flooding packet received

Process received packet

If timestamp has expired

Drop packet
Else
Obtain address of the source node

Compare address to existing addresses in routing table

Set neighbors in neighbor table and the rest in destination table

If address does not match addresses in table
Add new row in table for the extracted address
Else
Go to existing row for address
Extract battery and location information
Add information to routing table for the relevant address
From received power find the shadowing variance
Update table with the channel information
Calculate the received power from the packet
Update battery
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#Wait Process
Node enters wait mode
If there is a change in energy level
Initialize update packet and set packet type to Hello
Insert address into packet header in addition to location information
Obtain number of packets received from counter and add to packet
Measure new battery and add to packet
Insert timestamp at end of packet
Transmit packet to neighbors
Calculate transmission cost and update battery
Update packet statistics
If there is data to transmit
Initialize data packet and set packet type to Data
Insert address and location information into header
Obtain destination information from destination table
Insert destination address and location into packet
While iterating through all entries in neighbor table
If address of entry is in traversed list, ignore entry
Else
Obtain energy, traffic and channel info of entry
Calculate priority factor
Calculate distance to destination
Find highest, 2nd and 3rd highest priority factors in entries
Set the three priorities in packet header
Calculate distance to destination for determining relay region
Add node to list of nodes traversed and append list to packet
Insert timestamp at end of packet
Transmit packet
Calculate transmission cost and update battery
Update packet statistics
If packet is received
Process packet and obtain type
If packet type Hello
Obtain address from packet header
If timestamp has expired

Drop packet
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Else
Obtain address of the source node
Compare address to existing addresses in routing table
Set neighbors in neighbor table and the rest in destination table
If address does not match addresses in table
Add new row in table for the extracted address
Else
Go to existing row for address
Extract battery and location information
Add information to routing table for the relevant address
Calculate the received power from the packet
From received power find the shadowing variance
Update table with the channel information
Calculate reception cost
Update battery
If packet data packet
Process packet and obtain destination information
If node is destination
Obtain info, update statistics and battery then destroy packet
Node is an intermediate node
If destination does not exist destination table
Drop packet
If address is present in list of traversed nodes
Drop packet
Obtain priority addresses from packet header
If node is first priority
Go to data transmit function
Transmit ACK
Update battery and statistics
If node is 2nd priority
Wait timeout T
If ACK is received
Drop packet
Else
Go to data transmit function
Transmit ACK
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Update battery and statistics
If node is 3rd priority

Wait timeout 2xT

If ACK is received
Drop packet

Else
Go to data transmit function
Transmit ACK
Update battery and statistics

Else

Wait timeout 3xT

If ACK is received
Drop packet

Else
Go to data transmit function
Transmit ACK
Update battery and statistics

Else
Node enters sleep cycle
Energy consumption is calculated

Battery updated for every day

161

5.4 Priority Node Selection

The selection criteria for choosing the next best hop, or the priority node, are
based on three parameters or profiles: the energy profile, the channel profile,
and the traffic profile. The profiles represent all the considerations that a
node needs to take into account before making an intelligent decision on the

best next hop.

The energy profile is composed of the energy levels of the receiving
nodes and the energy level of the transmitting node itself. The node iter-
ates through its neighbor table to determine the best receiving node. This is
done by subtracting the estimate reception cost Py, from the neighbor node
battery, Pygg, obtained from the neighbor table. This value will represent the
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estimated battery of the neighbor node should it receive the packet, which is
denoted as Py

PNBR—E = PNBR - PRO

Then for each of these neighbors, the node estimates the transmission cost
P ; to this specific neighbor by subtracting the estimated transmission cost
P;(d) from the node’s current battery Py

PT_E=PN—PT(d)=PN— PT()— Axda

where A and P, are constants (see Section 5.2.1) (Kim B. and Kim I. 2006;
Wang and Yang 2007; Molish et al. 2009).

Combining both estimated batteries for transmission and reception yields
the equation for the energy profile, which is equal to:

Ep = Pr_g + Pygr-£ = Py + Pupr — Pro = Pro - Ax d*®

The channel profile provides the node with information about the chan-
nel in order for the node to consider the condition of the link. The shadow-
ing effect is vital to consider when evaluating a link because it identifies
any obstacles that might hamper the transmission. Based on the propaga-
tion model, by obtaining the received power from a packet transmitted on
the link, the shadowing effect, and thus the channel profile C, between a
transmitter / and a receiver j, is represented by the variance of the lognormal
shadowing variable X

C, =0l

Finally the last profile to be considered is the traffic profile. The traffic pro-
file provides statistics about the number of packets that a node is receiv-
ing. This parameter is used to avoid congestion and potential bottlenecks,
as sometimes several nodes end up transmitting to the same node, causing
collisions and energy stress at that node. Also, in random deployments, one
node may have the choice while a forced path might be the only choice for
other nodes; hence this profile will help avoid transmitting to these nodes.
Trbygr is the number of packets a neighbor has received, which is obtained
from the neighbor table. It is divided by the total number of packets esti-
mated in the entire network, which is equal to

btr xt x K

where btr is the transmission rate, t is the time elapsed, and K is the number
of nodes in the network.
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The traffic profile Tr, is:

TrbNBR
=
btrxtx K

Therefore, combining all three profiles yields the following equation to
determine the priority node:

Priority[\] = k1 XEp —kz ch —k3 XTTP

Trb NBR

Priorityy = k; X (Py + Pygr = Pro = Pro = Ax d®) =k, x 0% — ks x —— P8
ny 1><(N NBR RO TO X ) 2 X 3 X birstx K

where k;, k,, & k; are weights assigned to each profile.

Combining those three profiles enables the node to possess the latest
updated information about its energy level, its neighbor’s energy level,
the condition of the link, and the traffic distribution in the network. After
obtaining the equation for priority selection, the next step would be to deter-
mine the value of the three weights k;, k,, & k; in order to maximize network
lifetime and optimize the selection process to choose the best priority node.
Therefore, the selection needs to be formulated as an optimization problem
according to the designer’s requirements. For example, the designer can put
more emphasis on the energy, or on the channel profile, and so forth.

5.5 Performance Evaluation

In this section, the cognitive diversity routing (CDR) protocol is tested using
the simulation tool of OPNET Modeler 15.0. CDR is simulated versus the
geographic random forwarding protocol (GeRaF) in order to measure the
efficiency and advantages of CDR. GeRaF is a widely used location-based
routing protocol that utilizes a node’s GPS capabilities to select a route based
on distance from the destination. Both protocols were tested under identical
conditions in different scenarios. Different scenarios were chosen in order to
test how both protocols performed under different conditions and for differ-
ent applications, as that will yield an overview of the strengths and weak-
nesses of the protocols.

The deployment areas in the scenarios were chosen to be 1.5x 1.5 km in
size and the transmission range of each node is chosen to be approximately
500 meters. For each scenario, the transmission rate was varied between 1
and 24 transmissions per day; that is, the sensor node transmits every hour.
This is to simulate the networks under varying traffic intensities. Traffic was
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FIGURE 5.13

Packet format.

generated by each of the transmitting nodes at the defined rate per day, and
all the data were directed toward the sink node.

The modeled traffic in the network was chosen to represent the traffic in
an environment monitoring application (Ibnkahla 2010), so the packet format
was given as shown in Figure 5.13. The size of each packet was chosen to be
a random value between 136 and 200 bits, which represents 15 to 25 bytes
according to the packet format given above. The range signifies the number
of sensor readings that are being transmitted to the sink node. The path loss
exponent, unless specified otherwise, is taken to be 3, as that represents the
typical and practical environment for this type of application (see Table 5.1).

In the simulations below, the three weights of the objective function were
optimized by giving emphasis to the energy profile (energy profile optimiza-
tion). An optimized method yielded the values: k, = 8.57, k, = 5.71, and k; = 5.71.

The two main metrics for the simulations are the first node death (FND)
and the network lifetime. FND is vital in monitoring applications where each
node is important, and the goal is to extend the lifetime of each node as it
relays information that no other node can compensate. FND also helps illus-
trate the cooperative routing and the diversity that CDR protocol carries out,
and therefore is an important metric in characterizing a protocol. The net-
work lifetime metric is the main objective, as the purpose of developing the
CDR protocol is to extend the network lifetime. The environment network
lifetime definition explained earlier is taken as the network lifetime defini-
tion, and the threshold is taken to be 40% or when the network is partitioned
such as a set of nodes will be unable to reach the sink node. The simulations

TABLE 5.1

Physical Parameters for Scenario Testing
Parameter Value
Area 1.5x 1.5 km
Transmission Range of Node 500 meters
Packet Size 136-200 bits
Modulation DPSK
Noise Figure 1.0
Transmitter Bandwidth 22.0 kHz

Path Loss Exponent o oa=3
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were carried out on three different deployment scenarios: the grid deploy-
ment, the forced path deployment, and the random deployment.

5.5.1 Grid Deployment

The first scenario has been chosen to be 1.5 x 1.5 km square area, and 21
nodes have been placed in a grid formation. Twenty of the 21 nodes are trans-
mitting nodes, while the other node is the sink node to which all traffic is
directed. The grid deployment is a great way to demonstrate the strengths of
a protocol, as there are many different paths to the sink node; thus it allows
a protocol to fully display its array of flexibility in choosing the optimal path
from the source node to the destination. The nodes are arranged in the grid
as displayed in Figure 5.14.

The purpose of the first simulation is to calculate the first node death (FND)
and network lifetime for both protocols under the specified conditions.

As Figure 5.15 shows, CDR’s END is significantly higher than GeRaF’s. This
is due to the cognitive aspect of the routing in CDR. In GeRaF, all routing
decisions were made based on static parameters; hence the protocol was not
able to adapt to changes in the network and environment. Nodes that were at
the beginning of the simulation regarded as the best forwarding nodes have
been overloaded with traffic, thus causing them to die quickly. On the other
hand, CDR is adapting to changes in the network and evenly distributing the
traffic load, resulting in an even distribution of energy losses throughout the
network. The network lifetime measured is displayed in Figure 5.16.

¢ & & & &

133334

¢ & & & &

|
J Sensor node I\’ Sink node

FIGURE 5.14
Grid deployment.
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Network lifetime for grid deployment.

The network lifetime of the CDR protocol is also higher than that of
GeRaF. Cognition in CDR has also enabled it to always select the least
energy-consuming path, thus resulting in load distribution, which results
in selecting many different paths. This decreases the chance of network por-
tioning and segregation, which leads to an extended network lifetime. What
is noticeable from Figures 5.15 and 5.16 is that the FND and network lifetime
in CDR are much closer to each other than in GeRaF. To further illustrate that
point, the FND and network lifetime are plotted together on the same graphs
for each protocol, as displayed in Figure 5.17 and Figure 5.18.
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CDR network lifetime vs. FND.
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GeRaF network lifetime vs. FND.

Figure 517 and Figure 518 prove the previous assertion that the gap
between the network lifetime and FND in CDR is much less than in GeRaF.
This also validates the previous statement about load balancing in CDR, where
it appears that the first node death is only 8-22% away from the network life-
time, while in GeRaF, that range can go up to 188%. This polarity leads to con-
gestion in traffic, as it is always directed through a narrow path and that leads
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Battery distribution after 100 days.

to partitioning, which results in decreased network lifetime when compared
to CDR. To further explore this point, the batteries of each node in the network
were measured after 100 days and are displayed in Figure 5.19.

The battery distribution from Figure 5.19 shows that there is a rather large
disparity in the values for GeRaF, while in CDR all the battery values are in
the same range—which corroborates the previous two assertions on load
and energy-consumption distribution.

This even distribution in CDR is mainly due to the cognition and intel-
ligence in CDR. At each transmission, the node calculates the best priority
node. This means that at each transmission, CDR is evaluating all possible
options and then transmitting to least cost path. In order to verify this asser-
tion, the number of paths taken is measured in order to show the variation
between both protocols:

In Figure 5.20, the number of paths taken from each of the nodes to the desti-
nation is recorded. The nodes at the edge of the grid and placed farthest away
from the sink have the largest number of possible paths, as there are many
possibilities from the end nodes to the sink node. As mentioned at the begin-
ning of this section, the main advantages of grid deployments are the number
and variety of paths and options it offers a source node to reach the destina-
tion, and that plays to the advantage of CDR, which attempts to find the least-
cost path. Therefore, the larger the number of paths available, the more options
it will have, which results in choosing better paths that decrease the overuse
of those nodes that were traversed by most source nodes. Since the cognition
aspect involves an energy profile, a channel profile, and a traffic profile, the
path can easily navigate by avoiding congestion, bad channel conditions, and
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Numbers of paths to destination.

nodes that have low batteries. However, one thing that might raise a bit of
concern from Figure 5.20 is that the larger number of paths and its impacts on
the number of hops and delay it might cause. Therefore, the number of hops
from source to destination for each node was measured and is presented in the
graph shown in Figure 5.21.
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FIGURE 5.21
Number of hops to sink node.
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Figure 5.21 shows that even though Figure 5.20 displayed that the number
of paths is significantly larger, the number of hops is not that much greater.
This is important because it dispels one extreme case of the CDR protocol
whereby it takes very long paths and lots of hops to reach the destination,
thus negating its objective of minimizing energy consumption in the net-
work. In CDR, the number of hops is a trace larger than in GeRaF. Sometimes
it is better to avoid intermediate nodes that have significant congestion or
where channel conditions are poor; taking an extra hop is thereby justified.

One problem that might arise from longer paths and extra hops is end-to-
end delay. Two nodes, node 17 and node 19, were chosen to measure their
end-to-end delay in transmitting a packet to the sink node. Those two nodes
were chosen because they are located at the edge of the grid and have the
largest path and hop numbers.

In Figure 5.22, for the first 40 days, the delay is almost the same for both
protocols; however, after that, CDR would exhibit a delay of an additional 0.1
to 0.15 seconds. For the first 40 days, all the surrounding nodes of node 17
were decreasing in energy at almost the same level, so the paths that CDR
and GeRaF took were very similar; however, after the network had been
alive for a while and the traffic and energy values distorted through opera-
tion, CDR takes a longer path to avoid congestion zones and nodes in the
center that have heavy loads—so the delay increases for CDR. On the 89th
day, there is an additional 0.05 second delay. That is due to diversity routing,
where the priority node selected was unable to transmit; after waiting for
a 0.05 second timeout, the next priority node transmits, causing an overall
additional delay.
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Delay from node 17 to sink.
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Delay from node 19 to sink.

In Figure 5.23, the delay of CDR is consistently around 0.1 second larger
than the delay in GeRaF. That is because after the initialization phase, the
shortest path selected by GeRaF passes through all the central nodes where
congestion is occurring; the path that CDR chose to avoid those nodes took
extra hops, which resulted in the additional delay.

Therefore, even though the CDR takes more paths with a larger hop count
than the GeRaF protocol, it still manages to avoid the two main disadvantages
of that process. The first is that the larger number of hops means more nodes
are transmitting. More energy consumed is disproven because, as it has been
established and demonstrated, distributing the load results in the entire con-
sumption cost being distributed over the entire network, thus resulting in a
longer network lifetime. The second disadvantage is the increase in end-to-
end delay, where the delay incurred through extra hops and additional pro-
cessing power accounts for no more than 26% of the optimal delay, which is a
completely acceptable range for the applications in which the main objective
is not rapidness or end-to-end delay.

As Figure 5.24 demonstrates, the throughput was almost the same until
around 54 days. That signifies the FND for the GeRaF protocol. From day
54 until the death of the network on day 201, the throughput decreases with
the death of nodes in the network. Note that the network lifetime for GeRaF
at the transmission rate of 12 transmissions per day is 187; in this graph, the
throughput is stable for a further period of time. This is due to the definition
of the network lifetime where segregation occurs or the death of 40% of the
nodes. However, in this case, even when the segregation occurs, there are still
some nodes that are able to transmit to the sink node. In CDR, the throughput
is consistent for 222 days until the first node death occurs. However, unlike
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Throughput.

GeRaF, in CDR only the dead nodes are unable to transmit, as the diversity
routing mechanism doesn't allow packets to be dropped; rather, they are still
transmitted to the destination after the timeout mechanism is activated.

5.5.2 Deployment with Forced Path

The previous scenario was the grid deployment where the node had a full
array of path choices to make. This resulted in the CDR protocol performing
much better than GeRaF because it had many different alternate paths to
take in order to maximize the network lifetime. However, while the grid sce-
nario can be classified as one extreme case scenario due to the node having
many options, it is also important to test the protocol at the other extreme.
The other extreme would be to completely restrict the number of choices or
paths the node can make. The following scenario depicts this case, where
nodes are clustered into different groups and are only connected to each
other via a two-node “bridge,” restricting the next hop to two nodes only.
The scenario is presented in Figure 5.25.

The same simulation is carried out on this scenario in order to measure
the FND (Figure 5.26) and network lifetime (Figure 5.27) for this radical case.

The results shown in Figure 5.27 are entirely predictable: The network life-
time is the same for both protocols. However, results in Figure 5.26 show that
the FND for CDR is greater than that for GeRaF. In this scenario, the following
process is occurring. Nodes in the first cluster have to transmit through nodes 11
and 18, while nodes in the second cluster have to transmit through nodes 5 and
9. There are only two paths for each cluster, which is why the network lifetime
is the same for both protocols, as the network is considered dead once nodes
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FND for forced path deployment.

11 and 18 or nodes 5 and 9 die to partition the network. However, the mode of
operation of both protocols is visibly evident from the FND graph. GeRaF trans-
mits to the node in the bridge that is closest to it until it dies and then moves to
the other node in the bridge, while in CDR, the load is distributed across both
nodes so they both die at roughly the same time. The importance of this scenario
is that it displays the behavior of both protocols in bottleneck cases.

Not all WSN applications are deployed in grid fashion; some are deployed
in a random distribution. In random distributions, small clusters and forced
paths might occur, hence the need to consider this case.
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5.5.3 Random Deployment

Random deployment is used in some WSN applications instead of the grid
deployment. Random deployment is a cross between the grid and the forced
path deployments; some nodes have many different available paths to the
destination while others might be in a distant or isolated location and can
only transmit to the sink node via a forced path. After presenting the grid
deployment and the forced path deployment in the two previous sections,
it is important to test the performance of both protocols in this deployment
for the sake of completeness. The nodes were randomly distributed in the
1.5 x 1.5 km grid, as shown in Figure 5.28.

The results for FND and network lifetime are presented in the graphs
shown in Figure 529 and Figure 5.30, which show that CDR performed
much better than GeRaF, which was to be expected after the results of the
grid deployment and the forced path deployment. The network lifetime in
the random deployment is also around 103 days less than that of the grid
deployment. In the grid deployment, all nodes have several paths to choose
from, while in random deployment some nodes have only forced paths,
hence decreasing network lifetime. (The FND for GeRaF in Figure 5.29 is also
much less than the one for CDR due to the same reason as Figure 5.26 in the
forced path deployment.) Therefore, in random deployment networks, CDR
also performs much more admirably than GeRaF because it takes advantage
of the nodes with several path options to choose the least-cost path, thus
extending network lifetime.
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FND for random deployment.

5.5.4 Node Density and Scalability

All of the previous scenarios have featured different deployments but the
same number of nodes (20 nodes). Increasing the node density or the number
of nodes is a good way of characterizing a protocol, as it shows its scalability.
The first aspect resulting from increasing the number of nodes would be
that the traffic in the network would increase, resulting in an increase in the
chance of congestion. The other aspect is that the number of possible paths in
the network would increase because each additional node is a new candidate



176

I

Wireless Sensor Networks: A Cognitive Perspective

---- CDR
—— GeRaF

12 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24

Number of Transmissions per Day

FIGURE 5.30
Network lifetime for random deployment.

500 Porodod
— CDR
250 == ==== GeRaF
o
200 —T~
»
5
£ 150 —
Q)
£
= 100
50 ==e= —
0
1 3 5 7 9 11 13 15 17 19 21 23
Number of Transmissions per Day
FIGURE 5.31

FND for 30 nodes in grid deployment.

for a path. Therefore, the number of nodes in the network was increased to
30 and 40 nodes, and the network lifetime and FND were measured.

5.5.4.1 Grid Deployment

In the first scenario, the nodes were arranged in a grid deployment. The grid
deployment allows for a high variation of path options from the source node

to the sink.
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It can be concluded from Figure 5.31, Figure 5.32, Figure 5.33, and Figure 5.34
that CDR performs better than GeRaF: The network density increases, prov-
ing that it is a robust option for larger networks. Although the network life-
time of GeRaF degrades quickly as the network density increases in CDR,
it only decreases slightly. This is because of the different effects that the
two aspects of increasing node density have on the two respective proto-
cols. GeRaF suffers because there are more nodes, more traffic, and more
congestion, which leads to a serious degradation in its network lifetime.
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Network lifetime for 30 nodes in grid deployment.
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FND for 40 nodes in grid deployment.
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Network lifetime for 40 nodes in grid deployment.

On the other hand, CDR takes advantage of the second aspect, which is an
increase in the choice of routes, to offset the disadvantage of having increased
traffic and congestion in the network. To put that into more context, the per-
formances of the three different node densities for CDR and GeRAF are dis-
played in Figure 5.35 and Figure 5.36, respectively.
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FIGURE 5.35
Network lifetime scalability comparisons for CDR.
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Network lifetime scalability comparisons for GeRaF.

5.5.4.2 Random Deployment

The scalability of both protocols was then tested on a random deployment.
Random deployment restricts the number of paths and some nodes have
forced paths to reach the sink, so segregation and node isolation have a
higher probability of occurring (see Figure 5.37, Figure 5.38, Figure 5.39, and
Figure 5.40).
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FND for 30 nodes in random deployment.
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Network lifetime for 30 nodes in random deployment.
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FND for 40 nodes in random deployment.

CDR performs more admirably than GeRaF for both node densities, 30 and
40 nodes. The network lifetime and FND obtained in this section are lower
than those obtained in grid deployment because in random deployment,
there are nodes that get placed in forced paths or the number of neighbors is
less than the grid deployment, restricting the number of path options avail-
able for routing.
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Network lifetime for 40 nodes in random deployment.

5.5.5 Optimization

In the previous simulations, the three weights were assigned the opti-
mized values k; = 8.57, k, =5.71, and k; =5.71 that gave emphasis on the
energy profile.

The simulation below was conducted to compare the above weights to a
nonoptimal assignment of weights by setting the value of k,, k,, and k; to 1.
The chosen scenario was the random deployment distribution.

Figure 541 indicates that in low number of transmissions per day, there
is not much difference; however, as the traffic increases in the network, the
optimized case outperforms the nonoptimized case. This is because when
there is not a greater emphasis on the energy profile; nodes might die after
being selected as the priority instead of avoiding them. When there is no
emphasis on the energy and traffic profile that might result in the elimina-
tion of a node, that is an enforced path for other nodes. For example, a node
might have two options: one is a viable option and the other is an enforced
path for another node; when traffic and energy profiles are not considered,
the node loses a sense of perspective of the surrounding environment. Also,
if the entire emphasis is placed on the energy profile, for example, the node
will be unable to avoid bad channel conditions; hence the priority node will
not be able to receive the packet due to the channel causing the packet to be
below the signal to noise ratio (SNR) and received power threshold. That
will lead to either a retransmission or a dropped packet. This scenario might
also lead to traffic congestion at enforced paths. By assigning the optimal
weights, improved performance in the network is ensured.
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Optimized vs. non-optimized weights results.

5.5.6 Giving Emphasis to the Channel Profile

This section studies the scenario where the priority node selection problem is
solved when the channel profile is given priority (channel optimization). The
optimal priority node selection objective function weights were obtained as:
k, =8.89, k, = 6.67, and k; = 4.44.

This scenario occurs when the channel profile needs to be given priority
over the energy profile in order to show the impact of the optimization. The
shadowing and path loss variables were changed and increased in order to
portray links with severe fading due to shadowing, thus causing impor-
tance to be placed on the channel profile. Measuring network lifetime and
first node death will not be the primary concern, since when the channel
conditions are extreme, packets will be dropped and will not reach their
destination. In order to measure reliability, the number of dropped bytes
was measured. It is important to note that in CDR, every node drops the
received packet if it is not a priority node and it receives an ACK; therefore,
packets that were dropped due to the channel conditions were marked and
measured. Figure 5.42 and Figure 5.43 present the results that were taken
from a grid deployment:

CDR is more reliable as the number of bytes dropped is much smaller than
that of the other protocol. This is due to CDR choosing paths with the best
channel conditions, avoiding paths with high shadowing, thus decreasing
the number of packets dropped and lost. Decreasing the number of packets
dropped will also decrease transmissions; if a transmission is unsuccessful,
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Number of bytes dropped due to optimization.

then a second- or third-priority node will have to retransmit the information,
which will cause more energy consumption in the network, thus reducing
network lifetime. Figure 5.43 displays CDR performance with channel opti-
mization as opposed to the energy optimization. Since the channel condi-
tions are severe, the CDR with channel optimization outperforms the CDR
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with energy optimization due to the emphasis on the channel conditions,
thus allowing a node to route away from links characterized by intense
shadowing and reduce the number of dropped packets on these links.

5.5.6.1 Grid Deployment

Network lifetime is then measured for CDR with channel optimization, CDR
with energy optimization, and GeRaF in the grid deployment; the results are
displayed in Figure 5.44.

CDR with channel optimization displays the best performance. In a
scenario with poor channel conditions, there is an abundance of packets
dropped or unable to be received due to the received power being below
the expected threshold. Therefore, when packets are dropped, CDR utilizes
diversity routing to ensure reliability and guarantee of transmission; more
nodes will then transmit (the second- and third-priority nodes, for example).
Hence when more nodes transmit, the network lifetime decreases; therefore,
the protocol that increases reliability also increases network lifetime because
it decreases the number of retransmitting nodes. The battery for each node is
measured after 100 days and is displayed in Figure 5.45.

It is clear from Figure 545, Figure 5.46, Figure 547, and Figure 548 that
CDR displays even distribution of batteries due to load balancing by distrib-
uting the energy consumption across the nodes in the network. The figures
prove the cognitive aspect of CDR. When there is a change in the environ-
ment, which in this case was a scenario with heavy channel conditions and
intense shadowing on the links, CDR is able to carry out a channel optimi-
zation in order to even further improve its performance from the energy
optimization provided in the previous sections. By performing priority node
selection based on channel optimization, nodes avoid links with intense
shadowing, thus reducing the number of dropped packets. This in turn
reduced the number of nodes retransmitting the data. It not only extends
network lifetime, but it also increases reliability due to the cognitive charac-
teristics of the protocol.

5.5.6.2 Forced Path Deployment

The forced path deployment depicts the other extreme for node path options,
where nodes are clustered into different groups and are only connected to
each other via a two-node “bridge,” restricting the path choice for the next hop
to two nodes only. The network lifetime was measured for the three protocols:

Figure 5.49 exhibits a different behavior than that shown in Figure 5.27. In
Figure 5.27, the network lifetime for both protocols was very similar; how-
ever, here there is a difference between each protocol. In a scenario with
heavy channel conditions, a larger number of packets are dropped, which
leads to more retransmissions, which in turn reduces the network lifetime.
In the scenario of Figure 5.27, the network lifetime depended on the number
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Network lifetime for channel optimization.
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Battery distribution after 100 days for GeRaF.

of paths the protocol took; however, in the case of Figure 5.49, the network
lifetime is dependent on the reliability of the protocol, which in turn affects
the network lifetime. This explains why CDR with channel optimization is
the best performer and GeRaF has the lowest network lifetime.
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Network lifetime for forced path deployment.
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5.5.6.3 Random Deployment

Random deployment combines both the grid and the forced path deploy-
ments, where some nodes have many different available paths to the desti-
nation while others might be in a distant or isolated location and can only
transmit to the sink node via a forced path. Network lifetime is expected to be
less than in the grid deployment because several nodes will die more quickly
due to the higher probability of network partition. The network lifetime for
the three protocols is measured and displayed in the graph in Figure 5.50.

Figure 5.50 shows that CDR with channel optimization slightly outperforms
CDR with energy optimization, and they both outperform GeRaF. That is due
to the increase in the number of packets dropped, leading to more retransmis-
sions, which increases energy consumption. Network lifetime is dependent on
the reliability of the protocol—which is why CDR with channel optimization
is the best performer and GeRaF has the lowest network lifetime.

The previous three scenarios display the cognitive aspect of CDR. When
there is a change in the environment, such as a scenario with heavy channel
conditions and intense shadowing on the links, CDR is able to carry out a
channel optimization in order to even further improve its performance from
the energy optimization described in the previous sections. By performing
priority node selection based on channel optimization, nodes avoid links
with intense shadowing, thus reducing the number of dropped packets.
This in turn reduces the number of nodes retransmitting the data, not only
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Network lifetime for random deployment.
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extending network lifetime but also increasing reliability due to the cogni-
tive characteristics of the protocol. This displays the node’s ability to adapt
intelligently to changes in the network, characterizing the CDR protocol as
a cognitive protocol.

5.6 Conclusion

This chapter presented a cognitive diversity routing protocol for wireless
sensor networks with the main objective to extend network lifetime. CDR
is a cognitive protocol since it adapts intelligently to network conditions
through perception, reasoning, and gathering knowledge. The protocol
ensures that the nodes in the network carry out observations regarding
the state of the network and share information in order to learn and reason
before carrying out optimization decisions. By utilizing the energy, chan-
nel, and traffic profiles, the node is aware of all aspects that can affect the
energy efficiency of the network, and thus is able to adapt cognitively to
dynamic conditions in order to achieve end-to-end network goals. Diversity
routing techniques are utilized to increase reliability and decrease the
number of unnecessary retransmissions. Simulations and performance
evaluations have proven that CDR outperforms another popular protocol
by ensuring load balancing to distribute energy consumption in the net-
work. The load balancing is due to the different and larger number of paths
the protocol enables routes to take. Nodes transmit to the best next hop at
each step, ensuring distributed energy consumption across the network,
which reduces network segregation, node isolation, congestion, and bottle-
necks. This incurs an additional end-to-end delay; however, the delay is not
very significant and remains within tolerable ranges. Through cognition,
nodes are able to adapt to changes in the network, whether the changes
occur in channel conditions or in traffic congestions spots. This enables
the protocol to be robust and scalable; it is able to find an advantage when
the network density is higher because that increases the possible number
of paths available. CDR also presents improved throughput and increased
reliability by employing the notion of diversity routing, presenting more
degrees of freedom than GeRaF. CDR performed well in various types of
deployments such as grid or random deployments. In the grid deployment,
CDR took advantage of the deployment’s characteristic by exploiting the
large number of paths available in the network; in random deployment, the
protocol protected nodes in forced paths or in danger of isolation by rout-
ing traffic away from their “bridge nodes” (nodes in the forced path), which
resulted in extended network lifetime.
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Enabling Cognition through
Weighted Cognitive Maps

6.1 Introduction

A variety of tools have been utilized in the design of cognitive networks:
neural networks, genetic algorithms, game theory, and expert systems,
among others [1]. However, generally speaking, most of these tools either
require long training periods or their complexity increases significantly as
the considered variables increase.

In this chapter we consider weighted cognitive maps (WCMs) as a tool
to provide a parametrized representation of the conflicting processes of
the system. WCMs were first proposed in [13] and [14] as efficient tools to
implement cognition in wireless sensor networks. In WCMs, each process,
environment variable, or end-to-end goal is simply represented as a concept
in the system, and the edges of the map connect concepts that are causally
related. (An overview of WCMs is given in Section 6.3.) This means that the
WCM deals with end-to-end goals or constraints as simple concepts in the
system, considerably reducing the complexity. In addition, system interac-
tions are represented by simple mathematical operations, thus avoiding the
long processing times that may be associated with optimization problems.
WCMs are also able to consider conflicting interactions within the network,
requiring only information about the causal relationships of these processes.

Although WCMs were considered in [2] to design cognitive nodes, those
nodes operated independently and the design did not consider interactions
with other nodes. In addition, their design did not primarily target the needs
of wireless sensor networks (WSNs). We attempt to utilize WCMs in order
to design a cognitive engine for WSNs that can monitor network interactions
and work to achieve its end-to-end goals while considering multiple con-
straints. Using WCMs this way will enable network designers to transcend
the limitations of cross-layer design and introduce a degree of flexibility and
adaptability in the network.

The remaining sections of this chapter are organized as follows. Section 6.2
reviews some recent related research efforts; Section 6.3 provides a brief
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introduction to WCMs; Section 6.4 explains the details of the cognitive WCM
tool; Section 6.5 provides simulation results that illustrate the capabilities of
the WCM tool, and finally Section 6.6 offers some concluding remarks.

6.2 Related Work

Several areas have been explored in WSN design: coverage and connectivity,
routing, and topology management, among others. For example, the network
management system proposed in [3] attempts to improve energy efficiency
and network lifetime while considering routing and coverage constraints in
a clustered hierarchy. An optimization problem is formulated, labeled OPT-
ALL-RCC, that minimizes energy consumption and achieves load balancing
while guaranteeing coverage and connectivity. OPT-ALL-RCC is shown to
be NP-complete, and a heuristic scheme named TABU-RCC is proposed to
achieve a compromise between efficient performance and processing time.
A network management system known as energy-efficient m-coverage and
n-connectivity routing (EECCR) was proposed in [4]. It considers the rout-
ing problem under multiple coverage and connectivity constraints. EECCR
is divided into two main phases. The first phase sets up the routing paths by
dividing the network into mutually exclusive scheduling sets, and switching
on the sets that can guarantee m-coverage. Then routing paths are set up that
achieve n-connectivity. The second phase in EECCR is the data transmission
phase, where the set-up routing paths are utilized to relay the data to the
sink node. In [5], a framework called topology-aware resource adaptation
(TARA) was proposed with the primary goal of alleviating congestion in
WSNSs. The idea is to activate a larger number of nodes during periods of
congestion in order to increase network resources and reduce congestion.
Network topology and traffic patterns are considered in order to propose
heuristics that can detect congestion, activate the correct number of nodes,
and discover alternative routing paths that can relay packets away from the
congested spots. TARA has the advantage of being able to operate efficiently
in dynamic environments.

Even though WSN research is highly active, most of these efforts con-
sider only specific issues, and limited efforts exist that are comprehensive
in considering multiple issues that affect network efficiency. Optimization
problems or heuristics are not easily extendable to consider multiple goals
and constraints. Cognitive networking attempts to address these problems
through the processes mentioned earlier.

In [1], Thomas et al. proposed a cognitive framework that is divided into
three main layers. The highest layer is the requirements layer, which speci-
fies the end-to-end goals of the network. The second layer is the processes
layer, which contains all cognitive elements and algorithms that produce
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decisions to achieve the network goals. The third layer is the software adapt-
able network layer, which executes the decisions of the higher layers and
gathers all the necessary knowledge for the operation of the cognitive frame-
work. The framework does not specify any particular tools to implement the
aforementioned layers but leaves this decision to the users according to the
network requirements.

Other efforts in cognitive networks include the knowledge plane (KP) [6],
which gathers knowledge in order to enable the network to adapt to different
conditions, and detect and prevent different problems. Tools that have been
utilized in the design of cognitive networks have been mentioned before. It
is interesting to point out that designing a cognitive network for WSNs is
different from other networks, such as ad hoc networks. In ad hoc networks,
nodes may run different applications, and a certain degree of selfishness can
be tolerated and cognitive nodes can afford to operate independently. On the
other hand, in WSNs, nodes typically run the same application and have the
same goal. For this reason, considering interactions between nodes within
the entire network is highly important in WSNs if cognition is to be achieved.

6.3 Fundamentals of WCM

A WCM (also called fuzzy cognitive map) is a graphical model used to rep-
resent dynamical systems through their underlying causal relationships
[7]. Each node in the WCM is called a concept and represents a particular
process or event in the system being modeled. Edges of the WCM connect
concepts that are causally related. Each concept C; is characterized by a num-
ber A; that represents the value of the concept or its activation level in the
real system. Concepts can take values either in the interval [0, 1] or [-1, 1]. If
the allowed interval is [0, 1], then a concept can be inactive (A, = 0) or active
with various levels (A4; = 1 means that a concept is fully active). If the allowed
interval is [-1, 1], then concepts can also be decreasing. Edge weights can take
on any value from the interval [-1, 1]. Negative edge weights imply nega-
tive causality, positive edge weights imply positive causality, and zero edge
weights imply the absence of a causal relationship between concepts. WCMs
can be qualitative or quantitative. Qualitative WCMs only represent causal
relationships between concepts, while quantitative WCMs can also represent
different levels of granularity in concepts. One of the main advantages of
WCMs lies in their inference capabilities. To illustrate, consider the WCM
representing processes of a wireless node shown in Figure 6.1.

The WCM of Figure 6.1 models the relationships between six processes
affecting a wireless node: transmit power, data rate, maximum number of
retransmissions allowed before a packet is dropped, bit error rate (BER),
throughput, and expected transmission time (ETT). The edge weights shown
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FIGURE 6.1
WCM representing processes of a wireless node.

represent the strength of causality between concepts. The WCM can be rep-
resented in matrix form as

Cl C2 (C3 C4 C5 C6

Cl1| o0 0 0 0 1 0

c2| 0 0 0 0 1 0
W= C3| 0 0 0 0 0.9 0 6.1)

C4]103 05 08 0 -1 0

C51 0 0 0 0 0 0

Cé6 | 04 0 0 0 07 0

For a WCM with n concepts, its status at time ¢ can be given by

At = Ait At At .. Ant! 6.2

According to the inference capabilities of WCMs, the status at time ¢ + 1 is
obtained by applying a threshold function f(x) to each element of the product
vector WA(t) as:

At + 1) = AWA()) 6.3)

Typically, f(x) can be one of three functions [8]:
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¢ Binary function

1, x>0

- 6.4
f(x) 0, x<0 64)

where the activation levels of concepts can either be 0 or 1, and the
WCM in this case is called a simple WCM.

e Trivalent function
1, x>0
flx)= 0,x=0 6.5)
-1, x<0

where concepts can take values from the set {-1,0, 1}, and the WCM is
called a trivalent WCM.

¢ Hyperbolic tangent function
f(x) = tanh(x) (6.6)

where the activation levels of the concepts can take any value from
[-1,1], and the WCM is called a continuous WCM.

The inference process of WCMs is initialized when a particular concept is
triggered. The triggered concept influences other concepts according to W.
If the system is left free to interact through a series of matrix multiplication
processes, it will finally reach one of three conditions [8]:

® An equilibrium, where further multiplications do not change the
status of the WCM

* A limit cycle, where the system keeps returning to a specific status
after a number of multiplications

* A chaotic status, where every new iterations result in new states

Simple and trivalent WCMs have finite number of states (2" for simple
WCMs and 3" for trivalent WCMs), and therefore can only reach equilibrium
points or limit cycles. Continuous WCMs can represent the system with finer
granularity but may risk chaotic behavior, if not carefully designed.

WCMs have significant advantages over other tools, such as Bayesian and
neural networks. They allow for feedback loops, which are not present in
Bayesian networks. Concepts in WCMs also represent events or processes
from the real system. This is not available in neural networks, which can
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be seen as a black box that is trained to model a particular system and may
not faithfully reproduce its characteristics. The simple inference properties
also make WCMs attractive for systems that require low complexity, such as
WSNSs. These advantages collectively enable WCMs to be used as a simple
yet powerful tool that can accurately represent any dynamic system.

It is also worth noting that WCMSs have some disadvantages [9]. They rely
on expert knowledge to design the system, which may be challenging, espe-
cially in quantitative WCMs. Also, there is no research on how to build a
WCM with a global view of the network, where multiple WCMs may exist
and have to work together to achieve certain end-to-end goals.

6.4 Designing WCMs to Achieve Cognition in WSNs

The design takes into consideration some of the aforementioned challenges
for WCM. In order to avoid the need for extensive training of the map, we use
WCMs to formulate a parametrized representation of the WSN [13] [14]. This
representation is neither fully quantitative nor qualitative but can rather be
regarded as an intelligent decision support system that can produce qualita-
tive decisions to determine specific values of different system parameters.
Therefore, we aim at achieving the advantages of a quantitative WCM while
maintaining the simplicity of a qualitative WCM and avoiding the need for
extensive training of the map.

In order to build a distributed system of interacting WCMs that can
work together to achieve the network’s end-to-end goals, we start by con-
sidering a clustered WSN hierarchy. In the design we assume that the sink
node and cluster heads (CH) are intelligent nodes, where the WCM will be
implemented, while the sensor nodes are regular nodes with no intelligent
capabilities and are randomly distributed over the coverage area. The CHs
produce decisions that will be executed by the regular sensor nodes within
their clusters. Since the only node that can have a centralized view of the
network is the sink node, it will be used to monitor global concepts such as
network connectivity and coverage. Thus, all concepts will be implemented
at CHs and the sink node will make sure those concepts that require global
monitoring are considered from the view of the entire network. Figure 6.2
illustrates the system architecture.

As Figure 6.2 shows, the sink node lies in the center of the area to be covered,
while the CHs are distributed in key geographic positions, such that the num-
ber of regular nodes managed by each CH is fairly even. The sensor nodes are
deployed throughout the coverage area. Each node is associated with the CH
responsible for monitoring its cluster. We assume that network nodes are syn-
chronized. They periodically wake up, sense the required attributes, transmit
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FIGURE 6.2
System architecture.

their measurements to the sink node, and go back to sleep mode. The fraction
of this period where the node is awake is called the duty cycle.

Without loss of generalization, the WCM will consider transmit power, data
rate, and duty cycle adaptation; coverage and connectivity; congestion; and
routing. We define an end-to-end goal for the WCM that considers energy
consumption as well as load balancing. These processes were chosen since
they can have a significant impact on system performance. However, we
stress that here the WCM system is not restricted to these processes. Other
network designers may choose other processes that suit their requirements.
Our aim is to illustrate the capabilities of WCMs and show how system pro-
cesses, end-to-end goals, and variables can be translated into WCM concepts.

In the following, three WCMs are designed targeting a set of processes.
These WCMs then are combined while achieving end-to-end goals [13] [14].

6.4.1 Designing a WCM for Transmit Power, Data
Rate, and Duty Cycle Adaptation

In this section, a WCM is designed so that it uses transmit power, data rate,
and duty cycle adaptation to improve energy efficiency, throughput, and link
reliability, and ensure fairness among nodes. Before we show how a WCM
can be designed for these processes, we first describe the protocols that will
be represented by the WCM.

In Chapter 3, a protocol was proposed that adapts the duty cycle according
to the data rate utilized (see e.g. [12]). The idea is that when nodes observe
good channel conditions, they can transmit at higher data rates, thereby
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finishing their transmissions faster and going to sleep state sooner, and for
longer periods [10]. This was shown to achieve considerable energy savings.

To illustrate, consider Figure 6.3, where P, is the energy consumed during
the active transmission period in watts, Py, is the energy consumed dur-
ing the idle period, T, is the duration of the idle period, P,,,, is the energy
consumed during the sleep period, and Tp,, is the duration of the entire
cycle. As Figure 6.3 shows, when the utilized data rate is low (that is, the
symbol duration is large), as in Figure 6.3(a), the transmission takes longer
to finish than the case with high data rate (that is, in which the symbol dura-
tion is small), as in Figure 6.3(b). Thus the adaptive sleep period is longer in
Figure 6.3(b), making it more energy efficient.

In this chapter we use this protocol and extend it to be implementable by
the WCM tool.

In order to design a WCM for transmit power, data rate, and duty cycle
adaptation, we first have to identify the environment variables that will be
used to trigger the WCM to take action. We utilize the environment vari-
ables of packet loss ratio (PLR) and ETT. PLR was chosen because it accounts
for channel conditions and interference, and can thus give a clear indication
about the quality of the wireless link. ETT is the expected amount of time

Adaptive Fixed Adaptive Sleep
Rate and Period Sleep Stage
Power
Tx Idle Sleep Tx 2]
PTx Pidle leeep
< T, >
< TDuty _—>

(@)

Adaptive Fixed Adaptive Sleep
Rate and Period Sleep Stage
Power
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< PTx < Pidle _ Psleep S
T,

(b)

FIGURE 6.3
(a) Duty cycle with low data rate; (b) duty cycle with high data rate.
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needed to successfully transmit a packet. It accounts for interference between
links, number of retransmissions needed to successfully transmit a packet,
and the data rate used at interfering links. Therefore, it can be used to improve
throughput and ensure fairness between interfering links. For example, when
the ETT of one link is significantly larger than that of another, this means that
the node is not getting fair access to the wireless medium. By taking actions
to keep ETT close among interfering links, fairness can be achieved.

Once there is a significant change in one of the environment variables,
the WCM will be triggered to take action. The actions taken will be to adapt
transmit power, data rate, or both. Adapting the duty cycle directly follows
data rate adaptation. Particularly, when the data rate is increased, the duty
cycle is decreased, and vice versa. We choose whether to adapt the transmit
power or data rate according to which one results in lower energy consump-
tion, since this is one of the primary objectives of a WSN. The energy con-
sumed at a single node during one duty cycle can be expressed as

E=Prx % + Py x Ty + Psleep Toacket = Ty = % (67)

where L is the packet length, R is the data rate, and the remaining param-
eters were defined for Figure 6.3. When we need to choose whether to adapt
transmit power or data rate, we need only compare the energy consumption
resulting from such adaptations according to Equation (6.7). For example,
when the PLR increases beyond a known threshold, the WCM needs to com-
pare between increasing transmit power and decreasing data rate. After
removing the constant parameters from Equation (6.7), this comparison can
be expressed as

PTx—OZdL L PTx—NewL L
- sleep—zg_Psleep—
Ryew Riew Rowu Rou

©6.8)

where Pr, oy and Ry, are the transmit power and data rate values before
adaptation takes place, while P, y.,, is the value of transmit power if it will be
increased and R, is the value of data rate if it will be decreased. If the com-
parison in Equation (6.8) is “True,” this means that decreasing the data rate
will result in higher energy consumption than increasing transmit power,
and thus the transmit power will be increased. If it is “False,” then the data
rate will be decreased instead. The WCM for transmit power, data rate, and
duty cycle adaptation is shown in Figure 6.4, with concepts labeled C,—Cs.
We use the concept of conditional edge weights in order to represent the
causal relationships in the adaptation protocols. The causal relationships are
used to formulate the matrix W, as in Equation (6.1). Thus when the PLR
crosses a high or low threshold, a comparison according to Equation (6.8) is
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performed, and edges W, ,, and W,, ; are activated according to the follow-
ing rule:
If PLR < PLR; or PLR > PLR and Equation (6.8) is

True, W(1,2)=1and W(1,3)=0
False, W(1,2) = 0 and W(1,3) = -1

If PLR > 2PLR, then
W(1,2) = 1 and W(1,3) = -1 69)

where PLRy; and PLR; are the values chosen for high and low PLR thresh-
olds, respectively.

The rules in Expression (6.9) simply implement the algorithm detailed ear-
lier (Eq. 6.8). However, we add a precaution that if the PLR is higher than
2PLRy,;, then this indicates a sharp deterioration in link quality, which has to
be addressed by increasing transmit power and decreasing data rate simul-
taneously. The value 2PLR;; was chosen as it is not low enough to trigger
frequent changes in transmit power and data rate, and not high enough to
ignore a significant deterioration in link quality. Note that the WCM is trig-
gered to take action if the PLR changes considerably or if the ETT of one
node is significantly larger than that of an interfering node. As Figure 6.4
indicates, unfair access to the wireless medium is addressed by increasing
transmit power.

After the weight matrix W is formulated, the CH formulates an array A(t)
similar to the one in Equation (6.2), reflecting the current activation levels
of the concepts in Figure 6.4. A multiplication according to Equation (6.3) is
performed to determine A(t + 1), which determines the actions to be taken
according to the new values of the concepts. It is important to stress that
the result of this multiplication process will not specify the exact level of

FIGURE 6.4
WCM of transmit power, data rate, and duty cycle adaptation.
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transmit power or data rate to be used but only if they should be increased
or decreased.

6.4.2 Designing a WCM to Guarantee Connectivity and Coverage

Two of the primary constraints of any WSN are to ensure that the network is
always connected and that every point in the area is covered by at least k sen-
sors. Typical WSNs have redundant nodes in order to extend their lifetime.
Every node in the network wakes up in every duty cycle with probability
p- This value should ensure that every point in the area is covered and that
every node can find a routing path to the sink node. The value p is lower as
the number of redundant nodes increases and should increase to 1 as more
nodes die throughout the network’s lifetime.

Here the objective of the WCM would be to adapt p in every duty cycle in
order to ensure connectivity and coverage. In order to perform this task, we
use the theorem derived in [11], which states that, for a sensing range r, and
communication range r, at every node:

When o =r,/r,< 1, the area (D) is almost surely (A.S.) connected-k-covered
if, for some growing function @(np), p and r, satisfy

nprr? = log(np) + kloglog(np) + (np) 6.10)

where 1 is the number of nodes in the network. The expression “connected-k-
covered” means that every point in the network is covered by at least k sensors
and can find a path to the sink node. A.S. connected-k-covered means that as
increases to infinity, the probability of connected-k-coverage goes to 1.

Note that as nodes die in the network, n will decrease accordingly. Thus
the WCM will attempt to find p that satisfies Inequality (6.10) in every duty
cycle. However, before this theorem can be used, we need to find an appropri-
ate function @(np) that would ensure high probability of connected-k-coverage
when Inequality (6.10) is satisfied (and checked through simulations).

In order to determine this function, we perform an experiment that is
divided into two parts. In the first part, we perform computer simulations
whereby we fix p = 0.1, k =1, 7, = 100 m, and 7, = 200 m. The area to be covered
is a square of size 500 m x 500 m. The number of nodes 7 is varied from 400
to 2000 nodes. For every value of 11, we perform 1000 simulation runs, where
every run consists of a new random deployment of nodes. In every run we
check if the current deployment of nodes achieves connectivity and coverage.
After 1000 runs, we calculate the probability that the network is connected and
covered using this value of 7. The simulation results are plotted in Figure 6.5.

In the second part of this experiment we use Inequality (6.10) with the
same values of p, k, r,, and r, that were used in the simulations. We use a
slowly growing function @(1p) = (loglog(np))® and vary a from 4 to 5.5. For
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Probability of connectivity and coverage.

every value of a, we evaluate the minimum number of nodes n that would
satisfy Inequality (6.10). Then we use the simulation results from Figure 6.5
to check the probability of connectivity and coverage using this value of n.
The results are shown in Table 6.1.

TABLE 6.1
Values of a and Their Corresponding Probability of Connected-k-Coverage

Minimum 7 to Satisfy Inequality Probability of Connected-k-Coverage

Value of a (6.10) (Obtained through Simulations)
4.0 876 0.60
41 904 0.62
4.2 934 0.65
4.3 966 0.68
44 1002 0.74
45 1041 0.78
4.6 1084 0.8
4.7 1131 0.81
4.8 1184 0.88
49 1242 0.89
5.0 1307 0.93
5.1 1379 0.95
52 1460 0.99
5.3 1550 0.99
54 1652 0.99

5.5 1767 0.99
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As Table 6.1 shows, with a = 4.0, the minimum value of n that satisfies
Inequality (6.10) is 876 nodes. However, the simulation results specify that the
probability of connected-k-coverage is only 0.6 for this value of n. Therefore,
a =4.0 does not guarantee connectivity and coverage. On the other hand,
with a = 5.2, the minimum value of n that satisfies Inequality (6.10) is 1460
nodes. At this value of n, the simulation results specify that the network is
connected-k-covered with probability 0.99. Thus, this value of a provides a
better guarantee for connectivity and coverage.

Given this result, we use the following function

(np) = (loglog(np))u , a=52

After determining the appropriate ¢(11p) to be used, we can implement this
algorithm in the WCM. The concepts involved and the edges associated with
them are shown in Figure 6.6. Each CH monitors the status of the nodes in
its cluster and finds out the number of live nodes after detecting any failures
due to battery expiration or any other conditions. If a failure is detected,
then concept C, in Figure 6.6 is activated, prompting the CH to calculate the
minimum p that would satisfy Inequality (6.10) for the new value of 1. Once
a new p is found, then the routing protocol will need to be invoked to find a
new configuration for the new subset of nodes.

6.4.3 Designing a WCM for Congestion Control

Congestion typically occurs when a particular area in the network becomes
exposed to an amount of traffic larger than the nodes can handle. This can
cause queue build-ups and significant transmission delays. The traditional
way of dealing with congestion is to instruct the source node to reduce
its loading rate, which is the number of bits inserted in the transmission
queue per second. Note that this is different from the node’s data rate, which

FIGURE 6.6
WCM to guarantee connectivity and coverage.
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corresponds to the rate at which bits are transmitted from the transmission
queue. Although reducing the source loading rate may reduce congestion,
it has a significant flaw. From the point of view of the quality of service
(QoS) observed by the user, this approach reduces the resources given to the
user at the specific point when he or she is requesting more resources [5]. In
WSNs, there is a possibility for another solution to this problem, which is to
increase the amount of resources available in the network. This approach
was explored in [5], where topology-aware resource adaptation (TARA) was
proposed. In TARA, sleeping nodes are instructed to wake up around areas
where congestion is occurring, and data is routed through these nodes to
alleviate the problem. This approach may not always work over the entire
network lifetime if nodes die and there are no more redundant nodes to
wake up. It also requires significant knowledge of the network topology.

However, redundant nodes are not the only way of increasing network
resources. Since we are already using duty cycle adaptation, as previously
explained, we can use this feature to keep the nodes awake for longer peri-
ods of time during periods of congestion in order to dispense larger volumes
of traffic. Route maintenance will still be needed to disperse paths that are
causing congestion, but without the need for significant topology knowledge
to know exactly which nodes need to be woken up. Using adaptive duty
cycle will also work throughout the lifetime of the network. Examples of
route maintenance operations to alleviate congestion are shown in Figure 6.7.
In Figure 6.7(a), there is congestion around nodes A and B, since they are
within interference range of each other and a large amount of traffic is flow-
ing through them. In the system, the nodes will be instructed to extend their
duty cycles to accommodate the extra traffic, and some of the traffic will be
routed through node C. A similar process is done in Figure 6.7(b).

In order to implement this algorithm in a WCM, we first have to identify the
appropriate parameters to detect congestion. We utilize the parameters of buf-
fer capacity and channel utilization since they can be easily measured in real
networks. Channel utilization is simply the fraction of time that a node detects
the channel to be busy during a predefined interval, while buffer capacity is
the number of remaining slots available in the buffer. Both parameters are

&
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FIGURE 6.7
Examples of route maintenance operations.
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FIGURE 6.8
WCM algorithm for congestion control.

needed since only one of them may not give a clear indication about conges-
tion. The corresponding WCM implementation is shown in Figure 6.8.

Once buffer capacity drops below a specific threshold and channel utili-
zation is above a specific threshold, concept C, will be activated. This will
prompt an increase in duty cycle and trigger the route maintenance opera-
tion. Note that route maintenance is delayed by one iteration, since it has to
follow the increase in duty cycle.

6.4.4 End-to-End Goal and the Overall WCM

The choice of end-to-end goal is of primary importance to the performance
of the system. All concepts will interact in order to achieve this goal. The
network efficiency is chosen as the end-to-end goal of the WCM. We define
network efficiency as the traffic load divided by energy consumption. The
reason behind this choice is to give the network user the flexibility to request
higher volumes of data throughout the lifetime of the network. We realize
that higher volumes of data will ultimately require higher energy consump-
tion, which has to be considered. Choosing energy consumption only or net-
work lifetime only may cause the network to deny the user higher volumes
of data in order to achieve the end-to-end goal. Therefore, a specific thresh-
old for network efficiency will be calculated beforehand by the user, and the
WCM will ensure that this threshold is not crossed. Each CH will monitor
the network efficiency in its cluster, and the sink node will monitor the effi-
ciency of the network.

Energy consumption in the system is the amount of battery declination
within a given window divided by the residual battery power. Thus, every
node maintains a moving time window and calculates how much the bat-
tery declines within this window. It then transmits this value along with its
remaining battery power in every packet. Thus the energy consumption of
node i can be given by

Estart?window - Eend _ window (6 11)
E, '

i

Eng _ consump; =
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where E,; is the residual energy of node i, E,,; w0 1S the remaining energy
of node 7 at the beginning of the time window, and E,,; .. iS the remaining
energy at the end of the window. Equation (6.11) considers remaining battery
power as well as load balancing. If the remaining battery power of a node is
low, its efficiency will decrease, prompting the WCM to take action. If its energy
consumption increases, say from being involved in excess traffic, its efficiency
also decreases, again prompting the WCM to take action. This ensures that
nodes are not overused and will be avoided if their battery power is low.

Moreover we define traffic load as the amount of traffic dispensed by any
node within a given time window. Thus, the traffic load of node i can be
expressed as

Load; = Number of bits dispensed within window of length t /
Total number of bits input to i within ¢

_ Rixtramsmission (612)
Sixt

where R; is the data rate of node i, t is the length of the window, f5,,qnission
is the fraction of the time window that node i is transmitting, and S; is the
source loading rate of node i. Therefore the efficiency of a cluster with num-
ber of nodes G is given by

G
Efficiency = 2 _ Load 6.13)

&g Eng _ consump;

From Equation (6.11), Equation (6.12), and Equation (6.13), the WCM will take
action if the rate of battery declination increases, if the data rate decreases,
or if the source loading rate increases. The action to be taken depends on the
status of the nodes. If the PLR is low enough, then nodes can be instructed
to decrease transmission power or increase data rate by performing the com-
parison that was specified in Equation (6.8). If the PLR is not low enough,
then the routing module should be invoked to find routing configurations
that avoid nodes with low efficiency as much as possible. The final version of
the WCM is shown in Figure 6.9.

As Figure 6.9 shows, all the dashed edges are those going in and out of
the end-to-end goal of efficiency. Figure 6.9 also shows a concept that is only
activated if transmit power and data rate adaptation can no longer repair a
specific link. The link is deemed failed and has to be maintained. Similarly,
if adaptation of transmit power fails to address the issue of ETT imbalance,
then the route maintenance module is invoked to repair part of the route
where the problem is occurring. Note that the difference between the route
maintenance module and the routing module is that the route maintenance



Enabling Cognition through Weighted Cognitive Maps 209

Delayed by

Buffer Capacity one iteration

+

Channel Ut‘ﬂilay
Network
Efficiency

If Tx and
Rate Adaptation
Fail

Route

Routing .
Maintenance

ﬁr:nsmit

Power

Channel Access
Comparison

Calculate p

Node Failure

FIGURE 6.9
Overall WCM of the cognitive network.

module only repairs part of the route, while the routing module is invoked
to find complete new paths. For this reason, the routing module is invoked
when a node’s efficiency decreases, for example, since this node will need to
be removed from some of the routing paths in which it may be participat-
ing, thus requiring extensive modifications to existing routing paths. On the
other hand, link failures or congestion only require that packets be routed
away from the problematic areas, thus only a few links need to be replaced;
in this case, the routing maintenance module is invoked.

The WCM shown in Figure 6.9 is implemented at the CH and the sink
node, which will use it to make the necessary decisions for determining
the parameters to be used for node operations. The WCM considers several
parameters and issues of importance to network performance. Also the deci-
sions taken by the WCM are adaptive and depend on the particular situation
that caused the WCM to react.

6.5 Simulation Results

In this section the performance of the cognitive tool is evaluated through com-
puter simulations. The propagation model we use is lognormal shadowing.



210 Wireless Sensor Networks: A Cognitive Perspective

TABLE 6.2

Simulation Parameters

Parameter Value

Grid size 500 x 500 m

Number of nodes 169, 256, 400, 625, and 900
Transmit power levels [-12:6:36] dBm

Data rates 6 Mbps — 54 Mbps

Cycle period 100 ms

Duty cycle [0.25,0.5,0.75,1] x 100 ms
Packet size 1000 bytes

Source loading rates [0.2,0.4,0.6,0.8,1] x 10*
Initial battery power 5 Ahr

Power consumption Rx: 26 mAhr

Tx: 26 mAhr + (Tx power x packet size x bit duration)
Sleep: 0.3 pAhr x sleep time

Initial buffer capacity 100 packets

In addition, we consider correlated shadowing in order to ensure a com-
prehensive and realistic propagation environment. Thus, links within close
proximity will experience similar or correlated shadowing values. The main
simulation parameters are shown in Table 6.2.

6.5.1 Evaluation Using Uniform Random Topology

The performance of the system is evaluated in this section using a uni-
form random topology, similar to the one that was previously explained in
Figure 6.2. The performance of the system is compared to the network man-
agement system known as TABU-RCC, which was reviewed in Section 6.2.
This is because the end-to-end goal of TABU-RCC is to maximize network
lifetime in the presence of coverage and connectivity constraints, which is
similar to the goals and constraints considered by the WCM system. We
also compare the WCM system to a regular network with no management
or adaptation protocols, in order to provide a baseline for our compari-
sons. We consider the metrics of network lifetime, throughput, PLR, and
the amount of information that the network is able to dissipate before it
reaches its lifetime. Note that the amount of information dissipated before
the network expires reflects the efficiency of the system in utilizing the
available resources in transmitting packets. We define network lifetime as
the time spanning from the start of network operation until the time when
the remaining nodes can no longer guarantee full coverage and connectiv-
ity of the network.

In all the simulations conducted, we divide the time into cycles, or rounds.
In every cycle, nodes wake up according to probability p. In WCM and
TABU-RCC, this value changes throughout network lifetime to maximize
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energy efficiency. Nodes will transmit packets according to the source load-
ing rate, and according to the routing path, transmit power, and data rate
specified by the WCM. At some point during the cycle, the node will go
back to sleep mode according to the duty cycle, also specified by the WCM,
and the process repeats itself. We keep the source loading rate, initial buffer
capacity, initial battery power, packet size, and cycle period constant in all
simulations in order to ensure fair comparisons between different protocols.

In the first experiment, we evaluate the lifetime of the system under differ-
ent number of nodes, compared to TABU-RCC and a “regular” network with
no management or adaptation protocols. The simulation results are displayed
in Figure 6.10, which shows that the WCM tool achieves longer lifetime than
the other protocols, especially in larger networks. In smaller networks, WCM
is forced to switch most of the nodes in the network to active mode in every
duty cycle in order to guarantee connectivity and coverage. Thus network
management does not have as big an impact in smaller networks as in larger
ones. However, adaptation processes, such as transmit power and data rate
adaptation, enable WCM to achieve a slightly longer lifetime than TABU-
RCC in smaller networks. In larger networks, WCM achieves good lifetime
results, clearly showing the efficiency of WCM as a network management
system. Note that the regular network with no management or adaptation
achieves poor performance results, since it has no capabilities to utilize the
redundant nodes available. Thus all nodes are switched on in every duty
cycle, regardless of the number of nodes in the network, which is why life-
time here is constant for all node sizes.

40 T T T T T T T

—— WCM
351 —=- TABU-RCC B
—6— Regular network

30

25 -

20 -

15

Network Lifetime (Duty Cycles)

100 200 300 400 500 600 700 800 900
Number of Nodes

FIGURE 6.10
Network lifetime of WCM compared to other systems.
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In the next experiment, the performance of the WCM system is evaluated
in terms of throughput and PLR, compared to TABU-RCC and the regular
network. The simulation results are shown in Figure 6.11 and Figure 6.12.

As Figure 6.11 shows, WCM achieves the highest throughput results, espe-
cially as the size of the network increases. In smaller networks the impact of
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FIGURE 6.11
Throughput of WCM compared to other systems.
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the WCM system is minimized. As the size of the network increases, transmit
power and data rate adaptations have a larger impact, especially as the net-
work topology changes throughout its lifetime, due to the deaths of nodes.
This illustrates the ability of WCM to adapt to changing network conditions.

Figure 6.12 shows that the WCM system also achieves the lowest PLR
results, due to the efficiency of transmit power and data rate adaptations.
TABU-RCC also achieves low PLR results, since it is capable of switching on
the minimum number of nodes in every duty cycle, thereby reducing inter-
ference. The regular network with no adaptations or management suffers
from high PLR, since all nodes are switched on in every duty cycle, which
causes high interference and collisions. We can also see that the PLR of the
regular network increases as the number of nodes increase, since increasing
the size of the network causes more interference and more collisions.

In the next experiment, we evaluate the capability of the WCM system to
utilize resources in disseminating information. This is done by counting the
total number of packets transmitted by all nodes in the network throughout
its lifetime. The numbers are compared with those of TABU-RCC and the
regular network.

Figure 6.13 shows that WCM is able to transmit a significantly larger num-
ber of packets during network lifetime, especially in larger networks. The
results from this experiment combined with Figure 6.11 and Figure 6.12 illus-
trate how WCM can utilize the available resources in maximizing network
efficiency. We can also see from Figure 6.13 that the regular network trans-
mits the largest number of packets in small networks, since all nodes are
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Capability of WCM to disseminate information compared to other systems.
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switched on. TABU-RCC transmits a number of packets that are close to the
regular network. However, we have seen from Figure 6.12 that the PLR in
the case of the regular network is quite high, which means that a significant
portion of the transmitted packets are lost. Thus, this type of network is not
very efficient.

6.5.2 Evaluation Using Bottleneck Paths

In this section the performance of the WCM tool is evaluated under challeng-
ing network scenarios. The goal is to see if the WCM can adapt to different
network topologies. We use a topology where transmissions are forced to go
through a limited set of nodes, thus forming a bottleneck area in the network.

As Figure 6.14 shows, all transmissions are forced to go through a limited
set of paths. In this section the performance of the WCM system is also eval-
uated using the metrics of network lifetime, throughput, PLR, and the total
number of packets transmitted during the lifetime of the network. We also
keep the source loading rate, initial buffer capacity, initial battery power,
packet size, and cycle period constant in all simulations in order to ensure
fair comparisons between different protocols. Figure 6.15 shows the network
lifetime results of WCM compared to TABU-RCC and the regular network
with no adaptations.

As Figure 6.15 shows, WCM achieves good lifetime results, especially in
larger networks. Note that in small networks, TABU-RCC and regular net-
works did not work, as they could not adapt their parameters to guarantee
network connectivity. Also their lifetime is the same for any network size.
This is because the lifetime of these systems ultimately depends on the life-
time of the bottleneck nodes, and the number of bottleneck nodes does not
change as we increase network size. However, using WCM, transmit power
and data rate can be adapted such that not all bottleneck nodes are used in
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Network topology with bottleneck path.
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every transmission, thus providing better load balancing, which increases
network lifetime.

In the next experiment, we evaluate the performance of WCM in terms of
throughput and PLR. The simulation results are shown in Figure 6.16 and
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Figure 6.17, which show that WCM achieves good performance results in
terms of throughput and PLR, and the performance improves in larger net-
works. Figure 6.17 also shows that the PLR of the regular network increases
as the number of nodes in the network increases. This confirms the results
in Figure 6.12.

In the final experiment, we evaluate the capability of the WCM packets
to disseminate information throughout network lifetime. The simulation
results are shown in Figure 6.18. WCM is able to utilize network resources
more efficiently, and thus is able to dissipate a larger number of packets dur-
ing network lifetime. In smaller networks the numbers are close because the
available resources are limited. Figure 6.18 also shows that the capability of
TABU-RCC to disseminate information is close to that of a regular network
with no adaptations or management. This is because the bottleneck path
has limited capacity, and therefore it becomes the dominant factor in deter-
mining how many packets can be transmitted throughout network lifetime.
WCM overcomes this drawback because it has the ability to adjust param-
eters, providing better utilization of nodes.

6.5.3 Complexity of the System

The complexity of a system can be classified into two main parts: compu-
tational complexity and communication overhead. Computational complex-
ity can be defined in several ways, which makes it sometimes difficult to
quantify. In this chapter we refer to computational complexity as the number
of steps needed to execute the protocol, which is directly proportional to
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the processing time. On the other hand, communication overhead typically
refers to the extra control packets needed for the protocol to operate.

The execution of the protocol requires simply the WCM matrix multiplica-
tion operation. The activated concepts determine the input array, and the
status of the nodes determines the WCM matrix. Thus the protocol does not
require extensive search operations or loops that may be required by opti-
mization problems. This makes the processing time of the system relatively
short, which also means that it can react quickly to network conditions before
they change. It is important also to note that the computational complex-
ity of the WCM system is directly proportional to the number of concepts
included. This gives the network designer a degree of flexibility in choos-
ing the required level of complexity. For example, if traffic in the network
is expected to be light, one can remove concepts that consider congestion to
make execution faster. The network designer has to ensure that the perfor-
mance gain from the concepts included outweighs the incurred complexity.

The system also requires a small increase in communication overhead. The
information required for protocol execution, such as PLR levels, battery con-
sumption, and channel utilization, can simply be piggybacked on transmit-
ted data packets. Special packets may be occasionally needed if some nodes
need instant action from the CH. Note that in WSN, nodes typically trans-
mit sensed information periodically, which means that data packets will be
regularly available for piggybacking information.
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6.6 Conclusion

In this chapter we presented a cognitive network management protocol for
WSNss based on WCM. The WCM system is able to perform efficient reason-
ing while considering multiple objectives and constraints. By maintaining
an overview of all network elements, the WCM is able to ensure they all
operate coherently. The WCM constantly monitors the required QoS levels
specified by the user and takes fast and efficient actions whenever those lev-
els are violated. This is achieved while avoiding the high complexity typi-
cally required by optimization problems.

To evaluate the performance of the system, extensive computer simula-
tions were conducted, and the WCM was compared against other well-
known protocols. The WCM was shown to be highly adaptive and dynamic
in detecting changes in the network and reacting quickly to them. For these
reasons, the WCM was shown to outperform other protocols in metrics of
lifetime, throughput, and PLR.
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Hardware Architecture for GPS/INS-
Enabled Wireless Sensor Networks

7.1 Introduction

Hardware implementation of cognitive wireless sensor networks (WSNs) is
still at an early development stage, and very few works have addressed this
issue. In [24] and [25], the authors have implemented two cognitive archi-
tectures where cognitive nodes play an important role. The first architec-
ture involves a single cognitive node equipped with high computational and
power capabilities. Its role is to collect environment, user, and network infor-
mation and make power management and scheduling decisions. The second
architecture involves one cognitive node per cluster or per group of clusters.
Field test results show significant lifetime improvements compared to non-
cognitive networks. Also, the idea of having specialized cognitive sensors is
fully justified since the cognitive sensor needs to have specific features that
are not available in a “regular” cluster head, for example.

This chapter focuses on hardware implementation of wireless sensor net-
works where location information is of paramount importance. In many
WSN applications, distributed sensor nodes collect data at different loca-
tions, and the location information of each node is often required. Moreover,
the location information can also be used by the telecommunications system
itself, such as routing protocols. A typical example is a location-aided rout-
ing (LAR) protocol, which utilizes location information to decrease overhead
of route discovery [1]. Many other routing protocols such as geographic ran-
dom forwarding (GeRAF) are also based on geographical location of nodes
[2] [3] [4]. Furthermore, cognitive approaches often require position informa-
tion, such as cognitive diversity routing (Chapter 5).

The global positioning system (GPS) is usually used to identify the spatial
coordinates of a sensor node in a WSN. Generally, GPS requires direct line-
of-sight (LOS) signals from at least four satellites to estimate the receiver’s
coordinates. A stand-alone GPS may often suffer from signal blockages in
degraded signal environments, such as indoor environments, urban can-
yons, and so forth. The integration of a strap-down inertial navigation
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system (SINS) with the GPS has been extensively studied and deployed in
different applications. In these integrated systems, SINS provides position,
velocity, and orientation information at very high rates (usually above 50
Hz) and provides accurate outputs in a short term. However, its perfor-
mance deteriorates quickly with time. Therefore, GPS and SINS are com-
plementary and each system compensates for the other’s drawbacks. It is
important to integrate GPS with SINS for continuous reliable navigation
information.

Standard inertial navigation systems (INSs) use high-cost accelerometers
and gyroscopes to provide precise navigation information, which lessens
their popularity in general users’ end devices. With the advancement of
micro-electromechanical system (MEMS) technology, low-cost MEMS iner-
tial sensors provide a more affordable solution for GPS/INS integrated navi-
gation systems [5] [6] [7] [8]. Although MEMS sensors make the navigation
system less expensive, more compact, and more power efficient, the perfor-
mance is relatively poor due to its high drifts, its vulnerability to temperature
effects, and so on. As a result, INS errors accumulate rapidly in short time
intervals unless there are updates from external navigation measurements.
These errors can usually be reduced by high-quality integration algorithms
such as a Kalman filter (KF) with regular updates, so that the accuracy can
always be kept at an acceptable level. Kalman filters are widely used as a
common data fusion algorithm in many SINS/GPS applications [7] [8] [9].
However, Kalman filters have some shortcomings. Since it is the optimal fil-
ter for modeled processes, predefined system dynamic models are required
to make it work well. If the input data does not fit those models, the output
will not be satisfactory [10]. The observability of some of the error states is
another major problem. Moreover, the performance of Kalman filters may be
significantly degraded if the sensor noise is high [11]. Although some alterna-
tive algorithms for INS/GPS integration (such as artificial neural networks)
have been investigated and proved efficient in navigation applications, KF is
still computationally efficient and particularly suitable for real-time applica-
tions. Therefore, KF is used here as the navigation algorithm to fuse the data
outputs from GPS and inertial sensors.

In land navigation applications, the system is assumed to sometimes oper-
ate in weak signal environments; that is, short-term GPS outage occurs fre-
quently. Some previous research has successfully shown that the integrated
system was able to provide accurate and reliable navigation solutions during
GPS outages. A NovAtel Black Diamond System, which combines a NovAtel
OEM4 GPS receiver and a Honeywell HG1700 inertial measurement unit
(IMU), has been tested and the system has been reported to work well dur-
ing long GPS gaps. Furthermore, accuracy could be improved by using field
calibration techniques, velocity matching alignment, and nonholonomic
constraints [12].

Recently, many research efforts have focused on GPS/INS integration tech-
niques implemented in real-time embedded systems. Here, MEMS-based
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IMU plays an essential part to make the whole systems cost-effective and
compact.

A micro-miniature inertial measurement unit (MIMU)/GPS integrated
system has been proposed by [13]. This system is based on a PC/104-
embedded microcomputer, and the MIMU module is composed of three
MEMS gyroscopes and three MEMS accelerometers. Six inertial sensor sig-
nals are processed by a multiplexer-based analog-to-digital converter (ADC)
on a customized data acquisition board. The micro-programming controlled
direct memory access (MCDMA) technique is introduced to improve the
real-time data calculation and achieve fast data exchange.

Qu et al. [14] have described a miniaturized/low-cost navigation system in
which a digital signal processor (DSP) and a complex programmable logic
device (CPLD) are used as a coprocessor for developing the hardware system.
In this system design, CPLD, which has a fast calculation speed, is mainly
used for matrix calculation, and the DSP is used to control and schedule the
entire system.

The authors in [15] describe the development of a compact and low-power
GPS/INS system based on a field-programmable gate array (FPGA) and a
floating point DSP. In this paper, they used the FPGA to make an efficient
interface for GPS data acquisition. An internal dual port random access
memory (DPRAM) within the FPGA is used for asynchronous data trans-
mission between the GPS and the DSP, which significantly reduced the GPS’s
processing overhead on the navigation processor. It adopted a 16 bit, 250 kHz
analog-to-digital converter (ADC) (ADS8364, Texas Instruments [16]) for sam-
pling all the analog signals from inertial sensors simultaneously, rather than
using an ADC multiplexer to sample the channels at different time instants.

This chapter describes a low-power miniaturized navigation system
design for sensor nodes in wireless sensor networks (WSNs), where cost,
size, and energy consumption are focal concerns. The system was origi-
nally proposed in [23]. A 2D loosely coupled GPS/INS integrated approach
is applied. Details of the development of this real-time system based on one
single fixed-point DSP are presented. A single power supply of 4.5 V is used
in the proposed system. To minimize the power consumption, this system
uses a programmable interface controller (PIC) microcontroller to detect the
motion/acceleration of the navigation board and to control the power sup-
plies of various circuits and integrated circuits (ICs). The motion detection
scheme takes advantage of the ultra-low-power wake-up feature of the micro
controller unit (MCU) PIC16F886, which significantly decreases the power
consumption of the board when it is stationary.

The remainder of this chapter is organized as follows. Section 7.2 presents
the architecture of the system. Section 7.3 describes details of the software
implementation. Experimental examples are provided in Section 7.4.



224 Wireless Sensor Networks: A Cognitive Perspective

7.2 Hardware Implementation

The hardware architecture of the system is presented in Figure 7.1. The final
navigation board layout is shown in Figure 7.2. The components of the sys-
tem can be divided into five main blocks:

® Data acquisition components: inertial sensors, GPS, magnetic sensor
¢ Data processing unit: DSP

e Power management unit: microcontroller

* Wireless transceiver

e Power supply

Each of these parts is described in the following sections.

7.2.1 GPS and INS Data Acquisition

For the low-cost objective, the IMU on the navigation board consists of a
reduced set of inertial sensors involving one single-axis +80°/s yaw rate gyro-
scope ADIS16060 [17] and one dual-axis +1.7 g accelerometer ADIS16003 [18]
from Analog Devices Inc. Both the accelerometer and the gyroscope operate
on a voltage supply of 3.3 V. The specifications are given in Section 74.

SPI Wireless
Accelerometer SPI transceiver
ADIS16003 CC2430
SPI
1
| Gyroscope SPI External flash
ADIS16060 memory
AT45DB081D
DSP
TMS320VC5505
Magnetic 12C GPIO
T sensor
HMC6352
GPS UART GPIO | Microcontroller
|| LEAS5H PIC16F886
GPIO

FIGURE 7.1
System architecture.
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FIGURE 7.2
System’s printed circuit boards (PCB).

A GPS receiver LEA-5H from pi-blox is used in the proposed integrated sys-
tem. Its compact size, low power consumption, highly reliable positioning
performance (2.5 m circular error probable (CEP)) and its SuperSense feature
(high sensitivity and high jamming immunity [19] with 18 tracking channels)
make it an outstanding choice among off-the-shelf commercial products.

The GPSmodule transmits data using the universal asynchronous receiver/
transmitter (UART) interface and it uses National Marine Electronics
Association (NMEA) data communication protocol to transmit position
information. The serial data, in the form of NMEA sentences, are transmit-
ted in ASCII code. The data acquisition process is performed on DSF, which
parses the NMEA sentences; extracts useful information such as latitude,
longitude, and time tag; and then converts that information into binary code.

7.2.2 Navigation Data Processing

The DSP used for this design is a 196-pin fixed-point TMS320VC5505, which
is a member of Texas Instrument’s (TI's) TMS320C5000 family. This DSP is
well designed for low-power applications, capable of operating at a maxi-
mum CPU frequency of 100 MHz when the core voltage is 1.3 V.

To improve the real-time performance and reduce the data acquisition
overheads, FPGAs are used in many GPS/INS applications to assist the DSP
in receiving navigation data. The integration of FPGA and DSP can signifi-
cantly improve the calculation efficiency since the DSP can directly fetch the
data instead of waiting for the low-speed serial input/output (I/O) operation.
Although the real-time system may benefit from FPGA in high-sampling
data-rate cases, a single-chip DSP can provide comparable performance when
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the sampling data rate is low. And most importantly, a single DSP makes the
navigation system simpler and more compact, which meets the requirements
of energy-sensitive applications and cost-sensitive WSN applications.

7.2.3 Power Management MCU

Power consumption is usually one of the dominating design criteria in wire-
less sensor network applications. To minimize the system’s power, a motion
detection scheme is used to optimize the power management. When the
WSN node is stationary and its position is fixed, both GPS and inertial sen-
sors will be turned off until it starts to move again.

PIC16F886 MCU is used to accomplish the motion detection design. It is fea-
tured with an ultra-low-power wake-up function that provides an efficient tech-
nique by periodically waking up the MCU from sleep. It charges a capacitor,
enables a low voltage interrupt, and goes to sleep. When this capacitor slowly
discharges below V};, a wake-up interrupt will wake up the controller again.

The design idea of the motion detection scheme is to keep the PIC MCU
alternately going between sleeping and waking up to maximize the sleep
time of the microcontroller so that the overall power consumption is mini-
mized. Figure 7.3 shows the flow chart of the motion detection scheme. The
microcontroller waits for the external interrupt for a certain period (that is,
the detection period is set by a timer). If there is no external interrupt dur-
ing the detection period, a timer interrupt will be generated and the micro-
controller will go into ultra-low-power sleep mode. Otherwise, if the target
shakes or a movement is detected, a counter will increase and the MCU will
go into the motion reconfirming mode and wait for the next external inter-
rupt. If the counter reaches the motion threshold, then the MCU will send a
message to the DSP indicating that a constant motion is detected.

7.2.4 Wireless Radio Frequency Transceiver

The CC2430 is a system-on-chip solution from TI that contains a high-
performance and low-power 8051 processor core and 2.4 GHz IEEE 802.154—
compliant radio frequency (RF) transceiver. It is highly suited for systems that
require ultra-low-power consumption. When the microcontroller is running at
32 MHz, the current consumption of the transmitter/receiver is typically as low
as 27 mA. In addition, it has four flexible power modes with very short transac-
tion time between low-power modes and active mode, which can effectively
reduce the average power consumption in low duty-cycle systems.

To measure the communication range, a range test was conducted in an
open field environment. In this test, the transmitter continuously sends data
packets to the receiver. CC2430 has a built-in received signal strength indi-
cator (RSSI), giving a digital value that can be read from one of its special
function registers. The RSSI used in this test was the average RSSI of the last
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FIGURE 7.3
Motion detection flow chart.

32 received packets. The packet error rate (PER) and RSSI are the parameters
that are used to determine the communication quality of this test.

Based on the range test, the effective range of the radio link between two
CC2430 nodes is approximately 277 meters, when the transmit power is 19
dBm (with a device current consumption of 32.4 mA [20]), under line-of-sight
(LOS) propagation.

7.2.5 Power Supply

The power supply set required for the navigation board is [1.3V, 1.8 V, 3.3V,
5V]. The 3.3 V and 5 V are used by all the peripherals. The DSP requires
1.3 Vand 1.8 V for core power and 3.3 V for the I/O pins. Three A A-size bat-
teries (3 X 1.5 V) are used to provide the DC power, which is initially regu-
lated at 5 V by a fixed-output boost converter TPS61032. This converter also
provides interrupt signals required by the DSP. The 1.3 V, 1.8 V, and 3.3 V
power supplies are provided by using three adjustable low-dropout voltage
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FIGURE 7.4
Power circuit design.

regulators TPS76601. The DSP power-up sequence specifically requires that
the core-level supplies (1.3 V and 1.8 V) must power up before the I/O level
supplies (3.3 V). Therefore, the ENABLE signal of the 5 V-t0-3.3 V converter is
connected with the POWERGOQOD pin of the 5 V-to-1.3 V converter through
a negative-positive-negative (NPN) transistor to guarantee a sufficient time
delay between the core power-up and I/O power-up. More details of the
power supply circuit design can be found in Figure 7.4

7.3 System Software Design
7.3.1 System Initialization

The system initialization routine includes DSP clock frequency configura-
tion, parallel port configuration, and the initialization of its peripherals (see
Figure 7.5). Various external interrupts and interrupt service routines (ISRs)
are described as follows:

* Whenever a reset signal is generated at pin D6 of C5505, the DSP
terminates execution and loads the program counter with the con-
tents of the reset vector, which leads the program to return to the on-
chip ROM bootloader. After completing the reset ISR, the program
restarts the initialization function.

e When the battery voltage is lower than 1.8 V (making the voltage at
low battery input (LBI) lower than 500 mV), the low-power detection
circuit causes the low battery output (LBO) pin to generate a logic low
signal that forces the program to jump into the BatteryPower_ISR.
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This ISR stops the program execution and the LED on pin M8 flashes
as a low-battery-power warning,.

* When over 70 bytes of serial data (approximately as long as a GPS-
recommended minimum sentence (GPRMC) sentence with full
information) are sent from the GPS to the DSP through UART, a
UART interrupt event will occur. The location and time information
will then be abstracted from the raw serial data and saved if the GPS
receiver has enough visible satellites.

* The DSP enters sleep mode when the navigation board is stationary.
When a motion is detected by the PIC MCU, a logic high signal is
sent to wake up the DSP core. The wake-up signal can also be gener-
ated by a push button on the printed circuit board (PCB).

7.3.2 System Power Management

In many applications, there are specific requirements to minimize power con-
sumption and prolong the lifetime of the embedded system. C5505 has sev-
eral means of managing the power consumption; the details are as follows:

e (5505 can selectively activate some subsystems while keeping other
subsystems inactive by using software-controlled module clock gating;

* When not operating, the on-chip memory can be placed in a low-
leakage-power mode while preserving the memory contents
(DARAM/SARAM low-power modes);

¢ Independent power domains allow users to power down parts of the
DSP to reduce static power consumption.

Since the navigation board uses batteries as its power supply, low power
consumption is a primary requirement for software design. According to the
signal sent from the motion detection MCU, DSP operates in either sleep mode
or active mode and switches from one to the other alternatively to save power.

The power modes are described as:

Sleep Mode:
System clock is disabled; all the peripheral clocks are disabled.

On-chip memory in memory retention mode (placed in a low-leakage-
power mode while preserving memory contents).

Disable the clock generator domain by placing the system clock gen-
erator in bypass mode and putting the phase-locked loop (PLL)
in power-down mode.

Clear and disable all interrupts.

Enable the appropriate wake-up interrupt.
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Active Mode:

System clock and inter-integrated circuit (12C), UART, serial periph-
eral interface (SPI) clocks are enabled.

On-chip memory in active mode.
Enable the clock generator domain.

Periodically check the general purpose input/output (GPIO) pin of
motion detection MCU: If the output goes low, make DSP go to sleep
mode again.

Similarly, CC2430 operates in its full functional mode PMO (more informa-
tion is provided in [16]) when the motion detection MCU indicates that the
node is moving.

If the board is motionless for a certain time, CC2430 will enable an external
I/O interrupt and enter PM3 with the lowest power consumption, in which
all internal circuits that are powered from the voltage regulator are turned
off. Once the board starts to move again, CC2430 will be woken up by the
enabled external interrupt event sent from PIC MCU, enter PMO, and start
from where it entered PM3 before.

7.3.3 DSP Memory Allocation

The navigation computation of C5505 has been tested by running the DSP in
a code composer studio (CCS) emulator environment. Most of the variables
involved in the computation are represented in the double precision format
(64 bits). C5505 is a fixed-point DSP and the quantization errors yielded by
truncating or rounding numbers during intensive computation cannot be
overlooked. To study this, DSP outputs and the corresponding MATLAB®
simulation results are compared (see Table 7.1).

The C5505 chip has three types of on-chip memory: 128 KB read-only
memory (ROM), 256 KB single-access random access memory (SARAM),
and 64 KB dual-access random access memory (DARAM). As the internal
memory is sufficient for the navigation computations and system operations,
the DSP requires no external RAM. The memory allocation map generated
by CCS is shown in Table 7.2. This table shows that the total memory usage

TABLE 7.1

DSP Computation Accuracy Compared to MATLAB®
Differences

Latitude <0.000002° (0.21577 m)

Longitude <0.000002° (0.21577 m)

North velocity <0.4m/s
East velocity <0.4m/s
Yaw <0.020 rad/sec (1.1459°/sec)
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TABLE 7.2
Memory Map Report Generated by CCS

Origin Length Used Used
Name (bytes) (bytes) (bytes, Hex)  (bytes, Dec)
MMR 00000000 0000000 00000000 0
DARAM 0000000 0000£f40 0000b98a 46.3848 K
SARAM 00030000 0001e000 0000a174 40.3633 K
SAROM_0  00fe0000 00008000 00000000 0
SAROM_1  00fe8000 00008000 00000000 0
SAROM_2  00ff0000 00008000 00000000 0
SAROM_3  00£f8000 00008000 00000000 0

Bytes occupied in total ~ 86.7481 K

is 86.7481 K bytes and 46.3848 K bytes are occupied in DARAM, including
35,000 bytes of heap, 5000 bytes of stack, and 5000 bytes of system stack.

7.3.4 ZigBee Node Software Design

A typical ZigBee network is a multihop network that enables low power con-
sumption, low cost, and a low data rate for short-range wireless connections
between battery-powered devices [21]. It is composed of three logical device
types: coordinator, router, and end device. This section presents the software
flow of sensor nodes and the sink node in ZigBee networks. The sink node
works as coordinator, while the sensor nodes work as end devices.

7.3.4.1 Sink Node

SmartRFO4EB with CC2430EM from TI [22] is used to develop and debug
the sink node programs. It will initialize the board hardware configurations,
create a network identifier, and broadcast previous access network (PAN) ID
to start up the network. When the power is turned on, this coordinator will
scan all channels and choose the one with the lowest energy level.

The task system is based on the multitask mechanism, and its main loop
operates in the operating system abstraction layer (OSAL), which implements
a cooperative, round-robin task-servicing loop. Each OSAL task has to be ini-
tialized first, including initialization of application object variables, instan-
tiation of the corresponding application object(s), and registration with the
applicable OSAL or hardware abstraction layer (HAL) system services. User-
defined events are added to the task event processor to process all events for
the task. The event processing flow of the sink node task event handler is
shown in Figure 7.6.
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Event processing flow of the sink node task event handler.

7.3.4.2 Sensor Node

The sensor node works as an end device in the ZigBee network. This device
can only receive and transmit information to the parent node (routers or the
coordinator) and it has no routing capability. Therefore, it is a battery-pow-
ered node and it can sleep and wake up according to the network require-
ments. The navigation board with a CC2430 RF transceiver is used to work
as an end device in this network. The event processing flow of its task event

handler is shown in Figure 7.7.
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I
7.4 Test Results
7.4.1 Equipment and Setup

The MEMS inertial sensors being used in the laboratory calibration and field
test I are the three-axis +3 g accelerometer ADXL335 from Analog Devices
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TABLE 7.3

Specifications for ADXL335 and LISY300AL

Parameter Typical Value
Gyroscope LISY300AL

Measurement range +300 °/s
Sensitivity 3.3mV/°/s
Drift +24°/s
Angular rate random walk 0.1Y/s/+Hz
Accelerometer ADXL335

Measurement range +36¢g
Sensitivity 300mV/g
Zero g bias stability +10.8 mg
Acceleration random walk at X, You 150 g/~/Hz RMS
Acceleration random walk at Z, 300 g/+Hz RMS

Inc. and the single-axis +300°s yaw rate gyroscope LISY300AL from ST
Microelectronics. These accelerometers and gyroscopes operate on a voltage
supply of 3.3 V. The sensitivity of the accelerometer is 300 mV/g and that of
the gyroscope is 3.3 mV//s. The specifications for these analog inertial sen-
sors are shown in Table 7.3.

The analog signals from the accelerometers and gyroscopes are sampled
by a multichannel ADC that processes the inertial sensor measurements
and converts them into digital signals. A 14 bit, 285 KSPS ADC from Analog
Devices Inc. (AD7856) is used for sampling the inertial sensor measurements.
A multiplexer is used for multichannel sampling at the input stage of ADC.
Therefore, a time delay (At) exists between the sampling of two sequential
channels [15]. Since the conversion time (At) is sufficiently short depending
on the master clock signal (max. 6 MHz) for ADC, the effect of errors due to
phase delays is negligible. The GPS receiver used in the field tests is LEA-5H
from p-blox.

Field test II was carried out to evaluate the performance of the navigation
board. Three road trajectory tests were carried out in a land vehicle near the
main campus of Queen’s University, Kingston, Canada, on November 19, 2011.

In these tests, GPS LEA-5H was integrated with the navigation board, and
inertial sensors ADIS16003, ADIS16060, and HMC6352 were used to pro-
vide the acceleration, the angular rate, and the heading angle respectively.
Another GPS p-blox EVK-5H was used as a reference to compare the posi-
tioning performance with the navigation board (see Table 7.4).

A laptop provided power for the GPS EVK-5H and CC2430EM-SmartRF04EB,
which was used to receive the position data sent from the navigation board.
The equipment setup is shown in Figure 7.8.
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TABLE 7.4
Specifications for ADIS16003, ADIS16060, and HMC6352
Parameter Typical Value
Gyroscope ADIS16060
Measurement Range +80°/s
Sensitivity 0.0122°/s/LSB
Drift 0.1°/s
Angular Rate Random Walk 0.04Y/s/VHz
Accelerometer ADIS16003
Measurement Range +1.7¢g
Sensitivity 820 LSB/g
Zero g Bias Stability +8.5mg
Acceleration Random Walk at X, Yo 110 g/~Hz RMS
Magnetic Sensor HMC6352
Heading Accuracy 2.5 deg RMS
Heading Resolution 0.5 deg
Disturbing Field min 20 Gauss
Max. Exposed Field max 10,000 Gauss
CC2430EM-SmartRFO4EB
Navigation GPS
Board LEA-5H
GPS EVK-5H
Laptop
FIGURE 7.8

Equipment setup for field test IL

7.4.2 Real-Time Performance Analysis

The DSP real-time performance was evaluated by CCS C55xx Rev 3.0 cycle
accurate simulator. Each assembly instruction is executed with a certain
number of instruction cycles, and the duration of each mechanization com-
putation and Kalman filtering computation can be calculated by counting
the number of cycles that the program takes.
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TABLE 7.5
Execution Time for the Program

Number of CPU Execution Time on DSP

Cycles Operated with 100 MHz

Initialization <2ms
GPS Data Reading 90.909 ms (per second)
INS Data Reading 4.65 ms
Mechanization 84,709 0.8 ms
Kalman Filter 4,023,352 40 ms

As shown in Table 7.5, the number of instruction cycles required for one
mechanization computation is 84,709; one Kalman filtering computation
requires 4,023,352 cycles. When the DSP runs at 100 MHz, the duration of
each instruction cycle is 10 ns. Therefore, the execution time for each step of
mechanization computation takes 0.8 ms, while each step of Kalman filter-
ing computation takes 40 ms. Based on these results, the duration of GPS
and INS data reading can be calculated by running the prototype navigation
board, recording the time, and using the CCS emulator to count how many
times the navigation calculation loop repeats in this period. The duration of
INS data reading for each time was approximately 4.65 ms on average, and
the program took nearly 90.909 ms to read and parse the GPS data whenever
it was updated. According to the software design introduced in Section 7.3,
the navigation calculation is running in an infinite loop. In each step, the
INS sensor reading, mechanization, and Kalman filtering computation will
be executed successively. In contrast, GPS data reading runs in an interrupt
service routine (ISR). Therefore, when a GPS update is available, the DSP
with 100 MHz clock rate can run the navigation calculation loop 20 times
and get 20 position results (as well as the velocity and heading information)
per second; otherwise, if there is no GPS update, the DSP can get 22 position
results per second.

7.4.3 Random Error Modeling

To derive the first-order noise variances and correlation times of MEMS
gyroscope and accelerometer, an experimental dataset was collected from a
two-hour static test to estimate the autocorrelation sequence (ACS) of iner-
tial sensor errors. By removing the bias offsets from the raw measurements,
the ACSs of two-axis accelerometer and gyroscope are calculated (Figure 7.9,
Figure 710, Figure 711, and Table 7.6). These parameters are then used to
model the stochastic errors of inertial sensors.
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Autocorrelation of x axis accelerometer reading of two-hour stationary dataset after removing
the bias offset (downsampled by a factor of 1000).
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Autocorrelation of y axis accelerometer reading of two-hour stationary dataset after removing
the bias offset (downsampled by a factor of 1000).
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Autocorrelation of z axis gyroscope reading of two-hour stationary dataset after removing the
bias offset (down sampled by a factor of 1000).

TABLE 7.6

First-Order Gaussian-Markov (GM) Model Parameters Used in Field Test I

Acc.X Acc.Y Gyro.Z
Noise Variance ¢2 0.002062596 0.001597938 0.163237989
Correlation Time 1 (sec.) 981.7 478 <100

7.4.4 Open Field Tests
7.4.4.1 Field Test I

The navigation system used in the first test is composed of ADXL335,
LISY300AL, AD7856, GPS LEA-5H, and the DSP evaluation module
TMS320VC5505EVM. Inertial sensors were mounted on a four-wheel cart.
The GPS antenna was mounted on the top of this cart. Data acquisition was
carried out using DSP to read both INS and GPS data. A laptop provided
the power for the whole prototype board and recorded the data sent from
the DSP.

This field test was carried out on September 23, 2010, along the race-
track around the soccer field, on the main campus of Queen’s University in
Kingston, Ontario. The test field is an open area with a sufficient number of
satellites available throughout the entire time period of the test. The average
speed during this experiment was 1.45 m/s. Vibration of the inertial sensors
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Field test I: GPS trajectory vs. KF trajectories with four simulated GPS outages.

was minimal due to the flatness of the ground. The test duration was 4 min
41 s. The total distance traveled was approximately 400 m.

In this test, nonholonomic constraints (NHC) were used to improve the
accuracy of the loosely coupled GPS/INS integration system. Both trajecto-
ries obtained from the KF with and without the use of the NHC are depicted
in Figure 712. To evaluate the performance of the navigation solution when
GPS signals are absent, four 20-second GPS outages were simulated at differ-
ent locations along the trajectory.

In addition, the position/velocity errors of the test results with and without
NHC are given and compared in Table 7.7 and Table 7.8. It is clearly shown that
the errors increased rapidly and with high amplitude during GPS outages.

The statistics of the position and velocity differences between integrated results
and GPS outputs during four simulated GPS signal gaps are summarized in
Table 77. The root mean square (RMS) values of the position errors are less than
14.5 m, while the maximum value of the position errors is 2742 m. The RMS val-
ues of the velocity errors of these four GPS outages are not greater than 1.44 m/s.

To assess the accuracy improvement, Table 7.8 compiles the correspond-
ing differences between the position/velocity error statistics provided by the
Kalman filter with and without the use of NHC.

The dataset in this table shows that both velocity and position estimations
of KF with NHC give better results in comparison with the KF algorithm
without the use of NHC, although in some cases they provide a comparable
level of accuracy. This result confirms that the NHC guarantees an improved
performance during short-term GPS outages.
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TABLE 7.7
Position/Velocity Errors during GPS Outages
Outage 1 Outage 2 Outage 3 Outage 4
Northing Position Errors Mean 825 Mean 1.89 Mean 396 Mean 11.56
in Meters RMS 983 RMS 223 RMS 558 RMS 14.28
Max. 17.44 Max. 4.61 Max. 12.81 Max. 26.97
Easting Position Errors Mean 1.81 Mean 3.92 Mean 6.82 Mean 1.23
in Meters RMS 223 RMS 503 RMS 912 RMS 176
Max. 3.98 Max. 10.21 Max. 19.04 Max. 4.94
Position Errors in Meters Mean 8.49 Mean 4.40 Mean 7.98 Mean 11.65

RMS 1008 RMS 550 RMS 1069 RMS 14.39
Max. 17.89 Max. 1121 Max. 2295 Max. 27.42

Northing Velocity Mean 0.78 Mean 0.32 Mean 070 Mean 1.37
Errors in M/sec RMS 083 RMS 038 RMS 085 RMS 144
Max. 1.36 Max. 1.08 Max. 1.51 Max. 1.97

Easting Velocity Errors Mean 0.17 Mean 0.61 Mean 097 Mean 041
in M/sec RMS 019 RMS 064 RMS 1.09 RMS 055

Max. 0.30 Max. 0.93 Max. 1.67 Max. 1.11

TABLE 7.8
Accuracy Improvement by NHC

Outage 1 Outage 2 Outage 3 Outage 4

Latitude Error in Mean 0.05311 Mean -0.15141 Mean -2.73988 Mean -2.71550
Meters RMS 0.07152 RMS 025123 RMS -4.27284 RMS -3.29470
Max. 0.16383 Max. 0.37841 Max. -10.46811 Max. -6.41486
Longitude Error Mean 0.06345 Mean -1.43684 Mean 0.35443 Mean -0.02630
in Meters RMS 0.08462 RMS -1.84654 RMS 051679 RMS -0.08213
Max. 0.18479 Max. -3.63789 Max. 129497 Max. -0.16886
Position Error in Mean 0.06614 Mean -1.31906 Mean -0.44483 Mean -2.68400
Meters RMS 0.08871 RMS -1.46655 RMS -0.96712 RMS -3.27541
Max. 0.20141 Max. -2.95220 Max. -2.47791 Max. -6.31721
North Velocity Mean 0.00881 Mean 0.02552 Mean -0.48160 Mean -0.30842
Error in M/sec RMS  0.00960 RMS 0.06688 RMS -0.55773 RMS -0.33708
Max. 0.01426 Max. 0.09853 Max. -0.92419 Max. -0.52490
East Velocity Mean 0.00820 Mean -0.18625 Mean 0.06667 Mean -0.00213
ErrorinM/Sec RMS  0.00923 RMS -020072 RMS 008750 RMS 0.01225
Max. 0.01536 Max. -0.28659 Max. 020073 Max. 0.04880

7.4.4.2 Field Test 11

Three trajectories obtained from the GPS EVK-5H and the navigation for an
in-vehicle scenario are depicted in Figure 7.13, Figure 7.14, and Figure 7.15.
Several GPS outages took place at different locations along the trajectory,
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Field test II (B): GPS trajectory vs. in-vehicle trajectory with four GPS outages.
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TABLE 7.9
Field Test II: Position Errors during GPS Outages

Outage 1 Outage 2 Outage 3 Outage 4 Outage 5

Trajectory A
Outage Duration 24 sec 28 sec 34 sec 36 sec 30 sec
Position Error 22.672m 22.289 m 34.939 m 17.453 m 21.127 m

Average Position Error 23.696 m

Trajectory B

Outage Duration 32 sec 29 sec 35 sec 34 sec
Position Error 30.900 m 25.692 m 33.308 m 26.803 m
Average Position Error 29.176 m

Trajectory C

Outage Duration 29 sec 32 sec 32 sec 29 sec 33 sec
Position Error 24.600 m 21.934 m 29.073 m 32.021m 28.879 m
Average Position Error 27.301 m

and the average outage duration was 30 s. Table 7.9 summarizes the position
differences between the navigation board outputs and GPS reference out-
puts during all the GPS outages. The average position errors of all outages in
each trajectory are also included. Although the position errors exceed 20 m
during 30 s GPS outages due to the use of the low-cost MEMS-based inertial
sensors, the results still illustrate the reliability of this proposed hardware
system in providing accurate navigation solution.

7.5 Conclusion

This chapter presented an integrated system architecture for a GPS/INS-
enabled WSN system. This hardware architecture is a recommended imple-
mentation method for location-based WSNis since it is highly optimized for
dimension, real-time computation, and energy efficiency. In addition, the
INS/GPS integration makes the system capable of getting reliable naviga-
tion information when GPS signals are weak or blocked. Field tests were
carried out to assess the real-time performance and the overall system accu-
racy of the proposed navigation board. The results show that the proposed
navigation board offers reliable navigation accuracy during short-term GPS
outages. The proposed architecture can host more advanced INS devices
(instead of the low-cost, low-power chosen in this chapter), which could
bring more accuracy to the system during outages but at probably higher
cost and higher energy consumption. Current trends in the field show that
new generations of INS devices are getting even smaller in size and weight
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and better in terms of energy efficiency. Finally, the chapter has shown that
wireless sensor networks are realistically able to provide the GPS/INS loca-
tion information of the nodes, which enables them to be used for cognitive
routing and other location-based cognitive protocols.
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