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Preface 

This monograph gathers research efforts performed over a period of about  
five years and comprises works on network-based Intrusion Detection (ID) that  
is grounded on visualisation and hybrid Artificial Intelligence (AI). It has led to 
the design of MOVICAB-IDS (MObile VIsualisation Connectionist Agent-Based 
IDS), a novel Intrusion Detection System (IDS), which is comprehensively 
described in this book. 

This novel IDS combines different AI paradigms to visualise network traffic for 
ID at packet level. It is based on a dynamic Multiagent System (MAS), which 
integrates an unsupervised neural projection model and the Case-Based Reasoning 
(CBR) paradigm through the use of deliberative agents that are capable of learning 
and evolving with the environment. The proposed IDS applies a neural projection 
model to extract interesting projections of a traffic dataset and to display them 
through a mobile visualisation interface. As a result of depicting each simple 
packet and preserving the temporal context, MOVICAB-IDS provides security 
personnel with a synthetic, intuitive snapshot of network traffic and protocol 
interactions. This visualisation interface supports the straightforward detection of 
anomalous situations and their subsequent identification. Additionally, it helps 
ascertain the internal structure and the behaviour of the traffic data, thereby 
improving supervision of network activity. 

The performance of MOVICAB-IDS was tested in different domains which 
entailed several attacks and anomalous situations and was further verified through 
a two-fold analysis. The proposed IDS was validated with a novel mutation-based 
testing method especially developed for that purpose, and the projections of its 
underlying neural model were compared with those obtained with some other 
projection models. 

The monograph subsumes research results of the authors, a large part of which 
comes from Álvaro Herrero's PhD dissertation prepared at the University of 
Burgos (Spain) under the supervision of Dr. Emilio Corchado. 
 
 
May 2010 Álvaro Herrero and Emilio Corchado

Burgos and Salamanca
Spain
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Chapter 1  
Introduction 

 
 
 
 
 
 
 
 
 
 
 

The present book proposes, describes, and tests a novel Intrusion Detection 
System (IDS) called MOVICAB-IDS (MObile VIsualisation Connectionist 
Agent-Based IDS) that focuses on network-based Intrusion Detection (ID) from 
the visualisation and hybrid Artificial Intelligence (AI) standpoints. The proposed 
IDS combines different AI paradigms to visualise network traffic for ID at packet 
level. It is based on a MAS, which integrates an unsupervised neural projection 
model and the Case-Based Reasoning (CBR) paradigm through the use of 
deliberative agents that are capable of learning and evolving with the environment. 
By means of the applied neural projection model, MOVICAB-IDS extracts 
interesting projections of a traffic dataset and displays them through a mobile 
visualisation interface. As a result of depicting each simple packet and preserving 
the temporal context, MOVICAB-IDS is able to provide security personnel with a 
synthetic, intuitive snapshot of network traffic and protocol interactions. This 
visualisation interface supports the straightforward detection of anomalous 
situations and their identification. Additionally, it can help to ascertain the internal 
structure and behaviour of the traffic data, thereby improving supervision of 
network activity. 

A dataset of network traffic data (GICAP-IDS) has been generated for the 
experimental study of the proposed IDS. As MOVICAB-IDS has been designed 
for the effective detection of SNMP and probing attacks, instances of such attacks 
are contained in the generated dataset. These attacks were created over a 
background of "normal" traffic in a previously studied network. The performance 
of MOVICAB-IDS has been checked in different domains containing several 
attacks and anomalous situations. 

To assess MOVICAB-IDS, a novel testing method based on mutations was 
developed and applied to the proposed IDS. The main idea behind this technique 
is to confront MOVICAB-IDS (and some other IDSs) with previously unseen 
attacks. These novel situations simulate the new attacks (know as "0-day" attacks) 
that a computer system may face. Additionally, the neural model supporting the 
visualisation capabilities of MOVICAB-IDS is tested by comparing its projections 
to those generated by some other neural projection models. 
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The organisation of this book is outlined in the following paragraphs. 
Chapter 2 introduces the field in which the present study is located, namely 

Intrusion Detection (ID) within the framework of Computer Security. The main 
paradigms supporting the proposed IDS (Artificial Neural Networks, Multiagent 
Systems, and Case-Based Reasoning) are also introduced in this chapter. 

Chapter 3 contains a state-of-the-art review of research work on Network-
Based ID (NID). It presents the most relevant advances in applying the 
perspectives discussed in this book. Previous work on visualisation for NID is 
described in the context of current visualisation techniques and the visualised data. 
Moreover, agent-based IDSs, in general, and mobile agent-based IDSs, in 
particular, are comprehensively described in this chapter. Finally, the main 
novelties of MOVICAB-IDS in the light of these previous works are reported and 
discussed. 

Chapter 4 provides a general overview and a detailed description of the IDS 
proposed in this book: MOVICAB-IDS. Information on the methodology followed 
in the development of such system is also included in this chapter. Each agent in 
the MAS design and their inner structure are described in this chapter. 

The experimental results of applying MOVICAB-IDS to the GICAP-IDS and 
to the 1998 DARPA dataset [1] are presented and explained in Chapter 5. Both 
datasets are described, although preferential attention is given to the GICAP-IDS 
dataset which was specifically generated for this study. Finally, the main features 
of the visualisations obtained with the two datasets are highlighted. 

Chapter 6 presents the performance analysis of the proposed IDS. A novel 
testing technique based on mutations is introduced and subsequently applied to 
MOVICAB-IDS. A two-fold analysis is performed by applying the testing 
technique to a sample dataset and accumulated segments. Additionally, a 
comparative study involving different well-known projection models is reported. 

The results detailed in the two aforementioned chapters are discussed in 
Chapter 7, which also puts forward a number of global conclusions drawn from 
the study as a whole. This chapter also sets out pointers for future work on ways to 
improve the proposed IDS. 
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Chapter 2 
Visualisation, Artificial Intelligence, 
and Security 

As is well known, the rapid growth of computer networks and their interconnec-
tions have and will continue to entail security problems. New security failures are 
discovered on a daily basis and a growing number of hackers are trying to take 
advantage of such failures. Consequently, many organizations invest huge 
amounts of time, effort, and resources in security for information systems, due to 
the need to protect their systems from these intruders. Some background informa-
tion on the general field of computer systems security is provided in section 2.1. 

Intrusion Detection (ID) is a subfield of computer system security that focuses 
on the identification of attempted or ongoing attacks on a computer system or 
network. Detailed information about IDSs is included in section 2.2. As this work 
proposes visualisation-based ID, a simple introduction to visualisation for network 
security is given in 2.3, before introducing the most common visualisation tech-
niques in section 2.4. This work describes a novel IDS that approaches ID from 
the standpoint of hybrid AI, by combining the following AI paradigms: 

•    Artificial Neural Network (ANN), introduced in section 2.5. 
•    Multiagent System (MAS), introduced in section 2.6.  
•    Case-Based Reasoning (CBR), introduced in section 2.7.  

2.1   Computer System Security 

Faced with rising rates of computer crime, the protection of computer systems has 
become an extremely critical activity. It is enough to examine the following statis-
tics to understand the extent of this problem: 

• Data from CERT [2] show steep increases in computer crime concerning com-
munications, which rose from 6 reported incidents in 1988 to 137,529 incidents 
in 2003. More up-to-date statistics on these incidents are not available from the 
CERT website as "attacks against Internet-connected systems have become so 
commonplace that counts of the number of incidents reported provide little in-
formation with regard to assessing the scope and impact of attacks" [2]. 
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• As reported in [3], Symantec created 1,656,227 new malicious code signatures 
in 2008. This is a 165% increase over those created in 2007, when 624,267 new 
malicious code signatures were added. In other words, "a significant spike in 
new malicious code threats occurred during 2008" [3]. 

• The 2008 CSI Computer Crime and Security Survey [4] ("perhaps the most 
widely quoted set of statistics in the industry") is based on the responses of 522 
computer security practitioners in U.S. corporations, government agencies, fi-
nancial institutions, medical institutions and universities. It reported an average 
(per respondent) economic loss caused by various types of computer security 
incidents of $288,618, down from $345,005 in the 2007 survey [5], but up from 
the low of $167,713 reported in 2006. For the 2008 survey, only 144 respon-
dents answered questions on economic loss. 

• Some of the major security breaches that became public in the fourth quarter of 
2008, as reported by IBM X-Force [6], were:  

• Account information of 160,000 users of CheckFree was compromised due to a 
domain hijacking. 

• T-Mobile acknowledged a breach that occurred in 2006 exposing records of 17 
million German customers. 

• A laptop containing private information on 97,000 Starbucks employees was 
stolen. 

• A data breach at the University of Florida exposed personal records of 330,000 
patients of its College of Dentistry. 

• Private records of 1.5 million clients of RBS WorldPay were exposed due to a 
system compromise. 

• There is a lack of security statistics in the European context, but according to 
[7], "spending on IT security services in Western Europe will reach $7.5 billion 
by 2009". 

As a society, we have become extremely dependent on the use of information sys-
tems, so much so that the danger of serious disruption of crucial operations is 
frightening [8]. Thus, there is an unquestionable need for organisations to protect 
their systems from intrusions and consequently, new network security tools are 
being developed. 

The ever-changing nature of attach technologies increases the vulnerability of 
computers and networks, which further complicates the protection of such sys-
tems. This can be seen by comparing the evolution of computer misuse over the 
past twenty years [9]. The progressive evolution of attacks could mainly be attrib-
uted to the dynamic nature of systems and networks, the creativity of attackers and 
the wide range of computer hardware and software. Such complexity arises when 
dealing with distributed network-based systems and insecure networks such as the 
Internet. A graphical representation of the evolution of attacks from [10] is shown 
in Fig. 2.1. 

As can be seen in Fig. 2.1, there is an inverse relationship between the decreas-
ing technical knowledge required to execute attacks and the increasing sophistica-
tion of those attacks. In other words, "less skill is needed to do more damage" 
[11]. 
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Fig. 2.1 Evolution of Attack Sophistication/Intruder Knowledge (source: CERT). 

Any attack on or intrusion into a system is likely to affect at least one of the 
three principles of information security: integrity, confidentiality, and availability 
of information. Thus, an intrusion can be generally defined as "any set of actions 
that attempt to compromise the integrity, confidentiality or availability of a re-
source" [12], where: 

• Integrity refers to the goal of keeping trustworthy information free from unde-
sired change, whether malicious or benign [13]. 

• Availability refers to the goal of keeping resources available for authorised 
users [13]. 

• Confidentiality refers to the goal of keeping sensitive information private and 
accessible only to certain people [13]. 

In the past, computer and network security relied on creating completely secure 
systems to preserve these principles of information security. This is no longer a 
valid approach, mainly because of the following reasons [14]: 

• Software often contains flaws that may create security problems [13, 14] and 
furthermore, software upgrades may also introduce new problems. According 
to [15], there are two main reasons for that: "most designers and developers are 
not trained in general security principles and market forces dictate that ever 
more complex software products are delivered at accelerated speeds". 

• The increasing demand for network connectivity makes it difficult, if not im-
possible, to isolate a system so as to protect it from external penetration.  
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• A central component of computer systems, the computer network itself, may 
not be secure enough. Experts have acknowledged a number of inherent  
security flaws in the widely-used TCP/IP suite (regardless of its particular  
implementation). 

The above-mentioned flaws are known as system vulnerabilities, regardless of the 
component they refer to (software, operating systems, protocols, etc.). The vulner-
abilities that can be exploited by attackers can then range from a flaw in a piece of 
software (e.g. a buffer overflow that can be exploited to elevate privileges) to a 
flaw in an organisational structure that allows a social engineering attack to obtain 
sensitive information or account passwords [16]. A detailed list of the more com-
mon vulnerability types can be found in [17]. It is enough to look at the following 
figures, to gain an idea of the vulnerability problem and its magnitude. Symantec 
documented 5,491 new vulnerabilities in 2008 [3], 2% of which it rated as high 
severity, while 68% were rated as medium severity, and 30% as low severity. The 
problem is not only the existence of these vulnerabilities but also their removal. 
According to [18], only 47% of all vulnerabilities disclosed in 2008 would be cor-
rected through vendor patches, while the remaining ones might never even be 
patched. 

After realising that a perfectly secure system can not be built, we should there-
fore expect systems to fail and be prepared for such failures [19]. Thus, we should 
be aware that protection and attack-prevention mechanisms are not enough in 
themselves. As stated in [20]: "detection and monitoring will always be needed, 
no matter what the advances in prevention the future might bring". In response to 
the above mentioned difficulties in developing a fully secure system, a more real-
istic approach to security management has been established in recent years. This 
approach divides the field of Computer System Security into four non-trivial, chal-
lenging, but more manageable sub-problems (see Fig. 2.2). 

 

Fig. 2.2 A Computer System Security Management Model (from [14]). 

Under this approach, developing secure systems only represents one of the four 
components of the security management model; the prevention component in  
Fig. 2.2. The other three components can be briefly defined as: 

• Detection component: identifies security breaches that are or can be exploited. 
• Investigation component: determines exactly what happened on the basis of 

data from the detection component. This component may also include the gath-
ering of further data in order to identify the security violator. 

Prevention

Detection

Investigation

Post-Mortem



2.1   Computer System Security 7
 

 

• Post-mortem component: analyses how to prevent similar intrusions in the 
future. It comprises the extraction, documentation, examination, preservation, 
analysis, evaluation, and interpretation of materials to provide relevant and 
valid information as evidence in civil, criminal or administrative proceedings 
[21]. In general, computer forensics looks for digital evidence and examines 
what can be retrieved from storage media [21]. 

Some other authors simplify this system security management model by splitting 
it into three components: protection, detection, and response. The investigation 
and post-mortem components are included in the response component of this sim-
pler model. Responses may vary between mitigating the current situation, analys-
ing the incident, repairing any damage, and improving the protection/detection 
mechanisms to prevent similar occurrences in the future. 

In the past, the attention of computer security researchers centred mainly on the 
prevention component, which encompasses a wide range of techniques and tools: 
antivirus software, firewalls, cryptography, etc. Nevertheless, these tools can not 
fully authenticate or completely block certain services, as these are usually made 
available to everyone connected to the Internet. Given that prevention is not 
enough for network security, it is necessary to install an additional defence to re-
ceive early warnings on malicious activity and to counter intrusions when the first 
perimeter of defence has been penetrated. This is the main goal of the detection 
component. 

The detection component must assume that an attacker can obtain access to the 
desired targets and will at some point successfully violate a given security policy. 
When that occurs, this component must report that something is wrong. The most 
advanced systems will also react in an appropriate way (investigation and post-
mortem/reaction component). 

The emergence and the proven utility of ID have meant that greater attention is 
now paid to the detection component. IDS are the most important tools in the de-
tection component and have become increasingly popular over recent years, al-
though firewalls are still the most widely used tool in the security field [22]. The 
2008 CSI Computer Crime and Security Survey [4] reported that 69% of the sur-
veyed organisations included IDSs in their security infrastructure. Complementing 
IDSs, there are some other tools for the detection component such as System In-
tegrity/Vulnerability Verifiers, Log File Monitors, File Integrity Checkers, 
Honeypots and Padded Cells. Further information on these other tools may be 
found in [17, 21]. 

As part of the detection component, network monitoring attempts to detect at-
tacks on a network or on the network hosts, by monitoring the network traffic 
[23]. In other words, network monitoring tools supervise the traffic in computer 
networks and generate alerts, or trigger defensive actions whenever suspect activi-
ties are detected. 

The research work described in this book centres on enhancing the detection 
component. It is beyond the scope of this section to provide further details on the 
great amount of network security vulnerabilities, strategies, mechanisms, tools and 
so on. Thus, following a general overview of network security, the next section 
will examine the topic of IDSs. 
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2.2   Intrusion Detection Systems 

Plenty of published studies survey different issues in the field of ID [31, 36, 37, 
40, 92, 164, 169, 176, 196, 205, 216, 236] such as its history, approaches, tech-
niques, tools, taxonomies, and so on. As comprehensive information on ID can be 
found in the referenced works and in many others, this section provides a brief 
overview of the field, introducing the main concepts and background knowledge. 

As previously stated, an intrusion can be defined as a set of actions that attempt 
to compromise any of the three security principles (integrity, confidentiality, and 
availability) of any resource in a computing system by exploiting vulnerabilities 
[43, 171, 243]. In other words, these are actions that attempt to compromise a tar-
get system, regardless of whether they are successful.  

Intrusions can be produced by attackers that access the system, by authorized 
users that attempt to obtain unauthorized privileges, or by authorized users that 
misuse the privileges given to them. The complexity of such situations increases 
in the case of distributed network-based systems and insecure networks. When 
attackers try to access a system through external networks such as the Internet, one 
or several hosts may be involved. In some cases, the attacker may make use of 
remote machines that were targeted in earlier attacks to carry out the attack. Nev-
ertheless, an intrusion can also involve numerous intruders that target various vic-
tim systems. From a victim's perspective, intrusions are characterized by their 
manifestations, which might or might not include damage [24]. Some attacks may 
produce no manifestations while some apparent manifestations can be produced 
by system or network malfunctions. 

The following scenarios are examples of intrusions [14]: 

• An employee browses through employee reviews without permission. 
• A user exploits a flaw in a file server program to gain access to it and then to 

corrupt another user's file. 
• A user exploits a flaw in a system program to obtain super-user status. 
• An intruder uses a script to "crack" the passwords of other users on a computer. 
• An intruder installs a "snooping program" on a computer to inspect network 

traffic, which often contains user passwords and other sensitive data. 
• An intruder modifies the router tables in a network to prevent the delivery of 

messages to a particular computer. 
• A worm automates attacks originating from other computers. 

According to [25], intrusions can be divided into the following six main types, 
although some other authors [26] propose a different taxonomy. 

• Attempted break-ins: an outsider "convinces" the system that an authorized 
user has logged on by supplying a valid user identification and password. 

• Masquerade attacks: the intruder attempts to "convince" the system that the 
user it expects to log on is a different user, presumably with higher privileges. 

• Penetration of the security control system: a user attempts to modify the se-
curity characteristics of the system such as its passwords and authorizations. 

• Leakage: causes information to move out of the system. 
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• Denial of service: making system resources unavailable to other users. 
• Malicious use: resource hogging, file deletion, and other miscellaneous  

attacks. 

Despite the fact that there is a wide range of intrusion goals and types, a general 
five step intrusive process is defined [27] as: 

• Reconnaissance: before launching an attack, attackers conduct detailed recon-
naissance to collect information on their victims. 

• Scanning: the attacker, equipped with information on the infrastructure of the 
victim's system, begins scanning it to look for vulnerabilities and openings. 

• Gaining access: if the attacker is a legitimate user of the system, then the at-
tack will probably attempt to gain access through the operating system and the 
application. If the attacker is an outsider, then the attack is most likely to be 
launched through the network. 

• Maintaining access: having gained access to the target system, the attacker 
needs to maintain it. 

• Covering tracks: just before the attack is over, experienced hackers will try to 
cover their tracks so that the attack goes unnoticed. Beyond that, attackers will 
also attempt to modify system logs and create covert channels to transmit data 
without the victim's knowledge. 

We may examine two different types of intrusions by considering the source of the 
intrusion: internal (the intruder is an authorized user of the system) and external 
(the intruder is not a user of the system). The five-step intrusion process defined 
above may vary depending on the intrusion source. 

An IDS can be defined as a piece of software that runs on a host, which moni-
tors the activities of users and programs on the same host and/or the traffic on 
networks to which that host is connected [27]. The main purpose of an IDS is to 
alert the system administrator to any suspicious and possibly intrusive event tak-
ing place in the system that is being analysed. Thus, they are designed to monitor 
and to analyse computer and/or network events in order to detect suspect patterns 
that may relate to a system or network intrusion. 

Ever since the first studies in this field [28, 29] in the 80s, the accurate detec-
tion of computer and network intrusions in real-time has been an interesting and 
intriguing problem for system administrators and information security researchers. 
The first paper on ID [28] stated that a certain class of intrusions could be auto-
matically identified by analysing computer audit trails. Almost 30 years since this 
paper was published, there is still no such thing as a 100% effective IDS. People 
working in this area have concluded that traffic analysis and ID in large networks 
is a highly complex task, which is mainly due to the following reasons: the inten-
sity and the heterogeneous nature of the traffic phenomenon, the dynamic nature 
of systems and networks, the creativity of attackers, and the wide range of com-
puter hardware and operating systems, among others. According to [30], IDS  
designers usually make a set of assumptions to limit the scope of the problem of 
detecting intrusions: 

• Total physical destruction of the system (the ultimate denial of service) is not 
considered. IDSs are usually based on the premise that the operating system 
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and the IDS will continue to function for at least some period of time. Hence, it 
can alert administrators and support subsequent actions. 

• ID is not a problem that can be solved from time to time. As a consequence, 
continual vigilance is required. 

• Vulnerabilities are usually assumed to be independent. Even after a known vul-
nerability has been removed, a system administrator may run an IDS in order to 
detect attempts at penetration, even though they are guaranteed to fail. Most 
IDSs do not take into account whether specific vulnerabilities have been fixed 
or not. 

IDSs are increasingly being viewed as an important component in a comprehen-
sive security solution, and companies that build security components are integrat-
ing them into comprehensive system management tools [31]. Thus, IDSs are 
common elements in modern infrastructures that enforce network policies. Today's 
commercial systems typically rely on a knowledge base of rules to discriminate 
normal from malicious traffic. The set of rules, however, is susceptible to incon-
sistencies, and continuous updating is required to cover previously unseen attack 
patterns. 

According to [32], there are some features that can be analysed when consider-
ing IDSs: 

• Accuracy: an IDS must not identify a legitimate action in a system environ-
ment as an intrusion, an event referred to as a false positive.  

• Completeness: an IDS should not fail to detect an intrusion. An unnoticed in-
trusion is referred to as a false negative. 

• Performance: is the rate at which data are processed by an IDS. The perform-
ance of an IDS must be sufficiently good to carry out real time ID. Here, real 
time means that an intrusion has to be detected before significant damage has 
been caused. 

• Fault Tolerance: an IDS must itself be resistant to attacks. As explained in 
[16], aware that an IDS has been deployed on a network, some intruders are 
likely to attack the IDS first, to disable it or to force it to provide false informa-
tion. Very few papers [33, 34] have made an effort to identify and to fix IDS-
related vulnerabilities. 

• Timeliness: an IDS must perform and propagate its analysis as quickly as pos-
sible so as to enable a reaction before too much damage is inflicted. 

The accuracy and completeness features are related to false alarms which are clas-
sified as being either false positive or false negative. A false positive involves a 
legitimate event being reported by the IDS as an intrusion. On the contrary, a false 
negative involves an intrusion that goes undetected. As in some other fields, false 
negatives are the most dangerous although false positives are also harmful. 

2.2.1   A General Architecture for ID 

A general IDS architecture [35] that has been widely used consists of five main 
components: data gathering device (or sensor), detector (ID analysis engine), 

www.ebook3000.com

http://www.ebook3000.org


2.2   Intrusion Detection Systems 11
 

 

knowledge base (database), configuration device, and response component. How-
ever, certain IDSs do not fit into that structure, which is the case of the IDS pro-
posed in this book. It applies a more general architecture adapted from [16] that 
logically organises the functionality of an IDS into three components: 

• Sensors: in charge of collecting data. The input for a sensor may be any part of 
a system that could contain evidence of an intrusion. Sensor inputs can range 
from network packets or flow data to system call traces or log files. 

• Analysers: in charge of determining if an intrusion has occurred. The input of 
this component is the data captured by the sensors, and the output is an indica-
tion that an intrusion has occurred. 

• User interface: enables users to view the output of the IDS and, in some cases, 
to control the behaviour of the system. 

2.2.2   IDS Taxonomy 

IDSs may be classified on the basis of various different features [31, 39, 208], 
although only some of the most characteristic ones [32] will be used in this sec-
tion. Subsets of these features, which refer to the internal workings of the IDS can 
be defined: detection method, monitoring scope, and behaviour on detection. 

A standard characterization of IDSs, based on their detection method, or 
model of intrusions, defines the following paradigms: 

• Anomaly-based ID (also known as behaviour-based ID): the IDS detects intru-
sions by looking for activity that differs from the normal behaviour that is asso-
ciated with the user or the system. To do so, the observed activity is compared 
against previously "defined" profiles of expected normal usage. These profiles 
may refer to users, groups of users, applications, or system resource usage [21]. 
In anomaly detection, it is assumed that all intrusive activities are necessarily 
anomalous. Unfortunately, in some cases, instead of their being identical, the 
set of intrusive activities only intersects the set of anomalous activities. As a 
consequence, two main problems arise [36]: 

− Anomalous activities that are not intrusive are flagged as intrusive (i.e. 
false positives). 

− Intrusive activities that are not anomalous are not flagged up (i.e. false 
negatives). 

Anomaly-based IDSs can support time-zero detection of novel attack strategies 
but may suffer from a relatively high rate of false positives [37]. The main issues 
in these IDSs are the selection of threshold levels to reduce the two aforemen-
tioned problems and the selection of features to monitor the traffic [36]. 

• Misuse-based ID (also known as knowledge-based ID): detects intrusions by 
looking for activity that corresponds to known intrusion techniques (signatures) 
or system vulnerabilities. Misuse-based IDSs are therefore commonly known as 
signature-based IDSs. They detect intrusions by exploiting the accumulated 
knowledge on specific attacks and vulnerabilities. 
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As opposed to anomaly detection, misuse detection assumes that each intrusive 
activity can be represented by a unique pattern or signature [21]. Slight varia-
tions of the same intrusive activity will then produce new signatures. This ap-
proach entails one main problem; intrusions whose signatures are not archived 
by the system can not be detected. As a consequence, a misuse-based IDS will 
never detect a new (previously unseen) attack [21], also known as 0-day attack. 
The completeness of such IDSs requires regular updating of their knowledge of 
attacks.  

The main issues in misuse-based IDSs are how to write a signature that en-
compasses all possible variations of the attack in question, and how to write 
signatures that do not also match non-intrusive activity [36]. 

• Specification-based ID: this third paradigm was introduced in [38]. It relies on 
program behavioural specifications reflecting system policies that are used as a 
basis to detect attacks. This technique has been proposed as a promising alter-
native that combines the strengths of the two previous ones. 

Characterization of IDSs based on their monitoring scope (also known as audit 
source location or data source): 

• Host-based IDS (HIDS): audit data from a single host is used to detect intru-
sions. A HIDS is deployed on a single target computer and usually monitors 
operating system logs to detect sudden changes in these logs. They may include 
system, event, and security logs on Windows systems and syslog in Unix  
environments [21]. 

• Multihost-based IDS: audit data from multiple hosts is used to detect intru-
sions. Hosts in a network segment can be monitored by these IDSs.  

• Network-based IDS (NIDS): network traffic data is used to detect intrusions. 
The IDS captures and inspects (depending on the technology) every packet  
sent to the network under analysis, regardless of whether it is permitted by a 
firewall [21]. Interesting issues about where to place NIDS sensors are  
discussed in [21, 39]. 

Among the main problems for NIDSs are the ability of a skilled attacker to 
evade detection by exploiting ambiguities in the traffic stream (as perceived by 
the NIDS [33]) and the handicap of analysing encrypted data. On the contrary, 
such IDSs hold several advantages over HIDSs [35, 40]: 

− They can analyse network-level events. 
− They can be installed in a network without affecting the existing systems 

that are already monitored. 
− They monitor an entire network segment simultaneously. 
− NIDSs are usually more resistant, as they do not have to reside on the host 

that is targeted by the attack to be identified. 
− They do not depend on the operating systems installed in the hosts. 

• Host/network-based IDS: network traffic data, along with audit data from 
several hosts, is used to detect intrusions. Designed by combining HIDS and 
NIDS approaches, this category is meant to make the most of the advantages of 



2.3   Visualisation for Network Security 13
 

 

these two approaches. One of the key issues of this fusion approach is the de-
velopment of an interface that can show all the distributed information captured 
by the set of sensors. 

This characterization of IDSs based on their scope reflects the history of comput-
ing [32]. When the first IDSs were designed, the target environment was a main-
frame computer and all users were local to the system under analysis. Thus, initial 
IDSs were conceived as host-based. NIDSs emerged as the focus of computing 
shifted from mainframe environments to distributed networks of hosts. 

Characterization of IDSs based on their behaviour: 

• Passive: when an intrusion is detected, an alert is generated without trying to 
oppose the attack any further: passive IDSs simply report an event, but no 
countermeasure is applied to stop the attack. 

• Active: they can change the security posture of a protected system to react to 
the detected intrusion, which is an automatic response. As an example, once an 
intrusion has been detected, these IDSs may modify file permissions, add fire-
wall rules, kill processes, inject TCP reset packets to cut suspicious connec-
tions, and reconfigure routers and firewalls to block packets from the attacker's 
apparent location (IP address) [17, 41]. For instance, one issue that should be 
taken into account in the case of a false positive is that automated responses can 
lead to a denial of service to legitimate users of the system [38]. 

Characterization of IDSs based on their usage frequency [41]: 

• On-line analysis: real-time analysis of the activity of the system to be pro-
tected. Data is examined as soon as it is produced and alarms must be raised as 
soon as an attack is detected, so that immediate action may be taken against it. 

• Off-line analysis: analyses a snapshot of the system state and assesses its secu-
rity. By running only occasionally, they may perform a more thorough analysis 
without having an unacceptable impact on the performance of the monitored 
system. 

There are many examples of IDSs for each one of the categories defined in this 
section. A description and review of some of these examples is provided in  
Chapter 3.  

2.3   Visualisation for Network Security 

Visualisation techniques have been applied to massive datasets for many years. 
They are considered a viable approach to information seeking, as humans are able 
to recognize different features and to detect anomalies by inspecting graphs [42]. 
Visual inspection of network traffic patterns is presented as an alternative for 
managing a crucial aspect of network monitoring [43], as its chief aim is to pro-
vide the network manager with a synthetic representation of the network situation. 
To perform this task, visualisation tools can: 

• Assist network managers in detecting anomalies and potential threats through 
an intuitive display of the progression of network traffic.  
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• Deal easily with highly heterogeneous and noisy data such as the data that is 
required for network monitoring and ID [44]. 

• Provide network managers with automated support and motivate their effec-
tiveness by exploiting the ability of the human eye to extrapolate normal traffic 
patterns and detect anomalies. As stated in [45], "a picture is worth a thousand 
packets" or "a picture is worth a thousand log entries" [46]. 

• Help network managers diagnose performance issues or understand communi-
cation patterns between nodes.  

• Serve as tools that are complementary to other security mechanisms. 

The monitoring task that detects intrusive or anomalous events can be achieved by 
visualising data at different levels of abstraction: network nodes, intrusion alerts, 
packet-level data, and so on. In other words, different statistics from various secu-
rity tools can be visualised, which not only focus on traffic data but also on the 
network topology. 

Visualisation tools rely on human ability to recognize different features and to 
detect anomalies through graphical devices [42]. Human vision can rapidly locate, 
discover, identify, and compare objects; all essential tasks in the network monitor-
ing process, considering the overwhelming amount of information and raw traffic 
data that must be processed [45]. 

To date, most IDSs have approached ID from a classification standpoint. They 
perform a 2-class classification of network traffic: normal/anomalous in anomaly-
based ID and intrusive/non-intrusive in misuse-based ID. This work proposes 
visualisation techniques for ID and network monitoring. It is worth emphasizing 
that the proposal entails the visualisation of network traffic data for detecting in-
trusions (that is, visualisation for ID) and not the visualisation of IDS alerts or logs 
(that is visualisation of ID) as others have done [47]. 

Fig. 2.3, taken from [48], depicts the mutually supporting capabilities of classi-
fication (or automated) and visualisation-based IDSs. By combining the classifica-
tion and visualisation approaches, both the accuracy and completeness of IDSs can 
be greatly improved. The shaded area shows the increased coverage provided by 
visualisation-based IDSs.  

The visualisation-based approach to ID relies on the following ideas [48]: 

• Anomalous situations can be identified by their "visual signature". Visual fin-
gerprints are frequently visible despite the visual noise of background traffic. 

• Some stealthy attacks are resistant to detection by classification-based IDSs, 
but are readily visible using appropriate visualisations. 

• Visualisation techniques require little resources and are remarkably resistant to 
overload caused by high volumes of network traffic. 

• The completeness of visualisation-based IDSs is supposedly higher than that of 
classification-based IDSs when facing 0-day attacks. 

Unlike other security tools, IDSs need to be monitored to make the most of their 
benefits [20]. The huge number of alerts that are usually generated by IDSs (in-
cluding many false positives and negatives) is a hindrance to permanent (24h.) 
monitoring, mainly due to economical costs. Visualisation-based IDS can ease this 
task, by providing an easily understandable snapshot of the status of the network, 
reducing the time needed for ID. 
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Fig. 2.3 Mutually supporting capabilities of IDSs (from [48]). 

The underlying operational assumption of this approach is mainly grounded in 
the ability to render the high-dimensional traffic data in a consistent yet low-
dimensional representation. So, security visualisation tools have to map high-
dimensional feature data into a low-dimensional space for presentation. One of the 
main assumptions of the research presented in this book is that neural projection 
models will prove themselves to be satisfactory for the purpose of traffic visualisa-
tion through dimensionality reduction. 

One of the main drawbacks of the visualisation approach to ID is that even be-
ing equipped with the "perfect" visualisation technique, security personnel will 
make mistakes in detecting intrusions. This is a consequence of relying on human 
abilities as they are affected by a range of factors such as pressure on time, tired-
ness, boredom, and so on. 

Many researchers have previously focused on ID from an information visuali-
sation standpoint. Visualisation techniques are introduced in the next section, 
while further discussion on their application to network monitoring and ID in the 
past is provided in Chapter 3. 

2.4   Visualisation Techniques 

Visualisation techniques have been widely covered in literature; two of the most 
relevant works being [49, 50]. This section briefly introduces some of the most 
common sets of these techniques: 

• Scatter plots: defined as "the simplest and (arguably most powerful) technique 
for visualization" [23], these plots represent bidimensional data as points on a 
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plane, with coordinates that correspond to their values. Due to their simplicity, 
these types of plots remain one of the most popular and widely-used visual rep-
resentations for multidimensional data [51]. 

Two of their main drawbacks are the required low dimensionality of the data 
to be displayed and the problem of overplotting. 

Fig. 2.4 shows a sample scatter plot of the two first dimensions (sepal length 
and sepal width) of the well-known Iris dataset [52]. Colour is also used to dis-
tinguish between the three different classes in the dataset. 

 

Fig. 2.4 Sample scatter-plot representation of the Iris dataset. 

• Pair plots (or scatter plot matrixes): these may be defined as extensions of 
scatter plots, in which each pair of dimensions in the data are plotted on a sepa-
rate plot. One of their main drawbacks as a visualisation technique is their re-
dundancy and the amount of unused space (due to symmetry). Pair plots can 
usefully display up to a dozen variables, although the user may have trouble 
when visually processing so much data. 

Fig. 2.5 shows the pair plot of the well-known Iris dataset, which includes all 
the dimensions in the dataset (sepal length, sepal width, petal length, and petal 
width). 

• Parallel coordinate plots: these are based on placing the coordinate axes in 
positions that are parallel rather than perpendicular to each other (as in the case 
of scatter plots). Thus, a multidimensional vector can be visualised straight-
away. Their drawbacks relate to problems of overplotting and interpretation. 

Fig. 2.6 shows the parallel coordinate plot of the Iris dataset, which includes 
all the dimensions in the dataset (sepal length, sepal width, petal length, and 
petal width). 



2.4   Visualisation Techniques 17
 

 

 
Fig. 2.5 Sample pair-plot representation of the Iris dataset. 

 
Fig. 2.6 Sample parallel coordinate representation of the Iris dataset. 

Parallel coordinate plots can also be depicted in polar coordinates, generating 
the so called "star plots". In this case, values are plotted on axes that extend 
from a central point. It is the general shape of each star plot, when compared to 
other star plots, that is found to provide the most useful insight [45], as can be 
seen below in Fig. 2.7. 

This figure shows a sample multiple-star plot of the eight first instances of 
the Iris dataset. All the dimensions in the dataset (sepal length, sepal width, 
petal length, and petal width) are depicted for each instance. 
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Fig. 2.7 Sample multiple-star plot representation of the Iris dataset. 

• Colour histograms (also know as data images or matrixes): these enable the 
visualisation of high-dimensional data. Each dataset is treated as an image in 
which the columns correspond to observations and the rows to dimensions, or 
vice versa [23]. The colour of each cell (or pixel) is chosen according to the 
given column-row value. 

• Charts: there is a wide range of different charts (line chart, pie chart, bar chart, 
sector chart, stacked area chart, bubble chart, histograph, etc.) that can summa-
rize multidimensional information in different ways. One of the weaknesses of 
charts is that they can complicate the task of data interpretation. 

The depiction of data through visual techniques is neither an easy nor an immedi-
ate task. The difficulty lies in converting raw data into a graphical format that pro-
vides useful insight into the visualised dataset [45]. 

2.5   Artificial Neural Networks 

Since its inception, the study of Artificial Neural Networks (ANNs) has been 
grounded in the awareness that the human brain computes in an entirely different 
way from the conventional digital computer. The relatively slow operation of hu-
man neurons (nerve cells) is overcome by the truly staggering number of neurons 
in the human brain; each with a massive number of interconnections. Studies have 
estimated that there are around 10 billion neurons in the human cortex, and 60 
trillion connections -synapses- between them, which give one an idea of its highly 
complex structure. 

As well as being highly complex, the brain is also a nonlinear, parallel  
information-processing system. Neurons are organised within the brain to per-
form certain computations (e.g. pattern recognition, perception, and motor con-
trol) much faster than the fastest digital computer. As an example, it is known 
that the brain routinely accomplishes perceptual recognition tasks (e.g. recogniz-
ing a previously known face embedded in an unknown environment) in the order 
of 100-200 ms, while a digital computer will take much longer to perform the 
same task (if indeed it can).  

An ANN is a system designed to simulate the way in which the brain performs 
a particular task or function of interest. The network is usually implemented by 
using electronic components or simulation software on a digital computer. To 
achieve high performance, ANNs use a massive interconnection of simple com-
puting cells referred to as "neurons" or "processing units". In such a network, 
knowledge is obtained through a learning process. This knowledge is stored in the 
interneuron connection strengths, known as synaptic weights. The procedure for 
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modifying the synaptic weights of the network in an orderly way to reach a de-
sired objective is called the learning algorithm. 

2.5.1   Artificial Neuron 

As previously stated, a neuron can be defined as the constituent element of an 
ANN: the neuron is the smallest processing unit within the ANN. They were ini-
tially designed to mimic the human neurons as the constituent element of the neu-
ral system. A model of an artificial (or synthetic) neuron was initially proposed in 
[53] and is depicted in Fig. 2.8. 

 

 

Fig. 2.8 Artificial neuron model. 

The network inputs ( x ) are passed through the synaptic weights ( w ) and are 

then summed. Subsequently, the activation function ( ()f ) is applied to calculate 

the output of the neuron ( y ). 

An ANN usually consists of several neurons organised according to a certain 
network topology. An example of a network topology consisting of an input layer, 
two hidden layers and an output layer is shown in Fig. 2.9. 

The following sections describe the different ways in which the layer connec-
tions (weights) of an ANN are modified. 

2.5.2   Learning Algorithms 

There are three main types of learning algorithms for automated weight setting in 
ANNs: supervised learning, unsupervised learning, and reinforcement learning. 
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Fig. 2.9 Sample ANN architecture. 

Supervised learning relies on the existence of the target output that the net-
work should ideally generate. The elements required in supervised learning are:  

• Input of the network: numerical values that are introduced in the network ac-
cording to the problem setting. 

• Internal dynamics of the network: determine the output of the network related 
to the input. 

• Evaluation of the target: generates the "measure" to update the weights. 

Typically, ANNs based on supervised learning use error descent to modify their 
weights. 

In contrast, for unsupervised learning only the first two elements (input and 
internal dynamics of the network) are available. No external information is used to 
check on the weight setting process. 

Human beings appear to be able to learn without explicit supervision. Thus, un-
supervised learning mimics this aspect of human learning; hence this type of 
learning tends to use more biologically plausible methods than those using error 
descent methods. A pertinent example is the local processing at each synapse in 
these algorithms, which involves no global information passing through the net-
work. So, an unsupervised network must self-organise with respect to its internal 
parameters, without external prompting. To do so, it must react to some aspect of 
the input data; typically, redundancy, or clusters. There are, moreover, two major 
methods of unsupervised learning: Hebbian learning and competitive learning. 

Finally, reinforcement learning combines the two other types of learning. Al-
though some supervision is provided by telling the network whether the calculated 
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output is right or wrong, there is no evaluation of the target as in the case of su-
pervised learning. Changes in the network weights are only required when the 
output of the network is wrong. 

2.5.3   Hebbian Learning 

Hebbian learning is named after Donald Hebb who conjectured: 

"When an axon of a cell A is near enough to excite a cell B and repeatedly or 
persistently takes part in firing it, some growth process or metabolic change takes 
place in one or both cells such that A's efficiency as one of the cells firing B, is 
increased" [54]. 

This statement is sometimes expanded [55] into a two-part rule: 

1. If two neurons on either side of a synapse are activated simultaneously (i.e. 
synchronously), then the strength of that synapse must be selectively increased. 

2. If two neurons on either side of a synapse are activated asynchronously, then 
that synapse must be selectively weakened or eliminated. 

Considering a basic feed-forward neural network, this would be interpreted in the 
following way: the weight between an input neuron and an output neuron is 
greatly strengthened when the activation of the input neuron causes the output 
neuron to fire strongly. It can be seen that the rule favours the strong: if the 
weights between inputs and outputs are already large (and so an input will have a 
strong effect on the outputs), it is likely that the weights will grow. 

In mathematical terms, if we consider the simplest feed-forward neural network 
which has an input layer with associated input vector, x , and an output layer with 
associated output vector, y , we have the expression:  

∑=
j jiji xWy  (1) 

where 
ijW  represents the weight vector between input j and output i. 

The Hebbian learning rule is defined by:  

ijij yxW η=Δ  (2) 

where η  is the learning rate parameter. This means that the weight between each 

input and output neuron is increased in proportion to the magnitude of the simul-
taneous firing of these neurons. 

The value of y , calculated by the feed forward of the activity, can be substi-

tuted in the learning rule to get: 

∑∑ ==Δ
k jkikkk ikjij xxWxWxW ηη  (3) 
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The statistical properties of the learning rule are emphasised in this last expres-
sion. It can be seen how the learning rule depends on the correlation between dif-
ferent parts of the inputs data's vector components. 

Usually, the final values of the weights are the most interesting part of the net-
work after training. These will enable the prediction of how the network will react 
to new inputs. However, this is only possible if the weights converge to specific 
set values.  

Most of the neural methods discussed in this chapter are based on Hebbian 
learning. 

2.5.4   Anti-Hebbian Learning 

If we correlate the firing of neurons in a neural network, then each contains infor-
mation about the other. So there is redundancy of information in the firings. Anti-
Hebbian learning is used to decorrelate the neuron responses. In that way, more 
information can be passed through a network when the nodes of the network are 
all dealing with different data. The goal is to get neurons that respond to different 
stimuli. The anti-Hebbian learning rule is represented by:   

jiij yyW η−=Δ  (4) 

This means that if two outputs, iy  and jy , are highly correlated then the weights 

between them will grow to a large negative value and each will tend to turn the 
other off. 

It has been shown [56, 57] that weights updated by anti-Hebbian learning will 

converge toward values such that the corresponding iy  and jy  values are decor-

related. There is no need to limit the growth of such weights as the anti-Hebbian 
learning process is inherently self-limiting. 

2.5.5   Competitive Learning 

There are limited resources for learning in the human brain, so gaining one neuron 
means the loss of another. This fundamental point is imitated in competitive learn-
ing. In this kind of learning, the neurons in the output layer of a network compete 
between themselves to become the one to be fired, as only one single output neu-
ron is active at any one time. This is the biggest difference with respect to Hebbian 
learning, in which several output neurons may be active simultaneously. 

There are three basic elements in a competitive learning rule according to [58]: 

• Set of neurons: similar except for some randomly distributed synaptic weights. 
As a consequence, their responses to a given set of input patterns are different. 

• Limit: imposed on the "strength" of each neuron. 
• Competing mechanism: permits neurons to compete when responding to a 

given subset of inputs, such that only one output neuron, or only one neuron per 
group, is fired at a time. The neuron that wins this competition is called the 
"winner-takes-all" neuron. 
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So, each individual neuron learns to specialize on sets of similar patterns, and 
thereby becomes a feature detector. 

2.5.6   Principal Component Analysis 

Principal Components Analysis (PCA) is a statistical model introduced in [59] and 
independently in [60] to describe the variation in a set of multivariate data in terms 
of a set of uncorrelated variables each of which is a linear combination of the 
original variables. 

Its goal is to derive new variables, in decreasing order of importance, that are 
linear combinations of the original variables and are uncorrelated with each other. 
From a geometrical point of view, this goal mainly consists of a rotation of the 
axes of the original coordinate system to a new set of orthogonal axes that are or-
dered in terms of the amount of variance of the original data they account for. 

Using PCA, it is possible to find a smaller group of underlying variables that 
describe the data which are called the principal components of the data. So the 
first few principal components could be used to explain most of the variation in 
the original data. Note that, even if we are able to characterise the data with a few 
variables, it does not follow that we will be able to assign an interpretation to these 
new variables. 

A key challenge in the analysis of high dimensional data is to identify the pat-
terns that exist across dimensional boundaries. Such patterns may become visible 
if a change is made to the basis of the space, however an a priori decision as to 
which basis will reveal most patterns requires prior knowledge of the unknown 
patterns. PCA offers a potential solution to this problem as it tries to find the or-
thogonal basis which maximises the data's variance for a given dimensionality of 
basis. The typical way to do so is to find the direction which accounts for most of 
the data's variance; this is the first basis vector (the first principal component di-
rection). One can then find the direction that accounts for most of the remaining 
variance (the second basis vector) and so on. If one then projects the data onto the 
principal component directions, a dimensionality reduction is performed. It is op-
timized by considering the retention of variance (or information) in the data. The 
basis vectors of this new co-ordinate system are the eigenvectors of the covariance 
matrix of the dataset and the variance on these co-ordinates are the corresponding 
eigenvalues. The optimal projection given by PCA from an N -dimensional to an 
M -dimensional space is the subspace spanned by the M  eigenvectors with the 
largest eigenvalues.  

PCA can also be thought of as a data compression technique, where there is 
minimum information loss in the data in terms of least mean square error. As a 
result, it is often used as a pre-processing method in order to simplify a high di-
mensional space prior to its analysis. 

According to [61], it is possible to describe PCA as a mapping of vectors dx   

in an N -dimensional input space ( )Nxx ,...,1  onto vectors dy  in an  
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M -dimensional output space ( )M,...,yy1 , where NM ≤ . x  may be repre-

sented as a linear combination of a set of N  orthonormal vectors iW : 

i

N

i iWy∑ =
=

1
x  (5) 

Vectors iW  satisfy the orthonormality relation: 

ijj
t

i WW δ=  (6) 

where ijδ  is the Kronecker delta. 

Making use of equation (5), the coefficients iy  may be given by 

xT
ii Wy =  (7) 

which can be regarded as a simple rotation of the co-ordinate system from the 
original x  values to a new set of co-ordinates given by the y  values. If only one 

subset NM <  of the basis vectors, iW , is retained so that only M  coefficients 

iy  are used, and having replaced the remaining coefficients by constants ib , then 

each x  vector may be approximated by the following expression: 
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Consider the whole dataset of D  vectors, dx  where Dd ,...,1= . 

It is necessary to make the best choice of iW  and ib  so that the iy  values ob-

tained by equation (7) give the best approximation of equation (8) over the whole 

dataset. Vector dx  has an error due to dimensionality reduction: 
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The best approximation can be defined as that which minimises the sum of the 
squares of the errors over the whole dataset 
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If we calculate the derivative of ME  with respect to ib  and set it to zero then: 
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where the sample mean vector x  is defined as: 

∑
=

=
D

dD 1

1 dxx  (12) 

Now the sum of square errors can be written as: 
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+= +==

=−=
N

Mi

d

1Mi
i

T
i

D

d

T
iM WWWE

1 1

2

2

1

2

1 Σxxd  (13) 

where Σ  is the sample covariance matrix of the set of vectors { }dx  and is given 

by: 

( )( )T
dD∑ −−=Σ xxxx dd1

 (14) 

Then if we minimise ME  with respect to the choice of iW  it can be shown [61] 

that the minimum occurs when the basis vectors satisfy 

iii WW λ=Σ  (15) 

Hence, those iW  are the eigenvectors of the covariance matrix. As is assumed, the 

eigenvectors can be proved to be orthogonal, if the covariance matrix is real and 
symmetric. If we substitute equation (15) into equation (13) and make use of the 
orthonormality relation in equation (6), then the value of the error criterion at the 
minimum may be represented in the form: 

∑
+=

=
N

Mi
iME

12
1 λ  (16) 

Subsequently, the minimum error is obtained by choosing the smallest eigenvalues 
( N - M ), and their corresponding eigenvectors, as the ones to be discarded. We 
usually refer to the y 's as the principal components. 

PCA can be performed by means of ANNs or connectionist models such as [62, 
63, 64, 65, 66]. It should be noted that even if we are able to characterize the data 
with a few variables, it does not follow that an interpretation will ensue. 

2.5.7   Oja's Weighted Subspace Algorithm 

A model of Hebbian learning with weight decay was introduced in [64], which not 
only stops the weights growing without bound, but also causes them to converge 
to the principal components of the input data. This algorithm was extended in [67] 
to identify the actual principal components using the Weighted Subspace  
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Algorithm. The authors recognized the importance of introducing asymmetry into 
the weight decay process in order to force weights to converge to the principal 
components. The resulting model is defined by: 

j

N

i
iji xWy ∑

=

=
1

 (17) 

where a Hebb-type rule with decay modifies the weights according to: 
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Ensuring that ...321 <<< θθθ  allows the neuron whose weight decays in pro-

portion to 1θ  to learn the principal values of the correlation in the input data. As a 

consequence, this neuron will maximally respond to directions parallel to the first 
principal component. The second output can not compete with the first, but it is in 
a stronger position to identify the second principal component and so on for all of 
the outputs in the network.  

2.5.8   Negative Feedback Network 

Feedback exists in a network whenever the output of an element in the network 
partially influences the input applied to that particular element. This mechanism  
is used in the case of the Negative Feedback Network (NFN) [68] to maintain  
the equilibrium of the weight vectors. To define this model, consider an  
N -dimensional input vector ( x ), and an M -dimensional output vector ( y ), 

with ijW  being the weight linking input j  to output i  and let η  be the learning 

rate. 
Initially, there is no activation at all in the network. The input data is fed for-

ward throughout the weights from the input neurons (the x -values) to the output 
neurons (the y -values) where a linear summation is performed to give the activa-

tion of the output neuron. This is expressed as: 

∑
=

∀=
N

1j
jiji ixWy ,  (19) 

The activation is fed back through the same weights and subtracted from the in-
puts. It is expressed in [69] as follows: 

∑
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The term " e " may be used instead of " 'x ", allowing equation (20) to be rewritten 
as: 

∑
=

−=
M

i
iijjj yWxe

1

, j∀  (21) 

Subsequently, simple Hebbian learning is performed between input and outputs: 

ijij yeW η=Δ  (22) 

The stabilization of the learning in the network is the effect of the negative feed-
back. As a consequence of that, it is not necessary to normalise or clip the weights 
to ensure convergence to a stable solution. 

Note that this algorithm is clearly equivalent to Oja's Subspace Algorithm [62] 
as: 

i
k

kkjjijij yyWxyeW ⎟
⎠

⎞
⎜
⎝

⎛ −==Δ ∑ηη  (23) 

The NFN is then capable of finding the principal components of the input data 
[70] in an equivalent way to Oja's Subspace algorithm [62]. Instead of finding the 
principal components, the weights of such a network will identify a basis of the 
subspace spanned by these components. We may emphasize that the NFN uses 
simple Hebbian learning that enables the weights to converge in order to extract 
the maximum information content from the input data. 

Writing the algorithm in this way allowed different versions and algorithms 
such as the Maximum Likelihood Hebbian Learning rule [71] to be devised. It is 

based on an explicit view of the residual ( )yx W−  which is never independently 

calculated using Oja's learning rule. 

2.5.9   Nonlinear Principal Component Analysis 

Non-linear PCA is a fairly popular nonlinear method [72, 73, 74] which a number 
of authors [130, 165, 166, 253] have quite successfully applied to Independent 
Component Analysis (ICA) [75]. ICA is a special case in the world of independ-
ence seeking networks in which linear mixtures of independent signals at the in-
puts of a network are completely separated from the outputs. The dimensionality 
of the inputs and the dimensionality of the outputs are generally the same. [72] has 
introduced the following nonlinear extension to Oja's Subspace Algorithm [62]: 

( ) ( ) ( )⎟
⎠

⎞
⎜
⎝

⎛ −=Δ ∑
k

kkjiijij yfWyfyfxW η  (24) 

which can be derived as an approximation of the best nonlinear compression of 
the data in the following way. 



28 2   Visualisation, Artificial Intelligence, and Security
 

 

Starting with the cost function: 

( ) ( )( ){ }2
1 xxJ TT WWfEW −=  (25) 

the aim is to minimise the sum of the squared representation errors for the x  vec-
tor. By taking the instantaneous gradient and implementing a stochastic gradient 
descent, we may derive the following weight update rule: 

( ) ( ) ( )( )WfWWf
W

WJ
W TTT xexxe +∝−∝Δ 'η

δ
δ

 (26) 

where the error vector is ( )( )xxe TWWf−= , and ( )Wf Tx'  is the element-

wise derivative of ( )Wf Tx  with respect to W . In [72], it is argued that the term 

( )WWf TT xxe '  has a negligible effect on the learning compared to the second 

term, ( )( )Wf Txe , and may therefore be disregarded, yielding: 

( )( ) ( )( )WfWWfW T Txxx −=Δ η  (27) 

This rule has been used to extract a higher order structure than the PCA network, 
such as the independent components of data [72, 76]. 

2.5.10   Exploratory Projection Pursuit 

Exploratory Projection Pursuit (EPP) [77] is a statistical method aimed at solving 
the difficult problem of identifying structure in high dimensional data. It is done 
by projecting the data onto a low dimensional subspace in which structure may be 
visually identified. As not all projections will reveal the data's structure equally 
well, it defines an index that measures the extent to which a given projection is 
"interesting", and then represents the data in terms of projections that maximise 
that index. 

Then, the first step for EPP is to define which indices represent interesting di-
rections. Concerning projections, "interestingness" is usually defined with respect 
to the fact that most projections of high-dimensional data give almost Gaussian 
distributions [78]. Thus, those directions which reveal data-projections that are as 
far from the Gaussian as possible should be found in order to identify the most 
"interesting" features of the data. Transforming the data into a zero mean and 
identity covariance matrix enables a network to respond solely to higher order 
statistics, which can be used to look for interesting structure in the data. 

There are two simple measures of deviation from a Gaussian distribution based 
on the higher order moments of the distribution: skewness and kurtosis. Skewness 
is based on the normalised third moment and measures the deviation of the distri-
bution from bilateral symmetry. Kurtosis is based on the normalised fourth mo-
ment and measures the heaviness of the tails of a distribution. A bimodal distribu-
tion will often have a negative kurtosis and therefore negative kurtosis can signal 
that a particular distribution shows evidence of clustering. 
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A Gaussian distribution with mean a  and variance x  is no more or less inter-

esting than a Gaussian distribution with mean b  and variance y . Furthermore, 

this second order structure can obscure a higher order and more interesting struc-
ture. As a consequence, such information is removed from the data in a process 
known as "sphering": raw data is translated till its mean equals zero, projected 
onto the principal component directions, and multiplied by the inverse of the 
square root of its eigenvalue, to give data with mean zero and unit variance in all 
directions. 

2.5.11   The Exploratory Projection Pursuit Network 

The EPP neural network [79] is essentially a nonlinear modification of Oja's sub-
space algorithm [62]. The network can be described by the following set of  
equations: 
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)ii f(sr =  (30) 

jiij eηrΔW =  (31) 

where jx  is the sphered activation of the thj  input, is  is the activation of the thi  

output neuron, ijW  is the weight between the former and the latter, and ir  is the 

value of the function ()f  on the thi  output neuron. 

Initially there is no activation in the network. The input data is fed forward via 
the weights, W , to the output neurons where a simple summation is performed. 
The activations of the output neurons are fed back via the same weights to the 
input neurons as inhibition and are therefore subtracted. Then a (nonlinear) func-
tion of the weights is calculated and used to update the weights by applying the 
simple Hebbian learning rule. 

It was shown in [72] that the use of a nonlinear function ()f  in the above 

equations creates an algorithm to find those values of W  that maximize that func-

tion, subject to the constraint that W  is an orthogonal matrix. This idea was ap-
plied in [79] to the previously described network in the context of the network 

performing EPP. Thus, the function ( ) 3ssf ≈  is applied to the algorithm if we 
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wish to find the direction which maximises the kurtosis of the distribution that is 

measured by 4s ; similarly, the function ( ) 2ssf ≈  is applied to find the direc-

tion with maximum skewness. 

2.5.12   Cooperative Maximum Likelihood Hebbian Learning 

Cooperative Maximum Likelihood Hebbian Learning (CMLHL) is based on the 
EPP neural model called Maximum Likelihood Hebbian Learning (MLHL) [71, 
80]. The main difference between these two models is that CMLHL includes lat-
eral connections [81, 82] derived from the Rectified Gaussian Distribution (RGD) 
[83]. The RGD is a modification of the standard Gaussian distribution in which 
the variables are constrained to be non-negative, enabling the use of non-convex 
energy functions. In a more precise way, CMLHL includes lateral connections 
based on the mode of the cooperative distribution that is closely spaced along a 
nonlinear continuous manifold. By including these lateral connections, the result-
ing network can find the independent factors of a dataset in a way that captures 
some type of global ordering in the dataset. 

Considering an N -dimensional input vector x , an N -dimensional output 

vector y  and with ijW  being the weight (linking input thj  to output thi ), 

CMLHL can be expressed as: 
Feed-forward step: 

ixWy
1j

jiji ∀=∑
=

N

,  (32) 

Lateral activation passing: 

( ) ( )[ ]+−+=+ Aybτ(t)yty ii 1  (33) 

Feedback step: 
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Weight change: 

( ) p
jjiij eesignyW ||..η=Δ  (35) 

where η  is the learning rate, τ  is the "strength" of the lateral connections, b  the 

bias parameter, and p  a parameter related to the energy function [71, 80, 81].  

A  is a symmetric matrix used to modify the response to the data whose effect 
is based on the relation between the distances among the output neurons. It is  
 



2.5   Artificial Neural Networks 31
 

 

based on the cooperative distribution, but to speed learning up, it can be simplified 
to: 

( )( )MjijiA ij /2cos),( −−= πδ  (36) 

where ijδ  is the Kronecker delta. 

The application of CMLHL, initially in the field of artificial vision [81, 82], 
and subsequently to other interesting topics [84, 85, 86], has proven that this 
model can successfully perform data visualisation. 

2.5.13   Self-Organizing Map 

The Self-Organizing Map (SOM) [87] was developed as a visualisation tool for 
representing high dimensional data on a low dimensional display. It is also based 
on the use of unsupervised learning, although it is a topology preserving mapping 
model rather than a projection architecture. A SOM, composed of a discrete array 
of L  nodes arranged on an N -dimensional lattice, maps these nodes into a D -
dimensional data space while preserving their ordering. The dimensionality of the 
lattice ( N ) is normally smaller than that of the data, in order to perform the di-
mensionality reduction. The SOM can be viewed as a nonlinear extension of PCA, 
where the map manifold is a globally nonlinear representation of the training  
data [88]. 

Typically, the array of nodes is one or two-dimensional, with all nodes con-
nected to the N  inputs by an N -dimensional weight vector. The self-
organization process is commonly implemented as an iterative on-line algorithm, 
although a batch version also exists. An input vector is presented to the network 

and a winning node, whose weight vector cW  is the closest (in terms of Euclidean 

distance) to the input, is chosen: 

( )i
i

Wc −= xminarg  (37) 

So the SOM is a vector quantiser, and data vectors are quantised to the reference 
vector in the map that is closest to the input vector. The weights of the winning 
node and the nodes close to it are then updated to move closer to the input vector. 

There is also a learning rate parameter ( )η  that usually decreases as the training 

process progresses. The weight update rule is defined as: 

[ ] )(, c
icii NiWhW ∈∀−=Δ xη  (38) 

When this algorithm is sufficiently iterated, the map self-organises to produce a 
topology-preserving mapping of the lattice of weight vectors to the input space 
based on the statistics of the training data.  

This connectionist model is applied in this work for comparative purposes, as it 
is one of the most widely used unsupervised neural models for visualising  
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structure in high-dimensional datasets. The SOM has aroused a great deal of inter-
est in the neural network community. To date, the number of scientific papers 
written on the SOM is in excess of 5,000 [89]. SOM applications cover robotics, 
speech recognition, data compression, processing optic patterns and organisation 
of text documents. 

2.5.14   Curvilinear Component Analysis 

Curvilinear Component Analysis (CCA) [90] is a nonlinear dimensionality reduc-
tion method. It was developed as an improvement on the SOM. It tries to circum-
vent the limitations inherent in some previous linear models such as PCA. Its  
output is not a fixed lattice but a continuous space able to take the shape of the 
submanifold in the dataset (input space). 

The principle of CCA is a self-organised neural network performing two tasks: 
a vector quantization of the submanifold and a nonlinear projection of these quan-
tising vectors toward an output space, providing a revealing view of the way in 
which the submanifold unfolds. Quantization and nonlinear mapping are sepa-
rately performed by two layers of connections. 

In the vector quantization step, the input vectors are forced to become proto-
types of the distribution by using competitive learning and the regularization 
method [91] of vector quantization. Thus, this step, which is intended to reveal 
the submanifold of the distribution, regularly quantizes the space covered by the 
data, regardless of the density. Euclidean distances between these input vectors 
are considered, as the output layer has to build a nonlinear mapping of the input 
vectors. 

A perfect matching is not possible at all scales when the manifold is "unfold-
ing", so a weighting function is introduced, yielding the quadratic cost function: 

( ) ( )∑∑
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yijijij YFYXE λ,
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As regards its goal, the projection part of CCA is similar to other nonlinear map-
ping methods, in that it minimizes a cost function based on interpoint distances in 

both input and output spaces. Instead of moving one of the output vectors ( iy ) 

according to the sum of the influences of every other jy  (as would be the case for 

a stochastic gradient descent), CCA proposes pinning down one of the output vec-

tors ( iy ) "temporarily", and moving all the other jy  around, disregarding  

any interactions between them. Accordingly, the proposed "learning" rule can be  
expressed as: 
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The main advantages of CCA, in comparison to other methods such as the sto-
chastic gradient descent or the steepest gradient descent are: 

1. The proposed rule ( yΔ ) is much lighter than a stochastic gradient from a com-

putational standpoint. 
2. The average of the output vector updates is proportional to the opposite of the 

gradient of the cost function ( E ). On the other hand, it can temporarily pro-
duce increases in E , which eventually allows the algorithm to escape from lo-
cal minima of E . It has been shown [90] that it implies a lower final cost in 
comparison with gradient methods. 

CCA is able to perform dimensionality reduction and represent the intrinsic struc-
ture of given input data without any previous knowledge about the distribution of 
the analysed dataset. Compared with other previous projection algorithms, the 
CCA method is more general, reliable, and faster at capturing input data structure. 

2.6   Agents and Multiagent Systems 

Modern-day demand for complex and yet effective systems have led to the devel-
opment of new computing paradigms, amongst which figure Agents and MAS.  

The concept of an agent was originally conceived in the field of AI, and subse-
quently evolved as a computational entity in the field of software engineering. 
From the software standpoint, it is seen as an evolution to overcome the limita-
tions inherent to the object oriented methodologies. There is as yet no strict defini-
tion of what constitutes an agent [92]. In a general AI context, a rational agent was 
defined in [93] as anything that perceives its environment through sensors and acts 
upon that environment through effectors. More specifically, a software agent has 
been defined as a system with the capacity to adapt, which has mechanisms that 
allow it to decide what to do (according to its objectives) [94]. Additionally, from 
a distributed AI standpoint, it was defined [95] as a physical or virtual entity: 

• Which is capable of acting in an environment. 
• Which can communicate directly with other agents. 
• Which is driven by a set of tendencies (in the form of individual objectives or 

of a satisfaction/survival function which it tries to optimize). 
• Which possesses resources of its own. 
• Which is capable of perceiving its environment (but to a limited extent). 
• Which has only a partial representation of its environment (and perhaps none at 

all). 
• Which possesses skills and can offer services. 
• Which may be able to reproduce itself. 
• Whose behaviour tends towards satisfying its objectives, taking account of the 

resources and skills available to it and depending on its perception, its represen-
tation and the communications it receives. 
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Although there is no consensus over what an object requires in order to be an 
agent [96], it is widely accepted that the following properties define agents:  

• Autonomy: this is the key feature of agents. It refers to the ability of reacting 
without external prompting; that is, deciding on one's own. 

• Social skills: agents must interact with other surrounding agents located in the 
same environment. They are also referred as "heterosocial" agents, i.e., "agents 
who can socialize with agents of different types" [96]. Hence, communication 
skills are also required to interact with other agents and (possibly) humans. 

• Action: agents act on one another and on their environment. Hence, actions 
may change the state of the environment and the beliefs/states of other agents. 
Some other features concerning activity may be considered, such as reac-
tive/proactive behaviour. 

• Intelligence, knowledge, and rationality: some authors claim that agents must 
exhibit at least a little intelligence. Learning abilities can be also required from 
agents in order for them to adapt to their environment. Furthermore, agents may 
be conscious about their own beliefs and states. 

• Mobility: there is some controversy over whether it is a necessary characteris-
tic of an agent to be able to move from one location to another. 

Taking these issues into account, a MAS may be defined as one "that contains an 
environment, objects and agents (the agents being the only ones to act), relations 
between all the entities, a set of operations that can be performed by the entities 
and the changes of the universe in time and due to these actions" [95]. From the 
standpoint of distributed problem solving [97], a MAS can be defined as a loosely 
coupled network of problem solvers that work together to solve problems that are 
beyond the individual capabilities or knowledge of each problem solver. Accord-
ing to [98], the characteristics of MASs are: 

• Each agent has incomplete information, or capabilities for solving the problem, 
thus each agent has a limited viewpoint. 

• There is no global system control. 
• Data is decentralized. 
• Computation is asynchronous. 

As a consequence, agents in a MAS are driven by their own objectives as there is 
no global control unit. They take the initiative according to their objectives and 
dynamically decide what to do or what tasks other agents have to perform. 

Agents and MASs have been widely used over recent years, but have not al-
ways been the most appropriate solution. According to [99], the problem to be 
solved has a number of features which point to the appropriateness of an agent-
based solution: 

• The environment is open, or at least highly dynamic, uncertain, or complex. 
• Agents are a natural metaphor. Many environments are naturally modelled as 

societies of agents, either cooperating with each other to solve complex prob-
lems, or else competing with one-another. 
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• Distribution of data, control, or expertise, which implies that a centralised solu-
tion is at best extremely difficult or at worst impossible.  

• Legacy systems, which refer to technologically obsolete software which is nev-
ertheless essential to the functioning of an organisation. Such software cannot 
generally be discarded (because of the short-term cost of rewriting) and it is of-
ten required to interact with other software components. One solution to this 
problem is to wrap the legacy components, providing them with an "agent 
layer" functionality. 

2.6.1   Agent Taxonomy 

Several different classifications of agents have been proposed in the literature [92, 
100, 101]. The most widely accepted classifications are grouped under the follow-
ing headings: 

• Interaction with the user 

− Interface agents: users can interact with the system by means of commands. 
− Autonomous agents: there is some interaction with the user but it is the 

agent who decides whether actions must be taken according to changes in 
the user behaviour. 

• Mobility 

− Static agents: these agents are placed in a system or network and can not be 
run in a different environment. 

− Mobile agents: these agents can move from one platform or host to another. 
They can autonomously decide when and where to move. 

• Inner complexity [93] 

− Simple reflex agents: these agents, also called stimulus-response agents, 
react to immediate stimuli. They have no memory at all and their percept 
sequence is just the immediate environment sensed by the agent's sensors. 

− Reflex agent with state: these agents have a memory of past states and can 
remember earlier experiences. Memories can be combined with current in-
formation from sensors to produce a more sophisticated response to the  
environment. 

− Goal-based agents: these agents can plan ahead before taking an action in 
their environment. They can use various search methods of different com-
plexities to search a state space of potential future environments. 

− Utility-based agents: utility is an economic term (from micro economics) 
related to the concepts of happiness and personal preferences. These agents 
try to optimize their utility levels. Thus, it is said that these agents are more 
similar to human beings. 
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2.6.2   Agent Architecture 

Before building a software system under the MAS paradigm, some issues must be 
analysed. One of the most important issues is to decide which agent architecture 
can support the required features. Three main agent architectures have been  
defined [102]: 

• Symbolic: traditionally, in the AI field, agents have been viewed as a type of 
knowledge-based system, often called deliberative systems. This architecture is 
strongly related to the symbolic AI paradigm, which focuses on the following 
issues: the knowledge that needs to be represented, the way in which it will be 
represented, the reasoning mechanisms that are to be used, and so on. These 
kinds of agents, which use highly complex communication mechanisms, are de-
fined by an initial state and a set of plans that have to be met in order to achieve 
a particular goal. 

• Reactive: due to criticism of the architectures described above, the concept of a 
reactive agent was proposed. This entails a set of task accomplishing behav-
iours, arranged into a "subsumption" hierarchy. Each task behaviour is imple-
mented as a simple finite-state machine, which directly maps sensor input to  
effector output. As there is no reasoning process, the required communication 
mechanisms are simple. 

• Hybrid: an architecture based on a combination of the two previous ones. Be-
lief-desire-intention (BDI) is the most usual and widely used architecture of this 
type, which typically contains four key data structures: 

− Beliefs: correspond to information the agent has about the world, which 
may be incomplete or incorrect.  

− Desires: intuitively correspond to the tasks allocated to it. 
− Intentions: correspond to desires that the agent has committed to achieving. 

In most cases, agents will not be able to achieve all their desires, even if 
those desires are consistent. 

− Plan library: is a set of plans specifying courses of action that may be fol-
lowed by an agent in order to achieve its intentions. 

Additionally, a further component called the interpreter, is responsible for up-
dating beliefs from observations made of the world, generating new desires on 
the basis of these new beliefs, and selecting from among the set of currently ac-
tive desires some subset to act as intentions. The interpreter must also select an 
action to perform on the basis of the agent's current intentions and procedural 
knowledge. 

2.7   Case-Based Reasoning 

Case-Based Reasoning (CBR) is a general problem solving paradigm. Unlike 
other major AI approaches, it is able to utilize the specific knowledge of concrete 
problems (modelled as cases) that have previously been experienced. On the other 
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hand, CBR is an approach to incremental learning, as a new experience is retained 
each time a new problem is solved. 

CBR is founded on the idea that similar problems have similar solutions [103]. 
To model this, CBR defines the concept of case, that can be seen as a past experi-
ence described by the 3-tuple <Problem, Solution, Results>. A case is then com-
posed of a problem description (initial state), the solution applied to solve the 
problem (the actions executed in order to achieve the objectives), and the result 
obtained after applying the solution (the final state and the evaluation of the ac-
tions executed). As a consequence, a case base (memory) must be maintained to 
solve new problems. When a new problem is presented, the system executes a 
CBR cycle, composed of four sequential stages as shown in Fig. 2.10. These 
stages are processes that can comprise different steps as described in [104]. 

 
Fig. 2.10 The Case-Based Reasoning cycle. 

The four stages in the CBR cycle can be defined as: 

• Retrieve: once a new problem is defined as a case, those cases with the most 
similar problem description to the current problem are recovered from the case 
base. A considerable amount of research has focused on how similarity can be 
measured under such settings. Two main ideas to assess similarity have been 
followed [105] based on: 

− Surface features: those that are provided as part of the case description and 
that are typically represented using attribute-value pairs. 

− Derived features: in some cases, it is necessary to derive new features from 
the case description. Retrieval therefore requires an assessment of struc-
tural similarity of cases, which retrieves more relevant cases. 
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Although similarity is the most common criteria for retrieving cases, some other 
features have been considered [105], such as: how effectively the solution space 
is covered by the retrieved cases, how easily their solutions can be adapted to 
solve the target problem, or how easily the proposed solution can be explained. 

• Reuse: the solutions corresponding to the similar cases retrieved in the previ-
ous stage are reused to build up a new solution. In classification problems, it 
might be enough to provide the class of the retrieved case as the solution to the 
new problem. In more complex settings, the retrieved solution or set of solu-
tions need to be adapted to the new problem. Two main ideas for adaptation 
have been proposed [106]:  

− Substitution: some part(s) of the retrieved solution are reinstantiated. 
− Transformation: the structure of the solution is altered. 

• Revise: the newly generated solution is checked. If changes are needed, then 
adaptation can be performed at this stage. 

• Retain: the new case (experience) is stored in the case base for future reuse. 
That is, the CBR system "learns" the new case. Different issues about the new 
problem can be stored in the case base. The simplest approaches just store the 
solution while others consider a deeper representation of the problem solving 
process [105]. 

In addition to these basic stages, some others have been proposed. That is the case 
of the review and restore stages, proposed for the maintenance of CBR systems 
[107]. The review stage monitors the quality of system knowledge while the re-
store stage selects and applies maintenance operations. Other issues concerning 
CBR maintenance must be considered in such systems: removal and/or adaptation 
of cases from the case base, optimizing the size, detecting inconsistencies in the 
case base, and so on. Maintenance policies can be defined for CBR systems to 
detail all these issues. 

A wide variety of methods are applied in each of the previously described 
stages: a case can be defined as one problem or a set of problems. There are dif-
ferent ways of indexing cases, and the matching of cases and the adaptation of 
solutions may also vary. The CBR cycle can be complemented with other problem 
solving methods. It is especially useful when a similar case can be recovered from 
the case base due to different reasons. Then, the systems can generate the sug-
gested solution by means of a reasoning method other than CBR. 

CBR has been applied to a broad range of systems, that can be classified in a 
more precise way [104]: 

• Exemplar-based reasoning: solving a problem is a classification task; in other 
words, finding the right class for the unclassified exemplar. Thus, the class of 
the most similar stored case becomes the solution to the classification problem. 

• Instance-based reasoning: this is a specialization of the previous class into a 
highly syntactic CBR-approach, as opposed to more knowledge-intensive ex-
emplar-based approaches. 
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• Memory-based reasoning: under this approach, a collection of cases is seen as 
a "large" memory. Consequently, reasoning is a process of accessing and 
searching in this memory. 

• Case-based reasoning: this is a generic term for all these systems, although 
typical case-based reasoning differs from the approaches described above. Each 
case has a complex inner structure. Another feature of this approach is that the 
retrieved solution can be modified, or adapted for its application to the new 
problem. 

• Analogy-based reasoning: the differentiating point of this approach is that it 
solves new problems based on past cases from a different domain. Unlike pre-
vious approaches, cases from different problem domains are considered; hence 
the complexity of reusing past solutions increases.  
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Chapter 3 
Previous Work on NID 

Since its inception in the 1980s, IDSs have evolved from monolithic batch-oriented 
systems to distributed real-time networks of components [40]. As ID has been an 
active area of research over thirty years or so, since the initial works in this field 
[28, 29], a vast array of approaches and techniques have been used to build IDSs. 
As mentioned in the previous chapter, this work proposes a visualisation-based 
NIDS that applies several AI paradigms from a hybrid system perspective. Thus, 
this chapter covers state-of-the-art network-based ID. As a visualisation agent-
based IDS is proposed in this book, previous work on visualisation and agent -
based IDSs is also revised in this chapter. Commercial IDSs are not included in this 
chapter due to their proliferation on the marketplace [31] over recent years and 
because manufacturers provide little information on the techniques they implement. 

ID has been approached from several different standpoints up to the present 
day; many different forms of AI (such as Genetic Programming, Data Mining, 
Expert Systems, Fuzzy Logic, or ANN among others), statistical, and signature 
verification techniques have been applied. Most of these works have focused on 
ID from a pattern classification perspective (normal/anomalous in AIDSs and in-
trusive/non-intrusive in MIDSs). These classification-based IDSs can generate 
different alarms when an anomalous situation (supposedly an intrusion) is de-
tected, but they can not provide a general overview of what is happening inside a 
network. To overcome this problem and help security personnel in dealing with 
the huge amount of ID alarms, visualisation techniques have been also applied to 
the ID challenge. 

Numerous works have also been published that survey the wide range of tech-
niques and data applied to ID [31, 36, 89, 103, 110, 118, 127, 163, 198, 227, 238, 
240, 259, 321]. 

3.1   Overview of Techniques for NID 

Initially, the most widely deployed, commercially available IDSs were based on 
signature analysis [108]. Attack signatures were defined by human experts and 
then key features extracted from different audit streams were compared to the  
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previously defined signatures in order to identify intrusions. SNORT [109] is an 
open source network-based IDS employing signatures, which is used for perform-
ing real-time traffic logging and analysis over IP networks. Its extensive database 
of over a thousand attack signatures is widely used nowadays. This signature-
based approach entails one main drawback: only previously known attacks can be 
identified; mechanisms that can automatically "learn" patterns of 0-day attacks 
have yet to be developed. 

In a similar way, knowledge-based MIDSs check network events against prede-
fined rules or patterns of attacks. The goal is to employ representations of known 
attacks that are general enough to handle actual occurrences. The most common 
knowledge-based techniques applied to ID are expert systems, signature analysis, 
and state-transition analysis. 

In machine learning methods for misuse detection [19], patterns and classes of 
attacks are automatically discovered rather than being pre-defined as in previously 
mentioned approaches, avoiding the costly handcrafting of profiles (via rules). It 
also avoids the labour-intensive process of carefully designing the applicable 
models needed for statistical approaches. The application of machine learning for 
anomaly detection was identified as a particularly promising research line [110]. 
Data mining can reveal strong associations between data elements, which often 
correspond to attack patterns. Classifiers then induce classes of attacks, based on 
data mining results and other attributes from training data with known attacks. 

It has been pointed out [111] that data-mining-based ID usually relies on non-
trivial assumptions regarding the availability and the quality of training data. One 
of the main problems is that, if the training dataset contains some intrusions, the 
IDS may assume that they are normal traffic and may fail to detect future in-
stances of these attacks. This issue is addressed in [112, 113] and some authors 
[114, 115, 116, 117] propose clustering for unsupervised anomaly detection to 
overcome these problems. 

Most statistical approaches to ID are anomaly-based and try to build profiles of 
"normal" user behaviour. To do so, they use a set of variables that may temporar-
ily change to measure the "normal" behaviour of both systems and users. The goal 
is still to create representations of normal behaviour, as in the case of knowledge-
based anomaly detection methods. The difference is that in this case the represen-
tations are generated automatically as parameters of pre-determined statistical 
models. 

ANNs have been applied to the empirical development of network systems for 
traffic monitoring and ID, by using both supervised and unsupervised methods for 
automated detection. ANNs have been applied in a variety of ways to ID: on their 
own for the detection/classification of attacks, to pre-process input data for further 
processing, or as part of hybrid approaches. 

Finally, one of the latest approaches to ID is based on immune systems.  
Although interesting and intuitively appealing [110], its application has proved 
difficult in practice [118]. 
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3.2   Visualisation 

The topic of visualisation for network security has been widely addressed since 
initial works in this field [44, 74, 297]. A great variety of visualisation-based ap-
proaches have been proposed. As this study focuses on visualisation of network 
data rather than network structure or topology, previous literature described in this 
section is limited to network data visualisation for NID. In these cases, the ID is-
sue is enabled by providing a visual depiction of the network or the traffic. Thus, 
the identification of attacks must be performed through visual features as no 
alarms are triggered. 

Different issues on user interfaces for ID are discussed in [119]. Additionally, 
the authors gave a general solution for the problems and challenges of such issues. 
[120] reports on activities to gather user requirements and to design an informa-
tion visualisation tool for ID. 

A broad compilation of visualisation approaches to ID is presented in [45]. It 
also discusses some interesting topics such as how to create and how to defend a 
security visualisation system. A review of different visualisation techniques ap-
plied to network visualisation can be found in [121]. Some visualisation-based ID 
works presented in these two studies are analysed in this section, together with 
others. 

Previous work involving visualisation related to computer networks [43, 121, 
122, 123, 124, 125, 126, 127, 128] has emphasized graphics that depict network 
topology, performance, connectivity, or bandwidth usage. Some other works pro-
pose the visualisation of alarms generated by IDSs to assist security personnel 
when discriminating false alarms: 

• NIVA (Network Intrusion Visualisation Application) [129] integrates IDSs 
(Real Secure and Black Ice) with 3D visualisations to interactively investigate 
and detect structured attacks across both time and space. 

• A practical guide of ID alarm visualisation is contained in [130]. This work 
describes basic chart-based visualisation techniques such as pie and bar charts 
that can be generated by means of the Visual Insights Advizor tool. 

• SnortView [131] is a tool developed for analysing Snort logs and syslog data. It 
presents an updated 2D view every two minutes and shows four hours worth of 
alert data. A grid with time as the horizontal axis and source IP address as the 
vertical axis forms the main visualisation component. 

• IDS RainStorm [132] visualises the alarms generated by StealthWatch in a ma-
trix by using time and destination IP addresses. Colour is used to show the se-
verity of alarms. 

• [133] proposes two bi-dimensional matrices of IP addresses to work in unison 
with Snort. It is aimed at identifying and analysing automated attacks, such as 
the Welchia and Sasser worms. The colour of each pixel in the matrix is chosen 
regarding the number of the triggered Snort alerts. Snort alerts were split into 8 
groups in the order of the alert number and a different colour was assigned to 
each group. 
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• [134] proposes the use of information visualisation to provide insight into the 
operation of some IDSs and to help the operator monitor the security state of a 
system. 

• VisAlert [135] integrates logs and alerts from various sensors, IDSs, and hard-
ware in an advance visualisation technique. The proposed visualisation concept 
tries to provide users with three different dimensions of alert information: 
when, where, and what. 

• Hierarchical visualisation is applied in [47] to view IDS logs. 
• ACID (Analysis Console for Intrusion Databases) [136] is intended to search 

and process a database of security events generated by various IDSs, firewalls, 
and network monitoring tools. Different charts are generated over these data. At 
present, it is devised for active analysis of Snort logs. 

From a different standpoint, MOVICAB-IDS visualises traffic network data for 
the detection of intrusions. 

3.2.1   Visualisation Techniques 

Taking into account the applied visualisation techniques, previous work on NID 
can be categorised as specified in the following sections. 

3.2.1.1   Scatter Plots 

• 3-D scatter plots have been proposed in [137] to detect attacks such as Distrib-
uted Denial of Service (DDoS) and scanning activities. Each dot in the plot 
represents a flow, being defined as a set of packets sharing the same source IP 
address, destination IP address, and destination port number (i.e., packets in the 
same TCP connection). Attacks are identified as geometrical forms (parallel 
rectangles and lines) in such visualisation employing source IP addresses, des-
tination IP addresses, and destination port numbers as axes. The attacks that are 
analysed occupy a visibly significant space in this 3D plot due to their inherent 
need for evasion manoeuvre (DoS attack) or wide scanning in a short amount of 
time (network/port scans), whereas "normal" (legitimate) flows only occupy a 
single point. One of the main drawbacks of such plots is the poor discrimina-
tion between attacks and "normal" traffic. 

• The Spinning Cube of Potential Doom [138] plots TCP connections as coloured 
dots in a 3D spinning cube. The X and Z axes represent local and global IP ad-
dresses, while the Y axis depicts port numbers. Successful connections are 
shown as white dots while incomplete TCP connections are represented as 
multi-coloured dots with the colour varying by port number. Port scans appear 
as vertical lines, while the horizontal lines represent network scans. Combina-
tions of them can also be visualised. 

• The Shoki Packet Hustler [139] is an open source project that is able to plot any 
three user-specified variables (rather packet-extracted or derived) against each 
other simultaneously. Two different scatter plots are generated for such vari-
ables: three 2D plots (X-Y, X-Z, and Y-Z) and a 3D isometric view.  
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3.2.1.2   Parallel Coordinate Plots 

• VisFlowConnect-IP [343, 348, 349] uses parallel coordinates to visualise in-
coming and outgoing network flows between internal and external hosts. The 
Parallel Axes View consists of three vertical parallel axes and the thickness of a 
line between two points represents the traffic volume between the hosts. Port 
information is also codified by means of colours. Additionally, data are filtered 
by a user-configurable time window. 

• ID through parallel coordinate plots is widely covered in [45]. Visualising dif-
ferent features extracted from packet headers, sample attacks are identified: 
port scans generated by means of Nmap and Unicornscan, attacks through Nes-
sus and Metasploit, and "real" attacks from a home ISP connection. 

• PCAV (Parallel Coordinate Attack Visualisation) [44] makes use of parallel 
coordinate plots to detect unknown large-scale Internet attacks. Additionally, 
graphical signatures for such visualisation are defined in order to detect nine 
different attacks automatically. 

3.2.1.3   Charts 

• By analysing and reporting on data exported by routers, Flowscan [140] can 
reveal certain anomalies (e.g. DoS attack) due to an abrupt increase in the num-
ber of flows. Chart images are generated by RRGrapher to provide a continu-
ous, near real-time view of the network traffic. Metrics such as flows-per-
second, packets-per-second, and bytes-per-second over a default 48-hour period 
are represented as traditional X-Y line charts. The standard charts provide 
views of the traffic by network or subnet, by application or service, and by 
autonomous system. 

• Stacked histograms of aggregate port activity are proposed in [141]. The hori-
zontal axis maps time and the vertical axis maps interval values of packet count 
and total bytes. Colours are used to distinguish the different intervals in the  
vertical axis. 

• 2D conditional histograms are built in [142] to detect distributed scans. This 
work is focused on parallelization strategies for building conditional histo-
grams, offering significantly improved performance. Different histograms can 
be visualised: daily counts of unsuccessful incoming TCP connections directed 
at a certain port over a 365-day time period, connection counts at hourly resolu-
tion, or per-hour number of unsuccessful connection attempts over a two-day 
period. 

• Simple horizontal bar charts (packet length vs. packet number) are used in [45]. 
As this technique does not by itself allow certain attacks to be clearly identi-
fied, it is enhanced by the binary rainfall technique [143]. 

• NetBytes Host Viewer [144] is an interactive visualisation tool designed to 
show the historical network flow data per network entity over time, using 2D 
and 3D charts. The entity could alternatively be a host (per port aggregation of 
data), a subnet (per host aggregation of data), or a larger network (per subnet 
aggregation of data). The list of entities (ports, hosts, or subnets) appears along 
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the Z axis of the display while time is displayed on the X axis. The third dimen-
sion (Y) represents the magnitude of traffic (in flows, packets, or bytes) seen by 
the entity in the time unit. Colour is used to specify all the data over time for a 
certain entity. 

3.2.1.4   Graphs 

• GrIDS (Graph-based IDS) [145] puts together reports of incidents and network 
traffic into graphs. It is able to aggregate those graphs into simpler forms at 
higher levels of the hierarchical decomposition of the protected organisation. It 
constructs graphs which represent hosts and activity in a network. Graphs, 
which can be of a variety of different types, are defined to identify different in-
trusions. For each type of graph, a set of rules are defined that specify how to 
build nodes, edges, attributes of nodes, attributes of edges, and global attributes 
of the graph. 

• VisFlowCluster-IP [146] is a static off-line visualisation tool using graphs to 
highlight clusters of hosts closely related to each other. Each host in the network 
is modelled as a node in the graph. An edge is added between two nodes if there 
is certain relationship between them, i.e. they communicate with each other or 
they both access the same outside server(s). The arrangement of nodes within 
the graph is initially configured according to the host IP addresses and subse-
quently an algorithm is run that takes "attraction" and "repulsion" forces into ac-
count. Colour is assigned to nodes by considering the IP addresses. Finally, a 
clustering technique is applied to such graphs in order to identify groups of 
closely related nodes. 

• A visualisation from a service-oriented perspective is proposed in [147]. In this 
graph-based visualisation each node in the network is represented as a com-
pound glyph (node in the graph) giving details on the network node activity 
based upon its service usage. The size of the glyph represents the total amount 
of activity on the node, while the angled regions (in different colours) within 
the glyph show the percentage of the total activity related to a particular ser-
vice. Activity links exist between nodes in the graph. Both appearance and lo-
cation of the graph nodes depend on the type of the host they represent: hosts in 
the managed network or outside it. Temporal activity is visualised using time 
slicing techniques in the compound glyph. 

3.2.1.5   Self-Organizing Maps 

The connectionist visualisation approach to ID is not a new one; ANNs have been 
widely applied to the ID task but mainly from a classification-based approach us-
ing supervised learning. On the contrary, SOMs (see section 2.5.13) have not only 
been applied to classify network traffic but also to visualise it. This neural model 
is based on unsupervised learning and consequently does not rely on any prior 
knowledge of the data being analysed. Examples of studies in this field are: 

• One of the initial attempts of using SOMs for ID [148] proposes visualising the 
user behaviour during a certain period in a simple way. The amount of traffic 
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data is reduced by selecting a set of features that characterises the behaviour of 
the users in the network, forming a daily fingerprint of the network user. Al-
though this amount of data is reduced in the feature selection process, it still is 
high-dimensional. To deal with these multidimensional data, the SOM is used 
to visualise the user behaviour in 2D. The maps are constructed using the whole 
dataset for the whole period: the data for all the users for all the days in the pe-
riod. The chosen grid dimensions (18x14) were selected after empirically 
checking the accuracy of the mapping. The hexagonal (six-neighbour) lattice 
and the bubble neighbourhood function are used. 

• [149] proposes a SOM-based visualisation focused on the information stored in 
event logs. The map is organised by similarity of events (considered as multi-
dimensional vectors) rather than by network topology: events that are similar 
are close together in the display. New (or anomalous) user activities are identi-
fied by visual comparison. The neurons are portrayed as squares within a 2D 
grid and several visual features are depicted for each neuron according to cer-
tain values: foreground colour (value of the weight for the selected attribute), 
size (number of events mapped in the unit), and background colour (mean 
quantization error of all the entries resulting in the unit). The user interface 
provides the possibility of showing the map coloured by different attributes. In 
order to spot areas of similar nature across several attributes, the user can visu-
ally compare their distribution on the map to detect boundaries and correlated 
events. 

Previous work by this author [150] combines SOMs with the spring layout 
algorithm, a method with some scalability problems that was inspired by re-
search in the field of physics. 

• [151] applies the SOM, together with some other exploratory multivariate 
analysis methods and visualisation techniques. The SOM results are visualised 
by plotting a stars plot of the representative at each point in the hexagonal lat-
tice, thereby combining the output of SOM and star plots together in a single 
diagram. 

• A SOM is used in [152] to model and to visualise the relationship between 
known and unknown attacks in the KDD Cup 1999 dataset [153, 154]. A Gaus-
sian neighbourhood function over a hexagonal 10x10 lattice is selected. After 
training and building the map, a hit score matrix is generated from the class la-
bels (attack types) of the dataset, in which the neurons are labelled with the 
class label that has the highest hit score. 

• [155] proposes a first step of traffic visualisation by applying a SOM. Once the 
SOM is trained, the weight information is used as an input to a Back Propaga-
tion Network for classification. 

3.2.1.6   Advanced Interfaces and Combined Techniques 

• SeeNet [43] includes three different graphical tools for network monitoring. 
Apart from link maps (that picture the connectivity of a network over a geo-
graphical map) and node maps (that display node-oriented data by showing a 
glyph over a geographical map), the other visualisation (the matrix display) 
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depicts network traffic on a coloured grid. This matrix-based visualisation 
concentrates on the links of a network, in an attempt to overcome some  
of the constraints associated with a geographical visualisation. The grid shows 
the volume of traffic between nodes in a network, each point representing the 
amount of traffic between a traffic source and a traffic destination by means of 
different colours. This visualisation relies on the order in which the nodes are 
assigned to rows and columns. The nodes can be arranged in approximate 
geographical order with west-to-east along the horizontal axis and correspond-
ingly along the vertical axis. 

• In [156], the previously developed SHADOW IDS is upgraded by different 
visualisation techniques, including pixel images (matrices), parallel coordinate 
plots, and colour histograms. Parallel coordinate plots use source and destina-
tion ports, source and destination IP addresses, and time as axes. A 256x256 
colour histogram is built with the columns corresponding to the third octet of 
the local IP address and the rows to the fourth octet. 

• Nam [157] is proposed as a network animator providing packet-level anima-
tion, protocol graphs, traditional time-event plots of protocol actions, and sce-
nario editing capabilities. To provide an animated network traffic visualisation, 
Nam interprets a trace file containing time-indexed network events. This ani-
mation is based on a graph adjusted to the network topology. Once this graph is 
built, trace events indicate when packets enter and leave links and queues of the 
hosts in the network. Additionally, time-event graphs represent protocol-
specific information. 

• Several 3D displays using numerous visual attributes (shape, position, motion, 
size, orientation, colour, transparency, texture, and blinking) of geometric ob-
jects are proposed in [158], some of which are prototyped in the 3D Virtual Re-
ality Modelling Language. 

• Animated glyph-based visualisations are proposed in [107, 108] as an extension 
of previous work by the authors of [159]. These visualisations show connec-
tions from external hosts to a monitored server or small network environment. 
Through these visualisations, systems are represented as glyphs incorporating 
visual attributes representative of parameters in the data, such as number of us-
ers, system load, status, and unusual or unexpected activity. Initial connection 
requests are represented as parallel lines and hashes in such lines represent the 
number of user connections from one system to another (a single hash mark 
represents each user). Protocol information is codified in the style of the lines: 
solid, dashed, long dashed, solid with many arrows, etc. Colours are used to in-
dicate the status of the activity: unusual or unexpected, questionable, etc. 

These visualisations are complemented in [160] with certain techniques that are 
more specifically geared towards the representation of behaviour: simple line-
based histograms, pixel-based histograms, and a summary display showing the 
overview of all activity represented in the pixel-based histogram representation. 

• The solution proposed in [161] combines visualisation and data mining of rout-
ing data to detect anomalies, intrusions, and router instability. ID is performed 
by combining star coordinate plots and a previously developed tool called 
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PaintingClass. Additionally, scatter plots of original data dimensions are also 
used. 

• Visually fingerprinting the most common attack tools is proposed in [48]. To 
do so, parallel coordinate plots show traffic patterns between various hosts on a 
network. They extend the VisFlowConnect system [333, 338] by applying addi-
tional dimensionality, alternative encoding techniques, real-time packet cap-
ture, and focused attack tool specific data. Additionally, some other made-to-
measure and scatter plots are proposed to complement the parallel coordinate 
plots. 

• PortVis [162] is focused on TCP and UDP port traffic and produces visualisa-
tions of network traffic using 2D plots. The interface combines several compo-
nents: a timeline of network activity, a primary display of network ports, a de-
tailed view of selected ports, and charts of individual port activity. The main 
component employs a two-dimensional 256x256 matrix on which each position 
corresponds to a port; the vertical axis corresponds to the remainder of the port 
number divided by 256 and the horizontal axis corresponds to the integer value 
of the port number divided by 256. Network activity is summarised at each lo-
cation in the plot using colour. 

• NVisionIP [163] integrates different views of network data: 
• Galaxy view: the overall state of a class-B network is shown in a scatter plot 

with IP addresses on each axis (subnet versus host). Each point represents the 
traffic destined for a certain host, and its colour shows the number of active 
ports at a given time. 

• Small multiple view: bar charts are shown for a selection of specific ports of 
the machines on a given subnet. 

• Machine view: all the details of a specific machine are presented by means of 
bar charts. 

The way in which information from NVisionIP and VisFlowConnect can be 
correlated and used to identify several network anomalies is detailed in [164]. 
The NVisionIP system-oriented view is complemented with the VisFlowCon-
nect network view in an intuitive way. 

• Although proposed as a firewalling tool, the VisualFirewall [165] incorporates 
network monitoring and ID facilities. Two of its four different visualisations of 
network state focus on overall network security: 

• The Visual Signature view shows packet flows as lines on a two-parallel axis 
plot. The right axis shows the global IP address space and the left axis shows 
ports on the local machine, using a cube root scale. A line from the local port to 
the foreign IP address shows that there is an exchange of packets between the 
local host and a foreign host. Its colour represents the transport protocol being 
used and its brightness depends on time: brighter lines correspond to newer 
packets and dull lines correspond to older packets. 

• The Statistics view displays the throughput of the network (in bytes per second) 
on a line chart. The horizontal axis representing time is compared against  
three different measures of network traffic: overall, incoming, and outgoing 
throughput. 
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• [166] proposes several three-dimensional visualisations each one emphasizing 
different aspects of the data. Two visualisations based on Snort alarms are pro-
posed in unison with a network data visualisation. The later being intended to 
support the identification of false positives generated by Snort. The visualisa-
tion of network traffic (referred as Island) is an iconic approach using a tree 
metaphor. Trees are built for each destination port number and branches repre-
sent the associated destination IP addresses. Similar to the branch idea, leaves 
are drawn at the top of the tree based on the components of the associated 
source IP addresses. The octets of the IP addresses affect the colour, the angle 
(about the tree), and the distance from the tree to the leaves. Finally a sphere 
depending on the number of bytes transferred is drawn at the top of each tree. 

• A two-level visualisation methodology for the detection of network scans is 
proposed in [167]. The authors propose a detailed view technique for display-
ing individual scans. It consists of a 256x256 grid where the horizontal and  
vertical axes are the third and fourth bytes of the destination IP addresses. The 
colour of each dot represents various metrics based on statistical information 
regarding the arrival time at that IP address. Additionally, to compare pairs of 
scans, wavelet scalograms are proposed. On the other hand, a graph visualisa-
tion is proposed to provide a high level view of a large set of scans. Each node 
represents a scan, and the connection between any two nodes is weighted ac-
cording to the wavelet comparison between them (0% means "completely dif-
ferent" and 100% means "total matching"). 

• [168] proposes a visualisation tool for real-time and forensic network data 
analysis. This tool combines link analysis using parallel coordinate plots with 
the time-sequence animation of scatter plots in a 2D/3D coordinated display. A 
2-axes parallel coordinate plot is built by using source IP addresses and destina-
tion port numbers in which colours of lines denote the protocol (UDP or TCP). 
Glyphs based on temporal information are also built and move within the visu-
alisation as the packets get older. 

• Portall [169] correlates network traffic to the host process generating it through 
diagrams. Its main window shows a client-server layout of communications 
from the perspective of the monitored machines. Neutral, complementary col-
ours and subtle shading gradients were used for the host and process markers, 
while contrasting primary colours were used for the port boxes and connection 
lines. Port activity bar charts are included in the process boxes. 

• IDGraphs [170, 171] combines different visualisation techniques. It generates 
scatter plots of time versus unsuccessful connection, offering several aggrega-
tion methods that help reveal different attack patterns. These plots are also con-
sidered as time-series histographs featuring a time-versus-failed-connections 
mapping. Users can view a great number of such time series simultaneously 
supporting the discovery of attack patterns. Visual features such as pixel lumi-
nance are used to provide the user with further information. IDGraphs also in-
cludes further facilities such as an interactive query interface, a correlation 
analysis and in-depth examination supported by a zooming interface. 

• The main visual component of TNV (Time-based Network traffic Visualizer) 
[172] is a matrix display showing network activity of hosts over time. Time is 
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shown in the horizontal axis and all available IP addresses are displayed on the 
vertical axis. The colour of each cell depends on the number of packets for that 
time interval. Connections between hosts are superimposed on the matrix as 
links, in a similar way to parallel coordinates; the colour of such links shows 
the associated protocol. This view is complemented by others such as: a histo-
gram of the temporal network traffic activity, a diagram of port activity and the 
details of the raw packets. 

• An interface consisting on different views is proposed in [173]. The timeline 
visualisation is a scatter plot of the entire time range available, combining time 
and port numbers (summarized in 32 ranges). This visualisation also includes a 
histogram showing the relative frequencies of each activity level (number of 
sessions) over the entire range of time. The grid visualisation consists of a 
256x256 matrix (one dot for each of the 65,536 ports) depicting the port activ-
ity during a given time unit. This visualisation considers the port number as a 
two-byte number: the horizontal axis represents the high byte of the port num-
ber, and the vertical axis represents the low byte of the port number. There is a 
scatter plot in which each point represents a particular port, and the axes corre-
spond to two different metrics. As in the case of the timeline visualisation, a 
histogram is included in the scatterplot visualisation. The volume visualisation 
generates a 3D plot by adding time to the grid visualisation. Finally, a port 
visualisation is offered, showing all the data available that concerns a particular 
port. Time-varying metrics associated with a port number are depicted in five 
different line graphs. 

• VIAssist (Visual Assistant for Information Assurance Analysis) [174] incorpo-
rates a suite of integrated visualisations to examine the same traffic dataset 
from multiple perspectives. It is intended to reveal patterns that would not be 
discovered through a single perspective. These visualisations include:  

− A time histogram of packets count. 
− A matrix of source and destination IP addresses. 
− Extended parallel coordinate plots. 
− Trees in which the analysed host is the root of the display, destination port 

numbers constitute the second level of the hierarchy and destination IP ad-
dresses are the leaves. 

− Bar charts where the horizontal axis depicts the number of packets, and the 
vertical axis depicts the destination IP address. 

VIAssist has been lately integrated [175] with a network flow analysis system, 
SiLK (System for Internet-Level Knowledge). The SiLK network traffic analy-
sis tools are used by US-CERT, JTF-GNO, and other organisations to collect, 
store, and analyse network traffic as flows. 

• NFlowVis [176] incorporates five analysis views: general network overview, 
integrated ID view, flow visualisation of attacker connections, detailed host 
view, and NetFlow records view. The general overview shows aggregated traf-
fic and port usage through line charts, grouped line-wise pixel arrangements, 
and port activity through coloured matrixes. The ID view links IDS alerts with 



52 3   Previous Work on NID
 

 

the full NetFlow records and displays the textual data. Within the flow visuali-
sation view, the monitored network is mapped to a treemap visualisation [177]. 
This visualisation hierarchically maps the monitored network infrastructure to 
prefixes of various granularities and enlarges high-load entities. The local IP 
prefixes or addresses are represented in the treemap and the external hosts (and 
hence, the intruders) are arranged at the borders. Internal and external IP ad-
dresses are linked using splines parameterized with prefix information. Detailed 
histograms are provided in the host view. 

• Isis [178] provides users with two linked visual representations of temporal 
sequences of network flow traffic: the timeline (a collection of histograms) and 
the event plot (similar to a scatter plot). In both representations, IP addresses 
act as categorical values for the vertical axis with time on the horizontal axis. 
Timelines show an aggregated value over all events (such as the minimum, 
maximum, or average of the number of packets or bytes), while event plots re-
veal the patterns of individual events. The size, shape, and colour of the mark-
ers in the event plots can be changed based on certain flow attributes. 

3.2.1.7   Others 

• In one of the earliest works in this field [179], an Ethernet source/destination 
traffic matrix is proposed to identify network worms. Source and destination 
host numbers (octal) in a segment are respectively represented on the vertical 
and horizontal axis. 

• IDIOT (Intrusion Detection In Our Time) [180] makes use of coloured Petri 
Nets [181] to represent attack signatures. Petri Nets [182] can be defined as a 
graphical language to design, specify, and verify systems, the main drawback 
of which is its high computational cost associated with comparing the stored at-
tack signatures and the log-registered events. 

• Spicules (spherical glyphs capable of representing up to 360 variables) are pro-
posed in [183] to show nodes. Under this 3D geometric approach, the volume 
of a spicule is proportional to a computed value representing the perceived se-
curity fitness of the node. Each spicule has several tracking vectors protruding 
from its surface that represent different attributes of the node. For those attrib-
utes which have minimum and maximum values, tracking vectors travel from 
the horizontal plane towards the positive vertical axis on the surface of the spi-
cule as the value of the feature approaches its maximum. Attributes that have 
no bound on growth are represented by fixed vectors around the equator of  
the spicule which grow outwards as their values increase. The vectors around 
the spicule for a system may be used as a geometric signature of the state of the 
system, represented as angles for tracking vectors and magnitudes for fixed 
vectors. The geometric signature for a specific attack could be also added to the 
spicule for a system under normal operation, resulting in a visual of what that 
system will look like under attack. The spicule for a computer on a network is 
plotted in a 3D space with its IP address on the X and Z axis, coupled with a 
mathematical quantity derived from the spicules vector angles on the Y axis. 
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• A 3D visualisation to detect network intrusions in telnet traffic is proposed in 
[184]. As this work combines visualisation and information retrieval tech-
niques, telnet data are fed into the Telltale document analysis system, where 
each session is considered as a single document. Once a number of sessions 
have been entered, another session can be used as a query against them to get a 
similarity score. By using a session with a known attack as the query, the group 
of previously entered sessions is then scanned for other instances of the attack. 
This is done for multiple groups of sessions, and then the resulting similarity 
scores are shown in a glyph-based 3D visualisation generated by the Stereo-
scopic Field Analyzer visualisation system [185]. The scores of similarity of 
each session for three different attacks are arbitrarily assigned to the three axes 
in order to build the 3D visualisation. 

• Tudumi [186] is a log visualisation system to assist in the auditing of log files 
to detect intrusive and anomalous behaviour. It focuses on three main types of 
user activity: remote access of the server, logging onto the server, and switch-
ing user accounts. These data are represented as a series of layered concentric 
disks in a 3D space. The bottom disk displays information about user switching 
and the remaining disks represent network access and log-in information. Each 
user is represented by a textured node. 

• In [187], the interactive visualisation of Border Gateway Protocol (BGP) data is 
proposed to identify anomalous situations, to characterise routing behaviour, 
and to identify weaknesses in connectivity. To do so, each IP address is mapped 
to one pixel on a 512×512 pixel square. A square is repeatedly subdivided into 
4 equal squares: in mapping a 32-bit address to a square, the first two most sig-
nificant bits of the address are selected to place it in one of the 4 sub-squares. 
The next two most significant bits are repeatedly used to place the prefix in a 
subsquare within a sub-square until the prefix is in a square with the size of a 
single pixel or the bits of the prefix are exhausted. A pixel is coloured yellow if 
a change in the routing data occurred on the current day and brown if a change 
occurred on a previous day. In the detail windows, a coloured rectangle is 
shown for each routing data change: its position is determined by the IP prefix, 
the size by the mask, the brightness by how long ago the change occurred, and 
the hue by the type of the change. 

• The Immersive Network Monitoring system [188] employs 3D real world 
metaphors to lay out and encode abstract information to fully engage the human 
perceptual and cognitive systems. Using the concept of "territory", the internal 
address space of the monitored network is mapped into a circular region. The 
external address space is then mapped into a hemispherical region centred on 
the first region and separated by a shield (represented by a semi-transparent 
dome). The connections between internal and external hosts are presented by 
lines with particular colour and length, representing information such as service 
type, duration of that connection, and source/destination IP addresses.  

• VISUAL [189] can be used for analysis of packet data for a subnet consisting 
of less than 1,000 hosts. A home-centric ("us versus them") perspective of the 
network is adapted: all home (internal) IP addresses are shown as a square grid 
with all these addresses represented as small squares. External IP addresses are 
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located along the screen: the first two bytes of an external IP address determine 
its X coordinate on the screen and the last two bytes determine the Y coordi-
nate. As a consequence, external IP addresses from the same class B or C net-
work are shown as vertical lines. Lines from individual computers in the home 
network communicating to other external hosts are also shown, which simply 
mean that there was some communication between the computers. Line colour 
shows the direction of traffic. With this home-centric visualisations, a user can 
see which home IP addresses received a great deal of connections (fan-in) and 
which external IP addresses received the most hits from the internal IP ad-
dresses (fan-out). 

• The visualisation environment proposed in [190] employs a visualisation tech-
nique consisting of several concentric circles in a square. The local IP address 
is represented around the radius of the internal circles. Remote IP addresses are 
represented along the top and bottom of the square edges. The top edge is used 
if the local IP appears in the top semi-circle and the bottom edge is used if the 
local IP appears in the bottom semicircle. Similarly, (the right edge for the right 
semi-circle and the left edge for the left semi-circle) port numbers are repre-
sented on the left and right edges of the square. The circles are representative of 
the age of the identified activity: the outer circles represent the most current 
data while each inner circle represents data m time units older, where m is the 
circle number. 

• IDtk [191] generates glyph-based visualisations in two or three dimensions. 
The user could choose the mappings between data attributes and visualisation 
features. In other words, users select the data features for the axes, and those 
determining the colour and size for each data item. 

• NetViewer [192] provides the view of network traffic as a sequence of visual 
images. The normalized packet count of the 256 entries of each IP address byte 
is arranged in a 16x16 matrix for visual representation at the sampling point. 
The 16x16 matrix of each of the 4 bytes of IP addresses are organised as a 
frame for both source and destination IP addresses, respectively. Image proc-
essing techniques are proposed for the detection of attacks in such matrices. 

• Network traffic is visualised in [193] by mapping its given one-dimensional 
time series into a co-occurrence matrix and applying statistical texture analysis 
methods from the domain of digital image processing. Some details depending 
on what is of specific interest (i.e. number of TCP streams or open TCP con-
nections, or number of IP, TCP, UDP, or ICMP packets per time interval) can 
be used by selecting different aggregation functions such as the number of 
packets captured or a certain protocol. 

• Through SVision [194], a network is represented as a community of hosts 
roaming in a 3D space which is defined by the set of services the hosts are us-
ing. It is intended to graphically cluster the hosts into normal and abnormal 
ones. Spheres representing the positions of hosts and colours (gray and black) 
are used to distinguish between the internal and external hosts, respectively. 
Additionally, the intensity of the colours changes from dark to light with re-
spect to the time. A 2D plane is applied to discriminate between sparsely-active 
and constantly active hosts with respect to a selected set of services. For the 
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sake of clarity, SVision only highlights the hosts that might represent a poten-
tial threat to the network as it has problems in effectively dealing with large-
scale attacks on a high-speed network. The "normal" hosts overlap near the 
centre of the view. 

• Properties of packet flows are mapped to pixel coordinates using Space-filling 
Curves (SFCs) in [195]. SFCs generate traffic images that provide both storage 
and bandwidth savings in characterising traffic flows and identifying anoma-
lous behaviour. Packets are characterised by four features: source/destination IP 
address and source/destination port. Packet records are aggregated to form a 
histogram representing the frequency of occurrence of each one of the possible 
four-tuple values. This histogram is converted to a one dimensional representa-
tion by means of SFCs. Then, a 2D representation for image visualisation is 
generated from the one dimensional representation. 

3.2.2   Visualised Data 

Taking into account the visualised data, previous work can by classified as speci-
fied in the following sections.  

3.2.2.1   Packet Headers 

• Raw packet data are summarized by GrIDS [145] into events consisting of a 
single network packet or a collection of packets. Connections are then defined 
as sequences of events labelled with source and destination IP addresses, source 
and destination ports, sequence number, and time. 

• [149] visualises events based on the following data: timestamp, source and des-
tination IP addresses, source and destination ports, packet length (UDP only), 
data sequence number of the packet (TCP only), data sequence number of the 
data expected in return (TCP only), number of bytes of receive buffer space, 
available indication of whether or not the data is urgent (TCP only), and flags 
like SYN, FIN, PUSH, and RST (TCP only). 

• The extension of the SHADOW IDS propose in [156] mainly employs source 
and destination ports, source and destination IP addresses, and time. 

• Individual packets are grouped into bidirectional network flows analogous to 
TCP connections in the Immersive Network Monitoring system [188]. A flow 
is identified by a 5-tuple: source/destination IP address, source/destination port, 
and protocol. For each flow, the following features are computed: start and end 
times, endpoint IP addresses, endpoint TCP or UDP ports (when applicable), 
and the total number of bytes and packets in each direction. 

• The visualisation strategy proposed in [137] uses destination port numbers, 
source IP addresses, and destination IP addresses extracted from traffic flows. 

• The Spinning Cube of Potential Doom [138] uses TCP connections (including 
every completed and attempted TCP connection) collected through the Bro IDS 
[196, 197]. These connections are characterized by source IP address, destina-
tion IP address, and destination port number. 
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• The following data are visualised in [48]: source and destination IP addresses, 
source and destination ports, and protocol type (TCP or UDP, inbound or out-
bound from home networks). Additionally, time is also used in some of the 
plots proposed in this work. 

• Heavily sanitised data are analysed in PortVis [162]. Network data are reduced 
to a set of counts of entities such as amount of TCP sessions or amount of dif-
ferent source IP addresses that are present. From this general information ag-
gregated from network traffic flows, the following pieces of data, accumulated 
over each hour, are used: protocol (TCP or UDP), port, hour, session count, 
unique source/destination IP addresses, unique source/destination IP address 
pairs, and unique source countries. 

• VISUAL [189] uses a data source of packet traces, specifically pre-processed 
from pcap [198] files. IP addresses are mainly used to build the visualisation. 

• By visualising network packet header data over time, the system proposed in 
[141] is able to see the penetration and subsequent activity of the Sasser worm. 
This data include port numbers, size, timestamp, and IP addresses. 

• Two different data sources are proposed in [166]. The first one consists of 
alerts generated through Snort, while the second one is the 1999 DARPA data-
set [199, 200]. The raw traffic data are aggregated according to destination port 
numbers and source/destination IP addresses. For each aggregated element, 
packet size and number of packets are considered. 

• The tool in [168] uses source IP addresses, destination port numbers, protocol 
information, and time of each packet. 

• NetViewer [192] passively monitors packet headers of network traffic at regu-
lar intervals. The gathered data include source/destination IP addresses, 
source/destination port numbers, traffic volume in bytes, packets, and other  
information. 

• TNV [172] proposes an advanced interface considering several pieces of in-
formation: host IP address, packets timestamp, traffic volume at each host/port, 
and connections between hosts. Additionally, there is a view showing header 
information of the captured packets. 

• Sanitised data are visualised in [173] to identify network and port scans. This 
data is reduced to a set of entity counts such as TCP sessions or IP addresses. It 
includes protocol label, port number, and time information for filtering and po-
sitioning the data. Additionally, attribute values are also used: session count, 
unique source addresses, unique destination addresses, unique source-
destination address pairs, and unique source countries. 

• SVision [194] was tested on DARPA datasets. Six fields from the packet head-
ers were used: source and destination IP addresses, source and destination port 
numbers, packet length, and protocol type. 

• In [195], the following fields of packet headers are used: source IP address, 
destination IP address, source port, and destination port. 

• The system proposed in [147] uses source/destination IP address and 
source/destination port numbers from network packets captured at each ma-
chine on the network. 
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• PCAV [44] displays network flows by using the source and destination IP ad-
dresses, the destination port, and the average packet length in the flow. A flow 
is a single network connection and can consist of millions of packets. 

3.2.2.2   NetFlow Data 

• Flowscan [140] analyses NetFlow data, providing a visualisation in the units of 
five-minute intervals. It can plot packet, byte, and flow count by IP protocol 
(such as ICMP, TCP, and UDP), service or application, IP prefixes (class A, B, 
or C network), or autonomous system pairs.  

• NVisionIP [163] visualises NetFlow data. The Galaxy View is based on IP ad-
dresses while the Small Multiple View uses port numbers to visualise the data. 

• IDGraphs [278, 279] allows the visualisation of NetFlow connection records 
taking into account the number of unsuccessful connections. Its main visualisa-
tion facility aggregates streams of packets by source IP address and destination 
port number, destination IP address and destination port number, source IP ad-
dress and destination IP address, destination IP address, source IP address, or 
destination port number. According to the authors, the number of failed connec-
tions (SYN-SYN/ACK) is a strong indicator of suspicious network flows. 

• VisFlowCluster-IP [146] uses NetFlow data from two different sources. For 
each record, the following information is analysed: source and destination IP 
addresses, source and destination ports, number of bytes and packets, start and 
end times, and protocol type. 

• NetBytes [144] uses application volume data obtained from multisets produced 
by the SiLK analysis tools based on NetFlow data. SiLK tools are applied to 
calculate counts about flows, bytes or packets for specific unique key identifi-
ers such as source ports, destination ports, source IP addresses, and destination 
IP addresses. 

• NFlowVis [176] stores NetFlow data (original features and some other derived 
such as flow count, transferred packets or bytes, etc.) in a relational database 
system and links these flows to alerts from IDSs or public warnings. 

3.2.2.3   Others 

• The matrix display of SeeNet [43] employs the list of nodes in a network and 
different statistics on the associated links. Several statistics such as abso-
lute/percentage overload can be used. 

• The user account logs of more than 600 users for a period of 400 days are used 
in [148]. These logs give information on the processes performed by the users, 
including CPU-times, characters transmitted, and blocks read. A feature reduc-
tion process is performed over these logs, reducing the 34 initial features to 
only 16. 

• The trace files used by Nam [157] contain information on static network layout 
and on dynamic events such as packet arrivals, departures, drops, and link fail-
ures. Nam's animation component displays only a subset of the data in the trace 
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files. Other Nam components handle additional information such as packet 
headers or protocol state variables. 

• In [184], the tcpdump [198] data of the 1998 DARPA dataset [1] are used. As 
only anomalous telnet traffic is targeted, telnet packets (packets that involved 
port 23 as either the source or destination port) were selected. For each one of 
these packets, the following features were considered: timestamp, protocol, 
source IP address, source port, destination IP address, and destination port. This 
information was subsequently aggregated as telnet sessions. 

• The visualisation tool proposed in [69, 70] uses data from the Hummer IDS in 
order to represent network events between a monitored system and other hosts. 
This includes normal log files with additional statistics and other available sys-
tem information. Data such as amount of users, status of the activity, protocol, 
and source/destination host are used to build the visualisation up. 

• Tudumi [186] is based on log files and does not filter out any log information. 
Instead, it represents all kinds of events in the log at anytime. Access host in-
formation is summarized on the basis of its domain name. 

• In [187], data from the Border Gateway Protocol are visualised by a diagram 
based on IP addresses. 

• The 41 variables in the KDD Cup 1999 dataset, comprising both the training set 
(494,021 connections) and the test set (311,029 connections) were used in 
[161]. 

• VisFlowConnect-IP [110, 111, 112] employs the following features extracted 
from NetFlow records: source and destination IP addresses, protocol informa-
tion, timestamp, and the amount of packets within a flow. 

• Portall [169] uses information on hosts and processes. The Windows host 
monitor gathers process and port information via the IP Helper Application 
Programming Interface (IPHLPAPI). This interface retrieves all open TCP and 
UDP ports via a pair of undocumented Windows system calls. Additionally, the 
host monitor writes timestamped entries containing process and port informa-
tion in the database. On the other hand, the Windows network monitor collects 
(by means of the WinPCap packet capture library) and stores packet header 
data and timestamps in the database. 

• Incorporating firewalling, network monitoring, and ID facilities, the Visual-
Firewall [165] uses both firewall and IDS alarm data. It also utilizes network 
data to provide simultaneous representations of relevant information. This net-
work data include: foreign IP addresses, local port numbers, protocol, time, and 
packet counts (incoming/outgoing/overall). 

• One of the 3D visualisations proposed in [166] is applied to the 1999 DARPA 
dataset. The other two employ data about the alarm data generated by Snort. 

• Both packet- and connection-based data can be used in the visualisation envi-
ronment proposed in [190]. Regardless of the data format, the visualisation is 
based on IP addresses, port numbers, and time. 

• IDtk [191] can visualise raw TCP packet data or alerts generated by IDSs such 
as Snort. Due to its versatility, different features of TCP packet data such as 
source and destination IP addresses or destination port and time can be chosen. 
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• Network connection data collected by Bro at NERSC (National Energy Re-
search Scientific Computing Center, Berkeley Lab) are used in [142]. This 
dataset contains 2.5 billion records, each with 22 attributes such as source and 
destination IP addresses, source and destination ports, start time, duration, and 
number of bytes sent along with additional network connection information. 

• The KDD Cup 1999 dataset is used in [152]. To overcome some of the prob-
lems of this dataset, it was resampled: 1,000 samples from each class were ran-
domly selected. Those classes having less than 1,000 samples were over sam-
pled (with duplicates). 

• [155] also uses the KDD Cup 1999 dataset. The dataset is pre-processed to re-
move redundancy, non-numerical attributes are represented in numerical form, 
and data are normalised. 

• VIAssist [174] supports multiple data sources such as IDS alert databases, net-
work flow data, or incident repositories. Flows are aggregated according to 
TCP sequence number, or a time threshold for UDP communications between 
unique host pairs. The different visualisations within VIAssist use source and 
destination IP addresses, source and destination ports, and packet counts. 

• The data used by Isis [178] are the routed ICMP, UDP, and TCP network 
flows, captured by a sensor at the network gateway. Each flow (defined by the 
protocol, source/destination IP addresses, and source/destination ports) summa-
rizes the time, duration, packet counts, and byte counts of a network connection 
at the transport layer. 

• In the Shoki Packet Hustler [139] all the variables in the standard IP, TCP, 
UDP and ICMP headers are available for visualisation. Additionally, some 
other statistics such as relative times or running average can be visualised. 

3.3   Agents and Multiagent Systems 

As previously mentioned, IDSs have evolved from monolithic batch-oriented sys-
tems to distributed real-time networks of components. As a result, new paradigms 
have been designed to support such tools. Agents and MASs (described in section 
2.6) are one of the paradigms that best fit this setting. Furthermore, some other AI 
techniques can be combined with this paradigm to make more intelligent agents. 

Previous attempts to take advantage of agents and MASs in the field of ID  
include: 

• JAM (Java Agents for Metalerning) [201] combines intelligent agents and data 
mining techniques. When applied to the ID problem, an association-rules algo-
rithm determines the relationships between the different fields in audit trails, 
while a meta-learning classifier learns the signatures of attacks. Features of 
these two data-mining techniques are extracted and used to compute models of 
intrusion behaviour. 

• In the 90s, DARPA defined the Common Intrusion Detection Framework 
(CIDF) as a general framework for IDS development. The Open Infrastructure 
[202] comprises a general infrastructure for agent based ID that is CIDF com-
pliant. This infrastructure defines a layered agent hierarchy, consisting of the 
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following agent types: Decision-Response agents (responsible for responding to 
intrusions), Reconnaissance agents (gather information), Analysis agents (ana-
lyse the gathered information), Directory/Key Management agents, and Storage 
agents. The two last-named agents provide support functions to the other 
agents. 

• AAFID (Autonomous Agents For Intrusion Detection) [203] is a distributed 
IDS architecture employing autonomous agents, which are defined as "software 
agents that perform a certain security monitoring function at a host". This ar-
chitecture defines the following main components: 

− Agents: monitor certain aspects of hosts and report them to the appropriate 
transceiver. 

− Filters: perform data selection and function as an abstraction layer for 
agents. 

− Transceivers: act as external communications interfaces for hosts. 
− Monitors: the highest-level entities that control entities that are running in 

several different hosts. 
− User interfaces: interact with a monitor to request information and to pro-

vide instructions. 

This architecture does not detail the inner structure or the mechanisms of the 
proposed agents that use filters to obtain data in a system-independent manner. 
In other words, these agents do not depend on the operating system of the hosts. 
Additionally, AAFID agents do not have the authority to directly generate an 
alarm and do not communicate directly with each other. 

• In [204], a general MAS framework for ID is also proposed. Authors suggest 
the development of four main modules, namely the sniffing module (to be im-
plemented as a simple reflex agent), the analysis module (to be implemented as 
several agents that keeps track of the environment by examining past packets), 
the decision module (to be implemented as goal-based agents to make the ap-
propriate decisions), and the reporting module (to be implemented as two sim-
ple reflex agents: logging and alert generator agents).  

The sniffing agent sends the previously stored data to the analysis agents 
when the latter request new data. One analyser agent is created for each one of 
the attacks to be identified. They analyse the traffic reported from the sniffing 
module, searching for signatures of attacks and consequently building a list of 
suspicious packets. 

Decision agents are attack dependant. They calculate the severity of the at-
tack they are in charge of monitoring from the list of suspicious packets built by 
analyser agents. Decision agents also take the necessary action according to the 
level of severity. 

Finally, the logging agent keeps track of the logging file, accounting for the 
list of suspect packets generated by the decision agents. Subsequently, the alert 
generator agent sends alerts to the system administrator according to the list of 
decisions. 
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• Some topics regarding ID based on MASs are briefly discussed in [205], where 
a general framework for ID is proposed. Such framework includes the follow-
ing classes of agents: learning data management agents, classifier testing 
agents, meta-data forming agents, and learning agents. 

• SPIDeR-MAN (Synergistic and Perceptual Intrusion Detection with Rein-
forcement in a Multi-Agent Neural Network) is proposed in [206]. Each agent 
uses a SOM and ordinary rule-based classifiers to detect intrusive activities. A 
blackboard mechanism is used for the aggregation of results generated from 
such agents (i.e. a group decision). Reinforcement learning is carried out with 
the reinforcement signal that is generated within the blackboard and distributed 
over all the agents which are involved in the group decision making. 

• A heterogeneous alert correlation approach to ID by means of a MAS is pro-
posed in [207]. In this study alert correlation refers to the management of 
alerts generated by a set of classifiers, each of them trained for detecting at-
tacks of a particular class (DoS, Probe, U2R, etc.). Although it is a HIDS, the 
main idea underlying the design of this MAS could also be applied to NIDSs. 
In accordance with Gaia methodology (described in Chapter 4), roles and pro-
tocols are specified in this study. The roles are mapped into the following 
agent classes: 

− NetLevelAgent (DataSensor role): in charge of raw data pre-processing and 
extracting both events and secondary features. 

− BaseClassifiers (DecisionProvider role): performs source based classifica-
tion and produces decisions after receiving events from sources. Several 
subclasses are defined to cover the different predefined types of attacks and 
the different data sources. 

− Metaclassifiers (DecisionReceiver and DecisionProvider roles): one agent 
of this class is instantiated for each one of the attack types. They combine 
decisions produced by the BaseClassifiers agents of the assigned attack 
type. 

− SystemMonitor (ObjectMonitor role): visualises the information about se-
curity status. 

• CIDS (Cougaar-based IDS) [208] provides a hierarchical security agent frame-
work, where security nodes are defined as consisting of four different agents 
(manager agent, monitor agent, decision agent, and action agent) developed 
over the Cougaar framework [209]. It uses intelligent decision support modules 
to detect some anomalies and intrusions from user to packet level. The output 
of CIDS (generated by the Action Agent) consists of the environment status re-
port (IDMEF format [210]) as well as recommendations of actions to be taken 
against the ongoing intrusive activities. The system employs a knowledge base 
of known attacks and a fuzzy inference engine to classify network activities as 
either legitimate or malicious. 
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• PAID (Probabilistic Agent-Based IDS) [211] is a cooperative agent architecture 
where autonomous agents perform specific ID tasks (e.g., identifying  
IP-spoofing attacks). It uses three types of agents:  

− System monitoring agents: responsible for collecting, transforming, and 
distributing intrusion specific data upon request and evoking information 
collecting procedures 

− Intrusion-monitoring agents: encapsulate a Bayesian Network and performs 
belief update using both facts (observed values) and beliefs (derived val-
ues). They generate probability distributions (beliefs) over intrusion vari-
ables that may be shared with other agents, which constitutes the main 
novelty of PAID. Methods for modelling errors and resolving conflicts 
among beliefs are also defined. 

− Registry agents: coordinate system-monitoring and intrusion-monitoring 
agents. 

− A multiagent IDS framework for decentralised intrusion prevention and de-
tection is proposed in [212]. The MAS structure is tree-hierarchical and 
consists of the following agents: 

− Monitor agents: capture traffic, pre-process it (reducing irrelevant and 
noisy data), and extract the latent independent features by applying feature 
selection methods. 

− Decision agents: perform unsupervised anomaly learning and classification. 
To do so, an ant colony clustering model is deployed in these agents. When 
attacks are detected, they send simple notification messages to correspond-
ing action and coordination agents. 

− Action agents: perform passive or reactive responses to different attacks. 
− Coordination agents: aggregate and analyse high-level detection results to 

enhance the predictability and efficiency. 
− User Interface agents: interact with the users and interpret the intrusion in-

formation and alarms. 
− Registration agents: allocate and look up all the other agents. 

• A MAS comprising intelligent agents is proposed in [213] for detecting probes 
(scans). These intelligent agents were encapsulated with different AI para-
digms: support vector machines, multi-variate adaptive regression, and linear 
genetic programming. Thanks to this agent-based approach, specific agents can 
be designed and implemented in a distributed fashion bearing in mind prior 
knowledge of the device and user profiles of the network. 

By adding new agents, this system can be adapted to large networks. Due to 
the interaction of different agents, failure of one agent may not degrade the 
overall detection performance of the network. 

In addition to the above works, others have focused on the mobile-agents 
approach: agents which travel along the different hosts in the network that is  
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monitored. Some issues concerning the application of mobile agents to ID are 
further discussed in [214], and examples of this approach are: 

• IDA (ID Agent system) [215] is aimed at detecting many intrusions efficiently 
rather than accurately detecting all intrusions. To do so, it approaches ID from a 
novel standpoint: instead of continuously monitoring the activity of users, it 
watches events that may relate to intrusions (MLSI - Mark Left by Suspected 
Intruders). When an MLSI is detected, IDA collects further information, analy-
ses it and decides whether an intrusion has taken place. To do so, two kinds of 
mobile agents contribute to the information collection stage: a tracing agent is 
sent to the host where suspicious activity comes from and once there, it acti-
vates an information-gathering agent. Several information-gathering agents 
may be activated by several different tracing agents on the same target system. 

• Micael [216] was proposed as an IDS architecture based on mobile agents. Its 
main difference with regard to previous proposals is task division. ID tasks are 
distributed to the following kinds of agents: head quarter (centralizes the sys-
tem's control functions), sentinels (collect relevant information and inform the 
head quarter agents about eventual anomalies), detachments (implement the 
counter-measures of the IDS), auditors (check the integrity of the active agents), 
and special agents with different duties. By moving throughout the network, the 
mobile auditor agents can audit each of the defended hosts sequentially. 

• Mobile agents are applied in [217] to make critical IDS components resistant to 
flooding DoS and penetration attacks. To do so, the attacked IDS component 
will be automatically relocated to a different (still operational) host. This relo-
cation is invisible to the attacker who is then unable to continue the attack. 

Every critical agent has one or more backup agents (maintaining full or par-
tial state information of the agent they are backing up) that reside on distinct 
hosts within the same domain. When the machine hosting a critical agent is 
down (for whatever the reason), its backup agents contact each other to decide 
on a successor that will resume the functions of the original agent.  

One of the main drawbacks of this solution is that the network may tempo-
rarily be partially unprotected while the IDS critical components are moving 
from one host to another. 

• SPARTA (Security Policy Adaptation Reinforced Through Agents) is proposed 
in [218] as an architecture to collect and relate distributed ID data using mobile 
agents. According to the authors, SPARTA mobile agents enable distributed 
analysis, improve scalability, and increase fault tolerance. Some security issues 
about these mobile agents are considered. 

The required information (interesting host events) for event correlation is 
collected locally and stored, in what is considered to be a distributed database 
with horizontal fragmentation. Mobile agents are in charge of collecting the dis-
tributed information (matching a given pattern) to answer user queries.  

• SANTA (Security Agents for Network Traffic Analysis) [219] is proposed as a 
distributed architecture for network security using packet, process, system, and 
user information. It attempts to emulate mechanisms of the natural immune sys-
tem using IBM's Aglets agents. The proposed monitoring agents roam around 
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the machines (hosts or routers) and monitor the situation in the network (i.e., 
looking for changes such as malfunctions, faults, abnormalities, misuse, devia-
tions, intrusions, etc.). These immunity-based agents can mutually recognize 
each other's activities and implement Adaptive Resonance Theory neural net-
works and a fuzzy controller for ID. According to the underlying security poli-
cies and the information from the monitoring agents, decision/action agents 
make decisions as to whether an action should be taken by killer agents. These 
killer agents terminate processes that are responsible for intrusive behaviour on 
the network. 

• A distributed ID architecture, completed with a data warehouse and mobile and 
stationary agents is proposed in [220]. The MAS is combined with a rule  
generation algorithm, genetic algorithms, and datawarehouse techniques to fa-
cilitate building, monitoring, and analysing global, spatio-temporal views of  
intrusions on large distributed systems. System calls executed by privileged 
processes are classified after being represented as feature vectors. To do so,  
different agents are defined: 

− Data cleaner agents: these stationary agents process data obtained from log 
files, network protocol monitors, and system activity monitors into homo-
geneous formats. 

− Low-level agents: these mobile agents form the first level of ID. They travel 
to each of their associated data cleaner agents, gather recent information, 
and classify the data to determine whether suspicious activity is occurring. 
These agents collaborate to set their suspicion level to determine coopera-
tively whether a suspicious action is more interesting in the presence of 
other suspicious activity. 

− High-level agents: maintain the data warehouse by combining knowledge 
and data from the low-level agents. The high-level agents apply data min-
ing algorithms to discover associations and patterns. 

− Interface agent: directs the operation of the agents in the system, maintains 
the status reported by the mobile agents, and provides access to the data 
warehouse features. 

• In [221] a multiagent IDS (MAIDS) architecture containing mobile agents is 
proposed. These lightweight agents, located in the middle of the architecture, 
form the first line of ID. They periodically travel between monitored systems, 
obtain the gleaned information, and classify the data to determine whether sin-
gular intrusions have occurred. 

• In the MA-IDS architecture [222], mobile agents are employed to process in-
formation in a coordinated manner from each monitored host. Only the critical 
components in the MA-IDS architecture (Assistant and Response agents) are 
designed as mobile agents. An Assistant mobile agent is dispatched by the 
Manager to patrol (gather information) the network. Assistant mobile agents are 
intended to determine whether some suspicious activities in different hosts are 
part of a distributed intrusion. If that is the case, the Manager component will 
possibly dispatch a Response mobile agent to respond "intelligently" to each 
monitored host. 
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It is claimed that these mobile agents are capable of evading attackers and 
even recovering from an attack. Additionally, agent mobility makes distributed 
ID possible by means of data correlation and cooperative detection. 

• An interesting and comprehensive discussion about optimising the analysis of 
NIDSs through mobile agents is presented in [223]. The main proposal is to 
place the mobile analyser components of the NIDS closer together in the net-
work and, if possible, to shift the processing load to underused nodes. 

• APHIDS (Agent-Based Programmable Hybrid Intrusion Detection System) 
[224] implements the distributed search and analysis tasks by using mobile 
agents equipped with scripting capability to automate evidence gathering. This 
architecture is similar to the SPARTA and MAIDS systems (all of which ex-
ploit the mobility of the agents to perform distributed correlation), but APHIDS 
allows the specification of coordinated analysis tasks using a high-level specifi-
cation language. Mobile agents are used for monitoring the output from other 
previously running IDSs (HIDSs or NIDSs), querying the log files and system 
state, and reporting results. 

• APHIDS was subsequently upgraded, generating APHIDS++ [225] that intro-
duces a two-level caching scheme:  

− Task Agents enter the first level cache mode (busy wait at the attacked ma-
chine) after having handled an initial attack. Each Task Agent maintains a 
publicly accessible queue of pending attacks to handle. 

− If no new attacks are sent to a Task Agent within a certain time limit, the 
agent enters the second cache level mode, in which it is flushed to its host 
machine's disk. Thus, resource consumption in the host machine is reduced. 

Some other improvements of APHIDS++ are the addition of an optional intelli-
gent agent and an XML implementation of the Distributed Correlation Script. 

• Two different agent classes are proposed in [226]: monitoring agents (AM) and 
managing agents (AZ). AM observe the nodes, process captured information, 
and draw conclusions for the evaluation of the current state of system security. 
AM agents can travel along the network to monitor different areas that may be 
at risk of attacks. On the other hand, AZ agents are responsible for creating pro-
files of attacks, managing AM agents, and updating its database and ontology. 

• IDReAM (Intrusion Detection and Response executed with Agent Mobility) is 
proposed in [227] as a new approach to build a completely distributed and de-
centralized ID and Response System in computer networks. Conceptually, 
IDReAM combines mobile agents with self-organizing paradigms inspired by 
natural life systems: the immune system that protects the human body against 
pathogens and the stigmergic paradigm of a colony of ants. Those two natural 
systems display a "social life" in the organisation of their respective entities 
(immune cells and ants), which the author states is not possible without mobil-
ity. IDReAM is assessed in terms of resource consumption and intrusion re-
sponse efficiency. 

• IDSUDA (Intrusion Detection System Using Distributed Agents) [228] pro-
poses the application of mobile agents to monitor the usage of various system 
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resources in order to detect deviations from normal usage. The behaviour of the 
attacker is tracked by following up the intruder's movements from one resource 
to another. 

• A general distributed IDS framework based on mobile agents is proposed in 
[229]. Some of the components in this model are designed as mobile agents for 
the purpose of high adaptability and security of the system. It is claimed that 
these mobile agents can evade intrusion and recover by themselves when at-
tacked, although no further explanations are provided on that point. 

3.4   Novelties of the Proposed IDS 

This section justifies the development of a novel IDS through a discussion of the 
different issues that relate to its scientific contribution. As stated in section 2.1, it 
is clear that IDSs have become a required element in addition to the computer  
security infrastructure of most organisations. A few years ago, NIDSs started to 
become a standard part of network infrastructure, just as firewalls had done in 
previous years [20]. Although prevention is becoming more and more effective, it 
will never eliminate the need for IDSs and network monitoring [20]. 

Great effort has been devoted to the ID field, but several issues concerning IDS 
design, development, and performance are still open for further research. Most 
MIDSs rely on models of known attacks. Thus, the effectiveness of these systems 
depends on the "goodness" of their models; if a model of an attack does not cover 
all the possible modifications, the performance of the IDS will be greatly im-
paired. Previous works have reported this issue [11, 142, 143, 144, 145, 146, 147]. 
Indeed, one of the main challenges facing ID research is this problem of identify-
ing previously unseen (0-day) attacks. 

On the other hand, NIDSs do still produce a large number of false alarms (spe-
cially false positives) [20] and generate a huge amount of record alerts and notifi-
cations as text logs. Analysing these logs and identifying false alarms are ex-
tremely monotonous and time-consuming tasks that are often performed manually. 
As a consequence, IDSs are not frequently monitored, what means they are virtu-
ally useless, even if correctly configured [20]. 

As stated in [16], scant attention has been given to visualisation in the ID field, 
although visual presentations do, in general, help operators and security managers, 
in particular, to interpret large quantities of data. Most IDSs do not provide any 
way of viewing information other than through lists, aggregates, or trends of raw 
data. They can generate different alarms when an anomalous situation is detected, 
broaden monitoring tasks, and increase situational awareness. However, they can 
neither provide a general overview of what is happening in the network nor sup-
port a detailed packet-level inspection [172]. 

Visualisation techniques take advantage of the outstanding capabilities of the 
human visual system to detect patterns and anomalies in visual representations of 
abstract data [230]. Another advantage of visualisation is that it transforms the 
task of analysing network data from a perceptually serial process (by reading  
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textual data) to a perceptually parallel process by presenting more concepts [231]. 
According to this, the visualisation approach to ID implies several advantages:  

• Attack visualisation can provide fresh insight into the analysed data, allowing 
the deduction of new hypotheses usually lost in complex analysis [44]. As a 
consequence, 0-day attacks can be easily detected. 

• "Visualisation tools need to be designed so that anomalies can be easily 
flagged for later analysis by more experienced analysts" [11]. Visualisation for 
ID can help in training security personnel with no previous experience in secu-
rity tasks, as well as reducing the time spent by more experienced personnel. 

• For effective analysis, network data must be correlated with several variables. 
This requires dealing with highly heterogeneous, complex, and noisy data. The 
visualisation approach simplifies this problem by presenting the traffic situa-
tion in an intuitive way as visual images can give perceptual clues to the  
administrators [44]. 

• Attack visualisation can be much faster than other anomaly detection ap-
proaches [44]. As it also reduces the time and effort of reviewing security logs, 
it implies a great reduction of the time (and hence resources) required for ID. 

Although many ID tools have begun to incorporate advanced graphical user inter-
faces, most of them fail to provide an intuitive and comprehensive visualisation of 
network traffic. To identify intrusions, one has to look for "interesting" structure 
and for "abnormal" or unusual data. Although this process can not be precisely 
detailed in a general and objective way, "one usually can recognize unusual data 
when one sees them" [23]. 

This work follows a line of research which, guided by previous work, builds on 
the following strong points: 

• Continuous inspection of network traffic by visualizing individual packets 
and not summarized/aggregated information 

The underlying idea in the present study is not only to detect anomalous situa-
tions but also to visualise protocol interactions and traffic volume. As pointed 
out in [35], packet-based ID has several advantages: 

− There are numerous network-specific attacks (e.g. large distributed denial-
of-service attacks) that cannot be detected by using audit information on 
the host but only by using information on network infrastructure. 

− TCP/IP standardization of network traffic facilitates collecting, formatting 
and analysing information from heterogeneous audit trail formats that come 
from different portions of large and complex networks.  

− By visualising connection-based data, important information, such as port 
scans and more importantly low and slow port scans can be missed  
[190, 232]. 
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However, using network packets for ID also entails several drawbacks: 

− When an intrusion has been detected, it is not straightforward to identify 
the attacker, since there is no direct association between network packets 
and the identity of the user who actually performed the attack. 

− If the packets are encrypted, it is practically impossible to analyse the pay-
load of the packets, as important information may be hidden from network 
sniffers. 

• Combination of different AI paradigms 

Hybrid Artificial Intelligence Systems (HAISs) [232, 233, 234, 235] combine 
different AI paradigms in order to build more robust and trustworthy problem-
solving models. These systems are becoming more and more popular due to 
their ability to solve a wide range of complex real-world problems related to 
such aspects as imprecision, uncertainty, or high dimensionality among others. 
Accordingly, the HAISs approach to ID has been widely covered in recent years 
combining different AI techniques and paradigms such as: 

− Fuzzy logic, data mining (association rules and frequent episodes), and ge-
netic algorithms [236]. 

− Expert rules, k-means algorithm, and Learning Vector Quantization [237]. 
− ANNs and fuzzy logic [238]. 
− Genetic algorithms and fuzzy logic [239]. 
− Genetic algorithms and the K-Nearest Neighbor (K-NN) algorithm [240]. 
− ANNs, Support Vector Machines, and Multivariate Adaptive Regression 

Splines [241]. 
− K-NN and ANNs [242]. 
− Neuro-fuzzy networks, fuzzy inference systems, and genetic algorithms 

[243]. 
− Genetic algorithms and fuzzy logic [244]. 
− Decision trees and Support Vector Machines [245]. 
− ANNs, fuzzy logic, and genetic algorithms [246]. 
− Flexible neural trees, genetic algorithms, and particle swarm optimisation 

[247]. 
− Support Vector Machines, Self-Organized Feature Maps, and genetic  

algorithms [248]. 
− It is worth emphasizing the intelligent agents approach. As described in 

section 3.3, some different AI techniques have been incorporated into soft-
ware agents to make these agents more intelligent. 

Differentiating itself from previous work, the main hybrid system designed in 
this work is entitled MOVICAB-IDS. It combines AI techniques for visualisa-
tion-based ID. 

• Inclusion of deliberative agents in a MAS for ID 

Some complex agents (CBR-BDI) incorporating different intelligent collabora-
tive techniques are included in the proposed MAS. Although mobile agents can 
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provide an IDS with some advantages (mobility, overcoming network latency, 
robustness, and fault tolerance), they were not included in the designed MAS as 
some problems have not been completely overcome yet [214]: speed, volume of 
the code required to implement a mobile agent, deployment, limited method-
ologies and tools, security threats, and so on. 

• A test method for visualisation-based IDSs 

Previous work has presented few techniques to test and evaluate NIDSs as de-
scribed in 6. In this study a novel testing technique is proposed to validate visu-
alisation-based IDSs employing numerical datasets (see 6). 

• Application of unsupervised neural models for traffic data projection 

Several attempts have been made to apply ANNs to the field of ID mainly based 
on a classificatory standpoint. A different approach is followed in this research 
line, in which the main goal is to provide the network administrator with a snap-
shot of the network traffic. 

Improving the effectiveness of visualisation for analysts at network/security 
operational centres might not require new visual idioms [174]. Accordingly, the 
existing combination of projection techniques and scatter plots already consti-
tutes a very useful visualisation tool to investigate the intrinsic structure of mul-
tidimensional datasets, allowing experts to study the relations between different 
projections depending on the employed technique. This idea has been applied in 
the present study, where projection techniques support visual searches of struc-
ture (both normal and anomalous) in network-traffic datasets. 

Some other visualisation-based IDSs work at packet level, but most of them 
do not provide an intuitive visualisation of packets by preserving the temporal 
context. Thus, previous training is required to identify the "visual fingerprints" 
of attacks. This problem is overcome in MOVICAB-IDS by combining the se-
lected neural projection model and the scatter plot technique. As a result of this 
combination, the temporal context of data (packets) is preserved in the views 
and then a synthetic and intuitive view of traffic is provided. 

Some other visualisation techniques could have been chosen but they were 
discarded due to their limitations. Such is the case of parallel coordinate plots, 
which, as a simple complex technique, can represent a high number of dimen-
sions (up to 25 according to academic researchers [45]). Unfortunately, parallel 
coordinate plots suffer from occlusion, which is due to overlapping data that 
can leave both the line segments and the labels illegible. Additionally, parallel 
coordinate plots can not accurately display the quantity of visualised packets. 

From a purely "projection-of-packets" standpoint, some dimensionality re-
duction techniques such as PCA (described in section 2.5.6), have previously 
been proposed for visualising network data through scatter plots: 

− The PCA-based visualisation of the DARPA dataset provided in [249] does not 
support a clear distinction of attacks from normal traffic. Furthermore, no ex-
planation of the projection obtained by this technique is provided.  
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− In [250, 251], PCA is proposed as a complementary tool to interpret the results 
obtained by a statistical analysis. Employing 12 packet features, this PCA visu-
alisation does not by itself allow the identification of attacks. These authors ex-
tend their previous work in [151] by applying PCA, together with some other 
exploratory multivariate analysis methods and visualisation techniques, to net-
work security. The k-means algorithm, hierarchical clustering, self-organizing 
maps, PCA, Independent Component Analysis (ICA), star plots, and mosaic 
plots are applied to the DARPA 1998 dataset. As pointed out by authors for the 
PCA-based projection: "the distinction between normal and attack traffic is not 
clear". Moreover, for the other projection-based visualisation (ICA), they also 
report that it is "similar to the results from PCA... there is no clear distinction 
between normal and attack traffic". According to them, the main reason for that 
is the high dependency between the columns of the dataset. 

− [252] proposes the "grand tour" in the GGobi [253] visualisation tool for ID. 
Although some attacks are visually identified by combining visualisation and 
fuzzy feature extraction, no explanation of the projection technique and the vis-
ual ID process is provided. 

PCA has been also applied [254, 255, 256, 257, 258, 259, 260, 261, 262] for 
dimensionality reduction as an initial step for further processing such as cluster-
ing, time-series analysis, or outlier detection. 

The experimental outcomes of this work (see 5) outperform the above-
mentioned results, because the CMLHL projections used in this work are based 
on higher-order statistics. The novel IDS presented in this book builds on previ-
ous research; the detection performance is improved and a fuller explanation of 
the use and the results obtained with these projection methods is provided. 

• Target attacks 

Probing and some other very common and simple attacks have been addressed 
by many previous works on visualisation-based ID. However, little effort has 
been devoted to other more-specific attacks. MOVICAB-IDS is proposed for 
the detection of SNMP related anomalous situations (described in section 4.1) 
and some general probing techniques. Other authors [172] have also focused on 
these attacks by analysing network packets, although further details on the ana-
lysed attacks are not provided. They monitor the activity in the SNMP default 
port number (161). MOVICAB-IDS does not rely on the port number hosting 
the SNMP service because (as is recommended) it may well change. 

This chapter has presented the state-of-the-art network-based ID from the visuali-
sation and agent–based standpoints. It has compared the proposed hybrid IDS with 
previous work and has emphasised its main novelties. A further discussion on the 
features, advantages, and results of the hybrid IDS can be found in Chapter 7. 
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Chapter 4 
A Novel Hybrid IDS 

This book advances previous work by proposing MOVICAB-IDS (MObile VIsu-
alisation Connectionist Agent-Based IDS) [263] as a MAS-based IDS for network 
traffic visualisation. Network monitoring and ID can be easily performed by visu-
alising packets travelling along the network through a neural projection model. So, 
the main goal of this hybrid IDS, which combines different AI paradigms, is to 
detect anomalous situations taking place in a computer network by means of  
visualisation. 

MOVICAB-IDS supports a continuous inspection of network progress by ana-
lysing individual packets, which are intercepted by certain network capture de-
vices. In this case, ID succeeds when significant deviations from normality are 
represented consistently in a visual manner in execution (virtually real) time. 

Some of the ideas in previous works on hybrid AI IDSs (such as providing in-
telligence to agents, combining symbolic and subsymbolic paradigms, and others) 
which are described in this chapter are noted and incorporated in the MOVICAB-
IDS formulation. 

4.1   Target Attacks 

In a computer network context, a protocol is a specification that describes low-
level details of host-to-host interfaces or high-level exchanges between application 
programs. Among all the implemented network protocols, several can be consid-
ered highly dangerous in terms of network security. 

Such is the case of SNMP (Simple Network Management Protocol) [264, 265], 
which was ranked as one of the top five most vulnerable services by CISCO [266]. 
Specially the two first versions [264, 267] of this protocol that still are the most 
widely used at present time. SNMP attacks were also listed by the SANS Institute 
as one of the top 10 most critical internet security threats [268, 269]. 

SNMP was oriented to manage nodes in the Internet community [264]. It is an 
application layer protocol that supports the exchange of management information 
(operating system, version, routing tables, default TTL, and so on) between net-
work devices. This protocol enables network administrators to manage network 
performance and is used to control network elements such as routers, bridges, and 
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switches. As a result, SNMP data are quite sensitive and liable to potential attacks. 
Indeed, an attack based on this protocol may severely compromise system security 
[270]. 

SNMP defines a simple set of operations (and the information these operations 
gather) that gives administrators the ability to change the state of any SNMP-
based device [271]. SNMP can be used to shut down an interface on a router, to 
check the speed at which an Ethernet interface is operating, or to monitor the  
temperature on a switch. SNMP's predecessor, the Simple Gateway Management 
Protocol (SGMP), was developed to manage only Internet routers, but, on the  
contrary, SNMP can be used to manage other types of devices such as Unix and 
Windows systems, printers, modem racks, etc. Any device running software that 
allows the retrieval of SNMP information can be managed. This includes not only 
hardware but also software systems such as web servers and databases. 

To date, several versions of SNMP [272] have been defined through standard 
RFCs by the IETF: 

• SNMP version 1 (SNMPv1): up until a few years ago this was the standard 
version of SNMP. It was defined as a full IETF standard in RFC 1157 [264]. 
The only security mechanism it incorporates is communities, which are simply 
passwords: plain-text strings that allow an SNMP-based application knowing 
the community name to gain access to a device's management information. 
Three types of communities are defined in SNMPv1: read-only, read-write, and 
trap. 

• SNMP version 2: is often referred to as community string-based SNMPv2. It is 
defined in RFC 3416, RFC 3417, and RFC 3418, which make RFC 1905, RFC 
1906, and RFC 1907 obsolete, respectively. Some vendors started supporting it 
in practice and it is currently installed on many networks. 

• SNMP version 3 (SNMPv3): this latest version of the protocol is defined in 
RFC 2571, RFC 2573, RFC 2574, RFC 3412, RFC 3414, RFC 3415, RFC 
3416, RFC 3417, and RFC 3418. Other RFCs about SNMPv3 (RFC 3410 and 
RFC 3826) as yet they are not standard status. This version incorporates addi-
tional security mechanisms [273]: support for strong authentication and private 
communication between managed entities. 

Some other non-standard RFCs are devoted to SNMP issues such as applications 
making use of an SNMP engine (RFC 3413) and the coexistence between the dif-
ferent versions (RFC 3584). 

Two kinds of entities are defined in SNMP as shown in Fig. 4.1: agents and 
managers (also referred as Network Management Stations - NMSs). An SNMP 
agent is the operational role assumed by an SNMP party (generally a device con-
trolled by this protocol) when it performs SNMP management operations in re-
sponse to received SNMP messages. An SNMP proxy agent is an SNMP agent 
that performs management operations by communicating with another logically 
remote party. In the case of a segmented network, "logically remote" means that 
each party is located in a different network segment. 

An SNMP manager can be defined as a server running a software system that 
can handle management tasks for a network. They are responsible for polling and 
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receiving traps from SNMP agents in the network and consequently acting. Traps 
are messages asynchronously sent by SNMP agents, to tell managers that some-
thing has happened. 

The transparency principle [265] states that the manner in which one SNMP 
party processes SNMP messages received from another SNMP party should be 
entirely transparent to the latter. Implicit in this principle is the requirement that, 
while interacting with a proxy agent, an SNMP manager should never be supplied 
with information on the nature or progress of the proxy mechanisms by which its 
requests are realized. Hence, it should appear to the manager to be directly inter-
acting with the proxied device via SNMP. 
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Fig. 4.1 SNMP-managed configuration (adapted from [274]). 

SGMP (the predecessor to SNMP) set the use of a well-defined subset of the 
Abstract Syntax Notation One (ASN.1) language. SNMP continues this idea by 
using a moderately more complex subset of ASN.1 for describing managed ob-
jects and the protocol data units used for managing those objects. 
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The Management Information Base (MIB) can be defined in broad terms as the 
database used by SNMP to store information about the elements that it controls. 
Like a dictionary, an MIB defines a textual name for a managed object and ex-
plains its meaning. An agent may implement many MIBs, including features de-
fined by the manufacturer of the device (referred to as a proprietary MIB), but all 
agents implement a standard MIB called MIB-II [275]. This standard defines vari-
ables for things such as interface statistics (speeds, maximum transmission unit, 
octets sent, octets received, etc.), as well as various other items pertaining to the 
system itself (system location, system contact, etc.). The main goal of MIB-II is to 
provide general TCP/IP management information [271]. 

The Internet Activities Board (IAB) recommended that all IP and TCP imple-
mentations were network manageable [276]. The implementation of the MIB and 
at least one of the management protocols such as SNMP is the consequence of this 
suggestion. 

4.1.1   SNMP Attacks 

Three types of computer attacks are most commonly reported by IDSs: system 
scanning, denial of service (DOS), and system penetration. These attacks can be 
launched locally (on the attacked machine) or remotely (using a network to access 
the target) [17]. Most security tools focus their attention on external attacks but 
attacks are just as likely to come from inside the network as from the outside. This 
is the reason why SNMP attacks must be considered; SNMP traffic can (and must) 
be easily rejected by a firewall but only if it comes from the outside. 

As previously stated, consideration should be given to SNMP from a security 
standpoint, due to its very limited security mechanisms and the security sensitive 
data that is stored in the MIB. Attackers can exploit these vulnerabilities in the 
SNMP for network reconnaissance and remote reconfiguration or shut down of 
SNMP devices. Thus, MOVICAB-IDS focuses on the most commonly reported 
types of attacks that target SNMP:  

• SNMP network scan: three types of scans (or sweeps) have been defined: net-
work scans, port scans, and their hybrid block scans [277]. Unlike other at-
tacks, scans must use a real source IP address, because the results of the scan 
(open ports or responding IP addresses) must be returned to the attacker [171]. 

A port scan (or sweep) may be defined as series of messages sent to different 
port numbers to gain information on its activity status. These messages can be 
sent by an external agent attempting to access a host to find out more about the 
network services that this host is providing. So, a scan is an attempt to count the 
services running on a machine (or a set of machines) by probing each port for a 
response, providing information on where to probe for weaknesses. Thus, scan-
ning generally precedes any further intrusive activity. This work focuses on the 
identification of network scans, in which the same port (the SNMP port) is the 
target for a number of computers in an IP address range. A network scan is one of 
the most common techniques used to identify services that might then be accessed 
without permission [141]. 
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• SNMP community search: this attack is generated by a hacker sending SNMP 
queries to the same port number of different hosts, and by using different 
strategies (brute force, dictionary, etc.) to guess the SNMP community string. 
Once the community string has been obtained, all the information stored in the 
MIB is available for the intruder. The unencrypted community string can be 
seen as the SNMP password for versions 1 and 2. In fact, it is the only SNMP 
authentication mechanism. 

As reported in [268], "The default community string used by the vast majority 
of SNMP devices is "public", with a few clever network equipment vendors 
changing the string to "private" for more sensitive information". This eases 
SNMP intrusions, as intruders can guess the community string with little effort. 

• MIB information transfer: this situation involves a transfer of some (or all 
the) information contained in the SNMP MIB, generally through the Get com-
mand or similar primitives such as GetBulk [278, 279]. This kind of transfer is 
potentially quite a dangerous situation because anybody possessing some free 
tools, some basic SNMP knowledge and the community string (in SNMP ver-
sions 1 and 2), will be able to access all sorts of interesting and sometimes use-
ful information. As specified by the Internet Activities Board, the SNMP is 
used to access MIB objects. Thus, protecting a network from malicious MIB 
information transfer is crucial. However, the "normal" behaviour of a network 
may include queries to the MIB. This is a situation in which visualisation-based 
IDSs are quite useful; these situations may be visualised as anomalous by an 
IDS but it is the responsibility of the network administrator to decide whether 
or not it constitutes an intrusion. 

The main reason for focusing on such attacks is that all these situations can be 
very risky on their own and all together: a network scan followed by an SNMP 
community search and ending with an MIB information transfer constitute an 
SNMP attack from scratch. An intruder gets some of the SNMP-managed infor-
mation without having any previous knowledge about the network being attacked. 

4.2   System Overview 

The novel IDS presented in this study is based on the application of different AI 
paradigms to process the continuous data flow of network traffic. In order to do 
so, MOVICAB-IDS splits massive traffic data into limited datasets and visualises 
them, thereby providing security personnel with an intuitive snapshot to monitor 
the events taking place in the observed computer network. 

The following AI paradigms are combined within MOVICAB-IDS: 

• Multiagent system: some of the components are wrapped as deliberative 
agents capable of learning and evolving with the environment [280]. 

• Case-based reasoning: some of the agents contained in the MAS are known as 
CBR-BDI agents [281] because they integrate the BDI (Beliefs, Desires and In-
tentions) [282] model and the CBR (Case-Based Reasoning) paradigm.  

• Artificial neural networks: the connectionist approach fits the intrusion-
detection problem mainly because it allows a system to learn, in an empirical 
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way, the input-output relationship between traffic data and its subsequent inter-
pretation [283]. The previously described CBR-BDI agents incorporate the 
CMLHL neural model (described in section 2.5.12) to generate projections of 
network traffic. 

The combination of these paradigms allow the user to benefit from certain proper-
ties of ANN (generalization that allows the identification of previously unseen 
attacks), CBR (learning from past experiences), and agents (reactivity, proactivity, 
sociability, and intelligence), which greatly facilitates the ID task. 

As proposed for traffic management [284], different tasks perform traffic moni-
toring and ID. For the data collecting task, a 4-stage framework [285] is adapted to 
MOVICAB-IDS in the following way: 

1. Data capture 

As network-based ID is pursued, the continual data flow of network traffic must 
be managed. This data flow contains information on all the packets travelling 
along the network to be monitored. This stage is comprehensively described in 
section 4.2.1. 

2. Data selection 

NIDSs have to deal with the practical problem of high volumes of quite diverse 
data [286]. To manage high diversity of data, MOVICAB-IDS splits the traffic 
into different groups, taking into account the protocol (UDP, TCP, ICMP, and so 
on) over IP, as there are differences between the headers of these protocols. Once 
the captured data is classified by the protocol, it can be processed in different 
ways. This stage is comprehensively described in section 4.2.1. 

3. Segmentation 

The two first stages do not deal with the problem of continuity in network traffic 
data. The CMLHL model (as some other neural models) can not process data "on 
the fly". To overcome this shortcoming, a way of temporarily creating limited 
datasets from this continuous data flow is proposed by segmentation, as is de-
scribed in section 4.2.2. 

4.  Data pre-processing 

Finally, the different datasets (simple and accumulated segments) must be pre-
processed before presenting them to the neural model. At this stage, categorical 
features are converted into numerical ones. This happens with the protocol infor-
mation; each packet is assigned a previously defined value according to the proto-
col to which it belongs. 

Once the data-collecting task is performed and the data is ready, the MOVICAB-
IDS process performs two further tasks: 

• Data analysis: CMLHL is applied to analyse the data. Some other unsuper-
vised models have also been applied to perform this task for comparison pur-
poses. This task is described in section 4.2.3 and the results can be found in 7. 
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• Visualisation: the projections of simple and accumulated segments are pre-
sented to the network administrator for scrutiny and monitoring. One interest-
ing feature of the proposed IDS is its mobility; this visualisation task may be 
performed on a different device other than the one used for the previous tasks. 
To improve the accessibility of the system, results may be visualised on a mo-
bile device (such as phones or blackberries), enabling informed decisions to be 
taken anywhere and at any time. This task is described in section 4.2.4.  

In summary, the MOVICAB-IDS task organisation comprises the six tasks de-
picted in Fig. 4.2. 

 
Fig. 4.2 MOVICAB-IDS task overview. 

4.2.1   Network Traffic Capture and Selection 

The ID process starts by capturing packets travelling along the network by means 
of sniffing techniques. One of the network interfaces can be set up in promiscuous 
mode to gather all the information travelling along the network. Every single 
packet is then captured and its header information is stored. As packets are  
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wrapped according to the different protocols and applications in the TCP/IP proto-
cols stack, some fields for the widely used TCP/IP protocols and applications are: 

 

• TTL (Time to Live): timer used to track the lifetime of the packet. 
• TOS (Type of Service): parameters for the type of service requested. 
• Protocol: a code identifying the next encapsulated protocol. In the case of IP 

header, this field identifies the protocol over IP. 
• Source IP address: IP address from where the source host sent the packet. 
• Destination IP address: IP address to which the packet is sent. 
• Source port: port number from where the source host sent the packet. 
• Destination port: destination host port number to which the packet is sent. 
• Acknowledgment information (control bit and number): in the case of TCP, the 

reception of packets is acknowledged back to the sender. 
• Size: total packet size in bytes. 
• Timestamp: the time when the packet was sent. 

Widely-used freeware tools for packet sniffing (such as Wireshark [287]) are 
available for network traffic capture. Additionally, some other ways of collecting 
data such as Netflow [288] can be considered as an alternative for the data capture 
stage. In this case, data must be pre-processed in a different way. 

Several approaches deal with traffic data that are summarized in TCP connections, 
such as the well-known KDD Cup 1999 dataset [153, 154]. On the contrary, MOVI-
CAB-IDS employs a packet-based approach, where each instance in the final datasets 
to be visualised corresponds to a single packet, and only several features of each 
packet are used for ID. This means that MOVICAB-IDS is unable to detect intrusions 
that relate to packet payloads; an issue that is further discussed in Chapter 7. 

As previously stated, to deal with the practical problem of high volumes of 
quite diverse data, MOVICAB-IDS splits the traffic into different categories, tak-
ing into account the protocol (UDP, TCP, ICMP, and so on) over IP. As SNMP 
attacks are targeted and the SNMP is based on UDP, greater consideration is given 
to UDP traffic in the experimental setup of this work. Additionally, TCP traffic 
has been also analysed through MOVICAB-IDS as described in section 5.2. 

Once the traffic is split according to the protocol, a reduced set of features con-
tained in the headers of the captured packets is selected. In the data selection stage, 
the following five variables of each packet are extracted: source port, destination 
port, size, timestamp, and protocol over TCP/UDP. As is shown in the experimen-
tal section of this work (Chapter 5), these five features allow the identification of 
the previously described SNMP attacks. Furthermore, this minimal traffic meas-
urement [254], characterizing network packets by a reduced set of packet header 
features, allows the IDS to monitor high-volume networks. 

4.2.2   Data Segmentation 

To process the continuous flow of network traffic, MOVICAB-IDS splits the  
pre-processed data stream into simple and accumulated segments as depicted in 
Fig. 4.3. These segments are defined as follows: 



4.2   System Overview 79
 

 

• Equal simple segments (Sx): each simple segment contains all the packets 
with timestamps between the initial and final time limits of the segment. There 
must be a time overlap between each pair of consecutive simple segments be-
cause anomalous situations could conceivably take place between simple seg-
ment Sx and Sx+1 (where Sx+1 is the next segment following Sx). 

• Accumulated segments (Ax): each one of these segments contains several con-
secutive simple ones. To avoid duplicated packets, time overlap is removed in 
accumulated segments. 

One of the main reasons for such a partitioning is to present a long-term picture of 
the evolution of network traffic to the network administrator, as it allows the visu-
alisation of attacks lasting longer than the length of a simple segment. Addition-
ally, simple segments allow an execution-time processing of traffic. The longer a 
dataset is, the further the visualisation will be from the execution-time due to cap-
ture and analysis delays. Furthermore, simple segments help to overcome the 
problem of overplotting in scatter plots. 

To avoid confusion on the part of the analyst, accumulated segments are visual-
ised at the same time. This will prompt the network administrator to realise that 
there is only one anomalous situation being visualised twice. 

PRE-PROCESSED DATA STREAM 
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Fig. 4.3 MOVICAB-IDS segmentation of pre-processed data. 

There are some key issues concerning segmentation which, among others, are: 
the length (time duration) of the simple segments, the overlap time, and the num-
ber of simple segments making up the accumulated segments. All of them must be 
defined after taking into account certain network features that need to be moni-
tored such as the volume of traffic, rush hours, and so on. 
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4.2.3   Data Analysis 

Once simple and accumulated segments have been built, a connectionist model 
will be applied to analyse them. The data analysis task is based on the use of 
CMLHL to drive a compact 2D or 3D visualisation of the 5-dimensional packet 
data. CMLHL is able to provide a projection showing the internal structure of a 
dataset by considering the fourth-order statistics (kurtosis index). Within MOVI-
CAB-IDS, the proposed unsupervised neural projection technique operates on a 
feature-space representation of unlabeled network traffic. 

4.2.4   Visualisation 

Finally, the MOVICAB-IDS projections of the segments (both simple and accu-
mulated) are displayed to the security personnel. The results are accessible from 
any wireless mobile device, such as a laptop, blackberry or mobile phone (see  
Fig. 4.4), which gives greater accessibility to network administrators, enabling 
permanent mobile visualisation, monitoring, and supervision of networks. Low-
size static images are sent to these mobile devices due to their reduced visualisa-
tion capabilities. 

 

  

Fig. 4.4 MOVICAB-IDS sample visualisations. 
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4.3   Multiagent System 

Having defined the tasks to be performed by MOVICAB-IDS, the extent to which 
this ID could incorporate most of the suggested characteristics for an agent-based 
solution (see section 2.6) was verified. Thus, it was decided to design MOVICAB-
IDS as a MAS which contains both reactive and deliberative-type agents. This 
section briefly describes the process of MOVICAB-IDS development and the re-
sulting MAS. 

CBR-BDI agents [281, 289, 290] integrate the Case-Based Reasoning (CBR) 
paradigm and the Belief-Desire-Intention (BDI) architecture (both described in 
Chapter 1). By using CBR as a reasoning mechanism, these agents learn from ini-
tial knowledge, have a large capacity for adaptation to the needs of their surround-
ings, and interact autonomously with the environment, users, and other agents 
within the system. CBR-BDI agents provide planning based on previous experi-
ences as CBR systems use memories (past experiences) to solve new problems. In 
the case of MOVICAB-IDS, they are applied to tune the unsupervised neural 
model called CMLHL. 

An evolution of CBR-BDI agents, case-based planning - BDI (CBP-BDI) agents 
[291], have already been used in this research. In keeping with the main idea behind 
CBR, CBP [292] is based on solving new planning problems by reusing past suc-
cessful plans [293]. One of the key points in the CBP-BDI based planning is the 
notation used to represent the solution (plans). A solution can be seen as a sequence 
of intermediate states transited to go from an initial state to the final state. States are 
usually represented as propositional logic sets. The set of actions can be represented 
as a set of operators together with an order relationship. In the case of MOVICAB-
IDS, they are applied to optimise the scheduling of data analysis tasks. 

4.3.1   Methodology 

An extended version of the Gaia methodology [294] has been applied to design 
the MOVICAB-IDS MAS. This section shows the main outputs of the application 
of such methodology.  

At the initial architectural design stage, the following roles were identified: 

• Sniffer: continuously selects and captures the traffic data flowing along a net-
work segment. At the same time, when sufficient captured data exist, these data 
are split and their readiness is communicated to other roles. 

• Pre-processor: pre-processes the captured data and then requests an analysis for 
this new piece of data. 

• Analyzer: negotiates for data analysis with other ANALYZER agents and with 
the COORDINATOR agent. Once an analysis is assigned, it analyses the new pre-
processed data. 

• ConfigurationManager: manages the configuration of several parameters (re-
lated to the splitting, pre-processing, and the analysis of traffic data) and makes 
the information available to some other roles. 

• Coordinator: coordinates some of the other roles and balances the workload 
between them. 
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• Visualizer: responsible for updating the visualisation when new information 
(analysed data or system information) is generated. 

The following protocols have been also defined at this stage: 

• AnalysisAborted. 
• AnalysisCompleted. 
• ChangeSplitConfig. 
• ChangePre-processConfig. 
• ChangeAnalysisConfig. 
• ManageSplitError. 
• NegotiateAnalysis. 
• Pre-processAborted. 
• Pre-processedDataReady. 
• RequestAnalysisConfig. 
• RequestAnalysedData. 
• RequestPre-processConfig. 
• RequestPre-processedData. 
• RequestSplitConfig. 
• RequestSplitData. 
• RequestVisualisation. 
• SplitAborted. 
• SplitDataReady. 
• UpdateAnalysisConfig. 
• UpdatePre-processConfig. 
• UpdateSplitConfig. 
• UpdateSystemInfo. 

The detailed design stage concluded that there is a one-to-one correspondence 
between roles and agent classes in the system, as can be seen in the agent model 
(Fig. 4.5). 

 
Fig. 4.5 MOVICAB-IDS agent model. 
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As a result, six agents (SNIFFER, PRE-PROCESSOR, ANALYZER, CONFIGURA-

TIONMANAGER, COORDINATOR, and VISUALIZER) are included in the MOVICAB-
IDS agent environment as can be seen in Fig. 4.6. They all are described in the 
following sections. Special attention is paid to the ANALYZER hybrid CBR-BDI 
agent, as it is the most complex one. 

 

 

Fig. 4.6 MOVICAB-IDS agent environment. 

4.3.2   Sniffer 

This reactive agent is in charge of gathering, selecting, and segmenting the traffic 
data (see Fig. 4.7). The continuous traffic flow is captured and split into segments 
(as described in section 4.2.2) in order to send it through the network for further 
process and analysis. The readiness of the segmented data is communicated to the 
Pre-processor agent. One agent of this class is located in each of the network seg-
ments that MOVICAB-IDS has to monitor (from 1 to n). Additionally, there are 
backup instances (one per network segment) ready to substitute the active ones if 
they fail or are attacked because these agents are the most critical ones. ID can not 
be performed if traffic data is not captured. 
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Fig. 4.7 Inner architecture of SNIFFER agents. 

4.3.3   Pre-processor 

After splitting traffic data, the generated segments must be pre-processed to apply 
subsequent analysis. For the sake of network traffic, it would be advisable to lo-
cate one of these reactive agents in each host where Sniffer agents are located. By 
doing so, only lightweight pre-processed data will travel along the network instead 
of the high-volume raw data. Sending these data will not overload the network as 
the data volume is much smaller than the volume of split data. Once the data have 
been pre-processed, an analysis for this new piece of data is requested. 

4.3.4   Analyzer 

This is a hybrid CBR-BDI deliberative agent. It employs CBR to tune the parame-
ters of the CMLHL model (see section 2.5.12) to analyse pre-processed traffic 
data. This agent generates a solution (or achieves its goals) by retrieving a previ-
ously analysed case and analysing the new one through the CMLHL architecture. 
Cases are defined by several features, as can be seen in Table 4.1. 

The Analyzer agent incorporates two different behaviours, namely "learning" 
and "exploitation". Initially, during the set-up stage, this agent incorporates new 
knowledge (modelled as sets of problem/solution) into the case base as previously 
described. This learning behaviour is characterized by the four below described 
CBR stages. Once the case base is wide enough, the exploitation behaviour is 
started. From then on, the revise and retain stages of the CBR cycle are no longer 
performed. When a new analysis request arrives, the Analyzer agent retrieves the  
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Table 4.1 ANALYZER agent - representation of case features. Classes: P (problem description 
attribute) and S (solution description attribute). 

 

Class Feature Type Description 

P Segment length Integer Total segment length (in ms). 

P Network segment Integer Network segment where the traffic comes from. 

P Date Date Date of capturing. 

P #source ports Integer Total number of source ports. 

P #destination ports Integer Total number of destination ports. 

P #protocols Integer Total number of protocols. 

P #packets Integer Total number of packets. 

P Protocol/packets Array An array (of variable length depending on each dataset) 
containing information about how many packets of each 
protocol there are in the dataset. 

S #iterations Integer Number of iterations. 

S Learning rate Float Learning rate. 

S p Float CMLHL parameter. 

S Lateral strength Float CMLHL parameter. 

S Weights Matrix A matrix containing the synaptic weights calculated by the 
CMLHL model after training. 

 

 
most similar case previously stored in the case base. Then, the weights contained 
in the solution are reused to project the new data. The other parameters of the neu-
ral model are not reused, as the neural network is not trained again. 

The techniques and tools used by the ANALYZER agent to implement the CBR 
stages (retrieval, reuse, revision, and retention) are depicted in Fig. 4.8 and de-
fined as follows: 

• Retrieve: when a new analysis is requested, the ANALYZER agent tries to find 
the most similar case to the new one in the database. Associative retrieval [293] 
based on Euclidean distance is used to find the most similar case in the multi-
dimensional space defined by the main features characterising each case  
(see problem description features in Table 4.1). 

• Reuse: once the most similar case has been selected, its solution is reused. This 
solution consists of the values of the parameters used to train the CMLHL 
model (see solution description features in Table 4.1).  

A set of trainings (for the CMLHL model with a combination of different pa-
rameter values varying in a specified range) is proposed by considering the dis-
tance between the new case and the most similar one. In other words, if they are 
very similar, a reduced set of trainings will be performed. On the contrary, if the 
most similar case is far away from the new one, a larger number of trainings with 
very different parameter values will be generated. 

• Revise: the CMLHL model is trained for the new traffic segment using the 
combination of parameters values generated in the reuse stage. When the new 



86 4   A Novel Hybrid IDS
 

 

projections (the outputs of the CMLHL model for each parameter combination) 
of the segment are ready, they are shown to the human user through the VISU-

ALIZER agent. The user then chooses one of these projections as the best one; 
the one that provides the clearest snapshot of the traffic evolution. 

• Retain: once the best projection is selected by the user, the ANALYZER agent 
stores the new case containing the problem-descriptor and the solution (pa-
rameter values used to generate the chosen projection) in the case base for fu-
ture reuse (see Table 4.1). 

 
Fig. 4.8 Inner architecture of ANALYZER agents. 

The ANALYZER is clearly the most resource-consuming class of agents as they 
train the neural model. The amount of computational resources needed to analyse 
the data coming from different network segments is extremely high. To overcome 
this demand, ANALYZER agents can be located in high-performance computing 
clusters or in less powerful machines whose computing resources are under-used 
(as can be seen in Fig. 4.6). In this way, MOVICAB-IDS can be adapted to the 
available resources for ID. 
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4.3.5   ConfigurationManager 

It is worth mentioning the importance of the configuration information. The proc-
esses of data capture, split, pre-process, and analysis depends on the values of sev-
eral parameters, as for example: packets to capture, segment length, or features to 
be extracted among others. All this information is managed by the CONFIGURA-

TIONMANAGER reactive agent, which is in charge of providing this information 
under requests from the SNIFFER, PRE-PROCESSOR, and ANALYZER agents. 

4.3.6   Coordinator 

There is only one instance of the COORDINATOR agent, but there can be several 
ANALYZER agents (from 1 to m) located in a set of heterogeneous computers, fol-
lowing a cluster-like distribution. In order to improve system efficiency and per-
form execution-time processing, the pre-processed data must be dynamically and 
optimally assigned for analysis. The COORDINATOR agent, in charge of allocating 
the pending analyses to the available ANALYZER agents, is defined as a  
Case-Based Planning (CBP) -BDI agent [291]. CBP [292] attempts to solve new 
planning problems by reusing past successful plans [293]. Load balancing and 
scheduling in a cluster built of heterogeneous computers (such as the one support-
ing MOVICAB-IDS analysis task) is an interesting matter [295]. Intelligent agents 
have been previously applied to load balancing; in [296], a MAS is in charge of 
optimally load-balancing work between different agents, based on purely local 
information. In MOVICAB-IDS, general information about the ANALYZER agents 
is available for the COORDINATOR agent. In [297], a negotiation strategy was cho-
sen to allocate jobs to different resources by means of a MAS. Aspects such as 
price, performance, and quality of service are considered. Additionally, a CBR is 
used to predict how long a resource will take to execute a job. This can be guessed 
on the basis of the machine's performance in past cases of running similar jobs 
with similar resources. 

The COORDINATOR agent plans to allocate an analysis to one of the available 
ANALYZER agents based on the following criteria: 

• Location. ANALYZER agents located in the network segment where the VISU-

ALIZER or PRE-PROCESSOR agents are placed would be prioritised. 
• Available resources of the computer where each ANALYZER agent is running. 

The computing resources and their rate of use all have to be taken into account. 
Thus, the work load of the computers must be measured. 

• Analysis demands. The amount and volume of data to be analysed are key 
issues to be considered. 

• ANALYSER agents behaviour. As previously stated, these agents behave in a 
"learning" or "exploitation" way. Learning behaviour causes an ANALYZER 
agent to spend more time over an analysis than exploitation behaviour does. 

As a computer network is an unstable environment, the availability of ANALYZER 
agents changes dynamically. As network links can stop working from time to 
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time, the COORDINATOR agent must be able to re-allocate the analyses previously 
assigned to the ANALYZER agents located in the network segment that may be 
down at any one time. An adaptation algorithm was designed to allow dynamic 
replanning in execution time. 

The four stages of the CBP cycle of the COORDINATOR agent are defined as  
follows: 

• (Plan) Retrieve: when a new pre-processed dataset is ready, an analysis is re-
quested to the COORDINATOR agent. Associative retrieval is followed by taking 
into account the case/plan description shown in Table 4.2.  

 
Table 4.2 COORDINATOR agent - representation of case features. Classes: P (problem description 
attribute) and S (solution description attribute). 
 

Class Feature Type Description 

P #packets Integer Total number of packets contained in the dataset to be 
analysed. 

P Analyzers / location Array An array (of variable length depending on the number of 
available ANALYZER agents) indicating the network 
segment where the ANALYZER agent is located. 

P Analyzers / features Array An array (of variable length depending on the number of 
available ANALYZER agents) containing information 
about the resources, their availability, and pending tasks. 

P Analyzers / failures Array An array (of variable length depending on the number of 
available ANALYZER agents) containing information 
about the number of times each ANALYZER agent has 
stopped working in the recent past (execution failures). 

S Analyzers / plans Array An array (of variable length depending on the number of 
available ANALYZER agents) containing the analyses 
assigned to each ANALYZER agent. 

 

 
• Reuse: the retrieved plan is adapted to the new planning problem. The only 

restriction is that the analyses running at that time (the results of which have 
not yet been reported) cannot be reassigned. The others (pending) can be reas-
signed in order to optimise overall performance. 

• Revise: the plan revision consists of a two-fold analysis. On the one hand, 
planning failures are identified by finding under-exploited resources. As an ex-
ample, the following hypothetical situation is identified as a planning failure: 
one of the ANALYZER agents is not busy performing an analysis while the other 
ones have a list of pending analyses. On the other hand, execution failures are 
detected when communication with ANALYZER agents has been interrupted. In-
formation on these failures is stored in the case base (as shown in Table 4.2) for 
future consideration. When an execution failure is detected, the CBP cycle is 
run from the beginning, which renews the analysis request. 

• Retain: when a plan is adopted, the COORDINATOR agent stores a new case 
containing the dataset-descriptor and the solution (see Table 4.2). 
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4.3.7   Visualizer 

At the very end of the ID process, the data that has been analysed are presented to 
the security personnel by means of a functional and mobile visualisation through 
the VISUALIZER interface agent. To improve the accessibility of the system, seg-
ment projections may be visualised on a mobile device (as can be seen in Fig. 4.4), 
enabling informed decisions to be taken anywhere and at any time. Visualisation 
facilities will differ according to the platform where the information is finally  
displayed. 

Instances of the VISUALIZER agent can be run on both computers and mobile 
devices (such as phones, blackberries, etc.). Certain restrictions are associated 
with the use of mobile platforms that have fewer resources than others. That is the 
case of the Java 2 Platform - Micro Edition (J2ME), on which VISUALIZER agents 
are run over mobile devices. These agents can only provide a reduced set of inter-
face features. Thus, two kinds of VISUALIZER agents are defined: 

• Mobile VISUALIZER agents: run on mobile platforms providing reduced inter-
face facilities. 

• Advanced VISUALIZER agents: run on platforms without interface limitations 
and thus providing advanced interface facilities.  
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Chapter 5 
Experiments and Results  

Experimental results obtained by MOVICAB-IDS when examining normal and 
anomalous traffic are presented in this chapter. CMLHL projections enable 
MOVICAB-IDS to identify anomalous situations because these situations tend not 
to resemble parallel and smooth directions (as normal situations do) and because 
of their high packet concentrations, among others. The figures in this chapter in-
clude illustrations that highlight these anomalous situations, which it should be 
noted are not generated by MOVICAB-IDS. 

As previously described in section 2.5.12, CMLHL generates output dimen-
sions (projections) that are combinations of the input dimensions. Thus, the axes 
of output projections, X and Y, do not necessarily relate to one single input  
dimension. 

MOVICAB-IDS was designed to detect anomalous situations relating to the 
SNMP (justified in section 4.1). As there is no publicly available packet-level 
dataset containing such attacks, it was decided to create a new dataset named GI-
CAP-IDS dataset. The main experimental study of MOVICAB-IDS (section 5.1) 
makes use of this dataset. 

Among the targeted SNMP anomalous situations, only port/network scans are 
contained in publicly available datasets, such as the DARPA dataset [1, 199, 200]. 
This chapter includes the results of dealing with port scans, which are contained in 
the well-known DARPA dataset (section 5.2), to verify the ability of MOVICAB-
IDS to deal with such attacks. Note that this is not a complete benchmark aimed at 
comparing the performance of MOVICAB-IDS with some other previous IDSs. 

The results in this chapter are discussed in section 7.1. 

5.1   GICAP-IDS Dataset 

As mentioned above, the GICAP-IDS dataset was generated "made-to-measure" in 
a small-size (28 hosts) network where "normal" traffic was known in advance. In 
addition to the SNMP packets, the dataset contains traffic related to some other 
protocols, considered as "normal" traffic. As this network was isolated and pro-
tected from external attacks, "normal" traffic was known in advance and has been 
empirically tested. MOVICAB-IDS captured packets relating to 63 different  
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protocols. Further details about the network in which the traffic was captured are 
unavailable due to the security policy. 

In this section, some scatter-plots are provided, each of which depicts all the 
packets contained in the segment projection that is shown. MOVICAB-IDS plots 
the packets in different colours and shapes taking into account the protocol infor-
mation. Thus, all the packets assigned to the same protocol are depicted in the 
same way, which, as explained in this section, leads to an intuitive visualisation of 
network traffic. 

5.1.1   Dataset Description 

Three main anomalous situations related to the SNMP are distributed throughout 
the different segments in this study, namely: network scans, SNMP community 
searches and MIB (Management Information Base) information transfers. These 
situations can imply security risks, as described in section 4.1. 

By performing the SNMP community searches between the port/network scans 
and the MIB transfers, all these anomalous situations constitute an SNMP attack 
from the outset. After trying to find whether and where (hosts and port numbers) 
SNMP is running, the community string is guessed in order to access the informa-
tion contained in the MIB. When the community string has been found, the MIB 
information is read. 

The following subsections describe the anomalous situations in depth that are 
found in the GICAP-IDS dataset. 

5.1.1.1   Network Scans 

A port/network scan provides information on where to probe for weaknesses, for 
which reason scanning generally precedes any further intrusive activity [138]. A 
network scan is one of the most commonly used techniques to identify services 
that might be accessed without permission [141]. 

To check the generalization capability of the proposed IDS, port numbers that 
are different from the default SNMP ports (161 and 162) were scanned. The re-
sponse of MOVICAB-IDS showed its ability to detect network scans aimed at any 
port number, including those aimed at SNMP ports. 

The GICAP-IDS dataset contains network scans aimed at port numbers 1434 
(registered port number) and 65788 (as an example of dynamic or private port). In 
other words, SNMP packets were sent to the port numbers of all hosts in the IP 
address range that was monitored. These network scans were performed with the 
SNMPing tool that receives the replies from the hosts in the scanned IP address 
range. It summarises the information that was gathered, stating whether there was 
an answer from the host, whether the SNMP was disabled or configured on an-
other port, or whether the SNMP was running. 

5.1.1.2   SNMP Community Search 

The unencrypted "community string" can be seen as the only authentication mecha-
nism of SNMP versions 1 and 2. An SNMP community search is characterised by 
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the intruder sending SNMP queries to the same port number of different hosts trying 
to guess the SNMP community string by means of different strategies such as brute 
force or dictionary techniques [269]. Once the community string has been obtained, 
all the information stored in the MIB is available for the intruder. 

In the GICAP-IDS dataset, the attacker probes for three different community 
names on three different port numbers. In other words, three different hosts try to 
check three different community strings ("public", "private", and "aab") for SNMP 
on ports 161, 1161 and 2161. "public" and "private" are the default community 
strings for most SNMP-configured network devices, while "aab" was included as a 
different test string. Port numbers 1161 and 2161 were included in these searches 
as the SNMP can be configured to a port number other than the default port num-
bers: 161 and 162. The SNMP community searches contained in the GICAP-IDS 
dataset were performed using the Solarwinds Network Management Tools. 

5.1.1.3   MIB Information Transfer 

This situation involves a transfer of some (or all) of the information contained in 
the SNMP MIB, which is potentially quite dangerous, as the MIB contains very 
important network configuration data. 

The MIB information transfer included in the GICAP-IDS dataset was gener-
ated by the get-bulk command; i.e. all the information stored in the MIB was sent 
through the network. These MIB transfers were performed with specific devel-
oped software. 

5.1.1.4   Segments Content 

As is described in Chapter 4, traffic data are split in different segments by MOVI-
CAB-IDS. In this experimental study, the simple segment length was set up to ten 
minutes and the overlapping time between consecutive simple segments was 2 
minutes.  

Table 5.1 describes the segments used in this study that were generated accord-
ing to the above mentioned values. For the sake of brevity, only some of these 
segments were selected for including their visualisations in this chapter. The traf-
fic contained in these selected segments can be roughly described as: 

• S1: Contains only "normal" traffic, that is, no anomalous situations are included 
in this segment. As a consequence, its projection provides a sample MOVI-
CAB-IDS visualisation of how "normal" traffic behaves. 

• S2: Apart from "normal" traffic, it contains two network scans (anomalous 
situations) that target port numbers 1434 and 65788 of all the machines within 
an IP address range. 

• S3: Contains "normal" traffic and SNMP community searches that target port 
numbers 161, 1161, and 2161 of all the machines within an IP address range. 
Three different community names were used for each one of these port num-
bers. Due to the time overlap, the last packets of the network scans contained in 
S2 are also included in S3. 
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• S4: Contains "normal" traffic and an MIB information transfer generated by the 
get-bulk SNMP command. 

• A2: As it is a compilation of the traffic contained in segments S1 and S2, this 
segment contains two network scans aimed at port numbers 1434 and 65788. 

• A3: In addition to the network scans contained in A2 (aimed at port numbers 
1434 and 65788), it also contains the SNMP community searches included  
in S3. 

• A13: This is the longest segment projection that is shown in this chapter. It con-
tains examples of all the anomalous situations previously described: network 
scans (port numbers 1434 and 65788), SNMP community searches (port num-
bers 161, 1161 and 2161), and two MIB information transfers. 
 

Table 5.1 GICAP-IDS dataset - simple and accumulated segments description. 
 

Dataset Number of packets Initial time limit (ms) Final time limit (ms) 

S1 3,122 1 600,000 

S2 3,026 480,000 1,080,000 

S3 3,235 960,000 1,560,000 

S4 9,673 1,440,000 2,040,000 

S5 10,249 1,920,000 2,520,000 

S6 3,584 2,400,000 3,000,000 

S7 3,051 2,880,000 3,480,000 

S8 2,818 3,360,000 3,960,000 

…    

A2 5,553 1 1,080,000 

A3 8,219 1 1,560,000 

A4 17,262 1 2,040,000 

A5 20,410 1 2,520,000 

A6 23,352 1 3,000,000 

A7 25,633 1 3,480,000 

A8 27,970 1 3,960,000 

…    

A13 49,647 1 6,360,000 

5.1.2   Results 

5.1.2.1   Simple Segments 

The following figures show some examples of how MOVICAB-IDS visualises 
simple segments of 10-minute length. 
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Fig. 5.1 MOVICAB-IDS visualisation of S1 segment. 

Table 5.2 Parameter values of Fig. 5.1. 
 

Parameter values of Fig. 5.1 

 Parameter Value  

 Iterations 100,000  

 Learning rate 0.03  

 p 0.3  

 τ  0.12  
 

 
Fig. 5.1 shows the projection of a simple segment (S1) containing no anomalous 

situations. This is the way that MOVICAB-IDS depicts "normal" traffic: parallel 
straight lines. After analysing each packet that is depicted, it was noticed that a 
certain ordering related to the input variables is preserved in this and other projec-
tions. The original dimensions of the dataset are preserved as indicated in Fig. 5.1. 

Any sign of non-parallel evolution or high packet concentrations is viewed as 
an anomaly. It can be seen how in this figure all the packets (related to "normal" 
traffic) evolve in parallel "lines". For some protocols, we can not define a proper 
"line" because there are not enough packets. We can draw a line crossing all these 
packets (from the same protocol) in the plot. This line will be then parallel to the 
others. 

Additionally, Fig. 5.1 allows us to identify a disruption in a protocol traffic.  
As can be seen in this figure, the traffic related to a certain protocol (Group 1 in  
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Fig. 5.2 MOVICAB-IDS visualisation of S2 segment. 

Table 5.3 Parameter values of Fig. 5.2. 
 

Parameter values of Fig. 5.2 

 Parameter Value  

 Iterations 100,000  

 Learning rate 0.03  

 p 0.3  

 τ  0.12  
 

 
Fig. 5.1) is interrupted at a certain point. Thus, the network administrator should 
realise that this protocol stopped working for a while. This requires an in-depth 
investigation to ascertain the reasons for such an interruption, as it might not be 
related to an intrusion.  

MOVICAB-IDS visualisation of S2 segment is shown in Fig. 5.2. As in the 
previous segment, most of the traffic (identified as "normal") evolves in parallel 
straight lines. Additionally, there are two "groups" (Groups 1 and 2) of packets 
that are not depicted in the same way. Looking at the source data, it was checked 
that all these packets (visualised in a non-parallel line to normal traffic) formed 
part of the SNMP network scans contained in S2 segment. Packets contained in 
Group 1 were related to the network scan aimed at port number 1434, while pack-
ets contained in Group 2 made up the scan aimed at port number 65788. 
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Fig. 5.3 MOVICAB-IDS visualisation of S3 segment. 

Table 5.4 Parameter values of Fig. 5.3. 
 

Parameter values of Fig. 5.3 

 Parameter Value  

 Iterations 100,000  

 Learning rate 0.03  

 p 1.3  

 τ  0.12  

 
As can be seen in Fig. 5.3, some anomalous groups can be identified in the 

visualisation of S3 segment. To begin with, Groups 1 and 2 contain the packets 
related to the network scans aimed at port numbers 1434 and 65788 respectively. 
Due to the time overlap, last packets of the network scans contained in S2 segment 
are also included at the beginning of S3 segment. As in the previous segment, 
these groups of packets evolve in a non-parallel direction to "normal" traffic. 

Apart from Groups 1 and 2, the other two groups (Groups 3 and 4 in Fig. 5.3) 
show an anomalous evolution. These other anomalous groups are related to the 
SNMP community searches aimed at port numbers 161, 1161, and 2161. It is 
shown how MOVICAB-IDS visualises these intrusions (network scans and SNMP 
community searches) in the same fashion: lines that are non-parallel to "normal" 
traffic. 
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As displayed in Table 5.4, the p parameter was tuned in a different way for the 
S3 segment. This shows the way in which the MOVICAB-IDS Analyzer agent 
tunes the CMLHL parameters according to the nature of the analysed segments. It 
can be also seen in the parameter values for accumulated segments (see section 
5.1.2.2), which are different from those for simple segments. 
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Fig. 5.4 MOVICAB-IDS visualisation of S4 segment. 

Table 5.5 Parameter values of Fig. 5.4. 
 

Parameter values of Fig. 5.4 

 Parameter Value  

 Iterations 100,000  

 Learning rate 0.03  

 p 0.3  

 τ  0.12  

 
Fig. 5.4 (visualisation of dataset S4) shows the way in which the system identi-

fies an anomalous situation related to an MIB information transfer. This situation 
(Groups 1 and 2) is identified as anomalous due to its high packet concentrations 
(in comparison to the "normal" traffic) and once again, its evolution does not fit 
straight lines as the "normal" traffic does. 
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5.1.2.2   Accumulated Segments 

The following figures show some examples of how MOVICAB-IDS visualises 
accumulated segments of variable length: 

• an 18 minute-long accumulated segment (A2 - Fig. 5.5). 
• a 26 minute-long accumulated segment (A3 - Fig. 5.6). 
• a 106 minute-long accumulated segment (A13 - Fig. 5.7).  
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Fig. 5.5 MOVICAB-IDS visualisation of A2 segment.  

Table 5.6 Parameter values of Fig. 5.5. 
 

Parameter values of Fig. 5.5 

 Parameter Value  

 Iterations 100,000  

 Learning rate 0.03  

 p 0.3  

 τ  0.12  

 
As previously shown in Fig. 5.2, MOVICAB-IDS identifies network scans 

(Groups 1 and 2 in Fig. 5.5) due to their evolution that is non-parallel to "normal" 
traffic. Additionally, traffic disruptions in a protocol (Group 3 in Fig. 5.5) can also 
be identified as in Fig. 5.1.  
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Fig. 5.6 MOVICAB-IDS visualisation of A3 segment. 

Table 5.7 Parameter values of Fig. 5.6. 
 

Parameter values of Fig. 5.6 

 Parameter Value  

 Iterations 120,000  

 Learning rate 0.01  

 p 1.125  

 τ  0.001  

 
Once again, network scans (Groups 1 and 2) and SNMP community searches 

(Groups 3, 4, and 5) are displayed as lines that are non-parallel to normal traffic in 
Fig. 5.6. 

MOVICAB-IDS visualisation of A13 segment is presented in Fig. 5.7. Apart 
from the attacks detected in previous accumulated segments (network scans in 
Group 1 and SNMP community searches in Groups 2, 3, and 4), the MIB informa-
tion transfers (Groups 5 to 8) can be labelled anomalous in this projection. As in 
the case of segment S4 (see Fig. 5.4), these anomalous transfers are identified by 
their non-parallel evolution and their high packet concentrations. Although these 
anomalous situations are placed in a 106 minute-long accumulated segment con-
taining almost 50,000 packets, these anomalous situations do not slip by unno-
ticed. This outcome shows the intrinsic robustness of the applied neural model 
(CMLHL), which is able to respond effectively to a complex dataset. 



5.1   GICAP-IDS Dataset 101
 

 

Group 2 
Group 1

Group 3 
Group 4 

Group 5 

Group 6 

Group 7 
Group 8 

"Normal" direction 

 

Fig. 5.7 MOVICAB-IDS visualisation of A13 segment. 

Table 5.8 Parameter values of Fig. 5.7. 
 

Parameter values of Fig. 5.7 

 Parameter Value  

 Iterations 400,000  

 Learning rate 0.036  

 p 0.4  

 τ  0.1  

 
Network scans can be identified within all the accumulated segments in which 

they are contained (Groups 1 and 2 in Fig. 5.5, Groups 1 and 2 in Fig. 5.6, and 
Group 1 in Fig. 5.7). Community searches are labelled as Groups 3, 4, and 5 in 
Fig. 5.6, and Groups 2, 3, and 4 in Fig. 5.7. Additionally, A13 includes two MIB 
information transfers (Groups 5, 6, 7, and 8 in Fig. 5.7). 

As shown in these experiments, MOVICAB-IDS enables the network adminis-
trator to identify anomalous situations when packets evolve in non-parallel direc-
tions to the "normal" one and when the density of packets is much higher than that 
of "normal" situations. Empirically, we have noted that an evolution along parallel 
lines means "normal" traffic data. It has been also shown how traffic evolution is 
depicted by MOVICAB-IDS, letting the network administrator identify service 
disruptions. 
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5.2   DARPA Dataset 

This section describes the empirical verification of MOVICAB-IDS involving a 
port scan attack in the DARPA IDS evaluation dataset [212, 213, 214] made 
available by the MIT Lincoln Laboratory. Although some works have raised ques-
tions about the accuracy and reliability of these datasets [298, 299], the DARPA 
and the associated KDD Cup 1999 [153, 154] datasets are still the standard cor-
pora for the evaluation of NIDSs. 

5.2.1   Dataset Description 

The DARPA corpus was assembled in 1998 [1] and 1999 [212, 213] to provide a 
standard to evaluate both false-alarm rates and detection rates of IDSs, including a 
variety of known and new attacks buried in a large amount of normal traffic. The 
corpus was collected from a simulation network used to automatically generate 
realistic traffic, including attempted attacks. The DARPA corpus provides a 
widely-used benchmark for ID evaluation on network traffic at the packet level. 

In the present study, only TCP (i.e. Transport Control Protocol) traffic was se-
lected from this dataset as most of the attacks (166 out of 174) contained in the 
1998 DARPA corpus are based on this protocol. TCP packets contained in a sub-
set of this dataset are characterized by a set of features that has already proved 
effective in the GICAP-IDS dataset, namely: timestamp, source and destination 
ports, packet size, and protocol. As such, the TCP network traffic is mapped into a 
five-dimensional feature space. 

5.2.1.1   Port Scans 

Among all the SNMP anomalous situations we focused on, only scans are con-
tained in the DARPA dataset. To check the ability of MOVICAB-IDS in facing 
such attacks through a well known dataset, this section comprises an experimental 
validation on responding to port scans contained in the DARPA dataset. 

Tests in this study involved a subset of the 1998 DARPA dataset. This subset 
contains 10 minutes of the traffic (3,730 packets) captured on the Monday of the 
second week, including the portsweep attack generated on that day. In the DARPA 
documentation page [300], a portsweep attack is defined as a surveillance sweep 
through many ports to determine which services are supported on a single host. In 
this sample of portsweep attacks, packets are sent from the host 192.168.1.10 to 
the 100 first port numbers of the host 172.16.114.50. 

5.2.2   Results 

In the following figures (Fig. 5.8 and Fig. 5.9), due to the high number of proto-
cols in the DARPA dataset, all the packets except those related to the portsweep 
(in blue and red) are depicted as black stars. 
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Fig. 5.8 MOVICAB-IDS visualisation of a DARPA sample dataset. 

Group 1 

 

Fig. 5.9 Zoomed portsweep attack. 

Fig. 5.8 and Fig. 5.9 show that MOVICAB-IDS manages to identify the anoma-
lous situation contained in the analysed dataset. The portsweep attack (Group 1) is 
identified due to its non-parallel evolution to the normal traffic. This shows how 
MOVICAB-IDS is also able to detect anomalous situations in a large dataset fol-
lowing the same previously explained strategy (for the GICAP-IDS dataset). Signs 
of non-parallel evolution and high packet concentrations are viewed as anomalies. 
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Chapter 6 
Testing and Validation 

Some authors claim that one of the main challenges for researchers seeking to 
implement and to validate a new ID method is to assess and compare its perform-
ance with other available approaches [301]. Benchmarking an IDS is a common 
way of establishing its effectiveness, although this task is neither easy nor clear-
cut [16, 302]. It is even more difficult when dealing with visualisation-oriented 
IDSs as no specific comparative techniques exist, unlike those for other ap-
proaches such as the ROC (Receiver Operating Characteristic) analysis [303]. 

Some interesting works have proposed IDSs testing in real (or as realistic as 
possible) environments [304] or in experimental settings [82, 93, 282]. These two 
approaches have proved to have some advantages and disadvantages, as pointed in 
[305], in which a combination of them is proposed. 

The most widely accepted approach to IDS benchmarking is based on a pub-
licly available dataset. Under this approach, the performance of a new IDS can be 
compared against those of previous IDSs by analysing this dataset. Up to now, 
only DARPA [1, 199, 200] and the associated KDD Cup 1999 [153, 154] datasets 
are available for such purpose. Beginning in 1998, DARPA initiated the ID 
Evaluation program [300]. These evaluations involved generating background 
traffic interlaced with malicious activity so that IDSs and algorithms could be 
tested and compared. Some problems concerning the inner structure and features 
of this dataset have been discovered [299, 306, 307]. It also has some other up-to-
date problems such as the outdated attacks it contains and the data rate, that is not 
comparable with that in current real networks [308]. Despite these limitations, so 
far, this is still the de-facto standard corpus for IDS testing as there are important 
constraints (privacy and confidentiality mainly) that prevent a new network traffic 
dataset from being made publicly available. The Lincoln Adaptable Real-time 
Information Assurance Test-bed (LARIAT) [309] was aimed at easing the ID de-
velopment and evaluation by extending the DARPA ID Evaluation program. Un-
fortunately, the LARIAT software is not openly available. MOVICAB-IDS was 
confronted with some of the anomalous situations contained in the DARPA data-
set in section 5.2. 

Apart from testing datasets, some methodologies [14, 305, 310], frameworks 
[78, 93, 94], and tools [145, 228, 281] for assessing IDSs have also been proposed. 
Additionally, comparative studies on commercial IDSs have been carried out by 
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network magazines mainly [304, 311, 312, 313]. However, up to the present, there 
have been no specific testing proposals for visualisation-oriented IDSs due to the 
novelty of such approach. Moreover, the projection of network packets onto a 
2D/3D space to support visual ID has only been very partially addressed in previ-
ous works. Although some approaches to validate IDSs based on categorical data 
exist [314], little effort has been devoted to ID benchmarks based on numerical 
traffic data. Despite the fact that increasing effort has been devoted over recent 
years to IDSs in general, and to IDSs assessment in particular, there is no compre-
hensive and scientifically rigorous methodology to test the effectiveness of these 
systems [315]. Thus, it remains an open issue and a significant challenge [301]. 

In view of the above-mentioned issues, a fair comparison between MOVICAB-
IDS and other similar visualisation methods for ID is difficult to achieve. In con-
sequence, to measure the performance of MOVICAB-IDS, a two-fold analysis has 
been designed and carried out. This analysis consists of: 

• Mutation-based technique (section 4.6): a novel testing technique that spe-
cializes in IDSs relying on numerical packet features. It is based on measuring 
the evaluated IDS results when confronting unknown anomalous situations, as 
the identification of 0-day (previously unseen) attacks is possibly the most 
challenging and important problem in ID [27]. 

• Comparison (section 4.7): various projection/mapping models are compared 
when facing packet visualisation for ID. 

In this chapter, the analysis is described and the most relevant results are shown. 
MOVICAB-IDS is then qualitatively measured against a predictable baseline and 
its subjacent neural model is comparatively measured against other projec-
tion/mapping techniques [302]. The main limitations of the proposed analysis are 
the absence of quantifiable outcomes and the dependence on previously captured 
background and attack traffic. 

6.1   Mutation Testing Technique 

The mutation testing technique that has been developed is based on a measured 
evaluation of the IDS results after having confronted unknown anomalous situa-
tions, as the identification of 0-day (previously unseen) attacks is a key issue in 
ID. Some ID strategies (especially those based on attack signatures or patterns) 
can not properly deal with such attacks. The goal is to test an IDS in situations that 
could occur with a hacker that are as real as possible. 

Inspired by previous attempts [316, 317], this testing model consists of generat-
ing "synthetic" attacks by mutating "real" attacks on a background of "normal" 
traffic. In other words, attacks are injected into a stream of real background activ-
ity. This is a very effective approach for determining the hit rate of an IDS given a 
particular level of background activity [315]. The main advantage of such an ap-
proach is that as the background activity is real, it contains all of the "usual" 
anomalies and subtleties. 



6.1   Mutation Testing Technique 107
 

 

In general, a mutation can be defined as a random change. In keeping with this 
idea, the testing technique changes different features of the packets belonging to a 
known attack to generate previously unseen attacks. As previously explained in 
Chapter 4, the numerical information to be mutated is extracted from the packet 
headers. As a result, the IDS will be tested in "semi-real" situations that may be 
generated by a hacker, which would not otherwise be available for training the 
IDS. 

The modifications created by this testing technique lead to real situations by in-
volving changes in aspects such as: attack length (amount of time that an attack 
lasts), packet density (number of packets per time unit), attack density (number of 
attacks per time unit), and time intervals between attacks. The mutations can also 
concern both source and destination ports, varying between the three different 
ranges of TCP/UDP port numbers: well known (from 0 to 1023), registered (from 
1024 to 49151), and dynamic/private (from 49152 to 65535). Some of the possible 
mutations may be senseless, such as a scan of less than three hosts in the case of a 
network scan, which was also taken into account. Additionally, certain restrictions 
are imposed on the mutations in order to generate new attacks that are as realistic 
as possible: time values must range from 1 to the length of the original segment 
while port numbers must range from 0 to 65535. 

Time is a fascinating issue of great importance when considering intrusions 
since the longer an attack is, the more likely its detection. There are therefore two 
main strategies that will allow an intrusion to slip by unnoticed: 

• Drastically reduce the time used to perform an attack, by increasing the tempo-
ral concentration of packets. 

• Spread the packets out over time, which is to say, reduce the number of packets 
sent per time unit. 

These strategies have been taken into account when applying the proposed muta-
tion technique. 

6.1.1   Mutating a Sample Dataset 

The novel testing technique was verified by applying it to a sample dataset gener-
ated on the same network on which the experimental study of MOVICAB-IDS 
had been performed. See Chapter 5 for further details. 

This sample dataset contains the following anomalous situations: 

• Three network scans to several hosts aimed at port numbers 161, 162, and 
3750. 

• A time difference between the first and the last packet included in each scan 
(i.e. scan length) of 17,866 ms for the scan aimed at port number 161, 22,773 
ms for the scan aimed at port number 162, and 17,755 ms for the scan aimed at 
port number 3750. 

• An MIB information transfer. 

For ease of comparison, the MOVICAB-IDS visualisation of the original dataset is 
shown in Fig. 6.1. 
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Fig. 6.1 MOVICAB-IDS visualisation of the original dataset to be mutated. 

As may be observed in Fig. 6.1 and as previously explained in 5, MOVICAB-
IDS identifies anomalous situations due to the fact that these situations do not tend 
to resemble parallel and smooth directions (as normal situations do) or due to their 
high packet concentrations. Accordingly, the network scans (Groups 3, 4, and 5 in 
Fig. 6.1) and the MIB information transfer (Groups 1 and 2 in Fig. 6.1) in the sam-
ple dataset can be labelled anomalous. 

6.1.1.1   Dataset Description 

Several tests were initially designed to verify the performance of MOVICAB-IDS 
through the mutation testing technique. Each one of these tests is associated with a 
dataset obtained by mutating the original one. Mutations relating to network scans 
have been performed and changes were therefore made to the scan packets to take 
the following issues into account: 

• Number of scans in the dataset: i.e. number of scanned ports. 
• Destination port numbers targeted by the scans. 
• Length of the scans. 
• Number of packets (density) in the scans. That is, number of scanned hosts. 

By considering these issues, the collection of testing datasets covers most of the 
different scan-related situations which the monitored network might have to con-
front. Testing datasets can then be roughly described as: 

• Mutated dataset 1: one scan aimed at port 3750. 
• Mutated dataset 2: two scans aimed at ports 161 and 162. 



6.1   Mutation Testing Technique 109
 

 

• Mutated dataset 3: one scan aimed at port 1734. 
• Mutated dataset 4: two scans aimed at ports 4427 and 4439. 
• Mutated dataset 5: three time-expanded scans aimed at ports 161, 162, and 

3750. 
• Mutated dataset 6: three time-contracted scans aimed at ports 161, 162, and 

3750. 
• Mutated dataset 7: one time-expanded scan aimed at port 3750. 
• Mutated dataset 8: two 5-packet scans aimed at ports 4427 and 4439. 
• Mutated dataset 9: two 30-packet scans aimed at ports 1434 and 65788. 

The first issue to consider is the number of scans in the attack. Datasets containing 
one scan (mutated datasets 1, 3, and 7), two scans (mutated datasets 2, 4, 8, and 9) 
or three scans (mutated datasets 5 and 6) were generated. Each one of the scans in 
a dataset is aimed at a different port number. The underlying idea is that hackers 
can check the vulnerability of as many services/protocols as they want. The num-
ber of scans (ranging from 1 to 65536) can be modified from one attack to  
another. 

A scan that attempts to check whether a protocol/service is running can be 
aimed at any port number (from 0 to 65535). The mutated datasets that were in-
troduced above contained scans aimed at port numbers such as 161 and 162 (well 
known ports assigned to SNMP), 1434 (registered port assigned to Microsoft-
SQL-Monitor, the target of the W32.SQLExp.Worm), 3750 (registered port  
assigned to CBOS/IP ncapsalation), 4427 and 4439 (registered ports, as yet unas-
signed), and 65788 (dynamic or private port). Then, the different port ranges were 
covered by these samples of attacks. 

Mutated datasets 5, 6, and 7 were used in order to check the proposed IDS in 
relation to the time-related strategies. Mutated dataset 5 was obtained by spreading 
the packets contained in the three different scans (aimed at port numbers 161, 162, 
and 3750) over the captured data. In this dataset, there was a time difference of 
247,360 ms between the first scan packet (aimed at port 161) and the last scan 
packet (aimed at port 3750), whereas in the original dataset the scans lasted 
164,907 ms. The total length of the mutated dataset was 262,198 ms. In the case of 
mutated dataset 7, the same mutation was performed but only for those packets 
that were associated with the scan aimed at port 3750. In contrast, the strategy of 
reducing the attack time was followed to obtain mutated dataset 6. In this case, the 
time difference between the first and the last packet of the scans was about 
109,938 ms. 

Finally, the number of packets contained in each scan was considered. In the 
case of a network scan, each packet means a different host is included in the scan. 
Mutated datasets 8 and 9 were created to address this issue. Mutated dataset 8 con-
tains low-density scans given that were reduced to only five packets. It was de-
cided that a scan probing less than five hosts could not be considered a proper 
network scan. This is a fuzzy lower limit as it could also be set as four or six 
packets. On the other hand, mutated dataset 9 contained medium-density scans. In 
this case, each one of them was extended to 28 packets. 
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Apart from identifying the mutated scans, the detection of the MIB information 
transfer contained in all these datasets also represented a test for the performance 
of MOVICAB-IDS. The experimental results obtained for these mutated datasets 
are shown in the following section. 

6.1.1.2   Results 

The application of MOVICAB-IDS to the different scenarios described in section 
6.1.1.1 led to the results shown in this section. For the sake of brevity, only visu-
alisations of the most representative cases are presented. 

As previously stated in Chapter 5, scans are labelled anomalous whenever their 
packets tend not to resemble parallel and smooth directions (normal situations). 
Additionally, other anomalous situations, such as MIB information transfers, are 
also identified by CMLHL as anomalous on the basis of traffic density. 

Group 1 
Group 2 

Group 3 

Group 4 

Group 5 

 

Fig. 6.2 MOVICAB-IDS visualisation of mutated dataset 5. 

The visualisation of mutated dataset 5 is shown in Fig. 6.2. The three time-
expanded scans aimed at ports 161, 162, and 3750 can be easily identified (Groups 
1, 2, and 3 respectively). Additionally, the MIB transfer can also be more clearly 
identified (Groups 4 and 5). 

The three time-contracted scans (Groups 1, 2, and 3) contained in mutated data-
set 6 can be easily identified in Fig. 6.3. On the contrary, considerable experience 
is required to identify the time-expanded scan (Group 1) in the case of the visuali-
sation of mutated dataset 7 (Fig. 6.4). As previously mentioned, this would  
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Fig. 6.3 MOVICAB-IDS visualisation of mutated dataset 6. 

 

Group 1 

 

Fig. 6.4 MOVICAB-IDS visualisation of mutated dataset 7. 
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Fig. 6.5 MOVICAB-IDS visualisation of mutated dataset 8. 

Group 1 

Group 2 

 

Fig. 6.6 MOVICAB-IDS visualisation of mutated dataset 9. 
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correspond to a hacker trying to slip by unnoticed by spreading the attack packets 
out over time. It is worth emphasizing that the other anomalous situation (the MIB 
information transfer) was identified in mutated dataset 7 with greater clarity than 
in any of the other visualisations of the mutated datasets. 

When scans contain only five packets (Groups 1 and 2 in Fig. 6.5 - mutated 
dataset 8), an expert is once again required to identify the anomalous scan situa-
tions. On the other hand, MOVICAB-IDS clearly detects high-density scans as the 
ones contained in mutated dataset 9 (Groups 1 and 2 in Fig. 6.6). 

Through the above figures (from Fig. 6.2 to Fig. 6.6), it may be seen how 
MOVICAB-IDS is able to identify the different mutated anomalous situations, 
even though some are identified with greater clarity than others. 

These initial tests demonstrate the ability of MOVICAB-IDS to identify the 
anomalous situations it confronted. Identification of the mutated scans can, in 
broad terms, be explained by the generalization capability of the neural model in 
the proposed IDS. In other words, through the use of CMLHL, MOVICAB-IDS is 
capable of identifying not only the real anomalous situations contained in the 
original dataset (known) but also the mutated (unknown) ones which may be real. 

6.1.2   Mutating Segments 

After mutating a sample dataset, the proposed testing technique was applied to 
more complex datasets: accumulated segments previously analysed by MOVI-
CAB-IDS (see Chapter 5). Each one of the mutations generates a new segment or 
dataset. For the sake of simplicity, only the visualisations of two mutated datasets 
(A2' and A2'') are shown in this section. These mutated datasets were generated 
from the A2 accumulated segment (see Chapter 5). 

Fig. 6.7 shows the MOVICAB-IDS visualisation of a mutated version of the A2 
accumulated segment (A2'). This mutation implies changes in the destination port 
numbers of the network scans contained in the original dataset. The network scan, 
originally (in A2) aimed at port number 1434, is now (in A2') aimed at port num-
ber 23745. In the second network scan, the original destination port number 65788 
was replaced by 45232 (in A2'). Additionally, the packet density of these scans 
was reduced; each of the original scans consisted of 60 packets which were re-
duced to 40 packets in A2'. 

Fig. 6.8 shows the MOVICAB-IDS visualisation of a different mutated version 
(A2'') of the A2 accumulated segment. In this case, only one network scan is kept 
(scan aimed at port number 1434 in A2 is removed) and the packet density of this 
scan is decreased by enlarging the duration of the attack. In the original dataset 
(A2), the network scan lasted 61,858 ms, while in this mutated dataset (A2''), it 
lasted 247,432 ms. This mutation could correspond to the strategy of an attacker 
trying to slip by unnoticed by reducing the attack time. 

To check the ability of MOVICAB-IDS in identifying 0-day attacks, these mu-
tated segments (A2' and A2'') were projected through the weights previously cal-
culated for the A2 segment. This simulates a 0-day (previously unseen) attack as 
the neural model was trained without these data. The projections then revealed 
whether MOVICAB-IDS had been able to identify the previously unseen attacks.  
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Fig. 6.7 MOVICAB-IDS visualisation of A2' mutated segment. 

Group 1 

 

Fig. 6.8 MOVICAB-IDS visualisation of A2'' mutated segment. 
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The network scans contained in both A2' (Groups 1 and 2 in Fig. 6.7) and A2'' 
(Group 1 in Fig. 6.8) segments are labelled anomalous due to their non-parallel 
evolution to normal traffic. It is less easy to identify the network scan in the case 
of the A2'' segment due to its lower packet density, which was expected, as higher 
packet densities signal anomalies. 

The projections of the mutated datasets can be compared with the projection of 
the original A2 segment (Fig. 5.5). By doing this, we can say that due to the gen-
eralization capability of the neural model underlying MOVICAB-IDS, it is able to 
identify previously unseen network scans. Thus, we can conclude that the pro-
posed mutation testing technique positively evaluates MOVICAB-IDS. 

6.2   Comparison with Other Projection Models 

After applying mutant testing, it was decided to compare the outcome of the 
MOVICAB-IDS underlying model, CMLHL, with those of other well-known sta-
tistical and connectionist models. Both linear and nonlinear models such as PCA, 
CCA, and SOM (described in section 2.5) have been applied to some of the previ-
ously analysed datasets (see Chapter 5). Several experiments were conducted to 
apply these models to the segments in the GICAP-IDS dataset. The performance 
of CMLHL in visualising other network traffic datasets has also been compared to 
other projection models (such as Linear Discriminant Analysis and Nonlinear 
PCA) in previously published papers [283, 318]. 

For the sake of simplicity, only projections concerning two segments (A2 and 
A3) previously analysed by CMLHL (see section 5.1) are provided in this section. 
The computation of mutual distances when applying CCA, which is highly re-
source demanding, prevents larger datasets from being used. For these segments, 
only the best results (from the visualisation point of view) obtained after tuning 
the parameters of the models are shown. See Fig. 5.5 (A2 segment) and Fig. 5.6 
(A3 segment) for the CMLHL projection of these datasets. 

In the case of CCA, some parameters such as alpha, lambda, number of epochs, 
and distance criterion were tuned. In the case of the SOM, the following options 
and parameters were tuned: grid size, lattice, batch/online training, initialization, 
and neighbourhood function. The experiments concerning the SOM were per-
formed by means of the SOM Toolbox for Matlab [319]. 

6.2.1   Principal Component Analysis 

The statistical technique known as PCA (described in section 2.5.6) was applied to 
the A2 segment (Fig. 6.9). This technique, already used in the field of IDSs [249], 
failed to detect the anomalous situations (network scans), although the two princi-
pal components (depicted in Fig. 6.9) amount to 99.99% of the data's variance. 
None of the network scans (Groups 1 and 2 in Fig. 6.9) contained in A2 were 
identified as anomalous traffic because in this projection all the packets evolve in 
parallel lines (which is associated to normal traffic in this work). In the ID jargon, 
these will be false negatives. 
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Fig. 6.9 PCA projection of A2 segment. 
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Fig. 6.10 PCA projection of A3 segment. 
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PCA was also applied to the A3 segment (Fig. 6.10). This projection, amount-
ing to 99.9% of the data's variance, failed to detect the anomalous situations (net-
work scans and SNMP community search). Neither of the network scans (Groups 
1 and 2) and the SNMP community searches (Group 3) contained in A3 were 
identified as anomalous traffic because in this projection their packets evolve in 
parallel lines. 

6.2.2   Curvilinear Component Analysis 

Fig. 6.11 shows the projection of A2 obtained by CCA (described in section 
2.5.14) using standard Euclidean distance. The other final selected parameter val-
ues were: lambda = 168,850 (default value), alpha = 0.3, and 7 epochs. The 
anomalies could be differentiated from normal traffic on the basis of parallel evo-
lution as in the case of CMLHL. Network scans (Groups 1 and 2 in Fig. 6.11) are 
depicted in a non-parallel way to normal traffic. The main difference between the 
CMLHL projection and the one obtained by CCA is that the non-parallel visuali-
sation provided by CMLHL is much clearer. In the case of CCA, some of the 
groups containing normal traffic are depicted in a similar way to those containing 
the network scans and could therefore constitute false positives. Identification of 
the anomalous situations is therefore less clear than in the CMLHL projection. 
 

Group 2 

Group 1 

 

Fig. 6.11 CCA projection of A2 segment. 
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Fig. 6.12 CCA projection of A3 segment. 

Fig. 6.12 shows the projection of A3 obtained by CCA using standard Euclid-
ean distance. The other final selected parameter values were: lambda = 100,000, 
alpha = 0.6, and 9 epochs. The network scans (Groups 1 and 2 in Fig. 6.12) to-
gether with the SNMP community searches (Groups 3 and 4 in Fig. 6.12) are de-
picted as lines that are non parallel to normal traffic. Although both CMLHL and 
CCA provide quite interesting projections of A3 segment, the main difference 
between these projections is that CMLHL minimizes the overlapping between the 
different groups, yielding clearer and sparser projections. 

6.2.3   Self-Organizing Map 

The SOM mapping (described in section 2.5.13) of the A2 segment is depicted in 
Fig. 6.13. The quality measures associated with this SOM mapping are: quantiza-
tion error = 0.016 and topographic error = 0.073. 

As the SOM is unable to process a linear growing variable properly, such as the 
timestamp, this information has been removed from the dataset. For visualisation 
purposes, all the packets in the analysed segment were labelled according to the 
following labels: C1 for normal traffic, C2 for the network scan aimed at port 
number 1434, and C3 for the network scan aimed at port number 65788.  

The used parameter values for this mapping were: linear initialization, batch 
training, hexagonal lattice, and Gaussian neighbourhood function. The grid size 
(13x29) was determined by means of a heuristic formula. 



6.2   Comparison with Other Projection Models 119
 

 

  

a. Labelled map. b. Associated U-matrix. 

Fig. 6.13 SOM visualisation of A2 segment. 

Fig. 6.13.a depicts the labelled generated map which shows the labels of the in-
stances (packets) identified by each neuron. The number of instances assigned to 
each neuron appears in parentheses. The associated U-matrix, which depicts the 
distances between the neurons in the lattice, is shown in Fig. 6.13.b. 

It can be clearly seen that the SOM is able to cluster the presented segment. 
The group of neurons near the upper-left corner of the lattice (Group 1 in  
Fig. 6.13.b) gathers all the packets labelled as C3, that is, all the packets belonging 
to the network scan aimed at port number 65788. No other class of traffic is identi-
fied by the neighbouring neurons. Another important group can be identified in 
the middle of the lattice (Group 2 in Fig. 6.13.b). This group gathers all the pack-
ets associated with the other anomalous situation (labelled as C2 in Fig. 6.13.a). 
Additionally, some packets associated with normal traffic are also identified by 
these neurons. By using the SOM mapping, normal traffic could be identified as 
belonging to an anomalous situation (false positive) and the remaining traffic is 
identified by other different neurons. 

Finally, the SOM mapping of the A3 segment is depicted in Fig. 6.14. The 
quality measures associated with these SOM results are: quantization error = 0.122 
and topographic error = 0.11. 
 

Group 2 

Group 1 
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a. Labelled map. b. Associated U-matrix. 

Fig. 6.14 SOM visualisation of A3 segment. 

For visualisation purposes, all the packets in the analysed segment were la-
belled according to the following classes: C1 for normal traffic, C2 for the net-
work scan aimed at port number 1434, C3 for the network scan aimed at the port 
number 65788, C4 for the community search aimed at port number 161, C5 for the 
community search aimed at port number 1161, and C6 for the community search 
aimed at port number 2161. 

The used parameter values for such mapping were: random initialization, se-
quential training, rectangular lattice, and bubble neighbourhood function. The grid 
size (7x17) was determined by means of a heuristic formula. 

Fig. 6.14.a depicts the labelled map that was generated in which the classes 
identified by each neuron are shown. The number of instances (packets) belonging 
to each one of the classes identified by the neurons are shown in parentheses.  
Fig. 6.14.b shows the associated U-matrix. 

It can be seen that the neuron in the upper-right corner of the rectangular lattice 
(Fig. 6.14.a) gathers all the packets labelled as C3, that is, all the packets belong-
ing to the network scan aimed at port number 65788. No other class of traffic is 
identified by the neighbouring neurons. The neuron in the upper-left corner of the 
lattice gathers all the packets associated with the other anomalous situations  
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(C2, C4, C5, and C6). Additionally, 65 packets associated with normal traffic 
were also identified by this neuron, which once again proved to be false positives. 
The rest of the normal traffic is identified by other different neurons.  

It may be briefly concluded that some projection models such as PCA, EPP, 
MLHL, CMLHL, and CCA have one important advantage over other unsuper-
vised neural models (such as the SOM) within the framework of ID: they use time 
as a key variable when analysing the evolution of the packets in the traffic dataset. 
This allows the depiction of packets in an intuitive way, which is especially valu-
able in the field of visual inspection of network traffic for ID. 
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Chapter 7 
Discussion and Conclusions 

This chapter presents a discussion of the results obtained by applying the proposed 
IDS to different datasets and the results of the testing study, which are respectively 
reported in Chapter 5 and Chapter 6. It reports the principal conclusions of the 
research work in this book and sets out future lines of research. 

7.1   Discussion 

Having examined the projections obtained in the experiments shown in Chapter 5, 
it can be said that MOVICAB-IDS visualisation is able to depict normal traffic in 
a compact and intuitive way, as can be seen in Fig. 5.1. This facilitates the task of 
network monitoring, as security personnel are given a picture of the network status 
at a glance. Additionally, this visualisation allows the identification of traffic dis-
ruption associated with certain protocols which can be the consequence of attacks 
(such as Denial of Service) or malfunctioning. 

From the other experiments presented in Chapter 4 (from Fig. 5.2 to Fig. 5.7), it 
can be seen that network scans are depicted as non-parallel lines to the direction in 
which normal traffic evolves. This is the "visual signature" of such attacks, which 
anybody without in-depth knowledge of the visualisation technique can under-
stand as a signal that something anomalous is taking place in the network. SNMP 
community searches are depicted in a similar way to network scans. It is therefore 
not easy to discriminate between either of the two types of attacks, to establish 
exactly which is taking place at any one time. To do so, security personnel have to 
check further information, such as the headers of the packets identified as anoma-
lous or the outputs of some other security tools. Finally, MIB information transfers 
may be easily identified by security personnel as they have a unique "visual signa-
ture" which reflects the high packet density and non-parallel evolution. 

It may be noted from the projections of accumulated segments that the more 
packets a dataset contains, the more difficult it is to distinguish anomalous situa-
tions. This is mainly due to the overplotting weakness of scatter plots (described in 
section 2.4), which is overcome by splitting data into simple segments. As can be 
seen in section 5.1, anomalous situations are more clearly identified in simple seg-
ments, which eases the ID task. On the other hand, accumulated segments  
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provide a more comprehensive view of network traffic, which facilitates the net-
work monitoring task. When applied to high-volume networks, MOVICAB-IDS 
can deal with massive datasets (such as the DARPA dataset analysed in section 
5.2) thanks to this traffic segmentation. 

Despite the fact that the MOVICAB-IDS visualisation may not provide as 
much information as other tools do, it does provide a highly intuitive visualisation 
of traffic evolution. Wide experience or extensive training on the tool is not re-
quired to detect and identify anomalous situations. By using MOVICAB-IDS, 
inexperienced security personnel can identify anomalous situations merely by tak-
ing a quick look at the CMLHL projections. One of the key issues of such an ad-
vantage is the preservation of the temporal context of packets, which helps to pro-
vide an idea about the network status. 

The results of the testing study prove the generalisation capability of MOVI-
CAB-IDS, which shows the "visual patterns" of novel attacks even if the neural 
model has not faced such attacks earlier. It should be noted that attackers employ 
very different strategies to go unnoticed. Spreading the attack packets over time 
(Fig. 6.4) or reducing the amount of packets in an attack (Fig. 6.5) will cause 
MOVICAB-IDS to visualise these attacks less clearly. 

By comparing CMLHL to different unsupervised neural models (section 6.2), it 
can be concluded that PCA is not able to identify any of the anomalous situations 
under study. On the contrary, CCA can identify these situations but less clearly 
than CMLHL. Furthermore, CCA is much more resource demanding than 
CMLHL, as the former technique needs to compute the pairwise distance matrix 
for the whole dataset. The SOM is able to distinguish between anomalies and 
normal traffic but with a low level of accuracy. As a consequence, CMLHL was 
chosen as the projection model for MOVICAB-IDS. 

In addition to purely SNMP anomalous situations (SNMP community searches 
and MIB transfers), MOVICAB-IDS also helps in detecting probing attacks (net-
work/port scans aimed at any port numbers and hosts) as is evident from the pro-
jections that have been shown. Additionally, MOVICAB-IDS traffic snapshots 
also provide visual insight into network functioning: status of protocols, protocol 
interactions, traffic volume and diversity, etc. All these features can be roughly 
identified by visual exploration. 

Some existing IDSs need a "clean" (free of attacks) training dataset. This is not 
the case of MOVICAB-IDS, which can be trained with a dataset containing 
known and/or new attacks, due to the generalisation capability of the underlying 
neural model. This is the case of the mutated segments shown in section 6.1. The 
identification of the mutated scans can, in broad terms, be explained by the gener-
alization capability of the neural model in the proposed IDS. 

Due to information privacy and legal concerns, organisations often "sanitise" 
data before sharing it. By doing so, sensitive information such as IP addresses, 
packet payload, and so on, is removed. As has been shown, MOVICAB-IDS is 
able to detect some intrusions without using such sensitive information. The 
model is able to identify anomalous situations without using either the physical 
address (MAC) or the IP address. On the other hand, using this reduced set of 
packet information does not prevent it from detecting some common and danger-
ous internal attacks from within the network: those related to SNMP. 
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7.2   Conclusions 

The identification of patterns that exist across dimensional boundaries in high di-
mensional datasets is a fascinating task. Such patterns may become visible if 
changes are made to the spatial coordinates. However, an a priori decision as to 
which parameters will reveal most patterns requires prior knowledge of unknown 
patterns. 

Projection methods project high-dimensional data points onto a lower dimen-
sional space in order to identify "interesting" directions in terms of any specific 
index or projection. Having identified the most interesting projections, the data 
are then projected onto a lower dimensional subspace plotted in two or three di-
mensions, which makes it possible to examine the structure with the naked eye. 
Projection methods can be seen as smart compression tools that map raw, high-
dimensional data onto two or three dimensional spaces for subsequent graphical 
display. In that way, the structure identified through a multivariable dataset may 
be visually analysed with greater ease. 

An IDS can be useless if nobody is looking at its output [20]. To that end, pro-
jection techniques can map high-dimensional data onto a low-dimensional space 
adaptively, for the user-friendly visualisation of monitored network traffic. In 
keeping with this idea, MOVICAB-IDS goes one step further than previous visu-
alisation-based IDSs, in that it combines all the features extracted from the packet 
headers to depict each simple packet by means of a neural projection model. Thus, 
it provides the security personnel with a general snapshot of network traffic, pro-
tocol interactions, and traffic volume in order for them to identify anomalous 
situations. Scatter plots have been chosen due to their relative simplicity in com-
parison to other multidimensional visualisation techniques, familiarity among  
users, and their high visual clarity [51]. 

Generally speaking, small and medium-sized enterprises do not employ a net-
work administrator to identify possible threats in the corporate network. On the 
other hand, network administrators from large companies are usually over-
whelmed by information coming from IDS, especially due to the high false-alarm 
rate. The need for visual support for ID was identified in [11]: "visualisation tools 
need to be designed so that anomalies can be easily flagged for later analysis by 
more experienced analysts". Visualisation tools can therefore contribute to the 
security tasks in the following way: 

• Visualisation tools may be understood intuitively (even for inexperienced staff) 
and require reduced configuration time. 

• Providing an intuitive visualisation of network traffic lets inexperienced secu-
rity staff know how normal traffic behaves, which is a key issue in ID [320]. 
The monitoring task (usually the least dependent on the expertise of the ana-
lysts) can be then assigned to less experienced security staff. Thus, workloads 
will be reduced for senior staff while expertise will be fostered in less-
experienced employees. 
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• As stated in [174], "visualizations that depict patterns in massive amounts of 
data, and methods for interacting with those visualizations can help analysts 
prepare for unforeseen events". Hence, such tools can also be used in security 
training. 

• They can work in unison with some other tools for ID in a complementary way. 

As with other machine learning paradigms, the interesting facet of ANNs learning 
is not just that the input patterns may be learned/classified/identified precisely but 
that this learning can be generalised. Whereas learning takes place on a set of 
training patterns, an important property of the learning process is that the network 
can generalise its results on a set of test patterns that were not previously learnt. 
The identification of unknown patterns fits the 0-day attacks [37] detection, which 
still is very much one of the open issues in the field of ID. 

Anomaly-based IDSs model "normal" traffic patterns and generate alerts when 
"abnormal" events are detected. These techniques do not embed sets of rules and 
can support time-zero detection of novel attack strategies. On the other hand, the 
anomaly-based approach requires consistent modelling of normal traffic. Accu-
racy in detection proves to be the major limitation of anomaly-based IDSs, which 
can exhibit a relatively high rate of false positives [37]. The typical approach to 
circumvent that issue is to drive the IDSs development empirically, and connec-
tionist models can be profitably used for that purpose. Most supervised methods 
[314, 321, 322, 323] tackle intrusion detection as a binary classification problem 
(i.e., normal/anomalous in anomaly-based ID and intrusive/non-intrusive in mis-
use-based ID) and attain quite accurate results. However, the need for data label-
ling in the set-up phase and the continuous evolution of attack types often lead to a 
very expensive training process. 

Human beings appear to be able to learn without explicit supervision. One aim 
of unsupervised learning is to mimic this aspect of human learning and hence this 
type of learning tends to use more biologically plausible methods than those using 
error descent methods. Unsupervised learning in ANNs meets the ID requirements 
as in a real-life situation there is no target reference with which to compare the 
response of the network. On the ID battlefield, there is no guarantee that a dataset 
labelled as "normal" will not contain any attack. Equally, a dataset that contains a 
fixed number of attacks can also contain new (unknown) attacks. 

Usually, time information is not used in ANN-based IDSs. On the contrary, it 
can be employed as one of the inputs to the neural model embedded in MOVI-
CAB-IDS to show how the traffic data evolve. It helps to identify anomalous 
situations by taking into account such aspects as high packet density and temporal 
evolution in non-parallel directions. By retaining temporal information, the con-
text of intrusions is also kept, which is an important feature in visually analysing 
traffic data [172]. Thus, analysts can gain key knowledge about the nature of the 
anomalous situations to decide whether they are malignant. This is an important 
issue in ID because, to properly diagnose an event, analysts must assemble the 
contextual information of an attack [172]. 

Knowledge discovery, pattern recognition, data mining, and other such tech-
niques, deal with the problem of extracting interesting classifications, clusters, 
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associations, and other patterns from data. The existence of laptops, handhelds, 
embedded systems, and wearable computers is making ubiquitous access to a large 
quantity of distributed data a reality. Advanced analysis of distributed data for 
extracting useful knowledge is the next natural step in the increasingly intercon-
nected world of ubiquitous and distributed computing. MOVICAB-IDS has been 
designed to make it accessible from any mobile device enabling permanent mobile 
visualisation, monitoring, and supervision of computer networks. 

Considering all of the above mentioned issues, it was decided to design a hy-
brid visualisation-based IDS. The design of the system, employed different AI 
paradigms, involving the following advantages: 

• Generalization capability: by using the CMLHL model, previously unseen 
attacks may be identified. 

• Scalability: new agents (both SNIFFER and ANALYSER) can be dynamically 
added at any time. 

• Failure tolerance: backup instances of some agents can be ready to run as 
soon as the working instances fail, showing a proactive behaviour. 

• Resource optimisation: thanks to the CBP-BDI agents, the heterogeneous 
computing resources of a network can be efficiently used for the data analysis 
task. 

• Execution-time processing: by splitting the data and allowing the system to 
analyse it in different processing units (agents located in different machines). 

• Mobile visualisation: the visualisation task can be performed in a wide variety 
of devices. 

On the other hand, some limitations of the proposed model have been also  
identified: 

• Human processing: as it is based on unsupervised learning, MOVICAB-IDS 
can not automatically raise an alarm to warn about attacks. Hence, human su-
pervision is required to identify the anomalous situations. Additionally, human 
users can fail to detect an intrusion even when visualised as an anomalous one. 

• Limited detection: due to the reduced feature set used for packet projection, 
some attacks (such as those contained in the packets payload) can not be identi-
fied by means of MOVICAB-IDS. 

• Self protecting: as pointed out in [45], if you use a security visualisation sys-
tem, sooner or later it will be attacked. Compromising a security visualisation 
system is a new challenge for attackers. Although some security mechanisms 
have been implemented in MOVICAB-IDS (replicated agents and replanning 
mechanisms of the COORDINATOR agent), it performs poorly when defending 
itself from attacks. 

Finally, MOVICAB-IDS is proposed as complementary to other network security 
tools. A recent trend in ID, named IDS cooperation, is to use different IDSs at the 
same time and correlate the analysis results and corresponding alerts [41]. MOVI-
CAB-IDS can work in unison with other IDSs by using them in parallel on the 
same data source. A similar idea is followed in [166]. IDS cooperation can im-
prove the ID results in several ways: 
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• MOVICAB-IDS visualises some attacks in a similar way. By combining it with 
some other IDSs, it will be possible to discriminate among them. 

• By combining MOVICAB-IDS with a misuse-based classification IDS, 
MOVICAB-IDS can help in identifying 0-day attacks, which will allow the 
MIDS attack signatures to be updated. 

7.3   Future Work 

After identifying the main weaknesses of MOVICAB-IDS, future work will focus 
on the following areas: 

• MOVICAB-IDS has been designed to identify SNMP-related attacks success-
fully. Unfortunately, there are plenty of other attacks that this IDS could target. 

• Improvements to the dynamic assignment of analysis in order to employ com-
putational resources in more efficient ways. Additionally, the COORDINATOR 
agent should be upgraded to deal properly with a high performance computing 
cluster. 

• The testing and assessment of IDSs is still an open field, as pointed out in 
Chapter 6. This is especially noticeable in the case of visualisation-based IDSs. 
Nevertheless, a methodology to compare visualisation-based IDSs employing 
different visualisation techniques has yet to be developed. 

• As stated in [324], "since an agent is easily subverted by a process that is 
faulty, a multi-agent based intrusion detection system must be fault tolerant by 
being able to recover from system crashes, caused either accidentally or by 
malicious activity". Thus, securing MOVICAB-IDS components remains pend-
ing. Although, as previously stated, some security mechanisms have been in-
cluded in MOVICAB-IDS, it is not fully resistant to every single attack. 

• There is a need to complement MOVICAB-IDS facilities to integrate some 
other components such as alert correlation and packet exploration (different 
levels of abstraction). This is in line with Shneiderman's information visualisa-
tion mantra [325]: "overview first, zoom and filter, then details on demand". In-
corporating other data views will make it all the more difficult to evade this 
visualisation tool. 
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