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Preface

The idea for this book developed in October 1996 on the eve of the pas-
sage of the Economic Espionage Act (EEA) in discussions with a colleague
who specialized in intellectual property law and had been practicing for
some 15 years, litigating patents, trade secrets, and infringement cases do-
mestically and internationally in this area. We engaged in an ongoing de-
bate with respect to factors that had contributed to the passage of this new
legislation. Our discussions were fruitful because we each had unique per-
spectives, mine from an academic social science background and his from
a practitioner’s legalistic point of view dealing with these issues, not on an
abstract level, but rather day in and out handling disputes among corporate
entities.

I began analyzing and interpreting the legislative actions at both state
and federal levels regarding past and postcriminalization efforts. Accord-
ingly, the objective was to examine the available records on legislative evo-
lution and legislative history that gave rise to the enactment of this statute
and Congress’ initiatives. I systematically began reviewing and tracing all
prosecutions brought to date under the EEA legislation. Furthermore, I be-
gan examining the impact of this law in the United States and related legal
regimes in Central and Eastern Europe aswell. My projectin Central Europe
was made possible through a research grant from the State Department of
the United States, which provided me with an opportunity to analyze this
topic from a comparative perspective in order to gain a better understand-
ing of what some European countries were doing with respect to these issues
and their potential impact on western nations. This analysis, however, is still
evolving and is not within the scope of the materials presented in this book.

For a number of years, I have been in close contact and collaboration
with government officials in the Department of Justice, Federal Bureau of
Investigation, who play key roles in prosecution and investigation of these
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xii PREFACE

criminal activities under the EEA, as well as members of the private sector.
Furthermore, members of the law enforcement and prosecutorial commu-
nity were queried regarding their activities related to these types of crimes.
This provided an enriching opportunity for understanding the enforcement
initiatives that have been taking place in the United States in the past and
the present.

The criminalization of trade secret theft raises several important impli-
cations for future research and theorizing about the formation of laws at
national and international levels. However, any opinions, findings and con-
clusions, or recommendations expressed in this book are those of the author
and do not necessarily reflect the views of any government officials or grant-
ing entities.

My research results for the past 10 years have addressed the trends in crim-
inal activities in connection with the rapid growth of computing and com-
munications technologies and the increasingly global nature of commerce
and business, both of which have caused an increase in technologically so-
phisticated criminal activity as well as international economic espionage.
My work has concentrated on issues related to economic and industrial es-
pionage. My research has revolved around the following question: Should
the taking of information be criminalized as it has been in the United States
by the EEA? The U.S. Congress enacted the EEA in 1996, which meant to
establish a comprehensive approach to economic espionage, facilitating in-
vestigations and prosecution. This enactment raises complex issues about
the use of criminal sanctions and civil penalties in the rapidly changing
world of technology. Federal criminal prosecution is a powerful weapon,
and one that should not be taken lightly. Criminal penalties imposed for
the misappropriation of trade secrets under the EEA are far more severe
than any other criminal liability for violations of other intellectual property
rights. Persons engaged in misappropriation in the United States will no
longer have their liability limited to civil remedies and damages imposed
for such misconduct.

Economic espionage can be characterized as a new form of white-collar
crime that includes technology-related crimes and/or cybercrimes. It has
been argued that this will be a defining issue of the twenty-first century for
policy makers — as defining as the Cold War was for the twentieth century. My
work concentrates on issues related to technology changes. For example, the
Internetitself provides opportunities for various kinds of theft, ranging from
online banks to intellectual property. However, it also offers new means of
committing old crimes, such as fraud, and offers new vulnerabilities relating
to communications and data that provide attractive targets for extortion, a
crime that has always been a staple of criminal organizations. The synergy be-
tween organized crime and the Internet is not only very natural, but it is also
likely to flourish and develop even more in the future. The Internet provides
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both channels and targets for crime and enables them to be exploited for
considerable gain with a very low level of risk. For organized crime figures
and white-collar criminals, it is difficult to ask for more.

This topic has generated debate among policy makers, the courts, law-
makers, and the intelligence community worldwide. Criminologists, how-
ever, acknowledge that economic espionage is an important topic in the
context of cybercrimes and transnational crimes, but very few have even
addressed crimes that arise out of electronic communications such as eco-
nomic espionage. Peter Grabosky points out that the basic principles of crim-
inology apply to computer-related crime no less than they do to bank robbery
or to shoplifting. As James Finckenauer pointed out, the whole panoply of so-
called cybercrimes are almost by definition transnational crimes because cy-
berspace is not constrained within borders. Accordingly, Finckenauer noted
that ignoring the transnationalization of crime would be akin to adopting
a “head in the sand” strategy. Criminologist David Wall asserted that crimi-
nologists have been slow to explore these emerging fears and new criminal
behaviors, and to engage in debate about them in order to develop useful
bodies of knowledge that could enlighten the public and provide the basis
for informed policy. In the criminologists’ defense, however, Wall argued
that there is wisdom in exercising caution and in waiting for reliable trends
of behavior to emerge. He further pointed out that the time has arrived
to address these issues. Most recently, Peter Drahos and John Braithwaite
argued against expansion of intellectual property rights as a form of “infor-
mation feudalism” that entrenches economic inequalities. They chronicle
examples that, in their view, show an improper balance being struck between
individual property rights in knowledge and the interests of society. It is in-
evitable that social scientists, including criminologists, economists, political
scientists, and the like, will need to analyze and address these topics.

My book is designed to provide an analytic overview and assessment of the
changing nature of crime in the burgeoning information society, where sig-
nificant technological advances have revolutionized the nature of criminal
activity across national borders, and increasing interconnections and inter-
dependence have created new risks. Bringing together views from leading
national and international authorities, it explains the historical and theo-
retical background surrounding issues of economic espionage, trade secret
theft and industrial spying, and its impact on society. It looks at legislative
history, the progression of electronic and corporate criminal behavior by in-
troducing the concept of information theft and computer crimes, exploring
its definition, its identification, and its development within criminology.

Currently, no countries have enacted legislation similar to the EEA of the
United States. The most basic question that Congress and the EEA face is to
what extent the legislation will extend in “extraterritorial” application. The
book examines issues such as whether expansive extraterritorial legislation
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will likely irritate many countries, including those that are not involved in
the theft of sensitive materials. One of the main objectives of the book is to
lay out the legislative initiatives that the United States has taken to combat
criminal activities that fall under the EEA. I hope that discussions on these
and related issues will provide insight for legislatures and policy makers in
other countries to examine similar issues that they encounter and to provide
them with some basis for assessment of their existing laws or lack thereof.

The research for this book was made possible, in part, by a grant from
the International Center at the National Institute of Justice on intellectual
property as part of its research agenda on transnational crime, and through
a Research Fellowship at the Institute of Advanced Legal Studies (IALS)
at the University of London. The institute’s reputation and emphasis on
economic crime and commercial criminal law were an ideal match for my
research agenda and interest. I want to acknowledge, too, the help of a num-
ber of people and institutions. I want to thank the anonymous reviewers for
their helpful comments on the preliminary draft of this project. Special
thanks go to the staff at the IALS Library at the University of London for
providing assistance with research materials and I thank Kent State Univer-
sity for allowing me the time for my research in the U.K. I am indebted to my
colleagues Jay Albanese, James Finckenauer, Peter Grabosky, Henry Pontell,
and David Wall for their expertise, insight, and support as this manuscript
was progressing. Finally, I am grateful to David Farrington whose guidance
and encouragement was invaluable in shaping my thinking.



Acronyms and Abbreviations

ARPA
ASIS
CCIPS
CERT/CC

CFAA
CHIP
CIA
COE
CSI
CSIS
DCI
DHS
DIS
DoD
DOE
DSS
EC
ECPA
FOIA
GATT
IFCC
ITSPA
MID
NACIC
NAFTA
NCCS
NIPC

Advanced Research Projects Agency

American Society of Industrial Security
Computer Crime and Intellectual Property Section
Computer Emergency and Response Team Coordination
Center

Computer Fraud and Abuse Act

Computer Hacking and Intellectual Property
Central Intelligence Agency

Council of Europe

Computer Security Institute

Canadian Security Intelligence Service

Director of Central Intelligence

Department of Homeland Security

Defense Investigative Service

Department of Defense

Department of Energy

Defense Security Service

European Commission

Electronic Communications Privacy Act
Freedom of Information Act

General Agreement on Tariffs and Trade
Internet Fraud Complaint Center

Interstate Transportation of Stolen Property Act
Military Intelligence Department

National Counterintelligence Center

North American Free Trade Agreement
National Computer Crime Squad

National Infrastructure Protection Center



NSA
NSPA
OECD
OIA
SCIP
SEC
TRIPS
UTSA
WIPO
WTO

ACRONYMS AND ABBREVIATIONS

National Security Agency

National Stolen Property Act

Organization for Economic Cooperation and Development
Office of International Affairs

Society of Competitive Intelligence Professionals

Securities and Exchange Commission

Trade-Related Aspects of Intellectual Property Rights
Uniform Trade Secrets Act

World Intellectual Property Organization

World Trade Organization



CHAPTER O N E

Dimensions of Economic Espionage and the
Criminalization of Trade Secret Theft

WE LIVE in a world in which the economic health of nations and the com-
petitiveness of businesses are determined largely by the ability to develop,
commercialize, and capture the economic benefits from scientific and tech-
nological innovations. As the Internet and technological advances continue
to reshape the way we do business in government and industry, and as com-
petition and economic pressures create quicker and more efficient ways to
do business, the reality of increased economic crimes has a serious impact.
The connectivity of the Internet has made the concept of borders and ju-
risdictions an incredible challenge in combating this problem. Organized
groups of criminals can easily commit economic crimes and avoid sanctions
across what were once clearly defined jurisdictions, necessitating increased
cooperation among the global criminal justice agencies. A greater under-
standing of how technology, competition, regulation, legislation, and glob-
alization interact is needed to successfully manage the competition between
economic progress and criminal opportunity.

The reach of criminal sanctions has expanded in the realm of technology.
The revolution in information technologies has changed society fundamen-
tally and will continue to do so in the foreseeable future. The development
of information technology has given rise to unprecedented economic and
social changes, which also have a dark side. The new technologies challenge
existing legal concepts. Information and communications flow more easily
around the world. Borders are no longer boundaries to this flow. Criminals
are increasingly located in places other than where their actions produce
their effects.

Today’s information age requires businesses to compete on a worldwide
basis, sharing sensitive information with appropriate parties while protecting
that information against competitors, vandals, suppliers, customers, and for-
eign governments. Lawmakers are increasingly resorting to criminal codes
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2 ECONOMIC ESPIONAGE AND INDUSTRIAL SPYING

to establish economic and social policies regarding the use and dissemi-
nation of technology. Many fear that technological advances are making
corporate spying and theft of “intellectual capital” both easier and cheaper.
In the global economy, there is less distinction between the need to protect
the interests of the state and the need to protect commercial interests. A
nation’s economic status makes up a large part of its national security. This
economic status is dependent on a nation’s ability to compete effectively in
the world market.

Intellectual property crimes are serious crimes in their own right, not
because they inflict physical injury or death upon a person, but rather be-
cause they steal a creative work from its owner. Intellectual property theft is
rampant, but largely silent, so corporations and law enforcement alike have
trouble grasping its enormous impact on profitability — not to mention on
national economies. Although civil remedies may provide compensation to
wronged intellectual property rights holders, criminal sanctions are often
warranted to ensure sufficient punishment and deterrence of wrongful ac-
tivity. Indeed, because violations of intellectual property rights often involve
no loss of tangible assets and, for infringement crimes, do not even require
any direct contact with the rights holder, the rights holder often does not
know itis a victim until a defendant’s activities are specifically identified and
investigated.

In the United States, Congress has continually expanded and strength-
ened criminal laws for violations of intellectual property rights specifically
to ensure that those violations are not merely a cost of doing business for
defendants. However, domestic laws are generally confined to a specific
territory. Thus, solutions to the problems posed must be addressed by in-
ternational law and international cooperation, necessitating the adoption
of adequate international legal procedures. Law enforcement officials in
the United States, apparently viewing the U.S. economy as the most likely
target, have begun to focus on this new form of crime and the U.S. Congress
has handed them a new enforcement tool in the Economic Espionage Act
(EEA). This law, although relatively new, has far-ranging international impli-
cations. Itis a trap for unwary foreign competitors who compete aggressively
with U.S.-based companies. It also may serve as a model that will be followed
by other nations with similar legislative or law enforcement initiatives. In
those countries where the government plays a role in encouraging indus-
trial activity, the conflict between economic nationalism and international
competition will be an ongoing problem. It remains to be seen whether U.S.
initiatives in this area are the start of an international trend or whether the
United States will stand alone.

The most obvious legislative deficiency with which law enforcement has
to deal is the absence of comprehensive legislation relating to offenses
committed in an electronic environment. Some countries have none at all,
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some have adopted measures that have been integrated awkwardly into ex-
isting legislation, but relatively few have adequately updated their penal
codes. Even after legislation is introduced at the national level, many prob-
lems will remain unless governments at the same time address the transna-
tional nature of high-tech crime, which may originate in one country and
have consequences in a second, while the evidence may be spread through
many more. At present, there are no guidelines concerning which country’s
laws should prevail in pursuing an offense, how court decisions can be en-
forced if defendants reside abroad, and which protocols govern cross-border
investigations.

Criminal Consequences of Trade Secret Theft

The American people have had contradictory views of economic crimes for
some time, seeing these crimes as either a minor issue or a major crisis.
Since the mid-1980s, there have been times when they have been in the
limelight because of a financial crisis (e.g., the savings and loan scandal
and the insider trading problems in the 1980s). Usually, they have taken a
backseat to a strong national focus on more conventional crimes, specifically
violent crimes.

For example, even a cursory evaluation of internal corporate security
operations and protection procedures demonstrates that U.S. corporations
view the issue of security as one of protecting people and tangible, physical
assets rather than intellectual property. Given such a traditional approach to
security, this particular attitude is not readily adaptable to providing protec-
tion against economic espionage. Many companies do not even recognize
the significant loss that is suffered when trade secrets are pilfered by foreign
intelligence services; they may simply view it as a process that is going to
occur regardless of what they do.

Economic espionage and trade secret theft are considered white-collar
offenses. The phrase white-collar crime was coined in 1939 during a speech
given by Edwin Sutherland to the American Sociological Society. Sutherland
defined the term as “crime committed by a person of respectability and high
social status in the course of his occupation.” Although there has been some
debate as to what qualifies as a white-collar crime, the term today generally
encompasses a variety of nonviolent crimes usually committed in commer-
cial situations for financial gain. Many white-collar crimes are especially
difficult to prosecute because the perpetrators are sophisticated criminals
who have attempted to conceal their activities through a series of complex
transactions. According to the Federal Bureau of Investigation (FBI), white-
collar crime is estimated to cost the United States more than $300 billion
annually. However, the protection of trade secrets is considered to be in-
creasingly important to the competitiveness of the world’s industrial sector.
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At the same time, the world has been undergoing a computer revolution.
Since at least the beginning of the 1990s, the power of information technol-
ogy has grown exponentially, resulting in increasingly powerful means for
the theft and transfer of protected information. This technological evolu-
tion in open societies facilitates the emergence of certain kinds of criminal
and subversive activities, such as economic espionage. Thus, security (both
economic and physical) in light of the recent evolution in technology and
changes in geopolitical tensions is the broader topic surrounding this book.

The central focus of this book revolves around the following questions:
Should the taking of information be criminalized as it has been, for exam-
ple, in the United States by the EEA? Does the prospect of the threat of
prosecution serve as a true deterrent for corporate espionage under the
EEA? How can economic espionage be made less appealing? Which would
be more effective, prosecution or heavier fines? For example, should vio-
lator companies be sanctioned internationally, whereby they cannot reap
any benefits from the stolen information? Are criminal laws in this area
indispensable to competitiveness? Is it unnecessary? Or is it perhaps even
counterproductive? The book’s focus on economic espionage reflects an
underlying belief in the importance of industrial policy as a topic in the
broader context of national and international security concerns.

Furthermore, the lack of agreed-upon definitions regarding economic
and high-tech crimes has resulted in a paucity of data and information on
the size and scope of the problem. There are no national mechanisms, such
as the Uniform Crime Reports, for the reporting of economic crimes by law
enforcement. Academics have not been able to agree on definitions and
have, for the most part, continued to focus on white-collar crime. How-
ever, although most social scientists acknowledge that economic espionage
is a major problem, especially in the digital age, the topic remains under-
represented in the social science literature, including criminological and
sociological literature.

This book brings together a wide variety of materials that deal with the fre-
quently neglected criminological dimension of economic espionage. The
book’s purpose is twofold: first, to present an assessment of the state of
economic espionage activities within a criminological context and, second,
based on thatassessment, to address areas where additional research, legisla-
tive action, training, cooperation between law enforcement and the private
sector, and international cooperation are required.

The data presented in this book are a result of years of interaction with
practitioners, industry representatives, and government officials prosecut-
ing and investigating these types of crimes. The data presented provide the
basis for a discussion to address the topic of economic espionage, both as
a crime and as a national security issue. It points out the challenges that
lie ahead in today’s contemporary global economy for the law enforcement
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community, policy makers, and legislators. There is a need for a critical
discussion about the definition of this problem, the source of the prob-
lem, and the purpose behind the enactment of the EEA legislation. The
material presented here is intended to encourage a dialogue about what is
meant by criminalization of intellectual property crimes, such as informa-
tion theft and trade secret theft, whether information should be considered
“property,” and the role of law enforcement in policing economic espionage
activities. Beyond these concerns, the book draws attention to a variety of
issues raised by economic espionage and technological development. Many
of these problems are derived from an environment in which there is little
face-to-face interaction and identification of the perpetrator is difficult to
establish. Itis not only the environment that poses problems for law enforce-
ment but also the technology itself. The discussions address the need for the
education and training of law enforcement personnel who deal with these
problems. Such educational initiatives should be extended to effect change
in the attitudes of the judiciary and the wider public concerning prevention
of information theft and technology crimes.

Economic espionage is not merely an intelligence issue; it involves fun-
damental questions about a nation’s economic interests, which in turn are
part of its national security. For example, the arrest of the senior FBI official
Robert Hanssen in February 2001 reminded America of the dangers of for-
eign spying against U.S. national security interests.' As the legislative history
to the EEA stated: “typically, espionage has focused on military secrets. But
as the Cold War came to an end, this classic form of espionage evolved. Na-
tions around the world recognize that economic superiority is increasingly
as important as military superiority.”

Theoretical Perspectives

One philosophical rational for regarding knowledge as property is the labor
reward theory, a theory that finds foundation in the work of John Locke.”
Locke, in his famous Two Treatises of Government, stated: “Whatsoever then
he removes out of the State that Nature hath provided, and left it in, he
hath mixed his Labor with, and joined to it something that is his own, and
thereby makes it his Property.” This reasoning applies to the creation of
new scientific knowledge.

Two prominent and competing theories, retribution and utilitarianism,
might justify the punishment of information thieves as criminals. Both re-
tributive and utilitarian arguments are useful in understanding the conflict
that seems to have arisen between two sets of social values: those who seek
to protect private rights by means of the criminal justice system and those
that argue that society benefits more with the basic principles of freedom
from interference, freedom of information, freedom of expression, and
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the like. The question then becomes whether either traditional retributive
or utilitarian theory provides a justification for the imposition of criminal
punishment.

Proponents of retribution argue that, regardless of the effects of punish-
ment, society is always justified in imposing criminal sanctions on those who
violate the moral order. All retributive arguments in favor of punishment
assume that we can define the moral order we seek to protect. In light of util-
itarian theories of punishment, the question becomes what kind of behavior
do we want to deter and what kind of behavior do we want to encourage to
arrive at utilitarian gain?

In a civil suit, the issue before the court is usually how much harm the
plaintiff has suffered at the hands of the defendant and what remedies, if any,
are appropriate to compensate the victim for his or her loss. The goal of civil
litigation is compensation. By contrast, a criminal case requires the court to
determine whether and to what extent the defendant has injured society.
The result of criminal conviction is a sentence designed to punish. Criminal
law seeks to punish because society recognizes that we cannot adequately
respond to certain courses of action merely by rendering compensation to
the victim.

Legal theories about the justification for punishment can be grouped
into two main categories: retributionism and utilitarianism. Retribution is
an ancient concept. Opponents of the theory have argued that it is an out-
moded, even barbaric, idea, inappropriate in an enlightened society.4 The
classic, modern statement of the concept of retributive justice is found in
Kant’s The Philosophy of Law:

Juridical punishment can never be administered merely as a means of pro-
moting another good, either with regard to the Criminal himself or to Civil
Society, but must in all cases be imposed only because the individual on
whom it is inflicted has committed a Crime. ... The Penal Law is a Categor-
ical Imperative; and woe to him who creeps through the serpent-windings
of Utilitarianism to discover some advantage that may discharge him from
the Justice of punishment, or even from the due measure of it, according
to the Pharisaic maxim: “It is better that one man should die than that the
whole people should perish.” For if Justice and Righteousness perish, human
life would no longer have any value in the world.”

Most utilitarian arguments on the value of punishment can be categorized
as a theory of deterrence, restraint, or reformation. According to Jeremy
Bentham, punishment serves the purpose of deterring socially undesirable
behavior due to a “spirit of calculation” we all possess:

Pain and pleasure are the great springs of human action. When a man per-
ceives or supposes pain to be the consequence of an act, he is acted upon in
such a manner as tends. .. to withdraw him ... from the commission of that
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act. If the apparent magnitude, or rather, value of that pain be greater than
the apparent magnitude or value of the pleasure or good he expects to be the
consequence of the act, he will be absolutely prevented from performing it.°

Jeremy Bentham formulated the principle of utility as part of such a theory
in Introduction to the Principles of Morals and Legislation in 1789. An action
conforms to the principle of utility if and only if its performance will be
more productive of pleasure or happiness, or more preventive of pain or
unhappiness, than any alternative. Instead of “pleasure” and “happiness”
the word “welfare” is also apt: The value of the consequences of an action is
determined solely by the welfare of individuals.

A characteristic feature of Bentham’s theory is the idea that the rightness
of an action entirely depends on the value of its consequences. This is why
the theory is also described as consequentialist. Bentham’s theory differs
from certain other varieties of utilitarianism (or consequentialism) by its
distinctive assumption that the standard of value is pleasure and the absence
of pain, by being an act-utilitarian, and by its maximizing assumption that
an action is not right unless it tends toward the optimal outcome.

These theories provide useful tools for examining the topics of this book.
They are reexamined in connection with some of the conclusionsin the final
chapter, where policy choices are analyzed. These theories provide justifi-
cation for the move toward criminalization of certain intellectual property
theft.

Spies Target Our Know-How

Trade secret theft, or economic espionage as it is often called, commonly
occurs in one of two ways: (1) a disgruntled employee misappropriates the
company’s trade secrets for his or her own financial benefit or to harm
the company or (2) a competitor of the company or a foreign nation mis-
appropriates the trade secret to advance its own financial interests.” The
manner in which these thefts occur ranges from the complex (computer
hacking, wire interception, spy devices) to the mundane (memorization,
theft of documents, photocopying).

There are many varieties of spies. Some of the more common interna-
tional snoops include competitors, vendors, investigators, business intelli-
gence consultants, the press, labor negotiators, and government algencies.8
Espionage employees are often talented people with highly analytical skills
who excel at quickly collecting and synthesizing significant quantities of
information.” Some countries hire individuals, rather than large organiza-
tions or intelligence agencies, to do their spying for them.!” Other countries
hire teams of individuals to enter foreign companies and steal ideas. The
tools of the espionage community include scanning trade-show floors,'!
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combing through web sites,'? reviewing filings with regulatory agencies,'”
eavesdropping in airline terminals and on airline flights,'* taking pho-
tographs of factories and business offices,'” using data-mining software
to search the Internet at high speeds for information,'° using “shadow
teams,”!” stealing laptop computers,'® tuning in to computer monitors from
a nearby location using surveillance equipment,'? attending competitors’
court trials,”’ and even “dumpster diving.”(-)l However, in all instances, the
owner — who often has invested hours of hard work and millions of dollars
in developing the trade secret —is deprived of the commercial advantage he
or she would have obtained by keeping the trade secret unavailable to his
or her competitors and the public.

Economic Espionage Becoming Big Business

A number of factors have contributed to the increase in trade secret theft
in recent years, such as the end of the Cold War, increased access to and
use of computer technology, greater profitability, and the lack of company
resources to investigate and pursue such theft.”” The increasing impor-
tance of economic factors in defining a nation’s security has resulted in the
widespread theft of proprietary information in the form of trade secrets.
The level of trade secret theft appears to have skyrocketed in recent years,
and it includes more capers than the celebrated Amazon.com—Wal-Mart
employee poaching case,”” the improper use of the Sabre computer system
by an American Airlines employee,”! and the Oracle-Microsoft “dumpster
diving” case.” Realistically, no business is immune from economic espi-
onage. Targets include two main forms: industry and proprietary business
information.”® Government and corporate financial and trade data are also
stolen on a regular basis.

The United States leads the world in developing new products and new
technologies.”” Per capita, the United States produces the majority of the
world’s intellectual property capital, including patented inventions, copy-
righted material, and proprietary information.*® Within the United States,
economic espionage occurs with the greatest frequency in regions with high
concentrations of technology and research and development activities. The
FBI has reported that at least twenty-three foreign governments actively tar-
get the intellectual property of U.S. corporations.”’ Another FBI study also
found that of 173 countries, 100 were spending resources to acquire U.S.
technology.” Of those 100 countries, 57 were engaging in covert opera-
tions against U.S. corporations.”! According to the FBI study, the following
countries allegedly are extensively engaged in espionage activities against
American companies: France, Israel, Russia, China, Iran, Cuba, the Nether-
lands, Belgium, Germany, Japan, Canada, India, and several Scandinavian
countries.”” Examples of the most targeted regions for spying include Silicon
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Valley, Detroit, North Carolina, Dallas, Boston, Washington, DC,** and the
Pennsylvania-New Jersey area,”* where many pharmaceutical and biotech-
nology companies are headquartered.” Silicon Valley, according to some
experts, is the most targeted area. It offers an ideal setting for economic es-
pionage because of its concentration of electronics, aerospace, and biotech-
nology industries; its national ties to the Far East; and its mobile, multina-
tional workforce. In Silicon Valley alone, more than twenty FBI agents are
assigned full time to investigations of trade secret theft. In particular, high-
tech businesses, pharmaceutical companies, manufacturing firms, and ser-
vice industries are the most frequent targets of corporate spies.”” The most
frequently targeted industries appear to include aerospace, biotechnology,
computer software and hardware, transportation and engine technology,
defense technology, telecommunications, energy research, advanced ma-
terials and coatings, stealth technologies, lasers, manufacturing processes,
and semiconductors.”’ Victims are not just the naive and unsophisticated —
they include such corporate giants as General Motors, Intel, Lockheed
Martin, and Hughes Aircraft.”® Further, it is not just “high-technology” in-
formation thatis a target. Proprietary and confidential business information
such as customer lists and information, product development data, pricing
data, sales figures, marketing plans, personnel data, bid information, manu-
facturing costs analyses, and strategic planning information are also sought
out by intelligence agents.” Japan, Taiwan, South Korea, China, the former
Soviet Union, and the Russian Republic have devoted the most resources to
stealing Silicon Valley technology.”’ Nearly every major U.S. company now
has a competitive intelligence office that is designed to discover the trade
secrets of competitors.’! Some firms, such as Motorola, have intelligence
units located around the world.*

Computers Spark Surge in Trade Secret Theft

No single reason can be given for the increase in trade secret theft. How-
ever, one reason for the dramatic increase is undoubtedly the world’s ever-
expanding use of the computer. Increasing public use and access to com-
puters has allowed people who harbor criminal intentions to copy sensitive
information or to enter confidential areas to which they previously had no
access. For example, a disgruntled employee who wants to take the com-
pany’s most attractive new plan or product to his or her next employer no
longer needs to spend hours clandestinely duplicating documents. He or
she can now download the plans, schematics, or documents to a 3.5-in. com-
puter disk in a matter of seconds.”” Every time a new computer is linked
to a network, or a company network is linked to the Internet, the points of
entry through which a hacker may gain access to a company’s confidential
system are increased. Each new addition increases the chance that someone
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will not follow the proper security instructions or will allow access to an
unauthorized user."!

Not only has confidential and proprietary business information become
easier to steal, but stealing it is also potentially very lucrative.*® For example,
a group of Russian computer hackers stole $10 million from Citibank by
infiltrating its computer network.’® One businessman has stated: “if I want
to steal money, a computer is a much better tool than a handgun .. . it would
take me a long time to get $10 million with a handgun.”"’

Proprietary Information

Generally, such information concerns business and economic resources,
activities, research and development, policies, and critical technologies. Al-
though it may be unclassified, the loss of this information could impede
the ability of a nation to compete in the world marketplace and could have
an adverse effect on its economy, eventually weakening its national secu-
rity. Commonly referred to as “trade secrets,” this information typically is
protected under both state and federal laws in the United States. A misap-
propriation of trade secrets, or industrial espionage, occurs when a trade
secret is obtained by a breach of a confidential relationship or through im-
proper means, when such information is used, and when such use causes
the trade secret owner to sustain damages.

Global Competition and Intellectual Property Rights

Economic espionage especially threatens intellectual property rights
(IPRs), which have become the most valuable asset of global business.*® IPRs
can be owned or stolen for profit and are a vital issue in today’s competitive
market economy. IPRs have become an area of international interest and
controversy as the rate and cost of technological progress have increased
and as national borders have become ever more transparent. Intellectual
property refers to the legal rights that correspond to intellectual activity in
the industrial, scientific, and artistic fields.” These legal rights, most com-
monly in the form of patents, trademarks, and copyright, protect the moral
and economic rights of the creators, in addition to the creativity and dissem-
ination of their work.”” Industrial property,”! which is part of intellectual
property, extends protection to inventions and industrial designs.

The costs of product development in the innovation and expression in-
dustries are high. For example, filmmaking, music producing, and research-
oriented pharmaceuticals manufacturing are risky businesses that survive
with three successes out of ten tries. In contrast, the costs of product im-
itation (or outright theft) are relatively low. The theft in question is not,
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of course, of the actual pills themselves (i.e., the tangible asset), but of the
creative idea that produced them, in other words, the invention, which is
something intangible.

The following incidents further demonstrate this point. In 1995, an em-
ployee of high-technology giant Intel attempted to steal blueprints for the
Pentium processor developed through years of research and developmentat
great cost.”? Mr. Ow, 31, a resident of Sunnyvale, California, and a citizen of
Malaysia, was originally indicted by a federal grand jury on March 29, 2000.
A superseding indictment was filed on March 14, 2001, which charged him
with three counts of theft of trade secrets in violation of Title 18, U.S. Code,
Sections 1832(a) (2) and (a) (3); one count of computer fraud in violation
of Title 18, U.S. Code, Section 1030(a) (4); and one count alleging the crim-
inal forfeiture pursuant to Title 18, U.S. Code, Section 1834 (a) (2). He pled
guilty on September 14, 2001, to a superseding information charging him
with the copying of a trade secret in violation of Title 18, U.S. Code, Section
1832(a) (2), and he admitted to the criminal forfeiture.

According to the information and plea agreement, Mr. Ow copied com-
puter files relating to the design and testing of the Merced microprocessor
(now known as the Itanium microprocessor). At the time, Mr. Ow knew that
the materials contained trade secrets belonging to Intel Corporation. He
copied the trade secret information with intent to convert it to his own eco-
nomic benefit by using it at his then-new employer, Sun Microsystems. He
also knew at the time that his act would injure Intel Corporation, in that he —
as aformer employee of Intel — possessed Intel’s extremely valuable trade se-
cretinformation without its knowledge. He also agreed that the information
he copied was in fact a trade secret and that it was related to a product that
was produced for and later placed in interstate and foreign commerce. The
Itanium microprocessor was under joint development by Intel and Hewlett-
Packard Co. since 1994 and was released in 2001. Mr. Ow also agreed to the
criminal forfeiture of his interest in the computer system that was located
at his residence and that he used to commit and facilitate the commission
of the copying. Prior to imposing the 2-year prison sentence, Judge Fogel
stated that the key point in a case such as this is the gravity of what happens
when people steal intellectual property of such enormous value.

Although this employee was arrested prior to transmitting the data to
an Intel competitor, he could have provided the information necessary to
create an identical competing product and put a billion-dollar company out
of business.”” In recent years, Microsoft’s network was invaded by industrial
hackers using a computer virus that allowed them to steal pending Microsoft
products; the hackers were traced to an electronic mail (e-mail) address in
Russia.”! These attacks against two sophisticated technology giants demon-
strate that all businesses are vulnerable to economic espionage.
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What Is Industrial Espionage ?

The key difference between economic espionage and industrial espionage
is that the former involves a government’s efforts to collect information.”
Spying remains irresistible to leaders and fascinating to the public. It is
occasionally of spectacular value, particularly in wartime. Opposing sides in
World War I searched for secret weapons, knowing that such weapons would
be available in a foreign country’s industrial sector. Spies gained information
on how to create weapons such as poison gas.”® Spying saved countries time
and financial resources that they would have spent developing poison gas on
their own. The spies stole the secretfrom the Germans, and shortly afterward
many countries used poison gas against each other during warfare.’’

The practice commonly known today as “industrial espionage,” including
state-sponsored espionage, has been carried out for centuries. Proof of this
can be found in the 1474 laws of the Republic of Venice. The leaders of
Venice understood that new technologies were being developed through-
out the civilized world that were not yet available in Venice. If enterprising
Venetians could be encouraged to travel the world and bring these inven-
tions back home, Venice would prosper. To promote such espionage, Venice
enacted a form of monopoly law that would reward the enterprising adven-
turers. Under the law, if a man brought a new machine or process to Venice
from another land, only that man could use the machine or process within
the boundaries of Venice for a number of years; all others were excluded.
In this manner, that man prospered and Venice gained new technology.

Patents and copyrights were devised by the Venetians to stimulate innova-
tion and expression in a city-state that was losing its trade hegemony in the
eastern Mediterranean and the capacity to compete with Florence and other
city-states. The institutions gradually spread northward, developing certain
distinctive characteristics in France, Germany, and England. The author-
itarian French government came to view patents and copyrights as royal
favors to be bestowed at whim. Eighteenth-century French revolutionaries
established instead that they were “natural rights” of the creative process of
innovation and expression and were not to be subject to government inter-
vention other than ratification. Early seventeenth-century English reformers
reacted to the perversion of the patent and copyright into royal monopo-
lies by codifying into law that these were rights bestowed by government to
stimulate innovation and expression. Thus, the institutions in England kept
to the original Venetian intent.

The framers of the U.S. Constitution rejected the French assumptions in
favor of the British, and laws regarding patents and copyrights were promul-
gated by the new Congress during George Washington’s first presidential
term through the leadership of Thomas Jefferson on patents and Noah
Webster on copyrights. The aim of U.S. intellectual property policy has
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always been to promote public welfare; private property rights have been
the means toward that end.”

Traditionally speaking, espionage was the way in which spies acquired an
enemy’s military secrets. Some famous incidents of espionage in a military
context included England’s use of spies to acquire military information in
defeating the Spanish Armada in 1588; other examples were the Allies” use
of spies during World War II in defeating the Axis powers and the former
Soviet Union’s use of spies in stealing atomic bomb secrets from the United
States and Great Britain.”

Today, an example of industrial espionage would be a South Korean
company eavesdropping on Intel’s communications. If, however, the South
Korean government supplied the listening equipment or owned the com-
pany, then the Korean company’s activities would be considered economic
espionage. Despite some overlap, economic, industrial, and traditional es-
pionage, in theory, are mutually exclusive terms, although their usage in the
literature is inconsistent.”’

According to the U.S. Department of Justice, industrial espionage is de-
fined “as activity conducted by a foreign . . . government or by a foreign com-
pany with the direct assistance of a foreign government against a private
United States company for the sole purpose of acquiring commercial se-
crets.” This definition does not extend to the activity of private entities with-
out foreign government involvement, nor does it pertain to lawful efforts
to obtain commercially useful information, such as information available
on the Internet. As demonstrated in later chapters, although some open-
collection efforts may be a precursor to clandestine collection, they do not
constitute industrial espionage. Some countries have a long history of ties
between government and industry; however, it is often difficult to ascer-
tain whether espionage has been committed under foreign government
sponsorship.®!

Contrary to many media reports, commercial enterprises and individu-
als account for the bulk of international industrial espionage activity. For
example, in the defense industry, 58% of industrial espionage is practiced
by corporations and individuals, whereas only 22% is attributed to foreign
government-sponsored efforts, according to the FBI’s 2001 Annual Report
to Congress on Foreign Economic Collection and Industrial Espionage. The
significance surrounding the classes of parties involved in economic espi-
onage is twofold. First, friendly and allied nations commit espionage against
one another. In the world of economic espionage, there are no true friendly
relations, largely due to the fact that countries that engage in the activity
are vying for a rung on the global market ladder.’” As former French intelli-
gence chief Pierre Marion pointed out, “itis an elementary blunder to think
we’re allies. When it comes to business, it’s war.”** Second, developing na-
tions are heavily involved in the trade, due to recent political developments,
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especially the decline of communism. Formerly communist states strive to
quickly catch up with the West, and economic espionage often provides
an avenue to do just that. Without communism, intelligence agents from
Eastern bloc countries are unemployed and available in the open market.
The involvement of Eastern bloc agents is threatening because their intel-
ligence activities are not restricted by traditional notions of international
business ethics.”* Therefore, such agents may go to any lengths to acquire
the information they seek.

Many foreign nations dedicate significant resources to gathering intel-
ligence about other governments or elements thereof, and to gathering
counterintelligence information to protect against other nations’ intelli-
gence activities. The problem of foreign economic espionage has grown
significantly since the end of the Cold War. A 1994 Report to Congress on
Foreign Acquisition of and Espionage Activities Against United States Crit-
ical Technology Companies reported that the intelligence organization of
one ally ran an espionage operation that paid a U.S. government employee
to obtain U.S. classified military intelligence documents. Citizens of that ally
were found to be stealing sensitive U.S. technology used in manufacturing
artillery gun tubes within the United States. Other agents of that ally stole
design plans for a classified reconnaissance system from a U.S. company
and gave them to a defense contractor in their home country. A company
based in the territory of the ally was suspected of surreptitiously monitor-
ing a Defense Department telecommunications system to obtain classified
information for the intelligence organization of its government. Citizens
of that country were investigated for passing advanced aerospace design
technology to unauthorized scientists and researchers.

According to the 1994 report, another country that did not maintain
its own intelligence service relied on private companies to do that kind of
work. Those firms operate abroad and collect data for their own purposes,
but also gather classified documents and corporate proprietary information
for use by their government. For example, electronics firms from that nation
directed their data-gathering efforts at U.S. firms in order to increase the
market share of companies in that country in the semiconductor industry.

In 1993, Peter Schweizer aroused considerable interest with his book,
Friendly Spies: How America’s Allies Are Using Economic Espionage to Steal Our
Secrets. Appearing in the wake of a number of sensational cases, Schweizer’s
book began to make the American public and industry aware of a grow-
ing problem. Schweizer offered a broader perspective on the subject of
economic espionage, from Pierre Marion, a longtime senior official of the
French Intelligence Service:

I think you have to separate very clearly what are the fields which are covered
byan alliance and the fields which are not covered by an alliance. It’s clear that
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when you are allies, you have certain sectors. I'm speaking of the armaments.
I’'m thinking of diplomatic matters where normally you should not try to
gather intelligence. Butin all of the other fields, being allied does not prevent
the states from being competitors. Even during the Cold War, the economic
competition between the states is moving from the political-military level to
the economic and technological level. In economics we are competitors, not
allies. I think even during the Cold War getting intelligence on economic,
technological, and industrial matters from a country with which you are allied
is not incompatible with the fact that you are allies.””

Peter Schweizer exposed the fact that U.S. allies are targeting U.S. in-
dustry and stealing trade secrets to benefit their countries. He implicated
France, Israel, Germany, South Korea, and Japan and asserted that these
“friendly” nations have been involved in economic and technological espi-
onage against the United States for the past 45 years.

Schweizer’s revelations were recognized by the U.S. government in Au-
gust 1996, when the Central Intelligence Agency (CIA) accused American
allies, including France and Israel, of engaging in economic espionage. The
accusation was the result of a list compiled by the National Counterintel-
ligence Center (NACIC) that included only those countries they believe
are extensively engaged in economic espionage.”® The CIA made the ac-
cusation in written answers to questions by members of the Senate Intelli-
gence panel. The Senate report is a rare public endorsement of the CIA
charges and was the first time the U.S. government had ever publicly con-
firmed Israel’s involvement.’” This revelation about Israel touched a sensi-
tive area, given the historic close ties between the United States and Israel
and the periodic allegations that Israel targets U.S. military and commer-
cial secrets.’”® The report also included testimony by a General Accounting
Office national security specialist, David E. Cooper, before the committee.
He reported that “according to the Federal Bureau of Investigation and in-
telligence agencies, some close United States allies actively seek to obtain
classified and technical information from the United States through unau-
thorized means.” The agencies determined that foreign intelligence activi-
ties directed at U.S. critical technologies pose a significant threat to national
security.”

Although the report only uses terms such as “Country A” and “Country
B,” the descriptions of the countries and the incidents overwhelmingly sug-
gest that Country A is Israel and Country B is France.”’ According to the
report, Israel “conducts the most aggressive espionage operation against the
United States of any United States ally.” The report declares that classified
military information and sensitive military technologies are high-priority
targets for Israel’s intelligence agencies. The report also documented how
France began an aggressive and massive espionage effort against the United
States. The lessening of East—West tensions in the late 1980s and early 1990s
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enabled French intelligence services to allocate greater resources to collect
sensitive U.S. economic information and technology. France’s “government
organization that conducts these activities does not target United States na-
tional defense information such as war plans, but rather seeks United States
technology.”

The information concerning France’s espionage activities was nothing
new to the U.S. intelligence community. According to CIA and FBI officials,
French agents have gone as far as bugging seats on Air France to listen to
conversations of American businessmen as well as ransacking their hotel
rooms.”! In 1993, the CIA warned American defense contractors against
attending the Paris Air Show because French operatives were lying in wait
to steal their trade secrets.”

The NACIC’s Annual Report submitted to Congress in March 2001 con-
firmed a number of new trends in the way economic espionage is practiced
in the United States by foreign companies, individuals, businessmen, and
indeed government agencies. The NACIC survey was based on reports from
the leading American intelligence agencies and a handful of specialized
units, such as the U.S. Air Force’s Office of Special Investigations, the State
Department’s Bureau of Diplomatic Security, or the Naval Criminal Inves-
tigative Service. The survey established that most bids to dig out commercial
or financial information were instigated by private persons or companies. In-
deed, some 58% of economic intelligence collected in the United States was
the work of firms and/or individuals acting on their own initiative, whereas
22% was instigated by government agencies and 20% by state-owned or
state-run establishments (research centers, universities, and the like). With
regard to the method of collection, NACIC underlined the increasing use
of software that specializes in processing open sources. The report cited
“highly assertive open source collection” conducted under programs that
can analyze output from hundreds of discussion groups or screen price lists,
catalogues, annual reports, patent data, and marketing materials.” In pin-
pointing the problem, the NACIC implied that U.S. intelligence agencies
had found ways of monitoring the software in question, which is in wide use
among business intelligence professionals. However, the report also went
into some detail about illegal collection of data through the open theft of
trade secrets, acquisition of export-controlled technologies, and the recruit-
ment of U.S. nationals as spies.

Economic Espionage

Economic espionage has been defined as one nation collecting economic
data about another nation.”* Simply put, economic espionage is the “out-
right theft of private information.”” It is a widespread form of attack that is
conducted by employees against their own employers, by competing private
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companies, and by governments seeking to protect or expand their national
economies.”® Economic data may include such information as national gross
domestic product and inflation rate figures, which may be obtained from
published sources, or more privileged information such as budgetary allo-
cations for defense and national research and development expenditures,
which are usually acquired through illicit means. Technological espionage
involves one nation collecting data about another’s technological devel-
opment programs, usually those of critical industries such as electronics,
aerospace, defense, or biotechnology.

A different and somewhat more definitive description comes from the
Canadian Security Intelligence Service (CSIS). According to CSIS, economic
espionage is “illegal, clandestine, coercive or deceptive activity engaged in or
facilitated by a foreign government designed to gain unauthorized access
to economic intelligence, such as proprietary information or technology,
for economic advantage.””’ Still another, far more complex definition is
contained in the United States’ EEA,”® one of the few forms of legislation
enacted to help suppress economic espionage. Economic espionage entails
the unlawful compilation and use of data with economic consequences,
although technological developments can, on occasion, obscure the dis-
tinction between economic and military targets.”

An important concept related to economic espionage is economic intelli-
gence. According to CSIS, economic intelligence is “policy or commercially
relevant economic information, including technological data, financial, pro-
prietary commercial and government information, the acquisition of which
by foreign interests could, either directly or indirectly, assist the relative
productivity or competitive position of the economy of the collecting or-
ganization’s country.” Those who conduct economic espionage specifically
target this class of information.

In Japan, the ministry for international trade and industry identifies for-
eign high-tech companies that are likely to produce significant products in
the near future. The ministry supplies crucial information to Japanese com-
panies, leading them toward purchasing the foreign companies through
front organizations, false flag operations, or overt means.” In another case,
a firm in the United States lost a contract bid for international electronics.
Shortly thereafter, it learned that a European intelligence agency some-
how intercepted its pricing information. The European agency turned this
critical data over to another company, which eventually won the contract
bid. In still another incident, the CSIS discovered that a handful of “flight
attendants” on Air France were actually agents of the French intelligence
service, strategically positioned to spy on companies’ executives and gather
their trade secrets. These present-day examples, together with the aforemen-
tioned historical evidence, illustrate a crucial point that economic espionage
has been and continues to be on the rise.”’
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Trolling for Secrets Past and Present

Although the end of the Cold War seemingly brought a surge of economic
espionage activity, stealing the ideas of a business competitor is not a new
game in the world market. Indeed, economic espionage is a practice that
has existed for thousands of years. An early instance of economic espi-
onage occurred more than 1,500 years ago and involved the secret of silk. A
Chinese princess traveled abroad, wearing a flowered hat. She hid the silk-
worms in the flowers and gave them to a man in India. Thus, through eco-
nomic espionage, the secret of silk escaped from China.*?

In the eighteenth century, China again lost a secret because of economic
espionage. After China had spent centuries making high-quality porcelain
through a process known only to its alchemists, the French Jesuit, Father
d’Entrecolles, visited the royal porcelain factory in China, where he learned
the secrets of porcelain production and described the process in writings
he sent to France.*”

In his book, War by Other Means: Economic Espionage in America, John Fialka
introduces the readers to the subject by reciting the story of Francis Cabot
Lowell of Massachusetts, who traveled to Great Britain in 1811 and returned
with the secrets of the Cartwright loom. This act of economic espionage rev-
olutionized the New England textile industry and greatly enriched Lowell.
From these early roots, technology theft has evolved with the changes in
technology. Fialka further points out:

Spies are normally associated with wartime and the theft of military technol-
ogy. In the vast popular literature, there is hardly a mention of the peacetime
industrial spy. One reason may be because spy stories tend to blossom when
wars end. War is relatively clear-cut; there is a winner and an eventual loser, a
beginning and an end. The end is normally the signal for the memoir writers
to begin, but the economic struggle that attracted Lowell’s stealthy genius is
not clear-cut. Winners win quietly, and losers are often unconscious of loss,
or too embarrassed to admitit. And itis a war that does not end. The stage for
the studiously low-key dramas of economic espionage is set, as one perceptive

French writer puts it, in a kind of perpetual limbo, where there is “neither

war nor peace.”!

The early twentieth century and the reality of worldwide conflict led to
significant incidents of economic espionage, proving that economic and
military intelligence were equally important. Perhaps no other company
has been targeted by foreign intelligence agents as many times as Interna-
tional Business Machines (IBM). A leader in both computer hardware and
software, IBM produces many products of strategic interest to other gov-
ernments. According to IBM’s internal documents, foreign agents illegally
sought to acquire business secrets twenty-five times over a 10-year period.®
A retired French spymaster has even admitted to spying on IBM.
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The most famous attempt to steal trade secrets from IBM mirrored that
of an old Soviet operation. In 1980, an IBM employee stole some of the
Adirondack Workbooks, a series of valuable books containing computer
specifications and strategic planning, and sold them to Hitachi, a Japanese
computer maker.”” Not content with a partial set of the workbooks, Hitachi
sought the remaining workbooks and other confidential material from other
sources. Over the next 2 years, the FBI, in conjunction with IBM, set up
an elaborate sting operation. In the end, Hitachi’s efforts were thwarted,
the conspirators were arrested, the Japanese government’s involvement was
revealed, and Hitachi paid IBM a considerable out-of-court settlement. Still,
the conspirators did not receive any jail time, and Hitachi greatly benefited
from the workbooks.

Cold War’s End and Spies Shift to Corporate Espionage

As Cold War structures — from NATO to the KGB and the CIA — seek to
redefine themselves and to assume new roles and new functions, economic
espionage is an attractive option. During the Cold War, both intelligence™
and counterintelligence® focused on military and political targets.”’ For ex-
ample, a typical case of espionage mightinvolve an American scientist selling
military technology to the Soviet Union or an Eastern European nation.”!
Increasing state involvement in modern economies also has blurred the tra-
ditional lines between the private and public sectors. Many businesses are
state owned, state financed. Many businessmen double as politicians, and
numerous politicians serve on corporate boards.”” With the end of the Cold
War, nations have refocused domestic and foreign policies and programs to
increase economic standards for their citizens.”” Economic superiority has
become as important as military superiority, and the espionage industry has
been retooling with this in mind.”* In a recent decision by the U.S. Court of
Appeals” for the Third Circuit, the court echoed this notion, stating that
“the end of the Cold War sent government spies scurrying to the private
sector to perform illicit work for businesses and corporations and by 1996,
studies revealed that nearly $24 billion of corporate intellectual property
was being stolen each year.”

Shift in Espionage Trends

With the fall of communism, the U.S. intelligence community was forced to
redefine its mission and role in order to meet the new realities of the post—
Cold War climate. Different forms of espionage evolved. Now, espionage
activities have largely shifted to concentrate on technology, manufacturing
processes, and other trade secrets that sometimes have dual use, but often
only civilian applications.”’
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Foreign intelligence services have increasingly devoted their resources
to stealing U.S. technology.” Shortly after CIA officer Aldrich “Rick” Ames
began selling secrets to the Soviet KGB in 1985, a scientist named Ronald
Hoffman also began peddling classified information. Ames, the last known
mole of the Cold War, received $4.6 million for names of CIA informants
before he was apprehended in early 1994. Hoffman, a project manager for
a company called Science Applications, Inc., made $750,000 selling com-
plex software programs developed under secret contract for the Strate-
gic Defense Initiative. Hoffmann, who was caught in 1992, sold his wares
to Japanese multinationals — Nissan Motor Company, Mitsubishi Electric,
Mitsubishi Heavy Industries, and Ishikawajima-Harima Heavy Industries
wanted the information for civilian aerospace programs.

Ames received the more dramatic and sensational coverage, as he should
have, given that his betrayal led to the loss of life. However, the Hoffman case
represents the future of intelligence. Although one spied for America’s chief
military rival, the other sold information to a major economic competitor.”

Economic Intelligence — A New Battlefront

Economic and technological strength are the keys to power and influ-
ence.'” Trade talks have replaced arms control as the most critical form
of diplomacy.'"! Government agencies now have a growing role in surrep-
titious data collection. Perhaps most surprising about this trend is that the
perpetrators are often longtime U.S. allies.'’” These countries steal U.S. eco-
nomic and technological information, despite their friendly diplomatic and
cultural relations with the United States. Taking advantage of their access
to U.S. information, many U.S. allies have obtained valuable confidential
information with more success than the United States’ traditional enemies.
Ironically, the U.S. intelligence community often trained and supplied the
very services now spying on the United States.

Even during the Cold War, countries that were formally allied with the
United States spied on U.S. corporations.'”” Some U.S. allies adopted a “two-
track” approach under which they worked with the United States against the
Soviet Union while stealing trade secrets from U.S. corporations.'’! In fact,
the practice of economic spying by allied intelligence services was an open
secret among many FBI and CIA professionals during the Cold War. The
U.S. government did not consider espionage from friendly countries to be a
serious national security concern.'” The U.S. intelligence community kept
these activities secret to ensure that allied intelligence services continued to
spy on the Soviet Union. Victimized U.S. companies rarely revealed the theft
of their confidential information. Thus, few people outside of the counter-
intelligence community were aware that many U.S. allies stole information
from U.S. corporations.
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As economic competition replaces military confrontation in many global
affairs, spying for high-tech secrets will continue to grow.'"" How the United
States elects to deal with this troubling issue will not only determine the
direction of the American intelligence community, but also set the tone for
commercial relations in the global marketplace.'’”

With such significant national effects of economic espionage, intelligence
agencies have had to confront the issue vigorously. This has led to another
kind of arms race in which some national intelligence agencies spend bil-
lions of dollars each year in their economic espionage efforts, and counterin-
telligence agencies spend billions of dollars trying to thwart those efforts.'”®

Episodes of Intelligence Failures

Since the fall of the Soviet Union, the U.S. intelligence community has
experienced some embarrassing failures. These include the expulsion of
CIA operatives from France and Germany, the failure to warn of Indian
nuclear tests, the bombing of the Chinese embassy in Belgrade due to faulty
data provided by the CIA, and computer failures that disrupted intelligence
processing operations.'"”

In February 1995, the French government went public with its request
that five CIA operatives, allegedly caught stealing economic and political se-
crets in Paris, leave the country.''” The French Foreign Ministry summoned
the U.S. Ambassador Pamela Harriman to the Quai d’Orsay to demand the
recall of several CIA officers who allegedly had been involved in clandestine
operations targeted against French government officials. The officials had
access to information on telecommunications issues, including France’s ne-
gotiating strategy and its international telecommunications structure. Two
officials approached by the CIA reported their overtures to the Direction
de la Surveillance du Territoire, the French security service.''! U.S. officials
responded angrily to France’s public reaction to the spying. One U.S. offi-
cial was quoted as saying that “this is not the way allies treat each other.” The
French officials claimed that the U.S. citizens were trying to bribe govern-
ment officials to obtain French technology and trade secrets.''?

Another CIA agent allegedly paid Henry Plagnol, an aide to then-French
Premier Edouard Balladur, 500 francs each time he provided information on
French positions on matters being negotiated in ongoing General Agree-
ment on Tariffs and Trade (GATT) talks.''? Two other CIA agents asked
communications ministry officials for information about GATT and intelli-
gence on telecommunications and audiovisual policy.

Although the five agents were eventually allowed to remain in France,
French Premier Edouard Balladur asked for the United States to respect
France’s “national interest” and suspended the CIA’s long-standing liaison
with French intelligence.''” This suspension was particularly harmful as the
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relationship between the United States and France is crucial for joint opera-
tions, such as tracking terrorists. To make matters worse, one top American
official stated that the information obtained was worthless.

The next failure occurred in the summer of 1995, during critical Japan—
United States automobile trade talks. U.S. trade representative Mickey
Kantor and his team of negotiators came to the table armed with infor-
mation that the CIA and the National Security Agency (NSA) had gath-
ered. During the talks in Geneva, the CIA’s Tokyo station and the NSA were
eavesdropping on the Japanese delegation, including Japan’s Prime Minister
Ryutaro Hashimoto.''® The high-level trade negotiations were over possible
tariffs on Japanese luxury cars and for better access to Japan’s markets for
American cars and car parts. Each morning, Kantor was briefed with de-
scriptions of conversations between Japanese bureaucrats and auto execu-
tives from Toyota and Nissan. The surveillance was legal under U.S. law but
sparked controversy and criticism from Congress.

Another incident involved the American intelligence agents “hacking”
into the European Parliament and European Commission as part of an
international espionage campaign aimed at stealing economic and political
secrets.'!” Security experts at the European Union’s (EU’s) Luxembourg
offices said they found evidence that American agents had penetrated the
e-mail that links 5,000 EU elected officials and bureaucrats and used the
information they obtained during the GATT trade talks.''® The breach was
detected after officials began to suspect that American negotiators had been
given advance warning of confidential EU positions. Lord Plum, leader of
the British Tory Members of the European Parliament, was shocked and
voiced his disgust to the American ambassador to the EU.!1Y

In 1997, the German government also ordered a CIA officer to leave
the country. Although an initial account suggested the officer had been
trying to recruit senior German officials to provide information on high-
tech projects, a later report suggested that the officer was seeking to gather
information on a third country — probably Iran — and was expelled because
the operation had not been cleared with the German government.

In May 1998, the Indian government conducted multiple nuclear tests,
fulfilling the pledge made by the recently elected Bharatiya Janata Party
during the Indian election campaign. The tests, which were quickly followed
by Pakistani nuclear tests, came as a surprise to both the U.S. intelligence
community and policy makers. George Lauder, the director of the CIA’s
Non-Proliferation Center, was first informed of the test on May 11, when he
was handed a wire service report by an aide. At first, Lauder believed it to
be a joke.!'?’

On May 7, 1999, during Operation “Allied Force,” the Chinese embassy
in Belgrade was bombed under the mistaken belief that it was the Yugoslav
Federal Directorate for Supply and Procurement (FDSP). The FDSP had
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been nominated as a target by the CIA. Lacking the precise geographic
coordinates needed for a bombing mission, a CIA contract officer used
land navigation techniques and a street address to try to determine the
precise location of the directorate — techniques that the Director of Central
Intelligence (DCI) George Tenet later characterized as ones that “should
not be used for aerial targeting because they provide only an approximate
location.” That error, plus the fact that multiple intelligence community
and Defense Department databases indicated the old, pre-1996, location
for the Chinese embassy, resulted in the embassy, rather than the FDSP
headquarters, becoming the target. Three were killed in the attack, and
the U.S. embassy in Beijing became the site of angry demonstrations. The
already difficult relations between Beijing and Washington were strained
further — with the People’s Republic of China claiming that the attack on
the embassy had been deliberate.'”!

In January 2000, computer problems struck U.S. imagery and signals
intelligence (SIGINT) systems. A “Y2K” fix, intended to allow the uninter-
rupted and complete processing of advanced KH-11 satellite imagery data
received at the Ft. Belvoir, Virginia, ground station, failed. As a result, im-
agery interpreters were forced to operate at less than full capability.

Late in January 2000, during heavy snowstorms, the computers at the
NSA also failed. The failure did not restrict the NSA’s massive collection
operations, but it did make it impossible to retrieve the data collected. Two
days later the storm abated, and NSA employees who had not been on duty
the night of the failure returned to work and were told by the agency’s new
director, Lieutenant General Michael Hayden, of the failure and the need
to keep it secret. “American lives were at stake,” General Hayden cautioned
them. It was only on the morning of Friday, January 27, that the NSA began
to get some capability back. On Saturday, the story first appeared in news-
papers, but by Friday night full capability had been restored. Fortunately,
the United States escaped any damage due to the temporary collapse of a
key component of its SIGINT system.'??

To some extent these incidents are symptoms of deeper problems, such as
the mismatch between intelligence collection and processing and analysis,
and the emphasis on support to military operations. They are also indicative
of the dramatic changes that have occurred since the mid-1990s — in the in-
ternational political and economic system, in the availability of information,
and in the nature of international communications.

Big Brother Named Echelon

Reports by France and Italy of industrial espionage by the United States
sparked an inquiry in the European Parliament as to the actions of the CIA
and its use of information from the Echelon system.'?” The Echelon system
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dates back to the Cold War and is generally believed to be able to intercept
almost every modern form of communication. According to intelligence
specialists, Echelon is a massive network of eavesdropping stations capa-
ble of monitoring billions of private phone conversations, e-mail, and fax
transmissions around the world. It is a powerful tool, obviously, in the intel-
ligence war against terrorism and other threats.'?! Echelon is an automated
global interception and relay system reportedly operated by intelligence
agencies in five nations: the United States, the United Kingdom, Canada,
Australia, and New Zealand. It has been suggested that Echelon may inter-
cept as many as 3 billion communications every day, including phone calls,
e-mail messages, Internet downloads, and satellite transmissions. There has
been a global response to the Echelon system, resulting in counter techno-
logical systems and code designed to attract the attention of the Echelon
system. Many countries have also expressed concern regarding the parame-
ters that participants in the Echelon system will follow in deciding whether
to disclose information gathered by the system to third parties. The United
States denies that it ever passes intercepted information to U.S. companies.
Yet, Europeans note that officials in Washington have acknowledged that
U.S. intelligence data about possible bribery figured in Saudi Arabia’s deci-
sion to cancel a big airliner contract with Airbus Industries, the European
consortium. The order eventually went to Airbus’s U.S. competitor, Boeing
Company.

The European Parliament, reflecting growing mistrust on the issue, voted
in July 2000 to investigate whether the United States is spying on Euro-
pean businesses. A committee was appointed to scrutinize the Echelon spy
system. %

Keeping Secrets

Trade secrets have been common to shaman priests in preliterate societies,
and the concepthasbeen intellectually rooted in Western thoughtin respect
for individual liberty, confidentiality of relationships, common morality, and
fair competition.'*® Trade secret law grows more out of the concepts of
contract and trust than of property because information maintained as a
trade secret may be legally safeguarded against misappropriation, but not
against independent discovery or accidental leakage.'?’

Legal protection for trade secrets derives from two theories that are only
partly complementary. The first is utilitarian in nature and is sometimes as-
sociated with the view that information is a form of property. Under this view,
protecting against the theft of proprietary information encourages research
investments. The second theory emphasizes deterrence of destructive acts
and is therefore like a tort theory. Under this theory, the aim of trade secret
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law is to punish and prevent behavior that is offensive to reasonable stan-
dards of commercial behavior.

Although trade secret law is new by common law standards, it comes with
respectable credentials.'”® Holders of trade secrets have sought the protec-
tion of common laws since the eighteenth century,'® and a Massachusetts
court recognized limited rights in secret information in 1837.1%

The theory behind trade secrets maintains one core hypothesis: Inno-
vators would not be inclined to spend labor, money, and equipment to
create if the law did not give them some assurance that they could profit
from their labors.'”! Based on this theory, the foundation of trade secret
law is supported by three core public policies. First, trade secret law main-
tains commercial morality — an enforced standard of business ethics — so
businesses can enter into good faith transactions, form stable business rela-
tionships, and share confidential information to gain assistance in product
development.'* Second, trade secret law encourages research by ensuring
that innovators are the first on the market with their creations. Finally, trade
secret law punishes industrial espionage by protecting the right of privacy
of the trade secret owner.'"

At common law, employers had a property right in their trade secrets,
and the disclosure of such confidential information in violation of an em-
ployment relationship was a tort. Section 757 of the Restatement of Torts,
entitled Misappropriation of Trade Secrets, continues to be cited as the
guide to the law of trade secret misappropriation. According to the Restate-
ment, misappropriation occurs once a secret is acquired either by improper
means or with notice of its mistaken disclosure.'?*

The theft of corporate trade secrets'*® haslargely been protected through
the remedies provided in civil litigation.'?® However, for numerous reasons,
these remedies fail to provide the equivalent deterrent of criminal laws.'’
First, the purpose of criminal sanctions is punitive and seeks to deter socially
undesirable activity."”® Criminal sanctions seek to provide a penalty with the
goal of preventing the behavior from occurring in the future, while punish-
ing the past behavior. In contrast, civil law sanctions serve the purpose of
compensation and returning the party to a preexisting status quo. Second,
criminal and civil sanctions produce different remedies. Criminal sanctions
place an inherent stigma on the individual, with punishment being the
conventional device for the expression of resentment and indignation.'*’
Civil sanctions remedy the problem in an entirely different manner, most
notably through monetary disbursements.'*’ Criminal law serves as a proac-
tive approach to deterring the problem before it occurs, whereas civil law
only serves to compensate the victim for activity that has harmed the indi-
vidual. For these reasons, civil litigation serves important interests in this
area other than deterrence.'’! However, compared with other intellectual
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property laws, civil trade secret laws have the potential to provide more effec-
tive and comprehensive legal protection.'*” This dichotomous relationship
has the potential to adequately protect corporations and businesses from
theft and misappropriation of trade secrets through separate but related
remedies. Civil trade secret laws provide an effective defensive approach,
whereas criminal trade secret laws provide a powerful proactive deterrent
to combat the growing simplicity and ease of theft. However, although state
civil trade secretlaws and remedies in this area provide an effective defensive
response, current state criminal trade secret laws fail to provide an effective
deterrent to the theft and misappropriation of trade secrets.

Although civil remedies that may provide compensation to wronged in-
tellectual property rights holders are available, criminal sanctions are often
warranted to ensure sufficient punishment and deterrence of wrongful ac-
tivity. Indeed, because violations of intellectual property rights often involve
no loss of tangible assets and, for infringement crimes, do not even require
any direct contact with the rights holder, the rights holder often does not
know itis a victim until a defendant’s activities are specifically identified and
investigated. Criminal penalties imposed for the misappropriation of trade
secrets are far more severe than any other criminal liability for violations of
other intellectual property rights. Persons engaged in misappropriation in
the United States no longer will have their liability limited to civil remedies
and damages imposed for such misconduct. Federal criminal prosecution
is a powerful weapon, one that should not be taken lightly.'*

A New Code of Commercial Conduct

Discouraged by the failure of civil remedies to prevent trade secret theft,
the inability of prosecutors to effectively use other criminal statutes, and fre-
quent efforts by foreign governments to obtain trade secrets from American
companies, the U.S. Congress made the theft of trade secrets a federal crime
by enacting the EEA in October 1996.'*!

The EEA criminalizes'*® activity by anyone who:

intending or knowing that the offense will benefit any foreign government,
foreign instrumentality, or foreign agent, knowingly — (1) steals, or without
authorization appropriates, takes, carries away, or conceals, or by fraud, arti-
fice, or deception obtains a trade secret; (2) without authorization copies, du-
plicates, sketches, draws, photographs, downloads, uploads, alters, destroys,
photocopies, replicates, transmits, delivers, sends, mails, communicates, or
conveys a trade secret; (3) receives, buys, or possesses a trade secret, knowing
the same to have been stolen or appropriated, obtained, or converted with-
out authorization; (4) attempts to commit any offense described in any of
paragraphs (1) through (3); or (5) conspires with one or more other persons
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to commit any offense described in any of paragraphs (1) through (3), and
one or more of such persons do any act to effect the object of the conspiracy.
(See Appendix A.)

A powerful example of the need for an economic espionage law is the
experience of Dr. Raymond Damadian, who holds the first U.S. patent for a
commercial magnetic resonance imaging (MRI) device. In testimony before
the House Committee on the Judiciary Subcommittee on Crime on May 9,
1996, Dr. Damadian described how his Fonar Corporation frequently had
been under attack from foreign competitors. Damadian told the committee
how the absence of a law to repel the invasion of economic espionage cost
Fonar a valuable advantage:

[A] gypsy service company servicing medical equipment hired Fonar service
engineers, thereby acquiring a full set of our top secret engineering drawing
and multiple copies of our copyrighted software. We obtained a temporary
restraining order from a federal judge ordering this group not to use Fonar’s
schematics or software in the service of scanners. They ignored the judge’s
order. Through a modem connection we secured hard proof of them loading
our diagnostic software on our scanner in violation of the judge’s order.
He cited them for contempt of court. When we complained there were no
sanctions beyond the citation, the judge said, “What do you expect me to
do, put them in jail?” The irony is if it had been someone’s automobile
instead of millions of dollars of technology, incarceration would have been
automatic.' 0

One of Fonar’s competitors, Toshiba Corporation, also lured a company
engineer away so that he could provide technical data on Fonar products.
The engineer’s contract specified that he could not work for a competitor for
a 2-year period after leaving Fonar.''” Damadian soon learned that Toshiba
was paying all the engineer’s legal bills to fight Fonar’s action to enforce the
contract.

Damadian also testified that Fonar kept its magnet installation proce-
dures behind locked doors in an effort to protect its most precious tech-
nology. An executive of Siemens, a German company, told Damadian that
these precautions were easily overcome. The executive told him that the
company had taken a technician out to dinner, filled him with alcoholic
beverages, and thereby secured an invitation to enter the room and inspect
the scanner, which they did, for as long as they wanted.'*

Today, MRI is a multibillion-dollar industry. Even though the MRI is an
American invention, only two of the eight companies selling in the American
market today are American. Fonar is now, by far, the smallest of the nine
companies that dominate the industry.'"Y Most of the profits and thousands
upon thousands of high-paying technical jobs created by this invention have
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gone to companies in Japan and Germany. Fonar’s experience is a good
example of the shortcomings of civil remedies in preventing the harm of
economic espionage.

The EEA provides for criminal prosecution of an individual who “appro-
priates, takes, carries away, or conceals, or by fraud, artifice, or deception
obtains a trade secret.” Using a computer to download a trade secret without
authorization or, alternatively, destroying a trade secret so as to make it no
longer available to the bona fide owner, violates the statute. Appropriation
alone — absent commercial use or even disclosure — may trigger criminal li-
ability. In enacting the EEA, Congress created a trade secret law that differs
from the common law by broadening both the kind of information covered
and the type of conduct prohibited. The EEA thus expands and strengthens
the rights of those who hold the trade secrets.

Congress has continually expanded and strengthened criminal laws for
violations of IPRs specifically to ensure that those violations are not merely
a cost of doing business for defendants. In addition, Congress is concerned
with providing adequate protections for both foreign and domestic owners
of intellectual property. Indeed, the U.S. government has committed, in a
number of international agreements, to protecting IPR holders, including
foreign rights holders, from infringement in the United States.?’

Some misuse of intellectual property has not been criminalized. For ex-
ample, infringement of a patentis not a criminal violation. Likewise, the laws
protecting personally identifiable information do not generally provide for
criminal penalties except in the most narrow of circumstances.'"!

Although the EEA addresses and criminalizes domestic economic espi-
onage, such as one domestic firm misappropriating the trade secrets of an-
other or a disgruntled employee stealing his or her employer’s trade secrets,
the single most important reason it was passed was to address the problem
of foreign economic espionage.'”” Foreign economic espionage, where a
foreign government or company targets the trade secrets of an American
firm, was and continues to be viewed as more insidious, complex, and diffi-
cult to discover and track. Furthermore, prior to the passage of the EEA, the
prevailing wisdom was that existing state and federal laws, not to mention
the extraterritoriality and enforcement issues, made it virtually impossible
to effectively prosecute foreign economic espionage.'”

A problem with the current U.S. philosophy regarding economic espi-
onage is that our European and Asian competitors have little separation
between business and government. The EEA has nevertheless filled a signif-
icant gap in the protection of trade secrets and has been an important and
positive step forward in the battle against trade secret theft. It will be inter-
esting to see if over time the U.S. government loosens the leash on the act
and becomes more aggressive in its enforcement efforts, such as by bring-
ing actions under section 1831 (the foreign activity section). Should that
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occur, it will be yet another reason for American companies to familiarize
themselves with the EEA.

The last decade of the twentieth century was marked in most countries of
the world with a rising wave of terrorist acts, globalization, and transnational
unification of criminal groups. In addition, the last decade was characterized
by widespread economic and high-tech crimes, such as unauthorized access
to computer networks, industrial and economic espionage, and information
theft. These events have increased the importance of establishing a world
stage to unify the efforts in combating threats, such as the dissemination of
high-tech weaponry, international terrorism, transnational organized crime,
and threats to the orderly development of countries and regions of the
world."”*



CHAZPTER T W O

Transition to an Information Society — Increasing

Interconnections and Interdependence

MODERN SOCIETY is increasingly dependent on networked computer sys-
tems. The development of information technology in cyberspace has
changed our societies, commerce, and lifestyle. These information networks
have led to numerous advances in the quality of life by improving the pro-
vision of vital services such as power, medicine, and public salftf:ty.1

The information age is enabled by computing and communications
technologies, known as information technologies, whose rapid evolution
is almost taken for granted today. Computing and communications systems
appear in virtually every sector of the economy and, increasingly, in homes
and other locations. These systems focus economic and social activity on
information gathering; analyzing, storing, presenting, and disseminating
information in text; and numerical, audio, image, and video formats as a
product itself or a complement to physical or tangible products. Science
and technology have further revolutionized geopolitical strategy, interna-
tionalized markets, created new possibilities for environmental or nuclear
destruction, undermined totalitarian governments, and changed the con-
duct of warfare and the basis of economic and political power.

For some time, it has been clear that advances in science and technology
are outdistancing the capacity of existing international organizations to deal
with them. A glance at the daily newspaper is enough to convince even the
most casual observer that there are international dimensions to almost every
aspect of science and technology. These dimensions go well beyond the cus-
tomary international teamwork that characterizes today’s massive research
and development projects. There are scientific or technical issues woven into
the political, economic, and social concerns of international relations. The
complexity of the issues at stake not only defies simplification or reduction,
butit also challenges distinctions long held to be true between domestic and
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foreign, between national and international, and finally among the political,
the social, and the economic.

Science and technology transform international relations by presenting
problems requiring new strategies for decision making, new choices, and
new assessments of risk. Not long after the fall of the Berlin Wall and com-
munism, a Carnegie Commission Report called for the need “to adapt to a
world in which the border between domestic and foreign affairs is crossed
everywhere and most particularly by science and technology.™

From the end of World War II until the end of the Cold War, interna-
tional issues in science and technology largely concerned arms and energy.
The panoply of issues in science and technology that impact international
affairs today is much broader. Traditional issues in arms control and energy
production are still important, but they have been joined by new concepts
of intelligence and security, by new technologies in international communi-
cations and information networks, and by expanding financial markets and
international trade. Modern networked societies are challenged by increas-
ingly complex, diffuse, and global threats. The world’s economic globaliza-
tion has intensified competition in every industrial sector, and with that has
come a corresponding rise in industrial espionage.

The Rapid Growth of Computer Technology

As the world’s most advanced countries enter into what has been termed
the information age,’ this new epoch is defined by the use of computers,
particularly computers grouped into the network form* and used to facilitate
human interactions. The 1980s saw the rapid development of computer
technology, and with it the digitization of most forms of information. In
the 1990s, this computerization trend led to the expansion of the Internet,
which makes the distribution and transportation of information possible
with the click of a button. The ability to digitize information and transport
it worldwide with the click of a computer key creates a fertile ground for the
movement of information protected by intellectual property laws.

For example, Intel, the computer chip maker, has revolutionized the
computer industry through the invention of a single product, the Intanium
microprocessor.” Intel developed this product through years of research,
development, and modification.® However, through the unscrupulous acts
of one person, the company’s competitors could have obtained the infor-
mation necessary to produce an identical product for a fraction of the cost,
effort, and time, threatening to put Intel out of business.” Lye Ow, an em-
ployee at Intel, decided to steal the blueprints for a new processor. In 1998,
Ow attempted to download the files about the design and testing of Intel’s
Merced microprocessor, now know as the Intanium processor, to a remote
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site, his home computer. Although the computer files could be viewed re-
motely by authorized people, Intel’s internal computer system would not
allow these critical files to be downloaded. However, this safeguard failed to
deter Ow. Rather than giving up, Ow displayed the files on the computer and
proceeded to videotape each screen. With the information stored on tape,
Ow possessed the information necessary to exactly duplicate the company’s
flagship product after only spending minimal amounts of money, time, and
effort.” Although Ow was arrested prior to transmitting this information to a
third party, this narratives illustrates the rapidly growing threat of economic,
corporate, and industrial espionage on the welfare of corporations around
the world.”

New Crimes of the Information Age

The growth of the information age and the globalization of Internet commu-
nication and commerce have significantly impacted the manner in which
economic crimes are committed, the frequency with which those crimes
are committed, and the difficulty in apprehending the perpetrators. It
might start with a photo of a hot-looking convertible from Miami, promised
through an Internet auction and never delivered, or an e-mail from a
Nigerian businessman, offering a fat paycheck in return for a person’s bank
account number.'’

Technology has contributed to that increase in four major respects —
anonymity, security (or insecurity), privacy (or the lack of it), and globaliza-
tion. In addition, technology has provided the medium or opportunity for
the commission of traditional crimes. Criminals in an electronic world can
ignore international boundaries because they can send information and ex-
ecute commands via worldwide networks. Requiring no physical presence
and facilitated by the presence of the Internet, electronic crimes are readily
suited for international commission.

Although computer hacking is one good example of an international
crime in cyberspace, there are many other crimes that are facilitated by com-
puter networks, such as forgery and counterfeiting, transmission of threats,
fraud, copyright infringement, theft of trade secrets, transmission of child
pornography, interception of communications, and transmission of harass-
ing communications. The computer hacking cases have repeatedly raised
issues that will be of concern in all international electronic crime cases. In
addition to their inability to prevent such attacks, both law enforcement and
the private sector lack effective enforcement tools and remedies to bring the
perpetrators to justice.

The widespread use of technology and the Internet, as well as the con-
fluence of anonymity, security, privacy, and globalization, have exposed the
public and private sectors to a new array of cyberattacks. Privacy protections
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enable thieves to take advantage of anonymity, thus hampering the efforts of
law enforcement and private sector fraud investigators to track the thieves.
Anonymity enables the criminal to submit fraudulent online applications for
bank loans, credit card accounts, insurance coverage, brokerage accounts,
and health care coverage. Anonymity also enables employees to pilfer cor-
porate assets. For example, bank employees can embezzle money through
electronic fund transfers and employees of credit card issuers can capture
account numbers and sell them to outsiders, electronically transferring the
account numbers to the co-conspirators. A survey conducted by the Gartner
Group of 160 retail companies selling products over the Internet revealed
that the amount of credit card fraud was twelve times higher online than
in the physical retail world.!" There is no reason to believe that this figure
is unique to the credit card industry. Another study found that the number
of search warrants issued by the U.S. federal government for online data
had increased 800% over the past few years.'” Further, anonymity provides
enhanced opportunities for two types of perpetrators — the organized crime
mobster and the teenage hacker. Last, the Internet enables communication
and commerce to occur beyond or without borders, presenting significant
problems in the prevention, investigation, and enforcement of those crimes.
Organized groups of criminals can easily commit economic crimes and avoid
sanctions across what were once clearly defined jurisdictions, necessitating
increased cooperation among the global criminal justice agencies. Other
threats include the loss of credibility with world partners, the transference
of proceeds of economic crime to conventional crimes, such as drug traf-
ficking and gun running, and threats to the national security by increased
victimization from assaults based in foreign jurisdictions.”

Internet Is Making It Easy

Crime knows few limits when greed is at stake and technology is a weapon.'*

The rise of new media, especially the Internet, has brought with it a host
of new legal and ethical issues. Although these issues are variations on tra-
ditional legal themes, they require fundamentally new approaches.'” The
popularity of the Internet as a form of communication has placed a spotlight
on the need to protect original ideas from improper use. Ironically, com-
puter technology has also made it much easier for information to be stolen.
In the case of computer crime or cybercrime, the need for legislation to
prevent unauthorized access to data or information is more important than
ever. Only a few years ago, stealing customer information was a cuambersome
task. A prime example is Jose Lopez, the former General Motors executive
in the United States who was indicted by a federal grand jury in Detroit for
wire fraud for allegedly stealing boxes of confidential and proprietary infor-
mation in 1993 from General Motors and transferring them to his new job
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at Volkswagen. Today, there is no need to steal the boxes; the information
contained in those boxes is now stored on computers. Such information
can be instantly sent anywhere in the world via the Internet. In fact, with the
more recent trend of employees being permitted to work at home on their
own personal computers, there may not even be a need to use the Internet
to accomplish such a theft.

The connectivity of the Internet has made the concept of borders and
jurisdictions an incredible challenge in most situations and meaningless
in others. Laws, policies, and procedures that were once the purview of
sovereign states are now becoming the focus of the world community. In
the United States, both civil and criminal laws are now adapting to this
reality.

Cybercrimes Are More Real

Most economic crimes have a cyberversion today. With computer networks
now spanning the globe, law and law enforcement agencies must address
the international dimensions of crimes in cyberspace. These cybercrimes of-
fer more opportunities to the criminals, with larger payoffs and fewer risks.
Web sites can be spoofed and hijacked. Payment systems can be compro-
mised and electronic fund transfers to steal funds or launder money occur
at lightning speeds. Serious electronic crimes and victimization of the pub-
lic have caused consumer confidence to waiver. These issues have also lead
to growing privacy concerns and demands.'® For example, preventing and
prosecuting cybercrime requires government agents to ascertain the iden-
tity of criminals in cyberspace. This is typically accomplished by tracing the
Internet protocol (IP) address of each node along the path of the user’s elec-
tronic trail and has been called the “fingerprint of the twenty-first century,”
only it is much harder to find and not as permanent as its more traditional
predecessor. Surveillance technology makes such identification possible by
searching networks for specific types of data, and by providing “backdoors”
into suspect’s systems and widescale monitoring of communications.
Hackers are employed to deface or disable web sites, attack networks, or
disrupt programs by adding code;'” this also allows competing companies
to identify security weaknesses that are then used to gain access to more sen-
sitive data.'® Despite these attacks, information losses are not consistently
reported to U.S. federal or state law enforcement agencies. This is primarily
due to (1) the perception that intellectual property theft is a low priority
compared with more violent crimes, (2) the fear of adverse publicity or a
required disclosure of trade secrets to the defendant, and (3) the desire
to pursue civil remedies.'? Many of these fears are well-founded because
information loss incidents are difficult to investigate. Without complete co-
operation of the injured party, trained staff of both the business and the
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law enforcement agency, and a timely response, investigations are severely
hindered.

Law Enforcement’s Response in the United States

Changes to the criminal laws were made in response to technological
changes that have created serious problems for protecting industrial prop-
erty rights. Some countries do not value protecting IPRs as much as the
United States does. Thus, it is possible that large-scale violations of U.S.
copyright could take place in a foreign country without any prosecutable
crime arising under that country’s laws. The changes to criminal laws were
also made in response to strong lobbying by the affected industries. In the
United States, it was frequently the owners of trademarks and copyrighted
works that brought the inadequacies of existing industrial property laws to
the attention of Congress. In testimony before Congress and in press re-
leases, industry groups warn of huge losses and dire consequences from
counterfeit goods. Recognizing the importance of enforcement of indus-
trial property crimes, the Department of Justice (DO]J) formed the Com-
puter Crime and Intellectual Property Section (CCIPS) in 1995. The CCIPS
is part of the DOJ’s Criminal Division. Its responsibilities include dealing
with a variety of computer-related crimes as well as “the coordination of the
federal criminal enforcement of intellectual property rights.”*

U.S. law enforcement already has substantial experience with one kind of
international electronic criminal — hackers.?! Perhaps the most well-known
example of international computer crime was described by Clifford Stoll
in his book The Cuckoo’s Egg.22 In 1986, Stoll had just started working on a
computer system at the Lawrence Berkeley Laboratory near San Francisco
when he noticed a $.75 discrepancy between the charges printed by two ac-
counting programs responsible for charging people for machine use. What
he first believed was a bug turned out to be the beginning of a chase that
led him from California to West Germany via the FBI, the CIA, and the NSA,
which led to the arrest of a group of German hackers who had been scouring
American military systems for material to sell to the KGB.

Markus Hess, the hacker Stoll was tracking, exploited a variety of simple
loopholes in computer security systems to break into machines belonging
to both the military and civilian defense contractors through the Internet, a
network created by the U.S. government that links thousands of academic,
industrial, and (unclassified) military computers.

Once Stoll realized he was dealing with a tenacious intruder, rather than
a casual amateur out for a joyride, he contacted his local FBI office. The
attitude he encountered was to plague him throughout his chase: Noth-
ing had been stolen, no one had been kidnapped, and there was less than
$1 million at stake, so the FBI could not help, although they wanted to be
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keptinformed. The CIA could not help either, although they also wanted to
be kept informed. The NSA’s National Computer Security Center (whose
responsibility was how to design secure computers, not investigating holes
in existing ones) and the Air Force Office of Special Investigation gave the
same answers — no one organization, it seemed, was responsible for com-
puter security. However, many individuals within those organizations under-
stood and feared the erosion of the trust upon which computer networks
are built that hacking was causing. Federal law enforcement authorities ini-
tially showed no interest in the case in the absence of a clear monetary
loss. Thus, Stoll launched his own investigation, which eventually led to the
conviction of three hackers in Germany. The investigation revealed that the
hackers used access to the Lawrence Berkeley computers to obtain access
to many other U.S. computers. The hackers had obtained sensitive infor-
mation — such as munitions information, information on weapons systems,
and technical data — and then sold it to the KGB. This case demonstrated
the importance of confidentiality of information on computer systems and
the difficulty of determining a loss figure for a computer intrusion case at the
beginning of an investigation.

Technological Challenges and New Vulnerabilities

For years, national security experts have warned of the dangers posed by
foreign and domestic terrorists or government-sponsored hackers that may
attempt to exploit vulnerabilities in the relatively insecure, bug-ridden soft-
ware that dominates the companies that safeguard the national infrastruc-
ture. A General Accounting Office report warns that cyberterrorists could
“severely damage” national security and the nation’s power and telecommu-
nications networks. Now, companies recognize that their computer networks
may very well become the objects of attacks by terrorist groups or others as
the nation responds to the attacks againstit.”” However, even more mundane
attacks, through self-propagating viruses, extortion threats, e-mail bombs,
and malicious programs, may cause substantial damage and create ongoing
daily risks for businesses in our interconnected society.”!

Economic security affects our national security. Economic intelligence
reporting helps us expose activities that may support terrorism, narcotics
trafficking, proliferation, and gray arms dealing.”” Technical innovation
provides new ways to resolve international problems, but also creates new
foreign policy headaches. For example, satellite surveillance can help ver-
ify compliance with arms control treaties, but the commercial market in
high-resolution imagery and global positioning data also can provide rogue
nations or terrorist groups with critical intelligence. Advanced database
management techniques can be used to track and deter terrorist groups
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such as al-Q’aeda, even as these techniques have triggered a dispute be-
tween the United States and the European Commission (EC) regarding
data privacy.

Technical innovation has fundamentally challenged the way foreign pol-
icy is conducted. Recombinant DNA techniques hold out the promise of
resolving the world’s food crisis, but they also caused a major trade blowup
between the United States and the EC regarding transgenic food exports. In
the wrong hands, these same genetic engineering techniques can turn the
already dangerous smallpox variola into an unstoppable “killer germ.” More
positively, the communications revolution of the Internet has enabled non-
state actors to erode governments’ monopoly over interstate arms control
measures, as advanced monitoring techniques allowed university seismolo-
gists to debunk the alleged Novaya Zemlya nuclear test and nongovernmen-
tal organizations to rally support for the Land Mine Convention.

As worldwide usage of the Internet has increased, so too have the vast re-
sources available to anyone online. Search engines and similar technologies
have made arcane and seemingly isolated information quickly and easily
retrievable to anyone with access to the Internet. Although society is enter-
ing an era abounding with new capabilities, many societal practices today
remain similar to those of the earlier decades; they have not always evolved
to reflect the introduction of personal computers, portable computing, and
increasingly ubiquitous communications networks. Thus, even though peo-
ple continue to relinquish control over substantial amounts of personal
information through credit card transactions, proliferating uses of social se-
curity numbers, and participation in frequent buyer programs with airlines
and stores, these organizations implement trivial or no protection for pro-
prietary data and critical systems, trusting legal policies to protect portable
storage media or relying on simple passwords to protect information.

As the availability and use of computer-based systems grows, so too does
their interconnection. The result is a shared infrastructure of information,
computing, and communications resources that facilitate collaboration at
a distance, geographic dispersal of operations, and sharing of data. With
the benefits of a shared infrastructure also comes costs. Changes in the
technology base have created more vulnerability, as well as the potential
to contain them. For example, greater access for bona fide users implies
easier access for unauthorized users. The design, mode of use, and nature
of a shared infrastructure create vulnerabilities for all users. Among the in-
formation available to Internet users are details on critical infrastructures,
emergency response plans, and other data of potential use to persons with
criminal intent. For national institutions such as banks, new risks arise as
the result of greater public exposure through such interconnections. For
example, a criminal who penetrates one bank interconnected to the world’s
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banking system can steal much larger amounts of money than are stored at
the one bank. Reducing vulnerability to breaches of security will depend on
the ability to identify and authenticate people, systems, and processes and
to assure with high confidence that information is not improperly manipu-
lated, corrupted, or destroyed.

Information Warfare

Dependence on information networks also places those countries reliant on
them in a position of vulnerability.”° If vital information networks stopped
functioning, an information age society would be paralyzed and could
quickly collapse into chaos. Attacks on information networks, or informa-
tion warfare (IW), could inflict damage rivaled only by other weapons of
mass destruction. A concerted IW attack could devastate a modern society
by crippling the information networks crucial to providing power, trans-
portation, national defense, and medical services. The destructive capa-
bility of IW presents a significant threat to the international community
and creates a need for consideration of a mechanism to respond to IW
attacks.”’

IWis especially troublesome for the international community because rel-
ative to chemical, biological, or nuclear weapons, the technology required
to attack information networks is simple to acquire. Information networks
can also be sabotaged via the manufacture of purposely defective equip-
ment and, given the wide manufacturing base for computers, there exists
significant opportunity for such sabotage to occur.”” The United States and
several European countries have recognized the potential threat posed by
IW and are developing their own IW capabilities in answer to the threat.”’
As Alvin Toffler pointed out in his book Powershift: Knowledge, Wealth and
Violence at the Edge of the 21" Century:

The 21* century will be marked by information wars and increased economic
and financial espionage. All sorts of knowledge will become strategic intelli-
gence in the struggle for power and dominance. The race for information of
all kinds will be motivated not only by a desire to lead, but will be required
to avoid obsolescence. It is information that will be the moving force in the
21°t century.™

Information wars will drag businesses into the fray, causing massive loss not
only of business, but also of sensitive information and the businesses’ critical
information infrastructure. To name a few, among them are

* The continued increase and globalization of the Internet, and the
connections to the businesses’ and government agencies’ intranets for
e-commerce
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* The increasing threats of Netspionage
¢ The increasing threats of technocriminals
¢ The concern and potential threats of IW.

Hacktivism

Hacking is well-known — it means getting unauthorized access to a computer.
Sometimes the hacker will use spyware or key-logging software to capture
password information in order to gain entry to a system. When a hacker
gets access, he or she may do something destructive and/or leave a “calling
card.” It may be difficult to tell that the system has been breached. The
following incidences illustrate the extent of destructive harm that can be
accomplished by launching an attack.

Danish Hackers Attack Weather Computers

In 1993, the National Weather Service in Maryland detected hacker activity
in its systems. Because air traffic and shipping operations rely on National
Weather Service data, this attack threatened to cause substantial damage.
The intrusion was traced back to computers at the Massachusetts Institute
of Technology (MIT) and then back to Denmark. U.S. and Danish investi-
gators identified thirty-two U.S. systems as well as systems in other countries,
including Denmark, that hackers had penetrated. Danish authorities made
seven arrests, including two juveniles. Six convictions resulted in Denmark,
for attacks on both Danish and U.S. computer systems.”!

Vladimir Levin’s Bank Fraud from Russia

Between June and October 1994, a theft ring headed by a computer hacker
in St. Petersburg, Russia, broke into a Citibank electronic money transfer
system and attempted to steal more than US $10 million by making approx-
imately forty wire transfers to accounts in Finland, Russia, Germany, the
Netherlands, the United States, Israel, and Switzerland. All these transfers,
except US $400,000, were recovered by Citibank.’? The leader, Vladimir
Levin, was arrested in London, England, and successfully extradited to the
United States 2 years later. In February 1998, Levin was sentenced to 3 years’
imprisonmentand was ordered to pay US $240,000 in restitution to Citibank.
Several accomplices were also convicted.

Julio Cesar Ardita’s Intrusion from Argentina

From August 1995 until February 1996, the U.S. Naval Criminal Investiga-
tive Service and the FBI investigated a hacker who successfully obtained
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unauthorized access to multiple military, university, and other private com-
puter systems, many of which contained sensitive research.” The hacker
acquired unlimited access to those systems, including the ability to read the
sensitive materials stored in them.

U.S. authorities tracked the hacker to Argentina and notified a local
telecommunications carrier. The telecommunications company contacted
local law enforcement, which began its own investigation. An Argentine
investigating judge authorized the search of the hacker’s apartment and the
seizure of his computer equipment as the first step in an investigation of his
potential criminal violations of Argentine law. The hacker was firstidentified
to law enforcement by his user name “griton” (Spanish for “screamer”) and
eventually identified as Julio Cesar Ardita.

Ardita was investigated by the Argentineans for his intrusions into Argen-
tine telecommunications systems, but Argentine law did not extend to cover
his crimes against computers in the United States. For those crimes, only the
United States could prosecute him. In the absence of an extradition treaty
with Argentina for these offenses, Ardita eventually agreed, in May 1998, to
come to the United States and plead guilty to felony charges of unlawfully
intercepting communications and of damaging files on U.S. Department of
Defense (DOD) and National Aeronautics & Space Administration (NASA)
computers. He was fined US $5,000 and sentenced to 3 years of probation.

Florida 911 Attack from Sweden

In February 1996, the FBI investigated suspicious phone calls placed to
the Northern Florida Emergency 911 system. The hacker had been able
to obtain direct telephone numbers that corresponded to the lines used
to receive 911 calls for eleven counties. He used them to tie up emergency
lines and harass operators. A trace initiated by one affected phone company
identified a potential suspect in Sweden. Swedish authorities, cooperating
with the Washington, DC, Field Office of the FBI, executed a search warrant
on the residence of the subject, who turned out to be aminor. The hacker was
convicted of a misdemeanor in Sweden and given a suspended sentence.”!

Miami Internet Service Provider Takeover from Germany

In July 1996, a hacker gained complete control over an Internet service
provider in Miami, Florida, and captured credit card information of the
service’s subscribers.” He threatened to destroy the system and distribute
the credit card numbers unless the victim provider paid US $30,000. Fol-
lowing investigation by the U.S. Secret Service, German authorities arrested
the hacker, Andy Hendrata, when he tried to pick up the money at a post
office box. A 27-year-old Indonesian computer science student, Hendrata



TRANSITION TO AN INFORMATION SOCIETY 41

was prosecuted and convicted in Germany. He was given a l-year suspended
sentence and a US $1,500 fine.

Ehud “The Analyzer” Tenebaum’s Pentagon Penetration from Israel

On March 18, 1998, the Israeli National Police arrested Ehud “The Analyzer”
Tenenbaum, an Israeli citizen, for illegally accessing computers belonging
to the Israeli and U.S. governments, as well as hundreds of other commercial
and educational systems in the United States and elsewhere.” The arrest of
Tenenbaum led to several weeks of investigation into a series of computer
intrusions into U.S. military systems that occurred in February 1998. As part
of this investigation, the U.S. DOJ formally requested legal assistance from
the Israeli Ministry of Justice, and U.S. law enforcement agents traveled to
Israel to present Israeli law enforcement officials with evidence. As part of
this evidence, U.S. investigators also presented the Israelis with evidence of
Tenenbaum crimes against Israeli computer systems.

On February 9, 1999, Tenenbaum was indicted by an Israeli court, along
with four accomplices. They were charged with illegal entry into computers
in the United States and Israel, including U.S. and Israeli academic institu-
tions and the Israeli Parliament.”’

The Electronic Disturbance Theater

Since the mid-1990s, several politically minded groups have used a variety
of hacking tools that they program themselves or download from the In-
ternet to shut down or disrupt their opposition online. One such group,
the Electronic Disturbance Theater (EDT), is best known for its support
of the Zapatista insurgency in Mexico. The EDT produced an “electronic
civil disobedience” device called Flood Net, URL-based software used to
flood and block an opponent’s web site. As a Java applet reload function,
this software acts in much the same way as manually striking the reload
key of the targeted web site — the more people that log on to the web site
at a particular time and do this, the more likely the web site is going to
crash or be “blockaded.” In the tradition of civil disobedience protests,
they encourage mass participation and use their real names. The software
they use to attack web sites disrupts Internet traffic, but does not destroy
data. Targets have been Mexican President Ernesto Zedillo and the United
States Department of Defence. Stefan Wray, one of its founders, asserts that
such tactics are “a form of electronic civil disobedience. .. transferring the
social-movement tactics of trespass and blockade to the Internet. 39 In 1998,
EDT members organized a number of “virtual sit-ins” against the web sites of
financial and government institutions, including the Pentagon, which they
believe were sympathetic to the Mexican crackdown against the rebels.
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A Need for International Cooperation

Although the development of cyberspace offers much promise for inter-
national interaction and growth, it also facilitates the commission of inter-
national crime. By identifying the critical international issues relating to
crimes in cyberspace and addressing them, countries can try to maintain
for their citizens the same security in the information society that they have
traditionally enjoyed.

The global interconnection of vulnerable computer systems may re-
quire a uniform transnational legal framework for addressing multinational
computer-related crimes. A large step toward such a transactional frame-
work took place in 1998, when Britain, Canada, France, Germany, Italy,
Japan, Russia, and the United States agreed to coordinate efforts to inves-
tigate and prosecute Internet crimes.’”:*! In addition to increased multina-
tional governmental cooperation, international organizations and private
corporations are also working to combat international computer crimes.*?
International organizations have contributed to the drive to harmonize na-
tional legislation.

Conlflicting Laws and Investigatory Challenges

Substantive criminal law may actually conflict between various countries.
What is criminal activity in one country may be specifically protected in
another. Although such differences arise without the involvement of com-
puters, the often-recognized tendency of computer networks to make the
world seem “smaller” can exacerbate these differences and bring them into
conflict.”

Until more recently, computer crime has not received the emphasis that
other international crimes have engendered. Even now, not all affected na-
tions recognize the threat that computer crime poses to public safety or the
need for international cooperation to respond effectively to the problem.
Consequently, many countries have weak laws, or no laws, against computer
hacking, and they may decline to assist other countries on the basis of lack
of dual criminality."* Although the Internet knows no borders, criminal law
and law enforcement agencies are constrained by the limits of their author-
ity. Those limits are usually reached at national borders. Even if relevant
substantive laws have been enacted in all the jurisdictions where a person
perpetrates electronic crime, the precise scope and application of those laws
can be as complex as the underlying technology. Because the substantive laws
are sure to vary, the “dual criminality” requirement discussed previously is
not necessarily satisfied by dual enactment of relevant criminal provisions.
Those laws must incorporate the precise crime particularly at issue. For
example, even if two countries have criminal copyright infringement laws,
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copyright infringement without a commercial motive may be a crime in one
country, but not in another.

Jurisdictional Constraints

Although limitations related to national sovereignty are often described
as “jurisdictional,” these jurisdictional limitations arise in many different
forms. A criminal can perpetrate an electronic crime against a victim with-
out ever entering the country. Applying the domestic law of a country where
the victim is located against a non-national perpetrator who has never even
visited the country and may not even have known where his or her vic-
tim was located raises questions about the extraterritorial reach of national
laws. International law can permit extraterritorial reach of criminal law un-
der an “effects test” —where the non-national has engaged in extraterritorial
conduct with the intention or the likelihood that it will have effects in the
country whose law is to be applied or, possibly, where a crime is commit-
ted against a nation’s citizens.”> Whether extraterritorial reach of a nation’s
substantive law is permitted depends on the particular law at issue, the par-
ticular nation’s jurisprudence, and most important, the particular facts of
the case.’”*” Substantive laws may apply to domestic activity only, and even
if they are given extraterritorial effect, cooperation from a foreign coun-
try is more likely with regard to activity that violates its own domestic law.
Although some countries, such as Denmark, Israel, and Sweden, may prose-
cute criminals for attacks on foreign victims, other countries may be limited
by their legal authority to do so, as Argentina was in the Ardita case.’® Pro-
cedural laws, such as those provisions that permit tracing of telephone calls
or other communications, have clear jurisdiction over domestic processes
only. At the operational level, law enforcement agents only have jurisdiction
to investigate domestic crime.

Assingle electronic crime case can often raise a comprehensive set of inter-
national issues. When international legal assistance, such as extradition, is
sought, it is not necessarily sufficient that a victim country’s laws criminalize
the conduct at issue, even if they are capable of extraterritorial application.
Rather, it is frequently necessary that the substantive law of the other coun-
try where investigative support is sought criminalizes the conduct in its own
laws. Such parallelism is called “dual criminality” (or “double criminality”).
Unless the dual criminality condition is present, a nation may be unwill-
ing to extradite an individual to the victim country, or may be unwilling to
execute searches or take other investigative steps.

The complexity and rapid development of technology can give rise
to complex or evolving laws that govern electronic crimes. Electronic
crime statutes from various countries are, of course, subject to their own
evolution.” Consequently, it is predictable that such laws will differ in scope.
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For electronic violations that occur in countries where no similar laws have
been enacted, the crime may not be prosecutable. Consequently, with the
United States at the forefront of the information age, it makes sense that
Congress adapts federal law to technological development far earlier than
the legislatures of some foreign countries.

Thus, problems created by the ease of commission of international elec-
tronic crimes are exacerbated by a variety of jurisdictional constraints on law
enforcement in protecting the public against such crime. This confluence
facilitates and indeed invites commission of international crime because of
the reduced risk of penalty. Commentators and criminals have recognized
the ability to exploit safe havens. These concerns demand a coherent re-
sponse from the public agencies that are charged with protecting public
safety by enforcement of the criminal laws.

A detailed framework of procedural laws can be valuable to investigations,
create powers and limits, and provide clear guidance for collection of evi-
dence by law enforcement agents. In addition, they can ensure for the pub-
lic both an appropriate level of protection against unwarranted government
intrusion and an expectation of regularity in government action. For exam-
ple, the United States has a relatively detailed statutory scheme governing
law enforcement’s access to stored wire and electronic communications.”
This statute provides direct guidance in investigations relating to any crimes
where such data are stored by third parties. Many other countries do not
have such a detailed framework.

Other differences in national procedural laws also can impede investiga-
tion of a computer crime case. These differences arise due to differences
in national policy or history and idiosyncrasies related to the history of the
laws governing procedure, among other reasons. For example, whereas cer-
tain evidence or certifications may be necessary in one country to obtain an
order to trace a telephone call, entirely different showings may be required
in another country.”! Obtaining the necessary information to procure a for-
eign court order to trace a transmission may be very difficult if domestic
authorities do not know what information will be needed in a foreign court.

As more companies take advantage of computer networks to operate
internationally, those companies increasingly become subject to the laws
of multiple nations. As more investigations of crime committed over those
networks are conducted — and as the laws regulating privacy of electronic
data evolve — more conflicts are sure to arise.

Even procedures to obtain information domestically may have interna-
tional implications. For example, a search of computer data on a domestic
branch of a foreign corporation may be authorized pursuant to a search war-
rant. Upon executing the search, however, the law enforcement officers may
discover that the data are actually stored on a file server in the home country
of the corporate headquarters (or some other country). The foreign search
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might also take place without the officers’ recognizing that the data are
stored abroad. Either way, investigations of international electronic crime
can give rise to unusual questions of national sovereignty without a law
enforcement agent ever leaving his or her home country’s soil. It may be
legitimate and important for law enforcement to be allowed to conduct a
remote search of computers in a foreign country. At present, however, there
is no way to know how often such searches take place, and the laws governing
them are uneven and conflicting.”

An investigation that uncovers substantial crime in a victim country and
successfully identifies a perpetrator in a foreign country may nevertheless
be subject to certain limits. For example, a home country may be unwilling
or unable to extradite its national for many crimes, particularly because
there is substantial variation regarding enforcement and punishment of
electronic crimes.”® Even if a country is willing to extradite a criminal, it
can extradite him or her to only one country at a time. This is problematic
because a criminal in cyberspace could have committed crimes in many
countries without leaving home.

Law enforcement officers are hampered in investigating such attacks due
to nonexistent laws, lack of jurisdiction, difficulty in getting cooperation
from law enforcement officers of other countries because of politics, and
different laws. As noted previously, what may be illegal in Indonesia may not
be illegal in the Netherlands. Therefore, extradition would not be possible,
as the citizen of the Netherlands violated no law of their home country.
The investigation processes of technocrimes are complicated enough. When
they are internationally accomplished, it is almost impossible to bring these
criminals to justice.

Operational Challenges

In addition to the formal concerns related to substantive laws and proce-
dural laws, international computer crime investigations are hampered by a
variety of operational issues. Among these concerns are expertise and co-
ordination, communication, and timeliness. Communication is essential to
cooperative electronic crime investigations. Law enforcement agents can be
stymied by language barriers and time differences that do not necessarily de-
ter criminals in cyberspace. The common language of the Internetis English
(and, to alesser extent, Unix), and networked computers are often in oper-
ation 24 hours a day, 7 days a week. With the Internet, instantaneous access
can be achieved with ease, regardless of the target computer’s locale. Thus,
a criminal from an English-speaking country could easily commit a crime
on a victim in a Spanish-speaking, Chinese-speaking, or Hebrew-speaking
country (or vice versa) located on the other side of the world. For law en-
forcement agents to respond to such an attack effectively would require
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communication among people of two or more different languages at odd
hours. Many countries are not yet well-equipped to meet this challenge.

In traditional physical world crimes, law enforcement is not often asked
to respond with such speed. One commentator has observed that com-
puter crime requires law enforcement to be coordinated at a speed and
to a degree never before maintained “or even envisioned.”" Law enforce-
ment specialists are not necessarily available 24 hours a day. Moreover, legal
requirements, such as those for the issuance of a search warrant, and law
enforcement policies are not designed to initiate an immediate law enforce-
ment investigation. Investigations of international cases, which can some-
times move at the speed of the slowest country, are particularly prone to
delay.

Investigators in computer crime cases rely heavily on third-party commu-
nications providers to provide information regarding both computer con-
nections and content. This information is often provided only in response
to court orders issued pursuant to established criminal procedures. Such
court orders can give law enforcement the ability to search stored data, to
access e-mail, to trace the source and destination of communications, and to
intercept communications in real time. Procedures to obtain information,
and procedural safeguards to restrict access to information, are not avail-
able in computer cases in some countries, and such processes may vary from
country to country. However, procedures to obtain information domestically
may result in transborder searches with international implications.

Each of these circumstances aggravates the others. The time spent find-
ing and informing the technically literate law enforcement personnel in a
foreign countrywho are authorized to address the crime under investigation
makes it more difficult for law enforcement to combat crime quickly. The
technical nature of the subject heightens the potential for problems arising
because of language barriers. Those language barriers can further slow law
enforcement response to computer crime. Differences in language, culture,
and national interests create situations ripe for misunderstandings to arise.
For all these reasons, operational issues are among the most intractable that
arise in the course of an international computer crime case.

Resources and Technical Training

Law enforcement’s response to the rapid evolution of the Internet tech-
nocriminals has been slow. In large part, this is because of the prevalence of
other, according to some, more serious crimes. So, the public’s priority has
been to use the limited, budgeted resources for fighting gangs, drugs, and
violent crimes. It is beyond dispute that economic and electronic crime in-
vestigations require specialized training and experience on the part of law
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enforcement agents and prosecutors. Investigators must understand how
these types of crimes effect specific industries. Without an understanding
of how specific industries function, it is difficult to investigate or prosecute
economic and electronic crimes. Substantial computer equipment and re-
sources are needed. In the United States and in numerous other developed
countries, the need for such training and resources has been recognized
for some time.” Elsewhere, comparatively fewer law enforcement agents
and prosecutors are trained to address such crimes.” In certain cases, it
may be crucial to find the law enforcement personnel in another country
who have been trained or who have experience in computer cases. Without
well-developed coordination, this task can be difficult.

Threat of a New World Disorder

The world has also shifted dramatically toward a more computer networked
environment. Thus, financial transactions, electrical power, communica-
tions systems, health services, air traffic control, record-keeping functions,
and many other aspects of modern day life are largely controlled by or inter-
actwith computer systems and computer networks. Therefore, the potential
impact of failing to protect the intellectual property and information infras-
tructure upon which this world-leading economy is increasingly dependent
poses potentially serious risks.

Internet criminals will become more sophisticated as the computers be-
come more sophisticated. Threats to valuable business and public assets
are increasing while the public demands more time spent pursuing violent
crimes, allowing less time to be spent pursuing technocriminals.

Netspionage, high-technology crimes, and frauds are considered victim-
less and thus receive a low priority. This priority order will continue for
the foreseeable future. Preventing, detecting, investigating, and prosecut-
ing economic crimes must become a priority, in an effort to lessen their
impact on the economy and the public’s confidence. However, both law en-
forcement and the private sector, as it stands now, is in danger of slipping
further behind the highly sophisticated criminals. A greater understanding
of how technology, competition, regulation, legislation, and globalization
interact is needed to successfully manage the balance between economic
progress and criminal opportunity.

The enactment of international laws is far behind the technology, mak-
ing it extremely difficult to identify, apprehend, and prosecute Internet
criminals across national boundaries. There have been some successes, for
example, in the international fight against child pornography. However, the
more sophisticated, financially based, Internet crimes will grow in number
due to the lack of security professionals to prevent them and the lack of
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capabilities of the law enforcement professionals to investigate and appre-
hend the technocriminals.

The international focus for the next two decades must be directed toward
Internet crime and cybercrime. That focus cannot be limited to procedu-
ral remedies. Many countries lack substantive laws specifically designed to
combat computer and Internet crimes. For example, the alleged perpetra-
tors of the “Love Bug” virus in the Philippines could not be charged with a
crime because that country had no computer crime laws. The international
community must establish a more aggressive and comprehensive approach
to cybercrime, including treaties that provide for uniform laws on cyber-
crime and cyberterrorism. That approach should be inspired and led by the
United States.

Adapting to an Information Society

New technologies promise many advances for human development. Gene
therapy could tackle diseases such as cystic fibrosis and cancer. Genetically
altered crops could reduce the need to use polluting herbicides and pesti-
cides. The information and communications industry could provide entry
points for developing countries into producing for the knowledge-intensive
economy.

The Internet will continue its rapid growth and expansion around the
world. It will play a major role in changing nations, societies, business, and
technology, as well as changing the responsibilities of corporate managers,
security, and law enforcement professionals. Nations around the world must
create a framework for understanding the relationship among technology,
law, and policy in this networked world. Although the development of cy-
berspace offers much promise for international interaction and growth, it
also facilitates the commission of international crime. By identifying the
critical international issues relating to crimes in cyberspace and addressing
them, countries can try to maintain the same security for their citizens in
the information society that they have traditionally enjoyed.”” Nations must
work together to identify their weaknesses, propose viable solutions, and
rise to meet the challenges that face the increasingly connected society.”®



CHAPTER T H R E E

International Dimensions of Business and Commerce

BUSINESS FIRMS increasingly operate in a global environment, obtaining
goods and services from companies worldwide, participating in a global vir-
tual corporation, and working as part of international strategic alliances.
One key dimension of increasing globalization has been the dismantling of
barriers to trade and investment. From the 1950s to 1993, for example, world
trade grew at an average compound rate of 10% annually. Investment also
has grown rapidly in recent decades, stimulated by the removal of restric-
tions and by international rules that provide assurances to investors against
discriminatory or arbitrary treatment.

A second international dimension is the enormous growth in recent years
of multinational enterprises. Such firms operate across national boundaries,
frequently in multiple countries. Therefore, in today’s global marketplace,
it may be difficult to decide, for example, what constitutes an American
company. Is Chrysler an American company or a foreign company? Isa U.S.-
based multinational company that derives more than one-half its revenues
and profits from operations outside U.S. borders an American company?
Just because a company is incorporated in Delaware does not make it an
“American” company. Such a company may be principally doing business
outside U.S. borders and for the benefit of foreign nations. All these changes
complicate the problems of economic espionage.

Effects of the New Technology and Threats to
Business Interests

Global markets are increasingly affected by issues of trade secret protection.’
Safeguarding intellectual property has become an increasingly visible re-
sponsibility in more recent years,2 largely because the Internet allows the
transfer of information at high speeds.” Increasing numbers of countries
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have seen large portion of their gross domestic product comprised increas-
ingly of information-related products and services. This includes computer
software, sound recordings, films, and the like. International computer net-
works have evolved into one of the primary tools of virtually every sector of
the world economy. Both “new economy” e-commerce businesses and “old
economy” brick and mortar operations are now largely dependent on such
networks for any number of their core business functions, from providing
secure reliable customer service, to conducting billing, payment, or other
financial transactions, or to interface with employees, suppliers, consumers,
and business partners on a global scale.

Communications technologies have substantially shortened the time to
market in virtually every sector of the economy. Companies around the
world are increasingly forced to share critical proprietary information with
customers, suppliers, contractors, consultants, and strategic partners during
the early stages of product development.

In the face of the rapid development of computer and telecommunica-
tions technology, it is imperative that the business community at all levels,
from the chief executive officer to the sales force, have an understanding
of the security issues associated with international networking and the le-
gal ramifications of security breaches. Whereas perimeter controls such as
firewalls were the primary form of network security in the mid-1990s, compa-
nies now must balance the business risk with the need to share information
freely in order to expedite production. For example, merchants conducting
business in the online environment must face not only the emerging tech-
nological attacks such as hacking and infrastructure failures, but also the
traditional fraud schemes that have plagued the industry since the inception
of credit card transactions. As corporations continue to expand their global
reach through complex integrated networks, the identification of points of
compromise and methods of exploitation becomes an increasingly difficult
task. The cellular telephone industry is a primary example of an industry
that was faced with a significant information security vulnerability, in the
form of cellular cloning activity, which threatened to reduce the integrity
of the wireless system. Identification of the source of information security
compromise incidents is increasingly difficult in light of the evolution of
wireless communication technologies. From external attacks to abuse by in-
ternal employees, companies have a difficult task in the protection of data
vital to corporate interests. As businesses become more dependent on their
interfaces to global networks as the backbone for their businesses, there will
be greater and greater risks to their businesses.

There are many reasons why these risks have been created. They include:

* Global economic competition where economic espionage can be con-
ducted with little risk of being caught
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¢ Increase in local area networks (LANs) and wide area networks (WANSs)
and client-server systems — all of which rely more on the users to protect
the systems and information than a professional staff of systems personnel

¢ The focus on customer service by management and network staff as the
highest priority — with technical staff being unfamiliar with their security
role

* Security technology will always continue to be a step or two behind the
attackers

¢ Lack of management support to provide better security as a higher

priority.*

An environment that is open to everyone is not secure, whereas an en-
vironment that is closed to everyone is highly secure but less useful. A
number of trends in business today tend toward less security. For example,
competitive strategies emphasize openness to interactions with potential
customers and suppliers. Such strategies also offer potential adversaries a
greater chance of success because increasing ease of access often facilitates
the penetration of security protections.

As another example, many businesses today emphasize decentralized
management that pushes decision-making authority toward the customer
and away from the corporate hierarchy. Yet security often is approached
from a centralized perspective. For example, access controls are necessarily
hierarchical (and thus centralized) if they are to be maintained uniformly.

Many businesses rely increasingly on highly mobile individuals. When key
employees were tied to one physical location, it made sense to base security
on physical presence (e.g., to have a user present a photo ID card to an
operator at the central computer center). Today, mobile computing and
communications are common, with not even a physical wire to ensure the
person claiming to be an authorized user is accessing a computer from an
authorized location or to prevent passive eavesdropping on unencrypted
transmission with a radio scanner.

The amount of downtime has edged up, with more companies facing out-
ages for longer periods. In 2001, 28% of U.S. companies suffered no down-
time from attacks, whereas in 2003 only 16% avoided downtime. About 45%
of companies were back up within 8 hours, a number similar to 2002. How-
ever, 39% had downtime of 8 hours or more — a 13% increase from 2002.°

Much of the improvement in combating attacks came from smaller com-
panies getting their IT security in order with relatively quick fixes such as
adding firewalls and antivirus tools. Larger companies, the preferred targets
for hackers, fared worse than smaller companies. Only one-fourth of busi-
nesses with more than $500 million in annual sales escaped without security
breaches in 2002, and 43% indicate that they suffered downtime that lasted
more than 8 hours."
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For many companies, security and control over their operations and assets
are vital to their success, and thus reporting breaches in that security is
potentially damaging to future business. As one commentator noted, who
wants to do business with a company whose unstable network security is
being splashed across the front page? For example, Citibank’s reward for
reporting the $10 million stolen from its allegedly secure computer network
was seeing its top twenty customers wooed by rival banks, all claiming their
computer systems were more secure. Companies are also reluctant to report
such thefts because they can spawn unwanted attention from the Securities
and Exchange Commission and shareholder derivative suits. Probably the
greatest reason why trade secret theft is not prosecuted more often is the
failure of victim companies to report such thefts to government authorities.
Companies are reluctant to report such crimes because of concern over a
loss of public trust and public image.

Gaining Strategic Advantage Through
Economic Intelligence

Globalization, increasing competition, and the growing importance of in-
tellectual property have heightened temptations to steal corporate secrets,
both by domestic employees and foreign spies.” The desire of states to pos-
sess the most modern industries and technologies possible is not an unrea-
sonable one. Modernized states have a better understanding of the over-
all economic development, self-sufficiency, and political autonomy than
do undeveloped states.” To become more modernized, states with lesser-
developed economies are tempted to import foreign technologies by what-
ever means are available, including economic espionage. Successful nations,
as well as Third World countries and former communist states, who do not
have the financial resources to buy or build themselves quickly to pros-
perity, are stealing technological, scientific, and commercial secrets from
others.” !’

A wide range of companies operating internationally are threatened by
foreign information collection efforts. No business is immune from eco-
nomic espionage. Companies around the world have become more vulner-
able to trade secret theft for several reasons. First, the end of the Cold War
made available intelligence resources that were previously devoted to secur-
ing military technology.“ Second, disagreements between countries within
the Western alliance are no longer of major strategic importance.'” Third,
intangible property,'”® which is often easier to steal than tangible property,
has become more common.'* Fourth, more employees have access to trade
secrets than in the past.'” Fifth, employees have greater opportunities to gain
from knowledge of trade secrets, either by changing jobs or by becoming
self-employed. Sixth, computer hackers have the ability to steal information
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from corporate computer systems thousands of miles away. Finally, advances
in communications have made collection of trade secrets easier.'

A New Niche for Government Spies

Nations have been reshaping their intelligence agencies and investigative
resources to be more responsive to the competitive and global needs of
businesses.'” However, this global economic environment fosters a power-
ful incentive for corporations, individuals, and foreign governments to use
improper and illegal means to gain the competitive advantage and market
share necessary to survive and prosper.'® Furthermore, as technology ad-
vances, the methods for stealing corporate trade secrets and proprietary
information are becoming highly sophisticated, less expensive, and easier
to implement.

Anation’s economic status makes up a large part of its national security.'?
This economic status is dependent on a nation’s ability to compete effec-
tively in the world market. Because of this, economic competition “must be
more carefully balanced with traditional military and intelligence concerns
in determining policy to protect national security.”*"*! Lawmakers are in-
creasingly resorting to criminal codes to create and implement economic
and social policies.

Because of the threat of economic espionage, many countries make eco-
nomic security a priority, enacting laws that purport to deter the intelligence
gatherers.” Prior to the end of the Cold War, many international relation-
ships were defined according to military alliances. These relationships are
changing significantly due to a shifting international focus from a military
to an economic outlook, and allies now see one another as competitors in
the global economy.”” Under this new arrangement, industrialized coun-
tries striving to maintain their standards of living, and developing nations
eager to improve such standards, face enormous pressure to succeed. The
competing nations will pursue any and all means that bear the potential to
ensure their productivity and economic security. When economic objectives
begin to play a more dominantrole in defining national security, the interest
in economic espionage expands. The end result for today’s society is that
economic espionage is the front line of a new world economic war.*!

Nations also commit economic espionage because it is an area in which
many of them are capable of success. Many countries already have the abil-
ity to carry out economic espionage because they have sufficient funds and
apparatus to do so. A U.S. Congressional Intelligence Committee Report
in 1994 stated that “reports obtained since 1990 indicate that economic es-
pionage is becoming increasingly central to the operations of many of the
world’s intelligence services and is absorbing larger portions of their staffing
and budget.” In addition, many countries use their leftover Cold War
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spying apparatus, such as giant computer databases, scanners for eavesdrop-
ping, spy satellites, and bugs and wiretaps, to conduct economic espionage
activities.” Peter Schweizer pointed out, “that so many states practice eco-
nomic espionage is a testament to how profitable it is believed to be.”’
Some countries gain financial profit as well as technology from economic
espionage. In Australia, for example, economic espionage is estimated to
be worth $2 billion per year.”® France acquired a $2 billion deal with India
for airplanes because of the economic espionage activities of the Direction
Generale de la Securite Exterieure.””?

Getting the means of production is often more important for some coun-
tries than acquiring the actual technology.”! The manufacture of a particular
product, ballbearings for example, may not be a secret, but the means by
which it is done takes years to develop. Countries that steal this information
are therefore able to cut down the amount of time it would take to develop
effective manufacturing processes on their own. In sum, the supported phi-
losophy is that it is quick and cheap to steal — crime pays.” Economic espi-
onage appeals to these states because it saves them the time and financial
resources they would have spent to develop the technologies on their own.”

Nations that are actively pursuing economic and technological intelli-
gence do it for three reasons: (1) to strengthen their industrial base, (2) to
sell or trade the information with other countries, and (3) to obtain alter-
native sources of arms and intelligence.”* The struggle among nations for
a global economic advantage has forged a consensus in the United States
that there is a definite need for economic intelligence activities.”

Race for Competitive Intelligence

A front line is no longer the one that divides East and West, but the one
defined by technological innovations. Innovation, a significant factor in
economic growth, requires a substantial investment of time, money, and
human resources.”® The battle line lies in research and development. The
generals are being replaced with chief executive officers (CEOs) and the
bottom line is not ideological, but financial. Some multinational companies
are increasingly treating business like an economic war. Resources designed
and previously used exclusively for military intelligence gathering are now
being expanded to gather intelligence on mergers, investments, and other fi-
nancial transactions. Those who develop a competitive advantage over their
rivals stand to make millions from their innovations. That profit is enough
for some to seek an unwarranted advantage of their own by indulging in
corporate espionage as a quick-fix solution to their creative deficiencies
and their inability to remain competitive in their field.

In the United States, intellectual property is an increasingly important
part of the economy. For example, it is estimated that such misappropriation
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of trade secrets is costing American corporations billions of dollars annu-
ally. In 1996, the U.S. creative industries accounted for 3.65% of the gross
domestic product, which is equivalent to $278.4 billion.”’

The security of these trade secrets is essential to maintaining the vital-
ity of the economy. The exploits of companies such as Toshiba, Procter &
Gamble, ABB, Microsoft, Nike, and Frito-Lay are frequently highlighted in
the business press. With ever-increasing diligence, these organizations are
monitoring and investigating their competitors. They are deploying vast re-
sources to beat their current or future competition both domestic or inter-
national. Alert companies such as Sony, have a competitor-focused business
strategy and armies of employees sensitized to the competitive intelligence
theme. These successful and stable organizations have tirelessly interwoven
the philosophies and practices of competitive intelligence into their market-
ing, research and development, production, and human resources systems
for years.

Global Risk and Cost of Economic Espionage

When economic objectives begin to play a more dominant role in defining
national security, the interest in economic espionage expands. The end
result for today’s society is that economic espionage is the front line of a
new world economic war. The increasing value of trade secrets in the global
economy and the simultaneous proliferation of technology have increased
the opportunities and methods for conducting economic espionage.

Generally, any country that competesin the world market hasa motivation
to spy on its foreign competitors.?'8 Economic espionage, however, is most
prevalentin the world’s most economically competitive nations and regions,
including the United States, Asia, and Western Europe. Economic espionage
helps nations to maintain economic and technological competitiveness”’
and to gain an edge on a competitor because it helps to provide technolog-
ically limited countries with the modern devices they need.*’ If companies
lose valuable secrets to industrial espionage, they cannot profit by using
their competitive advantage.!' In turn, if they are unable to recoup their
investments in research and development, they lose their motivation to in-
novate and bring new products or services to consumers. The consequences
include higher prices charged to consumers,*” as well as a decrease in new
technologies, creative inventions, and improvements.’lg Furthermore, the
very concept of privacy “is threatened when industrial espionage is con-
doned or is made profitable.”*!

The same technologies that connect and empower corporations can ex-
pose their vital proprietary information to unwanted discovery and rev-
elation, presenting alluring and sometimes irresistible opportunities for
unscrupulous competitors, disgruntled employees, or malicious snoops.



56 ECONOMIC ESPIONAGE AND INDUSTRIAL SPYING

According to the American Society of Industrial Security (ASIS), “the In-
ternet and associated technologies are perceived as significant threats to
every company’s ability to protect the confidentiality of their proprietary
information.”* % Further, as the Senate Judiciary Committee in the United
States noted:

What State law there is protects proprietary economic information only hap-
hazardly. The majority of States have some form of civil remedy for the theft
of [proprietary] information — either adopting some version of the Uniform
Trade Secrets Act, acknowledging a tort for the misappropriation of the in-
formation, or enforcing various contractual arrangements dealing with trade
secrets. These civil remedies, however, often are insufficient. Many compa-
nies chose to forgo civil suits because the thiefis essentially judgement proof —
a young engineer who has few resources — or too difficult to pursue — a so-
phisticated foreign company or government. In addition, companies often
do not have the resources or time to bring the suit. They also frequently do
not have the investigative resources to pursue the case. Even if a company
does bring suit, the civil penalties often are absorbed by the offender as a
cost of doing business and the stolen information retained for continued
use. Only a few States have any form of criminal law dealing with the theft
of this type of information. Most such laws are only misdemeanors, and they
are rarely used by State prosecutors.’”

Facing these challenges, responsible companies are devoting corporate
attention and resources to the reaction and maintenance of effective infor-
mation security regimes. Nevertheless, each technological security innova-
tion contains the seeds of new circumvention, making it difficult for even the
most vigilant company to avoid the damaging impact of a major computer
intrusion. Businesses have long been concerned about the tension between
openness and security.

Today, an item of trade secret information (e.g., computer source code,
a biochemical formula, technical schematics) can be as valuable to a com-
pany as an entire factory was even several years ago. Computers now make
it extremely easy to surreptitiously copy and transfer this valuable trade se-
cret information. An employee can now download trade secret information
from the company’s computer on a diskette, take it home and scan the in-
formation on the hard drive of a home computer, and then upload it to the
Internet where it can be transmitted within minutes to any part of the world.
The receiving party, in turn, can do the same thing within minutes. Within
days, a U.S. company can lose complete control over its trade secret rights
forever.*®

In the aftermath of September 11, 2001, security has become a critical
concern in the operating environment for global business. Mainstreaming
the security function is imperative if management is to rise to the challenge
posed by recent events. This means that senior executives must become
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knowledgable about security issues in order to fulfill their responsibilities
to their employees, customers, shareholders, and communities. The crisis
that began on September 11 has raised the status of corporate security man-
agement to a core business function. What has changed? The simple answer
might be “everything.” However, from a business planning and implemen-
tation perspective, the specific factors include

* Domestic security in the territorial United States can no longer be as-
sumed.

* War is being waged by, and against, nonstate actors.

¢ The potential scale of disaster has expanded from single buildings to entire
business districts.

* Biological weapons are now a reality.

* Major disruptions in transportation systems and supply chains have oc-
curred.

* Major disruptions in telecommunications and mail systems have occurred.

¢ Information management systems and the Internet are potentially vulner-
able.

¢ Employees, customers, and communities have become extraordinarily
sensitive to security issues.

What are the implications? Security is now everybody’s business. The risks
are clearly much greater than before — they are also much more difficult
to anticipate, quantify, and plan for. Companies must now recognize that
maintaining security is a core mission and a broadly based responsibility.

The complexities involved in responding to this problem were succinctly
noted by the Canadian delegation to an early effort by the Organization for
Economic Cooperation and Development (OECD) to confront computer
crime:

There are two critical challenges to Western society in respect of informa-
tion. The first relates to the ability to devise new legal, economic and social
arrangements that will ensure both the creation and the effective and prof-
itable utilization of new information and technology. The second challenge
for a liberal society is to protect its basic political and human values from
unwise applications, withdrawals or restrictions of that new knowledge.19

Meeting the challenge will likely require increased cooperation among gov-
ernmental, private, and international entities. However, the response need
not necessarily be bound up entirely in new national or international legal
norms:

[W]e should not overestimate the capacity of the law to define and regulate
every aspect of life in the information age. We know that attempts to create
any kind of “curtains” are not effective, and possibilities for control and
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restriction will apparently continue to diminish in the future. In this context,
education and promotion of ethics acquire a renewed significance. . . .”

Many scholars and reporters attempt to estimate economic espionage’s
financial burdens to society. Such costs are difficult to determine, due to
the fact that international industry is generally reluctant to discuss them.
A significant amount of economic espionage and trade secret theft goes
undetected.”’ Victims of trade secret thefts are often faced with a dilemma
when deciding whether to report the matter to law enforcement author-
ities. Generally, victims do not want the thief to go unpunished, but are
concerned that if they report the matter, the trade secret will be disclosed
during discovery or during the criminal trial. No company wants to admit
it has suffered significant financial loss from foreign spies, as noted earlier,
especially when it depends on shareholder support that may discontinue if
shareholders believe the company is faltering.”

An exception to this was IBM, when it reported and discussed its losses.
In 1992, IBM Vice President Marshall Phelps told a U.S. Congressional
committee that his company suffered billions of dollars in losses due to
theft of proprietary information.”” This calculation supports the estimates
of economists who claim that individual companies and firms lose billions
of dollars annually through economic espionage.

Assurvey released by American Society of Industrial Security (ASIS) noted
a 323% increase in economic espionage between 1992 and 1996.°* A 1993
survey found that the number of thefts of proprietary information had in-
creased 260% since 1985; those involving foreign governments increased
fourfold.”® A 1988 National Institute of Justice study found that 48% of
high-tech companies surveyed had been the victim of trade secrets theft.”®
Of 1,300 companies surveyed by ASIS, more than 1,100 had confirmed in-
cidents of economic espionage, whereas 550 had suspected incidents of
espionage but were unable to prove them.’” ASIS conducted an intellectual
propertyloss survey of Fortune 1000 companies and 300 fastest growing com-
panies. Despite just a 12% response rate, responding companies recorded
$44 billion in known and suspected losses over a 17-month period during
1997. ASIS found that foreign nationals were identified in 21% of incidents
involving intellectual property loss where the nationality of the perpetrators
was known.” In 1994, seventy-four U.S. companies reported a total of 446
incidents of suspected targeting by foreign governments, either domestically
or abroad.” In early 1996, the FBI was investigating approximately 800 cases
of economic espionage, double the figure from 1994. Different sources esti-
mated the monetaryloss to U.S. industry resulting from economic espionage
activities to be between $1.8 billion and $100 billion per year.‘i(’ Estimates
of losses from economic espionage in the United States range from $2 bil-
lion to $260 billion per year.”! Including overseas operations of American
corporations, the estimates rise to $400 billion per year. The number of jobs
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lost as a result of such activities was estimated to be between 1 million and
6 million."”

In 1996, the Office of Science and Technology Policy estimated that 6 mil-
lion U.S. jobs had been lost in the first 6 years of the 1990s due to economic
espionage. However, it is difficult to assess the dollar loss as a result of eco-
nomic espionage and the theft of trade secrets. The U.S. intelligence com-
munity has not systematically evaluated the costs.

Another study sponsored by ASIS estimated that Fortune 1000 compa-
nies alone lost more than $45 billion from theft of trade secrets in 1999°%°
and, in 2000, American companies lost in excess of $1 trillion overall.’* ASIS
put the loss to the American economy from economic espionage at $300
billion a year — triple what it was a few years ago. Other studies suggest that
espionage costs U.S.-based businesses more than $200 billion annually in
intellectual property losses, in addition to at least several tens of billions of
dollars in related damages. The business community estimates that, in cal-
endar year 2000, economic espionage cost from $100 billion to $250 billion
in lost sales. More than 1,000 documented incidents of economic espionage
transpired in 2001, and major companies reported at least 500 suspected
episodes.”

The cost of industrial espionage is staggering stated a report to the U.S.
Congress in 2001. The National Counterintelligence Executive claimed eco-
nomic espionage could be costing the nation’s business community up to
$250 billion a year once lost sales are taken into account.”® As noted ear-
lier, the greatest loss to U.S. companies involves information concerning
manufacturing processes and research development.®’

According to the 2002 Computer Crime and Security Survey, 90% of
respondents — mostly large companies and government agencies — expe-
rienced computer security breaches in 2001. About 80% of respondents
acknowledged financial losses because of those breaches, according to the
survey by the Computer Security Institute (CSI) and the FBI. The survey
also found that more respondents — 74% - cited their Internet connection
as a frequent point of attack, rather than internal network systems. Although
more companies are reporting such intrusions to law enforcement, the num-
ber remains low at about 34%."

Many companies are getting more skittish about revealing information
technology security flaws, in large part to avoid becoming a more visible
target for hackers. About one in five companies stated that they would report
a security breach to government authorities. Almost one-half — 47% — stated
that they would not tell anyone outside the company.”’ According to some
security experts, itisnearly impossible to thwart a corporate spy from swiping
computer disks or e-mailing trade secrets overseas.”’

In addition, individual companies that are considered American icons
could be targeted for industrial or economic espionage operations designed
toruin the company economically or cause its customers to feel uneasy about
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doing business with them online or otherwise. According to a February 2002
study by the University of Texas in Dallas, a compromised company tends
to lose approximately 2.1% of its market value within 2 days after disclosing
an Internet security breach.”' In response, organizations are wrestling with
the challenge of managing secure access to information and applications
scattered across a range of computing systems, as well as how to provide
access to a growing number of users, all without diminishing security or
exposing sensitive information.””

Quantifying the Risks

Quantifying the risks is difficult because we simply do not have the data.
Most of what we know is anecdotal, and what statistics we have are difficult
to generalize. In summary, cyberattacks are very common on the Internet.
Corporations are broken into regularly, usually by hackers who have no
motivation other than simple bragging rights. There is considerable petty
vandalism on the Internet, and sometimes that vandalism becomes large-
scale and systemwide. Crime is rising on the Internet, both individual fraud
and corporate crime. We know that this is occurring because surveys, cor-
porate studies, and anecdotal evidence confirm it. However, we just do not
know the exact numbers.”

For the past 8 years, the CSI has conducted an Annual Computer
Crime Survey of U.S. corporations, government agencies, and other organ-
izations.”! The details are a bit numbing, but the general trends are that
most networks are repeatedly and successfully attacked in a variety of ways,
the monetary losses are considerable, and there is not much that technology
can do to prevent it. In particular, the 2003 survey found the following:

* Fifty-six percent of respondents reported “unauthorized use of computer
systems” in the last year; 29% said that they had no such unauthorized
uses, and 15% said that they did not know. The number of incidents was
all over the map, and the number of insider versus outsider incidents
was roughly equal. Seventy-eight percent of respondents reported their
Internet connection was a frequent point of attack (this has been steadily
rising over the past 6 years), 18% reported remote dial-in as a frequent
point of attack (this has been declining), and 30% reported internal sys-
tems as a frequent point of attack (also declining).

* The types of attack range from telecommunications fraud to laptop theft to
sabotage. Thirty-six percent experienced a system penetration, and 42% a
denial-of-service attack. Twenty-one percent reported theft of proprietary
information and 15% financial fraud. Twenty-one percent reported sab-
otage. Twenty-five percent had their web sites hacked (another 22% did
not know), and 23% had their web sites hacked ten or more times (36%
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of the web site hacks resulted in vandalism, 35% in denial of service, and
6% included theft of transaction information).

* One interesting thing highlighted by this survey is that all these attacks oc-
curred despite the widespread deployment of security technologies: 98%
have firewalls, 73% an intrusion detection system, 92% access control of
some sort, and 49% digital IDs. It seems that these much-touted security
products provide only partial security against attackers.

Unfortunately, the CSI data are based on voluntary responses to surveys.
The data only include information about attacks that the companies knew
about, and only those attacks that they are willing to admit to in a survey.
Undoubtedly, the real numbers of attacks are much higher. Further, the
people who complete the CSI survey are those experienced in security;
companies who are much less security-savvy are not included in this survey.
These companies undoubtedly experience even more successful attacks and
even higher losses.

Another source of data is the Honeynet Project. This is an academic
research project that measures actual computer attacks on the Internet.
According to their statistics published in 2001, a random computer on the
Internet is scanned dozens of times a day.”” The average life expectancy of
a default installation of a Linux Red Hat 6.2 server — that is, the time before
someone successfully hacks it —is less than 72 hours. A common home user
setup, with Windows 98 and file sharing enabled, was successfully hacked
five times in 4 days. Systems are subject to hostile vulnerability scans dozens
of times a day, and the fastest time for a server being hacked was 15 minutes
after connecting to the network.

Nearly all experts agree that the theft of America’s economic secrets is
growing. U.S. intelligence officials estimate that more than fifty countries —
many of them, as previously mentioned, traditional allies of the United
States — are actively engaged in economic espionage against American
businesses.”®

The monetary losses from the theft of corporate secrets are difficult to
estimate. U.S. intelligence agencies have not studied in-depth the losses due
to economic espionage. Private sector surveys have been criticized for being
based on small, unrepresentative samples that have emphasized domestic
holdings. Companies often prefer not to disclose that they have been the
victims of industrial or economic espionage.”’ An admission can embar-
rass the company, lower stock prices, scare away investors and customers,”®
and reduce market share.”” There is not likely to be a corresponding gain
from revealing the misappropriation. An even greater problem is that most
misappropriations are probably undetected.

In spite of the difficulties of determining exact costs of economic es-
pionage, two notions are clear, the fact that intelligence agencies spend
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billions of dollars each year in their espionage efforts, and counterintelli-
gence agencies spend billions of dollars each year trying to thwart those
efforts.”” In addition to direct financial loss, companies face other damages
resulting from economic espionage, such as loss of jobs and contracts.®!

Information Is Power

In an age where power stems from wealth, there is an ever-increasing fear
that acquisition of economic information will lead to the breakdown of in-
ternational security, with economic foes of today becoming military foes of
tomorrow. Society therefore lives in fear of economic espionage. Economic
espionage can further destroy the incentive to innovate. Innovation, a signif-
icant factor in economic growth, requires a substantial investment of time,
money, and human resources.”” If companies lose valuable secrets to indus-
trial espionage, they cannot profit by using their competitive advantage.®
In turn, if they are unable to recoup their investments in research and de-
velopment, they lose their motivation to innovate and bring new products
or services to consumers. The consequences include higher prices charged
to consumers®’ as well as a decrease in new technologies, creative inven-
tions, and improvements.” No one wants to create new ideas if there is a
strong likelihood that the ideas will be stolen, used, and sold by competitors.
Not only will competitors take credit for ideas that belong to the original
creators, but they will also profit from them financially, while the original
creator will be left with nothing. This greatly discourages creativity. As long
as countries continue to conduct economic espionage activities, there will
be serious implications for the world economy.

At the core of this issue is the rapidly escalating financial value of research
and its results. For more than two decades, since a 1980 law encouraged
scientists to patent discoveries from federally financed studies, universities
and researchers have pushed with increasing intensity to commercialize
their work. For example, in 2000, American universities collected more
than $1 billion in licensing fees, according to a survey from the Association
of University Technology Managers. The institutions reported more than
10,800 discoveries and had more than 3,270 patentsissued by the U.S. Patent
Office.”® The circumstances can be even murkier when the theft is not
the intent. The realities are that with the financial stakes so high, behavior
that might once have been standard operating procedure — such as taking
research materials home at night— might be construed as an attempt to steal
the material and the intellectual property that undergirds it."” The EEA
was enacted to increase the value of information.*® The worth of products
depends more on ideas than the materials from which products are made.
Richard Heffernon and Dan Swartwood estimated in 1996 that about $24
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billion in corporate intellectual property is stolen each year.*’ Passage of
the EEA was also triggered by a perception that state and federal schemes
were inadequate to stem the mounting problem of trade secret theft.”’

Do They Know What You Know

Foreign collection continues to focus on U.S. proprietary economic and
technical information and products. Further, programs associated with dual-
use technologies, those that can be used for both military and civilian ap-
plications, are consistent targets for both foreign government and foreign
commercially sponsored collection activity.

A 1996 Defense Investigative Service (DIS) summary of foreign contacts
indicated that numerous foreign countries displayed some type of suspi-
cious interest in one or more of the eighteen technology categories listed
in the Military Critical Technology List (MCTL), which is published by the
Department of Defense. These major technology categories include

* Aeronautics systems

¢ Armaments and energetic materials

¢ Chemical and biological systems

¢ Directed and kinetic energy systems

e Electronics

¢ Ground systems

¢ Guidance, navigation, and vehicle control
¢ Information systems

¢ Information warfare

¢ Manufacturing and fabrication

* Marine systems

* Materials

* Nuclear systems

¢ Power systems

* Sensors and lasers

¢ Signature control

* Space systems

* Weapons effects and countermeasures

The majority of the technologies included in the MCTL are dual use. As
a result, the loss or compromise of proprietary or embargoed information
concerning these technologies can affect both the economic and national
security of the United States.

According to the Department of Energy (DOE), foreign researchers have
gained fully sanctioned access to numerous sensitive technologies during
preapproved visits and assignments to DOE facilities.”!
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Renaissance Software

In the early part of the 1990s, Marc Goldberg and Jean Safar, both French
nationals, were arrested for trying to sell proprietary computer source codes
of their employer, Renaissance Software.”” Both men were working with
the company under an official French government program that allowed
citizens to opt out of required military service if they agreed to work at
American high-tech companies.

Science Applications, Inc.

In 1992, Ronald Hoffman was caught selling software to Japanese industrial
firms.”” He had obtained the software through his position as a project
manager for Science Applications, Inc., which had developed the pro-
grams under a secret contract with the Strategic Defense Initiative. Hoff-
man had been selling confidential information to Japanese companies since
1985.

British Petroleum

British Petroleum (BP) received a tip that a Taiwanese competitor was seek-
ing to procure equipment from U.S. suppliers to build a $100 million chem-
ical plant in Taiwan using BP’s proprietary chemical process technology for
acetic acid. BP had spent millions of dollars on a research program and
years of effort to develop and commercialize this process, which gave it a
leading position in the global marketplace.”* BP brought a court action in
the United States and eventually traced the technology theft to a former
licensing executive. The executive admitted that he had sold BP secrets to
the Taiwanese company, but denied that he had taken the secret documents
from BP. He claimed instead that he purchased them in Moscow from an
agent of the Russian governmentin a “technology bazaar” in the early 1990s.
BP previously licensed the technology to the Soviet government, which built
a plant using the BP process in Russia.”” BP won, obtaining money damages
and an injunction against the former employee and a settlement with the
Taiwanese company. The case was a testament of how the trade secret litiga-
tion landscape has changed, sometimes involving international corporate
espionage more elaborate than a Robert Ludlum spy novel.”

Supervision, Inc.

In November 2001, FBI and U.S. Customs agents were waiting at the San
Francisco Airport when Fei Ye and Ming “Andy” Zhong checked in for their
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1:30 p.m. United Airlines flight to China. In their luggage, agents found doc-
uments labeled “Transmeta Corporation — Confidential and Proprietary”
and “Sun Proprietary Need-to-Know.” Investigators were acting on a tip from
Sun Li, one of their partners in a startup called Supervision Inc. The com-
pany received $2 million in funding from the local Chinese governments
of Hanzhou and Guanzhou to develop a next-generation computer chip,
according to court records. According to Li, Ye had told his partners that
he had stolen trade secrets and proprietary information from current and
former employers. Ye had worked for Transmeta Corporation, Sun Microsys-
tems, Trident Microsystems, and NEC Electronics Corporation. Zhong had
worked for Transmeta and Trident.””

In January 2003, Ye, 36, of Cupertino, and Zhong, 35, of San Jose, Califor-
nia, were indicted on ten counts, including conspiracy, economic espionage,
ad possession of stolen trade secrets.” Lawyers for Ye and Zhong contend
that the documents were not trade secrets and were background informa-
tion for the engineers. Zhong said he was shocked when the FBI stopped
him at the airport. “It was like a movie,” said Zhong. “Basically, I think I'm
an average Joe, and those things happen to 007.”

Lax Attitudes

The best-known example of lax attitudes in more recent years on guarding
secrets ironically comes from the U.S. government, when the former CIA
Director John Deutsche took the nation’s most highly classified secrets to
his home on a laptop computer and left the computer on his kitchen table,
open to access by nongovernment personnel, including his foreign maid.
There are also reported instances of State Department employees who lost
their laptops, containing classified information, in airports.

The same lax attitude and insensitivity to secrets is relatively common
in the business world. A senior marketing executive was traveling on an
airplane and noticed an individual seated in front of him diligently creating
amarketing plan on his computer. Without straining his eyes, the marketing
executive immediately recognized the plan on the computer screen as one
belonging to his most significant direct competitor. Without moving from
his seat, he had a bird’s-eye view of his competitor’s future marketing plan.

There are a variety of situations in which confidential information is in-
advertently communicated: a casual conversation outside the office, a job
interview in which a prospective employee highlights his or her job accom-
plishments, a confidential projectin which consultants and temporary work-
ersare hired withoutrestrictions to maintain secrecy, and discovery provided
in response to lawsuits or confidential information unwittingly disclosed in
filings required by regulatory agencies.
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The Nature of Employer—-Employee Relationships in
Today’s Global Economy

Since the mid-1970s, a growing number of federal and state courts in the
United States have wrestled with employers’ concerns regarding the disclo-
sure of trade secrets in an attempt to develop a coherent approach to the
doctrine of inevitable misappropriation. Unfortunately, the result has been
an inconsistent patchwork of legal standards. For example, a former execu-
tive of Borland International, a software company, was accused of e-mailing
trade secrets to a competitor, which happened to be his new employer, be-
fore he quit Borland. Criminal charges were filed but eventually dropped,
and the civil dispute was quietly settled.'”

In Frasier v. Nationwide Insurance,'’’ Nationwide searched its file server and
located e-mail communications that revealed its employee, Richard Frasier,
had e-mailed correspondence critical of Nationwide’s business practices to
a competitor. Soon after discovering this, Nationwide terminated Frasier.
Frasier sued, alleging that Nationwide had unlawfully intercepted his e-mail
from storage in violation of stored communication laws.!’* The federal dis-
trict court for the Eastern District of Pennsylvania rejected both contentions,
first, because there was no “interception” and, second, because the employer
had lawfully accessed its own equipment and “stored” e-mail to obtain the
information.'”

There is no question that the nature of the relationship between em-
ployers and employees has dramatically changed in recent years.'’* The
turmoil of downsizing and restructuring, and the intensity of global compe-
tition, have changed the nature of the employer-employee relationship.“m
With more employees switching their employers at a greater pace than in
the past, there has been a dramatic increase in ex-employees departing with
their employers’ trade secrets. Employees no longer have to photocopy doc-
uments surreptitiously; they can simply download reams of data to disk, CD,
or DVD, or even e-mail the information to a competitor with the click of a
mouse. A career with a single company has become the exception, not the
norm. 106

Today’s employees also often have greater access to their company’s se-
crets than in the past.'”” Thus, employees have greater opportunities to ben-
efit from the knowledge of trade secrets, either by becoming self-employed
or changing jobs.!”®1" Employees can become disgruntled with their cur-
rent employers, pursue better offers, and valuable information ends up go-
ing out the door.'""

Employers have argued that under certain conditions, employees who
leave an employer to work for a competitor will inevitably disclose or use
their former employers’ trade secrets in the course of their new employ-
ment. This argument is known as “inevitable misappropriation.” These
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employer-plaintiffs have brought suit under common law as well as state
law versions of the Uniform Trade Secrets Act (UTSA).'!!

In her article, Katherine V. W. Stone analyzes the shifting expectations
of loyalties behind employment-based trade secret law. According to Stone,
nineteenth-century employers adopted mechanisms that served to bind em-
ployees to companies. Loyalty was encouraged through hierarchical vertical
labor structures that provided for step-by-step progress up a career ladder
within companies and rewarded loyalty. Training was assumed under the um-
brella of the company itself, and promotion took place in orderly fashion.
Most important, there was often an implied promise of job security.

Stone argues that a new psychological contract, which emerged in the
late 1970s, has recently altered employment practices. The labor shortage
of the U.S. postwar boom years, which encouraged lifetime employment,
was replaced by free trade and highly competitive international business
markets that demanded agile hiring to meet needs. In addition, compa-
nies retreated from investing in the layered managerial structures required
to organize internal labor markets. Rather, the skills required for the new
information economy demanded flexible individuals who brought experi-
ence from elsewhere. Large corporations no longer held out the implied
promise of lifelong employment. Instead, employment relationships be-
came contingent and the relationship marked by employees migrating from
one opportunity to another with different employers. In lieu of job security,
employees were provided with training in order to ensure their employ-
ability. Employers gain by having an increasingly flexible, highly skilled
workforce; employees gain through the investments companies make in
their human capital.

Such a new psychological contract has important implications for the
question of who owns trade secrets after the termination of employment.
In addition to the express contracts of covenants not to compete, which
might define postemployment relations, there are also implied psychologi-
cal contracts full of subtle exchanges of productivity for training, of flexible
employment with the risk of termination for the accumulation of skills that
might make an ex-employee employable by another enterprise.

American criminal law provides that corporations may be held liable for
the acts of their agents or employees acting, at least in part, on the corpo-
ration’s behalf. Under the doctrine of collective knowledge, the requisite
intent to commit the crime can be imputed to a corporation, even if no
single employee violated the law, because the prosecution can establish suf-
ficientintent by piecing together the acts of a group of employees or agents.
Consequently, the disgruntled employee is the most difficult kind of threat
to protect against. It may be difficult to stop the knowledgeable, malicious
former information technology employee who is intent on causing damage
or stealing data.'!”
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Fortunately, the EEA’s legislative history indicates thatit was notintended
to prevent a person from using general business knowledge to compete
with a former employer.''? For example, it provides that employees “who
change employers or start their own [company] should be able to apply
their talents without fear of prosecution.”''* Moreover, “it is not enough to
say that a person has accumulated experience and knowledge during the
course of his or her employ” and that the individual is inappropriately us-
ing such knowledge.''>:!'% However, the enhanced property rights in trade
secrets and the threat of criminal sanctions could produce unintended con-
sequences that undermine public policies encouraging competition, em-
ployee mobility, and the effective use of information products.

Reverse Engineering

Reverse engineering is generally defined as “a method of industrial engi-
neering in which one begins with a known finished product and works
backward to divine the processes and specifications involved in the prod-
uct’s development and manufacture.”'!” It can also involve “looking at or
testing a lawfully acquired product in order to determine its content.”' %11

The purpose of intellectual property protection is to provide incentives
to invest to advance the collective knowledge. Therefore, the law recognizes
exceptions that allow for the study of, and improvement upon discoveries
that have been committed to the public domain, in all realms of intellectual
property protection.'*’ Reverse engineering is one of these exceptions. Re-
verse engineering is the process of studying an item in hopes of obtaining
a detailed understanding of the way in which it works.'?! Reverse engineer-
ing is used to create duplicate or superior products without the benefit of
having the plans for the original item.

It is important, however, to understand that reverse engineering is not
just a scheme to allow copying under the guise of research.'* Reverse engi-
neering, although it may involve copying, entails a detailed study of the item
in question. Even in cases where the end product is a near duplicate of the
original item, the purpose of the reverse engineering activities must have
been to understand the item sufficiently to allow the accused party to re-
design the product without resorting to step-by-step replication.'*” Because,
as in the case of computer chips, any differences between the original and
the new product may be infinitesimal, courts typically rely on the existence
of a paper trail to prove that the product was reverse engineered, rather
than simply copied.'**

Depending on the nature of the item under study, reverse engineering
may take many forms. For mechanical devices such as turbines or cargo
containers, reverse engineering may consist of taking measurements, mak-
ing detailed sketches, or disassembling the device.'?” In the case of computer
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chips, the process involves stripping away each layer of the chip to study the
structure of the layer. To ensure the reverse engineering process is accurate,
a duplicate may be made.

Protecting Trade Secrets from Dumpster Divers
and Other Snoops

The U.S. economic welfare depends on increased efficiency, productivity,
and technological advancement gained through the development and im-
plementation of new processes, products, and services.'”® Concern for pro-
moting scientific progress by protecting inventions and other forms of in-
tellectual property is so deeply rooted in American jurisprudence that the
framers of the U.S. Constitution included patenting as one of Congress’s
enumerated powers.'?” Corporate trade secrets and proprietary informa-
tion represent the mostvaluable economic and business resource for gaining
competitive advantage and market share in the U.S. free market economy.'**
Corporations put their faith in trade secret law, which has its foundation in
common law and equity.'”” A company that can keep a secret can con-
tinue to profit from its rivals’ inability to duplicate the company’s process
or formula."”” Well-known and publicized is Coca-Cola’s success in keeping
its formula stashed in an Atlanta bank vault for nearly 100 years. Kentucky
Fried Chicken hides its recipe of eleven herbs and spices in a time capsule
guarded day and night at a secret location.

The U.S. criminal law addresses the growing importance and significance
of protecting trade secrets and proprietary information. In more recent
years, U.S. corporations have become concerned about the misappropria-
tion of trade secrets.'”! Civil trade secret litigation has grown enormously
since the mid-1980s, and trade secret law has become more popular among
legal practitioners. 152 In light of these concerns, corporations may find that
the EEA is well suited for pursuing disgruntled employees who steal or at-
tempt to steal the company’s trade secrets. Although such a defendant will
likely have few resources with which to reimburse the company, prosecution
will send a strong message to current and prospective employees that the
company will not tolerate trade secret theft.

Recognizing the value of their trade secrets, corporations are increasingly
seeking criminal sanctions to protect their private information.'* In May
2000, a grand jury in Detroit indicted a senior vice president of General Mo-
tors, who had accepted a position with Volkswagen, on various charges for
stealing trade secrets.'”" In January 2001, the recording industry threatened
a Princeton professor with criminal charges.'*” The tactic led the professor
to forego release of the research he and others had done, and thwarted a dis-
cussion of the results. In July 2001, the FBI arrested a Russian computer soft-
ware designer for writing a program that enabled consumers to circumvent
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an encryption device. 136 The program did not infringe any copyright, but it
did violate a federal law that makes it a crime to design software that might
be used to infringe a copyright.

Although these disputes implicate a host of legal doctrines, common
threads tie the stories together. The disputes involve intangible objects —
songs, photos, and confidential or secret business information — that are all,
at bottom, based on knowledge or information. Most basically, the stories
highlight a persistent and perhaps irreconcilable problem, that is, how to
protect interests in information without reducing too much the public’s
access to that information. Although failing to protect such interests may
discourage innovation, limited public access may ultimately reduce produc-
tion of new knowledge and ideas.

The American economy is increasingly integrated with the world’s econ-
omy. More and more, U.S. companies develop products and ideas domesti-
cally, and produce or manufacture them overseas. This means that the U.S.
economy and the success of many companies are increasingly dependent on
ideas and other intangible assets, rather than industrial facilities and man-
ufacturing ability. Protecting these intangible assets, therefore, whether in
the form of patents, trademarks, copyrights, or trade secrets (known collec-
tively as intellectual property or IP), is a major concern for businesses. As
noted in the previous chapters, theft of trade secrets is as old as business it-
self. However, with huge sums to be made stealing the latest technology, the
past decade has witnessed a dramatic upswing in the theft of proprietary in-
formation from corporate America.'*” Trade secret theft may be the largest
obstacle faced by the United States in its worldwide business.'*® The increase
in trade secret theft has place the technologies of U.S. companies, ranging
from simple textile formulas to complex defense technology, at great risk.
Pricing data, customer lists, information on product development, basic re-
search, sales figures, and marketing plans appear to be the most coveted
items.!?

Facts Fight Fiction in Security Circles

The ever-expanding global information infrastructure underpins the global
economy. Both business and government must adjust to a borderless world
of unrestricted transactions and communications.

Many major infrastructure industries, particularly telecommunications
and electricity, are being affected by deregulation and are restructuring.
Organizations have harnessed information technology to accelerate their
delivery of goods and services, improve the efficiency of their processes,
and shed excess inventory and unused reserve capacity. Many businesses
are so tightly balanced in their “just-in-time” processes that recovery from
even a minor disruption would prove difficult.
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Technology and change produce better service at lower cost, new mar-
kets, and more efficient processes. As a result, we depend more than ever
on infrastructure services. However, at the same time, market forces result
in a diffusion of accountability and responsibility, less research and develop-
ment investment, and a reduction in reserve capacity. Today’s infrastructure
processes may be more efficient, but they lack the redundant characteristics
that gave their predecessors more resilience.

In today’s economy, it becomes more critical for companies to secure
their information databases to avoid the millions of dollars lost annually to
cybercrime and information theft. For many companies, information is the
most important resource available. Many executives only realize the value of
their corporation’s secrets when these secrets are stolen and disclosed to a
competitor, resulting in huge economic losses.' "’ Companies must manage
critical economic information in such a way as to reduce the possibility of
a security breach. Corporate management must recognize the value of pro-
prietary information and undertake physical steps to safeguard knowledge
as a bank protects bullion on deposit.

The increasing strategic value of technology in all industries, even those
traditionally perceived as low-tech, puts a premium on corporate security.
Yet, the collapse of corporate loyalty, even in the executive suite, and the ac-
celerating traffic of employees among competitors means an ever-increasing
potential for the transfer of information of all kinds.

In more recentyears, corporations and governments have rushed to con-
struct network firewalls, add antivirus software, and set up intrusion detector
systems, but none of those security tools can stop the determined insider
from stealing company secrets or diverting funds or stock.'*! Yet, more than
one-third of all corporate computer crime is the result of unauthorized
access by insiders, according to the 2002 survey by the CSI and FBL.'"* Al-
though the percentage of computer crime committed by insiders has fallen
as the attacks from outside hackers via the Internet has grown, the CSI warns
“the insider threat is still very real and very costly.”'*? Some of the major
U.S. companies such as General Motors, Fruit of the Loom, Avery Dennison
Corporation, Disney, and scores of others have become embroiled in high-
profile cases of corporate espionage, many with an international dimen-
sion. Such cases are now an increasingly common feature of the high-tech,
information-age economy.w1 In this environment, companies need to think
differently about their most valuable information resources.



C HAUPTER F O U R

Competitiveness and Legal Collection

Versus Espionage and Economic Crime

GATHERING AND USING information to advantage is the underlying theory
of business intelligence systems. These systems attempt to bring to business
the information gathering and analyzing methods of government intelli-
gence agencies, much in the same way that military strategic planning tac-
tics shifted into business practice after World War II. The difference is that
the tool for gathering and analyzing information and distributing it to the
proper decision makers is not a network of spies, but a LAN of personal
computers. This approach combines pieces of data from multiple disparate
sources and creates the key nuggets that comprise “intelligence.” The data
can come from structured (e.g., databases) or unstructured (e-mail, web
pages, broadcasts, and other dissemination media) sources, and can origi-
nate as text, video/image/icons, and even as auditory or other “signal” data
streams.

What Is Competitive Intelligence?

Structural analysis of industries, commonly known as the Harvard Business
School' method, investigates industry competition through the study of
rivalry among competitor firms, bargaining relationships between buyers
and suppliers, substitutability of products and services, and potential new
entrants to competition. The sources of competitive advantage are analyzed
by investigating the nature of rivalry within the industry, including the num-
ber of firms and their market shares, the pace of growth in the industry,
the extent of product or service differentiation, and the barriers to entry
and exit. The analysis of entry barriers examines variables such as prod-
uct differentiation and brand identification, capital requirements, access
to distribution channels, scale economies, learning and experience curves,
government regulation, and proprietary product knowledge or technology.
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It is the last of these that is of special interests to the study of competition
based on intellectual property.

Competitive intelligence (CI)is “a systematic and ethical program for
gathering, analyzing and managing information that can affect a company’s
plans, decisions, and operations.” After gathering and analyzing this re-
search, one should be able to understand a competitor and its environment,
strategies, capabilities and operations, and long-term goals.” On a global ba-
sis, Cl is in use on every industrialized continent. CI practitioners are found
in virtually every form of enterprise, including educational and nonprofit
entities. CI gathering differs from industrial espionage, at least in theory, in
that it is meant to consist of legal and ethical activities.

CI consists of two facets. First, the use of public sources to develop data
(raw facts) on competition, competitors, and the market environment. Sec-
ond, the transformation, by analysis, of that data into information (usable
results) to support business decisions. Understanding CI today requires an
understanding of what is meant by “public.” If the term is to be taken in its
broadest sense, it encompasses more than studies that the U.S. Department
of Labor releases or what is reported in The New York Times. In CI, “public”
is not equivalent to published. It is significantly broader in concept. Here,
“public” means all information that can legally and ethically be identified,
located, and then accessed. This ranges from a document filed by a com-
petitor as part of a local zoning application to the text of a press release
issued by a competitor’s marketing consultant describing the client’s pro-
posed marketing strategy, while the marketing firm extols the specifics of its
contributions to the design of a new product and the related opening of a
new plant. It includes the webcast discussions between senior management
and securities analysts, as well as the call notes created by the organization’s
own sales force. Itis the common principle of the use and analysis of publicly
available information to assist in the effective management of a company
that links the variations of CI.

Thousands of companies have set up CI operations around the world.
There is a professional association in Alexandria, Virginia, the Society of
Competitive Intelligence Professionals (SCIP), which has about 7,100 mem-
bers. SCIP has established a code of ethics to guide the CI community.”
Drug and chemical makers, aerospace manufacturers, and defense contrac-
tors make up big parts of SCIP’s membership.

There are generally two types of sensitive business information. One is
intellectual property, which consists of ideas, concepts, and inventions, in-
cluding product recipes or formulas. The second type is operation infor-
mation, such as detailed production and marketing data, including things
such as the production volume of a particular manufacturing facility, its mar-
ket share, the changing compositions and locations of production, and the
like.
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The vast majority of business and competitive information may be ob-
tained legally and ethically from newspaper articles, trade publications, Se-
curities & Exchange Commission (SEC) filings, specialized databases, and
materials readily available at trade shows.

Not all economic and financial data collection by competitors or repre-
sentatives of foreign powers is illegal. Abundant data are available from such
open sources as newspapers, the electronic media, books, and the Internet,
which are examples of legal collection methods. Sensitive or restricted data
include financial information, manufacturing processes, customer lists, and
other information not normally shared with those outside a business. Com-
mercial databases, trade and scientific journals, computer bulletin boards,
openly available U.S. government data, and corporate publications are just
some of the readily available sources of information on employees, com-
panies, new products, and new manufacturing techniques. The use of the
Freedom of Information Act (FOIA) has become quite popular with for-
eign governments and corporations. Not wanting to alert U.S. counterin-
telligence agencies, some foreign governments seek open-source material
covertly.

Economic intelligence gathering — usually based on open sources — is
both legitimate and indispensable, especially considering the wealth of in-
formation now available via the Internet. Activities involving the acquisition
of information by theft, bribery, or coercion are illegal and, hence, prop-
erly termed espionage.” The Internet has made the gathering of competitive
business intelligence considerably easier and more effective. Clues to com-
petitors’ intellectual property development and strategic plans beckon from
private sector and governmentweb sites, news groups, chatrooms, and other
public gathering spots of the information age.’

Often, a competitor’s economic edge depends on its ability to stay one
step ahead of its competitors. Rapid changes in technology are tempting
many companies to acquire trade secrets in unscrupulous ways, thus circum-
venting the huge costs of independent development. More sophisticated
global communications — cell phones, voice message, e-mail, and transmis-
sion of data over the Internet — make this type of espionage easier than
before.’

The Modern Art of Competitive Intelligence

Why engage in CI? There can be great commercial advantage to getting a
particular product into the market first, to producing an equivalent product
at lower cost, or securing patent or other rights before a competitor does.
As mentioned earlier, the advantages are so substantial that they have led to
the generation of an entire industry of CI professionals. It borrows tools and
methods from strategic planning, which takes a broad view of the market
and how a particular company hopes to position itself.
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In 2002, Business Week reported that 90% of large companies have CI staff
and that many large U.S. businesses spend more than a $1 million annually
on CI. Also, according to Business Week, corporations find it most necessary
and beneficial to do CI during recessionary times. This function at times is
outsourced to law firms that are knowledgeable about all levels of a corpo-
ration’s business.® Now, with businesses more complex and the economic
climate so uncertain, corporations are becoming far more sophisticated at
scrutinizing the competition.

CI relies on techniques such as recruitment, tactical surveillance, pro-
filing of corporate personnel, information assurance, and elicitation train-
ing to destabilize a competitor’s ability to maintain or gain market share.
According to John Nolan, a former U.S. government intelligence official,
competing organizations are keen on profiling business leaders and others
that influence the market. CI involves legal methods of data collection and
analysis, some of which were mentioned earlier. This practice is different
from corporate espionage — the theft of trade secrets through illegal means
such as wiretaps, bribery, and cyberintrusions. Still, some intelligence gath-
erers step over the ethical line. There is a fine line between the collection,
through open sources of information, of economic treads for policy-making
purposes and the covert theft of proprietary business information for dis-
semination to competing corporations.’

ClI, as practiced today, may be divided into four different yet overlapping

types:

1. Strategy-Oriented Competitive Intelligence. This CI role means providing
higher levels of management with information on the competitive, eco-
nomic, legal, and political environments in which an organization and
its competitors operate now and in the future. It may also involve de-
veloping CI on candidates for potential mergers and acquisitions, as
well as for alliances and partnerships. Most CI practiced in the 1980s
and early 1990s, including much of what fell into the category known
then as “business intelligence,” can be considered as strategy-oriented
CL

2. Tactics-Oriented Competitive Intelligence. In a real sense, tactics-oriented CI
is a child of the computer age. It encompasses much of what has previ-
ously been called “market” or “sales and marketing” intelligence. Firms
increasingly are tracking what is going on “in the trenches,” thatis, where
competitors face off for customers and consumers with tactics-oriented
CI. In turn, according to a Competitive Intelligence Review article by John
Cain, this type of CI permits organizations to fine-tune marketing efforts,
including field-force support, to respond faster.

3. Technology-Oriented Competitive Intelligence. Technology-oriented CI encom-
passes much of what has been referred to as technology intelligence or
competitive technical intelligence. Technology-oriented CI, supporting
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technology strategies as well as research and development (R & D), has
become a growth area within CI.

4. Target-Oriented Competitive Intelligence. It is most often used when CI efforts
are best focused on a small number of competitors that a firm faces in
several market niches. It encompasses elements of what is sometimes
called “business intelligence” or “competitor intelligence.”

Business Counterintelligence

Likewise, business counterintelligence is the set of proactive measures taken
by a business to identify and neutralize actual and potential disclosures of
intellectual property assets through employees (including former employ-
ees, temporary employees, consultants, and others with temporal legitimate
access to company information), or by means of another company or gov-
ernment’s CI program.

For example, the FBI initiated an Economic Counterintelligence Pro-
gram in 1994 that serves in a defensive role by protecting U.S. national
security. Kenneth Geide, the head of the Economic Counterintelligence
Unit at the time, explained that one of the methods that foreign govern-
ments often use is to hide their economic collection activities within their
legitimate activities.'"

Competitive Intelligence Is Not Corporate Espionage

Such intelligence gathering is so easy, it is almost criminal, but when is it
criminal? CI or corporate intelligence becomes illegal espionage when it
involves the theft of proprietary information, materials, or trade secrets.
The distinction becomes difficult to ascertain given the potential to draw
lines on ethical and legal grounds. In reality, practitioners are unlicensed,
and the lines separating CI activities from those more commonly associated
with unlawful industrial espionage are blurred.

In the United States, the answer lies, among other things, in the EEA of
1996. As outlined in Appendix A, the act defines trade secrets broadly and
protects them with two central provisions. The first, Section 1831, applies
only to individuals and entities sponsored by foreign governments. The sec-
ond provision, Section 1832, criminalizes economic espionage, regardless
of who benefits. The U.S. DOJ takes these matters seriously. A whole host of
cases have been brought under EEA that provide more evidence of the DOJ’s
mounting efforts to criminalize intellectual property disputes. Appendix C
provides a list of cases that have been prosecuted as of December 2003. How
does an individual, a company, or its corporate officers avoid being caught
in the crosshairs of the EEA?
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Unfortunately, CI and its historical variants have caused, and will continue
to cause, confusion. Competitive advantage may be deemed as an unfair
advantage if the methods employed to obtain information fall outside the
legal boundaries.

As with government intelligence operations, corporate analysis some-
times borders on the clandestine. But competitive intelligence professionals
and many CEOs insist that effective intelligence gathering can be done both
legally and ethically. They say the potential benefits are so great that oper-
ating without a CI capability is like entering the boxing ring with one hand
tied behind your back. In fact, most academic business programs incorpo-
rate seminars or courses on topics related to business intelligence into their
curriculum. These courses are designed to explore economic espionage and
methods to protect an organization’s assets. SCIP’s Code of Ethics, for in-
stance, asks members to follow all laws, to properly identify themselves when
gathering information, and to respect requests for confidentiality. Many or-
ganizations have even more stringent guidelines.

CI is not (nor should not be) James Bond-type spying or unlawful cor-
porate espionage. It does not involve the use of phone taps or computer
hacking, or the payment of bribes.'! For example, a detailed report from
the Occupational Safety and Health Administration — available under the
Freedom of Information Act — can provide extraordinary amounts of infor-
mation about the inside of a plant, including the numbers of people working
on the production line, the products coming through, and the actual tools
or machinery being used.!”

There are no agreed-upon definitions of economic or industrial espi-
onage as mentioned in earlier chapters. For example, the U.S. Attorney
General defined economic espionage as “the unlawful or clandestine tar-
geting or acquisition of sensitive financial, trade, or economic policy infor-
mation, proprietary economic information, or critical technologies.” This
definition excludes the collection of open and legally available information
that constitutes a significant majority of economic collection. Aggressive in-
telligence collection that is entirely open and legal may harm a nation’s
industry, but is not considered illegal espionage. However, it can help for-
eign intelligence services identify information gaps and in some cases, may
be a precursor to economic espionage. In the modern, competitive business
world, billions are spent on the research and development of products and
ideas. In addition, millions are spent on CI information gathering.

Corporate Spy Wars

Corporations, no less than countries, have been gathering information
about one another for ages. Among nations, it is called spying and may in-
volve sophisticated techniques, a lot of money, specially trained personnel,
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and undercover methods. Businesses spying on other businesses is nothing
new. Companies have done it for decades — from “shoppers” hired to com-
pare prices at discount giants Kmart and Wal-Mart to the top floors of global
conglomerates in New York City.'?

As alluded to earlier, massive amounts of corporate spying are accom-
plished with increasing ease through advances in communication such as the
Internet, satellites, and cellular phones. Computer hackers access propri-
etary information from corporate computer systems and decode encrypted
message from offices located in other countries.!* Computer hacking and
telecommunication interceptions are common, especially where systems are
not fully protected against such instructions.'® Easy targets are cellular and
cordless telephones. Hacking and interceptions can provide much infor-
mation to intelligence gatherers, including trade secrets and other forms
of competitive information.'% In one case, it was suspected that a host gov-
ernment was intercepting telephone conversations between an executive
abroad and his Canadian company headquarters. Canadian executives dis-
cussed detailed negotiation information, including a specific minimum bid.
This minimum bid was the immediate counteroffer put forward by the host
company the following day.

Domestic companies also face potential theft of trade secrets by American
employees looking to sell information to foreign competitors. Kodak expe-
rienced this situation when a 28-year engineering veteran retired, started his
own consulting company and, according to Kodak, sold confidential doc-
uments, blueprints, and records to Minnesota Mining and Manufacturing
Corporation (3M)."7 The following examples illustrate some of the most
common means of economic intelligence gathering.

Maytag

In late 1993, Maytag announced that it was planning to develop a more
energy-efficient and environmentally friendly washing machine known as a
“front loader” or “horizontal axis” washer.'® Although Maytag announced
its intention to develop the new washer, it did not disclose details about
how the washer would function. Maytag spent tens of millions of dollars
to develop, manufacture, and market this new line of washers and made
strenuous efforts to protect its investment.

Maytag’s competitors have reportedly engaged in Cl in an effort to obtain
more information about these “front loader” washing machines.!’ Maytag
was besieged by spies using a variety of methods to gather information. It has
received phone calls from “college students” asking for information about
the new washer for “term papers” that they were writing. One Maytag mar-
keting executive received a phone call from someone who falsely claimed
to be a fellow Maytag employee from another unit requesting the names
of people in Maytag’s front loader division.”” On another occasion, a man
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who claimed to be from the local waterworks appeared at the door of two
residents of Newton, Iowa. He requested permission to measure their laun-
dry room, but abandoned his request when the homeowner began asking
questions. The homeowner happened to be one of the local townspeople
testing a model of the new machine.

To protect its investment in the development of this new product (es-
timated at $50,000,000), Maytag held “secrecy seminars” for its employees
giving advice on how to detect and deal with suspicious callers. The cover
of the company newsletter asks, “Who is really on the line?” and warns of
“modem pirates.” Maytag workers received orange telephone stickers that
read, “Loose lips sink ships.” Maytag claims to be aware of several attempts
to breach its security and confirmed that an unnamed major competitor has
hired a firm to find out everything it could about Maytag.

Maytag estimates that these modem pirates are inflicting billions of dol-
lars worth of damage each year on American companies in missed sales,
wasted research and development costs, and trade secrets lost to competi-
tors. However, even Maytag admits to having conducted a little CI of its
own.”! For example, Maytag executives admit that they knew all about the
recently introduced machine by its competitor, Frigidaire, before the ma-
chine first appeared in stores.

Qualcomm

In September 2000, Irwin Jacobs, founder and chairman of Qualcomm, Inc.,
gave a speech in a hotel to the Society of American Business Editors and
Writers in Irvine, California, and stepped away from the podium talking with
members of the audience. He soon discovered that his laptop computer was
gone. Although local police considered it to have been a commonplace theft
of a $4,000 piece of equipment, Jacobs told The Wall Street Journal that the
information on the portable’s hard drive could have been far more valuable
to foreign governments. Jacob’s laptop was protected by nothing more than
a basic Windows password.*

Microsoft

In October 2000, Microsoft Corporation discovered that for 3 months some-
one had been breaking into the corporate network and accessing the source
code of products under development. It is not known how many other docu-
ments were also accessible to the hacker, but those items could have included
contracts, e-mail, marketing documents, and other key components of the
company’s business strategy and operations.

Microsoft officials are certain that this break-in was an act of industrial
espionage. The incident was a reminder that breaking into networks has
become a useful tool for illegally cutting corners. Obviously, the protection
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was not ironclad, but Microsoft’s security team is considered top-notch and
few corporations have more resources or greater incentive to maintain the
integrity of their networks.””

Spy in the Gray Flannel Suit

Unlike their shadowy images in Hollywood films, the spies are not skulking
about in trench coats. The new breed of corporate operatives blend into
business settings. They are well educated in engineering, finance, market-
ing, and the sciences. They are trained in interviewing techniques that draw
out valuable information. Many are knowledgeable about computer hack-
ing and computer forensics. Some intelligence gatherers pose as technicians
and repair persons to get to confidential information.?’ Others volunteer for
positions that get them close to sensitive information. Some have even been
known to pose as documentary camera crew members to gain access. Oth-
ers roam corporate campuses and trade shows, using state-of-the-art spying
tools, such as $10,000 laser microphones that pick up indoor conversations
from 100 yards away by recording the sound vibrations on windows.*

There is no specific person who qualifies as an intelligence gatherer.
However, some of the more common international snoops include com-
petitors, vendors, investigators, business intelligence consultants, the press,
labor negotiators, and government agencies.”’ Some countries hire individ-
uals, rather than large organizations or intelligence agencies, to do their
spying for them. When students study abroad, some governments ask them
to acquire economic and technical information about their host countries.
Common perpetrators are graduate students who serve professors as re-
search assistants free of charge. In research positions, the foreign graduate
students gain access to the professor’s research, learning technological ap-
plications that they can then relay to their home governments. Foreign in-
telligence agencies sometimes hire information brokers and freelance spies.
Freelance spies are attractive to intelligence agencies because they often spe-
cialize in certain fields and allow the agencies to insulate themselves from
counterintelligence.?” Others have been known to hire teams of individuals
to enter foreign companies and steal ideas.”

Foreign corporations and nations also try to recruit employees of the
same ethnicity, appealing to their love of the native homeland. Or they may
setup small companies or consulting firms that work closely with a particular
nation’s businesses, quietly pilfering patents and documents over the years.

Moles

A foreign government’s best source of information is an employee of the
target company, often called a “mole.” “Moles” are spies that are put into
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seemingly legitimate positions in a competitor’s company. Such “moles”
have been known to take documents from offices and hotel rooms. They
routinely infiltrate businesses in disguise to obtain access to secret informa-
tion. Graduate students are also used to infiltrate research plants, universi-
ties, and businesses.”’” Many intelligence gatherers rely on trusted workers
within companies or organizations to provide them with proprietary and
classified information.”” These employees’ value lies in their direct and le-
gitimate access to desired information. Counterintelligence agents report
that recruitment of moles is relatively easy in the United States. Intelligence
collectors target both high-ranking employees and support staff. Intelli-
gence agencies favor international scientific conferences, trade shows, and
air shows for recruiting moles because these events draw many scientists and
engineers.

A study by the ASIS concluded that “trusted insiders pose the greatest
risk” to the divulgence of trade secrets. Lower-ranking employees, such as
secretaries, computer operators, or maintenance workers, are regularly re-
cruited because they often have desirable access to information and are
easily manipulated by intelligence agencies due to their lower pay and sta-
tus within their respective companies.”’ With few exceptions, all real-life
James Bonds get their information exactly the same way.*” According to the
1999 survey sponsored by the ASIS International and PricewaterhouseCoop-
ers, onsite contract employees and original equipment manufacturers are
perceived by firms to represent the greatest threat to corporate proprietary
information.

Espionage and Other Illegal Operations

Traditional clandestine espionage methods, such as agent recruitment, U.S.
volunteers and co-optees, surreptitious entry, theft, SIGINT intercept, com-
puter penetration, and other specialized technical operations, continue to
be used by foreign intelligence services targeting U.S. interests. Foreign
governments increasingly use sophisticated data gathering techniques. The
most effective means of economic espionage are specialized technical op-
erations. These include breaking into computers, intercepting communi-
cations, and decoding encrypted messages. The increasing use of satellites,
microwaves, and cellular phones makes interception easy and detection
difficult.” Japan’s Ministry of International Trade and Industry allegedly lis-
tens to the phone lines of American firms in Japan under an agreement with
the Japanese national phone company.” Debriefing citizens after foreign
travel is popular in some countries. Travelers are asked for any information
acquired during their trips abroad. The debriefing sessions are considered
offensive to some travelers, whereas others accept them as part of traveling
abroad.”



82 ECONOMIC ESPIONAGE AND INDUSTRIAL SPYING

Practitioners of economic and industrial espionage seldom use one
method of collection; rather, they combine a number of collection tech-
niques into a concerted collection effort that combines legal and illegal,
traditional, and more innovative methods.* F oreign governments employ
traditional espionage methods, as well as specialized economic collection
methods, to pilfer trade secrets. For example, former heads of the CIA and
the FBI have stated that the French and Russian intelligence services now
use the same methods to spy on U.S. corporations as they used to spy on
each other during the Cold War.”’

Consistent with traditional espionage operations, significant foreign in-
telligence collection efforts are often conducted legally and openly as men-
tioned previously. These collection efforts often serve as precursors to eco-
nomic espionage.

Collection Methods

Intelligence gatherers may break into their competitors’ offices outright
and steal the information they want. Many incident reports describe stolen
laptop computers, disks, and confidential files. For example, “one common
method of stealing laptops at airports is for the thief’s accomplice to get
into line at the x-ray machine just in front of the victim. While the accom-
plice slowly empties his pockets of keys and loose change, the thief takes
your laptops off the conveyor on the other side of the machine and spirits it
away.”® In addition, hotel rooms and safes are regular targets. Some spies
bribe hotel operators to provide access to the hotel rooms, which is known
as a “bag op.” During bag ops, gatherers search unattended luggage and
confiscate or photograph anything they think may be valuable to them.”” In
one instance, the former chief of the French intelligence service admitted
in 1991 that his agency made it a habit to spy on U.S. business executives
traveling to France by bugging first-class seats on Air France and breaking
into hotel rooms to search attaché cases.’” Another method is dumpster
diving, which is part of a larger industrial espionage problem. Also known
as trash trawling, waste archaeology, and trashing, dumpster diving is the act
of rummaging through a competitor’s garbage to obtain information. Some
believe it is the number one method of business and personal espionage.’!
Dumpster diving is one of the easiest and safest ways of gathering confiden-
tial information,**> and yields secrets ranging from corporate executives’
travel itineraries to descriptions of company merger plans.”* The predatory
nature of dumpster diving is demonstrated by the case of an international
shipping company that got started by dumpster diving for the telex spools of
an established company, then used customer lists on the spools to lure away
clients.” Some companies even specialize in combing trash for valuable
items and information,’ and may privately contract with trash collectors to
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obtain “recycled” computer paper and whatever is printed on it. Although
dumpster diving may not always yield trade secrets directly, sophisticated cor-
porate spies employ trash searches as part of larger collection campaigns.
As the value of intangible information rises exponentially, so too does the
sophistication of modern-day spies.

Information available through electronic databases continues to expand
as the number of databases and electronic bulletin board systems available
to the public continues to grow dramatically. Bulletin board systems, some
of which track sensitive U.S. government activities or provide information
on proprietary activities performed by government contractors, have grown
rapidly on the Internet.

In addition to traditional espionage and other illegal activities, foreign
governments, instrumentalities, and agents gather economic intelligence
via numerous other methods. These methods involve legitimate practices
that do not constitute illicit activity. Although foreign governments and
their entities have been known to turn legitimate transactions and business
relationships into clandestine collection opportunities, often the overt col-
lection of economic information is practiced for legitimate purposes. Even
though some of these legal activities may be a precursor to clandestine or
illegal collection, they do not of themselves constitute evidence of illegal
activity.

There are numerous ways in which countries carry out economic espi-
onage, and many of these methods require little effort on the part of the
perpetrators.’® Foreigners seeking to acquire U.S. proprietary economic
and industrial information often engage in the following types of illegal
activities.

Theft of Trade Secrets and Critical Technologies

U.S. businessmen traveling overseas are increasingly becoming targets of
foreign collection activities. There are numerous examples of briefcases or
laptop computers showing evidence of unauthorized access after being left
unattended in hotel rooms. In addition, there is evidence of travelers being
photographed during business meetings in foreign countries for future tar-
geting. Business class seats on airlines, offices, hotel rooms, and restaurants
are regularly bugged and tapped by spies. In a specific incident, a European
airline bugged its entire business class section, while spies posed as flight
attendants.”’

Although most industry associations with foreign entities are in fact eco-
nomically advantageous to the United States, a DIS summary of 1996 suspi-
cious contacts that were reported by defense contractors, indicated that for-
eign entities employ a variety of legitimate collection methods in attempting
to acquire U.S. proprietary economic information. Despite the legitimate
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nature of these collection practices, they may be an important element in
a broader, directed intelligence collection effort. Last, the legitimate col-
lection of economic information, in addition to clandestine methods that
constitute economic espionage, depicts the broad scope of a successful for-
eign economic intelligence collection program.

Open-Source Collection

The openness of American society and the wealth of technical, scientific,
political, and economic information available through the open media pro-
vide U.S. adversaries with a vast amount of detailed, accurate, and timely
information. The use of open-source information as an intelligence source
has a number of benefits. Itis relatively cheap to obtain, legal in the majority
of instances, and makes up the greatest volume of information accessible
to an intelligence collector. Because of these benefits, open source infor-
mation has increasingly been exploited by many foreign entities, to include
foreign intelligence services in an attempt to target the United States.'

Defense industry reporting continues to reflect increasing trends of for-
eign collection activity. As reported by DIS, foreign intelligence services and
foreign private industries, which may or may not be sponsored by a foreign
government, employ the following legal collection methods.

Unsolicited Requests for Information

According to DIS, the most frequently reported method of operation used
by foreign entities is the unsolicited request for information. This method
is simple, low cost, nonthreatening and low risk. A reported majority of
suspicious unsolicited requests for information involved data covered under
the International Traffic in Arms Regulations that could not be lawfully
exported withoutalicense. A growing number of incidents involve mail, fax,
phone, and Internet requests from a foreign entity to a cleared contractor.

According to the Defense Security Service (DSS), in 2000, these kinds of
suspicious activities accounted for 41% of total reported collection efforts.
Not surprisingly, there has been a dramatic rise in the use of the Internet for
these kinds of collection activities. DSS reported that the use of the Internet
by foreign entities collecting U.S. technology and technical information
accounted for 27% of all suspicious contacts.

Solicitation and Marketing Services

Foreign collectors have also employed the use of marketing surveys to so-
licit information that often exceeds generally accepted terms — surveys may
solicit proprietary information concerning corporate affiliations, market



COMPETITIVENESS AND LEGAL COLLECTION 85

projections, pricing policies, purchasing practices, and types and amounts
of U.S. government contracts. One of the most popular tactics used to gain
access to U.S. research and development facilities is to have foreign scientists
submit unsolicited employmentapplications. In 2000, facilities that were the
targets of this kind of solicitation were working on such technologies as elec-
trooptics, ballistics, and astrophysics. Other approaches included offers of
software support, internships, and proposals to act as sales or purchasing
agents. In addition, of growing importance is the greater use of foreign re-
search facilities and software development companies located outside the
United States to work on commercial projects related to protected pro-
grams. Any time direct control of a process or a product is relinquished, the
technology associated with it is susceptible to possible exploitation.'’
Foreign individuals with technical backgrounds may be solicited by, or
may themselves seek to, market their services to research facilities, academic
institutions, and even cleared defense contractors. In addition, U.S. techni-
cal experts may be requested by foreign entities to visit a foreign country and
share their technical expertise. Usually associated with alleged employment
opportunities, there is also an increasing trend involving “headhunters”
who solicit information from targeted employees. In these instances, such
solicitation may be a ploy to access and gather desired information.

Acquisition of Export-Controlled Technologies, Joint Ventures,
and Front Companies

Joint ventures, joint research, and exchange agreements potentially offer
significant collection opportunities for foreign entities. Joint efforts place
foreign personnel in close proximity to U.S. personnel and afford poten-
tial access to science and technology (S&T) programs and information.
Through joint venture negotiations, U.S. contractors may reveal unneces-
sarily large amounts of technical data as part of the bidding process. In
addition, a number of governments use front companies to gather intelli-
gence and provide cover for intelligence operations.

This is of special concern when foreign employees are in place for long
periods of time. Some examples of suspicious activity in joint ventures in-
clude foreign workers seeking access to areas or information outside the
purview of their work agreement, enticing U.S. companies to provide large
quantities of technical data as part of the bidding process, and foreign orga-
nizations sending more representatives than reasonably necessary for par-
ticular projects.”

The unlawful acquisition of export controlled technologies by foreign
collectors remains a considerable concern. Methods of operation employed
to circumvent the export control process include using front companies
within the United States and overseas, illegally transporting products to an
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undisclosed end user by using false end user certificates, and purchasing
products that have been modified during the manufacturing processes to
meet export-controlled specifications.

Acquisition of Technology and Companies

Foreign corporations use corporate mergers and acquisitions on very rare
occasions to collect intelligence on competitors. For instance, in 1988, sev-
eral French companies, in conjunction with Airbus, attempted to purchase a
subcontractor of Boeing Company.”! If the acquisition had succeeded, Air-
bus would have known an enormous amount about [Boeing Company’s]
production processes, capabilities, costs, specifications, and future plans.
However, acquisitions were greatly on the rise in 2000. This is the lat-
est manifestation of an increased trend to acquire sensitive technologies
through purchase. According to DSS reporting, 88% of all reported sus-
picious acquisition activities involved third parties. Third parties are not
the actual entities acquiring the technology, but are the ultimate end users.
Third-party acquisitions are often an indicator of a possible technology trans-
fer or diversion because, when the ultimate recipients are determined, they
are often countries that are on embargoed lists for the acquired items. One
method that is commonly used involves setting up a freight forwarder, that
is, a cooperating U.S.-based company that will provide the ultimate foreign
recipient with a U.S. address to subvert U.S. export control laws.”

Exploitation of Visits to U.S. Companies, Commercial Markets,
and Technology Transfers

To acquire technology, some governments use graduate students studying
or researching in the United States. For example, the weak link that could
compromise national security, according to authorities, is “dual use” tech-
nology —information or equipment that has a civilian use as well as a military
application. For example, the U.S. Navy spent millions of dollars to develop
Terfenol-D in the early 1980s, and intelligence experts estimate that the
People’s Republic of China (PRC) has devoted extensive resources to try to
steal it.”?

Those who have worked with this exotic material call it almost magical.
Until recently, Etrema was the only U.S. company authorized by the Navy
to work with Terfenol-D, following its development at the DOE’s Ames Lab-
oratory. According to scientists and engineers, Terfenol-D is a technology
of the future with many commercial and industrial uses. However, the Navy
has its own uses for Terfenol-D, including high-tech sonar devices in U.S.
submarines to detect and track enemy vessels.”
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Yet, a burgeoning demand from commercial markets for the material has
caused Terfenol-D to be classified as a “dual-use technology.” Because the
Department of the Navy invented it, the Department of Defense (DoD) is
allowed to say who can use it. So, in order for a U.S. company to export
a product that contains even a tiny amount of Terfenol-D, that company
must have permission from the DoD in the form of an export license. Even
if such a license is granted, the DoD places strict limits on the exporter to
ensure absolute control of the material. Although possession of some of the
material would not by itself reveal the process, the DoD wanted to limit any
opportunity for a potentially hostile government to get close inspection of
the substance.”

Despite the U.S. government’s best efforts to keep secret the process
that creates Terfenol-D, the PRC was able to obtain enough information to
develop a crude version according to some U.S. officials. China was able to
obtain information about the secret process by placing “students at Iowa
State University to work in and around the Ames Laboratory.”°

Government officials are oconcerned that technology transfers are occur-
ring in the context of academic exchanges between scientists and students
working to solve scientific problems. It is during such “problem-solving dis-
cussions” that students from China or elsewhere are able to gain information
that they take back “to their home countries and advance technologies there
that often wind up in weapons systems.”’

During the past several years, efforts continued by foreigners to exploit
their visits to U.S. facilities. Inappropriate conduct during visits was the sec-
ond mostfrequently reported modus operandi (MO) associated with foreign
collection activity. Once in a facility, collectors may attempt to manipulate
the visit to satisfy their collection requirements. For example, visitors may
ask questions or request information that is outside the scope of the ap-
proved visit. Unchecked, this MO usually results in the loss of technology,
and is therefore considered to be a damaging form of collection activity.
Some examples of exploitation techniques include the following:

* Wandering around facilities unescorted, bringing unauthorized cameras
and/or recording devices into cleared facilities, or pressing their hosts for
additional accesses or information

¢ Adding last-minute and/or unannounced persons as part of the visit

Arriving unannounced and seeking access by asking to see an employee

belonging to the same organization as the visitor

¢ Hiding true agendas, for example, by trying to shift conversations to topics
not agreed upon in advance

* Misrepresenting a visitor’s importance or technical competency to secure
visit approval®®
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Intelligence agencies may recruit students before, during, or after study-
ing abroad. Some countries allows students to study abroad and gather for-
eign business and technological data instead of performing compulsory
military service. For example, the Japanese government has ordered some
Japanese graduate students in the United States to report on scientific de-
velopments or face having their scholarships terminated. China’s conduct
is perhaps even more brazen. They are suspected of routinely sending vis-
iting scholars, business delegates, and students to the United States in an
orchestrated effort to infiltrate companies and eventually bring back valu-
able information and trade secrets to China.”” Predictably, Chinese officials
consistently deny charges of economic espionage. Dismissing such allega-
tions as untrue, a spokesperson for the Chinese embassy in Washington
has declared that “all of China’s relations with other countries have been
conducted in compliance with international norms and the laws of those
countries.” Although China is only one of many nations suspected of spying
on the United States, U.S. officials are so worried about the loss of intellec-
tual property to Chinese agents that they have raised this concern in regards
to China’s efforts to join the World Trade Organization (WTO).%

Co-Opting of Former Employees and Cultural Commonalties

Foreign intelligence services and government-sponsored entities continue
to use traditional clandestine espionage methods to collect U.S. trade se-
crets and critical technologies. These methods include agent recruitment,
U.S. volunteers, and co-optees.”’ Incidents involving the co-opting of for-
mer employees who had access to sensitive proprietary or classified S&T
information remains a potential counterintelligence concern. Frequently,
foreign collectors will exploit cultural commonalties to establish rapport
with their target. As a result, foreign collectors specifically target foreign
employees working for U.S. companies. Likewise, U.S. defense contractor
employees working overseas may be particularly vulnerable to foreign offers
of employment as their contracts expire.

Conferences

International exhibits, conventions, and seminars are rich targeting oppor-
tunities for foreign collectors. These functions directly link programs and
technologies to knowledgeable personnel. International seminar audiences
often include leading scientists and technical experts, who pose more of a
threat than intelligence officers due to their level of technical understand-
ing and ability to exploit immediately the intelligence they collect. At these
venues, foreign collectors target U.S. scientists and businessmen to gain
insights into U.S. products and capabilities. Consequently, U.S. defense
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industry reporting indicates that collection activity at these events is usu-
ally expected, is commonplace, and most often involves overt open source
intelligence gathering.

The counterintelligence community reporting indicates that, during
seminars, foreign entities attempt subtle approaches such as sitting next
to a potential target and initiating casual conversation. This activity often
serves as a starting point for later exploitation. Membership lists of interna-
tional business and/or technical societies are increasingly used to identify
potential U.S. targets. One of the most common targeting techniques is
to use collectors who have common cultural backgrounds with the target
such as origin of birth, religion, or language.®® For example, the counter-
intelligence community has increasingly sought to make the private sector
aware of the foreign collection threat and has conducted threat awareness
briefings prior to such international symposia. Specific examples include
counterintelligence and security awareness briefings for U.S. industry rep-
resentatives who planned to attend or support the Paris and Fainborough
International Air Shows.

Internet Activity (Cyberattack and Exploitation)

This category addresses cyberattack and exploitation via Internet-based re-
quests for information. The majority of Internet endeavors are foreign
probes searching for potential weaknesses in systems for exploitation. One
example was a network attack that, over the period of a day, involved several
hundred attempts to use multiple passwords to illegally obtain access to a
cleared defense facility’s network. Fortunately, the facility had an appropri-
ate level of protection in place to repel this attack. This example reflects the
extent to which intelligence collectors are attempting to use the Internet to
gain access to sensitive or proprietary information.”

Who Is Spying on American Industry?

It is a known fact that virtually every traditional espionage method used
during war is employed in today’s business world. The openness of American
government, industry, and society makes information fluid and accessible.”*
The United States has the most sought-after technology and many of the
best research facilities in the world; no other country produces as much
intellectual property as the United States.®” In addition, few industrial spies
in the United States were ever arrested.

Economic espionage directed at the U.S. government is focused on a few
key areas. According to the FBI, over the past several years foreign govern-
ments have sought the following information: U.S. economic, trade, and
financial agreements; U.S. trade developments and policies; U.S. national
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debtlevels; U.S. tax and monetary policies; foreign aid programs and export
credits; technology transfer and munitions control regulations; U.S. energy
policies and critical materials stockpiles data; U.S. commodity policies; and
proposed legislation affecting foreign firms operating in the United States.

Some estimate that “seventy foreign governments regularly eavesdrop on
U.S. corporate communications being transmitted on telephone systems
overseas.”™ Many governments use surveillance and surreptitious entry as
effective and inexpensive means of intelligence. Agents have stolen papers,
computers, and computer disks from company offices and from the hotel
rooms of executives traveling abroad. The following sections demonstrate
some examples of international economic espionage activities.

People’s Republic of China

Two businessmen, one a Chinese national who is the president of a Beijing-
based firm, and the other a naturalized Canadian citizen, pleaded guilty to
charges of illegally exporting fiberoptic gyroscopes to the PRC without the
required State Department permits. Export of these gyroscopes to the PRC
is prohibited. The two men bought the gyroscopes from a Massachusetts
company and planned to export them to the PRC via a Canadian subsidiary
of the Beijing-based firm. The gyroscopes can be used in missile and aircraft
guidance systems as well as smart bombs.

Two naturalized U.S. citizens were convicted of conspiring to illegally
export weapons parts to their native China. They used their exporting com-
pany to purchase surplus U.S. missile, aircraft, radar, and tank parts from
the Defense Reutilization and Marketing Service and then ship them to the
PRC. The exported items were on the U.S. Munitions List that prohibited
them from being shipped without a license from the State Department.

Two Chinese scientists and a naturalized U.S. citizen who was born in
China were arrested for stealing product designs from a major U.S. telecom-
munications firm and passing them to a Chinese government-owned com-
pany in Beijing. Both Chinese scientists had received technical degrees from
U.S. universities before being employed by the U.S. firm.

A Chinese company based in Orlando, Florida, was charged with ille-
gally exporting radiation-hardened integrated circuits to Chinese missile
and satellite manufacturers in the PRC without the required Department
of Commerce licenses. The affidavit prepared by the Department of Com-
merce described three illegal diversions of the missile microchips. Accord-
ing to weapons proliferation specialists, the microchips have military appli-
cations and could be used by the Chinese military to improve their long-
range missile-targeting capabilities.

A naturalized Chinese national was arrested for attempting to smuggle a
defense-grade Radiance high-speed (HS) infrared camera to the PRC. Since
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the Radiance HS camera is on the U.S. Munitions List, companies must
file with the Department of State to legally export such items. The cam-
era was destined for the Chinese State Ship Building Corporation, a state-
owned conglomerate of fifty-eight companies that is based in Beijing and
Shanghai.®’

Pakistan

U.S. Customs Service agents arrested two Pakistani brothers and charged
them with conspiring to smuggle sophisticated cameras for military intelli-
gence gathering to a Pakistani government laboratory. One of the brothers
was a naturalized U.S. citizen, whereas the other, a Pakistani citizen, had
recently completed requirements for a master’s degree in engineering at a
U.S. university. A U.S. aerospace company alerted the U.S. Customs Service
to the suspicious activities of the brothers after they attempted to purchase
the cameras despite being denied an exportlicense by the State Department.

A British citizen pleaded guilty to violating the Arms Export Control Act
by trying to ship night-vision goggles and blueprints for C-I 30 aircraft to
Pakistan. He was acting on behalf of a firm located in Islamabad. The C-130
aircraft is used for a variety of military purposes, including troop transport,
surveillance, and gunships.”

Iran

A 20-month federal investigation culminated in the arrest by the U.S. Cus-
toms Service of a naturalized Canadian from Iran and a Malaysian citizen
for conspiring to illegally export aircraft parts for the F-14 Tomcat, F-S Tiger,
and F-4 Phantom to the Iranian Air Force. In addition, a naturalized U.S.
citizen from Iran pleaded guilty to violating the Arms Export Control Act

69

by trying to smuggle F-14 parts into Iran.

Guarding Secrets

As mentioned earlier, because of the threat of economic espionage, many
countries make economic security a priority, enacting laws that purport to
deter would-be intelligence gatherers.”’ Although laws in individual coun-
tries may help protect economic secrets of the country’s nationals, such
laws do not solve the problem of economic espionage internationally. Part
of the trouble may stem from the history that some states do not respect the
intellectual property rights of other states. Historically, patent law in some
nations encouraged economic espionage abroad as seen per earlier exam-
ples. For example, one of the earliest patent laws, developed in France, gave
“to whomsoever shall be the first to bring to France a foreign industry the
same advantages as if he were inventor of it.” France has since amended its
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patent law to exclude such encouragement, but the fact that it once existed
only supports the idea that when a nation’s economy is threatened, ethics
will not necessarily keep it from protecting itself in any way possible.”!

The number of countries engaging in economic espionage against U.S.
corporations is staggering. An FBI’s study of 173 countries found that
100 had spent money to acquire U.S. technology,”* and that 57 of those
had engaged in covert operations against U.S. corporations. According to
the former CIA Director Robert Gates, “governments in Asia, Europe, the
Middle East and, to a lesser degree, Latin America — nearly 20 governments
overall — are involved in intelligence activities that are detrimental to our
economic interests.””® A 1996 declassified CIA report on national security
threats listed countries that are extensively engaged in economic espionage
against the United States; among them were France, Israel, China, Russia,
Iran, and Cuba.”! Notably absent from the list was Japan, a country viewed by
many as possessing one of the most brazen and efficient intelligence services
worldwide.” The CIA report concluded, however, that Japanese efforts are
largely limited to legal data gathering and hiring “well-placed” consultants.

Yet, according to asurvey, the worst offenders are Asian governments, with
western European governments following closely.”>”” Other offenders can
be found in various businesses throughout the United States, as indicated in
a 1997 survey by the Futures Group, “[a] full 82 percent of companies with
annual revenues of more than $10 billion have an organized intelligence
unit.””® However, economic espionage is not carried out exclusively by the
first world powers. “Countries that heretofore have not been considered
intelligence threats account for much of the economic collection currently
being investigated by law enforcement communities.””” In general, any na-
tion that competes in the world market and has enough motivation to spy
will engage in economic espionage.*’

The significance surrounding the classes of parties involved in economic
espionage is twofold. First, friendly and allied nations commit espionage
against one another. In the world of economic espionage, there are no true
friendly relations, largely due to the fact that countries that engage in the ac-
tivity are vying for arung on the global marketladder.®! As the former French
intelligence chief Pierre Marion pointed out, “itis an elementary blunder to
think we’re allies when it comes to business, it’s war.”** Second, developing
nations are heavily involved in the trade due to more recent political devel-
opments, especially the decline of communism. Formerly communist states
must quickly catch up with the West, and economic espionage often pro-
vides an avenue to do just that. Without communism, intelligence agents
from Eastern bloc countries are unemployed and available in the open
market.”” The involvement of Eastern bloc agents is threatening because
their intelligence activities are not restricted by traditional notions of inter-
national business ethics.*! Therefore, such agents may go to any lengths to
acquire the information they seek.
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Primary Targets

The primary targets of foreign intelligence agencies are high-technology
and defense-related industries; however, even nontechnology-intensive in-
dustries are at risk of theft.*> The industries targeted by foreign agents tend
to be of strategic interest to the United States for three reasons: (1) they
produce classified products for the government, (2) they provide products
used in both the military and the private sector, and (3) they are critical to
maintaining economic security. The most frequently targeted industries in-
clude aerospace, biotechnology, telecommunications, computer hardware
and software, transportation technology, defense and armaments technol-
ogy, automobiles, energy research, semiconductors, advanced materials, ba-
sic research, and lasers.®® Intelligence agents seek not only technology, but
also proprietary business information from their targeted industries. Pricing
data, customer lists, product development data, basic research, sales figures,
and marketing plans are stolen more often than advanced technology.®” For-
eign governments also seek development plans, propriety information re-
ports, personnel data contract bids, manufacturing cost analyses, propriety
software, and strategic planning.*®

The Cox Report

In 1999, the U.S. House of Representatives released the Report of the Select
Committee on U.S. National Security and Military/Commercial Concerns
with the People’s Republic of China. Otherwise known as the “Cox Report,”
it detailed PRC espionage against U.S. military technology. The report lists
“rare-earth metals” and “special-function materials” as “exotic materials” that
are “the key areas of military concern” about PRC espionage targets. The
report also states that “professional intelligence agents from the Ministry of
State Security (MSS) and Military Intelligence Department (MID) account
for a relatively small share of the PRC’s foreign science and technology
collection.” Rather, the report explains, “the bulk of such information is
gathered by various nonprofessionals, including PRC students, scientists,
researchers and other visitors to the West.”™

A graduate student from the PRC who is known to have worked on a secret
military project in China should not be doing research at a U.S. university
with defense research projects, according to national security specialists
familiar with the way the PRC conducts espionage. And especially not on
a high-tech material related to that on which he or she focused in Beijing.
“The MSS recruits students” as espionage agents, reported John Fialka in
his 1997 sworn testimony before the Joint Economic Committee Hearings
on Economic Espionage, Technology Transfers and National Security. With
as many as 50,000 Chinese nationals entering the United States each year,
the agencies tasked with being on the lookout for espionage cannot handle
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the workload. “While the FBI makes an effort to watch foreign students and
businessmen, China’s flood has simply overwhelmed the bureau,” noted
Fialka.”’

China’s so-called Sixteen Character Policy, codified in 1997, calls for “blur-
ring of the lines between state and commercial entities, and military and
commercial interests,” according to the report. Fialka noted that “in this
game China is a dragon with two heads.” That is, its commercial companies
often are part of the PRC’s military research, development, and procure-
ment. The Cox Report states the “main aim for the civilian economy [in
China] is to support the building of modern military weapons and to sup-
port the aims of the People’s Liberation Army (PLA).™!

In another incident in July 2002, according to federal law enforcement
authorities, security officials at Hancock International Airport in Syracuse,
New York, found more than 100 vials, test tubes, and petri dishes containing
an unknown biological substance in the carry-on luggage of aformer Cornell
University postdoctoral researcher and his family. They were preparing to
board a flight to China via Detroit. The researcher, Qianqiang Yin, was
charged with stealing biological materials and attempting to transport them
to China.”

Incidents such as these highlight the expanding scope of economic espi-
onage. The need to address this will only increase in the future.
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Tensions Between Security and Openness

THE U.S. INFORMATION and communications infrastructure sector generates
more revenue than most nations produce. Far more than any other nation,
the potential of new technologies has enabled the United States to reshape
its governmental and commercial processes. All countries that make use of
computer technology and especially those connected to the Internetare vul-
nerable, although the level to which the United States has incorporated new
technologies and the highly networked nature of its infrastructure makes it
the most vulnerable.'

Some experts have questioned whether such an open and flexible global
information infrastructure is still in the best interests of the United States
and the world in light of the growing threats from information warfare,
information terrorism, and cybercrime. One must keep in mind this state of
the world in assessing the efficacy of any proposed international agreement
that portends to address the serious and far-reaching effects of information
warfare, information terrorism, and cybercrime.

Growing Vulnerability in the Information Age

President Clinton chose his commencement address to the 1998 graduat-
ing class of the U.S. Naval Academy as a forum for highlighting the es-
calating threat posed by information warfare, information terrorism, and
cybercrime:

Our security is challenged increasingly by nontraditional threats from ad-
versaries, both old and new, not only hostile regimes, but also international
criminals and terrorists who cannot defeat us in traditional theaters of battle,
but search instead for new ways to attack by exploiting new technologies and
the world’s increasing openness.”

95
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Disruption of any infrastructure is always inconvenient and can be costly
and even life-threatening. Major disruptions could lead to major losses and
affect national security, the economy, and the public good. Mutual depen-
dence and the interconnectedness made possible by the information and
communications infrastructure lead to the possibility that our infrastruc-
tures may be vulnerable in ways they never have been before. Intentional
exploitation of these new vulnerabilities could have severe consequences
for our economy, security, and way of life.

Technologies and techniques that have fueled major improvements in
the performance of our infrastructures can also be used to disrupt them.
The United States, where close to one-half of all computer capacity and
60% of Internet assets reside, is at once the world’s most advanced and most
dependent user of information technology. More than any other country,
the United States relies on a set of increasingly accessible and technologically
reliable infrastructures, which in turn have a growing collective dependence
on domestic and global networks. This provides great opportunity, but it
also presents new vulnerabilities that can be exploited. It heightens risk of
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cascading technological failure, and therefore of cascading disruption in
the flow of essential goods and services. Computerized interaction within
and among infrastructures has become so complex that it may be possible
to do harm in ways we cannot yet conceive.

A New and Challenging Environment

Alvin and Heidi Toffler pointed out in their book, The Third Wauve, that the
history of the world can largely be portrayed as three waves.” The first was
the agricultural wave, the second was the industrial wave, and the third is
the information wave. Not all countries have progressed to this third wave
or even the second, nor is any country necessarily characterized by only one
wave. The recognition that parts of the world have progressed into the third
wave, however, calls for new thinking, new paradigms, and innovation.

Our dependence on information and communications technologies has
created new vulnerabilities, which we are only beginning to understand. In
addition to the possible disruption of information and communications,
nations in the third wave also face the possibility that someone will be able
to actually mount an attack against other kinds of infrastructures because
of their dependence on computers and telecommunications.
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Information and Communications

All critical infrastructures are increasingly dependent on information and
communications. The most important impact and vulnerability for this sec-
tor is the increasing interdependency of the public telecommunication net-
work (PTN) and the Internet. The Internet depends heavily on the PTN. The
PTN, in turn, depends on electrical power for operations and on telephone
lines and fiberoptic cables that often run along transportation routes.
The PTN is increasingly software driven, and managed and maintained
through computer networks. Deregulation of the telecommunications in-
dustrywill increase the number of access points, increasing opportunities for
attack.

The Internet

The Internet is a global network of networks interconnected via routers that
use a common set of protocols to provide communications among users.
Internet communications are based on connectionless data transport. In
other words, the IP does not establish a circuit between communicating
parties during the lifetime of the communication. Instead, each message
is divided into small packets of data that contain routing information in a
packet header. Routers forward the packets to other routers closer to the
packet’s destinations based on address information in the packet headers.
To maximize efficient use of the network, the routers may send each packet
of a message over a different path to its destination, where the message is
reassembled as the packets arrive.

The Internet and the PTN are not mutually exclusive because significant
portions of the Internet, especially its backbone and user access links, rely
on PTN facilities. Current trends suggest that the PTN and the Internet
will merge in the years ahead: By 2010, many of today’s networks will likely
be absorbed or replaced by a successor public telecommunications infras-
tructure capable of providing integrated voice, data, video, private line, and
Internet-based services.

The Internet originated in 1968 by the then Advanced Research Projects
Agency (ARPA), now known as the Defense Advanced Research Projects
Agency. The project was to determine how to build resilient computer net-
works that could survive physical attacks or malfunctions in portions of the
network. The ARPAnet, as it was called, was not designed as a secure net-
work, but depended for security on a small number of users who generally
knew and trusted one another.

Commercialization of the Internet in the early 1990s, boosted by the
world wide web, caused incredible growth. Government and the private
sector began to seize the advantages of the Internet as an alternative to other
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unclassified means of communication. The Internet continues to expand

globally at a rapid pace.

Key Factors in the Current State of Internet Security

Threats to the Internet are of primary concern because we are becoming in-
creasingly dependent on it for communications. This includes government
and military communications, commerce, remote control and monitoring
of systems, and a host of other uses. In addition, the Internet is inherently
insecure.

The Internet: Multiple Points of Access Yield Multiple Points of Vulnerability

Increasing Exposure

The current state of Internet security is the result of many factors. A
change in any one of these can change the level of Internet security and sur-
vivability. Because of the dramatically lower cost of communication and ease
of connecting to the Internet, use of the Internet is replacing other forms
of electronic communication. As critical infrastructure operators strive to
improve their efficiency and lower costs, they are connecting formerly iso-
lated systems to the Internet to facilitate remote maintenance functions and
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improve coordination across distributed systems. Operations of the critical
infrastructures are becoming increasingly dependent on the Internet and,
therefore, are vulnerable to Internet-based attacks.*

Most threatening of all is the link between cyberspace and physical space.
Supervisory control and data acquisition systems and other forms of net-
worked computer systems have for years been used to control power grids,
gas and oil distribution pipelines, water treatment and distribution sys-
tems, hydroelectric and flood control dams, oil and chemical refineries,
and other physical systems. Increasingly, these control systems are being
connected to communications links and networks to reduce operational
costs by supporting remote maintenance, remote control, and remote up-
date functions. These computer-controlled and network-connected systems
are potential targets of individuals bent on causing massive disruption and
physical damage. This is not just theory; actual attacks have caused major
operational problems. For example, attacks against wastewater treatment
systems in Australia led to the release of hundreds of thousands of gallons of
sludge.”

As the technology is being distributed, the management of the technol-
ogy is often distributed as well. In these cases, system administration and
management often fall on people who do not have the training, skill, re-
sources, or interest needed to operate their systems securely.® The rush to
the Internet, coupled with a lack of understanding, is leading to the expo-
sure of sensitive data and risk to critical systems. Just one naive user with an
easy-to-guess password increases an organization’s risk.’

There is little evidence of improvement in the security features of most
products. Developers are not devoting sufficient effort to apply lessons
learned about the sources of vulnerabilities. The Computer Emergency
and Response Team Coordination Center (CERT/CC) routinely receives
reports of new vulnerabilities. In 1995, CERT received an average of 35
new reports each quarter, 140 for the year. By 2002, the number of annual
reports received had skyrocketed to more than 4,000. Technology evolves
so rapidly that vendors concentrate on time to market, often minimizing
that time by placing a low priority on security features. Until their cus-
tomers demand products that are more secure, the situation is unlikely to
change.”

When vendors release patches or upgrades to solve security problems,
organizations’ systems often are not upgraded because it may be too time-
consuming, too complex, or just at too low a priority for the system admin-
istration staff to handle. With increased complexity comes the introduction
of more vulnerabilities. Because managers often do not fully understand
the risks, they neither give security a high enough priority nor assign ade-
quate resources. The problem is made worse by the fact that the demand
for system administrators with strong security skills far exceeds the supply.’
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Engineering for ease of use is not being matched by engineering for
ease of secure administration. Today’s software products, workstations, and
personal computers bring the power of the computer to increasing num-
bers of people who use that power to perform their work more efficiently
and effectively. Products are so easy to use that people with little technical
knowledge or skill can install and operate them on their desktop computers.
Unfortunately, itis difficult to configure and operate many of these products
securely. This gap leads to increasing numbers of vulnerable systems.'’

As we face the complex and rapidly changing world of the Internet, com-
prehensive solutions are lacking. Among security-conscious organizations,
there is increased reliance on quick and easy solutions, such as firewalls
and encryption. These organizations are lulled into a false sense of security
and become less vigilant, but single solutions applied once are neither fool-
proof nor adequate. Solutions must be combined, and the security situation
must be constantly monitored as technology changes and new exploitation
techniques are discovered.'!

Information Theft and Computer Crimes

“No area of criminal activity is more on the cutting edge or has greater
global implications than crime involving technology and computers,”12 SO
stated former Attorney General Janet Reno in an address to an elite group
of experts from the G-8 countries convened to discuss transnational orga-
nized crime. Unfortunately, the way in which such crimes are committed has
largely frustrated efforts to investigate and prosecute such crimes. Cyberat-
tacks are cheap, easy to launch, difficult to trace, and hard to prosecute.
Cyberattackers are using the connectivity to exploit widespread vulnerabili-
ties in systems to conduct criminal activities, compromise information, and
launch denial-of-service attacks that seriously disrupt legitimate operations.

Reported attacks against Internet systems are almost doubling each year
and attack technology will evolve to support attacks that are even more vir-
ulent and damaging. Our current solutions are not keeping pace with the
increased strength and speed of attacks, and our information infrastruc-
tures are at risk. Although some attacks require technical knowledge — the
equivalent to that of a college graduate who majored in computer science —
many other successful attacks are carried out by technically unsophisticated
intruders. Technically competent intruders duplicate and share their pro-
grams and information at little cost, thus enabling novice intruders to do
the same damage as the experts. In addition to being easy and cheap, Inter-
net attacks can be quick. In a matter of seconds, intruders can break into a
system; hide evidence of the break-in; install their programs, leaving a “back
door” so they can easily return to the now-compromised system; and begin
launching attacks at other sites.'?
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Attackers can lie about their identity and location on the network. Infor-
mation on the Internet is transmitted in packets, each containing informa-
tion about the origin and destination. Senders provide their return address,
but they can lie about it. Most of the Internet is designed merely to forward
packets one step closer to their destination with no attempt to make a record
of their source. There is not even a “postmark” to indicate generally where
a packet originated. It requires close cooperation among sites and up-to-
date equipment to trace malicious packets during an attack. Moreover, the
Internetis designed to allow packets to flow easily across geographic, admin-
istrative, and political boundaries. Consequently, cooperation in tracing a
single attack may involve multiple organizations and jurisdictions, most of
which are not directly affected by the attack and may have little incentive
to invest time and resources in the effort. This means that it is easy for an
adversary to use a foreign site to launch attacks at U.S. systems. The attacker
enjoys the added safety of the need for international cooperation in order
to trace the attack, compounded by impediments to legal investigations. We
have seen U.S.-based attacks on U.S. sites gain this safety by first breaking
into one or more non-U.S. sites before coming back to attack the desired
target in the United States.'?

Accurate statistics on the extent of this phenomenon have proven
elusive'® because of the difficulty in adequately defining computer crimes. '
The statistics are also untrustworthy due to victims’ failures to report inci-
dents because of (1) fear of losing customer confidence'” and (2) lack of
detection. The aggregate annual losses to businesses and governments, how-
ever, are estimated to be in the billions of dollars.'®

The fastest-growing computer-related crime is theft, and the most com-
mon objectstolen isinformation. Thieves often targetintellectual properties
thatinclude things like a new product patent, new product description, mar-
ket program plans, a list of customers, and similar information. Previously
thieves obtained such properties through employees, photocopying docu-
ments, and burglaries. Now the MO has changed and thieves would prefer
stealing from the computers because it provides extensive access to more
usable information.'

In the summer of 1996, hackers attached the worldwide web site of the
U.S. DOJ, replacing official information with adult pictures, a photo of
Hitler, and a swastika. Months later hackers gained entry to the CIA’s web
site, relabeling it “The Central Stupidity Agency.” In December of 1996, the
Defense Department shut down eighty sites on the global computer net-
work after hackers inserted a sexually explicit video clip on the Air Force
web site.”’ More recently, assessments by the House Government Reform
Committee’s Subcommittee on Technology revealed that the federal gov-
ernment does a poor job on security (see Appendix B).
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Computer crime, also known as cybercrime, is a growing and increasingly
costly phenomenon.?! Computer crimes can be divided into three broad
categories: (1) crimes where a computer is a tool, (2) crimes where a com-
puter is the target, and (3) crimes where a computer is incidental.”” In the
first category, the computer is used as a tool to commit offenses. This group
looks upon the computer as one of the instruments for committing crimes
like fraud, embezzlement, and other related crimes. The second category
contains crimes in which the computer itself or the stored information is
the target.

First, a computer may be the “object” of a crime: The offender targets
the computer itself. This encompasses theft of computer processor time
and computerized services. Second, a computer may be the “subject” of a
crime: A computer is the physical site of the crime, the source of, or reason
for unique forms of asset loss. This includes the use of “viruses,” “worms,”
“Trojan Horses,” “logic bombs,” and “sniffers.” Third, a computer may be an
“instrument” used to commit traditional crimes in a more complex manner.
For example, a computer might be used to collect credit card information
to make fraudulent purchases.

Computer theft offers distinct advantages to the cybercriminal. It allows
the criminal to pilfer large amounts of money without having to face locked
safes, foreign premises, or, most important, armed security guards. A heist
can be done safely and efficiently through a few strokes on a computer
keyboard. Moreover, although a gun offers a thief protection and control
over his or her victims, a computer eliminates this need and supplements
the thief’s arsenal with anonymity and an unlimited range of victims. As one
commentator accurately stated, “if I want to steal money, a computer is a
much better tool than a handgun. . ..It would take me a long time to get
$10 million with a handgun.”

As the Citibank heist>* illustrates, a cybercriminal’s reach is international
and his or her crimes can often be committed without anyone knowing when
it was done, how it was done, or who the culprit was. Itis for these and other
reasons that theft and fraud offenses committed with the aid of computers
and other electronic media will soon become leading international crimes.
There are no visa or passport requirements, no security checkpoints, and
no physical barriers. Perhaps, most important, such crimes require little
manpower and resources.”’

Although the Citibank heist involved the stealing of U.S. currency, the
modern-day criminal is now focusing his or her computer’s attention on
stealing something that is often more valuable, the corporate trade secret.
The cybercrook has realized that stealing the next version of the Coca-Cola
recipe or Windows software is worth more than a $10 million heist. More im-
portant, the trade secret—unlike the $10 million in cash — can be duplicated
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and downloaded without the true owner ever knowing that the trade secret
has been stolen. The owner still has a copy; unfortunately, the cybercrook
does, too.

High-Tech Thieves

Criminal groups who view computers as targets have been placed in three cat-
egories: (1) hackers, (2) those who break the systems to intentionally cause
harm or mischief to data or programs, and (3) financially motivated offend-
ers who use a “specialized skill” to steal or damage information contained
in computer storage banks.”® There is no “typical” computer-related crime
and no “typical” motive for committing such crimes, although common mo-
tives including exhibiting technical expertise, highlighting weaknesses in
computer security systems, punishment or retaliation, computer voyeurism,
asserting a belief in open access to computer systems, or sabotage.27 Com-
puter criminals can be youthful hackers, disgruntled employees and com-
pany insiders, or international terrorists and spies. Because of the vast variety
of computer-related crimes and motives, computer-related crimes are clas-
sified according to the computer’s role in the particular crime.

Analysis of computer crimes suggests that threats of such crime generally
come from employees. Studies reported on computer crimes have shown
that primary threats come from full-time employees, followed by part-time
and contract employees, and with computer hackers a close third. There
is normally a close correlation between theft and access to computers, but
the important thing to recognize is that as networking becomes widespread,
access is also becoming easier.”®

The Morris Case

Perhaps the most infamous Internet crime ever committed was the 1988 case
of United States v. Morris.”’ Robert Tappan Morris was a 23-year-old first-year
graduate student in Cornell University’s computer science Ph.D. program
who, through various jobs, had acquired significant computer experience.
Morris was given an account on his school’s computer and soon began work
on a computer program, later known as the Internet “worm” or “virus.”
Morris intended to release the worm into university, government, and mili-
tary computers around the country in order to demonstrate the inadequa-
cies of current security measures on those computer networks. “The worm
was supposed to occupy little computer operation time, and thus not inter-
fere with normal use of those computers.”™’

After releasing his “harmless” worm, Morris soon discovered that it was
actually infecting machines, ultimately causing computers at more than
6,000°! educational institutions and military sites around the country to
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“crash” or cease functioning.”” With the help ofa friend, Morris then sent out
an anonymous message instructing programmers how to kill the worm and
prevent reinfection. However, “because the network route was clogged, the
message did not get through until it was too late.” Morris was found guilty of
violating the Computer Fraud and Abuse Act, Section 1030(a) (5) (A), which
prohibited intentional unauthorized access to federal computers. “He was
sentenced to three years of probation, 400 hours of community service, a
fine of $10,050, and the costs of his supervision.”‘%3

There is a common agreement that cybercrimes exist, but little overall
agreement as to what they are other than they involve the use of the com-
puters in some way. The term is most frequently used to describe either
traditional or familiar forms of offending that use the Internet, or else to
illustrate the more dramatic forms of offending via technological daring-do.
Computer crime may be the subject of the biggest cover-up since Watergate.
As such, it has proved difficult to give an accurate reliable overview of the
extent of losses and the actual number of criminal offences.

Cybercrime — Computer Crime Defined

Although the term computer crimeincludes traditional crimes committed with
a computer, it also includes novel, technologically specific offenses that ar-
guably are not analogous to any noncomputer crimes. Computer crime rep-
resents the activity most likely to be confused with IW.?! The phrase “com-
puter crime” is itself a nebulous term covering a gamut of actions ranging
from releasing a supposedly benign virus or hacking into computers to look
at information,™ to causing the computers that run the alarms at a chem-
ical plant to malfunction. To further muddle the definition, many normal
crimes are now committed with the assistance of computers.”® The diver-
sity of computer-related offenses, however, rendered any narrow definition
untenable.

Although “computer crime” remains loosely defined, most industrialized
countries have amended their legislation to address four needs created by
computer crimes: (1) protection of privacy, (2) prosecution of economic
crimes, (3) protection of intellectual property, and (4) procedural provi-
sions to aid in the prosecution of computer crimes.”” Worldwide, national
governments are adopting computer-specific criminal codes that address
unauthorized access and manipulation of data, similar to the Computer
Fraud and Abuse Act of 1996 in the United States. Criminalization of copy-
right infringements are also gaining momentum around the world.*

Criminal actions that target or are facilitated through the use of com-
puter systems are called cybercrimes. Cybercrime can be divided into two cat-
egories: (1) crimes that are “located” entirely in cyberspace and (2) crimes
that have a physical component that merely are facilitated in cyberspace.
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There has been a great deal of debate among experts on just what consti-
tutes a computer crime or a computer-related crime. The term “computer
crime” also includes intelligence collection activities, which is conducted
by all advanced states.’ Even after several years, there is no internationally
recognized definition of this term. The head of the U.S. DOJ’s Computer
Crime unit echoed this sentiment and indicated that the term “computer
crime” has no precise definition."’

In 1983, the OECD defined computer crime and computer-related crime
as “anyillegal, unethical, or unauthorized behavior involving automatic data-
processing and/or transmission of data.”*! Including “unethical” behavior
within the criminal definition without more amplification would likely be
struck down as unconstitutionally vague.

Interestingly, the United Nations Manual on Computer-Related Crime stated
that annoying behavior must be distinguished from criminal behavior in
law.*” Although such would seem to be a fairly noncontroversial statement,
it seems considerably more contentious in the area of computer crime. For
instance, a group of hackers, allegedly a Mexican group known as the zapatis-
tas, intended to bring down a U.S. DoD site to bring attention to their cause.
They chose as their MO the use of a computer to repeatedly “hit” the site in
order to cause an overload and thereby render it inoperable, or cause it to
crash outright. Obviously, trying to “hit” a site should not be a crime because
that is the purpose of web sites. Even trying to repeatedly hit a site would
not normally be thought of as criminal. Only the intentional overloading of
a site would be criminal, which will involve line-drawing issues hinging on
intent and possibly outcome, to the extent intent can be properly inferred
from it."

An early definition of computer crime proposed by the U.S. DOJ quite
broadly included “any violations of criminal law that involve a knowl-
edge of computer technology for their perpetration, investigation, or
prosecution.”*! Such a definition would appear to reach too far because
today’s technologically oriented prosecutorial and investigative agencies
employ computers to prosecute and investigate even mundane traditional
crimes.” Some experts have suggested that DOJ’s definition could encom-
pass a series of crimes that have nothing to do with computers. For exam-
ple, if an auto theft investigation required a detective to use “knowledge of
computer technology” to investigate a vehicle’s identification number in a
state’s department of motor vehicle database, under DOJ guidelines, auto
theft could be classified as a computer crime. Although the example may
stretch the boundaries of logic, it demonstrates the difficulties inherent in
attempting to describe and classify computer criminality.*®

Even though several individual states have attempted to define computer
crimes or regulate within subfields of this area,'” there have been only
three significant international efforts — one by the OECD* and two by the
Council of Europe (COE). Both the OECD and the COE define “computer
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crime,” but leave it to individual states.”” Nevertheless, both bodies put forth
proposed standards to provide a common denominator for what should
constitute computer crimes in each of their member nation-states.”” It is
instructive to assess and trace the development of these first international
efforts to define computer crimes in order to obtain a better idea of how the
law is developing in this area. All nations continue to struggle with defining
computer crime and developing computer crime legislation that is applica-
ble to both domestic and international audiences.”’

Preparing for a New Cyberwar

The threat from computer crime and other information security breaches
continues unabated and the financial toll is mounting at an alarming rate —
with theft of proprietary information continuing to be the number one
threat to information systems.” “Although there has never been accurate
nationwide reporting of computer crime, it is clear from the reports which
do exist . .. that computer crime is on the rise.”* As a matter of fact, between
January 1998 and December 1998, the CERT/CC" received “41,871 e-mail
messages and 1,001 hotline calls reporting computer security incidents or
requesting information.” In addition, they received 262 vulnerability re-
ports and handled 3,734 computer security incidents, affecting more than
18,990 sites during this same period.”®

With expanding computer-controlled infrastructure came an increase in
the severity of computer hacker attacks.”” Where a decade ago computers
were relatively isolated and performed specialized tasks, today as mentioned
earlier, computers control general, widespread systems that form the back-
bone of modern life.”®

Computer crime is a global problem; many computer crimes are sim-
ply old-fashioned crimes of theft or fraud or vandalism, simply perpetrated
in the electronic medium. Purely domestic solutions are inadequate be-
cause cyberspace has no geographic or political boundaries. Many com-
puter systems can be easily and surreptitiously accessed through the global
telecommunications network from anywhere in the world.”” International
financial institutions are common targets for computer fraud and em-
bezzlement schemes.”’ The development of sophisticated computer tech-
nology has also enabled organized crime groups to bypass government
detection and enter the international realm of drug trafficking and money
laundering.®! In addition, the specter of computer terrorism calls for an
international strategy to preserve global security.

Itseemed like a sequel to the 1983 movie “War Games.” From the comfort
of his own home, a hacker intentionally disabled one of NASA’s communi-
cations uplinks to the Atlantis space shuttle, while another acquired “supe-
ruser” status, allowing a 24-year-old from Denver to control all of NASA’s
118 computer systems and read all users’ e-mail. Another hacker in Phoenix
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gained control of all U.S. water canals south of the Grand Canyon, whereas
still another tapped into a local air traffic control system while toying with
a municipal phone network.”

Unlike nuclear weapons, which require highly sophisticated parts and
tightly regulated materials, information weapons consist of common pro-
gramming commands arranged in a variety of ways to produce malicious
code. This code can be delivered over the Internet, by conventional mail,
fax, or phone in the exact same way that innocent commercial or personal
communications are transmitted. Thus, information weapons are not sub-
ject to customs checks or other safeguards against international transport
and, because of the volume of information transmitted in these ways, could
not reasonably be so subjected. Testing of information weapons cannot
be detected with seismographs or satellite sensors. Although the damage
done by some information weapons might be readily apparent, studies indi-
cate only an exceptionally small portion of users who are attacked by hackers
are even aware of the attack.

Attackers include national intelligence organizations, information war-
riors, terrorists, criminals, industrial competitors, hackers, and aggrieved
or disloyal insiders. Although insiders constitute the single largest known
security threat to information and information systems, controlled testing
indicates that large numbers of computer-based attacks go undetected, and
that the unknown component of the threat may exceed the known compo-
nent by orders of magnitude.

Adversaries can employ a variety of methods against the infrastructure,
including traffic analysis, technical security attacks, physical attacks, and
cyberattacks. Physical and cyberattacks pose the greatest risk. They have in-
creased rapidly in sophistication and disruptive potential, while the infras-
tructure’s vulnerability has grown. The availability of truck bombs, chemi-
cal agents, and biological agents has increased the disruptive potential of
physical attacks. At the same time, the vulnerability of the information and
communications (I&C) infrastructure to physical attack has increased.

Tools to remotely access, change, or destroy information in vulnerable
systems and to control, damage, or shut down the systems themselves have
become more sophisticated, easier to use, and more widely available. The
U.S. DoD tests and exercises, together with the rising incidence of docu-
mented intrusions and cyber-related losses over recent years, indicate that
networked computers are highly vulnerable to these techniques. A broad
array of adversaries, including a sizable number of foreign governments, are
currently capable of conducting cyberattacks.

The introduction of numerous third parties, including foreign compa-
nies, operating in partnership with U.S. companies or on their own, into
every aspect of network operations will alter the trust relationship on which
current network architecture is based. The security measures needed to
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compensate for the loss of trust will take years to develop. During this time,
attacks to gain unauthorized access to sensitive data and functions will be
easier to accomplish on a widespread basis than at any previous time in the
history of telecommunications.

Today’s level of threat and degree of vulnerability present two risks for
national policy to address. The firstis the cumulative risk generated by many
small-scale attempts to steal information or money through cyberattack.
The vulnerability of individuals and enterprises to cybertheft damages the
nation’s competitiveness. Losses undermine both the bottom line and public
confidence in emerging information technology. For the 1&C infrastructure
to realize its full potential as a medium for commerce, government, and
military operations, users must have confidence that transactions will be
confidential and protected.

The numerous security vulnerabilities in today’s I&C infrastructure af-
ford little basis for such confidence, and the trends are not encouraging.
In the meantime, the payoff for successful exploitation is increasing. With
commerce growing exponentially over a medium with minimal protection,
criminals and hackers can be expected to develop original and profitable
new methods of operation. With larger and larger quantities of imperfectly
protected information residing on networked systems, intelligence services
and industrial competitors can be expected to find increasingly sophisti-
cated ways to break in.

The second and more critical risk is that presented by cyberattacks and
physical attacks intended to disrupt the U.S. 1&C infrastructure and the
critical societal functions that depend on it. With network elements increas-
ingly interconnected and reliant on each other, cyberattacks simultaneously
targeting multiple network functions would be highly difficult to defend
against, particularly if combined with selected physical destruction of key
facilities. The possibility that such disruption could cascade across a substan-
tial part of the PTN cannot be ruled out. No one knows how the network
would react under coordinated attack.

To address the risk posed by the mounting incidence of cybertheft and
other small-scale attacks, national policy must encourage a cooperative ap-
proach to strengthening security. National and international policies must
ensure that there is an effective national and international capability to
detect and defend against large-scale attacks on the I&C infrastructure.

The ability to communicate with large numbers of hackers and the
widespread availability of tools to carry out a break-in exacerbate the prob-
lem. Relatively unsophisticated computer users are now able to quickly ac-
cumulate premade tools and detailed instructions on how to anonymously
attack a target.®” This makes it easier to stay ahead of law enforcement.

Furthermore, the Internet was not designed with security in mind.**
By promoting connectivity over security, users are able to travel through
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multiple computers all over the world. Tracing the hacker is difficult. Only
one computer along the hacker’s route need be insecure, lack adequate logs

of users, or reside in an uncooperative foreign jurisdiction for law enforce-
ment to fail in tracking the intruder.

Weapons of Mass Disruption

Tools To Do Harm

Cost

Availability

In the online world, we often face a problem with criminal actions that
are not treated as crimes. Although our society does not tolerate people
breaking into homes and businesses, we seem to have more tolerance for
computer break-ins. Yet, breaking into computers is just as much a crime
and both break-ins harm innocent people and weaken businesses.

In the last few years, we have realized that the issues posed by criminal
hackers are real and costly. The “ILOVEYOU?” virus of 2000 slowed down
worldwide e-mail systems. The Ramen and Lion worms attacked Linux soft-
ware to deface web sites and extract sensitive information such as passwords.
The Code Red worm exploited Windows server software to infect servers and
attack other web sites. The Trinoo attacks exploited vulnerabilities in the
Solaris operating system to mount denial of service attacks against several
prominentweb sites. Estimated damage in these attacks runsinto the billions
of dollars.®
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Cyberattacks, Information Theft, and Online Shakedown

Cyberattacks are frequently in the news, but far more go unreported. Each
year the CSI and the FBI publish a study that demonstrates the number of
companies that reportedly suffered some form of unauthorized computer
intrusion. Each year, the percentage creeps closer to 100%. In a more re-
cent study,” 92% of the companies surveyed reported that they suffered
some form of attack to or misused computer systems during the 2002-2003
year. Some forms of disruptive practice are on the increase, and the esti-
mated damage to business is usually estimated in the hundreds of millions
or billions of dollars.

Potential cyberthreats and associated risks range from recreational hack-
ers to terrorists to national teams of IW specialists. Insiders are repeatedly
identified as the most worrisome threat. Other malefactors may make use
of insiders, such as organized crime or a terrorist group suborning a willing
insider or making use of an unwitting insider.

Many financial institutions have been contacted by cyberterrorists threat-
ening to penetrate and destroy their computer systems unless they receive
huge sums of money. Many banks around the world have been victimized
and have paid millions of dollars as extortion money to keep their systems
intact. Such cyberterrorism is becoming a matter of concern and exposes na-
tional security systems, banking or communication networks, and financial
and commercial transactions to grave dangers."’

Five examples of new types of attack described below help illustrate the
way commonplace cybertools can be used to do harm.

A Cyberattack on the Specific Database of an Owner/Operator

In the case of unauthorized entry into a network or system for the purpose
of illegal financial transfers, stealing proprietary information, disrupting
records, or merely “browsing,” owners and operators have a responsibility
for prudent and sufficient security systems, such as firewalls and passwords
and qualified personnel to detect anomalies that indicate a successful entry,
so further isolation or deflection measures can be taken to foil the attack.

A Cyberattack for the Purpose of Gaining Access to a Network

If a particular system or network is discovered to have low security standards
and to be interconnected to other networks of interest to the attacker, the
attacker will use the most weakly defended pathway to access the targeted
system. Thus, operators need to consider establishing security standards for
those with whom they are connected.
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A Cyberattack for the Purpose of Espionage

Intellectual property is vulnerable to theft in entirely new ways. The threat
may come from a witting or unwitting insider, an unscrupulous competitor,
or the intelligence service of a foreign power. Competitive advantage may
be lost without knowing it was even at risk. This is true in business as well as
in government.

A Cyberattack for the Purpose of Shutting Down Service

Attacks by flooding communication lines have denied emergency service
in some communities and shut down e-mail service to major users. Denial-
of-service attacks are of concern to all institutions that depend on reliable
communications.

Another form of computer attack is the distributed denial-of-service
(DDoS) attack (commonly referred to as a DDoS attack). The DDoS at-
tacker uses multiple compromised systems to attack a single target, thereby
causing denial of service for users of the targeted system.®® The flood of
incoming requests to the target system essentially forces it to shut down,
thereby denying service to legitimate users. DDoS threats have been es-
calating and future attacks may target routers, key hubs of the Internet’s
infrastructure, instead of individual web sites.®” Denial-of-service attacks
and viruses cause the most downtime to business applications, e-mail sys-
tems, and networks. In January 2003, CloudNine Communications, a UK
Internet service provider, indicated that it had to close its doors after
a series of denial-of-service attacks prevented its 2,500 customers from
connecting to the Internet and cut access to the web sites of its hosting
customers.”"

A denial-of-service attack is an attack or intrusion designed for use against
computers connected to the Internet, whereby one user can deny service
to other legitimate users simply by flooding the site with so much useless
traffic’’ that no other traffic can get in or out. In fact, the “hacker” is not
necessarily trying to break into the system or steal data, but rather just pre-
vent users from accessing their own network’” for reasons only the hacker
knows.”” A denial-of-service attack is considered to take place only when
access to a computer or network is intentionally blocked as a result of some
malicious action.”* Sharing information about the tools used in these attacks
and techniques to deflect or defeat them is therefore of interest to a wide
range of public and private institutions.

A Cyberattack for the Purpose of Introducing Harmful Instructions

An attacker can plant a virus or leave behind a program that will give the
attacker critical information, such as passwords that can be used to log in
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to other networks. A virus may be transmitted within a LAN or passed on
to an external network. “Logic bombs” and “Irojan horses” are designed,
respectively, to destroy software at a preselected time and to enable future
access. Given the rate of development of viruses, it is essential that all inter-
connected users adopt a high level of virus detection.

Vulnerability of the United States

The potential impact of failing to protect the intellectual property and infor-
mation infrastructure on which this world-leading economy is increasingly
dependent poses potentially serious risks. Almost all the Fortune 500 cor-
porations have been penetrated electronically by cybercriminals. The FBI
estimates that electronic crimes are running at about $10 billion a year. How-
ever, only 17% of the companies victimized report these intrusions to law
enforcement agencies because their main concern is protecting consumer
confidence and shareholder value.”

A spectrum of malicious actors can and do conduct attacks against the
United States’ critical information infrastructures. Of primary concern is the
threat of organized cyberattacks capable of causing debilitating disruption
to the nation’s critical infrastructures, economy, or national security. The
required technical sophistication to carry out such an attack is high, which
may explain the lack of a debilitating attack to date.

Shared Responsibility

The government and private sector share substantially the same national in-
formation infrastructure. Both have been victims of unauthorized computer
intrusions, theft, and disruption. The line separating threats that apply only
to the private sector from those associated with traditional national secu-
rity concerns must give way to a concept of shared threats. Shared threats
demands a shared response, built from increased partnership between gov-
ernment and the owners and operators of our infrastructures.

In general, the private sector is best equipped and structured to respond
to an evolving cyberthreat. There are specific instances, however, where
federal government response is most appropriate. A government role in
cybersecurity is warranted where high transaction costs or legal barriers
lead to significant coordination problems.

Public—private engagement is key. This is true for several reasons. Public—
private partnerships can usefully confront coordination problems and en-
hance information exchange and cooperation. Public—private engagement
will take a variety of forms. It will address awareness, training, technological
improvements, vulnerability remediation, and recovery operations.
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Threat Spectrum

Information
Warrior

National
Intelligence

Terrorist

Revenge, Retribution, Financial
Gain, Institutional Change

.Monetary Gain
Thrill, Challenge, Prestige

Thrill, Challenge

Federal actions to secure cyberspace are warranted for purposes includ-
ing forensics and attack attribution, protection of networks and systems crit-
ical to national security, indications and warnings, and protection against
organized attacks capable of inflicting debilitating damage to the economy.
Federal activities also should support research and technology development
that will enable the private sector to better secure privately owned portions
of the nation’s infrastructure.

Domestic and International Legislative Responses

Does computer crime pose a serious threat to a nation’s national secu-
rity? More recent highly publicized computer virus attacks have shown
that computer crime has become an increasing problem. Defining crim-
inal phenomena is important because it allows police officers, detectives,
prosecutors, and judges to speak intelligently about a given criminal of-
fense. Furthermore, generally accepted definitions facilitate the aggrega-
tion of statistics, which law enforcement need to analyze to reveal pre-
viously undiscovered criminal threats and patterns.”” The absence of a
standard definition for computer crime, a lack of reliable criminal statistics



TENSIONS BETWEEN SECURITY AND OPENNESS 115

on the problem, and significant underreporting pose problems for police
agencies.”’

Law enforcement organizations cannot determine exactly how many
computer crimes occur each year. No agreed-upon national or international
definition of terms, such as computer crime, high-tech crime, or informa-
tion technology crime, exists. Thus, as a class of criminal activities, computer
crime is unique in its position as a crime without a definition, which prevents
police organizations from accurately assessing the nature and scope of the
problem.”

Legislative bodies define criminal offenses in penal codes. Crimes such
as murder, rape, and aggravated assault all suggest similar meanings to law
enforcement professionals around the world. But what constitutes a com-
puter crime? As mentioned earlier, the term covers a wide range of offenses.
For example, if a commercial burglary occurs and a thief steals a computer,
does this indicate a computer crime or merely another burglary? Does copy-
ing a friend’s program disks constitute a computer crime? The answer to
each of these questions varies among different jurisdictions.”

There is increasing cooperation between the United States and Europe
in this area. In September 2000, the United States sponsored a meeting
of the G8’s Senior Law Enforcement Experts on Transnational Crime to
discuss international intellectual property crime. The meeting focused on
the involvement of organized criminal groups in counterfeiting and pirat-
ing merchandise, but the delegates also discussed the possibility of mutual
legal assistance and extradition agreements in the area of intellectual prop-
erty crime. The Lyon Group endorsed various recommendations, including
sharing strategic intelligence concerning organized criminal groups and
sponsoring an annual meeting on trends in intellectual property crime and
member countries’ enforcement activities.

Since the early 1990s, several international organizations, such as the
United Nations, the OECD, the COE, the G-8, and Interpol, have worked
to combat the problem of computer crime. Despite their efforts, no single
definition of computer crime has emerged. Although many state and federal
laws in the United States define terms, such as “unauthorized access to a
computer system” and “computer sabotage,” neither the federal nor any of
the state penal codes provide a definition for the term computer crime.*’

The U.S. DoD’s Defense Information Systems Agency (DISA) completed
an in-depth investigation on computer crime. From 1992 to 1995, DISA
attacked their own DoD computer systems using software available on the
Internet. Of the 38,000 attacks perpetrated, 96% of the successful attacks
went undetected. Furthermore, of the detected attacks, only 27% were re-
ported. Thus, approximately 1 in 140 attacks were both detected and re-
ported, representing only 0.7% of the total. If the detection and reporting
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of computer crime is less than 1% in the nation’s military systems, how often
might these crimes go unreported when the intended victim is an individual
or a small business owner?"!

An annual report compiled by the CSI in San Francisco, California, and
the FBI provides statistics on computer crime by surveying computer secu-
rity practitioners. The anonymity provided to the survey respondents may
contribute to the accuracy of their responses. The report does not directly
poll law enforcement organizations about the number of computer crimes
reported to police. No single governmental body maintains responsibility
for asking police forces about the prevalence of computer crimes reported
and investigated.®”

An analysis of penal legislation in nearly fifty nations suggests that at least
one-half of those countries surveyed had laws in place or legislation pend-
ing that prohibited crimes affecting the confidentiality, integrity, and avail-
ability of a computer. A variety of international organizations also support
legislative efforts prohibiting computer crimes. Groups such as the United
Nations, the G8, the COE, the OECD, and Interpol each have delineated
confidentiality, integrity, and availability offenses as forming the minimum
basis of proscribed computer crime behavior. The Council of Europe, the
forty-one-nation body of which the United States is an observer, has been
working on a draft treaty on cybercrime for several years. If adopted as cur-
rently drafted, the treaty would ensure that confidentiality, integrity, and
availability offenses were outlawed in all signatory nations.

Cybercriminals have forced law enforcement agencies to learn to deal
with complex computer issues to solve many of the crimes perpetrated
today.”” In the United States, to patrol the Internet and to enforce new
Internet laws, the FBI established “computer crime teams” in each of its
field offices.?* To coordinate the efforts of each team, the Washington, DC
field office has a National Computer Crime Squad, which both investigates
and provides a national resource for computer crime issues.*’

The Department of Homeland Security (DHS) was created in 2002. This
new cabinet-level department unites twenty-two federal entities for the com-
mon purpose of improving the homeland security of the United States. The
Secretary of DHS has important responsibilities in cyberspace security. The
DHS guideline document outline an initial framework for both organiz-
ing and prioritizing efforts. It provides direction to the federal government
departments and agencies that have roles in cyberspace security. It also
identifies steps that state and local governments, private companies and or-
ganizations, and individual Americans can take to improve their collective
cybersecurity. The documents highlight the role of public—private engage-
ment. The document provides a framework for the contributions both pub-
lic and private sectors can make to secure cyberspace. The dynamics of cyber-
space will require adjustments and amendments to the strategy over time.
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The DOJ also has a computer crime component, centralized in the Crim-
inal Division.®® In 1991, the Computer Crime Unit was established in the
General Litigation and Legal Advice Section.*” In 1996, it was transformed
into the CCIPS section of the Criminal Division. It directly attacks cyber-
crime by litigating cases and providing litigation support for U.S. attorneys.
In addition, CCIPS comments on proposed legislation and tries to coordi-
nate both federal and international efforts to respond to computer crime
and the tracking of computer criminals.®

In 1998, President Clinton by presidential directive established the Na-
tional Infrastructure Protection Center (NIPC), in an effort to have a more
comprehensive, joint effort between the Justice Department, the FBI, the
DoD, and the private sector.’ Led by FBI officials, the NIPC was established
to provide early warning to private industry about imminent threats to their
networks.”’ Although it has more than 100 workers, its 2000 budget was only
$18.5 million, not enough to enable it to be effective.”’

Various other computer security agencies exist, but they lack the ability
and resources to prosecute cybercriminals. The Commerce Department,
for example, has its own computer security agency, but it lacks any law en-
forcement powers. In addition, CERT only attempts to warn industry about
potential security threats it sees. At the local levels, some efforts are in place.
In each federal district, the U.S. Attorney’s Office has designed an agent
called the “Computer and Telecommunication Crime Coordinator.”? At
the state level, some states, such as Massachusetts and New York, have created
“high-technology crime units,” where state police and investigators pursue
computer-related offenses.”

Prosecution and Enforcement Efforts

Because of the flood of new Internet crime cases, law enforcement at all
levels is losing the battle. The government catches about 10% of those who
break into government-controlled computers and far fewer of those who
break into computers of private companies.’* There are several reasons for
this. Most significantly, because of the explosion in computer crimes, law
enforcement simply does not have the resources or technical support to stop
any significant number of cyberthieves. For example, the NIPC’s caseload
rose 300% from 200 investigations in 1996 to more than 800 in 1999. Also,
the rise in the number of networked computers makes it much easier for
hackers to penetrate and control vast numbers of computers with one break-
in, rather than being forced to break in to each computer individually.””
Finally, the trend toward computer networking has also provided more av-
enues for intruders to search for the “weakest link” in a large chain of
potential access points, enabling a cleverly programmed computer to me-
thodically test for vulnerabilities in a network.
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Cybercrime can be a lucrative business. In 2001, the Internet Fraud Com-
plaint Center (IFCC) received 49,711 complaints of Internet fraud. The
49,711 people were hit by cybercriminals for about $17 million, according
to areportreleased by the IFCC. Those numbers only reflect crimes that are
considered Internet fraud; other crimes such as child pornography, identity
theft, and computer intrusion are immediately reported to other agencies.”®

The first half of 2002 saw a 28% increase in Internet attacks, with more
than 180,000 of them successful.’’ In a more recent study, the FBI and
the CSI” reported that 90% of corporate and other respondents detected
some type of computer breach in the prior year.” Although only 44%
of these respondents specified a loss amount, the quantified losses from
computer security breaches exceeded $455 million.'"’ There were approxi-
mately 73,000 computer-related complaints referred to the Carnegie Mellon
Software Engineering Institute from January 2002 to September 2002, a
237% increase over the same time period in 2001. Florida ranked no. 2 in
the United State in 2002 behind California for the number of computer
fraud complaints that were reported to the IFCC, a web site run in part by
the FBI and the nonprofit National White Collar Crime Center. Roughly,
42.8% of the complaints received by the IFCC in 2001 were auction fraud,
followed by nondelivered merchandise at 20.3%, Nigerian letter fraud at
15.5%, and credit/debit card fraud at 9.4%.'"!

Although their number has fallen, virus and worm attacks remain the
most prevalent security breach, followed by denial-of-service attacks, which
also trended down slightly, to 12% in 2002 from 15% in 2001’s report. Many
businesses felt the sting, with Code Red and Nimda worms infecting thou-
sands of companies’ Internet servers. The number of companies claiming
less than $10,000 in damages is slightly lower, but those saying such breaches
cost them between $10,001 and $100,000 rose to 13% in 2002 from 9% in
2001. In North America, about 6% of companies indicated that they lost
more than $100,000, although more than one-third indicated that they did
not know the financial damage. Companies that could boast no breach-
related expenses fell to 21% from 26%.'%?

Obtaining the evidence to prosecute cybercrimes and information ter-
rorism generally requires promptly trapping certain evidentiary data that
may have been left by the suspect and also tracing the perpetrator back
through the system to its source. Once the perpetrator breaks the con-
nection with the computer being used as the target of the criminal activ-
ity, identifying the perpetrator becomes significantly more difficult, and in
some cases impossible. The speed with which computer connections can
be made and dropped usually requires action within seconds or minutes,
not the hours or days that may be required for traditional search warrants,
especially those sought in foreign jurisdictions. As such, perhaps the most
important advantage to be gleaned by entering into a multilateral treaty on
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cybercrime would be mutual cooperation and assistance in the investigative
process.

Of course, in today’s largely interdependent world community, the gen-
eral sentiment has been that cybercrime is not the first class of offenses
to require international cooperation. Money laundering, insider trading,
and the illegal smuggling of drugs, weapons, and technology have all led
the United States to internationalize its criminal law enforcement efforts.'’”
Indeed, the Drug Enforcement Agency, the FBI, the Customs Agency, the
Secret Service, and the Commerce Department collectively operated out of
140 offices in fifty-one different foreign countries.

Interestingly, the Office of International Affairs (OIA) of the DOJ has
taken the position that, “U.S. law enforcement agencies such as the FBI
have worldwide investigative authority that would apply to investigations of
crime carried out against or with the aid of computer systems.”!

Most computer-detection techniques are time-consuming and costly. Be-
cause the Internet allows one to “travel” from one computer to another
so easily, a clever hacker can cloak his or her identity by simply directing
his or her path through one computer with inadequate tracking or logging
devices.'” For example, Wind River Systems, a publicly traded Internet
company in Alameda, California, had its computers broken into by German
hackers.'’® However, Wind River’s technology manager could not determine
what the hackers stole or even how the hackers were able to infiltrate the
system.

Yet, even when the intruder is an insider, obtaining satisfactory evidence
is often beyond the capability of law enforcement. In 1992, software com-
pany Borland International contacted the Santa Clara District Attorney’s
office because they suspected Eugene Wang, a former vice president, of
transferring trade secrets to Symantec Corporation, a major competitor. 107
The District Attorney’s Office was willing to prosecute, but told Borland
that it did not have the resources or expertise to obtain proof. Borland In-
ternational decided to subsidize the District Attorney’s investigation; it paid
for a private company to investigate and obtain proof leading to Wang’s
prosecution.

Furthermore, the private sector lacks confidence in government because
companies view law enforcement agencies as intrusive and inflexible. Phil
Karn, awell-known Internet researcher, explained that the Internetindustry
was rushing to develop software to locate, trace, and block denial-of-service
attacks that recently crippled Yahoo! and a host of other popular web sites,
in large part because it feared government intervention. Karn observed the
following about the DOJ’s efforts: “when the only tool you have is a hammer,
the whole world starts to look like a nail.”

Private industry also is reluctant to report intrusions because it sees the
FBI as insensitive to business needs. An FBI agent in San Francisco indicated
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that executives fear calling authorities because they fear it will hinder their
business, while the FBI investigates the computers. Alan Paller, research
director of the Bethesda, Maryland-based Sans Institute, also confirms this:
“They won’t share because they're concerned that either their computers
will be confiscated, or enough parts of the computers will be confiscated
that their systems will have to stop.”

Even when police already know of an attack, private companies frequently
refuse to cooperate. In 1992, when Chemical Bank discovered a high-tech
device called a “Van Eck”'’® aimed at its credit card processing plant in
Manhattan, the bank turned down a police offer to help. Instead, they used
jamming equipment to stop the thieves. According to their security consul-
tant, “[We] just wanted the problem to go away.”

Private companies also are not convinced that the FBI is attentive to their
needs because they believe that the FBI has displayed a lack of sensitivity in
the area of encryption regulation. Moreover, the FBI has urged Congress
to place limits on the “strength” of computer data encryption available to
private companies because strong levels of data encryption could limit the
FBI’s ability to intercept and decode the data communication it needs to stop
terrorist plots.'” The IT industry claims, however, that strong encryption is
already widely available outside the United States, and is a vital element in
protecting business and retail transactions over the Internet and in ensur-
ing the privacy of e-mail. The FBI’s opposition has made many companies
suspicious that the FBI does not have their interests at heart. A network
manager at MIT indicated that the FBI has “completely compromised itself
on giving advice on security, because every time the FBI has weighed in on
this issue, it’s been to weaken it.”

Other private companies distrust the FBI because the NIPC refuses to
release the source code of programs it writes. When the NIPC released soft-
ware it wrote to help companies monitor their networks, many companies
rejected the software because it feared the FBI would use the software to spy
on their companies. Qualcomm, Inc., for example, rejected the software
because the FBI refused to allow Qualcomm to inspect the source code.

Some companies are reluctant to report because they want to employ
the hacker instead. Morty Rosenfeld, for instance, was convicted in 1992 for
stealing almost 200 credit reports from TRW. When he was released from
prison, he was quickly hired by Panasonic to monitor security. Rosenfeld also
gets free Internet access from his local service provider because they believe
that it “is better to have them on your side than against you.” Other hack-
ers are also widely sought for their talents: Hacker Kevin Poulsen joined
SecurityFocus.com, a provider of intelligence services for businesses;'!’
Kevin Mitnick was employed by a college he broke into years before; and the
hacker who briefly controlled the southern U.S. water canals was employed
as a security consultant.
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The majority of laws currently in place clearly were not written with
the Internet in mind. The imperfections are believed to stem from the
widespread perception that existing statutes are limited to “the ancient
common-law paradigm of one’s neighbor’s livestock.” For example, larceny
statutes are premised on depriving someone of lawful possession. They
therefore implicitly do not apply to information, because the victim re-
tains possession as well as the thief. The problems, however, are less in-
tractable than widely perceived and more easily correctable by altering ex-
isting statutes than by writing new ones.'!! Because the laws were written
to protect physical property, not electronic property, cyberthieves and elec-
tronic vandals have been able to evade prosecution for their reckless or ma-
licious acts.''? The shift to a fast-moving, borderless electronic environment
means that even small imperfections in the law, whether due to inadequate
breadth or imprecise drafting, are likely to have disastrous consequences.

Legal Exposure and Cybercrime

Cybercrime is a far-reaching problem, often harming parties other than
the company targeted by the attack. Employees, customers, business part-
ners, investors, and others may be indirectly victimized by the same act of
cybercrime. For a targeted company, the costs of cybercrime include not
only the loss of business, but also the expense of defending against lawsuits
brought by indirect victims seeking to recover their own related losses. Tar-
geted companies in certain industries may also confront additional costs
from cybercrime, including risk of governmental actions for failure to take
adequate security precautions to prevent the harm to others.

Although few lawsuits in this context have emerged to date, ' the in-
centives for bringing such claims are clear: Targeted companies are more
easily identified than cybercriminals, they are much less likely to be judg-
ment proof, and the party seeking to recover can almost always argue that
the company could have taken some additional security measure that would
have prevented the loss. These claims appear imminent, creating significant
legal exposure for companies that have failed to develop and implement
comprehensive cybersecurity plans.

113

Legal Avenues to Combat Cybercrime

The emergence of new technology generally provokes the creation of new
laws.''* The new technology threatens to disrupt social relations in two
arenas.''” The first concerns the possibility that some new technology will
disrupt existing economic relations. The potential for conflicting signals
over radio airwaves, for example, precipitated the creation of a licens-
ing system for radio stations to determine who had the right to specific
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frequencies.!!® The technology for photographic reproduction brought
about new laws of copyright to establish the legal rights of both those who
owned this new technologyand those whose images mightbe captured by the
use of photoglraphy.117 In both cases, new forms of value — radio frequencies
and photographic images — had to be defined within the established system
on property rights before these problems could be resolved.

The second problem concerns the potential for new technology to disrupt
established economic patterns. For example, the steam locomotive reduced
the powers of individual states to control and regulate economic relations
within their borders. Technological innovation remains troublesome until
itis firmly lodged within the established patterns of economic relationships
and social authority.

There are a variety of civil and criminal legal weapons to help companies
combat cybercrime, hacking, and the online shakedown. In addition to
traditional common law claims of trespass, fraud, unfair trade practices,
and theft of trade secrets, there are several federal laws that specifically
contemplate and condemn computer-related crimes.'®

Statutory Provisions in the United States

Law enforcement authorities have only more recently begun to respond to
computer crime and crimes committed through the use of a computer.''”
The current U.S. legal structure presents a disjointed view of what is consid-
ered computer crime. Congress responded to the flood of computer and
Internet crimes by passing the Computer Fraud and Abuse Act (CFAA),'?’
which duplicated much of existing law, but left unaddressed several injus-
tices that spurred the bill’s passage.'”! The CFAA makes it unlawful for any
person to access a protected computer “without authorization.”?* It also
forbids a person who has a legitimate and authorized right of access from
“exceeding the authorized access.” If either type of access results in the
person’s obtaining information from the protected computer and the con-
duct involves interstate or foreign communication, then a violation of the
CFAA is established. The CFAA also prohibits activities such as the dissem-
ination of malicious software'?’ and trafficking in stolen passwords. The
CFAA allows any person who suffers damage or loss by reason of a viola-
tion of the statute to maintain a civil action to obtain compensatory dam-
ages and injunctive relief or other equitable relief.'** The legislative flaws
stem from Congress’s erroneous belief that computers are fundamentally
different from everything else. Statutes such as the CFAA represent clear
attempts to respond to computer crime. Other statutes, such as the Mail
Fraud and Copyright Statutes,'?” are used to prosecute normal crimes such
as fraud and copyright violations if they are committed through the use of a
computer. The statutes targeting computer criminals have been written with
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the intent of prosecuting individuals, not nation-states. The U.S. statutes also
criminalize invasions of privacy that occur via information networks.'*

In the United States, the “interruption of computer services to authorized
users” involves a violation of a series of federal and state computer-related
criminal laws that are designed to protect the authorized users of computer
systems. Because most of these laws have only more recently been legislated
and because few people have ever actually been charged with such violations,
there is little history or case law in this area. However, as computer-related
crimes continue to escalate, these statutes could prove to be a positive force
in efforts to catch the electronic criminals of the future.

The chief problem with the U.S. Federal Mail and Wire Fraud Statutes —
which prohibit any scheme involving the use of the mail or wires to obtain
property by false pretenses — is the need to prove a “scheme to defraud.”
Because a trade secret thief often only copies information, he or she does
not necessarily “defraud” the company permanently of the information.
Moreover, much trade secret theft occurs without the use of the mail or
wires.

Three principle federal statutes prohibit computer hacking and other
unauthorized uses of computers and computerized information: CFAA, the
Electronic Communications Privacy Act, and the EEA. Although none com-
pletely addresses the full range of computer crimes, most cybercrimes fall
within the scope of one or all these laws.

The threat posed by cybercrime and information theft will require those
who increasingly rely on computers and the Internet to become more vig-
ilant. It will also require effective laws that can be used to prosecute those
who attempt to disrupt cyberactivities. The legislatures of several nation-
states have already passed computer crime laws of varying effectiveness. As
cybercriminals have become progressively more sophisticated and interna-
tionalized, the ability of a single state to effectively prosecute those who
attack it from and through other states has become increasingly complex.
In today’s highly networked world, states’ borders pose no obstacles to cy-
bercriminals, but do create hurdles for prosecutors and law enforcement.



CHAPTER S I X

The New Rule for Keeping Secrets — The

Economic Espionage Act

ALTHOUGH THE dominance of technological developments has made trade
secrets more valuable, warranting greater protection, the rise of globaliza-
tion has made them harder to protect. Intellectual property — inventions
and innovations in products and processes — has been the engine driving
economic growth. Because controlling the use of inventions, innovations,
and other business-enriching information is essential to competitive success,
trade secrets have become increasingly valuable.

At the same time, globalization of the economic system has increased
worldwide demand for these inventions and innovations. As demonstrated
earlier, globalization, the decline in customer and employee loyalty, the
availability of venture capital, and improved information flow all makes
trade secrets less secure.

Legal Initiatives in the Earlier Days

In an 1868 U.S. case involving trade secret litigation, the Massachusetts
Supreme Court stated: “it is the policy of the law, for the advantage of the
public, to encourage and protect invention and commercial enterprise.”!
The principle articulated by the justice was that “if a man establishes a busi-
ness and makes it valuable by his skill and attention, the good will of that
business is recognized by the law as property.” This case began the evolution
of trade secret law in the United States, which has now been in existence for
more than a century.

The U.S. Congress enacted the first criminal law protecting intellectual
property in 1909.” The law covered only copyright violations and only at a
minimal level. Since then, Congress has gradually and consistently expanded
the role of federal law enforcement in this area, by imposing felony penal-
ties for unlawfully reproducing or distributing motion pictures or sound
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recordingsin 1982,” by broadening the protection to all types of copyrighted
works in 1992, by making a copyright violation a “specified unlawful activ-
ity” for money laundering in 1994,° by including copyright violations as
predicate offenses under RICO in 1996,% and, most recently, in 1997, by
passing the No Electronic Theft Act (NET), which criminalizes copyright
infringement even in certain circumstances where the infringer does not act
for commercial purpose or private financial gain.” Copyright infringement
may now constitute a felony under federal law if ten copies of a copyrighted
work or works with a total retail value of at least $2,500 or more are repro-
duced or distributed.”

In more recent years, Congress has also chosen to protect other forms of
intellectual property with criminal sanctions. In addition to criminalizing
trademark infringement in 1984, Congress in 1996 criminalized the theft
of trade secrets by passing the EEA, which became effective on October 11,
1996." In his remarks the day that the Senate passed the EEA, Senator Arlen
Spector expressed concern “with the threat posed to American economic
competitiveness in a global economy by the theft of intellectual property
and trade secrets.”""

International Initiatives for Protection
of Intellectual Property

The Paris Convention

The Paris Convention'' was the first international agreement protecting
intellectual property. The Paris Convention requires signatory nations to
extend to foreign nationals the same intellectual property protections that
are provided to their own citizens. It has been revised by successive ne-
gotiations and has established the international standards for patents and
trademarks.'? It is the foremost industrial property law treaty and has exten-
sive membership. Parties to the Paris Convention make up a union that pro-
tects industrial property. The union consists of several administrative bodies:
the Assembly (the chief governing body under Article 13 of the convention),
the Executive Committee (a smaller body elected from the Assembly under
Article 14), and the International Bureau of the World Intellectual Property
Organization (a body that performs the union’s administrative tasks under
Article 15). The Convention sets forth uniform rules by which member states
must abide with respect to industrial property rights. The Paris Convention
was designed to be flexible and allow signatory countries to have some dis-
cretion in implementing national legislation.'” The Paris Convention does
not, however, specifically address economic espionage. Article 10 on un-
fair competition only prohibits “any act of competition contrary to honest
practices in industrial or commercial matters.”!
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World Intellectual Property Organization

The World Intellectual Property Organization (WIPO) was established by
a convention at Stockholm in 1967. It administers international unions re-
lated to intellectual property, including the Paris Convention for the Pro-
tection of Industrial Property, first signed in the 1880s. Its main purpose is
protecting the interests of intellectual property worldwide. More than 175
countries belong to WIPO. WIPO’s intent is to build cooperation regarding
intellectual property and to improve the administration and protection of
industrial property and intellectual property.!” The WIPO Convention de-
finesintellectual property broadly to include rights related to any inventions,
any industrial property and designs, protection against unfair competition,
and “all other rights resulting from intellectual activity in the industrial,
scientific, literary or artistic fields.”'6

General Agreement on Tariffs and Trade

On April 15, 1994, an agreement resulted from the Uruguay Round
of GATT, establishing the WI'O and promulgating several trade-related
agreements.'” The Trade-Related Aspects of Intellectual Property Rights
Agreement (TRIPs Agreement), another product of the Uruguay Round,
requires member countries to protect against acquisition, disclosure, or use
of a party’s trade secrets “in a manner contrary to honest commercial prac-
tices.” Although the TRIPs Agreement specifically refers to “confidential
information” rather than “trade secrets,” it defines such information as hav-
ing commercial value, not being in the pubic domain, and being subject to
“reasonable steps under the circumstances” to maintain its secrecy.'® The
agreement allows for injunctions and damages, as well as provisional reme-
dies to prevent infringement and to preserve evidence.

Trade-Related Aspects of Intellectual Property Agreement

The most extensive multilateral protection of intellectual property was
established by the TRIPS Agreement.' It requires member countries to
protect against acquisition, disclosure, or use of an individual party’s undis-
closed information. Specifically, it protects “confidential” information hav-
ing commercial value. The TRIPS Agreement also protects trade secrets,
not as individual intellectual property, but as a prohibition against un-
fair competition.”’ It also enhances IPRs through improved enforcement
mechanisms and remedies. The TRIPS Agreement provides a broad excep-
tion, however, permitting members to adopt contrary national laws if nec-
essary to protect “sectors of vital importance to their socio-economic and
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technological development...."*! This exception may allow countries to
avoid specific prohibitions against economic espionage.

The North American Free Trade Agreement

Another significant multilateral treaty protecting trade secrets is the North
American Free Trade Agreement (NAFTA) between the United States,
Canada, and Mexico.?> NAFTA, which entered into effect on January 1,
1994, is significant because itis the first international agreement to expressly
provide protection for trade secrets. Under Article 1711, trade secret pro-
tection of parties is perpetual, as long as the information remains secret
and unknown to the general public. NAFTA also requires the U.S. gov-
ernment to maintain the secrecy of confidential data submitted to it. This
provision helps to close a source of information to foreign governments
and industrial spies who previously could explore U.S. government reports
and records for information. However, under NAFTA, a misappropriation
of proprietary information is only actionable if the acquiring party knew, or
was grossly negligent in failing to know, its actions were illegal.*

U.N. Resolution 1236 and Resolution 2131

Two U.N. Resolutions indirectly relate to the problem of economic espi-
onage. “Peaceful and Neighborly Relations Among States” is the title of
Resolution 1236, passed in 1957.%" It addresses the duty of nonintervention
in other states’ internal affairs and calls upon states to settle their disputes
in a peaceful manner.

A second resolution, Resolution 2131, was passed in 1965 and is entitled
the “Declaration on the Inadmissibility of Intervention in the Domestic Af-
fairs of States and the Protection of Their Independence and Sovereignty”
(the “Declaration on Inadmissibility”). It resolves that “no state has the
right to intervene, directly or indirectly, for any reason whatever, in the
internal or external affairs of any other State.” It condemns armed in-
tervention as well as “all other forms of interference or attempted threats
against the personality of the State or against its political, economic, and
cultural elements.” This resolution, however, probably was intended to
deal more with economic sanctions than with theft of private commercial
secrets.

Both resolutions could be construed as indirectly condemning economic
espionage because a nation’s economy is part of its internal affairs. Eco-
nomic espionage, after all, is an activity by which one nation intervenes in
another nation’s economic affairs. These resolutions have been ineffective
against economic espionage. Because these resolutions are persuasive and
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not binding materials, some states tend to ignore them. The end result is
that, in spite of U.N. resolutions that are seemingly against it, economic
espionage continues.

The Convention on Combating Bribery of Foreign Public Officials

Bribery of employees or government officials is a common way of con-
ducting economic espionage.”” More recently, multilateral efforts have
sought to discourage this practice. The Convention on Combating Bribery
of Foreign Public Officials in International Business Transactions (OECD
Convention)?’ became effective in February 1999. This multinational treaty,
which was formulated by the OECD,*” obligates signatory countries to make
bribery of foreign public officials a criminal act.”” The U.S. Congress ratified
and implemented the OECD Convention by adopting amendments to the
1977 Foreign Corrupt Practices Act.

Economic Espionage War and the European Union

The EU is one of the largest trading partners of the United States, and the
EU’s intellectual property laws directly impact the U.S. market.”” The EU
evolved from the Treaty Establishing the European Economic Community
(the Rome Treaty),?’] which was enacted on March 25, 1957 to enhance
economic coordination among western European nations. The Rome Treaty
generally referred to the protection of industrial and commercial property,
but did not create a central authority to protect IPRs. Without a central
authority, member states were left to regulate their own national intellectual
property laws subject to EU “guidance.” Over time, however, the EU sought
to directly protect IPRs through competition laws.”> Under Article 36 of the
Rome Treaty, the IPRs granted by any member state and are afforded the
full force of law.”

Trade secrets are only indirectly recognized as an IPR in the EU.** Ar-
ticle 81(3)? of the Rome Treaty is the provision under which the EU has
established most intellectual property regulations. EU regulations and di-
rectives indirectly recognize and protect “know-how” defined as “a pack-
age of non-patented practical information, resulting from experience and
testing, which is secret, substantial and identified.”® The three necessary
elements of know-how are further defined as follows: “secret,” which means
that the know-how is not generally known or easily accessible; “substan-
tial,” which means that the know-how includes information that is indis-
pensable for the manufacture of the contract products or the application of
the contract processes; and “identified,” which means that the know-how is
described in a sufficiently comprehensive manner so as to make it possible to
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verify that it fulfills the criteria of secrecy and substantiality. In 1989, the EU
granted an exemption from competition rule for pure know-how licensing
agreements.”’ In 1996, this regulation was incorporated into the Technology
Transfer Regulation™ that exempts the licensing of patent and know-how
and “ancillary provisions” regarding other IPRs.

U.S. Initiatives for Protection of Intellectual Property Assets

In the late 1980s and early 1990s, the United States found itself facing an
increasingly weak competitive position as an industrial power. As explained
earlier, it turned to a series of multilateral treaties, such as the TRIPS compo-
nent of GATT, in order to police intellectual property piracy and to secure
potential markets for its intellectual property assets. The United States also
claimed that a strengthening of international IPRs would serve as an eco-
nomic engine on a global basis.”

The United States was concerned with trademark, patent, and, especially,
copyright. However, corporations were soon to adopt the idea that intellec-
tual property might play a leading role in asserting their economic worth to
investors. Consultants remind companies that their major assets often are
not in real estate or industrial equipment, but in the knowledge required
to run businesses. The Brookings Institute has estimated that 50% to 85%
of the value of a business may reside in its intangible assets, including trade-
marks and trade secrets."’

Since the mid-1990s, intellectual property assets have become frequent
topics for seminars."' Rust-belt industrial corporations’” as well as informa-
tion economy businesses turned to valuing their knowledge assets to attract
investors. In part, the idea of trade secrets as assets was fostered by new
start-ups, and especially biotechnology companies, which chose to create
portfolios of trade secrets rather than pursue the much more expensive
route of protection through patents.

Comprehensive Scheme to Protect Proprietary
Economic Information

From its inception, the EEA has attracted attention in various circles and
has resulted in multiple prosecutions. These cases provide initial insights
into the operation of this law.

The EFEA is the first federal criminal law in the United States designed
to protect trade secrets. Although the title of the act suggests its primary
purpose is the protection of the proprietary information of American com-
panies against foreign theft, it also has a significant impact against the do-
mestic theft of trade secrets. The EEA created two federal crimes: economic
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espionage and theft of trade secrets.”” Under the EEA, economic espionage
consists of stealing, copying, or receiving a trade secret with the intent of
benefiting a foreign government or entity. The EEA also makes it a crime
to attempt to conspire to commit espionage, if the defendant intended
to benefit a foreign government. The statute not only specifically targets
agents of foreign governments who steal trade secrets for the benefit of
those governments; it also criminalizes the theft of trade secrets when there
is no foreign government involvement. The type of benefit intended (e.g.,
theft for idealistic reasons rather than pecuniary motives) is irrelevant. For
economic espionage, as defined by the EEA, one of the offenses must be
committed knowing it will benefit a foreign government, foreign instru-
mentality, or foreign agent. Trade secret theft under the EEA requires a
different intent: an intent to convert a trade secret to the economic bene-
fit of anyone other than its rightful owner, knowing the conversion of the
trade secret will injure the rightful owner. If the stealing of the trade se-
cret is for the benefit of a foreign government, the U.S. prosecutor does
not need to prove any other intent. If the theft was not for the benefit of a
foreign government, the prosecutor must prove that the trade secret mis-
appropriator intended to injure the owner of the trade secret and confer
economic benefit on another, and that the person accused knew the con-
sequences of his or her actions. Penalties for economic espionage include
fines of up to half a million dollars and imprisonment up to 15 years'" (see
Appendix A).

The legislative history indicates that at the time the bill was under con-
sideration, the FBI was “investigating reports and allegations of economic
espionage activities conducted against the United States by individuals or or-
ganizations from 23 different countries.”*” Although the main selling point
for this legislation was combating foreign “espionage,” a survey found that
foreigners had been identified in 21% of incidents involving intellectual
property loss where the nationality of the perpetrators was known. In cases
not involving a foreign government or a company, the perpetrator was an
individual with a trusted relationship with the company, often an employee
or former employee, retiree, contractor, vendor, supplier, consultant, or
business partner.

Prior to the passage of this legislation, the U.S. espionage statutes and
other federal criminal statutes did not cover many economic intelligence-
gathering operations. Because no federal statutes directly addressed eco-
nomic espionage or the protection of proprietary economic information
in a thorough, systematic manner, investigators and prosecutors attempted
to combat the problem by using existing laws. These other U.S. criminal
laws were deemed inadequate to protect valued private company informa-
tion from theft. In addition, the laws failed to provide confidentiality for
the information in question during criminal and other legal proceedings.
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If confidentiality is lost during legal proceedings, then the value of the in-
formation is greatly diminished.

Large gaps in trade secret law needed to be filled."” Companies failed
to prosecute thefts of trade secrets due to fear of disclosing confidential
information at trial, loss of public trust and image, and the inability of
prosecutors to deal with foreign espionage.’” Before the passage of the
EEA in the United States, there was only one very limited federal statute
that prohibited the theft of trade secrets.’® There were also limited means
of redress for companies that faced theft of their trade secrets and at-
tempted to prosecute. Until the EEA was passed, no federal statute directly
dealt with economic espionage or the misappropriation of trade secrets
and intellectual property. That statute provides for criminal penalties for
the unauthorized disclosure of trade secrets by a government employee. "’
However, due to the narrow applicability of this law, victims of espionage
and trade secret theft were forced to resort to a variety of other statutes.
Prosecutors often relied on the Interstate Transportation of Stolen Prop-
erty Act (ITSP), Mail Fraud and Wire Fraud statutes, or various state laws
based on either the Uniform Trade Secrets Act (UTSA) or Restatement of
Torts.

Two major hearings were held to consider the need for federal legislation
to prevent the theft of trade secrets as a result of economic espionage. The
first, held on February 28, 1996, was a joint hearing before the Senate Se-
lect Committee on Intelligence and the Senate Judiciary Subcommittee on
Terrorism, Technology, and Government Information.” The second hear-
ing was held before the Subcommittee on Crime of the House Judiciary
Committee on May 9, 1996.°" The lead witness in both hearings was former
FBI Director Louis J. Freeh. A number of industry leaders, primarily rep-
resenting Silicon Valley and aerospace companies, supported Freeh’s con-
tention that federal legislation was necessary to combat the growing surge
of economic espionage by both domestic and, especially, foreign agents and
entities.”

The hearings documented the two major underpinnings of the legisla-
tion. First, foreign governments, through a variety of means, were actively
involved in stealing critical technologies, data, and information from U.S.
companies or the U.S. government for the economic benefit of their own
industrial sectors. Second, federal laws then on the books were of limited
use in prosecuting acts of economic espionage.

Hearings were held in 1996 on “business intelligence” to address the topic
of economic espionage both as a crime and as a national security issue.”
Trade association and business representatives spoke to highlight their con-
cerns for a comprehensive federal effort to curb industrial espionage.’* The
inventor of MRI technology testified that both German and Japanese firms
systematically spied on his company.”® The former president of a defunct
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software business described how his firm had been driven out of the market
after Chinese agents stole confidential software information. As a result of
the perceived need for stronger measures against industrial espionage, the
EEA was designed to criminalize the misappropriation of trade secrets and
encourage and preserve investments in innovation.”

Prosecution of Trade Secret Theft Prior to EEA

Before the passage of the EEA, federal prosecutors sometimes were left to
strained readings of existing statutes to establish criminal intellectual prop-
erty theft cases. United States v. Hancock’ illustrates this point. Mr. Hancock
represented a California company and offered an AT&T engineer in Atlanta
$10,000 to provide blueprints for a manufacturing device to be used to
develop plants abroad. The engineer reported the attempted bribe to his
superiors, and the company called in the FBI. Under the watchful eye of
the FBI, the engineer agreed to negotiate a deal and carry the blueprints
to California. The FBI arrested Mr. Hancock for the attempted theft upon
delivery.

The government had difficulty in proving that the blueprints were “prop-
erty” as defined by the statute, and the blueprints were never actually “stolen”
because AT&T still had them. Ultimately, the prosecutor proceeded with the
case as an interstate transportation in aid of racketeering, using a Califor-
nia commercial bribery statute as the predicate offense for the attempted
racketeering. To say the least, this was a circuitous route to prosecute a case
that today would fit within the EEA.?®

Before the EEA, the government sometimes sought to prosecute trade
secret theft under the National Stolen Property Act (NSPA).” However, the
NSPA was drafted before computers, biotechnology, or copy machines ex-
isted, and a growing body of case law held that it could not cover intellectual
property theft. State laws also were inadequate. Although many states had
laws on the books concerning trade secret theft, few resources were devoted
to prosecute corporate espionage. And civil lawsuits under state law are ex-
pensive and are frequently hampered by people who are “judgment proof”
or beyond the jurisdiction of the state courts.”

The legislative history of the EEA shows the problems with prosecuting
the theft of trade secrets under federal criminal law, which often led the
U.S. Attorney’s Office to decline matters that involved employees of U.S.
corporations attempting to sell proprietary information to foreign govern-
ments. Legislators realized that the only practical way to protect critical U.S.
corporate information from theft by foreign governments and unscrupu-
lous competitors was to enact a single comprehensive federal law that could
bring federal resources to bear against defendants who steal proprietary
information.
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The Legislative Intent

An analysis of the legislative history indicates that the EEA is not intended
to apply to individuals who seek to capitalize on personal knowledge, skill,
or abilities.®! Moreover, the statute is not meant to be used to prosecute em-
ployees who change employers or start their own companies using general
knowledge and skills. Rather, the goal of the EEA is to preserve fair compe-
tition by making sure that corporate spies do not illegally take the fruits of
their employment in order to compete with their prior employer.”"*

Prosecution of Trade Secret Theft Under the EEA

Trade secret theft under the EEA does not require an intent to benefit a
foreign government. Trade secret theft under the EEA involves three signif-
icant elements of proof.

First, a defendant must have intended to convert the trade secret for
economic benefit of someone other than the owner. So a defendant must
have a pecuniary goal on behalf of someone. In civil law, that requirement
is not needed.’® Second, the defendant must intend to injure the owner of
the trade secret. It is sufficient that the defendant knew his or her actions
would injure the owner. Again, this requirement is absent from traditional
civil trade secret liability. Third, the secret must be related to or included
in a product that is either produced for or used in interstate or foreign
commerce’! (see Appendix A).

Civil or Criminal

A civil statute may be particularly useless to small businesses that may not be
able to afford a civil suit against a much larger competitor engaging in trade
secret theft.”” The civil statute is also fairly ineffective in curbing industrial
espionage schemes implemented by foreign culprits. A corporation based in
North Carolina, for example, is not likely to recover from one of its former
engineers, a Korean citizen who has relocated to Korea after disclosing
company secrets to a Korean company. Finally, a civil statute does not ensure
the confidentiality of the information atissue will be preserved in the course
of a trial. Without such guarantees, civil litigation can do more harm than
good.

Consequently, legislative reform was needed to provide a stronger de-
terrent and to address the modern concerns of instant communication, a
decrease in employee loyalty, a shift from an economy based on manufactur-
ing to one based on intellectual property, and a shift of espionage resources
by foreign countries to economic targets. As the U.S. Supreme Court noted
years ago, “existing trade secret law provides far weaker protection in many



134 ECONOMIC ESPIONAGE AND INDUSTRIAL SPYING

respects than the patent law. 66 Therefore, it became increasingly clear that
a federal criminal statute would better protect U.S. companies. A federal
criminal statute would allow small businesses to ride the coattails of fed-
eral prosecutors who perform investigations, gather evidence, and build a
record.

Civil laws also do not offer the same remedies as criminal sanctions. The
UTSA"” applies to civil disputes and various trade secret concepts, but only
provides for damages and injunctive relief to punish violators. In contrast,
the EEA includes criminal sanctions that raise the stakes well above the
prospect of civil damages.®

What Is a Trade Secret?

As society advances into the information age, businesses are increasingly af-
fected by issues of trade secret protection. For example, in the United States,
this area of intellectual property law can impact a wide array of commercial
activities.”” Trade secret laws protect commercially beneficial secrets from
wrongful misappropriation with one notable caveat: Trade secrets are only
protectable if they are indeed treated as “secrets” by their owners.”’ Trade
secret law serves as a system of regulation to encourage research, innova-
tion, and development of new ideas of a useful nature.’! Trade secrets are a
key part of industrial power, representing assets that are a requirement for
competitiveness in any given market.

Itis not easy to define the term “trade secret.” The improper and unethi-
cal procurement of information constituting a trade secret was addressed in
1939 when the original Restatement of Torts was drafted and published.””
In the United States, the comments to Section 757 of The Restatement of
Torts stated: "™

A trade secret may consist of any formula, pattern, device or compilation of
information which is used in one’s business and which gives him an oppor-
tunity to obtain an advantage over competitors who do not know or use it.
It may be a formula for a chemical compound, a process of manufacturing,
treating or preserving materials, a pattern for a machine or other device, or
a list of customers. Generally, it relates to the production of goods, as, for
example, a machine or formula for the production of an article. It may, how-
ever, relate to the sale of goods or to other operations in the business, such
as a code for determining discounts, rebates or other concessions in a price
list or catalogue.

The Restatement lists a set of factors that are important in determining
whether a trade secret exists:

¢ The extent to which the information is known outside the business
* The extent to which it is known by employees and others involved in the
business
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* The extent of measures taken by the business to guard the secrecy of the
information

¢ The value of the information to the business and its competitors

¢ The amount of effort or money expended by the business in developing
the information

¢ The ease or difficulty by which the information could be properly acquired
or duplicated by others’*

For example, the prices thata company charges for its products are gener-
ally not trade secrets because this information can normally be obtained sim-
ply by making a few phone calls. However, where a company has a complex
formula for setting prices, the formula may be a protected trade secret.’”

Trade secrets do not necessarily have to be created within the company.
For example, the report of an outside consultant regarding proposed prod-
uct improvements might qualify as a trade secret. Many companies are
tempted to label nearly all corporate documents as confidential, but this
is generally not a good practice. When material marked “confidential” is
routinely given to members of the public, the designation loses its credibil-
ity. Thus, the “confidential” label should be reserved for items that truly are
kept secret.

The more modern’® Restatement (Third) of Unfair Competition defines
trade secrets as “any information that can be used in the operation of a
business or other enterprise and that is sufficiently valuable and secret to
afford an actual or potential economic advantage over others.””” To qualify
for trade secret protection, the item in question must truly be secret. A
company who regularly disseminates the material through advertisements
or web sites will be unable to establish trade secrets.”

It is possible for a trade secret to exist even when some of the elements
are known by the public. When, for example, known chemical compounds
are put together in carefully determined percentages to produce a new
and desirable result, a trade secret has been created.” Customer lists may
or may not be trade secrets, depending on the type of list and how it was
compiled. For example, if the list is derived from canvassing a large number
of prospective customers, and the list is the result of years of time and effort
and the expenditure of a considerable sum of money, courts are more likely
to grant trade secret protection. However, when the names of customers are
readily ascertainable in the trade, courts are more likely to find that the lists
are not trade secrets.”’

Even if the names of customers are well known, the particular needs of
customers are not. When a defendant can demonstrate that the customer
needs can easily be obtained just by calling up the customers’ respective pur-
chasing managers, courts probably will reject the trade secret claim. How-
ever, when a company keeps a database of highly specialized and complex
customer requirements, some courts may find that trade secrets exist.”!
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For an item to qualify as a trade secret under the EEA, the owner of
the information must not only take “reasonable measures” to keep it se-
cret, but it must also have value.*” The act requires that the information
must derive “independent economic value, actual or potential, from not
being generally known to, and not being readily ascertainable through
proper means by, the public.”® There are three generally accepted meth-
ods used for appraising the value of a trade secret: (1) the market approach
(which compares the sales price of similar assets to the assets being valued),
(2) the cost approach (which uses replacement cost as the indicated of
value), and (3) the income approach (which measures the value of antici-
pated future economic benefits to be derived from the use of the asset in
question) .5

In the past, the theft of trade secrets has been litigated in the civil, as op-
posed to criminal, forum.®0 Today, however, companies are becoming more
and more vulnerable to the theft of their proprietary information by rogue
nations and foreign competitors. Consequently, corporations, recognizing
the value of their trade secrets, are increasingly seeking criminal and civil
sanctions to protect their private information."’

Patents Versus Trade Secrets

Itisimportant to recognize the difference between trade secrets and patents.
Patents protect inventions.* To qualify for a patent, the device must meet
the statutory requirements of novelty” and nonobviousness.”’ Under the
novelty requirement, the patent applicant must show that he or she was the
first in a WT'O country to invent the claimed subject matter of the appli-
cation without subsequently abandoning, suppressing, or concealing it.”’
The patent law also requires that the inventor promptly apply for patent
protection. Consequently, if the device is publicly used in this country
more than 1 year before the filing of the patent application, the inven-
tion will be considered to be part of the public domain and the patent will
be denied.”?

If a patentis granted, the owner has the right to exclude others from mak-
ing the product, extending from the issue date to 20 years after the date of
the initial application.”” This also gives the patent holder the right to exclude
others from using, selling, or importing any product covered by the patent.
Infringers are subject to civil damages that may cover the patentee’s lost
profits or reasonable royalties for the product.”* Willful infringement can
result in treble damages. In determining infringement, the patent owner is
held to the definitions of the property that were given in the “claims” portion
of the approved patent application.”” Items that are not within the patent
claims generally will not be found to infringe the patent. Furthermore,
the patent law does not provide criminal sanctions for infringing a patent.”’
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Uniform Trade Secrets Act

The UTSA requires three general elements to establish a trade secret: (1)
the secret must possess actual or potential economic value, (2) the owner
must take reasonable measures to guard secrecy and preserve confidential-
ity, and (3) the trade secret’s information must not be capable of being
acquired by competitors or the general public without undue difficulty or
hardship.”” Many states in the United States have adopted the UTSA. Al-
though thirty-eight states and the District of Columbia have enacted trade
secret statutes, often modeled after the UTSA, these state laws have not been
effective, primarily because the resources need to prosecute trade secret
cases are usually not available at the state government level.”® Furthermore,
because most states modified the UTSA when they drafted their own state
laws, resulting in a lack of uniformity, the statutory framework provided by
states is inefficient and unpredictable.99 To complicate things further, states
such as New York, Pennsylvania, and Texas have wholly adopted the Restate-
ment approach to trade secret theft, ignoring the UTSA and contributing
further to the creation of an unstable and unstructured statutory regime.
As a result, companies do not know in advance of the trade secret theft
which state’s law will govern. In other words, company executives have no
way of knowing where a stolen trade secret will be disclosed or where it will
be used after disclosure, leaving executives unable to tailor confidentiality
and compliance programs to a specific region or statutory regime. In most
states, trade secret theft is not even a felony. Commentators agree that a
uniform trade secret regime is much more useful to avoid these choice of
law issues in litigation.'”” With modern technology resulting in a fountain
of information, a uniform federal system of law designed to protect trade
secrets is better suited to combat industrial espionage than fifty conflicting
state legal systems. This argument is bolstered by the fact that international
trade is a uniquely federal concern.'"!

The UTSA constituted the first attempt at comprehensive national legis-
lation of trade secrets theft.!"” The UTSA defines misappropriation similarly
to the Restatement, but provides examples of what “improper means” in-
clude, namely, “theft, bribery, misrepresentation, breach or inducement of
a breach of duty to maintain secrecy, or espionage through electronic or
other means.”'"” The main advantage of the UTSA over the common law is
that it allows an aggrieved party to use and recover from a third party that
has accepted stolen information, which often turns out to be a foreign com-
pany with deeper pockets than the culprit.'”* The USTA also provides for
civil remedies for the theft of trade secrets, including both injunctive relief
and recovery of monetary damages. Although damages include lost profits,
the cost of investment in research and development, loss of reputation in
the business community, and loss of the value of the trade secret, many of
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the businesses engaging in these offenses view the potential damages as a
necessary risk, the cost of doing business, and a way to gain an economic
advantage over competitors. In other words, for many companies and in-
dividuals involved in stealing competitors’ secrets, the penalties are not a
deterrent.!?

The UTSA defines the term “trade secret” and provides remedies for
misappropriation.”)6 Trade secret means information, including a formula,
pattern, compilation, program, device, method, technique, or process that
derives independent economic value, actual or potential, from not being
generally known to, and not being readily ascertainable by proper means
by other persons who can obtain economic value from its disclosure or use,
and is the subject of efforts that are reasonable under the circumstances to
maintain its secrecy.'"” Improper means include theft, bribery, misrepresen-
tation, breach or inducement of a breach of a duty to maintain secrecy, or
espionage through electronic or other means. Misappropriation means ac-
quisition of a trade secret of another by a person who knows or has reason
to know that the trade secret was acquired by improper means, or disclosure
or use of a trade secret of another without express or implied consent, by a
person who used improper means to acquire knowledge of the trade secret,
or at the time of disclosure or use, knew or had reason to know that his or
her knowledge of the trade secret was derived from or through a person
who had used improper means to acquire it; acquired under circumstances
giving rise to a duty to maintain its secrecy or limit its use; or derived from or
through a person who owed a duty to the person seeking relief to maintain
its secrecy or limit its use; or before a material change of his or her position,
knew or had reason to know that it was a trade secret and the knowledge of
it had been acquired by accident or mistake.'”

A Trade Secret under EEA

The EEA defines trade secret broadly to include all forms and types of scien-
tific or technical information. The term ¢rade secret means all forms and types
of financial, business, scientific, technical, economic, or engineering infor-
mation, including patterns, plans, compilations, program devices, formulas,
designs, prototypes, methods, techniques, processes, procedures, or codes,
whether tangible or intangible, and whether or how stored, compiled, or
memorialized physically, electronically, graphically, photographically, or in
writing, if (1) the owner thereof has taken reasonable measures to keep such
information secret; and (2) the information derives independent economic
value, actual or potential, from not being generally known to, and not being
readily ascertainable through proper means by, the public.!%-10

If the owner of the trade secret makes reasonable efforts to keep the in-
formation secret, and the information is not generally known or readily
ascertainable to the public, it meets the EEA’s definition. Some people



THE NEW RULE FOR KEEPING SECRETS 139

contend that this definition is too broad. Many state law provisions require
that the trade secret remain generally unknown or ascertainable to com-
petitors. Competitors obviously have greater knowledge and capability on a
particular subject than the general public has, and that restricts many state
definitions of a trade secret.'!!

To qualify under Section 1832, trade secrets must be “related to or in-
cluded in a product that is produced for or placed in interstate or foreign
commerce.”'!'? Because trade secrets must explicitly be embodied in a prod-
uctin the stream of commerce, protection is limited if the trade secretrelates
to arendering of services rather than a produced ware that contains or uses
the secret. As noted by some commentators, “this means that the EEA ar-
guably does not cover either ‘negative know-how’ or information discovered
but not [currently] used by a company.”!?

The owner of the information must take “reasonable measures” to keep
itsecret.!'* According to the legislative history of the EEA, “if the owner fails
to attempt to safeguard his or her proprietary information, no one can be
rightfully accused of misappropriating it.”''” The critical question becomes:
What constitutes a “reasonable measure” under the EEA? There is, of course,
no definitive answer.''® The drafters of the EEA stated that “what constitutes
reasonable measures in one particular field of knowledge or industry may
vary significantly from what is reasonable in another field or industry.”'!”
Although no “heroic or extreme measures” are necessary,''® the owner of
the material “must assess the value of the material it seeks to protect, the
extent of a threat of the theft, and the ease of theft in determining how
extensive their protective measures should be.”!19:120

The Territorial Reach of the EEA

The EEA has a very broad territorial reach, 121 extending beyond the borders
of the United States. Section 1837 provides that the EEA applies not only to
acts conducted entirely within the United States, but also to foreign schemes
so long as any “act in furtherance of the offense was committed in the
United States.”'?” A trade secret theft involving the electronic transfer (by
any means) of the secret through the United States on its way to another
foreign locale would constitute a violation of the act.'** Further, the EEA
applies to foreign acts of trade secret theft if the defendant is a “natural
person who is a citizen or permanent resident alien of the United States.”'?*
For example, “ifa United States citizen residing abroad steals a Russian trade
secreton behalf of the Chinese government, thatactisin violation of the EEA
even though there is no other connection between the misappropriation
and the United States.”25:126

The territorial reach of the EEA is intentionally broad and includes a
provision that explicitly addresses “conduct outside the U.S.” This provi-
sion rebuts “the general presumption against the extraterritoriality of U.S.
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criminal laws” and makes “it clear that the Act is meant to apply to the spec-
ified conduct occurring beyond U.S. borders.” It is designed to provide the
Justice Department “with broad authority to prosecute international theft
and will prevent willful evasion of liability for trade secret misappropriation
by using the Internet or other means to transfer the trade secretinformation
outside the country.”'?’

Jurisdictional Hooks

The EEA has several jurisdictional hooks. The EEA applies to “conduct oc-
curring outside the United States” if (1) the offender is a citizen or perma-
nent resident alien of the United States, (2) the offender is an organization
organized under the laws of the United States or any state or political sub-
division of the United States, or (3) “an act in furtherance of the offense
was committed in the United States.”'”® The first two standards are easy to
apply, but the third probably will produce diverging opinions of the proper
jurisdictional scope of the EEA. For example, suppose a computer hacker in
France uses IBM’s computer network in New York to break into a company’s
system in Canada. Was an act “in furtherance of the offense” committed in
the United States such that jurisdiction exists?

The jurisdictional puzzle is particularly perplexing because the Internet
is not one computer “superhighway” and there is no centralized storage
location for information, no central control point, and no singular com-
munications channel.'? Rather, the Internet is hundreds of thousands of
computer networks linked together.

Examples of Economic Espionage Activities

When the EEA was signed into law in 1996, predictions varied widely over its
potential impact. Some predicted a flood of new court cases, whereas others
dismissed the event as much ado about nothing. The 8-year history shows
that the pace of criminal prosecutions of intellectual property crimes contin-
ues to build. The cases illustrate that understanding trade secret law in the
United States may be particularly important for foreigners from countries
that do not have such broad criminal laws protecting intellectual property. In
many cases, actions that are regarded merely as aggressive business practice
in their home country may be flatly illegal in the United States.

First Trial under the EEA — Pin Yen Yang and Hwei Chen Yang

Although the legislative history of the statute clearly indicates that the EEA
was created mainly to fight international spies who have shifted their re-
sources toward economic intelligence since the end of the Cold War,'*’
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the first prosecution under the statute demonstrated that federal prosecu-
tors will also be using the EEA for domestic cases involving strictly Ameri-
can interests.'”! David E. Green, the Principal Deputy Chief of the CCIPS
of the Criminal Division of the U.S. DOJ, was the lead prosecutor on the
first EEA case that went to a jury verdict in April 1999, U.S. v. Four Pillars
et al.'??

On September 5, 1997, Dr. Ten Hong Lee, an employee of the Avery
Dennison Corporation in Concord, Ohio, was arrested when an FBI surveil-
lance team captured him rummaging through a colleague’s files, which con-
tained confidential documents. The Yangs wanted to obtain Avery’s trade
secrets from the employee, who worked at Avery Dennison Corporation’s
facility in Concord, Ohio. After his arrest, Lee cooperated with officials to
obtain the indictment of the chairman of Four Pillars, Pin Yen Yang and his
daughter, Hwei Chen Yang, an employee of Four Pillars. Lee had reportedly
received between $150,000 and $160,000 from Four Pillars—Pin Yen Yang for
his involvement in causing the transfer of Avery Dennison Corporation’s
proprietary manufacturing information and research data over an 8-year
period.'” Pin Yen Yang and his daughter, Hwei Chen Yang, were arrested on
September 4, 1997 at Cleveland’s airport as they were about to embark on
a trip to New York.

On October 1, 1997, a federal grand jury returned a twenty-one-count
indictment charging Four Pillars, Pin Yen Yang, and Hwei Chen Yang with
the theft and attempted theft of trade secrets, mail fraud, wire fraud, money
laundering, and receipt of stolen property. Lee pled guilty to one count of
wire fraud.

Mr. Yang, age 70 at the time, was the president of Four Pillars Enterprise
Company, Ltd., of Taiwan. The company manufactures and sells pressure-
sensitive products in Taiwan, Malaysia, the PRC, Singapore, and the United
States.'?" Sally Yang, Mr. Yang’s daughter, a Ph.D. chemist, was believed to
have had a dual citizenship in the United States and Taiwan. Sally Yang was
an officer of the company, which has more than 900 employees and annual
revenues of more than $150 million.

The sting operation was prompted as a result of information given to
Avery Dennison Corporation by a Four Pillars employee who sought em-
ployment with Avery Dennison Corporation. Federal prosecutors estimated
that Avery Dennison Corporation’s research and development costs to de-
velop the information obtained by the Yangs were between $50 million and
$60 million.

The Yangs were originally indicted on twenty-one counts of various
charges. They did not testify at trial, and their attorney argued that Mr. Lee
took Avery Dennison Corporation’s trade secrets on his own and that the
Yangs never ordered him to steal them. To bolster its case that the Yangs
intentionally stole Avery Dennison Corporation’s trade secrets, prosecutors
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played a tape that showed the Yangs clipping confidential markings off pa-
pers they had received from Lee.

By the end of the proceedings, nineteen of the twenty-one charges against
the Yangs were dropped (e.g., the mail and wire fraud charges) 1% However,
the two EEA charges (1832(a) (4) and (5)) remained, and after deliberating
over 3 days for 18 hours, the jury convicted the Yangs on both charges.'*°
Pin Yen Yang was sentenced to 6 months’ home confinementand a $250,000
fine, and Hwei Chen Yang was fined $5,000 and received 1 year’s probation.

Takashi Okamoto and Hiroaki Serizawa

A grand jury in Cleveland, Ohio, returned a four-count indictment against
Takashi Okamoto and Hiroaki Serizawa on May 8, 2001, charging them with
conspiracy to commit the following violations: two counts of violating the
EEA, one count of interstate transportation of stolen property, and making
false statements to the government. These are the first charges setting forth
violations of the EEA in the United States. Serizawa, 39, at the time resided
in Kansas City, Kansas, whereas Okamoto, 40, at the time was believed to
reside in Japan.

The indictment charged that Okamoto, from in or about January 1997 to
on or about July 26, 1999, was employed by the Lerner Research Institute of
the Cleveland Clinic Foundation (CCF) to conduct research into the cause
and potential treatment for Alzheimer’s disease. Serizawa, from on or about
December 16, 1996, was employed by the Kansas University Medical Cen-
ter (KUMC) in Kansas City, Kansas. According to the indictment, Serizawa
was a close friend and peer of Okamoto from the time they met in Boston,
Massachusetts, in the mid-1990s. The first count of the indictment charged
that Okamoto and Serizawa, from January 1998 to September 1999, con-
spired to misappropriate from the CCF certain genetic materials called
dioxyribonucleic acid (DNA) and cell line reagents and constructs, which
were developed by researchers employed by the CCF, with funding provided
by the CCF and the National Institutes of Health, to study the genetic cause
of and possible treatment for Alzheimer’s disease. Alzheimer’s disease af-
fects an estimated 4 million people in the United States alone and is the
most common cause of dementia.

The indictment charged that, as an object of this conspiracy, Okamoto
and Serizawa, and others known to the grand jury, would and did confer
a benefit upon Riken, an instrumentality of the government of Japan, by
providing Riken with the DNA and cell line reagents and constructs that
were misappropriated from the CCF. According to the indictment, the In-
stitute of Physical and Chemical Research (Riken) was a quasipublic corpo-
ration located in Saitama-Ken, Japan, which received more than 94% of its
operational funding from the Ministry of Science and Technology of the
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government of Japan. The Brain Science Institute of Riken was formed in
1997 as a specific initiative of the Ministry of Science and Technology to
conduct research in the area of neuroscience, including research into the
genetic cause of, and possible treatment for, Alzheimer’s disease.

According to the indictment, in or about April 1999, Riken offered and
defendant Okamoto accepted a position as a neuroscience researcher to
begin in the fall of 1999. The indictment charged that from on or about
the late evening hours of July 8, 1999, to on or about the early morning
hours of July 9, 1999, Okamoto and a third co-conspirator known as “Dr. A”
misappropriated DNA and cell line reagents and constructs from Laboratory
164, where Okamoto conducted research at the CCF. Also during this time,
the indictment charged that Okamoto and Dr. A destroyed, sabotaged, and
caused to be destroyed and sabotaged, the DNA and cell line reagents and
constructs that they did not remove from Laboratory 164 at the CCF. The
indictment further charged that, on or about July 10, 1999, Okamoto stored
four boxes containing the stolen DNA and cellline reagents at the Cleveland,
Ohio, home of “Dr. B,” a colleague at the CCF, with whom Okamoto was
residing temporarily. On or about July 12, 1999, Okamoto then retrieved
the boxes of stolen DNA and cell line reagents and constructs from Dr. B’s
home and sent them from Cleveland, Ohio, by private interstate carrier
to defendant Serizawa in Kansas City, Kansas. On or about July 26, 1999,
defendant Okamoto resigned from his research position at the CCF and,
on or about August 3, 1999, started his research position with Riken in
Japan. Okamoto returned to the United States and, on or about August
16, 1999, retrieved the stolen DNA and cell line reagents and constructs
from Serizawa’s laboratory at KUMC, in Kansas City, Kansas. The indictment
charged that, before Okamoto left for Japan, he and Serizawa filled small
laboratory vials with tap water and made meaningless markings on the labels
on the vials; Okamoto instructed Serizawa to provide these worthless vials
to officials at the CCF in the event they came looking for the missing DNA
and cell line reagents. The indictment charged that on or about August 17,
1999, Okamoto departed the United States for Japan and carried with him
the stolen DNA and cell line constructs reagents. The last overt act charged
in the conspiracy was that, in or about September 1999, Serizawa provided
materially false, fictitious, and fraudulent statements in an interview with
special agents of the FBI, who were investigating the theft of the DNA and
cell line reagents from the CCF.

Count two charged that the defendants committed economic espionage
by stealing trade secrets that were property of the CCF, specifically, ten
DNA and cell line reagents developed through the efforts and research
of researchers employed and funded by the CCF and by a grant from the
National Institutes of Health. Count three also charged a violation of the
EEA against Okamoto and Serizawa for, without authorization, altering and
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destroying trade secrets that were the property of CCF, specifically, DNA and
cell line reagents developed through the efforts of researchers employed
by and funded by the CCF and by a grant from the National Institutes of
Health. The last count of the indictment charged Okamoto and Serizawa
with Transporting, Transmitting and Transferring in Interstate and Foreign
Commerce, DNA and cell line reagents developed through the efforts of
researchers employed and funded by the CCF and by a grant from the Na-
tional Institutes of Health, knowing that such goods were stolen, converted,
and taken by fraudulent means.

This case was prosecuted by Robert E. Wallace, Senior Trial Attorney from
the Internal Security Section, Criminal Division, U.S. DOJ, and Christian H.
Stickan, Assistant U.S. Attorney for the Northern District of Ohio. The case
was investigated by the FBI, in Cleveland, Ohio; Kansas City, Kansas; Boston,
Massachusetts; and New York, New York, with the assistance of the U.S.
Attorney’s Office for the District of Kansas.

Harold Worden

Retired Eastman Kodak manager Harold Worden pleaded guilty in 1997 to
selling trade secrets to Kodak officials who were working undercover, posing
as Chinese agents.137 He agreed to pass on Kodak’s formulas, drawings, and
blueprints to undercover agents.'*® Because he agreed to cooperate in a
continuing investigation, he was able to negotiate a plea bargain, which re-
sulted in a l-year prison sentence, including 3 months of home confinement
with a monitoring bracelet, and a fine of $30,000. 139 In sentencing him, U.S.
District Judge Telesca denounced him for disclosing trade secrets to “not just
any foreign national, but China,” a longtime adversary of the United States
with a poor human rights record.'”” The company alleged in its complaint
that Strobl, a current employee, was selling the documents to Worden, who
in turn found third-party buyers. When FBI agents conducted a search of
Worden’s home in Santee, South Carolina, they found nearly 40,000 docu-
ments, many of them related to Kodak trade secrets. Mr. Worden had taken
early retirement from Kodak in 1992 after a 28-year career and opened
a consulting business, Worden Enterprises, Inc. Worden allegedly had re-
cruited about sixty former Kodak employees in order to obtain key docu-
ments containing proprietary trade secrets.'*! While Mr. Worden worked
for Kodak, he was responsible for what was then referred to as the “401
machine,” a piece of Kodak equipment that made film base. The base cre-
ated by the machine was then lined with emulsions according to a formula
that was one of Kodak’s most closely guarded trade secrets, with compa-
rable formula secrets being similarly guarded by competing photography
companies. The characteristics of the formula in question greatly enhanced
color resolution and sensitivity to air exposure, thereby affecting the total
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quality of a photograph’s resolution. The plan to begin work on the “401
machine” was initiated in 1987 by Kodak, and Worden was among the few
people within the company aware of the plans.

Between 1993 and 1995, Mr. Worden acted aggressively to expand his
consulting firm, and, in mid-1995, he confided to a friend that he was suspi-
cious that perhaps Kodak was concerned as to whether he may be selling its
trade secrets.'*? At that time, Worden was unaware that Kodak employees
were posing as representatives of a Chinese company from Shantou, China,
and they asked Mr. Worden to provide information about his consulting
service and his associates. Worden provided this information and later on
July 18, 1995, he met individuals in New York City who claimed to be the
Chinese officials with whom he had been corresponding and had agreed
to have a follow-up meeting. The first meeting lasted for 4.5 hours, during
which Worden discussed considerable confidential and secret information
that related to Kodak’s film processing equipment, especially the secret
“401 machine.” Just 4 days after the meeting, telephone calls were placed to
Mr. Worden at his South Carolina home, to which he responded by sending
a written communication to the alleged Chinese clients detailing the ser-
vices that his firm would provide to build a new film manufacturing plant
in China.

What makes the Worden case even more interesting is that through 1995,
Kodak acted independently. It did not approach federal prosecutors until
after the New York City meeting; subsequently, the FBI secured a search
warrant, which was executed in May 1996, in South Carolina. This is when
the agents took the previously mentioned documents, some of them marked
confidential and some appearing to be copies of blueprints and drawings.

In August 1997, Worden pleaded guilty in the U.S. District Court to sell-
ing Kodak’s trade secrets to competitors, and he received a 1-year prison
sentence. At the sentencing hearing on November 13, 1997, the judge had
some special remarks prepared for Mr. Worden regarding his criminal con-
duct. The remarks were particularly striking in that the judge indicated that
his personal preference was for an upward departure from the Federal Sen-
tencing Guidelines; however, he would accede to the lesser terms of the
plea agreement as long as Worden agreed to completely cooperate with
the investigation that was ongoing regarding damage done to the Kodak
company.

In December 1997, Kodak concluded that putting Mr. Worden behind
bars was not sufficient, and accordingly, the company filed a lawsuit against
3M and one of its Italian subsidiaries, and the Imation Corporation, which
had purchased some of 3M’s film-making secrets and assets during the time
that Worden Enterprises, Inc., was actively selling Kodak trade secrets to
them. When the lawsuit was filed, officials of 3M and Imation refused to
comment on the allegations of federal racketeering laws that had been
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allegedly violated by and through Worden’s company, especially issues re-
garding technology transfer of the development of the “401 machine.”

Kai-Lo Hsu

Kai-LLo Hsu, a Taiwanese national, was a technical director for Taiwan’s Yuen
Foong Paper Company.'* Chester Ho, also a Taiwanese national, was a
biochemist and professor at Taiwan’s National Chiao Tung University. These
two individuals were arrested in June 1997 at the Four Seasons Hotel in
Philadelphia as a result of an FBI sting operation.'**

Hsu was allegedly trying to obtain secret information on how to make
Taxol, a powerful anticancer drug manufactured by Bristol-Myers Squibb
Company that grossed $800 million for Bristol-Myers in 1996, so his com-
pany could expand into pharmaceuticals.'*> One of Hsu’s associates, Jessica
Chou, on June 7, 1995, contacted an undercover FBI agent posing as a
technology broker with the intent of purchasing secret information from a
purportedly corrupt Bristol-Myers scientist. Ms. Chou worked as a mid-level
manager for a Taiwanese company. She met with the “information broker”
anumber of times to discuss acquisition of information concerning the pro-
duction and distribution of Taxol. This ultimately culminated in a meeting
between a higher-ranking manager of the foreign company, a meeting in
which the Taiwanese openly discussed their interest in acquiring the Taxol
technology. Further, when told that it was unlikely that Bristol-Myers would
part with such a valuable commodity freely, the foreign company represen-
tative acknowledged that the firm was ready to bribe employees to acquire
the proprietary information that was needed.

A meeting was arranged in Philadelphiain June 1997, atwhich the govern-
ment contended that representatives of the Taiwanese company attempted
to illegally purchase the Taxol technology. Bristol-Myers had cooperated
with prosecutors by providing real documents to make the sting operation
look authentic. During the meeting, Hsu asked the agent to locate a Bristol-
Myers employee willing to sell information on the anticancer drug. Bristol-
Myers agreed to provide an employee to pose as a corrupt engineer. De-
fendants Hsu and Chester S. Ho, a biochemist and professor at a Taiwan

university, examined scientific documents that contained some of the
trade secrets and discussed the technology with the undercover agent and
“corrupt” employee. Reportedly, about $400,000 in cash, stocks of a Tai-
wanese company, and royalties from the sale of the drug were offered for
the information.'*°

Although the case was brought against foreign nationals, it was brought
under section 1832 of the EEA (the domestic activity section), not section
1831 (the foreign activity section, which targets defendants working on be-
half of a foreign government or instrumentality) . Specifically, the indictment
charged violations of sections 1832(a) (4) (the EEA’s attempt provision) and
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1832(a) (5) (the EEA’s conspiracy provision). The indictment did not allege
that the defendants ever received the secret Taxol information. Hence, the
indictment was attempt and conspiracy based. Hsu was also indicted on six
counts of wire fraud, one count of general conspiracy, two counts of for-
eign and interstate travel to facilitate commercial bribery, and one count of
aiding and abetting.

On March 31, 1999, Hsu pled guilty to one count of conspiring to com-
mit trade secret theft. He was sentenced to 2 years’ probation and fined
$10,000.'7 All other charges against him were dropped. In early 1999, the
government dropped all charges against Chester Ho.'*® Chou, the person
who allegedly sought out the secret Taxol information for Hsu, remains the
subject of a federal arrest warrant.!*” It is believed that she now resides in
Taiwan, but cannot be extradited because Taiwan does not have an extradi-
tion treaty with the United States.

Patrick and Daniel Worthing

On December 7, 1996, the first arrest under the EEA was made in Pittsburgh,
Pennsylvania.'”” Patrick Worthing and his brother, Daniel, were arrested by
FBI agents after agreeing to sell Pittsburgh Plate Glass (PPG) proprietary
information for $1,000 to an FBI undercover agent posing as a represen-
tative of Owens-Corning. Patrick Worthing, a maintenance supervisor in
Pittsburgh-based PPG Industries’ fiberglass research center, contacted the
CEO of Corning Glass, a competitor,151 and offered to sell PPG’s trade
secrets, including computer disks, research, and blueprints. The Corn-
ing Glass executive promptly contacted PPG, which called the FBL'*
An undercover operation was planned in which an agent, posing as a
Corning employee, met with Worthing to exchange money for the trade
secrets.

The government alleged that Worthing solicited Owens-Corning’s CEO
under an assumed name in a letter that stated: “Would it be of any profit to
Owens-Corning to have the inside track on PPG?” The Owens-Corning exec-
utive, in turn, provided the letter to PPG executives, who then contacted the
FBI. Both defendants were charged under 18 U.S.C. Section 1832. Patrick
Worthing admitted to stealing documents, blueprints, photographs, and
product samples from PPG. He pled guilty and was sentenced to 15 months
in jail and 3 years of probation. His brother also pled guilty to conspiracy to
violate the EEA, for which he received 5 years of probation.!”” PPG estimated
that the stolen secrets were worth up to $20 million.

Hai Lin and Kai Xu

Two Chinese nationals working in high-level technical positions at Lucent
Technologies, Inc., in Murray Hill, New Jersey, were charged on May 3, 2001
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with conspiring to steal source code and software associated with an industry-
leading Internet server developed exclusively by Lucent, and to transfer it to
a Chinese state-owned company. The two Chinese nationals — both of whom
were working at Lucent on business visas — and a third co-conspirator, a
naturalized Chinese-American, sought to use the stolen technology to create
the leading data networking company in the PRC — “the Cisco of China.”
Hai Lin, 30 at the time, of Scotch Plains, and Kai Xu, 33 at the time, of
Somerset, New Jersey, were arrested at their homes by special agents of the
FBI. Also arrested was Yong-Qing Cheng, 37 at the time, of East Brunswick,
New Jersey, a naturalized American citizen and vice president of Village
Networks, an optical networking vendor in Eatontown. Cheng was arrested
at Village Networks. Simultaneous to the arrests, the FBI executed search
warrants at the defendants” homes.

In the e-mails, the defendants and representatives of the Chinese-owned
company allegedly planned the theft and transfer of Lucent’s technology
to create a server identical to Lucent’s PathStar Access Server. Both men
were experts in the source code, software, and entire design of Lucent’s
PathStar system — the highly advanced and profitable technology that Lin,
Xu, and Cheng allegedly conspired to steal and transfer out of the United
States.

Each of the defendants was charged with conspiracy to commit wire fraud.
Charged in the same complaint was ComTriad Technologies, Inc., a New
Jersey corporation that was founded in January 2000 by the defendants.
Beginning with a July 2000 trip by Cheng to Beijing, ComTriad started ne-
gotiations for a joint venture with Datang Telecom Technology Company
of Beijing, a company that is majority-owned by the Chinese government.
Subsequent to that trip, according to the complaint, the defendants and rep-
resentatives of Datang exchanged e-mail and visited in China and the United
States to negotiate the joint venture. Ultimately, the Lucent technology —
the PathStar source code and software — was stored in its entirety on a
password-protected web site created by ComTriad and established with a
web hosting company. The source code and software were stored on that
web site — www.comtriad.com. The defendants transferred the data earlier
in 2000 to Datang for use in developing a ComTriad system — the CLX
1000 — that was identical to Lucent’s PathStar Access Server, according to
the complaint.

The Datang-ComTriad joint venture, funded with $1.2 million from
Datang, was named DTNET, and was approved by the Datang board of
directors on or about October 28, 2000, according to intercepted e-mails
described in the complaint. Datang was engaged in the development, man-
ufacture, and sale of telecommunications products in the PRC, including
computer hardware and software to facilitate voice transmissions over the
Internet. The PathStar access system for transmitting voice communications
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over the Internet was recognized as a unique product in the industry, de-
signed to facilitate low-cost voice and data services over the Internet. In the
market for telephony and packet networking integration, the PathStar sys-
tem commanded a 93% share, according to the complaint, and generated
arevenue of approximately $100 million for Lucent in fiscal year 2000. Lin,
Xu, Cheng, and ComTriad planned to go public in a joint venture with
Datang through initial public offerings of stock in the United States and
China.

Following their arrests, bail was set by U.S. Magistrate Judge Stanley R.
Chesler in the amount of $900,000 (actually requiring the equivalent of
$1.8 million in real estate equity). Cheng was released under a court ruling
requiring only a $900,000 bail to be secured in full by real estate equity.
Xu was released after posting a $900,000 bond secured by approximately
$680,000 in real estate equity and the posting of $12,000 from one individual
in a court escrow account. Also, as a further condition, Xu, his wife, and
three others were to cosign and personally guarantee the $900,000 bond.
Lin also had bail set at $900,000, to be secured by approximately $400,000
in real estate equity and two individuals posting $50,000 in a court escrow
account. Lin, his wife, and two others would also be required to cosign and
guarantee the $900,000 bond. Magistrate Judge Chesler further conditioned
the release of each defendant on house arrest with electronic monitoring;
confinement to the residence except, with prior approval of Pretrial Services,
meetings with counsel or court appearances; the signing of an irrevocable
waiver of extradition; and the surrender of passports by the defendants and
their wives.

Several more criminal charges have been leveled against the two former
Lucent employees for allegedly stealing the New Jersey company’s trade se-
crets and turning them over to a Chinese company, according to the U.S.
Attorney’s Office in Newark. United States v. Lin et al., No. 01-CR-00365, super-
seding indictment was issued on April 11, 2002. The superseding indictment
filed in U.S. District Court for the District of New Jersey further details the
alleged plan by Lin and Xu to steal the software and hardware for Lucent’s
PathStar Access Server. According to the prosecutors in this case, Lin and Xu
were originally indicted for the trade secret theft on May 31, 2001. The new
indictment alleges that Lin and Xu formed ComTraid Technologies, Inc., in
New Jersey to market a product based on the stolen PathStar data. According
to prosecutors, the indictment alleges that Lin and Xu demonstrated their
new CLX-1000 product to a representative of Beijing-based Datang Telecom
Technology Company in July 2000, and that the Chinese company gave the
two defendants $500,000 to begin a joint marketing venture. Later, accord-
ing to prosecutors, Lin and Xu tried to conceal their interest in ComTriad
and the CLX-1000 to hide their former Lucent employment and relation-
ship to the PathStar program. According to the new indictment, victims
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of the theft include companies that had licensed software to Lucent that
was used in the PathStar program and was allegedly incorporated into the
CLX-1000."*

Federal prosecutors identified those companies as Telnetworks, a sub-
sidiary of Next Level Communications in Rohnert Park, California; Net-
Plane Systems, Inc., a subsidiary of Dedham, Massachusetts-based Mind-
speed Technologies, Inc.; Hughes Software Systems Ltd., a subsidiary of
Hughes Network Systems, Inc., of Gurgaon, India; and Zia Tech Corp., a
subsidiary of California-based Intel Corp.135

Mylene Chan

An employee of the SEC was forced to resign after it was discovered that
she had sent sensitive data on American computer companies to China,
according to U.S. officials.'”® Mylene Chan, a computer and online service
analyst with the SEC for 10 months, left the commission in July 2002 af-
ter co-workers discovered she had compromised sensitive information by
sending it to Shanghai. A co-worker in the computer office discovered that
database files had been corrupted and that several e-mails to Miss Chan
from China were discovered in a computer after she had used the database
service. The case was covered up by the SEC and never reported to the FBI.
Numerous U.S. companies whose proprietary information was handled by
Miss Chan also were never informed that their information may have been
compromised.'”’

Within the commission, a CTR is a confidential treatment request, secret
reports provided by U.S. companies to the SEC that contain proprietary
and other sensitive information that companies do not want disclosed to
the public or to competitors. The confidential information contained in
the reports includes financial data and other information about a public
company’s financial status and operations. According to SEC documents,
the number of CTRs handled by the commission grew from about 540 in
1992 to more than 1,000 in 1996. The disclosure that the SEC shared sen-
sitive corporate data with China is the latest problem for the commission
that is charged with monitoring the securities industry. Several of the com-
panies whose data were compromised are engaged in security-related work
and are contractors for U.S. defense and intelligence agencies. The CTRs
that Miss Chan handled during her employment included sensitive data
from Acclaim Entertainment, which makes video game software for Sony,
Nintendo, and Sega, and Interplay Entertainment, another major gaming
software producer. Miss Chan also had access to security-related companies,
including Verint Systems, which produces analytic software “for communi-
cations interception, digital video security and surveillance, and enterprise
business intelligence,” according to the Verint web site. She also had access
to data from Citadel Security Software, which produces “security and privacy
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software” for computer networks, and Ion Networks, another computer se-
curity firm that does business with the government.'%%:1%

Fei Ye and Ming Zhong

Two California men with ties to the PRC have been indicted for economic
espionage by a San Jose, California, federal grand jury. The grand jury in
Silicon Valley on December 4, 2002 indicted Fei Ye, 36 at the time, of Cuper-
tino, and Ming Zhong, 35 at the time, of San Jose, California, for allegedly
conspiring to steal computer chip trade secrets from Sun Microsystems,
NEC Electronics, Trident Microsystems, and Transmeta.'*’ Fei Ye and Ming
Zhong were arrested November 23, 2001, at the San Francisco Airport while
allegedly trying to smuggle trade secrets from Transmeta Corporation and
Sun Microsystems in their luggage. Both men had worked for Transmeta and
Trident Microsystems, and Ye had also worked at Sun and NEC Electronics
Corporation. More trade secrets belonging to Sun, NEC, and Trident were al-
legedly found at Ye’s home. Zhong also had trade secrets from Trident in his
Transmeta office and residence, according to the indictment. Ye and Zhong
were on their way to China, where the indictmentalleged they were planning
to use the stolen documents from the Silicon Valley companies to produce
and sell microprocessors for Supervision Ltd., aka Hangzhou Zhongtian
Microsystems Company Ltd., or Zhongtian Microsystems Corporation.

The indictment charges the thefts would benefit China’s government be-
cause Supervision was involved in a joint venture to raise China’s ability to
develop superintegrated computer circuits and was working with the city of
Hangzhou and Zejinang University, both instrumentalities of China, and was
seeking funding from a Chinese government program. There is no allega-
tion against China in the indictment. The counts against Ye and Zhong were
one count of conspiracy in violation of 18 U.S.C. Sections 371, 1831(a) (5),
and 1832 (a) (5); two counts of economic espionage in violation of 18 U.S.C.
Section 1831(a) (3); two counts of foreign transportation of stolen prop-
erty in violation of 18 U.S.C. Section 2314; and five counts of possession of
stolen trade secrets in violation of 18 U.S.C. Section 1832(A) (3). The con-
spiracy and economic espionage counts carry the same maximum penalties,
15 years, and a fine of $500,000 (or twice the gross gain or loss, whichever
is greatest) plus restitution where appropriate. The counts for possession of
stolen trade secrets and foreign transportation of stolen property both carry
maximum 10-year sentences and a fine of $250,000 (or twice the gross gain
or loss, whichever is greater) plus restitution where appropriate.'®!

Igor Serebryany

A University of Chicago student was charged under federal EEA with dis-
tributing hundreds of secret documents over the Internet that could help
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television owners steal signals from a leading satellite TV provider. Igor
Serebryany, 19 at the time, lived in Los Angeles.

Serebryany was accused of stealing blueprints of DirecTV, Inc.’s latest
“P4 access card” technology, a device that prevents free access to digital
television signals by the company’s 11 million subscribers. The information
on the design and architecture of the technology, which cost the company
about $25 million to develop, allegedly was distributed by Serebryany to
several Internet sites that cater to hackers. However, apparently no hackers
were able to crack the code of the technology.'®

Serebryany came across the information while working with his uncle,
who was employed by a document-copying service, according to court doc-
uments. That firm in turn was hired by Jones Day — one of the nation’s
top law firms — which represented DirecTV in a civil dispute over what
it claimed was misappropriation of company secrets. In September 2002,
DirecTV sued NDS in federal court alleging fraud, breach of contract, and
misappropriation of trade secrets. DirecTV at one point had contracted with
NDS forits “smart” card technology, but has since moved its encryption tech-
nology in-house. According to court documents, DirecTV delivered about
twenty-seven boxes of confidential material related to the case to the Jones
Day law firm in August 2002. To help its lawyers manage all the documents,
Jones Day hired an outsourcing firm, Uniscribe Professional Services of Nor-
walk, Connecticut, a company founded in 1998 that does imaging work for
law firms, accounting firms, investment banks, universities, and museums.
Because the documents were so sensitive, Uniscribe set up a special imaging
center at the law firm’s offices to which only a few people had access. One
of those, according to court documents, was Michael Peker, Serebryany’s
uncle and a Uniscribe employee. Without the law firm’s approval, Peker
brought in his nephew and paid him to help with the workload after the
firm ordered that the pace be increased, according to court documents.'%

Serebryany, who was born in Ukraine, was released in January 2003 by a
federal judge on a $100,000 bond put up by his parents. He was ordered
not to use the Internet, but was given some e-mail access so he could keep
up with his studies. It was not known what Serebryany is studying, although
he has done work as a computer technician on the University of Chicago’s
Internet Project. The allegations against him carry penalties of up to 10 years
in prison and a $250,000 fine.

Kenneth Branch and William Erskine

Federal officials in Los Angeles on June 25, 2003 charged two former Boeing
Company managers with conspiring to steal Lockheed Martin trade secrets
concerning a multibillion-dollar rocket program for the U.S. Air Force. In
a criminal complaint filed on June 25 in U.S. District Court in Los Angeles,
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Kenneth Branch and William Erskine were each charged with conspiracy,
theft of trade secrets, and violating the Procurement Integrity Act. Branch,
64 at the time, and Erskine, 43 at the time, both residents of Cape Canaveral,
Florida, are former managers of Boeing Company’s Evolved Expendible
Launch Vehicle (EELV) program, which was based in Huntington Beach,
California, and had facilities in Cape Canaveral. The EELV is arocketlaunch
vehicle system, such as the Atlas or Delta rocket system, which is used for
the transportation of commercial satellites into space. EELVs are also used
to launch government satellites into space. Branch was a Lockheed Martin
EELV engineer who in 1996 was recruited by Erskine, a Boeing Company
EELV engineer, to bring proprietary Lockheed Martin EELV documents to
Boeing Company. In exchange for the proprietary Lockheed Martin doc-
uments, Branch would receive employment at Boeing Company as well as
a higher salary. Branch left Lockheed Martin in January 1997 and began
working at Boeing Company on Boeing Company’s EELV project.

In 1997, the Air Force announced that it wanted to procure EELV ser-
vices from both Boeing Company and Lockheed Martin, and that it wanted
both aerospace companies to invest their own money in the EELV program
because there was a potential for substantial profits to be made by using
EELVs to launch private communication satellites. The Air Force agreed
to provide both Boeing Company and Lockheed Martin $500 million each
for development costs associated with their respective EELV programs, and
both Boeing Company and Lockheed Martin agreed to pay any additional
development costs.

On July 20, 1998, Boeing Company and Lockheed Martin submitted bids
for twenty-eight EELV contracts being awarded by the Air Force. The total
value of the contracts was approximately $2 billion. On October 16, 1998,
based largely on price and risk assessment, Boeing was awarded nineteen
out of the twenty-eight contracts, and Lockheed Martin received the other
nine EELV contracts.

In mid-June 1999, according to the affidavit, Erskine told another Boeing
Company employee that “he had hired defendant Branch because defen-
dant Branch, while still working at Lockheed Martin, came to defendant
Erskine with an ‘under-the-table’ offer to hand over the entire Lockheed
Martin EELV proposal presentation to aid in Erskine’s proposal work in ex-
change for a position at Boeing if Boeing Company won the United Sates
Air Force EELV contract award.”

Later in June 1999, a Boeing Company attorney assigned to inter-
view Branch and Erskine regarding allegations that they possessed propri-
etary Lockheed Martin documents conducted a search of Erskine’s and
Branch’s offices and, according to the affidavit, found a variety of documents
marked “Lockheed Martin Proprietary/Competition Sensitive” in their of-
fices. In early August 1999, Branch and Erskine were terminated by Boeing



154 ECONOMIC ESPIONAGE AND INDUSTRIAL SPYING

Company. Air Force personnel familiar with the EELV competitive-bidding
process examined the Lockheed Martin documents recovered from
Branch’s and Erskine’s workspaces at Boeing Company. The investigation
determined that 141 documents, consisting of more than 3,800 pages,
which appeared to belong to Lockheed Martin, were recovered from the
workspaces of Branch and Erskine in June 1999; thirty-six of the documents
were labeled “Lockheed Martin Proprietary or Competition Sensitive”; six-
teen of the documents appeared to be related to the manufacturing cost of
Lockheed Martin’s EELV and, in the opinion of the U.S. Air Force EELV
staff, possession of these proprietary documents by a competitor could have
had a “medium” or moderate chance of affecting the outcome of a com-
petitive bid; and seven of the documents appeared to be related to the
manufacturing costs of the Lockheed Martin EELV and, in the opinion of
the U.S. Air Force EELV staff, possession of these proprietary documents
by a competitor could have had a “high” or significant chance of affecting
the outcome of a competitive bid. The U.S. Air Force EELV analysts deter-
mined that, had they known that Boeing Company EELV personnel had
possession of proprietary Lockheed Martin EELV documents in 1997, they
would have immediately suspended the competition and conducted a thor-
ough investigation into whether the procurement competition should be
terminated.

If convicted of all three counts in the complaint, both Branch and Erskine
face a maximum possible penalty of 15 years in federal prison and fines of
up to $850,000. The charges against Branch and Erskine are the result of
an investigation conducted by the Defense Criminal Investigative Service.

Robert R. Keppel

John McKay, U.S. Attorney for the Western District of Washington, and
Charles Mandigo, Special Agent in Charge, FBI, announced that former
Vancouver, Washington, resident Robert R. Keppel entered a guilty plea on
August 23, 2002 to theft of trade secrets, in violation of Title 18, United
States Code, Section 1832(a) (2).

Beginning sometime in January 2001, Robert R. Keppel began to pur-
chase, from an individual in Pakistan, actual copies of the Microsoft MCSE
and MCSD exams and answers, which that individual obtained by pho-
tographing and/or videotaping the actual tests at a site in Pakistan. Between
July 2000 and October 17, 2001, Robert R. Keppel marketed numerous
copies of MCSE and MCSD exams and answers via his web site, www.cheet-
sheets.com, selling them to persons throughout the United States, including
persons residing in the Western District of Washington.

Microsoft Corporation has certification programs for network engineers,
called Microsoft Certified Systems Engineer (MCSE) and Microsoft Certified
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Solution Developer (MCSD), which involve passing approximately twenty-
eight exams that test expertise in different Microsoft (MS) software areas.
Many of these areas include MS operating systems, databases, and network-
ing issues. MS has this certification program so that when a third-party user
of their software hires an individual who is certified as a MCSE or MCSD,
that individual will have a known level of expertise in order to properly ad-
minister the MS system. The MCSE and MCSD certifications are difficult to
acquire, but once an individual has the certification, that individual is highly
marketable to companies that use MS products, and just having the MCSE
or MCSD certification usually raises salaries substantially. These exams are
administered on Microsoft’s behalf worldwide.

When the tests are administered, there are two separate “banner” pages
that the test taker encounters before the test starts. These “banner” pages
require the test taker to agree to certain terms regarding the test mate-
rial, including an agreement not to copy or release the test material. By
the terms of its contracts with the testing sites, MS does not allow the
test material outside the testing locations for any reason. Consequently,
the sale and distribution of Keppel’s “cheat sheets” violated MS copyright
and constituted a conversion of MS proprietary information for personal
gain. MS’s development costs for each test are approximately $100,000.
In addition, when companies hire people who have obtained MCSE and
MCSD certificates by cheating, but who, in fact, cannot install and main-
tain the systems correctly because they have neither experience nor exper-
tise in the MS products commensurate with the certificates, those compa-
nies tend to blame the MS product and become reluctant to buy further
products.

U.S. Bankcorp bank records reflect that there were three bank accounts
and one credit card listed for Robert Keppel and Keen Interactive, including
apersonal checking accountand a money market account, both in the name
of Robert R. Keppel and a merchant account listed in the name of Keen
Interactive. The U.S. Bank records reflect that among the Internet billing
companies thatwere disbursing fundsinto the merchantaccountwasNova, a
company that does billing for Visa and MasterCard. Nova records reflect that
an accountwas opened by Robert R. Keppel, as owner of Keen Interactive, on
or about July 6, 2000. Since the Nova accountwas opened, there was a total of
approximately $756,633.03 deposited into the merchant account. All those
funds constitute proceeds from the sale of MCSE and MCSD exams and
answers, as well as other exams that were proprietary information belonging
to Microsoft Corporation, Cisco, and other businesses, in violation of Title
18, United States Code, Section 1832(a)(2), and Section 2. In addition,
during the time period covered by the Information, Robert R. Keppel caused
numerous transfers of monies from the merchant bank account to Keppel’s
personal checking account and savings (money market) account. In total,
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Keppel transferred $200,200 to his personal checking account and $167,000
to his money market account.

The U.S. Bank documents also reveal that, on September 14, 2001,
Keppel opened a new merchant account number in the name of Cheet
Sheets. The ensuing deposits into this account were from credit card re-
ceipts constituting proceeds from the sale of MCSE and MCSD exams and
answers, as well as other exams that were proprietary information belonging
to Microsoft Corporation, Cisco, and other businesses, in violation of Title
18, United States Code, Section 1832(a) (2), and Section 2.

On February 26,2001, Keppel wrote a check number drawn on his money
market account, to Lexus of Portland, in the amount of $38,703.40, for a
new, white Lexus RX300. This vehicle was purchased with proceeds from
Keppel’s sale of trade secrets, in violation of Title 18, United States Code,
Section 1832(a) (2) and Section 2.

On or about July 27, 2001, Keppel caused a wire transfer in the amount
of $112,000, to be made from his U.S. Bank money market account to the
credit of Premier Financial Services, in payment for a 1997 Ferrari 355
Spider. This vehicle was purchased with proceeds from Keppel’s sale of trade
secrets, in violation of Title 18, United States Code, Section 1832(a) (2) and
Section 2.

As part of his plea agreementwith the United States, Robert R. Keppel has
agreed to forfeit his interest in the 2001 Lexus RX300 and the 1997 Ferrari
355 Spider referenced previously, and more than $56,000 seized from the
various bank accounts referenced previously.

Jiangyu Zhu and Kayoko Kimbara

U.S. Attorney Michael J. Sullivan and Charles S. Prouty, Special Agent in
Charge of the FBIin New England, announced on June 16, 2002 that Jiangyu
Zhu, a/k/a “Jiang Yu Zhu,” age 30 at the time, and Kayoko Kimbara, age 32 at
the time, both residents of San Diego, California, were charged in a criminal
complaint with conspiracy, theft of trade secrets, and interstate transporta-
tion of stolen property. The charges arose out of the alleged theft of cer-
tain trade secrets belonging to Harvard Medical School, including reagents
made and used by Harvard Medical School to develop new immunosup-
pressive drugs to control organ rejection and also to study the genes that
regulate calcineurin, an important signaling enzyme in the heart, brain, and
immune systems. It is alleged that Zhu and Kimbara stole the trade secrets
and then transported them from Boston, Massachusetts to San Antonio,
Texas.

It is alleged that, on or about February 27, 1997 until on or about
December 31, 1999, Zhu was employed as a research fellow in the Harvard
laboratory, and that, on or about October 1, 1998 until on or about
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December 31, 1999, Kimbara was also employed as a research fellow in
the Harvard laboratory. According to the affidavit filed in support of the
complaint, Zhu and Kimbara were working in Harvard Medical School’s
Department of Cell Biology (Harvard) as postdoctoral research fellows on a
research project in a lab under the direction of a professor of cell biology at
Harvard. The complaint alleged that using information, reagents, and tech-
nology developed by the Harvard professor and working under his direction,
Zhu and Kimbara were involved in screening drugs, genes, and proteins to
find new agents that would block calcineurin, an immune cell constituent
that when activated can cause organ transplant rejection. Further research
and analyses by Zhu and Kimbara from February 1999 through September
1999 showed that in addition to binding tightly to calcineurin, the two genes
blocked the activity of calcineurin. These findings offered a potential means
of treating a number of diseases affecting the immune, cardiovascular, and
nervous systems and, therefore, had significant commercial potential. It is
alleged that Zhu and Kimbara each signed a Participation Agreement upon
coming to Harvard in which they agreed that all rights to any invention or
discovery conceived or first reduced to practice as part of, or related to,
their university activities were assigned to Harvard, and that their obliga-
tions would continue after the termination of their Harvard employment.
Researchers in the laboratory funded in part by the National Institutes of
Health and the American Cancer Society, used information, technology, and
chemical reagents previously developed by the Harvard professor to screen
drugs, proteins, and genes in an effort to determine those drugs that might
control organ rejection, and those genes that might control calcineurin.
The lab was kept locked and considered secure.

According to the complaint, by January or February 1999, Zhu and
Kimbara began working from approximately 11:00 p.m. to approximately
9:00 A.m., thus enabling them to work without direct supervision from the
Harvard professor and to conceal their activities from him. It is alleged that
over time, the Harvard professor was able to determine that Kimbara was
doing work that she was not sharing with him. It is alleged that, although
Zhu and Kimbara reported the discovery of four genes as a result of the
genetic screenings performed by them in the Harvard professor’s lab, that,
between February 1999 and August 1999, atleast seven additional genes had
been derived from preliminary genetic screenings performed by Zhu and
Kimbara. On October 22, 1999, Harvard filed a provisional patent on the two
genes and their products. It is alleged that, despite their legal and contrac-
tual obligations, Zhu and Kimbara took and conspired to take proprietary
and highly marketable scientific information, belonging to Harvard, with
them to Texas, with the intention of profiting from such information by
collaborating with a Japanese company in the creation and sale of related
and derivative products or otherwise capitalizing on the information.
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It is alleged that beginning no later than December 27, 1999 to on or
about January 1, 2000, Zhu and Kimbara removed, without permission or
authorization, at least twenty cartons, including some Styrofoam containers
commonly used to ship perishable biological materials, from the Harvard
professor’s laboratory in the very early morning hours or at night. It is al-
leged that between approximately December 22, 1999 and January 1, 2000,
Zhu and Kimbara made arrangements to ship more than thirty boxes of bi-
ologicals, books, and documents to the University of Texas, unbeknownst to
Harvard or the Harvard professor and without permission or authorization.
Itis alleged that beginning on approximately January 3, 2000, other Harvard
laboratory personnel observed that significant amounts of biological mate-
rial, equipment, and scientific documentation were missing from the lab.

It is alleged that on approximately January 11, 2000, Zhu and Kimbara
met with officials from Harvard, including the Harvard professor. During
that meeting, Zhu and Kimbara denied removing reagents, materials, and
primary data from the lab and also denied hiding the results of work con-
ducted while they worked in the lab. Zhu and Kimbara announced they
were resigning their positions at Harvard and relocating to other research
positions. They further stated that they had turned over all the primary data
for the research they conducted, and they denied that they took anything
from the laboratory other than personal belongings.

According to the complaint, in approximately June 2000, a significant
percentage of the materials taken from Harvard by Zhu and Kimbara were
recovered from their workspace at the University of Texas. However, many
of the materials allegedly taken by Zhu and Kimbara from the Harvard
professor’s laboratory have not yet been recovered.

On December 13, 1999, Zhu received an offer of employment from the
Institute of Biotechnology at the University of Texas, San Antonio (Univer-
sity of Texas). Itis alleged that the day after receiving the offer, and while still
employed at Harvard, Zhu sent an e-mail to a biochemical company in Japan
in which he stated his intent to collaborate with another researcher after he
left Boston to commercialize the antibodies suggested by the research done
in the Harvard laboratory. It is alleged that Zhu sent three new genes to
Japan for the purpose of the Japanese biochemical company making anti-
bodies against them, without the knowledge or authorization of the Harvard
professor and in direct violation of the Participation Agreement signed by
both Zhu and Kimbara. It is alleged that the Japanese company did in fact
produce antibodies against two of the genes and shipped these antibodies
to Zhu at the University of Texas between February and May 2000.

Zhu accepted the position with the University of Texas, both to run his
own lab and to teach. Kimbara was also hired to work in the University of
Texas laboratory.
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Tse Thow Sun

The U.S. Attorney’s Office for the Northern District of California announced
that Tse Thow Sun pled guilty on April 9, 2003 to theft of trade secrets.
Mr. Sun, 32 at the time, a citizen of Singapore, was indicted by a federal
grand jury on April 9, 2002. He was charged with theft of trade secrets, in
violation of 18 U.S.C. Section 1832(a) (3); attempted theft of trade secrets,
in violation of 18 U.S.C. Section 1832(a) (4); and interstate transportation
of stolen goods, in violation of 18 U.S.C. Section 2314. Under the plea
agreement, Mr. Sun pled guilty to theft of trade secrets.

In pleading guilty, Mr. Sun admitted thatin early 2002, he was employed as
an IT specialist with Online Interpreters in Chicago, Illinois. The company
was in the business of providing real-time translation services over the phone
for a variety of clients who had non-English-speaking customers. Mr. Sun
admitted that in March 2002, he approached the president of a competing
business located in Northern California with an offer to sell confidential
information about Online Interpreters. Mr. Sun demanded $3 million for
the information. Ata meeting on March 29, 2002, Mr. Sun delivered a laptop
computer and a hard drive that contained trade secrets and confidential
propriety information about Online to the competitor. Mr. Sun admitted
that he stole this information from his employer.

John Berenson Morris

Colm F. Connolly, U.S. Attorney for the District of Delaware, announced
that John Berenson Morris of Mt. Kisco, New York, entered a guilty plea
to one count of attempting to steal and transmit trade secret information
belonging to Brookwood Companies, Inc., a textile company based in New
York, New York. Morris was prosecuted under the EEA, which makes the
theft of trade secrets a federal criminal offense. He faces up to 10 years’
imprisonment and a fine of up to $250,000 on this charge.

During July and August 2002, Morris attempted to sell Brookwood’s
proprietary pricing information to one of its competitors, Newark-based
W.L. Gore & Associates, Inc. This pricing information related to a then-
outstanding multimillion-dollar U.S. DoD solicitation for bid for the pro-
duction of certain military fabric products. From July 26, 2002 to August 5,
2002, Morris placed a series of phone calls to a man he believed to be a
Gore employee, in which Morris offered to sell Brookwood’s trade secrets
for $100,000. What Morris did not know at the time, however, was that this
man was actually an undercover DoD agent. The phone calls culminated
in a meeting at a rest stop on the New Jersey Turnpike on August 5, 2002,
where Morris was arrested.
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W.L. Gore contacted federal law enforcement shortly after Morris placed
his first phone call to Gore to propose the illegal sale of information. This
action enabled law enforcement to arrange for the undercover special agent
to receive and respond to Morris’ subsequent overtures.

The case was investigated by agents with the DoD, Office of the Assistant
Inspector General for Investigations, Defense Criminal Investigative Service.
The case was prosecuted by Assistant U.S. Attorney Keith M. Rosen.

Mikahel K. Chang and Daniel Park

The U.S. Attorney’s Office for the Northern District of California announced
that Mikahel K. Chang pled guilty on December 4, 2001 to theft of a trade
secret and criminal forfeitures. Also, Daniel Park pled guilty to aiding and
abetting criminal copyright infringement.

Mr. Chang, 32 at the time, and Mr. Park, 33 at the time, both of San
Jose, California, were indicted by a federal grand jury on June 14, 2000.
Both defendants were charged with one count of theft of a trade secret in
violation of Title 18, United States Code, Sections 1832(a) (1) and (a) (3).
Mr. Chang was charged with two counts of criminal forfeiture pursuant to
Title 18, United States Code, Sections 1834 (a) (1) and (a) (2). Mr. Park was
charged with one count of criminal forfeiture pursuant to Title 18, United
States Code, Section 1834 (a) (2).

Under the plea agreements, Mr. Chang pled guilty to all three counts
and Mr. Park pled guilty to a superseding information charging the criminal
copyright infringement violation. In pleading guilty, Mr. Chang admitted to
having received, possessed, and without authorization appropriated stolen
trade secret information belonging to Mr. Chang’s former employer, Semi
Supply, Inc., of Livermore, California, knowing such information to have
been stolen, obtained, and converted without authorization. Specifically,
Mr. Chang admitted to having received, possessed, and appropriated without
authorization customer and order information in databases relating to Semi
Supply’s sales.

In pleading guilty, Mr. Park admitted to having aided and abetted the
willful infringement of a copyright for purposes of commercial advantage
and private financial gain. Mr. Park admitted to having aided and abetted
the willful infringement of a copyright by accessing a FoxPro database pro-
gram, which he knew had been copied without authorization and which had
been infringed for the purposes of commercial advantage and private finan-
cial gain. Specifically, Mr. Park admitted that the FoxPro database program
was used to access the stolen trade secret information belonging to Semi
Supply.

The maximum statutory penalty for a violation of the theft of trade se-
crets statute is 10 years’ imprisonment, and a fine of $250,000 or twice the
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gross gain or twice the gross loss (whichever is greatest), plus restitution if
appropriate. However, the actual sentence will be dictated by the Federal
Sentencing Guidelines, which take into account a number of factors, and
will be imposed at the discretion of the court.

The prosecution was the result of an investigation by agents of the High
Tech Squad of the FBI, which was overseen by the Computer Hacking and
Intellectual Property (CHIP) Unit of the U.S. Attorney’s Office.

Xingkun Wu

On July 31, 2001, Special Agent in Charge Peter J. Ahearn, Buffalo Division,
FBI, announced the filing of a federal criminal complaint and the issuance
of a federal arrest warrant against Mr. Xingkun Wu, age 40 at the time, of
Los Angeles, California. The complaint and arrest warrant were the result
of an investigation conducted by FBI Special Agents assigned to the Elmira,
New York, Resident Agency, with the assistance of the New York State Police,
the FBI’s Los Angeles Division, and Corning Incorporated.

The Criminal Complaint, which was issued on July 30, 2001, charged Wu,
a former employee of Corning Incorporated, with violations of Title 18,
United States Code, Section 1832, which pertains to theft of trade secrets.
The Criminal Complaint alleged that on or about March 10, 2000, and
May 4, 2000, in the Western District of New York, Wu knowingly attempted
to convert a trade secret to the economic benefit of someone other than
its owner (Corning Incorporated), knowing that the offense would injure
Corning Incorporated as the owner of the trade secret. Investigation by the
Los Angeles Division of the FBI has developed information that Wu may
have returned to his native country, China.

Junsheng Wang and Bell Imaging Technology Corporation

The U.S. Attorney’s Office for the Northern District of California announced
that Junsheng Wang and Bell Imaging Technology Corporation pled guilty
on April 26, 2001 to theft and copying of the trade secrets of Acuson
Corporation.

Mr. Wang, age 53 at the time, of Fremont, and Bell Imaging Technology
Corporation, a California corporation based in Fremont, were charged in
a criminal information filed in federal court on April 19, 2001. Mr. Wang
was charged with theft of trade secrets in violation of Title 18, United States
Code, Section 1832(a) (1), and Bell Imaging Technology Corporation was
charged with copying of trade secrets in violation of Title 18, United States
Code, Section 1832(a) (2). A related company, Belson Imaging Technology
Company Limited, a joint venture based in the PRC, was also charged in the
information with copying trade secrets, and that charge remains pending.
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In pleading guilty, Mr. Wang and Bell Imaging Technology Corporation
admitted that prior to August 24, 2000, Mr. Wang took without authorization
and copied for Bell Imaging Technology Corporation a document provid-
ing the architecture for the Sequoia ultrasound machine that contained the
trade secrets of Acuson Corporation. According to Mr. Wang’s plea agree-
ment, he had been able to obtain access to the Acuson trade secret materials
because his wife was employed as an engineer at that company and because
she had brought that documentinto their home. After Mr. Wang had copied
the document, he took it with him in the year 2000 on business trips to the
PRC for Bell Imaging Technology Corporation. According to Bell Imaging
Technology Corporation’s plea agreement, it is a California corporation in-
volved in the manufacture and distribution of ultrasound transducers, and
has been a partner with Henson Medical Imaging Company, a Chinese com-
pany, in Belson Imaging Technology Company Limited, the final defendant
in this case. Mr. Wang was arrested carrying the Acuson trade secret doc-
uments at San Francisco International Airport as he was about to board a
flight for Shanghai, PRC, in August 2000.

The prosecutions were the result of an investigation by agents of the FBI
with cooperation from agents of the U.S. Customs Service.

Fausto Estrada

A five-count complaint unsealed on March 21, 2001 in Manhattan federal
court charged Fausto Estrada with theft of trade secrets, mail fraud, and
interstate transportation of stolen property. According to the complaint,
Estradawas a contract food services employee working at MasterCard’s head-
quarters in Purchase, New York. The complaint charged that in February
2001, Estrada, using the alias “Cagliostro,” mailed a package of information
he had stolen from MasterCard to Visa’s offices located in California. Estrada
allegedly offered to sell to Visa sensitive and proprietary information that he
had stolen from MasterCard’s headquarters and allegedly offered to record
high-level meetings within MasterCard if Visa paid Estrada and provided
him with recording equipment. According to the complaint, among the
items Estrada offered to sell to Visa was a business alliance proposal valued
in excess of $1 billion between MasterCard and a large U.S. entertainment
corporation.

As part of a sting operation conducted by the FBI’s Computer Intrusion
and Intellectual Property Squad, an FBI agent posed as a Visa representative
and negotiated for the purchase of the MasterCard documents in Estrada’s
possession. These negotiations culminated in a covert meeting at which an
undercover FBI agent met with Estrada in a hotel room to exchange money
for the stolen proprietary documents.
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Peter Morch

The U.S. Attorney’s Office for the Northern District of California announced
that Peter Morch, a resident of San Francisco and a citizen of Canada and
Denmark, was arrested on March 21, 2000 pursuant to a criminal complaint
charging him with theft of trade secrets in violation of Title 18, United States
Code, Section 1832.

According to an affidavit filed in support of the criminal complaint,
Mr. Morch resigned from his position as a software engineer at Cisco Systems
in Petaluma, California. While at Cisco, Mr. Morch was a team leader for a
research and development project pertaining to voice-over and optical net-
working. The day before his final date of employment at Cisco, Mr. Morch
was alleged to have burned onto CDs numerous proprietary documents, in-
cluding but not limited to Cisco projectideas, general descriptions, require-
ments, specifications, limitations of design, and procedures to overcome the
design difficulties for a voice-over and optical networking software product.
Shortly after, Mr. Morch started working at Calix Networks, a potential com-
petitor with Cisco.

Steven Craig Hallstead and Brian Russell Pringle

Two California men, Steven Craig Hallstead, 29 at the time, and Brian Rus-
sell Pringle, 34 at the time, were sentenced to prison terms on December 4,
1998 in federal court in Sherman, Texas, for attempting to sell trade secrets
that belonged to the Intel Corporation. The two pled guilty to attempting
to sell several prototype computer central processing units (CPUs) that be-
longed to the Intel Corporation, to the Cyrix Corporation, a competitor of
Intel. The men were convicted under the EEA. According to prosecutors,
approximately five of the prototype CPUs, known at Intel as “Slot II” CPUs,
were stolen in a burglary in California in April 1998. The Slot II CPUs, which
contained various trade secrets, were in the prototype stage and were not
scheduled to be released on the public market until June of that year. In
May 1998, Hallstead, identifying himself on the telephone only as “Steve,”
contacted a representative of the Cyrix Corporation in Richardson, Texas,
offering to sell the Slot IT CPUs to Cyrix. Hallstead told the officials at Cyrix
that the CPUs were being developed by Intel and that they would be valuable
to Cyrix. Cyrix immediately contacted law enforcement officials to report
the incident. At the request of the FBI, Cyrix officials cooperated with the
FBI in carrying out a sting operation to identify the individual who was at-
tempting to sell the sell the Slot II CPUs to Cyrix. Cyrix officials permitted
an FBI agent to pose as a Cyrix employee and, through a series of telephone
conversations, Hallstead offered to sell five of the Slot II CPUs to Cyrix for a
total of $75,000. FBI agents in Dallas, working with FBI agents in California,



164 ECONOMIC ESPIONAGE AND INDUSTRIAL SPYING

were able to identify and locate Hallstead and his business partner, Pringle,
in California. Hallstead arranged for Pringle to travel from California to
Richardson to deliver two of the Slot I CPUs to the Cyrix offices in Richard-
son on May 15, 1998. Pringle was arrested on that date when he arrived at
the Cyrix offices and delivered the CPUs to FBI agents who were posing as
Cyrix employees. Hallstead was arrested later that day in California.

Mayra Justine Trujillo-Cohen

On July 30, 1998, James H. DeAtley, the U.S. Attorney for the Southern
District of Texas, announced that Mayra Justine Trujillo-Cohen, 46 at the
time, pled guilty to superseding criminal information, charging her with
theft of trade secrets, a violation of 18 United States Code, Section 1832,
and one count of wire fraud, a violation of 18 United States Code, Section
1343. This case was the first economic espionage case to be brought in the
Southern District of Texas.

Trujillo-Cohen pled guilty to taking a proprietary SAP Implementation
Methodology, considered to be intellectual property, from her employer,
ICS, Deloitte & Touche, and then attempting to convey that methodology as
her own creation for personal financial gain, after she had been terminated
from ICS, Deloitte & Touche.

Trujillo-Cohen also pled guilty to wire fraud. She admitted to develop-
ing a scheme wherein she was able to use an insurance company’s bank
account to pay her American Express credit card bill through wire trans-
fers. Over a period of several months, Trujillo-Cohen transferred approxi-
mately $436,000 from the insurance company’s bank account to her Amer-
ican Express account, which she used to purchase such big-ticket items as a
Rover sports utility vehicle; furniture; and jewelry, including several Rolex
watches.

Steven L. Davis

Steven L. Davis, 47 at the time, pled guilty on January 27, 1998 to federal
charges that he stole and disclosed trade secrets of the Gillette Company.
At the plea hearing, a federal prosecutor told the court that in February
and March 1997, Davis stole and disclosed trade secrets concerning the
development of a new shaving system by the Gillette Company, which is
headquartered in Boston, Massachusetts. Davis, was employed as a process
controls engineer for Wright Industries, Inc., a Tennessee designer of fab-
rication equipment, which had been hired by Gillette to assist in the de-
velopment of the new shaving system. The new shaving system project was
extremely confidential and was treated so by both Gillette and Wright In-
dustries. Davis told the court that in anger at a supervisor and, fearing that
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his job was in jeopardy, he decided to disclose trade secret information to
Gillette’s competitors. The disclosures were made to Warner-Lambert Com-
pany, Bic, and American Safety Razor Company.

This case was investigated by the Boston office of the FBI with assistance
from the FBI’s Nashville office. The case was being prosecuted in Tennessee
by Assistant U.S. Attorney Jeanne M. Kempthorne, Deputy Chief of Stern’s
Economic Crimes Unit, with the assistance of Assistant U.S. Attorney Wendy
Goggin, of the U.S. Attorney’s Office in Nashville.

Jack Shearer and William Robert Humes

In December 1999, the Honorable U.S. District Judge Sidney A. Fitzwa-
ter sentenced Jack Shearer, age 54 at the time, of Montgomery, Texas, to
54 months’ imprisonment and ordered him to pay $7,655,155 in restitu-
tion. William Robert Humes, age 60 at the time, of Arlington, Texas, was
sentenced to 27 months’ imprisonment and ordered to pay $3.8 million
in restitution. Corporate defendants Tejas Procurement Services, Inc.; Tejas
Compressor Systems, Inc.; and Procurement Solutions International, L.L.C.
were each sentenced to 5 years’ probation and ordered, jointly and severally,
to pay $7,655,155 in restitution.

Jack Shearer pled guilty in December 1999 to two counts of an Informa-
tion, which charged him with conspiracy to steal trade secrets, in violation
of Title 18, United States Code, Section 1832 (a) (5). William Robert Humes
also pled guilty to one count of conspiracy to steal trade secrets, in violation
of Title 18, United States Code, Section 1832 (a) (5).

Three corporations founded by Jack Shearer — Tejas Procurement Ser-
vices, Inc.; Tejas Compressor Systems, Inc.; and Procurement Solutions In-
ternational, L.L.C. — pled guilty, by their duly appointed representatives, in
December 1999 to federal charges of conspiracy to steal trade secrets. Tejas’
revenues from the stolen trade secrets were in excess of $7 million.

Shearer admitted that he stole intellectual property, or proprietary trade
secrets, from his former employer, Solar Turbines, Inc. (Solar), headquar-
tered in San Diego, California. After receiving the proprietary information,
Jack Shearer used this information for his own economic benefit as well
as the benefit and private commercial advantage of his companies, Tejas
and Procurement Solutions International, L.L.C. (PSI), an oil and gas parts
company Shearer founded in the fall of 1998 to compete with Tejas. He
advised his employees to “sanitize” the Solar plans, drawings, designs, and
schematics by removing Solar’s proprietary warnings and transferring the
information to third-party machine shops. However, in some cases, Jack
Shearer transferred the Solar plans, drawings, designs, and schematics to
third-party machine shops with Solar’s proprietary warnings still affixed and
clearlyvisible. Solar parts have a specialized form, fit, and function, and plans
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depicting Solar parts are readily identifiable as Solar proprietary plans and
specifications.

Over the years, Tejas developed a collection of Solar plans that num-
bered in the many hundreds, and Tejas provided various third parties with
trade secret manufacturing information contained in these plans pertain-
ing to hundreds of Solar parts. Various third-party machine shops received
Solar’s trade secrets and began to manufacture counterfeit Solar parts at
Shearer’s direction. Because the counterfeit parts produced by these ma-
chine shops were not manufactured to Solar’s safety standards, their use
raises serious safety concerns.

Once these third-party machine shops had manufactured the counterfeit
Solar parts, the parts were either shipped directly from the machine shops or
to Tejas for Shearer’s customers. Jack Shearer acknowledges that he knew
the sale of the counterfeit Solar parts would injure Solar, the true owner
of the trade secrets. This trade secret information could only be obtained
from Solar and was not available to be purchased by the general public.
Jack Shearer and Tejas instructed its sales employees to falsely represent to
customers that the counterfeit Solar parts made by the third-party machine
shopswere in fact genuine. Using the Solar drawings as a guide, Jack Shearer
and Tejas instructed its employees to place identical Solar parts numbers on
the counterfeit manufactured parts in order to deceive Tejas customers.
Jack Shearer and Tejas also instructed its employees to create “Certificates
of Compliance” for the counterfeit parts that were similar to genuine Solar
certificates. These certificates were created specifically for Tejas customers
that requested proof of genuine Solar parts.

Shearer would also, on behalf of PSI, purchase stolen Solar trade se-
cret information, specifically information on Solar fuel control valves for
its top-of-the-line turbine engine, from Jack Edward Nafus in return for
cash payments. From January to May 1999, PSI paid Nafus at least $6,500 in
cash for the stolen Solar trade secret information. Shearer and PSI passed
the trade secret information to a machine shop in order to manufacture
counterfeit Solar valves for Tejas’ main customer, an Iranian national busi-
nessman who operated an oil and gas parts broker business in Uppsala,
Sweden. This businessman placed millions of dollars of orders per year with
Tejas, and orders he placed were designed for oil field applications and
painted desert beige. Solar designs and manufactures industrial gas turbine
engines and turbo machinery systems for the production and transmission
of crude oil, petroleum products, and natural gas; generating electricity and
thermal energy for a wide variety of industrial applications; and for the fast
ferry marine market. Solar’s equipment, distributed worldwide, was used
to provide electrical power for industrial operations such as oil drilling op-
erations. Solar, with approximately 5,100 employees worldwide, is a wholly
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owned subsidiary of Caterpillar, Inc., the world’s leading manufacturer of
construction and mining equipment, diesel and natural gas engines, and
industrial gas turbines.

Shearer worked for Solar for 26 years until his employment was termi-
nated in 1992. While he was employed at Solar, Shearer lived overseas and
serviced a sales territory that included Libya, Jordan, Syria, Lebanon, Iraq,
Iran, and Saudi Arabia. When Shearer was terminated from Solar, he started
Tejas Compressor Systems, Inc., and Tejas Procurement Services, Inc., head-
quartered in Conroe, Texas, in order to compete with his former employer.

Shearer obtained Solar’s trade secret information and used that informa-
tion to manufacture counterfeit Solar parts through Tejas. Shearer obtained
this confidential trade secret information through at least three individu-
als, defendant William Robert Humes and defendant Jack Edward Nafus, as
well as a third named individual, now all former employees of Solar. Defen-
dant Jack Edward Nafus, age 51, of River Ridge, Louisiana, also pled guilty
in December 1999 to conspiracy to sell trade secrets. Tejas, at Shearer’s
direction, paid each of these Solar employees to provide Solar drawings,
plans, and schematics that included confidential specifications describing
the dimensions and manufacturing details of Solar parts. Shearer was aware
that these payments constituted unlawful transactions and knew that stealing
this proprietary trade secret information would injure Solar.

Tejas and a number of its employees became suspicious that the parts or-
dered by this Iranian national businessman were going to prohibited coun-
tries, such as Iran. One of Tejas’ suppliers refused to manufacture parts
for Tejas because it determined, based merely on the type of gear sought
to be manufactured, that it was a proprietary Solar part of a Solar turbine
engine located in Iran. Among other reasons, the manufacturer refused to
manufacture the part for Tejas because it was in violation of the Presidential
Order for selling such parts to prohibited countries such as Iran. In another
instance, a Tejas employee called Jack Edward Nafus to inquire abouta price
quote for an order placed by this Iranian national businessman and learned
from Nafus the type of shaft she was inquiring about and trying to procure
belonged to a turbine unit located in Iraq. Nafus refused to provide the
information to Tejas unless Tejas could provide verification that the shaft
was not destined to a customer in an embargoed country.

The use of Solar’s confidential information to manufacture counterfeit
Solar parts was profitable for Tejas and, in fact, the substantial revenue gen-
erated from this activity became the predominant source of Tejas’ income.
By 1998, Tejas revenues were in the $8 million to $9 million range. Of that
amount, the substantial majority was based on procurement activity includ-
ing, in substantial part, the manufacture of counterfeit Solar parts using
Solar’s confidential and proprietary information.
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What Do These Cases Tell Us So Far?

Criminal activity involving sophisticated technology or economic espionage
have attracted attention in recent years. Eight years have passed and just
forty cases have been prosecuted under the EEA. Is the EEA being effectively
used? Given the reported severity of the foreign trade secret theft problem
that drove the passage of the EEA, one might wonder why the number of
prosecutions is not higher. One of the fears surrounding the passage of the
EEA was that publicly traded companies might be hesitant to report the
theft of their trade secrets for fear that doing so might adversely affect their
stock prices.!%"1% Have the cases so far proven that to be true?

A number of important lessons can be learned from the cases to date.
The cases confirm that the government will, in fact, devote significant re-
sources to the investigation, prosecution, and enforcement of the EEA.'%°
The amount of resources that the government has invested thus far illus-
trates that it takes the EEA seriously. Many of these cases arose out of FBI
sting operations where extensive evidence was accumulated.'®” There was
little dispute in any of the cases as to whether the defendant had the requisite
criminal intent to satisfy the act.!® No defendant could credibly argue that
he or she had acted “inadvertently,” “negligently,” or “unintentionally” in
disclosing trade secrets.'®

In several cases, the indicted individuals and/or important players were
outside agents, independent contractors, or temporary employees, not full-
time regular employees.'” This is consistant with an ASIS report that such
individuals often pose the greatest threat to a company’s trade secrets.

For those in the competitive intelligence industry, there was fear that
the risk of prosecution under the EEA would have a large impact on how
competitive intelligence professionals conduct their activities.'”! However,
in light of the cases the government has filed thus far, this fear appears to
have been misplaced.'”?

Most of the cases involved section 1832 (the domestic activity section),
not section 1831 (the foreign activity section). Thus, we have yet to see
more section 1831 cases brought by the government, even though that was
the single most important reason behind the passage of the EEA.!"

A New Solution for Guarding Secrets

The EEA is a comprehensive device to combat trade secret misappropri-
ation. It has significantly raised the stakes with respect to protecting trade
secrets. In light of its penalties, businesses must take careful notice of its pro-
visions. Under the act, businesses have three major responsibilities: (1) es-
tablish reasonable safeguards to protect company trade secrets, (2) prevent
the contamination of the firm through the inadvertent misappropriation
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of the trade secrets of others, and (3) institute measures to prevent employ-
ees from intentionally stealing the trade secrets of others.

Businesses must take a close look at their procedures involving confiden-
tial information. Rules for entering into nondisclosure agreements should
be implemented to control the process of assuming, tracking, and enforc-
ing confidentiality obligations to third parties. Hiring practices should be
reviewed to avoid improper hiring of trained employees and consultants
and to emphasize respect for IPRs as part of a company’s training program.
Perhaps most importantly, a company must examine its business relation-
ships to determine the procedures and behaviors of those who may create
vicarious liability under the EEA.

Overall, the EEA should prove to be a substantial improvement in the bat-
tle against industrial espionage. It has created a national standard governing
trade secret misappropriation, supplementing the multitude of federal and
state laws that were previously used to prosecute trade secret misappropria-
tors with only mild results. In so doing, the EEA has filled a significant gap
in the protection of trade secrets in the global information age.



CHAPTER S E V E N

Multinational Conspiracy or Natural Evolution of
Market Economy

MODERN TECHNOLOGY has facilitated a dramatic rise in economic espi-
onage committed by private companies, criminal organizations, and na-
tional governments.' Enterprises are faced with unprecedented risks associ-
ated with the pervasive infusion of technologies into virtually every corner
of their operations. Today’s managers are faced with a daunting array
of technology-driven risks to navigate. Economic espionage, privacy, em-
ployee productivity, regulatory compliance, and systems integrity are but
a few of these issues that cut across all areas of operation. These issues,
if not properly handled, can have devastating consequences to an enter-
prise’s viability. Unfortunately, far too many enterprises have failed to grasp
the severity of these risks and take the necessary measures to mitigate
them.

The focus on economic espionage ultimately reflects an underlying be-
lief in the need for industrial policy on a worldwide basis. Information is a
vital asset of the global economy and is vulnerable to economic espionage if
not adequately protected by national laws and international agreements.
Trade secret protection is becoming a common form of IPR and must
receive heightened and explicit recognition in bilateral and multilateral
agreements.

Despite the increasing importance of trade secrets to world economies,
there isno global law on trade secrets or even a universal definition of a trade
secret. Patents, copyrights, and trademarks are addressed in comprehensive
international legal treaties, but trade secrets are not fully included. What
can be protected as a trade secret differs from country to country, and,
in some nations, trade secrets have no legal standing at all. International
intellectual property law does not help because it is quite weak in this area.
At the present time, it does not provide much protection to countries that
are regular victims of economic espionage.”

170
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In response to these trends, the United States enhanced its civil and
criminal trade secret protection in federal laws.” An increase in intellec-
tual property crimes, combined with the lack of deterrence associated with
civil remedies, led the federal government and most states to enact statutes
with criminal provisions designed to prevent the theft of intellectual prop-
erty rights. Was this a good idea, and should other nations follow this

lead?

U.S. Emphasis on Protection of Intellectual Property

In more recent years, the U.S. Congress has taken an especially strong in-
terest in intellectual property crimes as well as intellectual property law gen-
erally. The protection of intellectual property is firmly rooted in American
jurisprudence.” The federal interest in intellectual property is no recent or
transitory development.” Rather, the protection of U.S. intellectual property
both domestically and internationally has been a major policy objective of
the U.S. government for years.

Intellectual property crimes were formally designated a “priority” by
Deputy Attorney General Eric Holder on July 23, 1999.° In announcing
an Intellectual Property Rights Initiative, Deputy Attorney General Holder
stated that the Department of Justice, the FBI, and the U.S. Customs Service
had concluded that they must make investigating and prosecuting intel-
lectual property crime “a major law enforcement priority.” In making the
announcement, he noted that:

[a]s the world moves from the industrial age to the information age, the
United States’ economy is increasingly dependent on the production and
distribution of intellectual property. Currently, the U.S. leads the world in
the creation and export of intellectual property and IP-related products.’

Deputy Attorney General Holder also observed that “[a]t the same time
that our information economy is soaring, so is intellectual property theft.”
Because intellectual property theft undermines the federally established
legal systems, it is especially appropriate that investigation and prosecution
of these crimes are a federal law enforcement priority.

The United States has consistently pushed for international agreements
to protect intellectual property, as well as the extension of state and federal
remedies for the theft of trade secrets.” Global “harmonization” of intellec-
tual property laws has been a top American policy priority in more recent
years, but trade secrets are still at a disadvantage. Germany and Japan re-
quire public trials for lawsuits, for example, and anyone seeking redress
must first reveal his or her trade secret. In other countries, confidential
data are revealed when submitted for government review. In the interna-
tional arena, the United States has regularly pressed for stringent protection
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and enforcement of intellectual property rights in the world.” The United
States hopes to compel other nations to provide stronger protection for U.S.
innovations.'’

International Espionage for Commercial Advantage

Economic espionage will continue to rise unless nations make joint efforts to
deal with the problem. As foreign corporate ownership becomeswidespread,
as multinationals expand, as nation-states dissolve into regions and coalesce
into supranational states, traditional concepts of ownership are fading. How-
ever, the notice of “proprietary information” is here to stay, and theft will
never cease as long as there is profit to be made."!

Because of the dramatic changes to the world’s military and economic
divisions caused by the end of the Cold War, the probability is great that
nations will continue to commit economic espionage against one another.
Illicit gathering of competitor nations’ economic information is what allows
many nations to compete effectively in the world market. Those who take
part in economic espionage will not be readily willing to stop, especially
if it means losing any clout they have as members of the global economy.
World leaders recognize that economic power is fundamental to national
power. If nations persist in placing their domestic priorities above interna-
tional norms, the international economy will suffer. For the world to achieve
stable economic conditions, individual governments must be willing to put
aside their short-term parochial interests and begin harmonizing business
practices, along with their legislative initiatives, with one another. It is vital
that global leaders form an agreement on economic espionage. The world’s
economic future depends on it.

Cyberterrorism — An Emerging Threat

Terrorist groups are increasingly computer-savvy, and some are probably
acquiring the ability to use cyberattacks to inflict isolated and brief disrup-
tions. Due to the prevalence of publicly available hacker tools, many of these
groups already have the capability to launch denial-of-service and other nui-
sance attacks against Internet-connected systems. As terrorists become more
computer-savvy, their attack options will only increase.'?

Terrorists worldwide have ready access to information on chemical, bi-
ological, radiologic, and nuclear weapons via the Internet. Attacks against
high-tech businesses would cripple IT and jeopardize thousands of jobs. The
financial sector now depends on telecommunications for most of its trans-
actions. Disruption of critical telecommunications nodes can create severe
hardships until services are restored. The results of sabotage could persist
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for longer durations, creating difficult repairs and recovery and intensifying
. . 2
uncertainty and economic losses."”

Adapting to a Changing Culture

In 1908 in the United States, to answer the need for a federal investiga-
tive body, Attorney General Charles Bonaparte established a group of spe-
cial agents within the DOJ now known as the FBL.'* During the organiza-
tion’s early days, its agents delved into violations involving fraud, bankruptcy,
and antitrust crime. When the Mann Act was passed in 1910, the bureau’s
sleuthing expanded into investigating criminals who evaded state laws, but
had no other federal violations. World War I brought more responsibility
with draft violations, espionage, sabotage, and sedition. The National Motor
Vehicle Theft Act, passed in 1919, gave the bureau even more to do."

During Prohibition and the gangster era, the United States witnessed the
passage of federal criminal and kidnapping statutes, and special agents were
given authority to carry firearms and make arrests. World War II brought
increased growth to the bureau’s size and jurisdiction, and, with the emer-
gence of the atomic age, background checks into security matters for the
executive branch of the government became its responsibility.'® Jurisdiction
over civil rights violations and organized crime followed in the 1960s; white-
collar crime, drugs, violent crimes, and counterterrorism in the 1970s and
1980s; and computer crimes, health care fraud, economic espionage, and
threats from weapons of mass destruction in the 1990s."”

Today we recognize that punishment of financial and economic crimes
is vital, both to the prosperity of a nation’s economy and to people’s faith
in the criminal justice system. Although crimes of violence and routine
property crimes will always be with us, the criminal justice system is poorly
equipped to address the dramatic increases in crimes perpetrated with a
computer or the Internet. Too few law enforcement departments in the
United States even know of the legal requirements for obtaining a search
warrant for a computer, and even fewer have personnel with expertise to
capture the data sought. Most prosecutors lack the training and experience
to provide guidance. The debate over the proper venue for a computer-
based crime poses other problems. The ease with which computers cross
jurisdictional boundaries means law enforcement agencies, often proud
of their independence, must learn better cooperation. When more than
100 bank account records are finally obtained, who has the time and ex-
pertise to find the “smoking gun” buried within them? When a dispatcher
receives a call about identity theft, does he or she even recognize the nature
of the call and know how to aid the victim and properly route the problem?
These issues must be addressed as the criminal justice system ventures into
the new millennium.
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Criminalization of Trade Secret Misappropriation
in the United States

Criminalizing misappropriation of trade secrets implicitly treats the interest
at issue as property. When the focus of a criminal law is to punish certain
conduct, the property approach is implicated; condemning conduct that in-
volves some interest inevitably sweeps that interest into a protected category.
In the case of the EEA, however, U.S. Congress’s adoption of the property
basis was more explicit.

History demonstrates that many infringers will not be deterred by civil
liability, which can be treated as a cost of doing business. For example, even
when a permanent injunction or consent decree is in force, they do not
necessarily deter some defendants. Some defendants may respond to such
civil remedies by changing the item upon which they are infringing, such
as counterfeiting shirts bearing marks of Major League Baseball teams after
being the subject of an injunction obtained by the National Football League.
Others close shop only to quickly reopen under a different corporate iden-
tity. Criminal prosecution can better deter a violator from repeating the
crime.

Criminal prosecution of intellectual property crimes also is important
for general deterrence. Many individuals may commit intellectual prop-
erty crimes not only because they can be relatively easy to commit (e.g.,
copying music), but also because they believe they will not be prosecuted.
Criminal prosecution plays an important role in establishing public expec-
tations of right and wrong. Even relatively small-scale violations, if permit-
ted to take place openly and notoriously, can lead other people to believe
that such conduct is acceptable. Although some cases of counterfeiting or
piracy may not result in provable direct loss to the holder of the IPR, the
widespread commission of intellectual property crimes with impunity can
be devastating to the value of such rights. Industry groups representing
victims of intellectual property crimes are acutely aware of their need for
law enforcement protection for intellectual property. These victims widely
publicize successful prosecutions to send a message. The resulting pub-
lic awareness of effective prosecutions can have a substantial deterrence
effect.

Although the EEA prohibits a broad range of behavior, the United States
does not appear to have been motivated by a desire to maintain commercial
morality or to prevent unfair competition. Rather, in the view of the United
States, trade secrets are much like any other property.'® The United States
effectively gave owners the right to control any use of the information.!”
The person or entity holding a trade secret can authorize certain uses,
and an unauthorized use undertaken with the requisite mental state is a

crime.?’
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Value of Lost Information

The United States’ stated goal in passing the EEA was to promote the gen-
eral economic well-being of the nation. The United States was undoubtedly
influenced by the value of secret information and its importance to the econ-
omy, and may have equated value with property. The concern over value,
however, is problematic for two reasons. In this specific case, the estimated
financial value of lost information cannot be considered as entirely reliable,
in part because the estimates vary so wildly. The estimates of lost value are
often based on an assumption that infringers would have purchased the ob-
jectif it was not otherwise available, and there after is no evidence of that.”!
Moreover, self-interested parties provide the estimates of losses, and their
conclusions should be viewed skeptically.

Another more general problem is that relying on value to determine
whether an object is property is circular: An object has market value in large
part because legislators or courts have given some individual or entity the
right to exclude others from using it.”* Even if value were a valid standard
for deeming an object worth protecting, criminal law does not guard every
valuable interest.”’

Some have argued that criminalizing trade secret takings is a double-
edged sword because, although the EEA may deter such takings, unintended
consequences of enforcement may very well undermine the goal of eco-
nomic growth. In other words, protecting trade secrets in order to encour-
age innovation is not costless. One cost of enhanced rights in trade secrets
is that exercising those rights impedes the ability of employees to take jobs
in other firms or to start new businesses. Loss of employee mobility leads to
another cost, or inefficiency, by affecting regional economic performance.
However, there is no evidence in any of the cases that would support predic-
tions that the EEA was “designed to employ foreign spies™" or that it would
“destroy employee mobility.”*

The passage of the EEA marks a significant milestone in the prosecu-
tion of global economic crime. The United States and foreign citizens, as
well as foreign governments, who attempt to steal their way into unearned
profits now face substantial monetary penalties and jail time. The use of
the EEA also greatly increases the likelihood that victims will obtain just
compensation for their injuries and will further allow courts to ensure the
confidentiality of U.S. companies’ most valuable economic assets. Finally,
the international cybercriminal who specializes in surreptitious computer
theft can no longer feel secure that his or her conduct will go undetected or
that he or she can escape liability because he or she is not a U.S. citizen or
not physically located in the United States. These new laws, and increased
emphasis on federal enforcement and prosecution, certainly will help the
owners of valuable intellectual property protect their assets.
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Challenges to Overcome for Public—Private Partnership

Marketing the concept to corporations that the federal government can
and will play an active role in assisting with the protection of proprietary
trade secrets hinges on convincing corporate executives that the economic
espionage threat is real and is growing steadily. Historically, many barriers
have impeded the public—private partner relationship. Many of these barri-
ers are attitudes from a bygone era of mistrust and bad interactions between
the government and businesses. Today’s fluid marketplace and vulnerability
to terrorism in a post-9/11 world demand a new, more cooperative set of
attitudes and relationships.

There remain many challenges to overcome in ensuring cooperation,
butitis important to recognize that these challenges and roles are often dif-
ferent for industry and the government. Because most of America’s critical
infrastructure is owned or operated by the private sector, these businesses
and companies face a greater degree of threat than the government, and
should therefore feel a greater incentive to engage in increased protection
and security. However, this is not the same for the rest of the industrialized
world.

The private sector is driven by profits, consumer and shareholder confi-
dence, and market forces, which are strong incentives for increased security.
However, a change in focus is necessary for this process to succeed. The
threat cannot be countered with the prevailing reliance on the research
and development of new product lines as the main defense against corpo-
rate espionage. Such an approach will eventually drain corporate assets to
unacceptable levels because inefficient economies of scale will be realized
from each generation of products. In addition, very few corporate execu-
tives have any type of experience in security measures or with intelligence
services. This creates an environment in which the corporation has a natural
tendency to distance itself from the federal government rather than seeking
assistance.

Yet, civil remedies may be futile under various circumstances. For ex-
ample, intellectual property crimes are unusual because they generally are
committed without the victim’s knowledge, even after the fact. The victim
usually hasno direct relationship with the infringer — before, during, or after
the commission of the crime. If a victim is unaware of a violation by a par-
ticular defendant, civil remedies will generally be unavailing. Furthermore,
without criminal sanction, infringers or counterfeiters might treat the rare
case of the victim’s civil enforcement of its rights as a cost of doing business.

Finally, more laws on the books do not necessarily increase the level of pro-
tection. The real key is investigation, enforcement, and prosecution of the
laws. There are atleast two problems with the increased criminalization of in-
tellectual property violations. First, it makes the threat of criminal sanctions
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an attractive litigation tool. A plaintiff could easily refer, or threaten to
refer, a case of willful counterfeiting, infringement, or trade secret misap-
propriation to government prosecutors. Although there are many reasons
not do this, the mere threat of a criminal investigation could provide addi-
tional leverage in a civil case. This may create a second problem by turning
borderline behavior into criminal behavior. In most cases, these criminal
statutes criminalize the same basic behavior that is also punishable civilly.
This means that virtually any infringement could be criminalized, and a
vindictive litigant could refer a case to prosecutors as a competitive tool or
litigation strategy.

The Need for International Cooperation

There is presently much debate, both within nations and internationally,
about the ways in which economic espionage should be controlled. Inter-
nationally, there is a push to harmonize criminal laws in the new economy
area. There are three international organizations looking at some of these
issues: the G-8 subgroup on high-tech crime, the UN, and the COE.” The
debate revolves around unilateral and multilateral action.”” Industrialized
countries are the leaders in implementing this action. They are attempting
to reach agreements that would prohibit bribes and other corrupt practices
in doing business abroad.”® Corrupt business practices are illegal in all in-
dustrialized countries. Hence, the proposed agreement will simply extend
that prohibition to activities abroad, potentially leading to higher ethical
standards in developing countries where corruption runs rampant.

States must come to terms with what specifically constitutes the key ele-
ments of unjustifiable, unreasonable, or discriminatory conduct with respect
to economic espionage, thereby defining the problem in explicit detail.”’
States must recognize what is and what is not economic espionage if they are
to combatit. The first step is to identify laws that address the problem of eco-
nomic espionage. Unfortunately, international laws and courts are still too
weak in enforcement to provide much help. It may be possible to construe
economic espionage as a violation of customary law or of Article 2 of the
UN Charter, as a “threat or use of force against the territorial integrity . . . of
any state, or in any manner inconsistent with the purposes of the United
Nations” if the spying moves from passive observation to proactive influ-
encing of economic events within the nation.”’ Again, however, enforce-
ment would probably reduce to general political pressure from the victim’s
government, which is quite unpredictable. International agreements may
actually point a plaintiff back to individual countries for recourse, though.
Under NAFTA, “member countries must protect trade secrets from unau-
thorized acquisition, disclosure or use.”! GATT/TRIPS provides that same
misappropriation remedies requirement for member countries.



178 ECONOMIC ESPIONAGE AND INDUSTRIAL SPYING

States also must incorporate existing law, both national and international,
that may apply to economic espionage, and propose new law where exist-
ing law fails to control economic espionage.”” On the “supply side” of the
economic espionage problem, states must make efforts to control their own
exports and heighten individual corporate security.”® On the “government
side” of the economic espionage problem, states need to take advantage of
existing governments and intelligence agencies of individual nations to curb
economic espionage through law enforcement mechanisms. States need to
specify the roles that individual nations will play in identifying and coun-
tering the threats that economic espionage imposes on the industry of all
nations, paying special attention to the manner in which such functions
and roles are coordinated.”® States must identify what constitutes the indus-
trial threat, by discussing the threat to the nations’ industry of economic
espionage and any trends in that threat, including the number and identity
of the governments conducting economic espionage, the industrial sectors
and types of information and technology targeted by such espionage, and
the methods used to conduct such espionage. Finally, states need to work
together toward an international criminal law solution, discussing the pos-
sibility of creating a coherent, modem body of international criminal law
that deters and/or penalizes economic espionage.35

The Japanese authorities have long been irritated by accusations of eco-
nomic espionage leveled against Japanese corporations. Several scandals in
the new technology field and mainly in the United States, where Japanese
engineers found themselves charged under the EEA, have convinced Japan
to take some action in this regard. The economic and industrial ministry
has submitted a bill to the parliament making it a crime to steal industrial
secrets. The bill, which will bring Japan’s laws into line with those practiced
in the United States, France, Germany, and other industrialized countries,
is being debated in the Diet. But some have criticized the bill because it
allows only civil legal action against violators.” The bill, which would revise
the Unfair Competition Prevention Law, is aimed at protecting corporate
secrecy to strengthen the international competitiveness of Japanese com-
panies. Japan wants to keep pace with other nations in protecting its com-
panies’ proprietary industrial information. France, Germany, and other in-
dustrialized nations consider industrial espionage a matter of criminal law.
Unfair Competition Prevention Law prohibits the theft, leakage, or misuse
of such corporate secrets by labeling these acts as “unfair competition.” With
the rapid growth of IT and biotechnology, the Japanese ministry believed it
was necessary to draft a criminal law to cover cases of misuse of confidential
business information. The ministry also plans to revise the Unfair Competi-
tion Prevention Law to relax its stricter provisions under which companies
whose information was stolen should verify specific damages so victims can
properly be compensated for the damage caused.”’
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What Have We Accomplished?

In passing the EEA, the U.S. Congress tightened a seam in the existing
patchwork of federal criminal laws that helps safeguard intellectual property.
Although there certainly will be many important cases prosecuted under
the new act, and although great care must be taken in the defense and
prosecution of these cases, the government likely will be very selective in
undertaking prosecutions and usually will handle only the most egregious
cases that send an appropriate message to private industry and would-be
trade secret thieves.

Ultimately, the EEA’s greatest importance will probably be the role it
plays in heightening the awareness of the seriousness of trade secret theft.
The potential punitive stakes now include civil and criminal remedies, and
a new code of commercial conduct in the area of intellectual property is
emerging as a result. As long as corporations and other owners of trade
secrets adhere to that code and appropriately weave the provisions of the
act into their compliance programs, business dealings, and employment
practices, greater trade secret protection in the private sector undoubtedly
will result, often with no direct involvement by the government whatsoever.

Nations whose profits depend on trade secrets typically consider their
workers a potential threat to the nation’s interests. Indeed, one would not
be wrong in concluding that the historical impetus for trade secret law was
to restrain employees from competing with their employers. Although the
incongruent interests of employees and employers are well understood,”
the trade secret issue raises a special application that involves a societal in-
terest. Nations have an interest in maintaining their competitive advantage
by keeping trade secrets and business information from their competitors
abroad. Employees, however, want the freedom to work for whichever busi-
ness values them most highly.” Not so obviously, the community has an
independent interest in a sound and growing economy that may be aligned
with either interest.

Overall, the importance of states working together to combat economic
espionage cannot be stressed enough. This already occurs between some
states, and others must follow such a lead. For example, some FBI agents
in the United States regularly make contact with Scotland Yard or with the
French police and work collectively in attempting to stop international crim-
inals who are being investigated by both countries.”’ This kind of activity
may open doors for creating relationships at a higher level, such as mu-
tual legal assistance treaties for dealing with economic espionage crimes.
The U.S. DOJ already has such treaties, which provide procedures to share
evidence and facilitate cooperative law enforcement with many countries
throughout the world. However, it does not presently have such treaties
with any of the countries of Eastern Europe or the former Soviet Union,
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which began increasing their economic espionage activity with the end of the
Cold War.

Setting the Stage for a New Code of Commercial Conduct
in the Global Marketplace

Some critics, such as Vandana Shiva,'! argue that imperial power has always
been based on a convergence of military power used in the defense of trade.
She argues that this convergence was at the heart of the gunboat diplomacy
during colonialism. A similar convergence is now taking shape around the
defense of trading interests in a period of globalization and free trade. This,
she argues, can be seen in the EEA legislation passed by the U.S. Congress
in 1996, which views IPRs as vital to national security. It can be interpreted
as criminalizing the natural development and exchange of knowledge as it
empowers U.S. intelligence agencies to investigate the activities of ordinary
persons worldwide in an effort to protect the intellectual property rights of
U.S. corporations.

There are deep differences in the positions and attitudes of developed
and developing countries to the protection of intellectual property by legis-
lation. Developed countries and particularly the most industrialized among
them see intellectual property as the fruit of the creative capacity and intel-
lectual effort of their individual citizens and companies and as the legitimate
basis for these individuals and companies to earn trading advantage. Such
advantage cannot be exercised unless the intellectual property concerned is
given protection against use by others. They believe, in the absence of such
protection and the promise of later reward, research and development that
leads to inventions and new products of value to all would simply not take
place.

Developing countries have a different perspective. They do notin general
dispute the case for patent and copyright protection. However, their individ-
ual citizens and companies have little intellectual property of their own to
protect, and they do not see reason to give support to international standards
of protection that would require them to pay large sums to use technology.
These matters, which are of domestic interest to developing countries in
terms of right to health and right to development, are perceived as issues of
trade by northern corporations that are seeking new global markets.

The lack of international legislation addressing intellectual property
crimes is understandable in the context of yesterday’s technology. How-
ever, as society becomes ever more dependent on new technology, individ-
ual countries and the international community must address intellectual
property crimes. Individual countries must enact laws to address both the
national and international aspects of these types of crimes and likewise,
the international community must form an international agreement that
enables the successful enforcement of such laws.
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The central question is whether the taking of information or knowledge
ought to be criminalized. In analyzing this problem, it is useful to remind
ourselves of some basic truths. First, few would dispute the notion that the
advancement of scientific knowledge is by far the most important source of
increasing wealth and prosperity in human history. If you just look at the
evolution of technology over the past two centuries alone, no one can doubt
that the standard of living of most people on earth has improved in terms
of quality of medicine, health, food, comfort — all the positive values that
Jeremy Bentham’s utilitarian view of law and society say should be maximized
for the good of the whole.

Second, itis hard to dispute that, in a free market economy, intangible as-
sets such as knowledge and technological advancements must be accorded
some form of property right; otherwise, there will be insufficient individ-
ual incentive to develop those advancements. The failure of communism
and other economic systems to provide individual property rights should
be proof enough that there is good justification for recognizing property
interest in knowledge.

A property right also finds support in the philosophical theories devel-
oped by John Locke. Under his labor theory of property, there is an inherent
justification to recognizing property rights in knowledge and information
due to the fact that it was brought about through human effort and invest-
ment. So the question is not whether there should be a property interest or
some form of ownership in the fruits of one’s intellectual labor, but rather
the question is how powerful should that property interest be since there is
a countervailing societal interest in the dissemination of knowledge for the
benefit of all.

In an ideal world, every increment of greater knowledge would be mea-
sured separately and accorded sufficient property rights to compensate its
creator for the labor and investment that was needed to bring it into exis-
tence. That would be the ideal measure of the property interests needed
to preserve the incentive to create and expand knowledge, while imposing
the least societal cost. That, however, is impossible to accomplish. Thus, the
legal regimes surrounding intellectual property must use other yardsticks
to protect new knowledge.

In the case of patents, for example, the lifetime of that property inter-
est has been set, somewhat arbitrarily, at 20 years. In some cases, that may
result in a pharmaceutical company, for example, reaping vastly excessive
economic rewards from a new drug far beyond its research investment and,
at the same time, deprive sick people in less developed countries of ac-
cess to that medical discovery. Conversely, the scope of the protection of
a patent might be insufficient to prevent very close imitation and thereby
fail to provide adequate return on investment. Both of these outcomes are
the consequence of uniform laws. On balance, we need to strike the right
trade-off between adequate property protection and the interest of the world
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community in reaping the benefits of technological advancement at a rea-
sonable cost.

One of the factors that has changed in more recent history thatinfluences
this balance is the widespread growth of I'T. As we have seen in the discussion
in this book, the rapid proliferation of IT worldwide has made it easier for
the institutions that generate knowledge and technological advancements
to have the benefits of that work taken away. This is due to the increased
portability of information, the rapid development of information networks
spanning vastgeographicregions, and the increased mobility of the means of
production. In other words, the developer of anew technology can no longer
rely on difficulties of travel or access as a barrier to imitation. This increased
portability means that the potential for information theft is riskier today
than ever before. In addition, the procedural and geographic difficulties
presented to an intellectual property owner whose valuable information
has been misappropriated thousands of miles from his or her home make
traditional civil remedies all the less effective.

One way to counteract these effects is to increase the deterrence effect
from the laws surrounding intellectual property. The most effective way to
do that, given the nature of these crimes and the actors who engage in
them, is through criminal sanctions. This raises the liability stakes and the
accountably. As Jeremy Bentham recognized with his utilitarian “spirit of
calculation” theory of criminal justice, the nature of the actors are such
that they will rationally choose not to engage in prohibited behaviors if the
potential sanction is high enough to outweigh the potential gain of the
misconduct. In another words, there must be some higher price to pay
than simply restitution to the knowledge creator; there must be serious
consequences to deter misappropriation. This would seem to be especially
true where the scheme is promoted or fostered by competing governments.
Otherwise, all nations run the risk of an escalating race toward technological
espionage.

Theft of trade secrets through corruption and bribery has serious eco-
nomic consequences. Corruption makes economies less competitive be-
cause it undermines investment and leads to capital outflows.”” Further-
more, the more resources the U.S. government and U.S. companies spend
on measures to perpetuate or defend against foreign espionage, the less
money is available for public projects or tax incentives that might enhance
private research and development.”” Therefore, greater protection of trade
secret rights through international and bilateral agreements and decreased
offensive economic espionage would protect citizens and private companies
and foster economic growth throughout the world.

Judge Posner contended that “the distinctive doctrines of the criminal
law can be explained as if the objective of that law were to promote eco-
nomic efficiency,” and has argued specifically that “[t]the major function
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of criminal law in a capitalist society is to prevent people from bypassing
the system of voluntary, compensated exchange — the ‘market,” explicit or
implicit — in situations where, because transaction costs are low, the market
is a more efficient method of allocating resources than forced exchange.”!
Judge Posner specifically noted that “the market-bypassing approach pro-
vides a straightforward economic rationale for forbidding theft and other
acquisitive crime. ...”"

Some sociologists have expressed the view that the existing legal regime al-
ready tilts too heavily in favor of protection of IPRs, including the well-known
sociologist John Braithwaite in his book Information Feudalism, co-authored
with Peter Drahos."" In their view, new intellectual property regimes are en-
trenching new inequalities. Although access to information is fundamental
to so much of modern life, Braithwaite and Drahos argue that IPRs have
been used to lock up vital information. The result, they argue, will be a
global property order dominated by a multinational elite, an elite that ex-
propriates anything from AIDS drugs for Africa, to seeds for developing
world farmers, to information on the human genome.

The concerns of Vandana Shiva, Peter Drahos, and John Braithwaite do
not so much apply to the issue here, however, because their concerns are pri-
marily addressing patents, which by definition involve public dissemination
of knowledge in the body of the patent document. In contrast, economic
espionage involves nonpublic, secret knowledge. This is a different category
of information.

No one disagrees, however, that some form of protection is needed to
foster the development of advancement of technology. It seems unlikely
that there is some vast conspiracy at work between the industrial sectors and
Western governments to bring about a new kind of feudalism. Experience
shows, in fact, that mistrust between the private sector and government is
rampant and, consequently, there is insufficient cooperation between law
enforcement, legislators, and the private sector to rein in the increasing
level of information theft. Such conspiracy theories seem highly unlikely
with all these disparate forces working in the marketplace.

As Peter Grabosky has noted, the burden of enforcementis too great to be
carried by law enforcement alone. A mixture of law as well as technological
and market-base solutions will emerge. Nonetheless, the better course of
action would be for governments in developed nations worldwide to adopt
auniform policy toward criminalizing misappropriation of knowledge. Only
then can there be effective deterrence and can we avoid a decline into open
intelligence warfare among nations.
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UNITED STATES CODE

TITLE 18 — CRIMES AND CRIMINAL PROCEDURE
PART II - CRIMINAL PROCEDURE

CHAPTER 90 - PROTECTION OF TRADE SECRETS

Cite as the “Economic Espionage Act of 1996”

Sec.

1831. Economic espionage.

1832. Theft of trade secrets.

1833. Exceptions to prohibitions.

1834. Criminal forfeiture.

1835. Orders to preserve confidentiality.
1836. Civil proceedings to enjoin violations.
1837. Conduct outside the United States.
1838. Construction with other laws.

1839. Definitions.

§ 1831. Economic espionage

(a) In General — Whoever, intending or knowing that the offense will
benefit any foreign government, foreign instrumentality, or foreign agent,
knowingly —

(1) steals, or without authorization appropriates, takes, carries away, or con-
ceals, or by fraud, artifice, or deception obtains a trade secret:

(2) without authorization copies, duplicates, sketches, draws, photographs,
downloads, uploads, alters, destroys, photocopies, replicates, transmits,
delivers, sends, mails, communicates, or conveys a trade secret:
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(3) receives, buys, or possesses a trade secret, knowing the same to have been
stolen or appropriated, obtained, or converted without authorization:

(4) attempts to commit any offense described in any of paragraphs (1)
through (3); or

(5) conspires with one or more other persons to commit any offense de-
scribed in any of paragraphs (1) through (4), and one or more of such
persons do any act to effect the object of conspiracy.

shall, except as provided in subsection (b), be fined not more than
$500,000 or imprisoned not more than 15 years, or both.

(b) ORGANIZATIONS — Any organization that commits any offense de-
scribed in subsection (a) shall be fined not more than $10,000,000.

§ 1832. Theft of trade secrets

(a) Whoever, with intent to convert a trade secret, that is related to or in-
cluded in a product that is produced for or placed in interstate or foreign
commerce, to the economic benefit of anyone other than the owner thereof,
and intending or knowing that the offense will, injure any owner of that trade
secret, knowingly —

(1) steals, or without authorization appropriates, takes, carries away, or con-
ceals, or by fraud, artifice, or deception obtains such information;

(2) without authorization copies, duplicates, sketches, draws, photographs,
downloads, uploads, alters, destroys, photocopies, replicates, transmits,
delivers, sends, mails, communicates, or conveys such information;

(3) receives, buys, or possesses such information, knowing the same to
have been stolen or appropriated, obtained, or converted without
authorization;

(4) attempts to commit any offense described in paragraphs (1) through
(3); or

(5) conspires with one or more other persons to commit any offense de-
scribed in paragraphs (1) through (3), and one or more of such persons
do any act to effect the object of the conspiracy, shall, except as provided
in subsection (b), be fined under this title or imprisoned not more than
10 years, or both.

(b) Any organization that commits any offense described in subsection (a)
shall be fined not more than $5,000,000.

§ 1833. Exceptions to prohibitions
This chapter does not prohibit —

(1) any otherwise lawful activity conducted by a governmental entity of the
United States, a State, or a political subdivision of a State; or
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(2) the reporting of a suspected violation of law to any governmental entity
of the United States, a State, or a political subdivision of a State, if such
entity has lawful authority with respect to that violation.

§ 1834. Criminal forfeiture

(a) The court, in imposing sentence on a person for a violation of this
chapter, shall order, in addition to any other sentence imposed, that the
person forfeit to the United States —

(1) any property constituting, or derived from, any proceeds the person
obtained, directly or indirectly, as the result of such violation; and

(2) anyofthe person’s property used, or intended to be used, in any manner
or part, to commit or facilitate the commission of such violation, if
the court in its discretion so determines, taking into consideration the
nature, scope, and proportionality of the use of the property in the
offense.

(b) Property subject to forfeiture under this section, any seizure and dis-
position thereof, and any administrative or judicial proceeding in relation
thereto, shall be governed by section 413 of the Comprehensive Drug Abuse
Prevention and Control Act of 1970 (21 U.S.C. 853), except for subsections
(d) and (j) of such section, which shall not apply to forfeitures under this
section.

§ 1835. Orders to preserve confidentiality

In any prosecution or other proceeding under this chapter, the court shall
enter such orders and take such other action as may be necessary and ap-
propriate to preserve the confidentiality of trade secrets, consistent with
the requirements of the Federal Rules of Criminal and Civil Procedure,
the Federal Rules of Evidence, and all other applicable laws. An inter-
locutory appeal by the United States shall lie from a decision or order
of a district court authorizing or directing the disclosure of any trade
secret.

§ 1836. Civil proceedings to enjoin violations

(a) The Attorney General may, in a civil action, obtain appropriate injunctive
relief against any violation of this section.

(b) The district courts of the United States shall have exclusive original
jurisdiction of civil actions under this subsection.
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§ 1837. Applicability to conduct outside the United States

This chapter also applies to conduct occurring outside the United States if -

(1) the offender is a natural person who is a citizen or permanent resident
alien of the United States, or an organization organized under the laws
of the United States or a State or political subdivision thereof; or

(2) an actin furtherance of the offense was committed in the United States.

§ 1838. Construction with other laws

This chapter shall not be construed to preempt or displace any other reme-
dies, whether civil or criminal, provided by United States Federal, State,
commonwealth, possession, or territory law for the misappropriation of a
trade secret, or to affect the otherwise lawful disclosure of information by
any Government employee under section 552 of title 5 (commonly known
as the Freedom of Information Act).

§ 1839. Definitions
As used in this chapter

(1) the term ‘foreign instrumentality’ means any agency, bureau, min-
istry, component, institution, association, or any legal, commercial, or
business organization, corporation, firm, or entity that is substantially
owned; controlled, sponsored, commanded, managed, or dominated
by a foreign government;

(2) the term ‘foreign agent’ means any officer, employee, proxy, servant,
delegate, or representative of a foreign government;

(3) the term ‘trade secret’ means all forms and types of financial, business,
scientific, technical, economic, or engineering information, includ-
ing patterns, plans, compilations, program devices, formulas, designs,
prototypes, methods, techniques, processes, procedures, programs, or
codes, whether tangible or intangible, and whether or how stored,
compiled, or memorialized physically, electronically, graphically, pho-
tographically, or in writing if —

(A) the owner thereof has taken reasonable measures to keep such
information secret; and

(B) the information derives independent economic value, actual or
potential, from not being generally known to, and not being readily
ascertainable through proper means by, the public; and

(4) the term ‘owner’, with respect to a trade secret, means the person or
entity in whom or in which rightful legal or equitable title to, or license
in, the trade secret is reposed.
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FEDERAL GOVERNMENT GETS D’ ON SECURITY

GRADES

Agency 2003 2002
Nuclear Regulatory Commission A G
National Science Foundation A— D—
Social Security Administration B+ B—
Labor Department B C+
Education Department C+ D
Veterans Affairs Department® C F
Environmental Protection Agency G D—
Commerce Department C— D+
Small Business Administration C— F
Agency for International Development C— F
Transportation Department D+ F
Defense Department” D F
General Services Administration D D
Treasury Department® D F
Office of Personnel Management D— F
NASA D— D+
Energy Department F F
Health and Human Services Department F D—
Interior Department F F
Agriculture Department F F
Housing and Urban Development Department F F
State Department F F
Homeland Security Department F -
Governmentwide average D F

“ No independent evaluation from the inspector general.
Source: House Government Reform Committee’s Subcommittee On Technology, Information Policy,
Intergovernmental Relations, and the Census.
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ECONOMIC ESPIONAGE ACT CASE CHART

Following is a summary chart of cases prosecuted under the Economic Espi-
onage Act (EEA), 18 U.S.C. §§ 1831-9. This chart does not reflect ongoing
investigations into the theft of trade secrets. This appendix also provides
information about significant cases that involve allegations of trade secret
theft, but did not include or have not as of December 2003 resulted in a
formal charge under the EEA. The table contains only those cases in which
charges have been publicly filed as of 2003.
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Glossary

For the purposes of the EEA Case Chart, the following words or phrases are
defined:

Violation — This category lists the U.S. Code provisions of the charging
document or offenses that were the basis of conviction.

EEA — The Economic Espionage Act prohibits foreign economic espi-
onage and the theft of trade secrets, 18 U.S.C. §§ 1831-1839.

Comp. Intrusion — The Computer Fraud and Abuse Act protects the con-
fidentiality, integrity, and availability of electronically stored data, 18
U.S.C. § 1030.

ITSP — Interstate Transportation of Stolen Property, 18 U.S.C. § 2314.

Copyright — Criminal copyright infringement, 18 U.S.C. §§ 2318-2319.

Mail fraud — Prohibits use of the mails in furtherance of a scheme to
defraud, 18 U.S.C. § 1341.

Wire fraud — Prohibits the use of interstate wires in furtherance of a
scheme to defraud, 18 U.S.C. § 1343.

Defendants — This category lists the number and type of defendants (indi-
vidual and/or corporate).

Method of theft — This category indicates the status of the defendant relative
to the victim.

Insider — Crime and arrest occurred while defendant was employed by
the victim.

Ex-employee — Crime may have occurred in part while the defendant was
employed by the victim, but arrest occurred after defendantleft victim’s
employ.

Competitor — Includes individuals or corporations that are in a competi-
tive relationship with the victim.

Outsider — Includes individuals or corporations that steal trade secrets
for their own use or to sell to a third party.

Trade secret — This category provides a brief description of the stolen
trade secret.

Punishment

Incarceration or probation (months) — Refers to number of months of
incarceration (prison, home confinement) imposed on the lead de-
fendant or, if no incarceration was imposed, the number of months of
probation.

Fine, forfeiture, restitution — The combined amount that the lead defen-
dant must pay in fines, restitution, and forfeiture.

Other — This column to note unusual aspects of the case.
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