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AnAIChE Industry 
Technology Alliance 

WILEY-
INTERSCIENCE 

A JOHN WILEY & SONS, INC., PUBLICATION 


/




dcd-wg
C1.jpg



 

This Page Intentionally Left Blank



 
GUIDELINES FOR THE 
MANAGEMENT OF CHANGE 
FOR PROCESS SAFETY 



 

This book is one in a series of  process safety  guideline and concept books 
published by the Center for  Chemical Process Safety  (CCPS). Please go to 
www.wiley.com/go/ccps for  a full  list of  titles in this series. 

http://www.wiley.com/go/ccps


 
GUIDELINES FOR THE 
MANAGEMENT OF CHANGE 
FOR PROCESS SAFETY 

Center for Chemical Process Safety 
New York, New York 

CCR 
CENTER FOR ̂ ^ 

CHEMIOi. PROCESS SAFETY Ŝ T 
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PREFACE 

The American Institute of  Chemical Engineers (AIChE) has been closely 
involved with process safety  and loss control issues in the chemical and allied 
industries for  more than four  decades. Through its strong ties with process 
designers, constructors, operators, safety  professionals,  and members of 
academia, AIChE has enhanced communications and fostered  continuous 
improvement of  the industry's high safety  standards. AIChE publications and 
symposia have become information  resources for  those devoted to process 
safety  and environmental protection. 

AIChE created the Center for  Chemical Process Safety  (CCPS) in 1985 
after  the chemical disasters in Mexico City, Mexico, and Bhopal, India. The 
CCPS is chartered with developing and disseminating technical information  for 
use in the prevention of  major chemical accidents. The center is supported by 
more than 100 sponsors within the chemical process industry who provide the 
necessary funding  and professional  guidance to its technical committees. The 
major product of  CCPS activities has been a series of  guidelines to assist those 
implementing various elements of  a process safety  and risk management 
system. This book is part of  that series. 

Uncontrolled changes have directly caused or contributed to many major 
accidents that have occurred within the chemical process industry and allied 
industries. Many industries and companies recognize the importance of  careful 
management of  change (MOC) for  ensuring the safety  of  process operations 
and the quality of  manufactured  goods. The concept and the need to properly 
manage change are not new; many companies have implemented MOC 
systems. Yet incidents and near misses attributable to inadequate MOC 
systems, or to subtle, previously unrecognized sources of  change (e.g., 
organizational changes), continue to occur. To improve the performance  of 
MOC systems throughout industry, managers need advice on how to better 
institutionalize MOC systems within their companies and facilities  and to adapt 
such systems to managing non-traditional sources of  change. CCPS is helping 
to fulfill  this need through the publication of  these guidelines. 

xiii 
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The purpose of  this book is to define  the important features  of  MOC 
systems. MOC systems help ensure that changes to the design, operation, 
maintenance, and organization of  facilities  will not adversely affect  employees, 
the public, or the environment. MOC systems are used not only for  process 
safety  purposes, but also to manage quality, security, environmental, and 
organizational risk issues. This document outlines a process that can be used for 
designing, developing, installing, operating, maintaining, and improving MOC 
systems at individual company sites and at corporate or support locations. The 
appendices contain examples, flowcharts,  and forms  that should be useful  to 
personnel who are implementing new MOC systems or improving existing 
ones. The enclosed CD contains an MOC system design tool, an MOC system 
diagnostic tool, and examples of  typical MOC system procedures and forms. 

The hazards associated with a proposed change are not limited by the size 
or complexity of  the facility  in which the proposed change is to be 
implemented. Thus, just because a facility  may be small or have relatively 
simple processes (e.g., storage and unloading), the need to properly manage 
change is no less important than at larger or more complex facilities.  Also, 
managing change at small facilities  is not necessarily easier than implementing 
an MOC system at a large facility.  Each situation carries its own special 
challenges. Large facilities,  where making adjustments to the facility  culture is 
often  more difficult,  can find  that gaining consensus on the procedures for 
managing change is equally difficult.  Smaller facilities,  which are often  more 
receptive to change, may lack the resources (e.g., people, technical specialties) 
that are more common at large companies/facilities.  To help meet the needs of 
smaller facilities,  this book includes an overview of  the MOC chapter from  the 
CCPS book entitled Guidelines  for  Risk Based  Process Safety,  which promotes 
the efficient  design, implementation, and improvement of  "just fit-for-duty" 
management systems, including MOC. 

This book is intended for  an audience ranging from  facility  and corporate 
managers of  process safety  to workers who have differing  levels of  knowledge 
about the principles of  safely  managing change. This book is primarily 
designed to equip people responsible for  MOC systems with new ideas for 
implementing and improving MOC systems. However, it may also be used as a 
training aid for  companies teaching process safety  management and MOC 
concepts to new employees. 
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GLOSSARY 

Authorization  review.  Approval mechanism for  verifying  that all identified 
hazards have been addressed and associated tasks have been performed  prior to 
implementing a change. 
Change.  Any addition, process modification,  or substitute item (e.g., person or 
thing) that is not a replacement-in-kind. 
Change  originator.  Any individual who identifies  the need for  a change and 
initiates the MOC process through a request for  change. 
Classification  review.  Determination of  which functions  (e.g., engineering, 
safety)  need to perform  hazard reviews and authorization reviews for  a change. 
Closeout  review.  Approval mechanism for  verifying  that tasks required for  a 
change have been completed. These tasks do not necessarily need to be 
performed  prior to implementing the change. 
Emergency change. A change needed in a situation where the time required for 
following  the normal MOC procedure could result in an unacceptable safety 
hazard, a significant  environmental or security incident, or an extreme 
economic loss. 
Hazard  review.  Identification  of  (1) potential process safety  problems (or other 
problems, such as environmental incidents, if  the system scope includes them) 
to be resolved and (2) required controls to be implemented prior to and 
following  a change. 
Initial  review.  Preliminary determination of  whether a proposed modification  is 
worth pursuing and whether it is a change or a replacement-in-kind, based on 
MOC system definitions. 
MOC  coverage boundary.  A physical, functional,  or operational area of  a 
facility  or company that defines  where an MOC system is implemented. 
MOC  coordinator.  The individual responsible for  the MOC system in all or 
part of  a facility. 
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MOC  documentation.  Records that describe: the proposed change, the analyses 
performed  to support the review and authorization of  the RFC, any records of 
follow-up  actions that were necessary to ensure that the change was completed 
as specified,  and all other documents related to the RFC. 
MOC  performance.  A determination using data that, when tracked, can help 
identify  problems with MOC system operation and enhance continuous 
improvement efforts. 
MOC  system boundary.  A management system activity at the "edge of 
inclusion" in the MOC system in which information,  work products, or 
responsibility passes from  the MOC system to the area of  responsibility of  an 
"adjacent" management system element (e.g., Operating Procedures element). 
OSHA  Process Safety  Management,  29 CFR  1910.119 (OSHA  PSM).  A U.S. 
regulatory standard that requires use of  a 14-element management system to 
help prevent or mitigate the effects  of  catastrophic releases of  chemicals or 
energy from  processes covered by the regulation. 

Process safety  information.  Information  pertaining to the properties of  the 
hazardous chemicals used or produced by the process, the technology of  the 
process, and the equipment in the process. 
Process safety  management.  A management system that is focused  on 
prevention of,  preparedness for,  mitigation of,  response to, and restoration from 
catastrophic releases of  chemicals or energy from  a process associated with a 
facility  or activity. "Process safety  management" or "PSM", as used in these 
guidelines, is not meant to imply reference  to the Occupational Safety  and 
Health Administration's process safety  management regulation (29 CFR 
1910.119). 
Replacement-in-kind  (RIK).  An item (equipment, chemicals, procedures, 
organizational structures, people, etc.) that meets the design specification,  if  one 
exists, of  the item it is replacing. This can be an identical replacement or any 
other alternative specifically  provided for  in the design specification,  as long as 
the alternative does not in any way adversely affect  the function  or safety  of  the 
item or associated items. For nonphysical changes (relating to procedures, 
personnel, organizational structures, etc.), no specification,  per se, may exist. In 
these cases, the reviewer should consider the design and functional 
requirements of  the existing item (even if  nothing is written down) when 
deciding whether the proposed modification  is an RIK or a change. 
Request for  change (RFC.  A formal  request to modify  equipment, chemicals, 
procedures, organizational structures, staffing,  and so forth.  This can be done 
either using an RFC form  or integrating RFC information  into an existing work 
request/control document (e.g., maintenance work order). 
Risk. A measure of  potential loss (e.g., human injury, environmental impact, 
economic penalty) in terms of  the magnitude of  the loss and the likelihood that 
the loss will occur. 
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Risk analysis.  The determination of  a qualitative and/or quantitative estimate of 
risk based on engineering evaluation and mathematical techniques (quantitative 
only) for  combining estimates of  event consequences and frequencies. 
Technical  basis. An explanation of  the proposed modification,  including the 
reason(s) for  performing  the work, desired results, technical design, and 
appropriate implementation instructions. 
Temporary  change. A change that is implemented for  a short, predetermined, 
finite  period. 
Written  program.  A written description of  the roles, responsibilities, practices, 
procedures, and desired results associated with a management system for 
process safety.  Most process safety  management elements should have written 
programs to ensure consistent performance. 
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EXECUTIVE SUMMARY 

Consistent and effective  management of  change (MOC) is one of  the most 
important and difficult  activities to implement in a company. MOC is 
important because uncontrolled changes can directly cause or lead to 
catastrophic events as well as degrade the quality of  manufacturing  operations. 
Formal MOC systems include administrative procedures for  the review and 
approval of  changes before  they are made. This process helps ensure the 
continued safe  and reliable operation of  facilities. 

The scope, level of  detail, and complexity of  an MOC system can have a 
significant  impact on its success. MOC systems should be designed to fit  the 
organizational structure, culture, and workforce  of  a facility.  Well-designed 
systems are less likely to be used in a perfunctory  fashion  or circumvented. 
Having an inadequate system or one that is dormant is worse than having no 
system at all because facility  management can be lulled into complacency, 
thinking that they are effectively  managing change when change management 
is really not happening. MOC systems are also being adapted to deal with 
newly recognized, subtle sources change (e.g., organizational changes). 

Several principles exist for  successfully  implementing MOC systems in a 
company or facility: 

• Keep  it  simple,  yet fit  for  duty.  A modest system that works is better 
than an elegant one that does not. 

• Obtain widespread  acceptance and commitment.  Solicit the opinions 
and concerns of  all affected  groups when developing a system. 

• Field  test  the system prior to its  official  implementation.  Debugging it 
early will pay off  in the long run. 

• Provide  adequate  training.  Affected  personnel should be educated on 
the existence of  the system and their roles and responsibilities within it. 

xxix 
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• Periodically  monitor  the effectiveness  of  the MOC  system. Integrate 
the use of  pcrformancc/cfficicncy  mctrics into real-time control of  the 
system. 

• Use  audits  and management reviews.  Routinely monitor the MOC 
system to he sure the system is functioning  as cxpcctcd. Ë management 
system that is never reviewed will eventually degrade. Kind ways to 
continuously improve your MOC procedures and practices. 

• Demonstrate  management leadership  and commitment.  Properly 
support the MOC program by providing adequate resources and making 
the hard decisions in favor  of  safety  when MOC reviews indicate a 
problem. Like most aspects of  process safety,  MOC success begins at 
the top. 

In general, an MOC system can address process safety  issues and be 
applied to all operations involving the manufacture,  use, or handling of 
hazardous substances or energy. However, the company should determine the 
physical areas of  a facility  where MOC is applied, the phases of  a praccss life 
cycle for  application (e.g., process development, design, construction, 
operation, decommissioning), and the sources of  change (e.g., hardware, 
software,  procedures, personnel, organizational). The level of  detail used in an 
MOC system should be based on (I) the hazards or risk of  the process, (2) the 
expected rate of  use of  the MOC process, and (3) the existing process safety 
culture at the location where the MOC system will be used. 

The MOC element guidance is meant to be evaluated by companies that 
may elect to implement some aspects of  these practices based on a thoughtful 
consideration of  the risk-based design and implementation criteria. Not all 
companies even those with facilities  in nearly similar circumstanccs may 
clcct to adopt and implement the MOC activities in the same way. Company-
spccific  and local circumstanccs may give rise to very different  applications of 
MOC activities. 

These guidelines can be used to establish new MOC systems or to 
improve existing systems. Please note that not all of  the features  described in 
these guidelines may be appropriate tor all MOC systems. 

These  MOC  Guidelines  are not meant to represent  the sole path for 
compliance  with  process safety  regulations;  nor is this  book meant to 
establish  new performance-based  requirements  for  process safety. 
Nonetheless,  in some sense, these MOC  Guidelines  do  establish  new risk-
based  expectations  for  process safety  management and MOC. 
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INTRODUCTION 

Management of  change (MOC) is a process for  evaluating and controlling 
modifications  to facility  design, operation, organization, or activities -prior to 
implementation  - to make certain that no new hazards are introduced and that 
the risk of  existing hazards to employees, the public, or the environment is not 
unknowingly increased. 

MOC is one of  the most important elements of  a process safety 
management (PSM) system. Changes occur when modifications  are made to 
the operation or when replacement equipment does not meet the design 
specification  of  the equipment it is replacing. Other, more subtle changes can 
occur when new chemical suppliers are selected, National Fire Protection 
Association hazard classifications  change, procedures are modified,  or site 
staffing  and/or company organization is revised. Such changes, if  not carefully 
controlled, can increase the risk of  process operation and result in incidents. 

MOC has been called the minute-by-minute risk assessment control 
system in plants and companies. The significance  of  MOC - or the lack of  it -
was never more apparent than in the Flixborough accident, as shown in 
Figure 1.1.' This watershed event involved a temporary modification  to piping 
between cyclohexane oxidation reactors. In an effort  to maintain production, a 
temporary bypass line was installed when the fifth  of  a series of  six reactors 
was removed at a facility  in Flixborough, England, in March of  1974. The 
bypass failed  while the plant was being restarted after  unrelated repairs on 
June 1, 1974, releasing about 60,000 pounds of  hot process material, 
composed mostly of  cyclohexane. The resulting vapor cloud exploded, 
yielding an energy release equivalent to about 15 tons of  TNT. The explosion 
completely destroyed the plant, and damaged nearby homes and businesses, 
killing 28 employees, and injuring 89 employees and neighbors. 
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2 GUIDELINES FOR MANAGEMENT OF CHANGE 

1.1 HISTORICAL PERSPECTIVE 
Many companies have implemented MOC systems over the past 15 years. In 
1989, the Center for  Chemical Process Safety  (CCPS) published its 
groundbreaking Guidelines  for  Technical  Management  of  Chemical  Process 
Safety,  which included MOC as an element.2 However, most of  the initial 
chemical industry MOC implementation activity has been driven by two 

FIGURE 1.1 Flixborough Accident — Failure to Manage Change 
No engineering support was available in the plant at the time of  the 

accident. The temporary modification  was constructed by people who did not 
know how to design large pipes equipped with bellows. As stated in the 
official  report: "...they did not know that they did not know." An effective 
MOC system should have discovered the design flaw  before  the change was 
implemented, thus averting the disaster. 
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forces:  (1) the Occupational Safety  and Health Administration's (OSHA's) 
PSM standard and (2) quality initiatives.3'4 

In 1993, the Chemical Manufacturers  Association, now known as the 
American Chemistry Council (ACC), published the first  comprehensive 
guidelines on MOC: A Manager's  Guide  to Implementing  and  Improving 
Management  of  Change  Systems.5  However, this treatise was not widely 
distributed. Since that time, many conference  presentations have been given, 
journal papers written, and several additional texts completed on MOC; and 
yet the industry "thirst" for  effective  MOC practices remains.6"7 More than 
ever before,  companies recognize that insufficient  control of  changes plays a 
major role in accidents. 

In addition, much has happened in the chemical industry since 1989 and a 
large amount of  experience (good and bad) has been accumulated. Table 1.1 
lists a number of  events, happenings, trends, and experiences that CCPS 
considered as inputs to the development this book. 

Given this industry experience, CCPS has developed these MOC 
Guidelines  considering CCPS's new Risk Based Process Safety  (RBPS) 
system approach (Chapter 2).8 Table 1.2 lists the goals of  these MOC 
Guidelines  in serving identified  industry needs. 

As a result, companies can use these guidelines for  any of  the following 
activities: 

• Implementing a company's first  MOC system 
• Diagnosing and correcting a defective  MOC system 
• Determining ways to continuously improve MOC effectiveness 

1.2 MANAGEMENT OF CHANGE ELEMENT OVERVIEW 

MOC reviews are performed  at operating sites or in company corporate offices 
that are involved with capital project design and planning. MOC reviews focus 
on bona fide  changes, not replacements-in-kind (RIKs). An employee first 
originates a change request. Then qualified  personnel, normally independent 
of  the MOC originator, review the request to identify  any potentially adverse 
impacts. Based on this review, and after  addressing any additional 
requirements, a responsible party either approves or rejects the change for 
execution. If  the change is approved, it can be implemented. Before  startup of 
the change, potentially affected  personnel are either informed  of  the change or 
provided with more detailed training, if  needed. Affected  process safety 
information  (PSI) is modified  to reflect  the change. Most of  the time, these 
activities are completed prior to startup of  the change. 
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TABLE 1.1. Things that Have Happened in MOC Since 1992 

• More than 15 years of  MOC experience, particularly with incidents for  which failure 
of  MOC was identified  as a root cause 

• Major increase in the use of  electronic documentation of  site information 
• Emergence of  MOC software  applications 
• Emergence of  Web-based documentation sharing systems 
• Company-wide MOC systems (involvement of  non-local personnel in MOC reviews) 
• Redistribution of  PSM work to sites (lack of  central monitoring of  PSM/MOC) 
• Downsizing and integration of  MOC duties within production jobs 
• Increased efforts  to monitor MOC implementation via management reviews 
• Organizational upheaval (divestitures, acquisitions lack of  culture integration) 
• Use of  MOC in process areas not covered by regulatory standards 
• Realization of  the need for  MOC for  nontraditional types of  changes 
• PSM regulatory creep (broadening of  the application for  new change types and 

expanding the MOC work required) 
• Expansion of  the six-sigma approach and other productivity improvement initiatives, 

which has increased the workload associated with MOC systems involving subtle 
types of  changes 

• Accident investigations that have revealed the risk significance  of  previously under-
considered sources of  subtle change, such as organizational changes 

TABLE 1.2. Goals of  these MOC  Guidelines 

• Reduce the number of  MOC related incidents and PSM audit findings 
• Expand MOC into the process/project life  cycle and nontraditional types of  changes 
• Tailor MOC systems to the facility  size, perceived risk anticipated usage rate of  the 

MOC system, and safety  culture 
• Monitor MOC performance  at sites from  afar,  in real time, and cost effectively 
• Quickly diagnose MOC problems without having to perform  or wait for  a PSM audit 
• Make MOC systems more fault  tolerant and resistant to circumvention or human 

error 
• Monitor MOC performance  and efficiency  in a practical way 
» Achieve better MOC results with fewer  resources, if  possible 

The main product of  an MOC system is a properly reviewed change 
request that is authorized, amended, or rejected. Ancillary products include 
modified  PSI, change communication, and updated training records. 

Companies and sites usually have written MOC procedures that apply to 
all work that is not judged to be an RIK. The results of  the review process are 
typically documented on an MOC review form.  Backup information  provided 
to aid the review or generated by the review is usually kept for  several years as 
a foundation  for  updates and process hazard analysis (PHA) revalidations. 
This information  also provides an auditable record of  the MOC 
implementation process. 
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1.3 MOTIVATIONS FOR MOC 

Companies that manufacture,  handle, store, or use hazardous chemicals are 
committed to effective  MOC for  a variety of  reasons. In addition to a desire to 
promote employee and public safety  and to protect the environment, 
motivations for  MOC include the intent to comply with (1) ACC's 
Responsible Care® initiative, (2) government regulations requiring MOC 
systems, and (3) quality/environmental initiatives such as International 
Organization for  Standardization (ISO) 9000/14000.3'5'9"12 

PSM practices and formal  management systems have been in place in 
many companies for  more than 20 years. PSM is widely credited for  perceived 
reductions in major accident risk and improved chemical industry 
performance.  Nevertheless, many companies continue to be challenged by 
resource pressures, inadequate management systems (as evidenced by chronic 
deficiencies  found  in MOC audit results), and stagnant process safety  incident 
performance,  particularly involving MOC systems. 

1.3.1 Internal Motivations 

Inappropriate changes can affect  employee and/or public safety,  damage the 
environment, or result in significant  business interruptions. They can also 
reduce product quality or increase production costs. The desire to decrease the 
occurrence of  change-induced incidents and reduce the cost of  doing business 
motivates companies to create effective  MOC systems that will enable them to 
remain competitive, grow, and prosper. 

Experience has demonstrated that inadvertent, unintended, erroneous, or 
poorly performed  changes - changes whose risk is not properly understood -
can result in catastrophic fires,  explosions, or toxic releases. The 1974 
explosion at Flixborough, England, described at the beginning of  this chapter, 
was fundamental  to the development of  formal  safety  management systems, 
both in Europe and the United States. Table 1.3 gives examples of  changes 
that could increase risk. 

MOC systems call for  implementation of  formal  administrative procedures 
that require reviews and approvals of  proposed changes within designated 
areas of  a site. The objective of  MOC is to prevent changes in process 
chemistry and technology, equipment operations, maintenance, and supporting 
functions  from  introducing unacceptable risks. Inadequate reviews of  proposed 
changes can result in the potential for  certain changes to violate the design 
basis of  carefully  engineered systems or to increase the risk of  processes that 
have operated safely  for  years. 

1.3.2 Industry Initiatives 

Several industry organizations have recommended the development of  MOC 
procedures through various guidelines (Table 1.4). 
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TABLE 1.3. Examples of  Changes that Should Be Managed or Could Increase Risk 

• Changing piping from  carbon steel to stainless steel without considering the potential 
for  pitting due to the presence of  chlorides 

• Replacing a reactor with one of  equal volume but different  length-to-diameter ratio 
without considering potential changes in vessel mixing and heat transfer  characteristics 

• Changing a vessel's service to a higher specific  gravity material without considering 
the impact of  the additional weight on the vessel support structure 

• Changing a pump impeller to a larger diameter to increase capacity or head without 
considering the potential to (1) overpressure downstream equipment, (2) operate above 
PSV set pressures, or (3) cause pump cavitation because of  suction side limitations 

• Repairing a process leak via an engineered clamp without confirming  that the pressure 
rating for  the temporary repair is adequate for  the service 

• Replacing a metal wafered  gasket with a Teflon  gasket, which won't hold up to an 
external fire,  on a temporary basis to make it through the weekend. 

• Connecting the cooling system of  a new reactor to an existing cooling tower, without 
assessing the impact of  increased load on the tower 

• Substituting plastic pipe for  steel pipe without considering the potential for  generating 
static electricity that could ignite flammable  vapors or combustible dusts, or failure 
caused by lack of  support, particularly at elevated temperatures 

• Temporarily replacing a centrifugal  pump with a positive displacement pump without 
considering the need for  a reliable relief  path in the downstream piping 

• Raising the trip point on a safety-related  high level alarm beyond the safe  operating 
limit established by prior safety  analyses 

• Permanently converting a l-out-of-3  voted safety  sensing system to a l-out-of-2 
system because one of  the sensors has failed,  which ignores the hardware fault 
tolerance of  the safety  system 

• Replacing a transmitter that produces an analog output with one that produces a digital 
output without considering the failure  modes associated with the new transmitter and 
the potential effect  on the reliability of  the associated interlock circuit 

• Adding a new alarm within the DCS without considering the incremental impact for 
creating a process alarm overload situation for  operators 

• Adding an isolation valve beneath a pressure relief  valve to make it easier to remove 
and test the relief  valve without considering the management system required to be 
certain the valve is not inadvertently closed 

• Replacing a building sprinkler system with a C02 system without considering the 
associated asphyxiation hazard 

• Directing atmospheric relief  valve discharges to an existing flare  header without 
considering the impact on the flare  header or the performance  of  other relief  devices 
discharging into the header 

• Replacing an explosion relief  vent panel with a panel having a higher burst pressure to 
"prevent spurious openings" 

Process equipment  changes such as materials of  construction design parameters, and 
equipment configuration 

Process control  changes such as instrumentation, controls, interlocks, and 
computerized systems, including logic solvers and software 

Safety  system changes such as allowing process operation while certain safety  systems 
are out of  service 
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TABLE 1.3. Examples of  Changes that Should Be Managed or Could Increase Risk 
(cont'd) 

• Increasing the occupancy of  the control room building without considering the 
increased risk of  building occupancy 

• Increasing the size of  the chemicals warehouse without considering the impact 
requirements for  sprinkler protection may have on the flow/pressure  capability of  the 
firewater  supply 

• Relocating a unit's control room to a remote location to reduce operator exposure to 
unit hazards, without considering the impact of  decreased operator presence in the 
process area 

• Temporarily closing a major site road because of  interferences  from  a construction 
project or a maintenance turnaround without considering the impact on the 
accessibility of  emergency response vehicles to certain portions of  the facility 

• Disbanding facility  emergency response capabilities in lieu of  support from  municipal 
emergency response agencies without considering the response time and capabilities of 
such groups 

• Increasing process throughput beyond the currently established unit nameplate 
capacity without considering the potential impact on relief  system capacity 
requirements 

• Temporarily bypassing a heat exchanger without considering low temperature 
embrittlement of  downstream equipment 

• Temporarily receiving a highly toxic material via tank truck instead of  railcars without 
considering that more frequent  connections and disconnections of  unloading lines 
could increase the likelihood of  process material releases 

• Using a more reactive catalyst type than that recommended by the vendor without 
considering that the higher reaction rate may exceed the cooling capacity of  the 
reactor, potentially leading to runaway reaction 

• Postponing a unit turnaround beyond the design run time limit, resulting in exceeding 
the maximum allowable intervals for  certain equipment tests and inspections 

• Increasing maintenance intervals based on resource constraints without considering 
past operating experience 

• Reassigning certain maintenance tasks from  maintenance personnel to operators 
without providing the operators with appropriate procedures, tools, and training for 
their new responsibilities 

• Changing the inspection method for  unit piping thickness from  ultrasonic to X-ray 
without considering the hazards associated with more frequent  use of  ionizing 
radiation in the unit 

Site  infrastructure  changes, such as fire  protection, permanent and temporary 
buildings, roads, and service systems 

Operations  and technology  changes such as process conditions, process flow  paths, 
raw materials and product specifications,  introduction of  new chemicals on site, and 
changes in packaging 

Changes  in inspection<,  testing;  and preventive  maintenance,  or repair requirements, 
such as lengthening an inspection interval or changing the lubricant type used in a 
compressor 
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TABLE 1.3. Examples of  Changes that Should Be Managed or Could Increase Risk 
(cont'd) 

Modifying  operating procedures to reduce or eliminate operator rounds in an area 
without considering the benefits  of  operator presence, such as leak detection 
Changing previously established safety,  quality, or operating limits in the operating 
procedure 
Moving from  a hard-copy based operating procedure system to one where personnel 
access all procedures through the site intranet 
Abandoning the OEM manuals in lieu of  site-generated maintenance procedures 

Relocating the site technical group to a remote central corporate location without 
considering the impact on their ability to provide support to the facility 
Changing from  an 8-hour shift  schedule to a 12-hour shift  schedule without evaluating 
the potential effect  of  greater fatigue  associated with longer shifts 
Replacing an operations unit manager without considering the training needs for  the 
new unit manager 
Deciding not to replace a retiring corporate loss prevention expert who previously 
reviewed all relief  system designs, or replacing the expert with an inexperienced 
engineer 
Realigning the corporate PSM auditing function,  placing primary auditing 
responsibility at the site level, without considering the possible reduced expertise or 
independence of  local auditors 

Liberalizing the limits on the amount of  overtime that an individual can work each 
month without considering the possibility of  worker fatigue,  or reducing the amount of 
overtime without considering the impact on staffing  emergency response teams 
Revising the facial  hair policy to allow facial  hair for  some classes of  employees who 
are perceived to have a reduced need to wear respiratory protection 
Adopting a new paperless document policy intended to manage all site documentation 
electronically, including review/authorization, access, and retention of  PSM-related 
information  on PHAs, procedures, MOCs, PSSRs, and training records 

Implementing a new corporate policy for  selecting external equipment manufacturers/ 
vendors and services that calls for  a reverse auction and low-cost bidding process 
without consideration of  the impact of  non-standard equipment or less reliable 
equipment 

Changing the timing and means for  shift  change and turnover of  operating control 

Changes  in procedures^  such as standard operating procedures, safe  work practices, 
emergency procedures, administrative procedures, and maintenance and inspection 
procedures 

Organizational  and staffing  changes such as reducing the number of  operators on a 
shift,  changing the maintenance contractor for  the site, or changing from  5-day 
operation to 7-day operation 

Policy  changes\ such as changing the amount of  overtime permitted 
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TABLE 1.3. Examples of  Changes that Should Be Managed or Could Increase Risk 
(cont'd) 

• Reclassifying  an area that currently requires a hot work permit as a designated area 
• Revising the qualifications  required for  incident investigation leaders 
• Eliminating a step in the approval of  safe  work permits that currently requires sign-off 

by the control room lead operator 
• Modifying  the way in which temporary trailer occupancy is controlled 

• Adopting a new RAGAGEP on site, such as ISA 84.0104 standards for  safety  interlock 
life-cycle  management 

• Relocating a laboratory within an existing building 
• Adding/deleting emergency response rolling stock (ambulances, etc.) 
• Local municipalities/governments consolidating police, emergency medical service, 

and fire  emergency response capabilities into one central location with enhanced 
communication and response technologies 

• Changing the policy of  using bicycles for  onsite transportation 

TABLE 1.4. Industry Initiatives to Implement MOC 

• American Chemistry Council Responsible Care Management System® 9 

• American Institute of  Chemical Engineers Guidelines  for  Risk Based  Process Safety8 

• American Petroleum Institute Guidelines  for  Management  of  Process Hazards 
Recommended  Practice 750 13 

• Canadian Chemical Producers Association Responsible Care Program, Manufacturing 
Code  of  Practices 

• GE Corporation, Six Sigma - The Road to Customer Impact 

1.3.3 Regulatory Influences 

Various U.S. and international government regulations require that changes to 
processes be reviewed. For example, the U.S. Congress has mandated that 
both OSHA and the Environmental Protection Agency (EPA) implement 
regulations that address accidents involving hazardous chemicals. ' 1 0 The 
regulations issued by both of  these agencies include MOC requirements. In 
February 1992, OSHA adopted a regulation, Process Safety  Management  of 
Highly  Hazardous  Chemicals  (29 CFR 1910.119), which requires MOC as a 
key element of  a complete PSM program. Specifically,  the OSHA PSM 
regulation [paragraph (1)] includes the following  requirements: 

Other PSMsystem  element  changes, such as modifying  the MOC procedure to include 
a provision for  emergency change requests 

Other changes including anything that "feels"  like a change but does not fit  in a 
change-type category that has been established for  your facility;  this "other type" 
should be in every MOC system 



 

1 0 GUIDELINES FOR MANAGEMENT OF CHANGE 

• Develop written procedures for  managing change 
• Address the technical basis for  each change 
• Evaluate potential safety  and health impacts for  each change 
• Define  requirements for  authorizing changes to be made 
• Appropriately inform  and train affected  employees and contractors 

before  changes occur 

In addition, OSHA requires that MOC systems specify  the appropriate 
time period for  the change (e.g., a change that is permitted for  only 1 week) 
and that PSI, procedures, and practices be updated, as necessary, when 
changes occur. 

In June 1996, EPA finalized  its risk management program (RMP) rule. 
The accident prevention program component of  the RMP rule requires 
companies to develop MOC procedures.10 These requirements are nearly 
identical to OSHA's MOC provisions, but they expand the evaluation to 
consider the potential offsite  impacts of  changes. 

In addition to these federal  regulations, various state process safety-related 
regulations specify  MOC requirements. Companies should also consider these 
state regulations as they develop their corporate and local MOC programs. 

Internationally, numerous legislations, regulations, and guidance 
documents require companies to address MOC (e.g., the EC Directive on 
Seveso, the UK COMAH regulations, OECD Guiding  Principles  for  Chemical 
Accident  Prevention,  Preparedness,  and  Response)} ~16 

1.3.4 Quality Initiatives 

ISO has established rigorous quality standards (i.e., the ISO 9000 series) that 
include MOC concepts for  companies desiring to do business in the 
international marketplace. Specifically,  ISO 9004, Quality Management  and 
Quality System  Elements  - Guidelines,  requires the documentation and 
authorization of  all process changes. In addition, changes to work instructions, 
specifications,  and drawings are to be controlled. Some purchasers of  products 
have requested final  approval of  any MOCs related to that product to ensure 
that product quality is not compromised. ISO has also promulgated ISO 14000 
on Environmental  Management  Systems,  which also requires that changes be 
managed. 

1.4 COMMITMENT REQUIRED FOR EFFECTIVE MOC 
SYSTEMS 

Even though the concept and benefits  of  managing change are not new, the 
maturation of  MOC programs within industry has been slow, and many 
companies still struggle with implementing effective  MOC systems. This is 
partly due to the significant  levels of  resources and management commitment 
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that are required to implement and improve such programs. MOC may 
represent the biggest challenge to culture change that a company faces.  For 
example, seasoned engineers may feel  as though an MOC process "second-
guesses" their judgment, or operating managers may dislike having to "get 
permission" from  others to make a change, even though they are the "experts." 

Many companies have installed protocols for  addressing changes without 
regulatory impetus because such controls represent sound business practices 
for  achieving safety,  quality, and environmental objectives. However, many of 
these protocols may not fully  address the scope and depth that external 
guidelines and regulations now demand. That is, the MOC systems at many 
companies may lack the formal  structure to help ensure that: 

• Designs of  site processes are well understood and documentation is up 
to date 

• Proposed modifications  are routinely evaluated for  potential safety  and 
health impacts before  being implemented 

• The level of  detail for  each review is appropriate for  the potential hazard 
it poses 

• The appropriate level of  company management authorizes the changes 
• Related activities required to safely  implement the changes (e.g., 

training) are conducted 
• Training of  personnel on the changes is effective 
• Records are maintained to document the changes 

Developing  an effective  MOC  system may require evolution  in a 
company's culture;  it  also demands  significant  commitment  from  line 
management,  departmental  support organizations,  and employees.  Strong 
management commitment should include allocation of  adequate resources for 
managing change and the willingness to modify  existing management systems 
when necessary to accommodate MOC requirements. Only when management 
commitment is visibly demonstrated is it possible to obtain the widespread 
involvement and support essential to implementing an MOC system. In 
addition, to obtain the employee commitment necessary to make widespread 
employee involvement effective,  management should provide effective 
orientation and training for  all personnel (including contract personnel) 
involved in activities that can result from  or be affected  by changes. 

1.5 ORGANIZATION AND USE OF THESE GUIDELINES 
These MOC  Guidelines  are meant to be evaluated by companies who may 
elect to implement some aspects of  these practices based on a thoughtful 
consideration of  risk-based design and implementation criteria. Not all 
companies - even those with facilities  in nearly similar circumstances - may 
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elect to adopt and implement the MOC activities in the same way. Company-
specific  and local circumstances may give rise to very different  applications of 
MOC activities based on the perceived needs, resource requirements, and 
existing safety  culture of  the facility. 

These MOC  Guidelines  are not meant to represent the sole path for 
compliance with process safety  regulations, nor is this book meant to establish 
new performance-based  requirements for  process safety.  Nonetheless, in some 
sense, these MOC  Guidelines  do establish new risk-based expectations for 
PSM and MOC. 

Companies can use the information  provided in this book to help 
implement new MOC systems, repair defective  systems, or improve mature 
systems using a life-cycle  approach, including the following  tasks: 

• Design the MOC system 
• Develop a written description of  the system based on the design 

requirements 
• Install the system 
• Operate the MOC system over the life  of  the site 
• Maintain the system and modify  it as appropriate using information 

from  audits and management reviews and through continuous 
improvement activities 

This book devotes chapters and appendices (as appropriate) to each of 
these activities. Personnel creating a new MOC system or repairing/improving 
an existing one can consider the features  described for  each activity. Several 
appendices include additional information  useful  to those personnel. 

Table 1.5 provides a list of  perceived user needs and instructions on how 
to use this book to best meet those needs. 

TABLE 1.5. Using Guidelines  for  Management  of  Change  for  Process Safety 

Want to know the basics 1,2 

Just getting started 1, 2, 3, 6, Appendices A, Β and C 

MOC system may be broken 1, 2, 3,4, 5, 6, Appendices C, G, and Η 

Established system trying to get better 1, 2, 6, Appendices F and G 

Understand MOC regulatory requirements 1,4.5.4 

Use MOC during process design 1,2, 3,4 

Develop a corporate MOC policy 1 ,2 ,3 

Develop an MOC awareness presentation 1, 2, 3, Appendix A 

Improve audit protocol for  MOC 1, 2, 3, 4, 5, Appendix Ε 

Go from  a paper system to an electronic MOC 1, 2, 3, 4, Appendix D 
system 

User Need Description Sections to Review to Meet Needs 
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Although managers and engineers can use these guidelines to implement, 
correct, and improve MOC systems at their sites, they can also be used by 
corporate personnel responsible for  establishing company-wide standards or 
guidelines for  MOC systems. In either case, the MOC implementation process 
described in this book allows company management to implement an MOC 
system that has a level of  detail commensurate with the hazards associated 
with the facility  and that is appropriate and workable for  the site. 
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2 

RELATIONSHIP TO RISK BASED 

PROCESS SAFETY 

The Center for  Chemical Process Safety  (CCPS) has published Guidelines  for 
Risk Based  Process Safety  (RBPS), a comprehensive look at the next-
generation process safety  management (PSM) system.8 These management of 
change (MOC) guidelines are intended to be consistent with the principles in 
that book. 

2.1 BASIC CONCEPTS AND DEFINITIONS 

This chapter reviews terminology necessary for  understanding how MOC 
systems fit  within the RBPS management system and how readers can use 
these guidelines to help achieve accident prevention, preparedness, and 
response goals. 

2.1.1 Process Safety and Risk 

Process safety  deals with the prevention of  catastrophic releases of  chemicals 
or energy from  systems handling hazardous substances that could affect 
workers, the community, the environment, or business continuity. Risk deals 
with the lack of  certainty about the ability to be accident-free  and is best 
described by the following  basic risk questions concerning a process or 
operation: 

• What can go wrong? 
• How likely is it? 
• What are the impacts? 

15 
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Based on the level of  understanding of  answers to these three basic risk 
questions and knowledge of  regulatory and other constraints, a company can 
determine how it can best manage change in order to manage risk. Early in the 
life  cycle of  a process (i.e., conceptual design), limited information  typically 
exists to answer all three of  these questions - normally only enough 
information  exists to understand the hazards of  the chemicals/process. Once a 
process moves into the detailed design stage or is put into operation at a site, 
more detailed answers to these three questions can be discovered. 

Understanding of  risk helps a company decide how to shape its PSM 
activities. Even in a highly regulated environment, process safety  professionals 
have a wide range of  options to choose from  when deciding how much 
technical rigor to incorporate into the PSM activities at their facilities. 
Sometimes this flexibility  is limited by regulatory constraints, which define  a 
minimum standard of  performance  for  process safety  activities. In some cases, 
an industry consensus standard or internal company requirement may shape or 
limit the process safety  professional's  design or improvement options. The 
range of  options may be further  constrained by corporate policies, standards, 
or guidelines. 

Understanding risk is the most important part of  a foundation  for 
determining the type, capability, and dependability of  the MOC system a 
facility  needs. 

2.1.2 Management Systems 

Causes of  chemical process accidents fall  into one or more of  the following 
categories: 

• Technology failures 
• Human failures 
• Management system failures 
• External circumstances/natural disasters 

For many years, companies focused  their accident prevention efforts  on 
addressing technology and human factors.  Incidents continued to occur despite 
industry efforts.  In the mid-1980s, following  a series of  serious chemical 
accidents around the world, companies, industries, and governments began to 
focus  on management systems (or lack thereof)  as the underlying cause of 
these accidents. As a result, a large effort  was launched to find  ways to 
accelerate the industry adoption of  a management systems approach to solving 
process safety  problems. 

Management system approaches had already begun to take root in the area 
of  product quality, as evidenced by the establishment of  various Total Quality 
Management frameworks.  Moreover, the evolution of  integrating 
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manufacturing  excellence into the business model has helped focus  attention 
on boosting PSM performance. 

A management system is a framework  for  getting work done in a 
dependable way over a long time. In the U.S., the introduction of  these 
approaches prompted companies to initiate somewhat fragmented  hazard 
analysis and equipment integrity efforts.  Eventually, companies realized that 
an integrated management systems approach might be useful  in focusing 
future  accident prevention activities. 

Management systems need to address certain issues in order to be 
comprehensive and dependable. Table 2.1 lists important issues that should be 
addressed in any management system. A PSM system that focuses  on work 
activities to prevent, prepare for,  mitigate, or respond to accidental releases 
should also address these issues - either in each individual PSM element [e.g., 
roles and responsibilities in an MOC or process hazard analysis (PHA written 
program] or in a single PSM element (e.g., auditing issues are all contained in 
the auditing element). 

Whether designing or reconfiguring  individual elements or the entire PSM 
system, the items in Table 2.1 should be used to ensure that the management 
systems issues that are essential for  success are being addressed. 

Because of  the breadth and complexity of  the activities within their scope, 
PSM systems are typically broken down into a layered hierarchy. The most 
basic level within a PSM system is the element. MOC  is an element within the 
CCPS  RBPS system structure.  A written program for  MOC should address all 
of  the components in Table 2.1. 

TABLE 2.1. Important Issues to Address in a Process Safety  Management System 

• Purpose and scope 
• Personnel roles and responsibilities 
• Tasks and procedures 
• Necessary input information 
• Anticipated results and work products 
• Personnel qualifications  and training 
• Activity triggers, desired schedule, and deadlines 
• Resources and tools needed 
• Continuous improvement 
• Management review 
• Auditing 



 

18 GUIDELINES FOR MANAGEMENT OF CHANGE 

2.1.3 Life Cycles of Processes and Management Systems 

Physical processes have life  cycles consisting of  several stages: conceptual 
design, research and development, detailed engineering design, procurement, 
construction, startup, normal operation, maintenance and turnarounds, and 
decommissioning. The names, numbers, and sequence of  life-cycle  stages vary 
across industries and companies; no commonly accepted set of  descriptors 
exists. MOC  is an important  activity in each life-cycle  stage.  For simplicity, in 
this book CCPS chooses to use the following  definitions  for  life-cycle  stages: 

• Process development · Operating lifetime 
• Detailed design · Extended shutdowns 
• Construction and startup · Decommissioning 

Like physical processes, management systems also experience life-cycle 
stages, even if  a company does not explicitly recognize such stages. Thus, 
management systems should also be carefully  designed, built, started up, 
operated, maintained, and eventually shut down or decommissioned. 

2.1.4 Responses to Management System Problems 

As PSM systems operate, they occasionally become defective,  less effective, 
or fall  into disuse. Facility management will typically diagnose and control the 
performance  of  its PSM system using a variety of  means and sources of 
information.  One typical approach is the use of  an audit, whereby independent 
personnel evaluate the PSM activities to determine whether the PSM system is 
adequate and is being implemented in a dependable fashion.  These audits can 
be resource-intensive and are typically performed  at one- to three-year 
intervals. In between these audits, management is increasingly using metrics to 
monitor the PSM system on a more real-time basis. 

PSM systems or elements that are found  to be nonconforming  (typically 
via PSM audits) - or even worse, chronically deficient  - require correction. 
Companies that are fortunate  enough to have PSM systems that run relatively 
problem-free  still search for  ways to improve their systems. MOC  is typically 
a very active management practice. Many  companies focus  a lot  of  attention 
on auditing  and  improving MOC  systems. 

To help structure the discussion of  PSM (or MOC) improvement, the 
following  terms are defined  below: performance,  efficiency,  effectiveness,  and 
improvement. 

Performance  is reflected  by the success with which the PSM/MOC work 
products from  a specific  PSM/MOC activity meet the company-defined 
standard for  quality, thoroughness, and timeliness. PSM/MOC performance 
can be measured by outcome-oriented event indicators (e.g., incident rates) or 
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process-related leading indicators (e.g., rate of  improperly performed  MOC 
activities). 

On a company level, event indicators may be sufficient  to provide an idea 
of  where the company is going with respect to process safety;  however, their 
power to discriminate and diagnose is limited. But on a site or process level, 
these statistics are not enough to help a company determine how close to the 
edge it is and where improvements need to be made. On the local level, 
PSM/MOC element leading indicators are one of  the few  ways that show 
promise in helping companies monitor the risk-health of  their facilities. 

Efficiency  is reflected  by the amount of  resources used to create the 
desired PSM work product. Typically, resources are expressed in monetary 
terms or in terms of  time spent in creating the work product. An adequate 
work product that costs less to make than it did last year is said to have been 
created more efficiently. 

Effectiveness,  therefore,  is defined  as the functional  combination of 
performance  and efficiency: 

Effectiveness  = function  of  [Performance  & Efficiency] 

To improve PSM/MOC effectiveness,  a company can attempt one or more 
of  the following: 

• Achieve better results with no increase in costs 
• Reduce costs while maintaining the same level of  performance 
• Improve performance  and increase efficiency  at the same time 

Improvement  efforts  can address performance  issues, efficiency  issues, or 
both. Continuous improvement implies that the improvement activity is 
accomplished on a more regular, rather than episodic, basis. Thus, continuous 
improvement in PSM/MOC effectiveness  must embody (1) regular, consistent 
activities and (2) tangible, positive changes in performance,  efficiency,  or 
both. 

The following  sections describe the RBPS system and the MOC system 
hierarchy. 

2.2 OVERVIEW OF THE RBPS SYSTEM 

An RBPS system addresses four  accident operation pillars: (1) committing to 
process safety,  (2) understanding hazards and evaluating risk, (3) managing 
risk, and (4) learning from  experience. To manage risk, facilities  focus  on 
three aspects: 
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• Disciplined operation and maintenance of  processes that pose residual 
risk and their associated protective systems 

• Controlling changes to those processes and protective systems to avoid 
inadvertent risk increases 

• Preparing for,  responding to, and managing incidents that do occur 

Efforts  to control change-induced risk revolve around two RBPS 
elements: management of  change and operational readiness. This section 
covers the attributes of  an effective  MOC system. 

2.2.1 Risk Based Process Safety Management System Approach 

RBPS is founded  on the principle that appropriate levels of  detail and rigor in 
process safety  practices should be premised on the following  three factors: 

• Current understanding of  the risk of  the processes on which the process 
safety  practices are focused 

• Level of  demand for  the process safety  activity (e.g., the number of 
changes that need review per month) and the sustainable resources 
available to support implementation over the life  of  the facility 

• Existing company culture within which the process safety  practices will 
be implemented 

In this risk-based, layered approach, the right level of  practices can be 
designed and implemented in a way that (1) optimizes PSM performance, 
efficiency,  and effectiveness  and (2) avoids gaps, inconsistencies, overwork, 
underwork, and associated process safety  risks and economic risks. 

Process safety  professionals  may have a wide range of  options to choose 
from  when deciding how much technical rigor to incorporate into their 
company/facility  PSM activities. Sometimes this flexibility  is limited by 
regulatory constraints, which define  a minimum standard for  pursuit of  the 
process safety  activity. In some cases, an industry consensus standard or 
internal company requirement may shape or limit a company's MOC system 
design/improvement options. 

In either case, these requirements may be written in a prescriptive form  or 
in a performance-based  fashion.  Prescriptive requirements state precisely how 
the process safety  activity is to be conducted and what the activity is to 
produce. Performance-based  requirements are more flexible  because they 
specify  only what is to be accomplished and leave the method for  generating 
the desired results up to the company/facility  or the process safety  professional 
in charge of  the activity. 

A main focus  of  the RBPS approach is to help process safety  professionals 
build and operate more effective  PSM systems by providing guidance on how 



 

2 RELATIONSHIP TO RISK BASED PROCESS SAFETY 21 

to design or improve a specific  process safety  activity so that the energy put 
into the activity is sufficient  to meet the anticipated needs for  that activity. In 
this way, limited company resources can be focused  elsewhere to generate 
improved safety  and economic performance. 

Higher-risk situations usually require a more formal  and thorough 
implementation of  an MOC protocol (e.g., a detailed written program that 
specifies  exactly how changes are identified,  reviewed, and managed). 
Companies having lower-risk situations may appropriately decide to manage 
changes in a less rigorous fashion  (e.g., a general policy about managing 
changes implemented by trained key employees using informal  practices). 

Facilities that experience high demand for  managing changes may need 
greater specificity  in the MOC procedure and greater allocation of  personnel 
resources to fulfill  the defined  roles and responsibilities. Lower-demand 
situations allow facilities  to operate an MOC protocol with greater flexibility. 

Facilities with sound safety  cultures generally have MOC procedures that 
are more performance  based, allowing trained employees to use good 
judgment when managing changes in an agile system. Facilities with an 
evolving or uncertain safety  culture generally require more prescriptive MOC 
procedures, more frequent  training, and stronger command and control 
management system features  to ensure disciplined MOC implementation. 

2.2.2 Risk Based Process Safety Elements 

Table 2.2 lists the elements in the CCPS RBPS model.8 

2.2.3 RBPS System Design Hierarchy 

The level of  rigor that any particular company or facility  applies to 
establishing or improving an MOC system should be based on the RBPS 
criteria: perceived hazard/risk, demand for  resources, and culture. The 
following  sections provide an overview of  MOC practices that are in use in 
industry today. Increasingly greater detail is provided as one goes deeper into 
the MOC element structure given in the RBPS guidelines book (summarized 
in Appendix Β of  this guideline), which is organized as follows: 

• Element^,g.,  management of  change) 
• Key  Principle  (e.g.,  identify  potential change situations) 
• Essential  Feature  (e.g., all sources of  change are managed) 
• Possible  Work  Activity  (e.g., develop a list of  areas to which MOC 

applies) 
• Implementation  Options  (e.g., an MOC coverage list is maintained 

and communicated) 
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TABLE 2.2. CCPS Risk Based Process Safety  Elements 

1. Process Safety  Culture 
2. Compliance with Standards 
3. Process Safety  Competency 
4. Workforce  Involvement 
5. Stakeholder Outreach 

6. Process Knowledge Management 
7. Hazard Identification  and Risk Analysis 

8. Operating Procedures 
9. Training and Performance 
10. Safe  Work Practices 
11. Asset Integrity and Reliability 
12. Contractor Management 
13. Management of  Change 
14. Operational Readiness 
15. Conduct of  Operations 
16. Emergency Management 

17. Incident Investigation 
18. Measurement and Metrics 
19. Auditing 
20. Management Review and Continuous Improvement 

The following  section discusses only the MOC key principles and 
essential features.  Additional details about possible work activities are 
provided in Chapter 15 of  the RBPS Guidelines  and in Appendix Β of  this 
book. 

2.2.4 Key Principles and Essential Features of MOC Systems 

A company should address the following  MOC key principles: 

• Maintain a dependable MOC practice 
• Identify  potential change situations 
• Evaluate possible impacts 
• Decide whether to allow the change 
• Complete follow-up  activities 

Section 2.1 of  this guideline defines  the generic requirements of  a 
management system (roles and responsibilities, scope, task procedures, etc.). 

Understand  Hazards  and Evaluate  Risk 

Commit  to Process Safety 
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Readers should keep these requirements in mind as they seek to implement a 
comprehensive MOC system in a risk-appropriate fashion.  Some facilities  may 
decide to implement an MOC system at the key principle level of  rigor. Other 
facilities  may decide that greater rigor is required, and they explicitly 
implement the essential features  for  each key principle by identifying  effective 
work activities to accomplish each essential feature  in the MOC system. 
Following is a brief  description of  each of  the MOC key principles and a list of 
the essential features  that support each key principle. 

Maintain  a Dependable  MOC  Practice 
If  a PSM activity is important enough to have been identified  as something 
that should be done, then it is likely that the company/facility  will want the 
activity to be performed  in a fashion  that is consistent over the life  of  the 
facility.  In order for  an MOC practice that applies to a variety of  people and 
situations to be executed dependably throughout a facility,  the following 
essential features  should be considered: 

• Establish consistent implementation 
• Involve competent personnel 
• Keep MOC practices effective 

Identify  Potential  Change  Situations 
Modifications  cannot be evaluated unless they are known. Companies/ 
facilities  should implement effective  means of  identifying  the types of 
modifications  that are anticipated and the sources/initiators of  these 
modifications.  In order for  an MOC system to address all potentially 
significant  change situations, the following  essential features  should be 
considered: 

• Define  the scope of  the MOC system 
• Manage all sources of  change 

Evaluate  Possible  Impacts 
Once potential change situations are identified,  they can be evaluated using an 
appropriate level of  scrutiny to determine whether the change introduces a new 
hazard or exacerbates the risk of  an existing one. In order for  companies/ 
facilities  to adopt and implement appropriate review protocols for  relevant 
change types, the following  essential features  should be considered: 

• Provide appropriate input information  to manage changes 
• Apply appropriate technical rigor for  the MOC review process 
• Ensure that MOC reviewers have the appropriate expertise and tools 
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Decide  Whether  to Allow  the Change 
Once a change has been reviewed and the hazard/risk evaluated, management 
can decide whether to (1) approve the change for  implementation as requested 
and thus accept any associated risk, (2) require amendment to the change 
request or the implementation process, (3) require that a more rigorous hazard 
evaluation be conducted, or (4) deny the change request. In order for 
companies/facilities  to adopt and implement appropriate MOC approval 
protocols, the following  essential features  should be considered: 

• Authorize changes 

• Ensure that change authorizers address important issues 

Complete  Follow-up  Activities 
Once a change is authorized, it is released for  implementation. Typically, the 
execution of  a change is performed  via work practices under other RBPS 
elements (e.g., mechanical integrity, operating procedures, safe  work 
practices) by facility  personnel or contractors involved in design, engineering, 
construction, operation, or maintenance. Prior to startup of  the change (i.e., 
exposure of  personnel to the modified  situation, which could create new 
hazards or increase risk), certain activities may be required by the MOC 
procedure or the reviewers/authorizers (e.g., update process drawings, train 
affected  personnel, implement required risk control measures). 

Sometimes action items may be deferred  until after  startup; these items 
should be minimized and carefully  tracked to completion to avoid potential 
failure  to implement them. In order for  companies/facilities  to ensure that 
approved changes are properly followed  up on, the following  essential features 
should be considered: 

• Update records 
• Communicate changes to personnel 
• Enact risk control measures 
• Maintain MOC records 

Chapters 3 and 4 of  this book provide insights into how to design and 
develop an MOC system containing work activities to address each of  the key 
principles and essential features  mentioned above. Chapter 5 addresses how to 
diagnose and correct a seriously defective  MOC system. Chapter 6 addresses 
how to improve the effectiveness  of  an existing, mature MOC system. 

Note: The possible work activities, implementation options, and 
effectiveness  improvement ideas found  in the RBPS guidelines book and in 
the MOC system design tool described in Appendix Β of  this book may not be 
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appropriate for  every situation. Management should evaluate its own 
circumstances and .determine the extent to which these activities are 
appropriate. 

2.2.5 Interaction among MOC and Other RBPS Elements 

The MOC system interacts with many other PSM elements because it is the 
day-to-day risk "watchdog." Many elements provide inputs to the MOC 
system, and the MOC system provides work products or action item 
requirements that will be executed by other RBPS elements as a result of 
authorized change requests. Table 2.3 lists the interactions that the MOC 
system typically has with other RBPS elements. 

In addition, the MOC element may interact with other non-PSM 
management systems. For example, some companies may use their PSM 
MOC system as a way to manage changes unrelated to process safety  issues 
(e.g., security, environmental, quality). In addition, depending upon the life-
cycle stage at which changes are managed, the MOC system may interact with 
other systems or activities, such as project management, budgeting, and 
product development. 
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TABLE 2.3. MOC Inputs and Outputs 

Process 
Knowledge 
Management 

• 
• 
• 
• 
• 

Chemical/process hazard 
information 
Drawings 
Equipment specifications 
Safe  operating limits 
Safety  system definitions 

• Updates to all relevant 
process safety  information, 
knowledge, and records 

• 

Hazard 
Identification  and 
Risk Analysis * • 

Indication of  process/activity 
risk 
Risk tolerance criteria 
Safety  systems 
Recommendations needing to 
be managed as changes 

• Results of  MOC hazard 
evaluation 

Training and 
Performance 

• 
• Job qualifications 

Staffing  (number, composition, 
and required competencies) 

• Information  on changes to 
inform  or train potentially 
affected  contractor personnel 

• Changes to all process safety 
knowledge and 
documentation 

Operating 
Procedures 

• Operating procedures • Changes needed to affected 
operating procedures 

Asset Integrity 
and Reliability 

• 
• 
• 

Maintenance procedures 
ITPM frequencies 
Personnel qualifications 

• Updates to affected 
maintenance procedures, 
frequencies,  and personnel 

Safe  Work 
Practices 

• 
• 

Safe  work practice procedures 
Criteria for  applying procedures 

• Updates needed to affected 
procedures, application 
criteria, and personnel 

Operational 
Readiness 

• Items discovered during a PSSR 
that require change to the 
process prior to start-up 

• Change situations requiring 
PSSR 

• Results of  MOC hazard 
evaluation 

• Risk control measures 
mandated by MOC review 
process 

Contractor 
Management 

• 
• 

Qualification  requirements 
Training requirements 

• Information  on change to 
inform  or train potentially 
affected  contractor personnel 

• Changes to all process safety 
knowledge and 
documentation 

• Change implementation 
timing 

RBPS Element Inputs to MOC from  the Element Outputs from  MOC to the r Element 
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DESIGNING AN MOC SYSTEM 

When establishing objectives for  its management of  change (MOC) system, a 
company should consider applicable regulatory requirements and local facility 
needs. These objectives can be organized into a design  specification,  focusing 
subsequent development efforts  for  the MOC system and helping ensure that 
the system meets management's expectations. A formal  design specification 
for  a management system such as MOC may not always be needed to 
communicate management expectations, but some method of  recognizing and 
addressing management's desires should be considered. 

The MOC system design specification  should address the following 
features: 

• Terminology 
• Implementation context 
• Roles and responsibilities 
• Scope of  the system 
• Interfaces  with other company practices and programs 
• Requirements for  review and authorization 
• Guidelines for  key MOC issues 
• Guidelines for  making the MOC system easy to monitor 

Chapter 2 discussed the Risk Based Process Safety  (RBPS) element 
framework  involving key principles, essential features,  possible work 
activities, and implementation options. Appendix Β provides a framework  that 
sets forth  in expandable fashion  the various layers of  detail/rigor that one 
could incorporate into an MOC system design. This tool should be used with 
the material in this chapter and in Chapter 4 to design and develop an MOC 

27 
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procedure. The following  sections discuss each of  the MOC system design 
features  listed above. 

3.1 ESTABLISHING TERMINOLOGY 

A company needs to establish appropriate and consistent terminology to help 
minimize confusion  during implementation and operation of  an MOC system. 
This section defines  the terminology used throughout this book to provide a 
common language for  the reader. (A more complete list of  suggested MOC 
terminology is provided in the Glossary.) While adopting the terminology 
presented here may be appropriate for  some companies, it is more important to 
for  company management to ensure that the definitions  used in the design 
specification  and other MOC system documents are consistent with 
terminology used in process safety  management (PSM or related management 
systems). 

The following  terms are used in this book: 
Replacement-in-kind  (RIK).  An item (equipment, chemicals, procedures, 

organizational structures, people, etc.) that meets the design specification,  if 
one exists, for  the item it is replacing. This can be an identical replacement or 
any other alternative specifically  provided for  in the design specification,  as 
long as the alternative does not in any way adversely affect  the function  or 
safety  of  the item or associated items. For nonphysical changes (relating to 
procedures, personnel, organizational structures, etc.), no specification,  per se, 
may exist. In these cases, the reviewer should consider the design and 
functional  requirements of  the existing item (even if  nothing is written down) 
when deciding whether the proposed modification  is an RIK or a change. 

Change.  Any addition, process modification,  or substitute item (e.g., 
person or thing) that is not an RIK. 

Request for  change (RFC).  A formal  request to modify  equipment, 
chemicals, procedures, organizational structures, staffing,  and so forth.  This 
can be done either using an RFC form  or integrating RFC information  into an 
existing work request/control document (e.g., maintenance work order). 

Technical  basis for  change. An explanation of  the proposed modification, 
including the reason(s) for  performing  the work, desired results, technical 
design, and appropriate implementation instructions. Often  included on the 
RFC form,  the technical basis for  change should be of  sufficient  detail to allow 
appropriate supervisory, technical, and management review, including 
addressing the following  questions: 

• What is to be changed and how? 
• What will be achieved by the change? 
• How will the change achieve the intended goal? 
• Is the change safe  to make and why? 
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Emergency Change.  A change that must be performed  in a true 
emergency because of  any of  the following  situations: 

• The process must be changed to correct a deficiency  that would cause a 
hazardous condition (i.e., an immediate threat to the safety  of  site 
personnel or the public) 

• The process must be changed to prevent an immediate environmental 
release 

• The process or facility  must be changed to address impending external 
threats that could result in a release, such as natural disasters (e.g., 
hurricanes, floods),  extreme temperatures (e.g., unusually cold weather 
in a warm climate), or imminent security risks 

• The process must be changed to prevent an extreme economic loss (e.g., 
product loss or spoilage, catalyst degradation, business interruption, loss 
of  market share) 

• The process would be in jeopardy of  severe financial  loss from  not 
providing product to customers because of  equipment failure  or 
unforeseen  design errors 

Temporary  change. A change that is intended to exist for  a short, 
predetermined, finite  period. Temporary MOC procedures tend to follow  the 
same work process as permanent changes, but they should be used only as 
long as the situation warrants since temporary changes may incur a higher 
level of  short-term risk. After  a short-term implementation period (e.g. 90 
days), one of  the following  must occur: (1) a new permanent MOC must be 
initiated for  review using data from  the temporary change as justification, 
(2) the system must be returned to its original condition, or (3) the temporary 
change can be extended, with or without further  review. Normal practice is to 
put limits on the number and/or duration of  administrative extensions of 
temporary changes. Extensions or renewals of  temporary changes without 
further  review should be carefully  considered and avoided if  possible. 

MOC  documentation.  Records that describe: the proposed change, the 
analyses performed  to support the review and authorization of  the RFC, any 
records of  follow-up  actions that were necessary to ensure that the change was 
completed as specified,  and all other documents related to the RFC. 

Caution:  Companies  choosing to define  an emergency using an 
economic driver  should  closely  monitor  MOC  system implementation  to 
ensure that  employees do  not abuse the use of  the normally  less intensive 
and time-consuming  emergency change provisions  for  the sake of 
convenience. 
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MOC terminology should be consistent throughout a facility  to avoid 
possible miscommunication to site personnel of  their responsibilities and 
management's expectations. Companies may need to develop additional 
terminology for  use in their site-specific  MOC programs. 

3.2 DETERMINING THE IMPLEMENTATION CONTEXT 

The design of  an MOC system should consider the situation in which the 
system is intended to operate. The situation can be characterized generally by 
the life-cycle  stage of  the facility  and the anticipated MOC system use rate. 

3.2.1 Life-cycle Application 

In this book, CCPS uses the following  process life-cycle  stage terms: 

• Process development 
• Detailed design 
• Construction and startup 
• Operating lifetime 
• Extended shutdowns 
• Decommissioning 

MOC systems at early life-cycle  stages (e.g., process development) are 
typically simpler and less structured than those associated with mature 
facilities  (e.g., startup, operating life).  At later, mature stages, facilities 
typically have much more process information  upon which to base change 
review decisions, and the risk associated with change is more direct and 
tangible; consequently, MOC systems are comparatively more complex. MOC 
systems at end-of-life  stages (e.g., decommissioning) tend to revert back to 
more simple procedures because of  the uncertain nature of  the work needed to 
permanently shut down the facility. 

Like physical processes, management systems also experience life-cycle 
stages, even if  a company does not explicitly recognize such stages. Thus, 
management systems are designed, built, started up, operated, maintained, and 
eventually may be shut down or decommissioned. Such management system 
implementation concepts should be considered when establishing an 
appropriate MOC system for  the applicable life-cycle  stages. Such 
maintenance or decommissioning of  an MOC system should also be evaluated 
using an appropriate review process. 
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3.2.2 Considerations for MOC Systems in Non-traditional 
Activities 

The need to manage change is not limited to operating plants. New hazards 
can be introduced or known risks can be unintentionally increased during 
every phase of  a process life  cycle, at locations that are not an operating site, 
or in non-traditional activities, such as the following: 

• Research and development laboratories 
• Process development centers 
• Engineering design offices,  including those of  contractors 
• Equipment fabrication  yards 
• Long-term in situ shutdown/mothballing of  equipment 
• Demolition 
• Equipment preservation and storage 

At any of  these locations, or during any of  these times or activities, a 
typical plant MOC procedure may not be applicable, appropriate, or 
appreciated. 

What makes the need for  managing change in these situations and, 
therefore,  the design of  the MOC procedure, different?  The following  are 
some aspects that differentiate  early or late life-cycle  circumstances from  a 
normal plant situation: 

• The number or frequency  of  changes may be vastly different 
• The available information  upon which to base an MOC hazard review 

may be much less or very different 
• The types of  changes may be different  - and are likely to be more subtle 
• The disciplines necessary to review a change are different 
• The people available to approve a change are different 
• The time frame  for  reviewing or implementing a change may be much 

different 
• The tools or techniques needed to properly evaluate a change may be 

different  and will be a strong function  of  the available information 
• Access to information  may be different  (e.g., old paper records versus 

electronic documentation) 
• Different  companies may be involved 
• Follow-up needs may be different 

Although the work processes may be similar, the people, information,  and 
techniques used in each basic MOC review step will likely be different  at each 
life-cycle  stage. For example, early life-cycle  MOC work processes often  use 
non-plant personnel, are based on more qualitative information,  use less 
exhaustive hazard evaluation methods, and are carried out by fewer  people. 
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Later life-cycle  MOC procedures (e.g., demolition) will have some of  those 
same characteristics, although the procedures will likely be carried out by 
operating site personnel. Table 3.1 outlines some considerations for  designing 
a non-traditional MOC procedure. 

3.2.3 Establishing MOC System Design Parameters 

The need for  change does not occur at regular intervals; change requests are 
random, or at least episodic. More changes can be expected in the detailed 
design to near-end-of-life  stages of  facilities.  Fewer, less complex changes 
typically occur in early and late life  stages. In each case, the MOC system 
designer should anticipate how the MOC system will be used during the 
applicable life-cycle  stage to ensure that it is fit  for  duty considering the 
desired technical rigor and efficiency.  Table 3.2 lists some considerations that 
should be addressed when designing an MOC system. 

The design complexity of  an MOC system should consider some or all of 
the parameters listed above. A management system is no different  from  a 
physical process system in that, if  it is stressed beyond its design limits, it is 
prone to failure.  Considering these factors  during design at each life-cycle 
stage will help ensure a high-performing  and efficient  MOC system 
throughout the life  of  the facility. 

TABLE 3.1. Considerations for  Designing an Early or Late Life-cycle  MOC System 

More qualitative 
Less equipment specific 
Fewer change categories 
Limited information 
available early in life 
Less structured work-
generation information 
(no work order system) 
Fewer records to update 
very early in life  and 
very late in life 
Limited or no training 
necessary 

Chemists and designers • Review procedure 
early in life less detailed 

Construction and • Temporary changes 
maintenance engineers later unlikely 
in life • Emergency changes 
Fewer people involved in possible in later-life 
reviews MOC systems 

Parallel reviews likely • Less rigorous 
methods, such as 
hazard checklist or 
what-if  analysis 

• Multiple sign-offs 
likely in early life 

• Single sign-offs 
likely later in life 

• Fewer closeout tasks 
likely later in life 

• Generates fewer 
records updates later 
in life 

MOC Resource Aspect 
Available Information  Disciplines/People Techniques/ Methods 
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TABLE 3.2. MOC System Design Considerations 
MOC System Issue Description 

Number of  MOC reviews (total or by type) that can be handled at the 
same time 
Number of  MOC reviews (total or by type) that are conducted on a 
daily, weekly, or monthly basis 
Number of  MOC reviews conducted over a long period 
Actual or average amount of  calendar time required from  origination to 
completion/closeout of  an MOC review 
Number or average age of  MOC reviews that are late or not expected to 
be completed by the intended or desired change implementation date 
Increase in MOC rate or system capacity that can be sustained for  short 
durations (e.g., a 2-week turnaround), typically using increased 
resources 
Number and level of  MOC approvers on and off  site (area level, site 
level, off  site [business or corporate level]) 
Number of  people, disciplines, job functions,  or man-hours available 
for  participating in the MOC review process 
Computer literacy of  affected  personnel (their ability to access MOC 
information  or to sign off  on MOC reviews electronically may 
determine the effectiveness  of  a paper system versus an electronic 
system) 

Anticipated rate of  need for  emergency change requests 

3.2.4 RBPS Design Criteria 

Chapter 2 described the RBPS strategic approach to designing PSM systems. 
The three design criteria below should be considered, along with the life-cycle 
stage and design parameters, when developing an appropriate MOC procedure 
that is fit  for  its intended use. The following  items describe the influence  of 
RBPS criteria on MOC system design: 

• Perceived  risk.  Higher-risk situations usually require more formal  and 
thorough implementation of  an MOC protocol (e.g., a detailed written 
program that specifies  exactly how changes are identified,  reviewed, and 
managed). Companies having lower-risk situations may appropriately 
decide to manage changes in a less rigorous fashion  (e.g., a general policy 
for  managing changes that is implemented via informal  practices by 
trained key employees). 

• Demand  for  resources. Facilities that experience high demand for 
managing changes may need greater specificity  in the MOC procedure and 
greater allocation of  resources to fulfill  the defined  roles and 
responsibilities. Lower-demand situations allow facilities  to operate an 
MOC system with greater flexibility. 

System  capacity 

MOC  rate 

Total  reviews 
Completion/residence 
time 

Anticipated  backlog 

Surge  capacity 

Level of  approval for 
MOC 

Available  resources 

Level of  computer 
literacy 

Emergency  change 
request needs 

MOC System Issue Description 
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• Culture.  Facilities with a sound safety  culture might choose to implement 
MOC procedures that are more performance  based, allowing trained 
employees to use good judgment when managing changes in an agile 
manner. Facilities with an evolving or uncertain safety  culture may require 
more prescriptive MOC procedures, more frequent  training, and stronger 
command and control management system features  to ensure disciplined 
MOC implementation. 

Carefully  considering the life-cycle  stage, RBPS criteria, and MOC 
system design parameters will help ensure that the MOC system is as fit  for 
the purpose as possible. 

3.3 DEFINING ROLES AND RESPONSIBILITIES 

Implementing an effective  MOC system in a facility  requires action by many 
different  departments and individuals. The specific  assignments of 
responsibility and authority may be different  from  location to location. For 
example, at a large facility,  more than one person may be assigned full-time 
responsibility for  some of  the functions  listed below. On the other hand, a 
small facility  may have a single individual who performs  many of  the 
functions  described below. Also, the MOC roles might not be full-time  jobs, 
even for  the MOC coordinator, unless the facility  experiences a large number 
of  changes. 

The design specification  should describe the titles and roles for  key 
personnel in the MOC system. The following  are generic roles and 
responsibilities associated with implementation of  MOC systems: 

Senior  management.  Senior managers at a site establish basic criteria for 
reviewing changes at the site. These managers, with input from  the PSM 
manager, establish the specifications  for  the MOC system. The managers' 
most important decision is often  the level of  authority that will be necessary 
for  approving each type of  change. They may also specify  the scope of  the 
MOC system (e.g., they may choose to implement MOC more widely than is 
specified  by regulatory requirements alone). 

Process Safety  Management  manager. The PSM manager has 
responsibility for  guiding the overall development of  PSM element systems at 
the site and ensuring that these systems meet applicable requirements [e.g., the 
Occupational Safety  and Health Administration's (OSHA's) PSM regulation, 
American Chemistry Council's (ACC's) Process Safety  Code]. In addition, the 
PSM manager works to meld the individual PSM element systems (including 
MOC) into a cohesive PSM program. For example, at some facilities  the PSM 
manager closely monitors the coordination of  MOC and pre-startup safety 
review (PSSR) procedures. 
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MOC  coordinator.  This individual directs the activities associated with 
the MOC system and is often  responsible for  leading the development, 
installation, operation, and maintenance of  the MOC system, including the 
MOC system procedures and records. The MOC coordinator also (1) helps 
define  review procedures for  changes that do not clearly fit  into prescribed 
MOC categories, (2) serves as coach, counselor, and trainer to those 
implementing the MOC system, and (3) is often  the final  authority for 
deciding whether proposed work is a change or an RIK. Because of  the 
importance of  this position, companies should consider assigning qualified 
substitutes who are able to carry out these duties should the MOC coordinator 
be absent or unavailable. 

MOC  system development  team. Under the direction of  the MOC 
coordinator, this temporary group creates the MOC system procedures based 
on the MOC system design specification  provided by management. Ideally, 
these individuals should be selected from  a cross-section of  company/facility 
departments (operations, maintenance, engineering, technical services, safety, 
etc.). One key to establishing a successful  team is to enlist people (1) from 
several different  organizations, (2) with different  types and levels of 
experience, and (3) with specific  day-to-day involvement in identifying, 
approving, and making changes (e.g., operators, maintenance planners and 
technicians, frontline  supervisors, process engineers). For a small site, a single 
individual might conduct the development; however, other personnel 
representing a cross-section of  perspectives and experience should then review 
the draft  procedure. The development team for  an MOC system will likely be 
different  for  early life-cycle  stages and later life-cycle  stages. 

Change  originators.  These individuals (e.g., operators, maintenance 
technicians, frontline  supervisors, inspectors, process engineers) typically 
identify  needs and initiate requests for  changes. Originators should propose 
only those changes that they believe can be implemented with manageable 
safety  and health impacts. The originator's description of  a proposed change 
should provide enough detail to allow for  adequate evaluation during the MOC 
process. In many cases, the originator may be responsible for  (1) developing, 
(2) assigning responsibility for  developing, and/or (3) stewarding the 
development of  the MOC package, which includes ensuring that all necessary 
supporting technical studies, design calculations, drawings, and specifications 
are completed and provided along with the RFC. The originator should 
classify  the change for  MOC review (including any special circumstances, 
such as temporary changes or emergency situations) and submit the RFC to a 
designated initial reviewer for  that type of  change request (e.g., process area 
supervisor for  operational changes). 

Designated  initial  reviewer.  The designated initial reviewer determines 
whether (1) a change is truly needed and feasible  and (2) the originator's 
classification  of  the modification  is appropriate. These determinations often 
involve consultation with technical experts and other individuals. The initial 
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reviewer is most often  the supervisor of  the person requesting the change. 
Many facilities  assign qualified  substitutes to carry out these duties should a 
primary reviewer be absent or unavailable. The initial reviewer is often 
responsible for  ensuring that the proposed change does not violate appropriate 
financial  or administrative protocols. The initial reviewer may also determine 
the level of  additional review that is required. 

RFC  reviewers.  The RFC reviewers must analyze a potential change for 
hazards before  the change is implemented. Different  types of  reviewers may 
be required, depending upon the category and risk significance  of  the change 
involved. For example, a purchasing representative does not need to review a 
requested change in operating parameters for  a unit. However, the purchasing 
representative may need to review a requested change in the quality control 
requirements for  purchased material. In addition, the purchasing department 
may need to initiate the RFC if  RIK is not achievable. These reviewers may 
work alone or as a team, and they may use formal  hazard evaluation 
techniques to aid their assessment of  potential safety  impacts. Industry 
guidelines are available that discuss the use of  hazard evaluation techniques 
for  various purposes, including review of  changes.17"18 The type and rigor of 
the review may be risk based. 

RFC  authorizers.  These individuals consider the results of  each RFC 
review and (1) approve the change for  implementation as requested and thus 
accept any associated risk, (2) require amendment to the change request or the 
implementation process, (3) require that a more rigorous hazard evaluation be 
conducted, or (4) deny the change request. Small sites and situations involving 
simple types of  changes may have only a single, experienced individual 
designated to authorize changes. 

Situations involving complex changes or high hazard levels may require 
that more than one person approve the change for  implementation. If  company 
management determines that more than one RFC authorizer is required for  a 
particular type of  change situation, the authorizers are usually chosen from 
different  departments (e.g., operations, engineering, maintenance) in order to 
provide a multidisciplinary review and to help ensure the review's 
independence. In some situations, the RFC reviewers and the RFC authorizers 
may be the same people. 

All  employees.  The effectiveness  of  all MOC systems ultimately depends 
upon the employees' commitment to identifying  potential change situations 
and following  the appropriate change review procedures. Because of  the need 
for  employee commitment, educating  all  affected  site employees about (1)  the 
goals of  the MOC  program,  (2)  what constitutes  a change, (3)  their individual 
responsibilities  under  the MOC  program,  and  (4)  the identity,  responsibility, 
availability,  and  authority  of  each MOC  system participant  is vitally 
important. 
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3.4 DEFINING THE SCOPE OF THE MOC SYSTEM 

The design specification  created by facility  management should define  the 
scope of  the MOC system, including the: 

• Physical facility  areas for  which the MOC review protocols will be 
implemented 

• Types of  changes that will be evaluated using the MOC system 
• Boundaries and intentional overlaps with other elements or 

administrative systems 

3.4.1 Physical Areas for which MOC Will Be Implemented 

To help ensure consistent application of  MOC requirements among sites, 
corporate process safety  managers may want to provide initial guidance about 
scoping considerations for  use by individual sites. Also, in establishing the 
MOC program scope, site management may want to consult with corporate 
personnel or other company sites to determine which, if  any, regulatory or 
other MOC obligations apply to their sites or processes. In determining which 
process areas require MOC, site management should also remember that local 
regulatory requirements might affect  the definition  of  these areas. 

Some companies apply MOC fenceline-to-fenceline  to standardize on a 
single set of  requirements site-wide. 

3.4.2 Types of Changes to Be Managed 

When defining  the scope of  a site MOC system, companies should consider 
including the types of  changes listed in Table 3.3. 

The MOC system should address any changes (including additions and 
deletions) to a process or its supporting systems. However, MOC review 
protocols established by a site do  not apply to those actions that are deemed to 
be RIKs. Appendix A presents some examples of  changes and RIKs for 
various classes of  modifications.  The actual MOC review protocol may be 
different  for  various categories of  change and may use different  RFC forms,  as 
long as the same goals outlined for  the MOC program are achieved. However, 
for  consistency and efficiency,  having the fewest  different  protocols and forms 
possible, while still meeting the need for  thoroughness in reviewing 
anticipated change types, is best. Appendix C provides some examples of 
MOC review processes. 
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TABLE 3.3. Examples of  Changes that Should Be Considered for  Inclusion in the 
Scope of  an MOC System Design 

• Process equipment  changes, such as materials of  construction, design parameters, and 
equipment configuration 

• Process control  changes, such as instrumentation, controls, interlocks and computerized 
systems (including logic solvers and software) 

• Operations  and technology  changes, such as process conditions or limits, process flow 
paths, raw materials and product specifications,  introduction of  new chemicals on site, 
and changes in packaging 

• Changes  in procedures,  such as standard operating procedures, safe  work practices, 
emergency procedures, administrative procedures, and maintenance and inspection/test 
procedures 

• Safety  system changes, such as allowing process operation while certain safety  systems 
are out of  service 

• Changes  in inspection,  testing,  preventive  maintenance,  or repair requirements,  such 
as lengthening an inspection interval or changing the type of  lubricant used in a 
compressor 

• Site  infrastructure  changes, such as fire  protection, permanent and temporary buildings, 
roads, and service systems 

• Organizational  and staffing  changes, such as a reduction in the number of  operators on 
a shift,  a change in the maintenance contractor for  the site, changing from  5-day 
operation to 7-day operation, or rotation of  plant managers 

• Policy  changes, such as changes in the amount of  overtime permitted 
• Other PSM  system element  changes, such as modifying  the MOC procedure to include 

a provision for  emergency change requests 
• Other changes, including anything that "feels"  like a change but does not fit  in a 

category established for  a facility;  this "other type" should be in every MOC system 

MOC system designers should (1) consider such example changes when 
developing the site's MOC system and (2) develop a similar list of  changes 
and RIKs specific  to the site. MOC system designers should also (1) consider 
the items in Table 3.3, (2) evaluate the frequency,  sources, and types of  change 
that are prevalent in their facility,  (3) select the categories that make the most 
sense, and (4) consider including an "other" category to encourage workers to 
identify  an MOC even if  it doesn't seem to fit  any of  the established 
categories. Such a list is useful  for  training site personnel and as a reference 
for  originators and designated initial reviewers. However, the ultimate scope 
of  an MOC system should be a function  of  regulatory requirements and local 
needs. The examples provided in Appendix A may not apply to every facility. 

Some companies have additional management systems that may apply to 
one of  the types of  changes above, and they may rely on that specific  system 
rather than the MOC system for  controlling those specific  classes of  changes 
(e.g., staffing  changes, procedural changes). If  certain classes of  changes are 
controlled outside of  the MOC system, these approved exceptions should be 
documented and carefully  controlled. Also, the MOC training for  site 
personnel should explain the basis for  these exceptions. 
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3.4.3 Boundaries and Intentional Overlaps with Other Elements 

MOC is only one system among many PSM practices likely in place at 
facilities.  As shown in Table 2.3, MOC interacts with several typical PSM 
elements, using inputs from  some elements and providing outputs to others. In 
addition, MOC may be used in situations other than process safety  (e.g., 
environmental, security, quality). Also, other non-process safety-related 
management systems and administrative systems may exist that the MOC 
process must interact with (e.g., capital project management, budgeting, 
procurement). MOC interrelationships with other management practices 
should be well defined  and understood to avoid accidentally omitting activities 
or unnecessarily duplicating effort. 

For example, the primary output of  an MOC system is the approved 
change for  implementation. Other PSM elements (e.g., safe  work practices, 
mechanical integrity) normally carry out the implementation. Process safety 
information  (PSI) must often  be updated based on the change, and the 
responsibility for  achieving this can belong to the MOC process or to other 
management systems (e.g., operating procedures). Sometimes, however, 
companies find  that updating documentation in a timely fashion  is 
problematic, and subsequent audits reveal that the needed updates were not 
done. In those cases, companies sometimes decide to design overlap into the 
MOC system and the other related systems, whereby the MOC system checks 
to make sure that the follow-on  work was performed  by another appropriate 
management system before  MOC closeout takes place (e.g., PSSR). 

Mapping these overlaps and preventing gaps are important to ensuring 
MOC performance  and efficiency.  These activities should be addressed when 
defining  the scope within the MOC system design specification. 

3.5 INTEGRATING WITH OTHER PSM ELEMENTS AND 
EXISTING COMPANY PRACTICES AND PROGRAMS 

An MOC system is a critical part of  a company's overall PSM program. In 
fact,  the MOC system provides many inputs to other components of  a site's 
PSM program and helps ensure that all changes are appropriately addressed in 
other PSM policies, activities, and documentation. For this reason, the MOC 
system's design specification  should define  anticipated interfaces  with other 
PSM elements and other administrative and management systems. In addition, 
the MOC system's developers should coordinate their efforts  with site 
personnel who are responsible for  carrying out the requirements of  other 
company system guidelines. Some of  the most important likely interfaces  with 
PSM and other systems are described below. 
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Documents Created  by Other PSM  Elements 
Documents from  all appropriate PSM elements need to reflect  the changes 
authorized by the MOC system. Therefore,  the MOC system should provide 
descriptions of  all relevant changes to other PSM elements in a timely fashion 
so that their information  can be kept up to date. Some companies consider the 
interface  between MOC and other PSM elements to be so important that they 
include, in the MOC system, verification  that all appropriate documents were 
updated. For example, some companies include a step for  verifying  that piping 
and instrumentation diagrams (P&IDs) and procedures have been updated as a 
formal  part of  their MOC system, rather than including this step as a part of 
other management systems (e.g., PSI, operating procedures). Confirming  that 
necessary documents have been updated may be established as a prerequisite 
for  authorization to implement the change. 

Companies should consider using a formal  document control system to 
help manage the changes made to drawings, procedures, policies, and other 
documents. Document control may be managed through a paper-based or 
electronic system. Such a system can provide a directory of  master documents 
and controlled copies, where appropriate. An effective  document control 
system will (1) support MOC activities at the site, (2) provide reliable access 
to current PSM documentation, (3) establish a baseline for  managing changes, 
and (4) prevent obsolete versions of  controlled documents from  remaining in 
circulation. 

Process Hazard  Analysis  or Other Risk Studies 
MOC documents can help a process hazard analysis (PHA or risk assessment 
team recognize new hazards or new safeguards  for  a process unit. This is 
particularly true for  teams performing  PHA revalidations based on previous 
studies. Therefore,  records of  all changes made since a previous PHA should 
be readily available to PHA teams as they update and revalidate a study. In 
addition, PHAs are a frequent  source of  proposed changes in a facility  because 
of  the action items that emerge. 

Employee  Training 
Immediate training is often  required for  employees who will be directly 
affected  by a change (e.g., training operators in a new procedure for 
regenerating catalyst). Furthermore, the MOC system should provide 
personnel who develop and conduct training with a description of  all changes 
that affect  training information  or programs so that training documentation and 
programs can be kept up to date. 
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PSSR  or Operational  Readiness  Reviews 
MOC systems should be coordinated with PSSRs or operational readiness 
reviews to ensure appropriate coverage of  changes of  all types and sizes. 
Except for  PSSRs conducted before  initial startup of  a new unit, all PSSRs 
could be initiated from  the MOC system. Many companies combine their 
PSSR and MOC programs to ensure a fully  integrated approach for  safely 
resuming process operations following  a change. Companies should consider 
conducting PSSRs for  extensive changes and having the MOC system itself 
satisfy  the PSSR requirement for  smaller changes. 

Incident  Investigations  and Compliance  Audits 
The MOC system should provide auditable records for  use during incident 
investigations and compliance audits. Incident investigations may need to 
examine MOC records in order to determine the underlying causes of  incidents 
or near-miss events. Compliance audit teams will need to examine MOC 
records to assess the effectiveness  of  the MOC system and make 
recommendations for  system improvements. In addition, incident 
investigations and compliance audits are frequent  initiators of  change in a 
facility. 

Other Facility  Management  Systems 
Other systems currently in place to initiate or manage changes may also need 
to be modified  or replaced to accommodate MOC. The MOC design 
specification  should identify  procedures and documents that may need 
modification  or replacement, including procedures and documents associated 
with the following: 

• New capital projects 
• Maintenance work orders 
• Instrument change requests 
• Spare parts control, warehousing, and distribution 
• Purchase requisitions 
• Engineering change requests 
• Research and development (R&D) recommendations 
• Company specifications  (e.g., equipment, products, raw materials, 

packaging) 
• Personnel transfers 
• Programming change requests 
• Process experiments or tests 
• Contractor service agreements (e.g., maintenance, engineering design, 

sourcing) 
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3.6 REQUIREMENTS FOR REVIEW AND 
AUTHORIZATION 

Within its MOC design specification,  management may want to specify 
requirements detailing the disciplines, departments, and organizational levels 
required to review and authorize different  types of  changes. Traditionally, 
many companies define  authorization and review levels for  project approval 
based on project cost. Similarly, the MOC design specification  should 
recognize that some types of  changes require more or less review, based on 
potential process safety  variables (e.g., complexity of  the change, magnitude 
of  the change, hazards of  chemicals and/or equipment involved). 

A more sophisticated approach is to define  the specific  level of  review 
required based on an assessment of  the hazard and the likelihood of  incidents 
that could result from  the change. The MOC reviews and approvals may be 
parallel to or in series with traditional economic reviews and approvals for 
process modifications. 

In addition, a company may wish to define  the qualifications  for  personnel 
who are designated as official  MOC reviewers or authorizers. These 
qualifications  can be used for  upgrading personnel for  participation in the 
MOC system and also for  designating personnel to serve as backups and 
temporary substitutes for  those involved in MOC activities (e.g., vacation 
coverage, turnaround overtime). 

3.7 GUIDELINES FOR KEY MOC ISSUES 

Within its MOC design specification,  management should identify  the key 
issues and special situations they expect the development team to consider. 
Table 3.4 lists such key issues. See Chapter 4 for  a discussion of  the 
information  that the development team should consider for  these areas. 

3.8 MAKING AN MOC SYSTEM EASIER TO MONITOR 

An MOC system is typically one of  the more active management practices in a 
PSM program, consuming significant  resources. MOC sometimes requires a 
culture change on the part of  employees in order to be effectively 
implemented. These issues require a company to be able to conveniently 
monitor the performance  and efficiency  of  the MOC system. This monitoring 
has historically been performed  via audits that are conducted every few  years. 
Recently, an increasing number of  companies have been establishing metrics 
for  MOC systems in order to maintain "fingertip"  control of  the MOC process. 
The design stage of  MOC is the best time to incorporate the means to easily 
monitor the MOC system. 
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TABLE 3.4. Key Issues to Resolve When Designing an MOC System 

• System design capacity requirements 
• Determination of  an RIK verses a change 
• Classification  of  the significance  of  the change 
• Process or business need and the technical basis justification  for  the change 
• Timing of  the change 
• Duration of  the change 
• List of  information  needed to review the change 
• Checklists for  ensuring that all elements of  the change are addressed 
• Expertise needed to review the change type 
• Preferred  hazard evaluation techniques for  analyzing safety  and health implications 
• Tools available to the change reviewers 
• Hazard/risk control/tolerance guidelines 
• Documentation needs, forms,  and retention policy 
• Means for  communicating changes to affected  personnel in a timely fashion 
• Means for  providing employee awareness training 
• Methods for  achieving closeout of  the MOC 
• Whether to allow temporary changes, and identification  of  special conditions that 

should be associated with such changes 
• Whether to allow emergency changes that circumvent part of  the normal MOC 

system in order to accommodate urgent needs for  change 
• Variance/exception policy for  special situations 
» Means for  monitoring and auditing the MOC system 

3.8.1 Designing an MOC System to Make It Easier to Audit 

Several design features  can enhance a company's ability to efficiently  audit its 
MOC system: 

• Unique identifiers  for  RFCs 
• Document retention policy for  MOC records 
• Policy of  retaining previous versions of  changed process safety 

information 
• Location of  MOC records (central or distributed) 
• MOC summary spreadsheets or logs 
• Electronic or paper MOC documentation 

These features/capabilities  should be addressed at the MOC design 
specification  stage to ensure that the necessary MOC documentation is easily 
retrievable when audits are conducted. 
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3.8.2 Collecting Performance and Efficiency Measurement 
Indicator Data 

Chapter 6 covers the use of  metrics in continuous improvement of  MOC 
systems. In order to have these metrics available for  that purpose, they must be 
defined  and systems should be established to collect the input data for  them. 
The chapter on MOC in Guidelines  for  Risk Based  Process Safety  provides a 
list of  example performance  and efficiency  metrics.8 These examples are 
repeated in Chapter 6 of  this book. At the MOC system design stage, company 
management should consider which metrics to use so that the data collection 
system can be established as the MOC system is designed and implemented, 
rather than waiting to do so after  the fact,  when the nature of  the MOC system 
design may not facilitate  collection of  the desired metric inputs. 
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DEVELOPING AN MOC SYSTEM 

Once the company has established the design specification  for  a management 
of  change (MOC) system, they should assemble an interdisciplinary team of 
personnel to develop a written MOC program. The written MOC program will 
be used to educate and train site personnel on the MOC procedures. In 
addition, the MOC procedures help ensure consistent interpretation and 
application of  management's policy for  controlling changes throughout the life 
of  the site. In some cases, written MOC procedures are not only a practical 
necessity, they are also required by regulations. 

Table 4.1 compares typical MOC design tasks with the corresponding 
development tasks involved in implementing the MOC design specification.  In 
addition to meeting the requirements of  the design specification,  the 
development team should anticipate continuous improvement activities based 
on feedback  from  personnel using the MOC system and from  MOC system 
auditors. 

The following  tasks are performed  when developing an MOC system: 

• Verify  implementation context 
• Identify  potential change situations 
• Coordinate the MOC system with existing site procedures 
• Establish request for  change (RFC) review and approval procedures 
• Develop guidelines for  key MOC issues 
• Design MOC system documentation 
• Define  employee training requirements 
• Consider how the MOC system may be modified 
• Compare the MOC system with the design specification 

45 
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TABLE 4.1. Comparison of  MOC Design and Development Tasks 

Design Task Development Task 
• Define  MOC system scope (site areas 

and activities) 
• Define  system terminology (e.g., RIK 

definition) 

• Define  roles 

• Define  interface  considerations 

• Specify  review and authorization 
guidelines 

• Specify  guidelines for  special situations, 
such as temporary repairs/ installations, 
emergency changes, variance policy 

• Specify  requirements for  other key 
issues, such as hazard evaluation 
communication of  changes, special 
approval of  high-cost items (if  not 
already addressed by another system), 
system documentation 

• Work within scope 

• Use defined  terms; enhance definitions  as 
necessary (e.g., provide site/process 
examples of  RIKs versus changes) 

• Assign specific  detailed tasks and 
responsibilities 

• Develop interface/transition  procedures 
between MOC and other PSM systems 

• Develop review and authorization 
procedures 

• Develop special procedures for  these 
situations 

• Develop procedures, guidelines, forms, 
and other documentation, as required 

The following  sections address each of  the MOC system development 
tasks. 

4.1 VERIFYING IMPLEMENTATION CONTEXT 

The design, development, and implementation of  an effective  MOC system 
should be based on the company's perception of  the risk associated with the 
processes to which the MOC system applies. In addition, the rate at which the 
MOC system is used (thus placing demand on facility  resources) and the 
facility  process safety  culture can also influence  the design and operation of  an 
MOC system. 

Higher-risk situations usually require more formal  and thorough 
development of  an MOC protocol (e.g., a detailed written program that 
specifies  exactly how changes are identified,  reviewed, and managed). 
Companies having lower-risk situations may appropriately decide to manage 
changes in a less rigorous fashion  (e.g., a general change management policy 
that is implemented via informal  practices by trained key employees). 

Facilities that experience high demand for  managing changes may need 
greater specificity  in the MOC procedure and greater allocation of  personnel 
resources to fulfill  the defined  roles and responsibilities. Lower-demand 
situations allow facilities  greater flexibility  in developing an MOC protocol. 
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Facilities with sound safety  cultures might choose to have MOC procedures 
that are more performance-based,  allowing trained employees to use good 
judgment when managing changes in an agile system. Facilities with an 
evolving or uncertain safety  culture may require more prescriptive MOC 
procedures, more frequent  training, and stronger command and control 
management system features  to ensure disciplined MOC implementation. 

4.2 IDENTIFYING POTENTIAL CHANGE SITUATIONS 

Based on the design specification  supplied by management, the team must 
(1) define  what is and is not a change for  the site and (2) identify  the specific 
types of  changes that will be covered under the MOC system. [Appendix A 
provides examples of  replacements-in-kind (RIKs) and changes for  typical 
classes of  changes that a company should consider when developing its MOC 
system.] The team should describe classes of  changes using terminology that 
all personnel can understand. The goal is to provide a reasonably 
comprehensive list of  change situations that the team expects could occur at 
the site. The list can be generated by several methods: 

• Brainstorming among development team members (and possibly among 
groups of  employees representing specific  areas of  expertise and 
responsibility, such as maintenance planners or operations supervisors) 

• Reviewing existing procedures at the site to identify  changes that are 
currently being managed through these procedures (e.g., work request) 

• Reviewing previous incidents and near misses to identify  where 
improperly reviewed or missed changes were causal factors 

• Reviewing MOC systems and change procedures from  other company 
locations as well as publicly available information20 

• Discussing MOC strategies with specialists from  other locations or 
similar companies 

Sites subject to specific  regulations [e.g., the Occupational Safety  and 
Health Administration (OSHA) process safety  management (PSM) rule] 
should refer  to these documents to ensure adequate coverage of  all of  the 
MOC requirements included in such regulations. 

Facilities making their first  attempt to establish an MOC system should 
ensure that the development team carefully  considers the workload 
implications of  the classes and types of  changes covered by the MOC system. 
While it may seem better to have the MOC system process more RFCs than 
may actually be required (or needed), facilities  should be careful  not to 
overburden the MOC system and its participants. 

Once a representative list of  potential changes at the site is created, the 
next step is to organize the list into categories. Each category of  changes is 
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defined  such that changes in that category will require the same type of  review 
and/or approval. This categorization is influenced  by management's 
specification  of  those authorized to approve certain types of  changes. The team 
should consider the following  factors  when performing  the categorization: 

• Departments and individuals who must implement the change (e.g., 
electricians versus pipe fitters) 

• Departments and individuals who have particular expertise pertinent to 
the change being recommended (e.g., inspection department, rotating 
equipment experts, plant technical personnel) 

• Departments and individuals affected  by the change (e.g., operations 
versus maintenance) 

• Departments and individuals who have authority over the entity being 
changed (e.g., operations for  Unit #1 versus operations for  Unit #2) 

• Type and severity of  the hazards associated with the change (e.g., 
changes to equipment in potable water service versus changes to 
equipment in hazardous chemical service) 

• Special circumstances associated with a proposed change (e.g., 
temporary changes; changes during emergencies, off-shifts,  holidays, 
the absence of  key individuals) 

• Staff  groups that might be impacted by the change (e.g., safety,  health, 
environmental, quality, security, information  technology, human 
resources, purchasing, logistics) 

The goal of  this task is to establish a standard set of  review and approval 
protocols for  specific  types of  changes and circumstances that are likely to 
occur at the site. This standardization should help ensure that proposed 
changes receive timely, appropriate, and consistent reviews for  approval, while 
minimizing the burden on the administrators of  the MOC system. 

4.3 COORDINATING THE MOC SYSTEM WITH 
EXISTING PROCEDURES 

Numerous other management systems interface  with a company's MOC 
system. The MOC system development team should consider how the MOC 
procedure would interact with each of  these other administrative programs. 

4.3.1 Maintenance Work Orders 

For facilities  that use a maintenance work order system, integrating MOC into 
that system provides an excellent mechanism for  controlling facility  change. 
Personnel involved in every aspect of  the work order system (e.g., requesting 
work to be done, planning maintenance, approving work orders, implementing 
approved work orders) need to participate in managing changes. Otherwise, if 
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the work order system does not adequately address MOC, the work order 
system may provide a way for  uncontrolled changes to be made. 

4.3.2 Spare Parts Control, Warehousing, and Distribution 

MOC procedures should address spare parts control because it represents the 
potential for  inadequate material to be used, even when personnel intend to 
comply with MOC procedures. Companies often  find  that they have to 
upgrade procedures for  receiving, inspection, material labeling, storage, and 
spare parts inventory control to prevent RIKs from  becoming 
unauthorized/unintended changes. 

4.3.3 Purchase Requisitions and Suppliers 

Purchase specifications  and requisitions are an important link in the chain of 
documents required to obtain and install equipment in process systems. 
Controlling changes in purchasing specifications  and requisitions is one area 
that an MOC development team should consider when designing MOC 
procedures. The extent to which all changes in purchase requisitions are 
reviewed depends in part on how the scope of  the site's MOC system was 
defined.  (That is, are only some purchases covered in the scope of  the MOC 
system?) In addition, some companies control changes in suppliers of  material, 
equipment, or chemicals even though the purchase specification  for  the item 
has not changed. This control helps avoid problems created by differences 
between specific  suppliers (e.g., differences  in trace contaminants, packaging, 
delivery method). 

4.3.4 Engineering Change Requests 

Engineering change requests, or similar design control mechanisms, provide a 
way for  personnel to request that engineering effort  be authorized to consider 
changes in a facility.  The MOC system development team needs to determine 
at what point (or points) changes that proceed through this formal  mechanism 
will be reviewed to satisfy  the MOC requirements. 

4.3.5 Research and Development Recommendations 

Research and development (R&D) recommendations are often  used to 
improve process systems or test new ideas. However, they are often  made by 
personnel who are not closely involved in the process system operation. 
Therefore,  careful  review via the MOC system of  R&D recommendations by 
operations, maintenance, process engineering, and environmental, safety,  and 
health (ESH) personnel will ensure that they do not have impacts that were not 
envisioned by R&D personnel. 



 

50 GUIDELINES FOR MANAGEMENT OF CHANGE 

4.3.6 Company Standards and Specifications 

Company (or licensor) standards and specifications  may provide a mechanism 
to control material in specific  process systems, engineering and construction 
practices, and other areas. However, because such documents often  apply to 
many different  kinds of  facilities,  additional review of  changes in company 
standards and specifications  at the local level helps ensure that the changes are 
appropriate for  the specific  process applications at that location. 

4.4 ESTABLISHING RFC REVIEW AND APPROVAL 
PROCEDURES 

For each category of  change, the development team determines the steps (i.e., 
reviews, actions, and approvals) that will be required before  a change is 
implemented. In making these decisions, the team should use as a guide the 
criteria provided by company management concerning the level of  authority 
required to approve certain types of  changes. However, for  each type of 
change, the development team should consider including the following  five 
key steps in their MOC procedure (see Table 4.2). 

Initial  review.  The initial review step considers whether a change is 
necessary and whether it is truly a change based on the definition  developed 
for  the MOC system. If  the proposed change is an RIK and not a change, it can 
be implemented without any further  review. The RFC form  should be returned 
to the RFC originator so that the originator knows the action can be 
implemented. However, the form  (or a copy of  the form)  should be filed  with 
other MOC documentation. This allows the decisions of  the initial reviewer to 
be audited and requirements for  the implementation of  the MOC review to be 
revised, if  appropriate. Some companies also use the initial review to stop 
proposed changes that are not aligned with long-term facility  goals, are 
unaffordable  or infeasible,  or are otherwise not likely to be supported by 
management. This saves time and resources that might otherwise Sbe devoted 
to other, more viable change requests. 

TABLE 4.2. Key Steps in an MOC System 

Is the proposed change necessary? Based on MOC system definitions,  is it 
a change? Is it covered by another procedure or management system? 
Is the change extensive or complex enough to require a multidisciplinary 
review? Who needs to review the change? 
Have potential problems been identified  and have required controls been 
documented? 
Have all identified  hazards and associated tasks required prior to 
implementation been addressed and documented? 
Have all identified  hazards and associated tasks required after 
implementation been addressed and documented? 

Initial  review 

Classification 
review 

Hazard  review 

Authorization 
review 

Closeout  review 

Step Focus 
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Classification  review.  The classification  review step determines who 
needs to perform  the subsequent reviews. For example, one person may be 
able to adequately handle the entire hazard review step for  some types of 
changes, although many facilities  require at least two reviewers for  any 
change. For other types of  changes, most facilities  require several people or 
departments to review and approve the change. The approvals may involve all 
of  the organizations that are directly affected  by the change and the 
organizations that conduct the reviews required by the change. Specific  levels 
of  authority for  approving changes within each organization should be defined 
for  different  types of  changes (e.g., some changes require a higher level of 
authority based upon their safety  significance).  Remember, designating 
approval authority  at too high a level  may impede  the MOC  process, possibly 
encouraging  people to bypass the system to "get  things done."  However, 
designating  authority  at too low a level  may lead  to ineffective  change control. 

The development team should determine which technical activities are 
necessary for  each class of  change. However, defining  standard MOC 
procedures for  every conceivable change situation is not practical. For 
proposed changes that do not have clearly defined  standard review procedures 
(i.e., those changes that do not fit  within the established RFC categories), the 
MOC coordinator (or a designated substitute) should establish review 
requirements on a case-by-case basis. The development team should provide 
some general guidance for  specifying  reviews in these special circumstances. 
As new types of  changes are reviewed in this manner, the changes may be 
classified  within existing categories (if  appropriate), classified  in a new 
category, or treated as an isolated case that does not need to be included in the 
standard MOC procedures. 

Hazard  review.  Regardless of  who performs  the hazard review step, the 
objectives are the same. The main tasks performed  by the reviewers are as 
follows: 

• Identify  the hazards introduced or exacerbated by the proposed change. 
The reviewers may request that a team conduct a more extensive hazard 
evaluation [e.g., formal  process hazard analysis (PHA) or risk 
assessment], 

• Determine whether the change can be implemented safely  (this should 
consider both process safety  concerns and traditional safety  concerns, such 
as industrial hygiene and personal protective equipment). 

• Determine whether the proposed controls under which the implementation 
is to be made are adequate (e.g., design features,  special permits, 
additional staffing,  specific  supervision required during implementation). 

• Determine the additional activities that must be accomplished prior to 
implementation of  the change (e.g., updating process safety  information 
developing operating procedures, determining the level of  personnel 
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training or at least communicating the change to personnel, purchasing 
associated material). 

• Determine whether other reviews are required. The MOC reviewers may 
require that other disciplines (e.g., environmental, electrical, mechanical) 
review the change prior to its implementation. This decision can be 
reserved for  situations in which the MOC reviewers feel  that they do not 
have the expertise needed to ensure that the change is adequately 
reviewed. Some companies always implement a broader, safety,  health, 
and environmental review. These companies find  that such a review can 
satisfy  a number of  regulatory and management purposes (e.g., impact on 
environmental permits, changes to risk management plans). 

• Determine the appropriate depth of  a pre-startup safety  review (PSSR) or 
operational readiness review (ORR), if  required. 

• Identify  the actions that need to be accomplished and documented after  the 
change is complete to satisfy  regulatory or company requirements (e.g., 
preparing as-built drawings). 

Authorization  review.  The authorization review step serves as a final 
MOC approval mechanism prior to implementation. This review should ensure 
that the actions required prior to implementation of  the change, based on the 
hazard review step, are complete and properly documented. 

Closeout  review.  The closeout review step serves as the final  MOC review 
of  the change. In this step, the reviewer indicates that all of  the post-
implementation activities are complete. Such activities may include updating 
and issuing revised drawings, filing  PSSR documentation, and other activities 
required by the hazard review step but not necessary prior to implementation 
of  the change. Historically, post-implementation activities have often  been 
neglected. However, the MOC system should track changes through to 
completion via the closeout review step and ensure that activities are 
completed in a timely manner. 

Figure 4.1 is an example flowchart  for  a simple MOC system. 

4.5 DEVELOPING GUIDELINES FOR KEY MOC ISSUES 

The development team should create specific  guidelines to help MOC system 
users address some of  the key MOC issues, such as evaluating hazards, 
communicating changes, tracking temporary changes, integrating MOC with 
ORRs and PSSRs, and allowing emergency changes. 

4.5.1 Evaluating Hazards 

An important aspect of  MOC reviews is assessing the hazards associated with 
proposed changes. This primarily includes traditional hazard evaluations, but it 
can also include evaluating the hazards associated with physically 
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implementing the change (e.g., hazards to personnel installing new 
equipment). The MOC development team should determine the level of  hazard 
evaluation needed for  specific  types of  changes. This could include describing 
(1) the scope of  the hazard review step, (2) the level of  detail needed, and 
(3) the specific  issues that must be addressed, as well as suggesting some 
appropriate hazard evaluation techniques. Checklists of  questions are often 
used to (1) promote critical consideration of  hazards associated with a 
proposed change, (2) assist in evaluating hazards, or (3) assist in determining 
the depth of  review needed. 

FIGURE 4.1 MOC System Flowchart 
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Site management may decide that formal  hazard evaluations are necessary 
for  certain types of  changes. The MOC system should have formal  criteria for 
initiating these analyses (although the administrators of  the PHA system 
should have the freedom  to define  the most appropriate hazard evaluation 
techniques for  the required analyses on a case-by-case basis). Also, the MOC 
system should provide sufficient  information  about the change to conduct a 
hazard evaluation. Guidelines  for  Hazard  Evaluation  Procedures,  Second 
Edition  with Worked  Examples  provides detailed descriptions of  hazard 
evaluation techniques and their strengths and weaknesses.17 

4.5.2 Communicating Changes or Providing Training 

Communicating changes or providing appropriate training to affected 
employees is an essential element of  an MOC system. MOC systems should 
contain specific  methods for  ensuring that change information  is 
communicated to affected  employees in appropriate detail before  the change is 
implemented or prior to the employee's work shift  during which he or she will 
be affected  by the change. In addition, some changes may involve significant 
revision to the operating or maintenance practices employed such that simple 
awareness communication will not be sufficient.  In these situations, affected 
employees may require detailed training on the revised procedure/practice. 
Such communication/training methods may include verbal communication 
from  supervisors, formal  training sessions, change notices documented in 
procedures, entries in logbooks, written summaries of  changes, e-mail 
notifications,  and other approaches. Some companies use (1) daily pre-shift 
safety  briefings  to discuss recent changes and (2) monthly safety  meetings to 
communicate change information  that may not have an immediate impact on 
site personnel. 

A site may need more than one method for  communicating changes, 
depending on the attributes of  the specific  change (e.g., magnitude, associated 
hazards, urgency, number and types of  departments involved). Whatever the 
means used to communicate change information,  the training should focus  on 
how the change affects  both the hazards of  the process and the tasks performed 
by various individuals. Each site and/or process area should develop an 
efficient  means of  documenting the communication. This documentation may 
include verification  or confirmation  that affected  personnel have been 
informed  of  or trained on the change prior to its implementation. 

4.5.3 Tracking Temporary Changes 

Temporary changes (e.g., jumpers/bypasses for  instrumentation and control 
schemes, unavailability of  process or safety  equipment, trial use of  a new piece 
of  equipment) typically receive special consideration because the facility  may 
accept a somewhat greater short-term risk for  a predetermined, finite  time than 
what is normally tolerable for  long-term operation. For example, equipment 
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that meets the specification  may not be immediately available or the site is 
experimenting with a new design. Other temporary changes (e.g., clamps, 
patches, leaks stopped by injection of  materials) receive special consideration 
because they may be designed for  a short-term service life.  In any of  these 
cases, a temporary change is approved with the stipulation that the change last 
no longer than a specified  time and that additional safety  features  be 
implemented (e.g., administrative or procedure changes to provide additional 
surveillance, additional instrumentation). 

Companies should also be aware that the number of  potentially affected 
personnel who should be informed  of  and/or trained on the change may 
increase if  temporary changes are extended without further  review. Temporary 
changes need  prescribed  time limits,  appropriate  authorization,  and  proper 
documentation.  The  MOC  system should  have a mechanism for  monitoring  the 
status of  temporary  changes, ensuring that time limits and  any other 
stipulations  are not violated. 

Finally, the system should have a means to ensure that any changes to 
procedures or PSI that were made because of  the temporary change are 
returned to normal when the temporary change is reversed. 

4.5.4 Integrating MOC with ORRs and PSSRs 

The Center for  Chemical Process Safety's  Guidelines  for  Risk Based  Process 
Safety  framework  has defined  ORRs as an enhanced element, incorporating 
the traditional PSSR concept. The main difference  between the traditional 
OSHA PSM compliance-based PSSR element and the readiness element is that 
ORRs are to be performed  whenever the process/activity has been out of 
service or in an alternate or idle configuration  longer than allowed in the 
normal operating procedures for  the process/activity. PSSRs are a subset of  all 
ORRs that may be performed  by a facility.  Some ORRs may be conducted 
following  an MOC review, so considering the integration of  MOC and 
readiness activities is important. 

Major changes to a process (e.g., those involving changes in the design 
documentation and operating procedures for  a process, such as major 
equipment additions, modifications,  or deletions) often  require PSSRs to be 
conducted before  the process returns to operation. The PSSR confirms  that 
(1) the equipment is in accordance with design specifications,  (2) appropriate 
procedures are in place, and (3) the necessary training has been completed. 
Since these issues should be addressed as part of  the MOC system, a PSSR 
serves as a final  check of  changes authorized by the MOC system. Such a 
check is important because major modifications  often  involve many changes, 
possibly resulting in an item or an issue being overlooked during MOC 
reviews. 
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Traditionally, MOC procedures have addressed changes in, or minor 
additions to, existing facilities,  while PSSRs have been performed  (1) for  new 
facilities,  (2) prior to restart of  mothballed operations, or (3) after  extensive 
modifications  that have required shutdown of  existing facilities  and restart. 
This approach meant that MOC and PSSR programs did not generally overlap. 
However, facilities  complying with the OSHA PSM regulation (29 CFR 
1910.119) should have closely related MOC and PSSR programs.3 Table 4.3 
presents the specific  OSHA MOC and PSSR requirements side by side. 

Companies should coordinate their MOC and PSSR/ORR programs.8'19 

For each change, the MOC procedure could include a determination of  the 
appropriate level of  PSSR/ORR, in addition to performing  the pre- and post-
implementation actions identified  in the MOC reviews. If  a formal  PSSR is not 
required, the MOC program should simply ensure that the basic PSSR 
questions were satisfied.  In addition, MOC procedures should: 

• Include measures to confirm  that equipment is in accordance with 
design specifications 

• Ensure that updating of  procedures includes safety  and maintenance 
procedures in addition to operating procedures 

• Ensure that training is up to date 

To coordinate MOC and PSSR procedures, companies may want to 
develop a single procedure that describes both of  them. Or, to illustrate how 
they are effectively  coordinated, companies should, at a minimum, ensure that 
the separate procedures for  MOC and PSSR reference  each other and explain 
how MOC and PSSRs work together to ensure that (1) all of  the regulatory 
requirements are met and (2) changes, both minor and major, are adequately 
reviewed. 

4.5.5 Allowing Emergency Changes 

Some organizations have found  it beneficial  to develop an MOC procedure 
that can be implemented with minimal delay. Use of  this type of  emergency 
procedure, if  considered necessary, should be restricted to situations for  which 
the time required to implement the normal change procedure would not be 
acceptable (i.e., serious consequences could occur if  the change is not made 
promptly). For example, one American Chemistry Council member company 
has defined  an emergency as "a situation that requires immediate action to 
avoid equipment damage, personnel hazard, environmental violation, or severe 
economic penalty." Use  of  an emergency procedure  should  be a relatively  rare 
occurrence. An emergency procedure  must not be used  simply to avoid  the 
work  associated  with implementing  the normal procedure.  One way to 
discourage this practice is to require whoever uses the emergency procedure to 
follow  up with a normal change request and satisfy  all of  the normal MOC 
requirements. 
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TABLE 4.3. Comparison of  OSHA MOC and PSSR Requirements 

The employer shall establish and implement 
written procedures to manage changes 
(except for  "replacements in kind") to 
process chemicals, technology, equipment, 
and procedures; and changes to facilities 
that affect  a covered process 

The employer shall perform  a pre-startup 
safety  review for  new facilities  and for 
modified  facilities  when the modification  is 
significant  enough to require a change in 
the process safety  information 

The procedures shall ensure that the 
following  considerations are addressed prior 
to any change: 

• The technical basis for  the proposed 
change; impact of  change on safety  and 
health 

• Modifications  to operating procedures 

• Necessary time period for  the change 

• Authorization requirements for  the 
proposed change 

The pre-startup safety  review shall confirm 
that, prior to the introduction of  highly 
hazardous chemicals to a process: 

• For new facilities,  a process hazard 
analysis has been performed  and 
recommendations have been resolved or 
implemented before  startup; modified 
facilities  meet the requirements for 
management of  change 

• Construction and equipment is in 
accordance with design specifications 

Employees involved in operating a process, 
and maintenance and contract employees 
whose job tasks will be affected  by a change 
in the process, shall be informed  of,  and 
trained on, the change prior to startup of  the 
process or affected  part of  the process 

Training of  each employee involved in 
operating a process has been completed 

If  a change covered by this paragraph results 
in a change in the process safety  information 
required by paragraph (d) [of  29 CFR 
1910.119, such information  shall be updated 
accordingly 

If  a change covered by this paragraph results 
in a change in the operating procedures or 
practices required by paragraph (0) [of  29 
CFR 1910.119, such procedures or practices 
shall be updated accordingly 

Safety,  operating, maintenance, and 
emergency procedures are in place and are 
adequate 

The MOC development team should (1) define  the circumstances under 
which the emergency procedure can be implemented, (2) develop requirements 
that focus  on quickly evaluating the safety  of  the immediate situation, and 
(3) require that the remaining MOC requirements be completed shortly after 
the change is implemented. Such procedures generally require the involvement 
of  personnel who are always available (e.g., personnel assigned to the shift)  or 
some form  of  call-out procedure. One key MOC principle that should be 
maintained even in emergency situations is involving several people who 
represent different  disciplines, if  possible. 

Management of  Change Pre-Startup Safety  Review 
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4.6 DESIGNING MOC SYSTEM DOCUMENTATION 

The development team should establish the documentation format  for  the 
MOC system, which should: 

• Describe the proposed changes 
• Establish the required reviews, actions, and approvals 
• Document approval(s) for  changes 
• Track the status of  temporary changes 
• Provide summaries of  actual changes to affected  organizations and 

individuals 

Some of  these needs can be met with one form  or document. Appendix C 
contains an example RFC form  with spaces provided to describe a change, 
specify  the required MOC reviews/approvals, and document approvals of  a 
change. The completed form  can serve as a summary of  the change. 

In designing the documentation system, the development team should 
include policies for  records retention for  the various types of  documentation. 
Finding corporate document retention requirements to be in conflict  with 
relevant regulatory guidelines is not uncommon; such conflicts  will need to be 
resolved. 

In addition to documenting a particular change, an MOC system document 
should be available that describes the system and its procedures. Such a 
document (commonly called a written program) is required by the OSHA PSM 
regulation and other accident prevention regulations (e.g., state laws, the 
Environmental Protection Agency's Risk Management Program rule). The 
written program can be used as a training manual and as a user's manual for 
the MOC system and should define  the requirements that the MOC system is 
likely to be audited against. 

4.7 DEFINING EMPLOYEE TRAINING REQUIREMENTS 

Developing and conducting training for  all personnel involved in MOC is 
critical to the success of  a new or revised MOC procedure. Many  systems have 
failed  or at least  encountered  severe problems because personnel did  not 
understand  why the system was necessary, how it worked,  and  what their role 
was in its implementation.  The development team should define  how each type 
of  training would be developed and provided, including: 

• Awareness training to educate all affected  personnel on how to 
recognize changes within the scope of  the MOC system (e.g., 
maintenance craft  personnel who should inquire about the MOC 
before  installing a change) 
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• Initial training for  personnel who will be involved in the MOC system 
(e.g., personnel who are expected to request changes or provide initial 
reviews) 

• Initial training for  personnel who will have major roles in the operation 
of  the MOC system (e.g., reviewers at other levels and approvers), 
addressing topics such as hazard evaluation methods, use of  specific 
technical analysis tools, etc. 

Refresher  training for  all MOC system personnel should also be 
considered. Maintaining examples of  problems both avoided and created by 
MOC for  use in such training is often  helpful.  Appendix A has some examples 
that may be useful  in training; however, using feedback  from  a site's own 
system is most effective.  Unfortunately,  feedback  provided by incident 
investigation reports is more often  available than information  about incidents 
that are avoided. Section 5.5 provides advice on topics to include in general 
MOC awareness training. 

4.8 CONSIDERING HOW TO MODIFY THE MOC 
SYSTEM 

MOC systems are one of  the most frequently  upgraded management system 
procedures. The development team should consider how to address suggested 
changes to the MOC system. The approach should address (1) ways in which 
personnel can propose changes to the system, (2) reviews and approvals 
needed for  implementing a change, (3) methods of  communicating changes to 
personnel involved in the MOC system, and (4) methods for  updating MOC 
system documentation. 

4.9 COMPARING THE MOC SYSTEM TO THE DESIGN 
SPECIFICATION 

The development team and senior management need to review the MOC 
system to ensure that it meets the requirements established by regulations and 
management. Furthermore, the development team and senior management 
should make certain that the MOC system is understandable to potential users 
and convenient for  them to use. Many companies recommend having all 
organizations involved in MOC procedures review and approve the MOC 
system prior to its first  use. Developing a flow  chart (such as the one in Figure 
D.2 in Appendix D) provides a visual representation of  the proposed MOC 
system and facilitates  this type of  review. 
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5 

IMPLEMENTING AND OPERATING AN 

MOC SYSTEM 

Before  implementing the management of  change (MOC) system, the 
development team should consider the following  foundational  activities to 
help ensure the success of  the system: 

• Preparing the site infrastructure  to support MOC activities 
• Managing the culture change 
• Integrating the MOC system with existing site procedures 
• Developing a phased implementation plan for  the MOC system 

(including a field  test of  the system to identify  problems) 
• Training affected  personnel on MOC procedures 

A facility  can then roll out the system, operate it, and maintain it. The 
implementation team should have representatives from  typical facility 
departments (e.g., operations, maintenance, engineering, safety). 

5.1 PREPARING THE SITE INFRASTRUCTURE 

The MOC system is an integral part of  the process safety  management (PSM) 
system. If  the PSM system or the site is not ready to operate an MOC system, 
then the hazards of  changes will not be properly managed, records will not be 
kept up to date, and training will fall  behind, potentially undermining process 
safety  at the facility. 

6 1 
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The MOC implementation team should prepare the site for  efficient 
startup and operation of  the MOC system. Table 5.1 lists some issues that may 
need to be addressed prior to MOC rollout. 

5.2 MANAGING THE CULTURE CHANGE 

MOC systems keep people from  making changes without the appropriate 
review and approval. In most cases, these changes are intended to either 
(1) improve operability or (2) sustain operations affected  by equipment 
failures  or external events. As a result, some people consider MOC systems to 
be impediments or barriers to getting work done. If  that attitude is prevalent, 
company management should take steps to address this culture prior to or 
coincident with implementation of  a new MOC system. 

Sometimes the culture shock can be lessened by involving people from 
various disciplines, departments, or perspectives in the MOC design, 
development, troubleshooting, and solution development activities. Efficiency 
in design of  the MOC system can be made a priority to ensure that the system 
is "just big enough" for  its intended use. Another way to manage culture shock 
is to ensure that site personnel understand (1) the reasons the MOC system is 
being deployed, (2) the importance of  having a healthy MOC system, (3) the 

TABLE 5.1. Issues that Should Be Considered Prior to MOC Rollout 

• Confirming  management commitment and resources 
• Assembling up-to-date PSI 
• Preparing all the tools and forms  needed to execute MOC activities 
• Securing resource commitments from  infrastructure  departments (e.g., information 

technology) 
• Preparing all MOC support materials (e.g., spreadsheets, files) 
• If  using an electronic MOC system, establishing a fully  tested system with sufficient 

network resources dedicated to its maintenance 
• If  using an electronic MOC system with contract personnel involved, obtaining 

approval to provide computer access and e-mail accounts to contract employees for 
MOC notification 

• Having completed, refined,  pilot-tested MOC procedures 
• Establishing a means for  collecting MOC metric data and other feedback 
• Developing a plan for  conducting MOC management reviews 
• Drafting  plans for  auditing the MOC system 
• Establishing a means for  communicating changes and informing/training  potentially 

affected  personnel 
• Developing a plan for  MOC rollout training 
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potential (and case histories of)  consequences of  not having a good MOC 
system in place, and (4) management's expectations for  MOC conformance.  If 
one facility's  existing MOC system is being implemented at another facility, 
personnel associated with the existing system can be brought in to champion 
the MOC system at the new site. 

Consideration of  facility  culture should be factored  into the 
implementation plan and MOC awareness training. Should MOC culture 
problems persist (as evidenced by metrics, audit results, incident root causes, 
or management reviews), identifying  the underlying causes of  the cultural 
issues and implementing corrective actions will be necessary. See Section 
6.4.2 for  a discussion of  addressing cultural issues. 

5.3 INTEGRATING THE MOC SYSTEM WITH EXISTING 
PROCEDURES 

Although the development team considers existing site procedures when 
creating the MOC system, the implementation team may also need to review 
the MOC system to help eliminate conflicts  with existing procedures (e.g., 
work order system, capital project management system) during the installation 
phase. Any conflicts  or overlaps should be resolved by modifying  the existing 
procedure or the MOC system. The MOC system will be more successful  if  it 
complements existing procedures. 

5.4 DEVELOPING A PHASED IMPLEMENTATION PLAN 

When possible, the development team or implementation team should plan a 
phased implementation, including a field  test of  the MOC system procedures 
and documentation in a selected part of  the facility  to identify  and correct any 
weaknesses. No  substitute  exists for  testing  the MOC  system on actual change 
situations in the facility  where it will  be used.  Phased implementation allows 
the implementation team to evaluate the training and monitor the startup of  the 
MOC system in selected process areas before  full-scale  rollout and operation. 
This phased implementation provides additional opportunities to fine-tune  the 
program for  efficiency  and effectiveness.  Once the program is proven in one 
area, the scope of  the program can be expanded to cover other process areas as 
required. 

The field  test or initial phase of  implementation should address all of  the 
major features  of  the MOC system, including special circumstances, such as 
temporary and emergency changes. The team can record and summarize the 
test data and present the results to site management for  discussion. The 
duration of  this field-testing  varies, but it may require several months, 
depending upon how many changes the area experiences. The implementation 
team may need to revise the MOC system based on the results of  the field  test. 
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Where phased implementation is not possible (e.g., expedited implementation 
is needed for  compliance reasons), the implementation team should conduct 
tests using simulated changes of  various types before  implementing the MOC 
program. Be aware that implementing an untested program can be detrimental. 
Personnel frustrated  by a poorly implemented program may lose confidence  in 
the MOC system and try to bypass part or all of  it. 

5.5 TRAINING PERSONNEL AFFECTED BY MOC 
PROCEDURES 

This section provides examples of  topics to include in awareness training, 
which is conducted to educate personnel about the MOC system. Companies 
can use these examples, generate their own context-specific  topics, or employ 
a combination. This information  may also be useful  for  detailed MOC training. 
However, detailed training will likely focus  on site-specific  MOC procedure 
issues. 

All personnel involved in making changes at the site (including 
contractors, if  the system is so designed) should be trained on the MOC 
philosophy, procedures, and documentation. This training should include 
workers at all levels of  authority, with special emphasis on the line 
maintenance and operating personnel, as well as frontline  supervisors. Special 
emphasis on these employees is necessary because they are often  the key to 
identifying,  describing, and classifying  change situations in day-to-day 
operations. The awareness training should emphasize practical examples that 
personnel can use as guidelines in day-to-day operations. 

MOC system awareness training should cover the following  issues: 

• The importance of  MOC procedures and the general MOC philosophy. 
• Definitions  and terminology associated with the MOC system should be 

introduced 
• Company or industry case histories citing MOC failure  as a contributing 

factor 
• Regulatory or legal obligations relating to MOC 
• How the MOC system interfaces  with existing procedures (e.g., work 

order system) 
• General roles and responsibilities of  employee groups or individual 

employees 
• How to recognize change situations [especially differentiating  between 

replacements-in-kind (RIKs) and actual changes, as well as recognizing 
the subtle changes that can occur]. Checklists to aid identification  of 
change situations could be helpful,  and lists of  anticipated change 
situations that have already been evaluated can improve performance 

• Examples of  typical and unusual changes 
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• How to initiate an RFC 
• How to classify  a change for  MOC review (particularly under special 

circumstances) 
• How the MOC review process works (especially the responsibilities of 

personnel who must conduct specific  reviews and issue approvals) 
• Overview of  hazard evaluation concepts and techniques 
• How the MOC system is documented 
• Special features  of  the MOC system, particularly temporary and 

emergency changes 
• How to recommend changes to the MOC system 
• Who can answer MOC questions 

To  be effective,  MOC  system awareness training  cannot be a one-time 
activity.  Changes to the MOC system require updating the training for 
employees who participate in the MOC process. Any new personnel (or 
personnel who transfer  from  an area that does not use the MOC system) 
should receive MOC system awareness training as appropriate. Also of  value 
is ongoing training provided through periodic workshops covering key MOC 
issues and experience with the MOC system. Finally, the MOC coordinator is 
likely to provide a coaching, counseling, or training function  on an ongoing 
day-to-day basis. 

5.6 OPERATING AN MOC SYSTEM 

The MOC coordinator directs the operation of  the MOC system by 
(1) monitoring the operation of  the system, (2) resolving questions and 
disputes relating to the system, and (3) maintaining system documentation and 
records. Some sites may need to provide the MOC coordinator with clerical or 
other support to help administer the program and manage MOC documentation 
and recordkeeping. At smaller sites, MOC coordination may simply be a part-
time responsibility for  an employee already in an appropriate position. 
Whether the MOC coordinator is full-time  or part-time, management should 
ensure that MOC responsibilities are covered when the primary MOC 
coordinator is not available. 

At large sites, assigning an MOC coordinator to each operating area, who 
can address the required changes for  that area on a day-to-day basis, may be 
beneficial.  However, if  MOC coordinators are distributed across different 
areas, the site-wide MOC or PSM coordinator should ensure that the MOC 
procedure requirements are consistently applied. 

5.6.1 Monitoring the Operation of the MOC System 

The MOC coordinator ensures that (1) the phased implementation of  the MOC 
system is progressing in a timely manner, (2) the MOC system is working well 
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with other PSM systems and other site procedures, (3) the MOC procedures 
are being followed  as intended, and (4) the MOC system is fulfilling  its design 
intent. The MOC coordinator monitors these factors  through routine 
administration of  the MOC system and periodic internal audits/reviews of  the 
MOC system (see Chapter 6). Any deficiencies  in the MOC system are 
corrected according to the procedures for  modifying  the MOC system. 
Deficiencies  in other systems or activities performed  by other organizations 
should be resolved by the MOC coordinator in conjunction with the managers 
of  specific  areas or with the PSM manager. 

The MOC coordinator should consider monitoring emergency and 
temporary changes closely. Any changes implemented on an emergency basis 
must also be reviewed in more detail after  their implementation to ensure that 
the full  MOC protocol is implemented. Also, if  simplified  procedures are 
defined  for  making emergency changes, the potential exists for  abuse of  the 
emergency change status. Examining the reasons that emergency changes were 
processed allows the MOC coordinator to (1) revise the MOC procedure to 
reduce the need for  emergency changes, (2) re-educate those who do not 
understand the design intent of  the MOC system, or (3) focus  management 
attention on organizations or individuals who abuse the MOC system. 

5.6.2 Resolving MOC Questions and Disputes 

Individual departments may be largely responsible for  implementing the MOC 
procedures without significant  interaction with the MOC coordinator. 
However, when uncertainties in the interpretation of  MOC procedures arise 
(e.g., a proposed change does not fit  into any change category that has a 
prescribed review process), or when reviewers disagree about an MOC 
requirement, the MOC coordinator should resolve these issues. If  a conflict 
cannot be easily resolved, the PSM coordinator (and possibly senior managers) 
should help resolve them. All of  these issues should provide feedback  to the 
MOC awareness training program and potentially to the MOC management 
review and audit activities. 

5.6.3 Maintaining MOC System Documentation and Records 

The MOC coordinator or the coordinator's designee is responsible for 
maintaining documentation for  the MOC procedures, as well as the records of 
changes at the site. 

MOC  procedures  documentation.  The MOC procedures (including all 
tools, guidelines, and software)  should be updated as needed so that personnel 
with responsibilities under the MOC system are always aware of  current 
procedures. MOC procedures should be controlled so that the procedures can 
be readily updated as changes occur and the facility  can ensure that the 
workforce  has easy access to the current MOC procedure (e.g., via the facility 
intranet). 
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MOC  records.  The records of  requested changes, change approvals, and 
tracking forms  for  temporary changes should be archived for  use in monitoring 
the MOC system and for  use by other PSM systems (e.g., process hazard 
analyses, compliance audits). The MOC coordinator should ensure that MOC 
records are retained in keeping with the site/company records retention policy. 

MOC documentation can be paper based or electronic. Many companies 
are moving toward using computer networks and integrating MOC system 
documentation with existing work order, drawing, and procedure 
documentation systems. MOC software  applications are addressed in more 
detail in Appendix D. 
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6 

MONITORING AND IMPROVING AN 

MOC SYSTEM 

Why would anyone want to improve their management of  change (MOC) 
system? Why not just maintain the status quo? Within a process safety  context, 
these seem like ridiculous questions, but industry examples of  company 
behavior - judged after  an accident - indicate that such concerns would have 
been justified  and that improvements were badly needed. In this age of 
shrinking resources, asking such questions and expecting answers is 
reasonable. 

6.1 MOTIVATIONS FOR IMPROVEMENT 

Table 6.1 provides some observed industry motivations for  improving MOC. 

TABLE 6.1. Possible Motivations for  Improving MOC 

• Recent major accident 
• Series of  incidents 
• Regulatory considerations (new rule or enforcement  actions) 
• Industry group membership obligation 
• Peer pressure/comparisons of  existing practices 
• Perception that risk is not tolerable/increasing 
• Resource pressures 
• Desire to be more profitable 
• Company policy of  continuous improvement 

69 
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Some of  these motivations are positive (e.g., continuous improvement 
driven by a strong company commitment to quality). Most are more negative 
in nature (e.g., accidents with consequences), while others fall  in the middle 
(e.g., peer pressure, risk perceptions). The public might believe that most 
companies interpret the business case for  profitability  and attractiveness to 
investors/suitors as justification  for  allocating optimum process safety 
resources over the long haul. However, anecdotal experience has shown that 
company objectives tend to focus  more on shorter-term goals related to 
quarterly numbers. This is true despite significant  efforts  by the Center for 
Chemical Process Safety  (CCPS) and various member companies to highlight 
the business case for  process safety  resource investment (e.g., The  Business 
Case for  Process Safety21). 

Experience has shown that MOC is one of  the more difficult  process 
safety  management (PSM) elements to implement - and to get and keep right! 
Typically, companies with long-standing MOC systems have revised their 
systems many times over the years as they have learned from  experience (both 
good and bad). Some organizations continue to struggle with personnel who 
view MOC as an impediment to progress, and these organizations suffer  the 
consequences of  uncontrolled changes as the MOC system is continuously 
circumvented. Other organizations may have tight control over changes, but 
they are disconcerted by the amount of  time and resources being consumed by 
efforts  to implement and administer the MOC system. 

Chapter 2 introduced the concept of  Risk Based Process Safety  (RBPS) 
and MOC effectiveness,  which was defined  as a function  of  both performance 
(i.e., achieving the right results) and efficiency  (i.e., achieving those results 
with the appropriate expenditure of  resources). This chapter, however, 
provides guidance on how to diagnose and repair an MOC system that is 
broken, or to optimize an MOC system that is not working as effectively  as the 
needs of  the organization require. 

Two main categories of  MOC improvement activity exist: 

1. Corrective action to fix  a seriously deficient  MOC system via 
redesign or reimplementation 

2. Continuous improvement of  a working MOC system using available 
effectiveness  enhancement methods 

Corrective action is the more serious and time-consuming activity. 
However, if  the need is indicated by serious accidents, incident trends, or 
chronic MOC deficiencies  highlighted by audits, then a site may have no 
choice but to either redesign the system or re-implement the original design 
(if  a review confirms  that the original design was suitable, but just not 
properly implemented). 
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In addition to the circumstances listed in Table 6.1, an organization may 
perceive other reasons to redesign an MOC system that is believed to be 
dysfunctional  or at variance with the needs of  the organization. Examples of 
such reasons are listed in Table 6.2. Multiple motivations for  redesign are not 
uncommon, and the design solutions for  each may not be the same. 
Consequently, company management should gain as much understanding as 
possible about the needs that should be addressed. 

6.2 SOURCES OF INFORMATION TO LAUNCH AND 
GUIDE IMPROVEMENT 

Fortunately, companies have a plethora of  sources of  information  (see Table 
6.3) to help launch and guide their MOC improvement efforts  - if  they only 
take the time to gather and analyze it. 

Evaluating incidents and near misses can help identify  excellent 
opportunities for  MOC system improvement. Asking personnel (e.g., 
operators, operational managers, maintenance employees) about potential 
failures  and operational concerns is another excellent way to help identify 
what is broken or likely to break. Peer group benchmarking and sharing best 
practices are higher-level sources of  experience-based information  that can 
help participants understand and address identified  risks. 

TABLE 6.2. Possible Reasons for  Wanting to Redesign an MOC System 

• Persistent MOC findings  in audits and/or management reviews 
• Personnel feedback 
• Unfavorable  performance  or efficiency  metrics 
• A major change in technology or processes that modifies  the facility  risk 

perspective in a manner warranting more (or less) rigor in the MOC system 
• A perception that the risk from  unmanaged changes is increasing or, perhaps, is 

already intolerable 
• A merger or acquisition that compels the facility  to adopt the MOC protocol of  the 

new owner or that stimulates the new owner to emulate the better MOC program of 
the acquired facility 

• A change in company policy or a desire to standardize across the company 
• Peer pressure (or greater peer awareness) as a result of  benchmarking/comparing 

existing practices 
• Resource pressures (e.g., MOC system requirements that currently exceed available 

resources or require some existing resources that are about to be cut) 
• Significant  site or corporate reorganization or restructuring, or the outsourcing of  a 

key function  (e.g., engineering design, procurement) 
• The introduction of  new industry guidance (such as this book) 
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TABLE 6.3. Sources of  Information  for  Improving an MOC System 

• Incidents, root cause analyses and investigation reports 
• Performance  and efficiency  measures 
• Financial indicators (e.g., losses, insurance costs) 
• Introspective reviews (e.g., audits, PHAs) 
• Sharing of  best practices within industry groups 
• Benchmarking within peer groups 
• Global evaluation of  state-of-the-art  practices 

Within a single facility,  five  main sources of  data/information  exist on 
which to base MOC system improvements: 

• MOC audit results 
• Collected MOC system activity data 
• MOC performance  and efficiency  metrics 
• Results of  incident investigations 
• Results of  introspective reviews that identify  MOC problems [e.g., 

process hazard analyses (PHAs)] 

6.2.1 Performing MOC Audits 

Companies should consider performing  periodic internal and external audits of 
the MOC system to help ensure that the system's goals are being met. Internal 
audits are those sponsored by the MOC coordinator. In some cases, the MOC 
coordinator may involve other personnel when performing  an audit (e.g., 
former  MOC development team members). Supervisors or managers who are 
familiar  with the MOC system can also assist, as long as they are not routinely 
involved in the request for  change (RFC) review/approval protocols for  the 
area being audited. 

External audits are those conducted by company personnel who are not 
associated with implementation of  the MOC system, or by qualified  third 
parties. These individuals usually perform  the audit under the direction of  the 
site or corporate PSM manager or the corporate PSM manager. 

Auditors should focus  on two primary tasks: 

• Ensuring that the MOC procedures meet the required specifications 
(including the requirements established by regulations, standards, 
corporate guidelines, and senior management) 

• Ensuring that the MOC procedures are being implemented appropriately 
(based on reviews of  MOC records, personnel interviews, and site 
inspections) 
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MOC system audits may be part of  the compliance audit requirements 
under the Occupational Safety  and Health Administration's (OSHA's) PSM 
regulation, but more frequent  assessments are recommended during initial 
implementation of  the MOC system or when problems are encountered. Also, 
other audits or reviews of  equipment, procedures, and management systems 
(such as comparing field  installations of  equipment to approved drawings) 
may identify  the need for  special MOC system audits. 

Site personnel should periodically review the MOC system (by examining 
random samples of  work that has been performed)  to determine whether the 
correct MOC review protocol was used. They should also review process 
incidents and near misses that occur at the site to determine whether any MOC 
deficiency  contributed to the incident. Appendix Ε provides a sample MOC 
audit checklist. 

6.2.2 Collecting Metrics and Performing Management Reviews 

Companies should consider establishing a mechanism for  collecting MOC 
system activity data to use in populating performance  and efficiency  metrics. 
These data can be periodically reviewed by the MOC coordinator. The types 
of  data collected depend in large measure upon the design of  the MOC system 
documentation (RFC form).  Basic information  to maintain in a database 
includes: 

• The originator's name and the date 
• The process area/unit in which the change occurred 
• A one-line description of  the change 
• Restoration date for  temporary changes/repairs 
• The type of  change 
• The name(s) of  the reviewer(s)/approver(s) and the date(s) 

Additional data can also be helpful  in monitoring the MOC system. 
However, the MOC coordinator should collect only the data needed to make 
decisions about the system's performance  and to make periodic improvements. 
Appendix G provides many examples of  possible MOC metrics that a site 
should consider implementing. 

Based on (1) audit results, (2) the analysis of  key performance  indicators, 
and (3) the results of  management reviews, the MOC coordinator should 
periodically review the MOC system to determine whether any improvements 
should be made (e.g., coverage of  new types of  changes, use of  more/less 
detailed RFC procedures, revisions to MOC system documentation). In 
addition, informal  interviews with site personnel will often  yield useful 
insights into how to streamline MOC procedures, fill  gaps in the system, or 
use existing resources more efficiently. 
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6.3 IDENTIFYING THE NEED TO IMPROVE 

6.3.1 Identifying Specific Problem Areas for Corrective 
Action/Redesign 

As discussed above, asserting the need to redesign an MOC system does not 
necessarily imply the need to make the system more complex or rigorous. As 
outlined in Chapter 2, the goal is to maximize PSM effectiveness,  which can 
be loosely defined  as achieving the right results in a resource-efficient  manner. 
An MOC system that is not functioning  at a level sufficient  to control the risks 
of  facility  activities must be repaired. However, an MOC system that is "too 
big of  a tool" for  the needs of  the organization is also a concern, since this 
situation can divert resources from  other risk control initiatives. 

Therefore,  the redesign of  an MOC system could encompass either 
(1) enhancing the system or the reliability of  its implementation to achieve 
more dependable performance  or (2) responsibly trimming the complexity, 
rigor, or effort  associated with the system to more efficiently  meet the 
organization's needs. In reality, an MOC system is not monolithic. Different 
features  will likely be performing  at different  levels, so organizations may 
need to both enhance and trim the MOC system when trying to fine-tune  its 
effectiveness. 

The second step (after  identifying  a problem) is to define  the problem in 
sufficient  detail to allow design of  a solution. Table 6.4 lists the key RBPS 
principles and essential features  for  an MOC system. Most MOC performance 
problems are the result of  either (1) failing  to satisfy  the intent of  one or more 
of  these key principles and essential features  (or of  the associated work 
activities listed in Appendix B) or (2) using an undue level of  resources to 
satisfy  the intent. 

While some problems may be readily apparent, a gap analysis may be 
required to identify  other areas (such as performance  problems) that need to be 
addressed. A similar effort  (an "excess analysis") might be needed to identify 
areas in which undue effort  or the excessive use of  resources is causing 
efficiency  problems. The pertinent standards against which the MOC system is 
to be assessed should be unambiguously identified.  For example, in an 
acquisition scenario, the MOC system may be performing  well against the 
prior corporate standard, but should now be assessed against the requirements 
of  the new owner (see Table 6.2). 

When conducting a gap analysis to identify  performance  problems (or an 
excess analysis to identify  efficiency  problems), common sources of 
information  would include the following: 
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TABLE 6.4. MOC Key Principles and Essential Features 
Maintain a Dependable MOC Practice 

Assurance of  Consistent  Implementation 
Competent  Personnel  Involvement 
MOC  Practices Remain Effective 

Identify  Potential Change Situations 

Adequate  Coverage  of  the Scope of  the MOC  System 
All  Sources  of  Change  Are Managed 

Evaluate Possible Impacts 
Appropriate  Input  Information  to Manage  Changes 
Appropriate  Technical  Rigor for  MOC  Review Process 
MOC  Reviewers Have  Appropriate  Expertise  and  Tools 

Decide Whether to Allow Change 
Changes  Are Authorized 
Change  Authorizers  Consider  Important  Issues 

Complete Follow-up Activities 
Records  Are Updated 

Changes  Are Properly  Communicated  to Personnel 
Risk Control  Measures  Are Enacted 
MOC  Records  Are Maintained 

• Reports of  incident or near miss investigations 
• Performance  or efficiency  metrics 
• Reports of  prior, routine audits and/or management reviews 
• Audits or reviews specifically  commissioned for  the current assessment 

needs, incorporating 
interviews with personnel responsible for  implementing the MOC 
system or those affected  by the MOC system 
reviews of  MOC implementation records 
direct observation of  MOC-related activities 

6.3.2 Using Performance and Efficiency Metrics 

Metrics are day-to-day indicators of  the health of  an MOC system. These 
indicators are derived from,  and limited by, the basic MOC system activity 
data that a facility  chooses to collect. MOC metrics are used in a statistical 
process control sense; companies should experiment with collecting and using 
these indicators for  some time in order to establish system calibration points or 
desired control points. Then, daily or weekly monitoring of  a "dashboard" of 
MOC performance  and efficiency  metrics allows the MOC coordinator to see 
where imminent dysfunctions  exist, which can lead to either MOC system 
failures  that may cause accidents or system bottlenecks causing inefficiencies. 
The number and types of  indicators that are appropriate for  each site are a 

Maintain a Dependable MOC Practice 

Identify  Potential Change Situations 

Evaluate Possible Impacts 

Decide Whether to Allow Change 

Complete Follow-up Activities 
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function  of  the level of  detail of  the MOC system and, to a degree, the level at 
which the MOC system is currently performing. 

MOC performance  measures that explicitly identify  key indicators can be 
used to assess system performance  on a near real-time basis and with more 
reasonable effort.  Appendix F provides a substantial list of  indicators that may 
be relevant to many MOC systems. The sensitive indicators for  a specific 
MOC system will depend upon a variety of  factors,  including the MOC system 
design and the availability of  MOC records and data. Some indicators can be 
used individually to help evaluate system performance,  while other indicators 
must be used jointly. 

The resources invested in operating the MOC system can be periodically 
reviewed, along with MOC system activity data, to determine its effectiveness. 
Appendix F also provides some examples of  MOC efficiency  metrics. 

MOC efficiency  indicators are derived from  MOC system activity data. 
The number and types of  efficiency  metrics will be limited by the design of  the 
MOC forms  and the activity data that are collected. Appendix F also provides 
some examples of  MOC efficiency  metrics. 

6.3.3 Performing Management Reviews 

At facilities  where the MOC review rate is very high, managers could set aside 
time to observe MOC reviews as they are performed.  However, MOC reviews 
are often  difficult  to efficiently  monitor on a day-to-day basis. Therefore, 
management reviews of  MOC systems rely more on formal  meetings with the 
affected  parties in order to examine MOC effectiveness  issues. These could be 
monthly or quarterly meetings. Chapter 22 of  Guidelines  for  Risk Based 
Process Safety  describes the components of  a management review system. 
This section describes how these ideas can support effective  operation of  an 
MOC system. 

In advance of  the management review, the people who are responsible for 
a part of  the MOC process should (1) conduct a self-assessment  and (2) report 
known gaps, along with any existing plans to close those gaps. Enlisting a 
knowledgeable person who is independent of  the MOC system (or at least a 
given part of  the MOC process in each site area) to participate in the self-
assessment is often  helpful.  This helps overcome one common problem with 
self-assessments:  even the most diligent and honest person will fail  to 
recognize a gap if  he or she does not understand a requirement or recognize an 
issue (and, thus, this person will not be working toward closing an unidentified 
gap)· 

In addition, metrics are updated, and the MOC element owner normally 
makes a special effort  to understand the reasons for  any trends or anomalies in 
the metrics. Finally, if  any major projects are under way to address known 
MOC gaps, a briefing  is prepared for  the management review committee. 
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A management review of  MOC activities should demonstrate that 
leadership at the facility  (1) is aware of  and values MOC and (2) is intent on 
ensuring that all changes are evaluated prior to execution. The review focuses 
on the efforts  to perform,  document, collect, and maintain MOC information 
and metrics, including improving the efficiency  of  work activities supporting 
this element. In addition, an effective  management review process educates the 
entire leadership team on the importance of  MOC and the role it plays in 
helping to identify  hazards, manage risk, and sustain the business. 

Typical questions to ask during a management review include the 
following: 

• Are the MOC reviews for  each operating area complete and of  high 
quality? What, if  any, significant  gaps were identified? 

• Is the MOC system being used? Or is there evidence of  circumvention? 
• Did any recent audit findings  address MOC? Have all corrective actions 

been completed or are they on schedule for  completion? 
• Have there been any incidents or trends for  which MOC failure  was a 

root cause or contributing factor? 
• How effective  is employee and contractor training on MOC? Refresher 

training? 
• Are we using more or less staff  than last year to address MOC issues? 

6.4 IDENTIFYING OPPORTUNITIES FOR CORRECTIVE 
ACTION OR IMPROVEMENT 

6.4.1 Identifying and Addressing Causal Factors 

For each problem identified  using the approach described in Section 6.3, 
management will also need to identify  the causal factor(s)  that created the 
problem. For performance  problems, the challenge is analogous to that 
encountered during incident investigations. Performance  problems will have 
proximate causes and underlying root causes. Identifying  the proximate causes 
is not sufficient.  The root causes of  performance  problems should be identified 
in order to properly focus  remedial efforts. 

For example, management review may determine that changes are 
frequently  being implemented outside the controls of  the MOC system. 
Investigation could reveal that this circumvention is intentional, or, 
alternatively that the failure  to follow  the MOC system is inadvertent. While 
this knowledge helps define  the problem, further  investigation would be 
needed to identify  specific  root causes that should be addressed. 

Continuing this example, the following  questions should be asked: What 
is causing personnel to intentionally circumvent the system? What can be done 
to stimulate compliance? The most forceful  approach to solving this problem 
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would be to implement a zero-tolerance policy that calls for  disciplining 
anyone who intentionally bypasses the MOC system. However, such an 
approach ignores the possibility that one or more major obstacles are present 
in the MOC system that are inducing personnel to circumvent its 
implementation. Further investigation to identify  such factors  may reveal 
opportunities to improve the system and encourage compliance. Perhaps the 
MOC system is perceived to be too detailed and cumbersome. If  so, is this a 
valid observation? Can the system be streamlined? If  not, what needs to be 
done to help personnel understand the importance of  the detailed requirements 
they seek to avoid? 

If  MOC system noncompliances are inadvertent, why is it that personnel 
are not using the system? Have they not been adequately trained on the 
requirements? Is there confusion  about what constitutes a change? The more 
management personnel understand the true cause of  the problem, the more 
effective  they can be in developing a solution. 

In reality, multiple issues to address may exist in this example. Both 
intentional and inadvertent noncompliances might be present, and a variety of 
root causes may also exist in both instances. Identifying  some of  the more 
obvious causes and stopping the investigation there might seem natural. 
However, management personnel should avoid the simple explanations and 
dig deeply enough to identify  and address all the significant  root causes. 

Traditional root cause analysis tools, created to aid incident investigations, 
may be helpful  when identifying  the causes of  MOC system implementation 
problems. A root cause map typically addresses issues related to procedures, 
training, supervision, communications, management systems, and so forth. 
However, the degree to which such a tool can address the cultural factors 
underlying performance  problems may be limited. These cultural factors  can 
be important in situations in which systemic performance  problems exist. For 
example, the root cause "Improper performance  not corrected" might be 
contributing to MOC noncompliances, but if  such noncompliances are obvious 
and rampant, one should ask the question, "Why does the safety  culture allow 
managers to fail  to enforce  MOC compliance?" 

Once the root causes of  MOC compliance problems are identified,  suitable 
corrective actions can be proposed. 

6.4.2 Identifying Typical Causes of Ineffective  MOC Systems 

Ineffective  MOC systems are those whose performance  is poor or efficiency  is 
low. Performance  refers  to the degree to which MOC system implementation 
complies with the established requirements. Inefficient  MOC systems 
consume too many resources in generating too few  good results. Table 6.5 
lists six categories of  MOC effectiveness  problems. While this book cannot 
anticipate all possible MOC effectiveness  problems, this section addresses 
some of  the more common ones associated with the categories listed in Table 
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6.5. Each category of  problems in Table 6.5 is addressed in detail in this 
section (sections A through F). 

A. THE  SCOPE  OF THE  APPLICA  TION  IS  IMPROPERL  Y  OR 
INADEQUA  TEL  Y  DEFINED 

Chapter 3 described the importance of  properly defining  the physical and 
analytical scope of  application when designing an MOC system. Specifically, 
the following  three aspects were noted: 

• The physical facility  areas, processes, or activities to which MOC 
controls will be applied 

• The types of  changes that will be controlled using the MOC system 
• The boundaries between, and intentional overlaps with, other elements 

or other administrative systems 

The first  two aspects are closely related and will be addressed jointly. 
Simply put, two types of  scope problems are possible: the scope was 

defined  too narrowly or it was defined  too broadly. The former  poses potential 
regulatory and risk control problems, and the latter introduces the potential for 
inefficiencies  in MOC system implementation. 

TABLE 6.5. Categories of  MOC Effectiveness  Problems 

• The scope of  application is improperly or inadequately defined 
• Implementation procedures are nonexistent, incorrect, or inappropriate in their level 

of  detail 
• Personnel are unaware of  or inadequately trained on the requirements/procedures 
• Sufficient  resources are not available to support compliance 
• Requirements are intentionally circumvented 
• Problems are not identified  and addressed 



 

80 GUIDELINES FOR MANAGEMENT OF CHANGE 

A.l Scope Too  Narrow 
Audits against corporate or regulatory requirements may indicate that the 
scope was defined  too narrowly. Also, safety-significant  consequences 
resulting from  incidents involving changes that fell  outside the current scope 
may indicate a need to broaden the application of  MOC controls. Such 
insufficiencies  could be related to either the physical scope (e.g., the 
equipment involved) or the analytical scope (e.g., the type of  change 
involved). 

Resolving gaps in scope relative to established regulatory or corporate 
requirements is a straightforward  exercise. More judgment and interpretation 
may be required to rationalize the scope in light of  perceived industry best 
practices. 

Resolving gaps in scope identified  by incident histories is potentially more 
problematic. Most would concede that taking a continually reactive approach 
(i.e., incrementally expanding the scope to address the latest incident) is not 
acceptable. A more enlightened approach would be to respond to a significant 
incident (or a series of  less significant  events) by assessing the adequacy of  the 
MOC system in a more general way and expanding the scope accordingly. 

Such an exercise might include a review of  the facility's  PHAs to identify 
safety-critical  systems (e.g., utilities or other process support systems) that 
have previously been excluded from  the scope of  the MOC system. 
Benchmarking against other facilities  within the company, or against other 
companies within the industry, may also provide valuable insight. 

A.2 Scope Too  Broad 
A variety of  other factors  may indicate that the scope of  the MOC system has 
been drawn too broadly. The most common indicator may be the frequency  of 
complaints from  facility  personnel that the MOC system is too complex, too 
time-consuming, or too difficult  to implement. While such complaints might 
be a true indication of  an overly broad scope, equally valid explanations for 
such opinions are discussed below. While these opinions should be listened to 
and considered, they should not serve as the sole determinant of  excessive 
scope. 

The scope of  the MOC system should be reevaluated if  persistent 
performance  problems indicate that the tasks needed to properly implement the 
system cannot be reliably accomplished in time to support the required 
capacity (i.e., the number of  MOCs that must be processed within a given 
time). Other factors  should also be considered. Are adequate resources being 
provided? Are other causes of  low system effectiveness  plausible, such as 
inadequate training? 

Once again, benchmarking against other company facilities  or other 
companies may be helpful  in putting the scope into perspective. 
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An organization with a nascent MOC system may have initially "bitten off 
more than it can chew." The defined  scope of  the MOC system may be 
appropriate in the long term, but may be more than the system can handle at its 
current level of  capability. The scope may need to be carefully  trimmed (in a 
risk-based fashion)  until the organization gains experience in implementing 
MOC; then it can be gradually re-expanded. 

A. 3 Boundaries  and Overlaps  with  Other Elements  and Systems 
Other possible scope-related problems stem from  inadequate consideration of 
the boundaries and intentional overlaps that exist with other elements or 
administrative systems. 

Chapter 2 describes the interaction required between the MOC system and 
other PSM elements. The imposition of  inappropriate boundaries or the failure 
to foster  the required linkages between MOC and these other elements can 
limit not only the effectiveness  of  the MOC system, but also the overall 
effectiveness  of  the PSM system. During design or redesign of  the MOC 
system, consideration should be given to the exchange of  information  and the 
flow  of  work that must occur among the various PSM elements. 

For example, if  the need to update process safety  information  (in 
accordance with the details of  a change that is processed through the MOC 
system) is not explicitly scoped into the MOC system design, failure  to do so 
can result. Consequently, responsibilities may not be assigned for  ensuring that 
this important task is addressed. 

As noted in Chapters 3 and 4, other important linkages may need to be 
established between the MOC system and administrative systems, in addition 
to than the PSM system. For example, a product quality deviation might point 
to an analogous safety  concern resulting from  the purchasing department 
waiving feed  specifications  in order to obtain a lower-cost source of  supply. 
Such an event might suggest the need for  a link between the MOC system and 
certain functions  within the procurement system. 

In contrast, the MOC system should not be permitted to inappropriately 
overlap or infringe  upon other administrative systems. For example, an 
organization might judge it appropriate to impose change controls on the 
number of  graphics personnel in the design group. However, the necessity of 
executing a change request to authorize the relocation of  a computer graphics 
workstation from  one corner of  a room to another is questionable. 

Some may find  it helpful  to diagram the work flow  for  the MOC and 
related systems in order to identify  and develop relevant linkages. 
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B. IMPLEMENTA  TION  PROCEDURES  ARE NONEXISTENT, 
INCORRECT,  OR INAPPROPRIATE  IN  THEIR  LEVEL  OF 
DETAIL 

Absent explicit regulatory requirements, written procedures for  MOC system 
implementation may not be warranted in some circumstances; however, for  the 
discussion presented in this section, the organization is assumed to have 
determined the need for  written MOC implementation procedures. 

B.l Nonexistent  Procedures 
The absence of  a required procedure can be simple to identify,  but more 
difficult  to resolve. MOC procedures should (1) address the physical and 
analytical scope defined  for  the MOC system and (2) provide sufficiently 
detailed instructions for  identifying,  classifying,  evaluating, and authorizing 
changes. They should also address all applicable regulatory and corporate 
requirements. 

Efforts  to create (or, for  that matter, revise) MOC system procedures 
should include seeking input from  all of  the groups involved (e.g., process 
safety  organization, operations, technical, engineering, maintenance). 

B.2 Incorrect  Procedures 
Audits or investigations may reveal incorrect instructions within MOC 
procedures (e.g., an interpretation or guidance that is in conflict  with a 
regulatory or corporate requirement). Personnel who are involved in writing or 
revising the procedures should have a thorough understanding of  applicable 
requirements and a good working knowledge of  the mechanics of 
implementing an MOC system. 

Some errors in MOC procedures may be based on improper assumptions 
or false  logic underlying the requirements. A common misconception is 
relating the safety  significance  of  a change (at least in part) to the estimated 
cost of  implementing the change. History provides graphic examples of 
relatively inexpensive changes whose true costs stemmed from  the 
catastrophic consequences that resulted. For example, the temporary piping 
jumper installed at Flixborough was a relatively inexpensive installation that 
resulted in catastrophic human and business costs. 

B.3 Insufficient  Detail  in Procedures 
MOC procedures should provide instructions at a level of  detail commensurate 
with factors  such as the perceived risk of  activities, organizational culture, and 
MOC capacity. Frequent requests by the MOC coordinator for  explanations of 
or assistance with implementing the MOC requirements may point to the need 
for  more detailed written instructions. Another indication might be frequent 
errors or omissions in processing MOC requests. Determining whether the root 
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cause of  such problems is inadequacy of  the procedures or insufficient  training 
of  personnel on an otherwise sound procedure is important to resolving the 
deficiency. 

For example, many organizations find  it beneficial  (perhaps essential) to 
provide guidance within the MOC procedure on the selection of  the 
appropriate technique for  evaluating the potential health and safety  effects  of  a 
proposed change. Such guidance helps determine whether a simple checklist 
would suffice  or whether a more rigorous technique [e.g., hazard and 
operability analysis (HAZOP)] is warranted, based on the nature of  the 
change. 

B.4 Excessive Detail  in Procedures 
Excessive detail or detail that is too prescriptive can lead to inefficiencies  in 
MOC system implementation. A large backlog of  in-process MOC requests, 
staff  complaints, or staff  reluctance to comply with system requirements may 
be indications, but not proof,  that procedures are too detailed. If  this is 
suspected, procedure requirements should be compared to established 
corporate or regulatory requirements, and good practices should be determined 
through benchmarking. Where there is doubt, requirements should be critically 
challenged (by knowledgeable staff)  against a common sense "Do we really 
need this?" criterion. 

For example, MOC procedure requirements for  evaluating the potential 
safety  consequences associated with a proposed change might dictate that a 
HAZOP analysis be performed  for  all MOC requests. While a rigorous review 
of  this nature might be appropriate for  evaluating a complex process change, it 
would often  be inappropriate for  evaluating a simpler proposed change, such 
as a gasket material substitution. 

Similarly, a procedure that is too prescriptive might mandate approval 
requirements that are broader than necessary for  a particular type of  change 
(i.e., the procedure requires authorizations from  disciplines/departments 
having no relevant interest in the proposed change). In addition to potentially 
slowing the approval process, this situation can undermine the credibility of 
the MOC system. 

When addressing MOC system performance  problems, personnel 
sometimes tend to "blame the procedure" if  the system does not achieve the 
desired results. Procedures often  grow in layers, as additional instructions and 
details are incrementally added to address each newly discovered problem. 
Organizations need the discipline to resist such reactive evolution of 
procedures. If  the procedure is truly deficient,  then it needs to be addressed. 
However, before  doing so, the organization should attempt to confirm  that the 
performance  problem is not due to inadequate training or inappropriate 
motivation on the part of  the user. 
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Management might consider having two versions of  a procedure: a "long" 
version and a "short" version. The long procedure would be more detailed, 
intended for  the novice who is just learning the system. The short procedure 
would be designed for  the experienced user and might take the form  of  a 
simple flowchart. 

C.  PERSONNEL  ARE UNA  WARE  OF OR INADEQUA  TEL  V 
TRAINED  ON  THE  REQUIREMENTS/PROCEDURES 

In the absence of  a conscious intent to circumvent the system, failures  to 
process an MOC request through the system or to successfully  implement 
MOC requirements are often  attributable to lack of  awareness or 
comprehension of  the applicable requirements by otherwise well-intentioned 
staff. 

Most personnel will have a role in MOC system implementation or will 
otherwise be affected  by the system. At a minimum, personnel associated with 
the design, construction, operation, or maintenance of  the facility  should 
understand the need for  - and the goals of  - the MOC system, at least at a 
level sufficient  to allow them to recognize and call attention to a potentially 
uncontrolled change. Other personnel will require detailed training 
commensurate with their level of  involvement in system implementation. 
Initial training is required, and refresher  training should be provided when 
warranted. 

Significant  or recurrent failures  of  the MOC system should be investigated 
to determine the root causes of  the system breakdown. Where training issues 
are indicated, these should be promptly addressed. Such findings  may prompt 
(1) a re-evaluation of  the content or frequency  of  training or (2) the need for 
additional or better reference  materials for  system users. 

The MOC coordinator often  serves as a coach/tutor/mentor for  MOC 
system users. Remedial attention should be considered if  (1) this role has not 
been written into the job description, (2) the role has not been embraced by the 
MOC coordinator, or (3) the necessary resources have not been provided. 

A frequent  problem is the failure  to identify  a change as a change. MOC 
procedures should include clear, unambiguous definitions  of  both change and 
replacement-in-kind. Training and/or reference  materials should provide lists 
of  facility-specific  examples of  each to make them more relevant to the user. 

Another common source of  problems is the process for  assessing the 
potential safety  impact of  the proposed change. For complex and/or potentially 
significant  changes, this assessment may require a full-fledged  PHA. Or, at a 
minimum, those personnel who are designated as MOC reviewers may require 
hazard evaluation training similar to that provided to PHA team members/ 
leaders. 
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D. SUFFICIENT  RESOURCES  ARE NOT  A VAILABLE  TO 
SUPPORT  COMPLIANCE 

Problems commonly related to resource limitations include the inability to 
develop and process MOC requests quickly enough to meet the need of  the 
program or to keep pace with the associated activities. Examples include 
completing tasks that are prerequisites to starting up modified  facilities  (such 
as training affected  personnel) or performing  follow-up  activities such as 
updating process safety  information  (PSI). The inability to keep up with the 
demand for  MOC requests might tempt personnel to circumvent the system. 
The inability to complete associated activities in a timely manner risks 
compromising the integrity of  other RBPS elements. 

MOC system implementation can be resource intensive, with the required 
system throughput/capacity having a direct impact on resource requirements. 
Large facilities  (and smaller facilities  experiencing more frequent  changes) 
may find  it necessary to augment staffing  and, perhaps, acquire new 
technology to support the information/document  work flow  and management 
tasks. Common resource issues are discussed below; the use of  newer 
technologies is discussed in Section 5.6. 

In addition to the need for  trained personnel to initiate, develop, review, 
approve, and implement change requests (see Section 5.3), personnel will be 
needed to support other MOC system activities. Such personnel include, but 
are not limited to, draftsmen  to update piping and instrumentation drawings 
(P&IDs) and other design documents, procedure writers to update operating 
and emergency procedures, and technical staff  to perform  engineering 
evaluations. 

Required resources also include the management systems needed to 
implement the function.  For example, providing updated P&IDs for  an MOC 
request is made more difficult  if  a systemic problem exists with P&IDs already 
being out of  date. Similar concerns can exist about other PSI, operating 
procedures, and so forth.  The work products associated with these other PSM 
elements may require significant  remedial attention in order to support 
improvements in the implementation of  the MOC system. 

Performance  problems, such as an excessive backlog of  P&IDs requiring 
updating, should be investigated to identify  their root causes. For example: 

• Does the problem stem from  resource limitations? 
• Is it an issue of  failing  to establish proper priorities? 
• Does the situation reflect  insufficient  coordination between two RBPS 

elements or functions? 
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E. REQUIREMENTS  ARE INTENTIONALLY  CIRCUMVENTED 
As previously noted, failing  to process a change through the MOC system or 
omitting a particular procedure requirement for  a given change can be 
inadvertent, due to lack of  awareness or comprehension of  the requirements. 
However, such failures  or omissions can also be intentional. The 
circumstances leading to widespread, intentional circumvention of  an MOC 
system can be among the most difficult  to address. To do so requires 
determining the factors  that are behind this intentional violation of  established 
requirements. 

At the core, such intentional violations reflect  an inadequacy in the 
organization's safety  culture. An extreme case would be one in which the 
disregard for  MOC requirements is widespread, readily apparent, and likely 
sanctioned (at least tacitly) by facility  management. The safety  culture of  an 
organization is significantly  influenced  by the expressed beliefs,  shared 
attitudes, and demonstrated actions of  management. A profound  lack of  safety 
leadership can cascade down through the organization in the form  of  general 
indifference  to established safety  requirements. 

Proposing specific  solutions to such situations is beyond the scope of  this 
book. Generally, however, the solution should come from  top management in 
the form  of  strong support for  safety  issues and programs and intolerance for 
intentional safety  violations. In extreme situations, absent a new self-
awareness of  responsibilities on the part of  facility  management, the stimulus 
for  correction may have to originate from  outside the organization. 

Less egregious circumstances are more common. Other failures  to 
implement MOC requirements, while intentional, may be caused by situational 
drivers (real or perceived) that prompt someone to believe that the justifiable 
(or, perhaps, only) alternative is to circumvent the system. This is not meant to 
justify  the person's actions/inactions. However, understanding the motivation 
behind such action is necessary in order to address its causes. 

Experience has shown that rule-driven, zero-tolerance approaches to 
addressing such behavioral problems are only briefly  effective,  typically when 
the likelihood of  being detected by an enforcing  authority is thought to be 
high. Behavioral change is most effective  in conjunction with cultural change. 
Removing impediments (real or perceived) to acceptable behavior can be a 
catalyst for  such changes. 

The importance of  safety  culture to the successful  implementation of  PSM 
systems, including the MOC element, is addressed in the Center for  Chemical 
Process Safety  book Guidelines  for  Risk Based  Process Safety. 

Ε. 1 Value  of  MOC  Not  Appreciated 
MOC is labor intensive and, often,  facility  staffing  is decreasing as workload 
is increasing. Introducing a new MOC program, or re-engineering a program 
that will result in additional responsibilities and time demands, runs the risk of 
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being regarded as the straw that broke the camel's back. Consequently, audits, 
interviews, or investigations often  reveal a lack of  buy-in; that is, reluctance on 
the part of  some personnel to fully  engage in the implementation of  the MOC 
system. 

Personnel should understand the importance and benefits  of  MOC 
implementation so that a value for  successful  MOC implementation becomes 
part of  the culture. Successful  cultural change requires that expectations of 
new attitudes and behaviors be communicated and reinforced,  that these new 
attitudes and behaviors demonstrate successful  results, and that the members 
of  the organization recognize and appreciate the resulting successes. The 
benefits  of  a sound MOC system were addressed in Chapter 1. Management 
should be sensitive to employee attitudes and step in as advocates for  the 
MOC system when needed to stimulate employee involvement. 

E.2 Requirements  Too  Complex  or Too  Broad 
This issue, closely related to the preceding one, is often  the basis for  a passive-
aggressive resistance to complying with MOC requirements: "I'm all in favor 
of  MOC, but you've made it too difficult...  the procedure is too long . . . I'm 
not buying it." 

Some employees might feel  that the MOC system contains too many 
tedious details. Assertions that the system is bigger than it needs to be should 
be carefully  evaluated, with the goals of  reducing staff  resistance and 
increasing system efficiency.  In the end, however, the system must be what it 
must be. Managers may need to stress the benefits  of,  and rationale for,  the 
attributes of  the system that prompt the greatest concern. 

E.3 Perceived  or Actual  Resource Limitations 
Except under certain heroic circumstances, human nature is to not attempt the 
impossible and to avoid, if  possible, the really difficult.  The perception, 
justified  or not, that insufficient  resources have been provided for  successful 
implementation of  the MOC system can discourage employee involvement. 

To maintain MOC system credibility, management should not assign 
responsibilities without providing the resources to satisfy  them. For example, 
holding the MOC coordinator responsible for  ensuring that P&IDs are 
updated, but not providing enough draftsmen  to do so, creates the risk that an 
increasing number of  MOC request forms  will indicate that P&ID updates are 
not required. 

Time is everyone's most important resource. If  MOC system 
implementation requires the assignment of  additional substantive 
responsibilities, this may prompt anticipation that other responsibilities will be 
reassigned. If  this is not the case, management should clearly establish 
priorities among the new MOC system responsibilities and existing 
responsibilities. 
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Resource shortfalls  may be actual or imagined. Assertions about shortfalls 
should be carefully  evaluated to determine the facts  of  the matter. If  resources 
are indeed limited, management may need to either address the shortages or 
reevaluate the scope of  the MOC system. Before  doing so, however, 
management should try to determine whether existing resources are being used 
as efficiently  as possible (e.g., Would additional staff  training result in more 
efficient  use of  existing resources?). 

Increasingly, new technologies are also being applied to improve the 
efficiency  of  MOC systems. 

F.  PROBLEMS  ARE NOT  IDENTIFIED  AND  ADDRESSED 
While the logic may sound circular, one of  the most frequent  sources of 
problems in MOC systems is the failure  to identify  and address problems in 
the MOC system. Methodical audits and thorough incident investigations may 
reveal MOC system problems, but audits are typically infrequent  and major 
incidents hopefully  occur even less frequently.  MOC systems, because of  their 
complexity and importance within the PSM system, need to be monitored 
more frequently.  This is particularly true in the case of  systems in transition 
(i.e., new systems being implemented, or re-engineered systems implementing 
corrective actions). Management reviews of  appropriate frequency  should be 
implemented to provide a more real-time, ongoing assessment of  the health of 
the MOC system. Chapter 7 provides more perspective on this issue. 

Another good practice for  some organizations is regarding failures  to 
process changes through the MOC system as near misses that require 
investigation to determine the root causes of  the failure. 

6.4.3 Performing a Gap Analysis for Performance Issues 

Assemble a team to contrast the design specification  established in Chapter 3 
with the description of  current practices assembled in Section 5.3, noting any 
gaps. Not all practices will be documented in the written procedures. If  the 
review team is confident  that an established, undocumented practice exists, 
this should be noted (consider documenting the practice in the MOC 
procedures, if  it is substantive). In addition, all documented procedure 
requirements may not actually be routinely implemented. If  the team is aware 
of  such situations, these too should be documented for  resolution. 

6.5 IMPLEMENTING THE REDESIGN/IMPROVEMENT 
EFFORT 

If  company personnel want to improve MOC, they need to be motivated, have 
access to adequate information,  decide on an execution approach, and then 
make it happen. Effective  MOC improvement requires the following 
elements: 
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• An identified  need 
• A management plan 
• Allocation of  resources 
• Measurement to confirm  improvement or implementation 

In some cases, MOC system improvements will require repetition of  some 
of  the steps presented in Chapters 3 through 5. 

6.5.1 Managing the Redesign Effort 

The following  paragraphs suggest one approach to managing the MOC system 
redesign effort.  All of  these steps may not be applicable to a given situation, 
and other tasks not identified  here may be appropriate to meet specific  needs. 
A preliminary redesign team should be formed  and charged with making the 
necessary improvements in system implementation. 

Establish  or reaffirm  the goals/intent  of  the MOC  system. This initial and 
essential step provides the foundation  for  the effort  by focusing  the 
preliminary redesign team on the goals of  the MOC system. The team should 
identify  relevant sources of  performance  requirements, such as (1) applicable 
regulations, (2) corporate requirements, and (3) facility-identified  objectives. 
Most likely, the first  of  these items will be nonnegotiable, as may the second. 
However, facility-identified  objectives may be subject to reevaluation and 
certainly should be confirmed  as being consistent with the first  two items. 

If  a design specification  (as described in Chapter 3) for  the MOC system 
was prepared originally and still exists, it should be updated in this and 
subsequent steps. If  no such specification  exists, the team may want to 
consider generating one as part of  the redesign effort. 

This step should produce a team consensus of  what successful  MOC 
system implementation should look like and the results it should produce. 

Gather  relevant  information  regarding  MOC  system performance. 
Presumably, some information  about less-than-desirable MOC system 
performance  has prompted the redesign effort.  This information  should be 
supplemented by other relevant, available information.  This might include 

• Audit reports 
• Documentation of  management reviews 
• Incident investigation reports 
• Employee suggestions 
• Safety  committee meeting minutes 
• Trended performance  metrics 
• Records of  staff  training on MOC system implementation (i.e., training 

on the program itself,  not training on any particular change) 
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Gather  all  MOC  procedures,  forms,  training  materials,  and reference 
documents.  Make certain that you have all of  the relevant system information, 
procedures, and data. 

Supplement  the redesign  team, as appropriate.  A review of  the 
performance  data compiled in Section 6.2 may identify  areas of  inquiry that 
require input from  particular groups or functions  not represented on the 
preliminary redesign team. Emphasis should be placed on staffing  the team 
with the right mix of  expertise and experience related to the MOC system. 
Those most experienced with the system may have the greatest biases or 
vested interests, so emphasis should be placed on selecting open-minded 
individuals. Management might consider selecting someone to lead the team 
who is independent of  the MOC function,  and perhaps, of  the facility. 

6.5.2 Itemizing and Evaluating Known Concerns 

MOC failures,  issues, or problems identified  can be tabulated using the 
guidance in Sections 6.3.1 through 6.3.3. Prioritize these issues based on their 
perceived significance  and, where feasible,  identify  the immediate and root 
causes of  these concerns. 

Appendix G lists some of  the more common causes of  MOC performance 
problems. Traditional root cause identification  techniques (e.g., the Five Whys 
technique) may also be helpful.  As with incident investigations, the goal is to 
identify  and address the underlying systemic causes (root causes) of 
performance  problems. 

6.5.3 Proposing Corrective Actions to Address the Causal 
Factors 

Corrective actions should be developed to address each of  the causal factors 
identified  in Section 6.4.1. Some general classes of  corrective actions include: 

• Adjusting the scope of  application for  the MOC system 
• Providing new or revised procedures 
• Providing new, modified,  or more frequent  training 
• Providing new or revised reference  materials (e.g., work flow  diagrams 

charting the processing of  a typical change) 
• Rationalizing the resources available for  new system requirements 
• Providing additional management oversight 

Examples of  MOC system corrective actions are provided in Appendix G, 
and a diagnostic tool is provided in the form  of  an Excel spreadsheet. 
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6.5.4 Repeating the Evaluation to Address Efficiency Issues 

The team should next address efficiency  issues associated with the MOC 
system by substituting an "excess analysis" for  the gap analysis described in 
Section 6.4.3, then repeating the steps in Sections 6.4.1 and 6.4.2. 

6.5.5 Challenging the Proposed Revisions to the MOC System 

The team should test the proposed modifications  to the MOC system. A step-
by-step review of  the revised procedures - determining whether each 
requirement is necessary and sufficient  to achieve its intended objective 
relative to the design basis for  the MOC system - should provide additional 
confidence  in the proposed redesign. This review can be done informally,  or 
in a more structured fashion  by analyzing a detailed MOC workflow  diagram 
using a technique such as "procedural HAZOP" or "six sigma FMEA". 

The test for  necessity is not meant to imply that the redesigned system 
should strive for  mere compliance with the minimum established MOC system 
requirements. Many valid reasons may be provided for  redesigning the system 
to achieve performance  beyond these minimum requirements. However, 
management should recognize that each such increment adds to the complexity 
of  the overall system and could divert limited resources from  other RBPS 
initiatives. Justification  should go beyond "it sounds like a good idea" to "it is 
a prudent investment of  resources." 

6.5.6 Implementing and Monitoring the Redesigned or Improved 
MOC System 

When implementing the revisions to the MOC system, management should 
assess the scope and breadth of  the changes and how they should be rolled out. 
Is it practical or advisable to implement all the changes at once? Or should the 
changes be prioritized and implemented over time? If  a phased implementation 
is selected, which revisions should be packaged or sequenced for  rollout? 
What training will be required to familiarize  personnel with the new system? 

Leading and lagging performance  indicators appropriate to the new system 
should be implemented and tracked (see Guidelines  for  Risk Based  Process 
Safety).  Metrics should be tracked and trended more frequently  during the 
early stages of  implementation. As confidence  grows in the performance  of  the 
redesigned system, the monitoring frequency  can be decreased. 

User/customer feedback  should be encouraged during implementation. 
Providing periodic management reports may be appropriate, addressing: 

• The implementation status 
• Significant  issues/variances encountered 
• Remedial actions planned or completed 
• Implementation milestones and success stories 
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7 

THE FUTURE OF CHANGE 

MANAGEMENT 

Process safety  management (PSM) has matured during the past 15 years. Yet 
many opportunities still exist for  continuous improvement in design and 
operation that promise even more effective  management systems in the future. 
Management of  change (MOC) remains one of  the most important PSM 
elements - and one of  the most difficult  to implement and keep healthy. Many 
companies operate MOC systems for  a variety of  non-process safety  reasons. 
The authors hope that this book will stimulate management's thinking about 
effective  ways to improve an organization's MOC activities. 

Experience is a powerful  teacher; yet the painful  lessons learned from 
watershed events are all too quickly forgotten.  Recent learnings have shown 
that gaps can occur in MOC system implementation because the pressures of 
everyday business can overwhelm the lessons of  history. Future MOC systems 
should be designed to be more fault  tolerant and to have effective,  built-in 
redundancy. Facilities should adopt practices that nurture a safety  culture. 
Management should maintain process safety  competency and resolve the "loss 
of  corporate memory" prevalent in industry, which can hamper proper MOC 
system operation. 

Supervision and workforces  alike should embrace operating discipline as 
an essential feature  of  improving and securing human performance.  Metrics 
should be used to realize the highest return on every process safety  resource 
invested in MOC, and management should commit to periodically reviewing 
the MOC system in order to make continuous improvement real, not just a 
slogan. 
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Layered, effective  MOC system control functions  (using metrics, 
management review, and audits) should be viewed as management tools for 
organizational learning, as originally intended, not for  placing blame. 

The business case for  process safety  and MOC system implementation 
should be established so that safety,  health, and environmental issues can be 
managed in the same manner as sales, raw materials, inventories, and capital. 
MOC practices should pervade company operations throughout the life  cycle 
of  equipment, processes, and sites. MOC practices should be adopted by ALL 
industries that manufacture  or use hazardous chemicals or energy, and their 
use should become standard practice. 

Recognizing that "good things happen through planning, while bad things 
happen all by themselves," the process safety  community should apply one of 
its strongest diagnostic tools - root cause analysis - to its broken or 
underperforming  MOC processes, procedures, and practices. Just as a root 
cause analysis related to an incident investigation seeks to identify  specific 
management system root causes, an MOC root cause analysis should look for 
system-wide management issues. In addition to supporting incident 
investigations, root cause analysis should be used for  evaluating undesired 
MOC outcomes and addressing MOC performance  and efficiency  problems. 

MOC tools need to improve so that non-experts can competently use 
them. Companies and facilities  should develop expert systems to assist with 
real-time MOC risk decisions. The Center for  Chemical Process Safety's  PSM 
Web community should grow, affording  seamless virtual connectivity between 
workforces,  facilities,  companies, industries, and countries. This would allow 
everyone to benefit  from  lessons learned and to benchmark MOC practices in 
real time. MOC systems should be fully  electronic, with work flow  tools for 
communicating, controlling, and managing MOC effectiveness  (even 
integrated with distributed process control networks). 

Table 7.1 lists some areas in which change management may evolve 
during the next decade. 
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TABLE 7.1. Possible MOC Growth Areas 

• Totally electronic MOC systems 
• MOC systems that dovetail so perfectly  with hazard/risk studies that MOC reviews 

will automatically update the current version of  the site PHA or risk study 
• Expert system tools to aid MOC reviewers in evaluating the risk of  a proposed change 
• Management of  newly recognized important sources of  change (e.g., culture or 

organization) 
• MOC systems that are operated "virtually" from  distant corporate locations where the 

necessary MOC hazard review resources are available 
• MOC systems at various geographical locations that are interconnected to allow 

sharing of  MOC experiences and harmonizing of  changes in similar site processes 
• MOC systems that communicate among different  companies in order to share new 

hazard/risk information  and lessons learned 
• MOC systems that dovetail with regulatory compliance submittal software  that will 

automatically update resubmissions (e.g., risk management plans) 
• MOC systems that address changes triggered by outside sources 
• Fully integrated PSM work flow  systems, including MOC 
• Expansion in the technical areas in which MOC is implemented, and integration of  all 

MOC systems (e.g., process safety  quality, environmental, security 
• More prevalent self-auditing  and management reviews 
• Integration with work order and purchasing systems 
• More interaction with suppliers and customers 
• Measures for  tracking continuous improvement of  MOC 
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APPENDIX A: 

EXAMPLES OF REPLACEMENTS-IN-

KIND AND CHANGES FOR VARIOUS 

CLASSES OF CHANGE 

The table in this appendix provides examples of  replacements-in-kind (RIKs) 
and changes for  various classes of  items that undergo changes. The categories 
below are listed in order of  expected frequency  of  use: 

• Process equipment 
• Process controls 
• Operations and technology 
• Procedures 
• Safety  systems 
• Maintenance and inspection requirements 
• Site infrastructure 
• Organization 
• Policies 
• Other process safety  elements 

Not all changes are necessarily less safe  than the original design. Also, 
some companies have management systems other than MOC systems that 
control some of  these classes of  changes (e.g., staffing  or procedural changes). 
In those cases, the alternate systems need to satisfy  the MOC system 
requirements for  the specific  class of  change. Consider using these examples, 
or generating your own context-specific  examples, when developing MOC 
awareness-level training for  site personnel. 
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APPENDIX Β: 

MOC SYSTEM DESIGN STRUCTURE 

The level of  detail and effort  for  any particular work activity should be based 
on the RBPS criteria: risk, demand for  resources, and process safety  culture. 
As risk decreases, consideration should be given to less detailed 
implementation options, taking into account the demand for,  and availability 
of,  resources and the culture.8 

MAINTAIN  A DEPENDABLE  MOC  PRACTICE 
Establish Consistent Implementation 

1. Establish and implement formal  procedures to manage changes, 
excluding RIKs. 

2. Assign a job function  to be the "owner" of  the MOC system and to 
routinely monitor MOC effectiveness. 

3. Define  the technical scope of  the MOC system so that the types of 
changes to be managed are unambiguous and the sources of  changes are 
monitored. 

Involve Competent Personnel 
4. Define  the MOC roles and responsibilities for  various types of 

company/facility  personnel. 
5. Provide awareness training and refresher  training on the MOC system 

to all employees and contractors. 

117 

The  following  work activities  may not be necessary in every situation.  You 
should  evaluate  your own circumstances  and determine  which are 
appropriate  for  your company/facility.  Also note that  regulatory 
requirements  may specify  a minimum level  of  work activity. 
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6. Provide detailed training to all affected  employees and contractors 
who are assigned specific  roles within the MOC system. 

Keep MOC Practices Effective 
7. Keep a summary log of  all MOC reviews, including the items that 

must be included on an MOC review form,  to aid day-to-day 
management of  the MOC process. 

8. Establish and collect data on MOC performance  indicators and 
efficiency  indicators. 

9. Provide input to internal audits of  MOC practices based on learnings 
from  the MOC performance  indicators. 

IDENTIFY  POTENTIAL  CHANGE  SITU  A TIONS 
Define  the Scope of  the MOC System 

10. Determine the types of  changes to be addressed in the program: 

• PSM system 
• Plant layout or equipment 

location/arrangement 
• Facility and equipment 
• New chemicals 
• Software 
• Procedures 
• Process technology 
• Process knowledge 
• Process controls 

11. Document the rationale for  not addressing each type of  change in the 
program. 

12. Develop a list of  areas, departments, and activities to which the MOC 
system applies. 

Manage All Sources of  Change 
13. Develop a list of  personnel, documents, electronic recording systems, 

and so forth  to monitor for  sources of  unrecognized change. 
14. For each type/category of  change to be evaluated, develop specific 

examples of  changes and RIKs for  each category for  use in employee 
awareness training to minimize the chance that the MOC system is 
inadvertently bypassed. 

• Chemical specifications  and 
suppliers 

• Job assignments (individual, 
shift,  or staff) 

• Organization 
• Policies 
• Building locations and occupancy 

patterns 
• Other 
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EVAL  UA  TE  POSSIBLE  IMPA  CTS 
Provide Appropriate Input Information  to Manage Changes 

15. Consider all the types of  information  needed to properly evaluate 
changes within the scope of  the MOC system. Facilities should consider 
developing checklists of  appropriate sources of  input information  for 
reviewers to use. 

Apply Appropriate Technical Rigor to the MOC Review Process 
16. Ensure that the written MOC procedures include the use of  an MOC 

review form  and that the following  items are addressed prior to any 
change: 

• Technical basis for  the proposed change 
• Impact of  the proposed change on safety  and health 
• Authorization requirements for  the proposed change 

17. Use appropriate analytical techniques, including qualitative hazard 
evaluation methods, to review the potential safety  and health impacts 
of  a change. 

18. Identify  issues that must be addressed in a review commensurate with 
the level of  complexity and significance  of  the proposed change, 
regardless of  the technique used. Specify  quality parameters for  the 
review results. 

19. If  temporary changes are permitted, ensure that the MOC review 
procedure addresses the allowable length of  time the change can exist 
and confirms  (1) removal of  the temporary change or (2) restoration 
of  the change to the original condition. 

20. If  emergency changes are permitted, ensure that the MOC review 
procedure defines  what constitutes an emergency change and the 
process for  evaluating an emergency change, including an "after-the-
installation" evaluation. 

Ensure that MOC Reviewers Have Appropriate Expertise and Tools 
21. Perform  MOC reviews using qualified  personnel. Facilities should 

provide the basis for  specifying  reviewer qualifications. 
22. Provide a description of  the disciplines that are needed for  an MOC 

review for  each type of  change. 
23. Involve someone in each review who is qualified  in hazard analysis. 
24. Ensure that reviewers have access to, and are trained in the use of, 

company/facility  hazard/risk tolerance criteria. 
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DECIDE  WHETHER  TO  ALLOW  CHANGE 
Authorize Changes 

25. Ensure that each change is authorized by a person with designated 
approval responsibilities. Sometimes this function  is fulfilled  by an 
MOC reviewer; other times, the approver is independent of  the MOC 
reviewers. 

26. Develop a list of  responsibilities for  those authorized to approve 
changes. 

27. Make provisions for  qualified  backup personnel when designated 
MOC authorizers are not available. 

Ensure that Change Authorizers Consider Important Issues 
28. Address the options reviewers have in making decisions about MOCs 

in the MOC procedure. 
29. Provide authorizers with access to appropriate company/facility  risk 

evaluation/tolerance criteria guidance. 

COMPLETE  FOLLO W-UP  A CTIVITIES 
Update Records 

30. Update all PSI prior to startup of  the change. If  this is not possible, 
facilities  should use temporary records (e.g., redlined P&IDs or 
procedures) and then track incomplete items regularly until they are 
brought up to date, reviewed, and approved. Subject facilities/ 
activities should consider specifying  a maximum length of  time (e.g., 
90 days) during which information  should be updated after 
implementation of  the proposed change. 

Communicate Changes to Personnel 
31. Communicate changes to potentially affected  personnel, including 

contractors. Personnel involved in operating a process, and 
maintenance personnel and contract employees whose job tasks will 
be affected  by a change in the process, should be informed  of  or 
trained in the change prior to startup of  the process or the affected  part 
of  the process. 

32. Document that the training was completed and that the employees 
understood the training. 
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Enact Risk Control Measures 
33. Create a system to address MOC review action items and to document 

their completion. The facility  should address which action items are to 
be completed before  the change is implemented and which can be 
completed following  the change. 

34. Confirm  measures to restore conditions of  expiring temporary 
changes. 

35. If  emergency changes are permitted and the MOC procedure allows 
authorization of  changes without the immediate updating of  records, 
establish measures to ensure that the MOC procedures are completed 
as defined  for  emergency MOC situations within a designated time. 

Maintain MOC Records 
36. Prepare MOC review packages that contain materials and information 

used by reviewers and authorizers to perform  the review. Review 
packages should be retained for  a specified  period (e.g., 1 to 5 years, 
but at least until the area's next PHA or PHA revalidation has been 
completed) to support other PSM work activities. 
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APPENDIX C: 

EXAMPLES OF MOC SYSTEM 

PROCEDURE WORK FLOW CHARTS 

AND MOC REVIEW DOCUMENTATION 

FORMS 

The following  figures  provide examples of  MOC system procedure work flow 
charts and MOC review documentation forms.  These charts and forms  should 
be considered advisory; they should not be used directly without going 
through the proper MOC system design and development activities discussed 
in Chapters 3 and 4. 

Figure C. 1. Example of  an MOC system procedure work flow  chart. 
Figure C.2. Example of  a simple MOC review documentation form. 
Figure C.3. Example of  a moderate MOC review documentation form. 
Figure C.4. Example of  a complex MOC review documentation form 

(including checklists). 
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Yes 

Initial Review 

Classification 
Review 

Hazard Review 

Figure C.l Example of  an MOC System Procedure Work Flow Chart 
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f 
Complete tasks 

identified  as 
required before 
implementation 

Authorization 
Review 

Close-out 
Review 

Figure C.l Example of  an MOC System Procedure Work Flow Chart (cont 'd) 
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Change description and rationale: 

If  the change is temporary, list the 
pertinent dates. Dates valid: 

Originator 
This change has met the appropriate review requirements and has been 
approved. Safety,  health, and environmental concerns have been addressed, 
procedures have been revised, the appropriate training and/or communication 
activities have occurred, and all affected  process safety  information  is being 
updated. 

RFC Authorizer 

FIGURE C.2. Simple MOC Review Documentation Form 
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Unit or Area: RFC No.: 

Description and reason for  change: Date: 

Orignator 

• Temporary Change Removal Date: 
Environmental, health, and safety  reviews are complete and all concerns have been addressed. 

EH&S Review Team Leader 

Operating maintenance, and emergency procedures have been reviewed 

Area Procedures Coordinator 
All affected  personnel have been informed  of  the change. The appropriate trailing has taken place. 

Are a Tr aining C ο or dinator 
All affected  process safety  inform  edi on is scheduled for  revision. 

Unit Engneer 

• PSSR Required PSSR No.: 

This change has met the appropnate review requirements and has been approved. 

Area Manager 

FIGURE C.3. Moderate MOC Review Documentation Form 
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REQUEST FOR CHANGE FORM 

Standard Change • 
Emergency Change • 
Temporary Change • 

RFC No. . 
Date Requested, 

Date Required, 

Unit System or Equipment 

Description (include technical basis for  change): 

Originator 

I. TensOrary Changes (slap for  permanent changes). This inicematian maybe provided in a temporary procedure (attach copy) 
Whyis this designated a tempztraiy change? 
Additionalpiecaxticns required: 
Contingency plan 
Dates valid: 
Feison responsible fbrtemoving  the change: 

II. Safety,  HealtH and Environmental Reviews 
Req'd 
(Y/N) 

Responsible 
Party 

Target 
Date 

Date 
Complete Initials 

Process S afcty  (specify  rnetliod) Y 
Ocoipatianal Safe  tyJlndustiul Hygiene 
Enviraunenta] Review (s) 

* Complete = Actianitems with immediate iripact are resclved and planis inplace to address long range items. 

III. FfrcceduresRevised 
Req'd Responsible Target Date 
(Υ/Μ) Party Date Complete Initials 

StaitupfthitdaviVErnejgeiry  Shitdcwn Y 
Normal Operation 
Maintenance 
Emeigency Response 
Other (e.g., administrative) 
** Complete = Revised procedures issued ;ary obsolete proaeduies discaidel. 

FIGURE C.4. Complex MOC Review Documentation Form (including 
checklists) 
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I. Training 

W4 Individuals or Responsible Taiget Date 
(Y/N) Groups to be trained ftrty Date Complete Initials 

Operations Y 
Mainterustce 
Cortactor 
Other 

' Complete = AU specified  peEcemel lave teceived and undeistood training. Responsibility fcff  Any change to permanent training
(e.g., learning blocks) is assigned and scheduled. 

II. Process Safety  Irfomi«iionRevised 
Req'd Responsible Date Target 
(YiN) Party Coxtflete" Date Initials 

WD Y 
Access Flow Diagram 
Electrical System Dooimentation 
Reliefs  ystemDooimentatkn 
Spare Parts List 
MSES 
Documented Operating Limits Other 
* Ccetffeteif  the» are aiy Yes responses: 

Follow-up Responsib ility 
PS S R Responsibility 
PSSR No. 

III. Authorization 
This change has net the appropriate leview requiietnenb and has been appioved. 

Aiea Operations Manager Area Engineering Manager 

IV. Close-out Review 
All of  the indicated process sa&ty infce-rraticffi  revisions (S action V) haĉe been completed. This MOC action is complete. 

FIGURE C.4. Complex MOC Review Documentation Form (including 
checklists) (cont'd) 



 

APPENDIX 131 

P lant modifi  c ation tracking no.: 

Modification  title: 

G Off-hours  review 
MOC initiation dale 
R e quire d implem e ntati on date 

Permanent G TemporaxyG Expires 
Requestor: Date: 
Unit: Ο FCCU Ο ΗF-Alky 

G Reformer  G Terminal 
G Crude G Quality Control • H £ 
G Maintenance G Other 

Estimated costs of  modification:  Parts, material, equipment Labor Total 

Description of  change D oes a sketch accompany this form?  G Y es G Ν ο 

Purpose (technical basis) 

Ρ otential impact on safety,  health and the environment (including the public) 

Reviews 

G Approved 

Area Manager  Dete  G Denied 

C omments, conditions, or reasons for  denial 

Ηaz«dreview required Q Yes Q No Technique: Ο MOC G WhaUif  Ο HAZOP Q Other 

Initials 

G Approved 

Area Engineer  Dcte Ο D eti e d 
C omments, conditions, or reasons for  denial 

Deagnresponsibility assigiedto Design review required DYes D No 

FIGURE C.4. Complex MOC Review Documentation Form (including 
checklists) (cont  fd) 
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APPENDIX D: 

ELECTRONIC MOC APPLICATIONS 

With today's prevalent use of  computer systems and their continuing 
evolution as an essential business tool, many companies are choosing to 
convert their paper-based management systems to computerized systems. 
Electronic MOC (eMOC) systems offer  a significant  opportunity to improve 
the performance  and efficiency  of  an active MOC system. However, 
improperly executed eMOC projects can set MOC practices back years in 
terms of  decreased performance. 

D.1 BACKGROUND 

Companies considering the adoption of  eMOC generally start from  one of  four 
initial conditions: 

No  MOC  system exists.  The facility  is starting from  scratch and develops 
its MOC procedures and work flow  while implementing eMOC. 

A paper based  MOC  system exists.  A company wants to transition from  a 
paper based system to an eMOC system, probably due to being overwhelmed 
by MOC activity, increasing backlog, and unreliable results and follow-
through. 

An e-mail  based  MOC  system exists.  The facility  has gone part of  the 
way: it has a paper based system, but it passes the paper along electronically 
via e-mail attachments. In some cases, MOC training may be conducted/ 
managed through the same e-mail system. 

A failed  eMOC  system needs  to be revived  or replaced.  A previous 
attempt to implement an eMOC system failed,  probably because personnel did 
not have access to or did not follow  the type of  advice presented in this 
appendix. The company wants to try again. 
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No matter what the starting point, the business decision to computerize an 
MOC system should address two issues: 

1. Decide to improve MOC performance,  efficiency,  or both by moving 
from  a paper-based MOC system to an eMOC system. 

The major advantages of  an eMOC system involve tracking, documentation 
and compliance, automatic routing, and automatic reminders. By automating 
these functions,  the chances for  human error can be reduced. Furthermore, 
developing an eMOC system can provide the opportunity to standardize the 
MOC process, which offers  more room for  improvement. Also, collecting data 
is much easier with an electronic system, and using measures and data to 
manage and improve the system is also simpler. An electronic system can also 
aid assessments and auditing. 

The primary challenges of  implementing an eMOC system concern issues 
relating to technology (hardware/software  considerations), training, and 
communications. Going from  a paper based system to an electronic system is a 
major shift,  and it can disrupt normal communication patterns in unexpected 
ways (especially if  people depend upon meetings and other face-to-face 
communication as they did under the old system). Table D.l lists some 
benefits  that are typically anticipated when deciding to implement an eMOC 
system. 

2. Determine whether the new eMOC system should be developed in-
house or through the purchase of  a commercial product. 

In-house development of  eMOC systems may be attractive to companies 
that are experienced in developing web-based or server-based software 
applications. Creating the application internally has the following  advantages: 

• Personnel are very familiar  with company/facility  MOC needs 
• Can dovetail eMOC system more easily with existing applications 
• Internal personnel are available to consult with plant personnel if 

modifications/upgrades  are needed 
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TABLE D.l. Anticipated Benefits  of  Choosing the eMOC Approach 

• More dependable work flow  with programmed feedback  loops and recycle of 
reviews/authorizations 

• Improved communications flow,  tracking and automatic routing, less bottlenecking, 
automatic reminders 

• Reliable records, archiving of  approvals, documenting accountability 
• Electronic time stamps to prevent postdating of  approvals or sign-offs  or writing 

MOCs after  the fact 
• Less need for  meetings of  MOC reviewers - compensate using virtual/net meetings 
• Ease of  use, faster  reviews/approvals, potentially more cost effective 
• Easier auditing/metrics generation 

However, for  many companies, the internal resources needed to build an 
eMOC application either do not exist or are insufficient;  therefore,  the decision 
is made to purchase a commercial product. Even if  resources are available to 
design and build a custom eMOC application, careful  consideration should be 
given to future  system maintenance needs prior to embarking on eMOC 
application development. 

Whether developed in-house or purchased, however, the process for 
implementing the application is the same. One cannot simply take a work 
process based on a paper system and apply it to an electronic system. If  this is 
attempted, the company will end up with a manual system that resides on the 
computer without any of  the anticipated business improvements. The resulting 
system will simply serve as a way of  easily accessing the required forms.  An 
effective  eMOC system has no forms  to download and stores the information 
in a database. 

D.2 DESIGN CONSIDERATIONS 

Several important considerations exist for  those interested in either internally 
developing their own eMOC system or purchasing one from  a commercial 
vendor: 

• Standardization  versus the flexibility  to account for  differences  in 
manufacturing  areas. Software  applications have the advantage of 
ensuring that the appropriate MOC workflow  is used each time an MOC is 
reviewed/approved. If  a plant needs different  approaches to be used in plant 
areas, the software  can be programmed to recognize and implement these 
different  MOC review protocols. However, the more variety that exists in 
MOC protocols, the more tedious it is to control the implementation of 
eMOC systems. 

• Layers of  protection  in MOC  approval  workflow  versus ease of  use. 
Various confirmation  steps can be included to add layers of  protection in the 
MOC review/approval process, but these also complicate the process and 
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make it more difficult  to use. This is analogous to implementing electronic 
process control systems. In a digital electronic control system, alarms are 
easy to implement (compared to an old analog control system); so putting 
alarms on everything can be tempting. However, if  this is done, the operator 
can suffer  from  alarm overload and miss the critical ones. 

• Streamlining  work flow  steps. Work flow  steps are needed for  critical tasks. 
However, a separate work flow  step for  each task may make the process too 
complicated. One solution is to combine several tasks into one work flow 
step, assuming that one person (such as the originator) can be assigned 
responsibility for  getting those tasks done (although this person doesn't 
necessarily have to perform  all the tasks). Another streamlining option is to 
simply notify  appropriate personnel about a change rather than including 
this as an actual work flow  step. Generally, a simpler work flow  process in 
which some tasks are performed  "off-map"  may be better received. 

• The  role  of  the originator.  Giving the originator responsibility for  more 
tasks keeps him or her involved in the MOC process, but also requires more 
of  his or her time. Also, the originator may not be an expert on the MOC 
process. Alternatively, responsibility for  some of  the steps can be given to a 
central coordinator or coordinators who are experts on certain aspects of  the 
MOC process. However, these people will probably be less knowledgeable 
about the details of  the request. 

• How  detailed  to make the checklists.  A more detailed checklist has the 
advantage of  reducing the chance that an important consideration will be 
overlooked (in other words, the process is less dependent upon the expertise 
of  the user). However, a more detailed checklist has the disadvantage of 
requiring more time to complete. 

• Making  the system flexible  enough to handle  the many different  types of 
changes. This can possibly be managed through a combination of 
mandatory and optional work flow  steps. For very simple and lower-risk 
changes, some work flow  steps may not be needed and can be skipped, 
resulting in a simplified  work flow. 

• Simplicity  versus functionality.  The MOC system should be as user friendly 
as possible. The ideal is to have an electronic fill-in-the-blank  form  and to 
give those performing  the work flow  tasks only the information  they need 
(i.e., not overwhelming them with extraneous information).  Also, the 
system should be intuitive, thereby not requiring a high level of  computer 
expertise to use it. If  the eMOC system is more difficult  to use than the 
paper based system, people will resist using it, even if  they see the 
advantages. Special consideration should be given to the casual user who 
may access the system only occasionally or who may have a limited role 
within the system, such as reviewer or approver. 

• Ability  to attach  supporting  documents  that  can be quickly  displayed. 
Some plants have change types that require extensive backup analysis 
documentation and data. In these situations, the eMOC system should be 
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capable of  associating these documents and data with the MOC review form 
as it goes through the eMOC workflow.  At various stages, more records 
may be appended to the MOC record, and these documents must all be 
accounted for  in archiving the MOC results. 

• PC-based  vs. LAN-based  vs. internet-based.  Some plants may have a 
preference  for  the computer platform/environment  upon which to 
implement the eMOC system. The selection of  the platform  should 
anticipate the rate of  use, speed, and resource requirements of  the 
anticipated computer environment. 

If  a commercial product is chosen, additional factors  should be 
considered. Many commercial products incorporate more than just an MOC 
application, so every effort  should be taken to understand not only what is 
included in the product, but also how each module of  the MOC application 
interfaces  with the others. 

Other critical considerations are: how compatible the commercial MOC 
application is with existing systems and how easy it is to adapt to changes in 
other systems. For example, the MOC application will need to interface  with 
the existing work order system and engineering applications. In order to ensure 
the effectiveness  of  the eMOC application, functional  and technical 
specifications  will need to be developed. 

How data will be filed  and retrieved is an important consideration. Data 
are best stored in a single location, such as a database, so that they can be 
automatically filed  and easily retrieved. This limits where data can be stored 
and ensures that data are not misfiled  or lost. This also provides a robust audit 
trail. Therefore,  system designers should determine which data are mandatory 
and which are optional so that necessary data are available when queried. 

Another consideration is the use of  electronic signatures for  approvals. 
Appropriate levels of  security can be built in to ensure that the appropriate 
authorization has been granted without obtaining hard-copy signatures. If  a 
facility  chooses not to have this feature,  then some form  of  hard copy will be 
required and this will need to be included in the specification. 

How MOC data will be routed and tracked also needs to be addressed. The 
most convenient method is by automatic e-mail alerts to those who need to 
work on, review, amend, or approve a specific  change. Also consider 
including a status tracker in the system so that, at any point in time, the 
originator can find  out where a specific  MOC is within the process. 

D.3 BUILDING AN eMOC SYSTEM 

If  a company decides to build its own eMOC system, the following  general 
eMOC implementation steps should be considered: 
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Step 1: Design the work flow 
Step 2: Develop a functional  work scope 
Step 3: Build the prototype 
Step 4: Conduct multiple tests 
Step 5: Make final  revisions 
Step 6: Conduct training 
Step 7: Roll out the system and provide support 

Step  1: Design the work  flow 

The work flow  needs to accomplish two things: (1) it should identify  each step 
in the process and (2) it should show how each step is linked to the next 
through a go/no-go path. 

Start by identifying  each basic step in your work flow;  determine why it is 
necessary and ensure that it is linked appropriately. Figures D.l and D.2 
illustrate generic MOC work flows  (simple and detailed, respectively). 

Step  2: Develop a functional  work  scope 

The key to developing a good functional  work scope is to first  develop clear 
definitions  if  they do not already exist. For example: Will the application be 
used for  non-engineered changes, such as administrative, organizational, and 
personnel changes? Also, will the eMOC system be applied to any change 
within these categories, or just for  critical positions or personnel? Clearly 
defining  the types of  work activities that would not be considered changes is 
also important. This ensures that personnel will understand the circumstances 
under which to initiate an MOC. 

Developing a functional  work scope provides the application designer 
with a detailed blueprint of  the needs and expectations for  the application. 
Specific  information  is required for  each segment of  the work flow.  For 
example, for  the segment "Open MOC", the issues listed in Table D.2 would 
apply. 

Whether a company is building the application in-house or using a 
commercial application, developing a functional  specification  is a critical step. 
Most commercial applications are adequately robust and have been designed 
to allow customization to fit  a company's business language and work flows. 
Commercial applications have generic, universal work flows  and templates 
that can be used. However, some established work flows  may have to be 
altered to fit  the application. 
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TABLE D.2. Open MOC Template 

Originator name 
Department 
MOC number 
Date 
Change category 
Change type 
Brief  description 
Pre-approver name 
E-mail approver 

Text box 
Pick list (data table) 
Application generated 
Automatic 

Data table 
Automatic by system 

Pick list (data table) 
Pick list (data table) 
Text field 

The process should be designed to ensure that appropriate communication 
takes place among key participants, which includes those doing field 
validations and those who should be notified  of  a change. This will provide the 
developer with enough information  to build templates for  review. Critically 
review these templates and make any required changes at this point. Having 
sufficient  rigor in design reviews at this stage will reduce recycling in future 
steps. 

Step  3: Build  the prototype 

At this stage, the application developer will ensure that all of  the fields  on each 
template function  correctly and that the application is user friendly.  Engage 
personnel who will use, review, and critique the application. At this stage, 
wording choices and data field  order are often  changed to eliminate confusion 
or multiple interpretations. 

Step  4: Conduct  multiple  tests 

This step is accomplished by having a number of  users test the application, 
ensuring that all types of  users are represented. Generally, users fall  into one 
of  three categories: 

• Power users. Those who will use the application frequently  and are in 
the best position to judge its effectiveness  and functionality. 

• Casual  users. Those who will use the application occasionally and will 
need reminders on how to use it. 

• Approvers. Those who will use only one aspect of  the application. 

Field Description 



 

142 GUIDELINES FOR MANAGEMENT OF CHANGE 

Have each tester follow  the process by entering data and putting the 
application through its paces; ensure that users test each function.  Have each 
user provide both positive and negative feedback. 

Step  5: Make  final  revisions 

Use the test feedback  to make final  adjustments to the application before  it 
goes into production. If  a commercial product is being tested, this stage is 
where any compatibility issues with existing applications will need to be 
discovered and addressed before  the system is rolled out. This step verifies 
that the application will work as specified. 

Step  6: Conduct  training 

Don't underestimate the amount of  training that will be required. First, identify 
the extent of  the target learner's knowledge of  the eMOC system, its purpose, 
and how it is used. Then build the appropriate training. Two levels of  eMOC 
training will be needed: (1) awareness training for  all personnel on the system 
and its application and (2) specific  training on its use. 

Training should be conducted on computers, allowing each participant to 
actually use the application. This may involve a number of  activities. For 
example, the approvers of  changes are generally managers who won't want to 
sit through training on how to use the entire application. They will need a 
more targeted training program that meets their specific  needs. Include 
training for  the help desk personnel or other support staff.  All training should 
be conducted before  the application is rolled out. 

Step  7: Roll  out the system and  provide  support 

Use the company's current process for  introducing new software  and 
communicate that the eMOC system is now available. Emphasis should be 
placed on system support, as there will be lots of  questions from  users once the 
application is rolled out. 

D.4 PURCHASING AN eMOC SYSTEM 

If  a company decides to purchase an eMOC system, it should start by 
developing a technical specification  outlining the needs and constraints for  the 
system. Depending upon internal policies, a company might either 
(1) purchase the software  and then perform  its own installation or (2) purchase 
the software  from  an application service provider (ASP). In either event, the 
application should be compatible with the company's specific  hardware and 
other systems. Table D.3 provides some questions that should be asked when 
developing a technical specification  to provide to a potential commercial 
product supplier. 
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Providing the following  information  is essential when requesting 
information  from  potential MOC software  suppliers: 

• Detailed description of  the application package(s), focusing  on core 
functions.  Include discussion of  any third-party application tools that are 
being recommended to address both functional  and technical 
requirements. 

• High-level project plan based on estimated resources assigned to the 
implementation project, accompanied by a description of  the defined 
roles and the skills required for  each role (including client involvement) 

• Description of  the network, server, desktop, and architecture, if  the 
vendor concludes that an alternate technical architecture is required to 
support the package(s) 

• Detailed cost estimates for  the implementation project 
• Cost estimates of  hardware upgrades, replacement, or additional 

components necessary to enable implementation of  the application 
• Cost estimates and timelines for  technical and user training 
• Cost estimates for  optional enhancements recommended by recipient 

vendors 
• Estimates of  how and within what time frame  each phase of  the project 

would be implemented, broken down by subcomponent 

Many factors  affect  the success of  selecting eMOC software  from  a 
supplier: 

• Cross-functional  design team, including representatives from  all key 
areas and a project manager to lead the team 

• Management support, including line management and a steering team at 
the appropriate senior management level 

• Objectives and performance  measures agreed upon before  the design 
process starts 

• Data from  the pilot tests used to make modifications  before  the tool is 
implemented across the board in manufacturing  processes 

• Core group of  knowledgeable trainers 
• Startup support 
• Implementation coordinator named for  each major area (site/division), 

whose duties include involving all appropriate area personnel and 
scheduling the training 

• Investigation of  technical considerations up front  for  both software  and 
hardware to identify  the most appropriate platforms  and potential 
pitfalls 

• Assignment of  sufficient  information  technology resources 
• User-friendly  design requiring minimum workload 
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Table D.3 provides a checklist of  issues to consider when developing a 
technical specification  for  use in eMOC software  selection. 

TABLE D.3. Questions to Address When Developing a Technical Specification 

Does your organization provide onsite support 
j during implementation and deployment of  the 

MOC application? Do you have a standard plan? 
Please provide some detail. 

2 Do you provide training for  system 
administrators? 

3. 
What user training do you offer?  Please describe 
the types of  training available. 

Do you provide data integration services to tie 
^ your application into existing in-house 

information  systems? What resource base do you 
have to provide this service? 
How do you integrate and/or customize existing 
content onto your product platform? 5. 

9. 

6. Are you having "help" options built in? 

Do you provide technical support for  your 
7. application? Please explain how this is 

accomplished. 
_ Does your application retain any history? How is 

this accomplished? 

How do you license your product (ASP versus 
local server installation)? 

Does your product provide templates for  content 
10. development? Please describe to what extent. Is a 

third-party template available for  the tool? 

11. How are risk assessments facilitated? 

During the past 2 years, what has the frequency  of 
12. maintenance service been for  upgrades and 

revisions? 
Please describe any broadcast-messaging features. 
Does the product generate open action reminders? 

Does your product have the capability to produce 
14. a range of  standard and ad hoc reports? What are 

they? 
To what extent can additional standard reports be 
created without programming skills? 

Are NT, UNIX, and server base solutions 
16. required? Can the application be installed in an 

Oracle (or other) database environment? 
Does the application use an open platform 

17. whereby all IT infrastructures  are supported and 
integrated? Are there any limitations? 

13 

15 

• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 
• • 

No. Question Musts Wants 
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TABLE D.3. Questions to Address When Developing a Technical Specification 
(cont'd) 

18. 

22. 

24. 

25. 

To what extent can you provide connectivity to 
third-party systems/products? • • 

19. What are the connectivity options? | | | | 

20. Is the application supported in Internet Explorer? | | | | 

What intranet, Internet, or portal environments are Ι - 1 Ι - 1 
supported? Are there anv restrictions? I—I I—I 

• • 
Will your product work with our company's ι—Ι ι - 1 

2 3 · existing PCs? I—I I—I 

• • 
• • 

supported? Are there any restrictions? 

Which databases do you support and which 
database is your application built on? 

existing PCs? 

Is any software  installed that would limit data 
access? 

Can multiple users make concurrent updates? Are 
there any restrictions? 

Does your product provide user-based and file-
26. based access control (for  security purposes)? I I I I 

Please provide some detail. 
Does your product have any features  to facilitate  _ _ 

27. searches? Is it possible to enable or include a I I I I 
feature  for  key word searches for  content? 
Does your product have any other key features 

2g related to management of  change that are not J - J Ι -~I 
addressed by these questions? If  so, please ·—I I——I 
specify. 

An important consideration during rollout of  the eMOC system is ensuring 
proper communication among key participants. As previously noted, going 
from  a paper based system to an electronic system is a major shift,  and it can 
disrupt normal communication patterns in unexpected ways (especially if 
people depend upon meetings and other face-to-face  communication as they 
did under the old system). Reviewing documents (possibly including 
drawings) on a computer instead of  on paper also requires a significant 
adjustment. The plan to ensure proper communication could include 
continuing with face-to-face  meetings, unless they are definitively  shown to be 
unnecessary. In other words, don't assume that the electronic system will take 
care of  all needed communication. 

A plan should be in place for  ongoing management and continuous 
improvement of  the eMOC system after  it has been implemented. An 
individual (or a position) should be assigned as owner of  the system, and the 

No. Question Musts Wants 
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management plan should include appropriate training and performance 
measures. 

Table D.4 lists a number of  other factors  that should be addressed to 
ensure success. 

TABLE D.4. Other Important Issues Related to eMOC Systems 

• Communication/integration with all electronic systems (e.g., e-mail and other 
administrative systems). The eMOC application should not stand alone 

• Level of  integration when considering off-the-shelf  software 
• Workforce  training issues (e.g., computer accessibility and literacy) 
• System dependability (e.g., backup servers, data links, emergency procedures) 
• Types of  eMOC systems (e.g., off  the shelf,  electronic data management system 

(EDMS) based, custom developed) 
• IT infrastructure  environment (i.e., PC based, client server based, or Web based) 
• Design parameters (considered up front),  such as rate, volume, types of  DCSs, EDMS 

capability, and speed 
• Verification/improvement  of  MOC work flow  throughout the process (will fail  if 

people see it as a bottleneck rather than a tool) 
• Access control, passwords, communications, and sign-offs  (electronic signatures) 
• Multiple databases and hard-copy backup of  records when archiving 
• Tracking of  initial and long-term time investments (prove benefits  verses long-term 

monitoring of  efficiency 
• Pilot tests (e.g., table top, full  exercise, full  feature) 
• Adequate training prior to rollout 
• IT department involvement from  the beginning (even if  IT personnel are not 

developing/customizing it) 
• Involving a range of  users (not just senior management) from  the beginning (consider 

establishing a user steering committee) 
• Geographical and cultural considerations (e.g., multiple domestic sites, multiple 

international sites, multiple languages) 
• Level of  computer access granted to contract employees 
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EXAMPLE MOC SYSTEM AUDIT 

CHECKLIST 

Companies use audits as one way of  determining the health of  a management 
system. Some very active management systems - such as MOC systems -
involve frequent  work activities and generate regular work products. These 
types of  management systems are good candidates for  using performance 
indicators to monitor the health of  the system on a near real-time basis. 
However, companies have other reasons for  conducting management reviews 
and periodic audits of  its management systems. Sometimes these activities are 
part of  the company's continuous improvement processes, but nearly all 
companies conduct MOC audits to assess the system's conformance  with 
regulatory requirements and/or company standards. 

This appendix provides some suggestions for  conducting audits of  MOC 
systems, either independently or as part of  a broader PSM or environmental, 
safety,  and health audit. The amount of  effort  spent on conducting an MOC 
audit will be based on (1) the level of  rigor applied when selecting and 
implementing process safety  activities for  this element and (2) the MOC 
system's activity rate (i.e., the number of  changes evaluated each month or per 
year). This appendix describes areas of  inquiry to pursue when determining 
whether the process safety  activities are being implemented as intended (i.e., 
as described in the MOC system). 

Audits of  MOC systems should be performed  periodically to help ensure 
that procedures described in system documents are actually being 
implemented in the field.  The exact items to be addressed during the audit 
depend upon a variety of  factors,  including (1) the specific  MOC system 
design, (2) the availability of  MOC records, (3) the frequency  of  MOC reviews 
at the site, and (4) the period of  time since the last audit. 

147 
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The possible areas of  inquiry are discussed in this appendix according to 
the three standard auditing techniques: 

• Document review 
• Interviews 
• Field observations 

The discussion takes the form  of  questions to consider asking when 
developing an MOC system audit protocol. Some suggestions are given in 
terms of  MOC work activity/product sampling that can be performed  to ensure 
adequate thoroughness. The audit protocol should also address other factors, 
such as the availability of  audit personnel, the culture of  the company/site, and 
regulatory concerns - topics that are not addressed in detail in this book, but 
that are discussed more thoroughly in other CCPS and industry publications. 

Document Review 
1. Is there a written program describing the MOC system? Does it 

specifically  address roles and responsibilities, scope, activities, 
authority, and necessary documentation? 

2. Does the MOC system address a reasonable range of  types of  changes 
for  the facility/activity  for  which the MOC system is used? 

3. Are the following  issues specifically  addressed in the MOC system? 

• Technical basis for  the proposed change 
• Safety  and health considerations associated with the proposed 

change 
• Authorization requirements for  the specific  class of  change 
• Informing  or training potentially affected  personnel 
• Updating relevant process documentation and procedures 

4. If  temporary changes are allowed, does the MOC system address the 
following  issues? 

• Maximum time period during which the change can exist without 
further  review 

• Special monitoring required for  the proposed change 
• Explicit field  verification  that the change and any associated 

special conditions are discontinued at the end of  the time period 
allowed for  the change 

• Adherence to time extension rules for  the change 
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5. If  emergency changes are allowed, do the requirements of  the 
emergency change procedure meet the minimum MOC system 
requirements? 

• Are specific  means addressed for  ensuring that affected  personnel 
are trained prior to their involvement with the change? 

• Is there an interim approval process with subsequent completion 
of  the formal  MOC review process? 

• Is there an explicit mechanism for  ensuring that affected 
documentation is updated (if  needed) in a timely fashion? 

6. Is MOC effectiveness  considered in the performance  reviews of 
people who participate in the MOC system? 

Scrutinize a representative sample of  the MOC records for  each site area 
in which the audit is performed.  The following  issues should be addressed: 

7. Are the documents complete? Is there a pattern of  information 
missing from  the records? 

8. Do the change requests contain all of  the proper authorizations? 
9. Were all of  the required reviews/analyses performed? 
10. Are all appropriate supporting documents appended to the MOC 

documents? 
11. As indicated by the MOC documents, were the analyses of  safety  and 

health considerations of  adequate quality, thoroughness, and depth, 
considering the risk significance  of  the change? 

12. Were all affected  procedures (e.g., operating, maintenance, 
emergency) updated by the specified  time (prior to or after  the 
change, as authorized)? 

13. Were all affected  drawings (e.g., P&IDs, area classifications, 
equipment/facility  arrangement maps) updated by the specified  time 
(prior to or after  the change, as authorized)? 

14. Are there any anomalies apparent with the times/dates associated with 
the reviews, authorizations, and start-ups? 

15. Was the emergency change review procedure used frequently?  Is 
there a trend? 

16. Was the emergency change review procedure used appropriately? 
17. Have there been any documented failures  of  the MOC system? 
18. Have any change situations not been reviewed by the MOC system, as 

evidenced by the following  types of  surveys/inspections? 

• Alarm, interlock, or safety  system bypass logs 
• DCS change logs 



 

150 GUIDELINES FOR MANAGEMENT OF CHANGE 

• Engineering work requests 
• Revision dates on P&IDs and procedures 
• Shift  logbooks 
• Incident investigation results 
• Procedure reviews/certifications 
• PHA team reviews 
• Periodic walkarounds/safety  inspections 
• Interviews with operating and maintenance personnel 

19. Scrutinize a representative sample of  work orders/maintenance 
requests, capital change requests, P&IDs, and procedures on file  for 
each site area in which the audit is being performed,  and address the 
following  issues: 

• Does the proper MOC documentation exist? 
• Can changes to the P&IDs be traced back through an MOC 

request? 
• Can changes to the procedures be traced back through an MOC 

request? 

20. Review personnel records, organizational charts, and other 
appropriate documentation to determine whether any changes in the 
number of  personnel, shift/crew  size, personnel physical location, or 
reporting/communication relationships have occurred (pay particular 
attention to personnel changes that have occurred over the past 1 to 2 
years). 

21. Did personnel newly assigned to the facility  receive MOC training, 
and was this training documented? Did the training include general 
information  on the site's PSM program and policies, specific  process 
hazards, and layers of  protection, and more specific  information  on 
their roles and responsibilities within the MOC system? 

22. Does the site have formal  criteria or guidance that addresses the 
maximum rates of  change for  personnel in operator and mechanic 
roles over a specific  period of  time? Consider the impacts of  transfers, 
retirements, work force  reductions, leaves of  absence, and 
reorganizations. 

23. Does the site training program include, at a minimum, the following 
site and/or area key PSM/MOC-related roles? 

• Line management (from  frontline  supervisors up to and including 
site managers) 
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• Technical (e.g., technology guardians, area process engineers, 
R&D chemists) 

• Maintenance/reliability engineers 
• PSM coordinators 
• Planners/schedulers 
• Contractor coordinators 
• DCS/process control resources 
• Equipment inspectors/nondestructive testing personnel 
• Resident contractors (e.g., supervisors, engineering designers) 
• Operators 
• Mechanics 

24. How does the site determine the competency of  newly assigned 
personnel (e.g., field  demonstrations, written or verbal testing, panel 
reviews)? 

25. Have there been any recent significant  changes in the site 
organizational or functional  structures and, if  so, how were potential 
MOC issues considered and addressed during these changes? How is 
this documented? 

Interviews 
Perform  interviews with site personnel responsible for  using the MOC system 
(e.g., operations, maintenance, engineering, safety),  and determine the 
following: 

26. Are they aware of  the MOC procedures? 
27. Do they know what a change is? An RIK? 
28. What is their role within the MOC system? 
29. Have they received the appropriate MOC system training? 
30. Can they explain the basics of  the MOC procedures? 
31. Do they know who can approve changes? 
32. Do they know who can originate a change request and how to 

originate one? 
33. How are they notified  of  a change? 
34. Do they know how to have changes approved during an off-shift? 
35. Do they believe that the MOC system is being reliably implemented? 
36. Do they have personal knowledge of  any failures  of  the MOC system 

(i.e., changes that have been implemented without appropriate 
review)? 
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37. Have they received any process-specific  training as a result of  a 
specific  change? 

38. Was the training conducted before  they had to interact with the 
process change while on the job? 

39. Was MOC effectiveness  considered in their most recent job 
performance  review? 

40. What problems have they personally noticed with the MOC system? 
41. Can they describe several examples of  changes they know have been 

made recently? 
42. What would they do if  they noticed a problem with the MOC system? 
43. Did personnel newly assigned to the facility  (within the last 1 to 2 

years), and who have PSM support roles, receive MOC training? Did 
the training include general information  on the site's PSM program 
and policies, specific  process hazards, and layers of  protection, and 
more specific  information  on their roles and responsibilities within the 
MOC system? 

Field Observations 
Select a representative number of  changes recently made across all of  the 
MOC category types and in a variety of  operating areas, and confirm  the 
following: 

44. Is the equipment arrangement/installation in the field  consistent with 
the equipment specification  and the approved change? 

45. Do the updated P&IDs actually reflect  the field  installation? 
46. Have isometrics and other diagrams used for  inspection purposes also 

been updated? 
47. Do equipment specifications  in the official  files  match the equipment 

items in the field  (e.g., data sheets match the nameplates)? 
48. For "new and shiny" installations observed in the field,  can such 

installations be traced back to verify  that the MOC reviews were 
completed (assuming the work was not RIK)? 

49. Do the emergency changes selected for  review meet the facility 
definition  of  an emergency? 

50. Were the temporary changes selected for  review returned to the 
original condition prior to the expiration date for  the temporary 
change? 



 

APPENDIX F: 

EXAMPLE MOC PERFORMANCE AND 

EFFICIENCY METRICS 

This appendix discusses possible MOC metrics in light of  PSM element 
performance  and efficiency  issues presented in published guidelines and 
experienced through industry practices. 

MOC metrics that explicitly identify  key indicators can be used to assess 
system performance  and efficiency  on a near real-time basis and with a 
reasonable effort.  Below are several performance  and efficiency  indicators that 
may be relevant to many MOC systems. Monitoring these key indicators can 
help detect deviations within the MOC system - before  they cause accidents. 
The sensitive indicators for  a specific  MOC system will depend upon a variety 
of  factors,  including the MOC system design and the availability of  MOC 
records and data. Some indicators can be used individually to help evaluate 
system performance  and efficiency,  while others should be used jointly. 

MOC Performance  Indicators 
• Number of  incidents having MOC failure  as a contributing factor  or root 

cause 
• Unexplained deviation from  previous monthly averages in the number 

of  MOCs (percent over a month) 
• Unexplained deviation from  previous monthly averages in the 

percentage of  work requests classified  as changes by the MOC system 
monitor (percent over a month) 

• Percentage of  work orders/requests that were misclassifled  as RIKs 
rather than as changes, or were not classified 
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• Percentage of  changes within the MOC system that were reviewed 
incorrectly 

• Percentage of  MOCs that were reviewed but were not properly 
documented 

• Percentage of  MOCs for  which the PSI was not updated 
• Percentage of  MOCs for  which training of  affected  personnel was not 

conducted 
• Ratio of  identified  undocumented changes to the number of  changes 

processed through the MOC system 
• Percentage of  recent changes involving alternate MOC reviewers 
• Percentage of  changes that were properly evaluated but did not have all 

of  the required authorization signatures on the change control document 
• Percentage of  changes that were processed on an emergency basis 
• Variation in the percentage of  changes that were processed on an 

emergency basis 
• Percentage of  temporary changes for  which the temporary conditions 

were not corrected/restored to their original state by the deadline 
• Percentage of  personnel involved in the MOC system who believe it is 

effective 
• Difference  between the percentage of  senior managers and the 

percentage of  routine users who believe the MOC system is effective 

MOC Efficiency  Indicators 
• Number of  MOC reviews each month 
• Number of  MOC reviews in each facility/activity  area each month/per 

year 
• Average amount of  calendar time between MOC origination and 

authorization 
• Average amount of  calendar time between MOC authorization and 

closeout of  all action items 
• Average backlog of  MOCs/active MOCs 
• Average number of  man-hours expended per MOC from  the time it is 

originated until it is approved for  implementation 



 

APPENDIX G: 

COMMON MOC PROBLEMS AND 

PROPOSED SOLUTIONS 

This appendix discusses some problems commonly seen in industry that are 
associated with dysfunctional  MOC systems. A possible solution and 
comments (if  applicable) follow  each problem description. Note: Site-specific 
circumstances may dictate a solution other than the one proposed here. 

Problem: 

Possible Solution: 

Comments: 

One-size-fits-all  MOC forms  and procedures seem 
cumbersome or inefficient  for  some less common 
or more specialized types of  changes (e.g., 
procedure revisions, DCS software  changes). Forms 
geared toward equipment and/or process changes 
just don't seem to work well for  these types of 
changes. 
Provide a limited number of  specialized forms  for 
the more common types of  changes, geared toward 
meeting the unique requirements of  these changes. 
One CCPS member company uses a simplified 
approval routing for  those changes that do not need 
to go through engineering design. 
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Problem: The MOC system is not efficient  for  small facility 
changes (too complicated). 

Possible Solution: Provide a simple, low risk MOC system with a 
simplified  work flow.  It must have good guidelines, 
and a qualified  approver (gatekeeper) must be part 
of  the system in order to determine which MOCs 
qualify  as simple low risk. 

Comments: None. 
Problem: There is confusion  and/or indecision about the 

appropriate level of  hazard review to perform  for  a 
given change, including the selection of  a 
technique. There is a tendency to either perform  a 
trivial review for  a complex change or overanalyze 
a trivial change (which wastes time). 

Possible Solution: Provide guidance for  a risk-based determination of 
the level of  rigor to apply and the appropriate 
technique to use. While this presupposes, to a 
degree, the results of  the hazard review, a 
conservative matrix approach has proven workable. 
An example might be a matrix that looks at the type 
of  change (consequence surrogate) and the existing 
safety  systems impacted (frequency  surrogate) to 
determine the potential risk significance  of  the 
change. 

Comments: None. 
Problem: It is difficult  to track action items that are required 

to be completed prior to implementing the change. 
Possible Solution: Include an action item list in the design of  the MOC 

approval form. 
Comments: Such items should be tracked in a fashion  similar to 

the way that PHA or incident investigation 
recommendations are tracked (possibly using the 
same system). 
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Problem: 

Possible Solution: 

Comments: 

It is difficult  to get all of  the required authorizations 
prior to implementation of  the change. 
Above all, this indicates that there is a potential 
process safety  culture issue that must be addressed. 
Site management should not tolerate the startup of  a 
change prior to obtaining the necessary 
authorizations. 
From a more tactical standpoint, include date fields 
next to the authorization signature blocks, and insist 
that they be completed. A reviewer or approver 
who might be tempted to sign the form  after  startup 
may not be as willing to falsify  the date. 
None. 

Problem: 

Possible Solution: 

Comments: 

Problem: 

Possible Solution: 

Comments: 

Reviews of  the potential safety  and health effects  of 
the proposed changes are not very thorough, and 
some significant  problems have slipped through the 
system. 
Administer these reviews as you would a PHA. 
Depending upon the potential significance  of  the 
change, a team-based review may be required to get 
the right mix of  expertise. The rules used to ensure 
the effectiveness  of  PHAs should apply here as 
well. 
Simple, standardized changes may be evaluated by 
a single person using a checklist approach. 
There is inconsistency in the quality of  reviews 
performed  to determine the potential safety  and 
health effects  of  the proposed change. 
Many organizations use their skilled PHA 
facilitators  to (a) lead the hazard review, (b) serve 
as a resource to the hazard review leader, or 
(c) peer review/audit the results of  the hazard 
review. 
None. 
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Problem: A lot of  time is spent training personnel on trivial 
changes. How can we be more efficient? 

Possible Solution: The PSM standard, for  example, states that certain 
personnel will be "informed  of,  and trained in, the 
change..." Many organizations have implemented a 
system whereby they distinguish between those 
changes about which they will inform  personnel 
and those changes for  which they will provide 
detailed training. A reasonable test might is to ask 
whether a new, fully  trained operator has the 
knowledge needed to adapt to the change. For 
example, would normally be acceptable to inform 
operators about a change from  a gate valve to a 'Λ-
turn ball valve, but training would be required if  the 
new valve is part of  a new process operating step. 

Comments: Confirmation  of  understanding is commonly 
documented for  training but not for  informing. 
Some organizations use e-mail notifications  for 
informing  staff  of  changes of  this nature. 
The plant has a problem with ensuring the training 
on MOCs for  personnel who (1) are absent (due to 
disability, vacation, etc.) or (2) substitute for 
someone in a job they previously worked, but have 
not been involved with for  a long time. 
Many organizations indicate on training record 
forms  that such personnel will be trained on the 
change when they return and before  they first 
operate the modified  process/equipment. Another 
approach is to maintain a required reading/training 
log in the control room and require operations 
personnel to check for  any new MOCs at the start 
of  each shift. 

This requires discipline and follow-up  to ensure 
that it actually happens. 

Problem: 

Possible Solution: 

Comments: 
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Problem: 

Possible Solution: 

Comments: 

The technical basis descriptions are often 
inadequate. The nature/description of  the change 
often  gets modified  as the MOC request is routed 
for  review. The change that the last reviewer 
authorized may not be the change as described 
when the first  reviewer signed the form. 
Require that the MOC originator consult with 
representatives of  key groups and collaboratively 
develop the technical basis before  the MOC request 
is circulated. Depending upon the nature of  the 
change, the quorum for  this might be (a) the 
originator, an operations representative, and a 
technical representative or (b) the originator, an 
operations representative, and an appropriate 
maintenance craftsperson. 

Note that certain electronic MOC (eMOC) 
documentation/approval systems have work flow 
management capabilities that administer the re-
approval requirements associated with 
modifications  to the requested change. Similarly, 
processes for  handling modifications  (or deviations) 
can be built into paper-based systems. 
None. 

Problem: 

Proposed Solution: 

Comments: 

Getting the required signatures on the MOC request 
form  is proving to be a hassle, and I am concerned 
about the quality of  the evaluation that some 
reviewers are using in their decision to authorize 
the change. Sometimes it appears that Andy and 
Scott will automatically sign the form  if  Susan has 
signed it before  them. 
Some organizations require (or at least provide the 
opportunity for)  reviewers to discuss and authorize 
changes during periodic group meetings (e.g., part 
of  the plant staffs  morning meeting). 
While this does not ensure a collaborative 
approach, it at least provides the opportunity for 
one. 
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Problem: The plant can't keep up with the current volume of 
MOC requests. There are too many circulating at 
any given time, and it is nearly impossible to keep 
track of  who has the approval package. We have 
lost many of  these and have had to start over. 

Proposed Solution: (1) See the proposed solution immediately above 
(joint review meetings). 
(2) Consider installing an eMOC system. Paper 
files  do not need to be circulated. The eMOC 
system keeps track of  pending approvals. 

Comments: Many eMOC systems have document management 
features  that allow the attachment of  supporting 
documentation to the MOC request. One CCPS 
member company reports that efficient  tracking of 
MOC progress and not losing documentation are 
the biggest advantages cited by users of  his 
facility's  eMOC system. 

Problem: We have problems providing personnel with 
convenient access to MOC records while protecting 
valuable historical records. Plus, we are drowning 
under the volume of  paperwork. 

Proposed Solution: Consider installing an eMOC system that has 
document management system capabilities. 

Comments: None. 
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Problem: 

Proposed Solution: 

Comments: 

The plant has problems with maintenance work 
orders that request changes slipping through the 
system without MOC reviews/controls. 
(1) Train maintenance planners and all maintenance 
crafts  personnel on the definitions  of  change and 
RIK. Let them know that they have a responsibility 
to flag  potential changes for  review and will be held 
accountable for  this. 
(2) Provide a field  on the work order form  for 
indicating whether an MOC is required (e.g., 
"MOC Required: Yes/No"). 
(3) If  the answer to item 2 above us "yes," provide 
a field  on the work order form  for  indicating the 
MOC number. 
(4) Perform  periodic audits of  work orders to 
identify  changes that were not processed through 
the MOC system. Require the responsible parties to 
retroactively address the changes, and use these 
opportunities to further  educate/counsel MOC 
system users. 
None. 

Problem: 
Proposed Solution: 

Comments: 

The time required to process an MOC is too long. 
(1) Consider parallel steps for  routing rather than a 
series of  steps. 
(2) Consider designating a single/final  approver 
who identifies  reviewers based on what parts of  the 
organization will be impacted by the change. Note, 
the reviews should be done prior to final  approval 
of  the change. 
The first  solution may require multiple copies of 
the MOC package and may complicate tracking of 
the package. Alternatively, converting to an eMOC 
system could reduce the time requirement. The 
second solution requires having a very experienced 
person as the designated MOC review path expert. 
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Problem: Forms are not being filled  out correctly, and 
originators don't know whom to contact for 
assistance. 

Proposed Solution: (1) Evaluate the adequacy of  the training being 
provided and supplement it as warranted. 
(2) Identify  and publicize one or more 
knowledgeable people as point(s) of  contact for 
education/guidance on MOC implementation. 

Comments: None. 
Problem: The MOC procedure does not provide any 

instruction concerning records retention - what 
records are to be kept and for  how long? 

Proposed Solution: Clear requirements should be established 
addressing (a) the types of  information  to be 
retained with the approved and implemented 
change request and (b) the length of  time that this 
MOC package should be retained. 

Comments: Significant  regulatory issues and reduced RBPS 
program effectiveness  could result from  the failure 
to retain needed information  for  an appropriate 
period of  time (consider, for  example, the need to 
refer  to MOC documentation when revalidating a 
PHA. Once such regulatory and programmatic 
issues have been addressed, organizations may 
want to seek guidance from  corporate legal counsel 
with regard to establishing an appropriate records 
retention schedule. 
MOC originators don't understand which PSI needs 
to be updated in conjunction with an MOC. 
(1) Evaluate the adequacy of  the training being 
provided and supplement it as warranted. 
(2) Include a checklist of  the more commonly 
affected  PSI on the MOC approval form  to reduce 
the possibility that a particular type of  PSI will be 
overlooked. 
None. 

Problem: 

Proposed Solution: 

Comments: 
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Problem: 

Proposed Solution: 

Comments: 

Frequent personnel turnover results in unassigned 
MOC action items. The person new to his or her 
organizational role is not aware of  items previously 
assigned to his or her predecessor. 
(1) Consider installing an e-MOC system. 
Reassignment of  responsibilities for  action items 
can be readily accomplished through such systems. 
(2) Many organizations have an action item 
database/tracking system for  recommendations 
resulting from  PHAs, incident investigations, 
audits, and so forth.  Consider integrating MOC 
action items into such a system. 
None. 

Problem: 

Proposed Solution: 

Comments: 

Sometimes it isn't clear who has the custodial 
responsibility for  shepherding the MOC through the 
approval and implementation process. 
Require that the MOC originator retain the primary 
responsibility for  shepherding the MOC through the 
approval and implementation process, rather than 
handing it off  to someone else. 
None. 

Problem: 
Proposed Solution: 

Comments: 

Field verification  is not done correctly or on time. 
This is partly a training issue. However, there may 
be a need to consider who is responsible for  field 
verification  and what the procedure should be. The 
primary objective is to verify  that the installation 
was implemented according to the engineering 
design specifications.  Since the verification  must be 
timely (prior to startup), good communication is 
essential. The MOC process should include an 
effective  way to notify  the responsible person when 
the installation is ready for  field  verification.  It is 
also an easy way for  the responsible person to 
confirm  and report that the field  verification  is 
complete. 
None. 
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Proem: 

Proposed Solution: 

Comments: 

We are experiencing problems with the handoff  of 
new technology from  Research to Manufacturing. 
Technology packages are not well documented. 
Integrate a simplified  version of  the MOC system 
into the R&D program. Also, consider requiring 
close R&D support for  manufacturing  operations 
(possibly on a 24/7 basis) until a comprehensive 
technology package is provided to the 
manufacturing  group. 
None. 
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