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Preface

Adopting and implementing new technologies can be a daunting task for IT
professionals. Many times, we're already overwhelmed with the care and feeding
of existing systems and networks and can hardly spare the time to properly plan,
install, and configure a new system, to say nothing of the time required to learn
about the underlying technology and architecture.

This book can't solve all of those problems... it can't give you more hours in a day
or more money in your IT budget. When it comes to implementing a BlackBerry
Enterprise Server environment for Microsoft Exchange, however, this book aims to
provide the over-burdened IT administrator with some relief. We strive to provide
you with the requisite knowledge to implement and administer a BlackBerry
Enterprise Server. In addition to covering the basic administration and installation
tasks, there are chapters devoted to the architecture and technical details of the
BlackBerry environment.

This book is written for IT professionals and network administrators who are tasked
with the implementation of a BlackBerry Enterprise Server. The text assumes basic
familiarity with Microsoft Windows Server administration, but provides detailed
instructions for administrators with varying levels of experience.

Each chapter is devoted to a specific implementation or administration topic,
designed to provide readers with a technical introduction and, in the case of
task-based chapters, detailed instructions on how to implement or configure settings
within the BlackBerry environment. The book can be read cover-to-cover or readers
may opt to jump around to gather specific information on topics of their interest.

We hope that you will find this book useful as you leap into the world of BlackBerry
Enterprise Server!



Preface

What This Book Covers

Chapter 1, here readers will receive an introduction to the BlackBerry Enterprise
Server, including the basic technological components and features.

Chapter 2 discusses the architecture in greater detail and the pre-requisites for
an implementation.

Chapter 3 provides a walk-through on the steps required to satisfy installation
pre-requisites, including Microsoft Windows and Exchange account creation
and permissions.

Chapter 4, here the process for installing BlackBerry Enterprise Server is described in
great detail.

Chapter 5, the creation of administrative users, provisioning of users and the methods
of device activation are covered, including step-by-step instructions.

Chapter 6 details the IT policy capabilities of BlackBerry Enterprise Server and
describes the process for deploying third-party applications and device
software updates.

Chapter 7, readers are provided extensive background information on the settings
that can be applied at the user, group and server-level to configure and enforce
specific behaviors for the BlackBerry Enterprise Server.

Chapter 8 describes the security mechanisms that protect messages, data and devices
within the BlackBerry environment and the approaches to disaster recovery and
continuity of operations.

Who is This Book for

This book is written for IT professionals and network administrators that are tasked
with implementation of a BlackBerry Enterprise Server. The text assumes basic
familiarity with Microsoft Windows Server administration, but provides detailed
instructions for administrators with varying levels of experience.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

[2]
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New terms and important words are introduced in a bold-type font. Words that you
see on the screen, in menus or dialog boxes for example, appear in our text like this:
"clicking the Next button moves you to the next screen".

[ % Important notes appear in a box like this. ]

Reader Feedback

Feedback from our readers is always welcome. Let us know what you think about
this book, what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply drop an email to feedbackepacktpub. com,
making sure to mention the book title in the subject of your message.

If there is a book that you need and would like to see us publish, please send
us a note in the SUGGEST A TITLE form on www.packtpub.com or
email suggest@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www. packtpub.com/authors.

Customer Support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our contents, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in text or
code —we would be grateful if you would report this to us. By doing this you can
save other readers from frustration, and help to improve subsequent versions of

this book. If you find any errata, report them by visiting http: //www.packtpub.
com/support, selecting your book, clicking on the Submit Errata link, and entering
the details of your errata. Once your errata are verified, your submission will be
accepted and the errata are added to the list of existing errata. The existing errata can
be viewed by selecting your title from http://www.packtpub. com/support.

[31]



Preface

Questions

You can contact us at questions@packtpub.com if you are having a problem with
some aspect of the book, and we will do our best to address it.

[4]




Introduction to the
Blackberry World

In a world where decision makers demand information at their finger tips, the
BlackBerry handheld device delivers it. It is rare to step into a corporate boardroom
without seeing at least one person peering at a BlackBerry and several others with
BlackBerries strapped to their hips. In fact, the constant use of these handheld
devices is so prevalent that they have earned the nickname "Crackberry" due to the
addictive behavior of their users.

For end users, with their ease of use and their access to push email, BlackBerries are
a dream come true. For inexperienced IT administrators, the prospect of managing
these high-end mobile devices loaded with sensitive corporate information can be a
nightmare. As the demand for Blackberries grows within the corporate environment,
the need for individuals who can expertly configure and administer the servers that
support these devices will continue to expand. The BlackBerry Enterprise Server,

or BES, provides the capability to deliver data to BlackBerry devices and to set and
enforce security and management policies for these devices. In short, BES is the tool
to ensure that you control the BlackBerries in your organization and not the other
way around!

The installation and configuration of a Blackberry Enterprise Server can be far

from easy, but with the help of this book you should be able to simplify the
implementation of BES in your corporate environment. In this chapter, we will ease
you into the world of BlackBerry Enterprise Servers by providing an overview of the
components and capabilities of the BES, the security features of BES, and the data
delivery mechanisms it provides.
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BES Implementation Components

When tasked with implementing a BlackBerry Enterprise Server solution for their
enterprise, many IT professionals may feel overwhelmed by the new technology and
all that it entails. To make the task less daunting, we thought it would be helpful to
describe the building blocks of a BES implementation. Preparing to install BES for
your environment involves several components — the BlackBerry Enterprise Server,
client devices, application servers, and networks.

BlackBerry Enterprise Server

There are many analogies that could be used to describe the BlackBerry Enterprise
Server. In many ways, it's like an air traffic controller, managing the flow of traffic, or
data in this case, directing it to its ultimate destination. The most common "traffic" is,
of course, email messages; the BES serves as a conduit between the messaging server
and the handheld device, ensuring consistent communications between the handheld
and the email, or application server despite the sometimes-flaky nature of

wireless networks.

The BES doesn't just serve as a traffic cop, however; it provides its own set of features
and capabilities. The primary feature in the eyes of IT professionals is the device
management capabilities that it offers. With a fleet of BlackBerry devices in the field,
you'll want the capability to provision devices, de-activate, and wipe data from lost
or stolen devices; and to enforce security policies. The BES delivers this and more,
giving IT professionals the tools they need to effectively manage these highly-mobile
corporate resources.

It's important to note that the BES is not a single service; it's actually made up of
more than a dozen component services that combine to provide the functionality
of BES. These components will be described in greater details in the next chapter,
but the important thing to note is that they can be installed on a single server or
distributed among several servers for greater scalability.

Clients

The clients in a BES implementation are BlackBerries, those ubiquitous wireless
handheld devices strapped to the hips of top executives everywhere. Research in
Motion (RIM), the manufacturer of the BlackBerry, has been producing wireless
devices since the late 1990s. The capabilities of these devices have increased with
each successive generation. The current generation of BlackBerries sports a rich array
of features, including push email, mobile telephony, text messaging, Internet faxing,
Web browsing, and myriad other wireless information services. RIM manufactures

a range of BlackBerry models, providing consumers with options on the device from
factor, size, and, of course, color.

[6]
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It's also important to note that BlackBerries are not the only devices that can
communicate with BlackBerry Enterprise Servers. RIM has licensed software known
as BlackBerry Connect, which provides other device platforms with access to a
similar set of capabilities with regard to BES access. Devices with BlackBerry Connect
have push email, calendaring, and address lookup, similar to what's available

on a BlackBerry. In addition, communication with these devices is secured in the
same manner as a BlackBerry handheld. These devices are also subject to many

of the administrative controls as a BlackBerry devices, making them easier for IT
professionals to manage.

Application Servers

Like a stereo system without music, the BlackBerry Enterprise Server would be
of little use without the support of third-party application servers. The array of
third-party applications supported by BES runs the gamut from groupware and
instant messaging to vertically-focused enterprise applications, including field
force automation and Customer Relationship Management applications. The BES
interfaces with these application servers, proxying information to and from the
handheld client devices.

RIM doesn't play favorites when it comes to supporting these application servers.
The list of groupware and instant messaging servers supported by BES is very solid.

Groupware Server Support Instant Messaging Server Support
e  Microsoft Exchange Server e  Microsoft Windows Messenger
e IBM Lotus Domino e  Microsoft Office Communicator
e Novell GroupWise e IBM Lotus Sametime

¢ Novell GroupWise Messenger

Networks

A BES implementation involves many different networks, some of which are entirely
out of the control of the IT administrator. The handheld devices typically utilize the
Wireless Wide Area Networks (WWANSs) provided by the cellular operator, while
the BES is usually housed on a corporate network behind the firewall where it can
communicate with the various application servers. The BES initiates an outbound
connection through the firewall to the BlackBerry Infrastructure operated by RIM;
this infrastructure communicates with the BlackBerry handhelds, eliminating the
need for the handhelds to connect directly to the BES. Alternatively, there is an
implementation option, involving BlackBerry 7270 handhelds, in which the handheld
devices use a corporate WLAN to communicate with BES, relying on SIP and IP
telephony for voice services.

[71
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The typical BES architecture is depicted in the following figure:

1 /.

Email Server Database Server E
% : Blackberry

Firewall

Application Server

Pushing Data Down

There are two technical approaches to delivering data, especially email messages, to
handheld devices. These approaches, known as push and pull, provide two different
methods to achieve mobile data delivery. In a "pull" solution, the mobile device
initiates the communication with the server on a frequent basis to check for new
messages or other data. This is in contrast with a "push" solution, where the server
pushes new data to the device as it is received. Both approaches have their merits,
but most mobile messaging vendors, including RIM, have gravitated towards a push
model for data delivery.

For BlackBerry users, the ultimate outcome of this push technology is that they don't
have to lift a finger to receive their email. When new messages arrive for the user

on the email server, the BES automatically sends a copy of the message to the user's
handheld device. This is an improvement over previous mobile messaging products
that would require the user to initiate the email synchronization activity, which
made retrieving email a time-consuming process.

Blackberry Enterprise Solution Security

The topic of security weighs heavily on the minds of IT professionals, especially
when they are planning to implement new services in their organization. RIM has
developed a comprehensive approach to security for BlackBerry handhelds and their
data. We will provide a brief overview of the security mechanisms built in to BES,
including encryption, authentication, and security policies.

[8]
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Encryption

Encryption is a key element of protecting the data that is managed by the BES.
Encryption is applied in many ways.

e Data is encrypted while it is being transferred between the BES and the
BlackBerry handheld.

e Data is encrypted on the BlackBerry handheld device.

e Datais encrypted in the BlackBerry configuration database, which is the
database that stores information on the implementation.

BES utilizes symmetric key encryption algorithms to protect the data that is handled
by the BlackBerry implementation. There are two industry-standard encryption
algorithms used by BES, either Triple Data Encryption Standard (Triple DES or
3DES) or Advanced Encryption Standard (AES). 3DES uses 112-bit keys, while AES
uses 256-bit keys, making AES the preferred encryption method. However, older
BlackBerry devices may not support AES, which means that administrators must
either use 3DES or a combination of AES and 3DES.

In addition to the standard encryption methods, BES provides the option to support
several common desktop email encryption tools on your BlackBerry, including
Secure Multipurpose Internet Mail Extensions (S/MIME) and OpenPGP. The S/
MIME Support Package for BES provides the capability to install certificates on

the BlackBerry device and allows users to send and receive S/MIME-encrypted
messages. The PGP Support Package for BES provides the capability to install PGP
keys on the BlackBerry device, allowing users to send and receive PGP-encrypted
messages. These encryption methods may be used for emails and PIN messages,
which are messages sent directly from one BlackBerry device to another.

In addition to the messaging security provided by the standard AES and 3DES
encryption, as well as the S/MIME and OpenPGP options, BES encrypts the data
traffic that is transmitted using the BlackBerry Mobile Data Service (MDS). MDS
uses Hyper Text Transfer Protocol (HTTP) and Transport Control Protocol/Internet
Protocol (TCP/IP) communications. These communications utilize Transport Layer
Security /Secure Sockets Layer (TLS/SSL) to establish an HTTPS connection to the
desired service.

[o]
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Authentication

User authentication is a critical element for securing any service and BES is no
exception. Authentication options are configurable by the BES administrator, but
there are three basic user authentication methods.

1. Users are authenticated when activating a device for use with BES. A
temporary device activation password is generated and communicated to
the user; this ensures that only authorized users may add devices to the
BlackBerry environment.

2. Administrators can require users to authenticate using a security password
prior to using their handheld device. This ensures that only authorized
users are able to access the data that is stored on the BlackBerry device. BES
provides configurable options related to the password complexity
and history.

3. Organizations that are highly security-conscious can implement two-factor
authentication, using an optional BlackBerry Smart Card Reader, providing
the security of a user password and the hardware token. BlackBerry MDS
also supports the use of RSA Secur]D® tokens to authenticate user access to
MDS services.

Security Policies

BES provides a feature known as IT policies that allows administrators to configure
a variety of aspects that govern BlackBerry device usage. While not all of them are
security-specific, a subset of these policies provides options that secure BlackBerry
devices. A sampling of the security-specific policies is listed below.

e Password policies, including enforcing device passwords, password
complexity requirements, and device timeouts.

¢ Bluetooth policies, including data transfer options and device discoverability.

e Instant messenger policies, including availability of public IM services such
as AIM and Google Talk.

e Application-specific policies, including application availability and
audit reports.

In addition to a variety of security policies, a key security feature of the BES
environment is the ability to remotely lock and wipe data from lost or stolen devices.
This capability mitigates the risk that the data stored on BlackBerry handhelds might
be accessed by unauthorized individuals.

[10]




Chapter 1

Internet Browsing and Data Access

While most people only think of email when they think of BlackBerries, it is not
the only service provided on BlackBerry handhelds. Access to Internet and intranet
sites is a key feature of the BlackBerry and an area where the BES is preferable

to standalone BlackBerry use. A standalone BlackBerry user, which is to say one
that doesn't access a BES, has limitations in terms of access to Internet or intranet
applications.

Non-BES BlackBerry users will typically use the BlackBerry Internet Service (BIS)

or a Wireless Application Protocol (WAP) Gateway to access the Internet on their
BlackBerry device. The BlackBerry Internet Service, hosted by RIM, provides users
with access to Web pages that are converted into a format that is more suitable for
viewing on a BlackBerry device. The WAP Gateway, hosted by the wireless operator,
provides users with access to Web pages that are converted into a format that is
suitable for a variety of mobile devices. Blackberry Internet Service communicates
with the Blackberry Infrastructure using HTTP over the RIM IP Proxy Protocol
(IPPP). This makes the delivery of HTML both faster and more efficient than HTTP
over WAP in most current implementations.

BES implementations usually rely upon Mobile Data Services (MDS), a platform
developed by RIM to enhance data delivery to BlackBerry devices. MDS provides
functionality that is similar to the BIS, but also enhances the capability to access
Internet and intranet sites, and provides a platform to deliver corporate applications
and data on BlackBerry handhelds. With regard to Internet and intranet access,
MDS provides enhanced security and data delivery features that are not found in
the BIS. As previously mentioned, MDS provides TLS/SSL encryption capabilities,
in addition to supporting AES and 3DES encryption. MDS enhances the data
optimization and conversion, facilitating access to data by BlackBerry handhelds.

Following is a list of formats and standards supported by MDS.

Supported Image  Graphics Interchange Format (GIF)
Formats Portable Network Graphics (PNG)
Wireless Bitmap (WBMP)
Joint Photographic Experts Group (JPEG)

Supported WML, WMLScript (1.2.1), Compact HTML (¢cHTML), XHTML
web scripting Mobile Profile (XHTML-MP), HTML, JavaScript™ (version 1.3 and
languages: subsets of 1.4 and 1.5), Style Sheets (limited support)

[11]
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Summary

This chapter provided an overview of the BlackBerry Enterprise Server environment
and the features and services that are available within that environment. In the

next chapter, we will explore the architecture of a BlackBerry Enterprise Server
implementation and discuss technical options related to the implementation.

[12]



BES Architecture and
Implementation Planning

In the previous chapter, we provided you with a high-level overview of the
BlackBerry Enterprise Server components and the capabilities that are delivered by
BES. Planning is a key element of any IT implementation, but planning can only be
accomplished with an understanding of the technical underpinnings of the proposed
solution. In this chapter, we will delve more deeply into the technical architecture of
BES in order to provide you with an understanding of what’s under the hood. We
will also cover the system requirements and pre-requisites for a BES implementation,
including operating system, hardware, network, and database requirements.

BlackBerry Enterprise Server
Components

As we mentioned in the first chapter, BlackBerry Enterprise Server is not a single
service. Like many complex application servers, BES is comprised of a number of
services and components that are integrated to deliver the full feature set. Below is
a list of the components and a description of their function.

Component Name Component Function

BlackBerry Attachment The BlackBerry Attachment Service converts email

Service attachments into a format that can be viewed on BlackBerry
devices.

BlackBerry Collaboration =~ The BlackBerry Collaboration Service encrypts the
Service communications between instant messaging servers and the
instant messenger client on client on BlackBerry devices.
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Component Name

Component Function

BlackBerry Configuration
Database

BlackBerry Controller
BlackBerry Dispatcher
BlackBerry Manager

BlackBerry MDS
Connection Service

BlackBerry MDS Services

BlackBerry MDS Studio
Application Repository

BlackBerry Messaging
Agent

BlackBerry Policy Service

BlackBerry Router

BlackBerry
Synchronization Service

The BlackBerry Configuration Database is a relational
database that stores the configuration information for the BES
components, using either Microsoft SQL Developer Edition
(MSDE) or Microsoft SQL Server.

The BlackBerry Controller monitors BES components and
restarts any stopped services.

The BlackBerry Dispatcher handles compression and
encryption for BlackBerry data.

The BlackBerry Manager is used for administration of the
BES.

The BlackBerry MDS Connection Service is used to connect
BlackBerry devices to online content and applications.

The BlackBerry MDS Services provide connectivity between
BlackBerry MDS Studio Applications on BlackBerry devices
and enterprise applications.

The BlackBerry MDS Studio Application Repository stores
and manages BlackBerry MDS Studio Applications.

The BlackBerry Messaging Agent serves as the connection
between the email server and the other BES components.

The BlackBerry Policy Service manages the IT policies for the
BlackBerry devices.

The BlackBerry Router connects to the BlackBerry
Infrastructure and communicates with the BlackBerry
devices.

The BlackBerry Synchronization Service syncs organizer
data (tasks, calendar, etc.) between the email server and the
BlackBerry devices.

The component-based design of BES provides flexibility and scalability as you plan
your implementation. This is due to the fact that the components can be installed
on a single server or distributed among several servers based on your needs. The
BlackBerry Enterprise Server components are integrated to deliver the desired
services to your handheld clients.

[14]
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BlackBerry Enterprise Server
Requirements and Prerequisites

The BlackBerry Enterprise Server system requirements vary based on the number
of users supported. Below are the recommended minimum requirements for a
BlackBerry Enterprise Server v4.1 for Microsoft Exchange that supports 500 users.
Refer to the BlackBerry Enterprise Server Version 4.1 for Microsoft Exchange
Server Capacity Calculator at the BlackBerry Technical Solution Center
(http://www.blackberry.com/btsc/) to calculate the system requirements for
your environment.

e Intel® Pentium® IV, 2 GHz or better.

e 1.5GB RAM.
BES supports specific Microsoft Windows and Exchange environments. Following
are the basic software requirements.

e  Microsoft Windows 2000 Server or Windows Server 2003.

e Microsoft Exchange 5.5 (SP4 or better), Microsoft Exchange 2000 (SP2 or
better), Microsoft Exchange 2003, Microsoft Exchange 2007.

e Microsoft Internet Explorer 6.0 or better.

In addition to the basic hardware and software requirements, there are a number
of prerequisites for BES. Some of the prerequisites are installed as a part of the BES
setup program, but others must be installed prior to starting the BES installation.
Below is the list of prerequisites.

Prerequisite Required/ Notes
Optional
Microsoft Messaging Queue Optional  This is required for installations that will
(MSMQ) Version 3.0 use Microsoft Windows Messenger.
Microsoft .NET Framework Required  This may be installed during BES
Version 1.1 installation. SP1 is required to use
Microsoft Windows Messenger.
Microsoft Data Access Required  This requires either Security Patch MS04-
Components (MDAC) 003 (Version 2000.85.1025.00) or SP2
Version 2.8 (Version 2000.86.1830.00) for Microsoft
Windows Server 2003 SP1.
Java® 2 Platform, Standard Required  This may be installed during BES
Edition (J2SE™) Runtime installation.

Environment Version 5.0
update 9

[15]




BES Architecture and Implementation Planning

Prerequisite Required/ Notes

Optional
Internet Service Manager for Optional ~ This is required for Microsoft Exchange
Internet Information Services 2007 support.
Microsoft Exchange Required  The appropriate tools for your Exchange
administration tools version should be installed.

Microsoft Exchange Version 5.5
Administrator

Microsoft Exchange 2000 System Manager
Microsoft Exchange 2003 System Manager

Microsoft Exchange Server MAPI Client
and Collaboration Data Objects 1.2.1

For Exchange 2007, Microsoft Exchange
Server MAPI Client and Collaboration
Data Objects 1.2.1, or Microsoft Exchange
Server 2003 System Manager with SP2

Refer to the BlackBerry Enterprise Server for Microsoft Exchange Installation Guide
for your version of BES for an up-to-date list of system requirements, especially

if you are planning to implement additional services above and beyond the basic
messaging and collaboration.

BlackBerry Enterprise Server Network
Requirements

The network requirements for a typical BES implementation are relatively simple.
The BlackBerry Enterprise Server should be installed in a high-speed, switched
network environment. The number of hops between the BES and the messaging
servers should be minimized in order to ensure optimal performance. The other
basic requirement is that the BES should be able to initiate outbound connections to
the BlackBerry Infrastructure on TCP port 3101. Chances are that you won’t need to
modify your network configuration, as most firewalls are configured to allow this
type of connection by default.

RIM recommends that BlackBerry Enterprise Servers should be installed behind

the corporate firewall; this placement typically doesn’t require any changes to the
network, while still ensuring the security of your BES implementation. Placing BES
in a demilitarized zone (DMZ) is not advisable, as it may require numerous changes
to your firewall and other network configurations to establish connectivity between
BES and the servers behind the firewall, including messaging and collaboration,
application servers, etc.

[16]
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However, RIM does provide options if your network environment that requires
traffic from the BES passes through a host in your DMZ before being routed to the
BlackBerry Infrastructure and onward to the client device. As previously discussed,
RIM has divided BES into functional components, one of which is the BlackBerry
Router. The BlackBerry Router is the component that manages the communication
between the other BES components and the BlackBerry Infrastructure, and the client
devices. Security is maintained even though the BlackBerry Router is placed in

the DMZ because all communications with the BlackBerry Router component are
encrypted. For more information on this configuration, refer to RIM’s documentation
titled Placing the BlackBerry Router in the DMZ.

BlackBerry Enterprise Server Database
Requirements

The BlackBerry Enterprise Server stores information in a component known as
the BlackBerry Configuration Database. This component relies upon a relational
database management system (RDBMS) for storage and retrieval of configuration
data. BES 4.1 supports the following RDBMS applications.

e Microsoft SQL Server 2000 Desktop Engine (MSDE 2000).
e  Microsoft SQL Server 2000 SP3a.
e Microsoft SQL Server 2005 Standard, Enterprise, or Express editions.

The RDBMS selection will have an impact on the future growth and scalability of
your BES environment. MSDE is a lightweight version of Microsoft SQL Server that
can be installed during the BES installation process. The ease of implementation
makes it a popular option, especially for small BES implementations. The database
size for MSDE is limited to 2GB, which will limit the number of users you can
effectively support. The rule of thumb is that the base Configuration Database

is approximately 100MB and each additional user requires 1MB, restricting BES
implementations with MSDE to less than 2000 users. You are not locked in if you opt
to use the MSDE for your initial BlackBerry Configuration Database, as RIM provides
detailed instructions on switching from MSDE to the SQL Server.

Using Microsoft SQL Server to house your BlackBerry Configuration Database
provides greater flexibility and scalability, especially in the area of disaster recovery.
RIM does not support MSDE for standby Configuration Databases, which means that
you’ll need to be more proactive about backing up the Configuration Database. Also,
SQL Server is typically installed on a different server than BES, which frees up the
system resources to support BES.

[17]
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Summary

In this chapter, we have discussed the components that make up the BlackBerry
Enterprise Server. In addition, we have provided an overview of the system
requirements for installing BES, including the hardware, software, network, and
database requirements. In the next chapter, we will roll up our sleeves and walk
through the process of installing the BlackBerry Enterprise Server.

[18]




Preparing for the
BES Installation

The majority of prerequisites for the BlackBerry Enterprise Server can be met simply
by installing the required software specified in the previous chapter. Not all of

the prerequisites are so easy to satisfy, because the key components require some
additional configuration and preparation prior to starting the BES installation.
Specifically, we will need to configure the Microsoft Exchange environment,

the Windows server that will host BES and the desired SQL Server database
environment. These configuration steps include the creation of an administrative
account and associated mailbox, as well as the delegation of the necessary security
privileges for these environments. This chapter provides information on how to
perform each of these configurations, but you will need to select the appropriate
configurations based on your desired BES environment. We will be performing
our installation using Microsoft Exchange 2007, so the steps may vary if you use a
different version of Exchange.

Enabling the Messaging Environment to
Communicate with the BES

BlackBerry Enterprise Server uses a service account for administrative tasks and to
communicate with the Microsoft Exchange messaging environment. This account,
and an associated Exchange mailbox, is created within the Active Directory and
granted the necessary permissions to operate effectively. The account must be
created prior to the installation of BES using the Active Directory and Exchange
administrative tools.



Preparing For the BES Installation

Create Service Account and Mailbox

1. On an administrator workstation, click Start | Programs | Administrative
Tools | Active Directory Users and Computers.

ctive Directory Users and Computers

@ File Ackion Yiew ‘Window Help | 1= %]
e = | D@ B FER 2 BB va s
@ Active Directory Users and Computers [v BTEETE R R BN

-] Saved Queries
E% peachef local Mame 7/ Type Diescripkion |

-1 Buikin (wiltin builtinDamain

: Computers DComputers Container Default container For upgr...
(€8] Damain Controllers Domain Controllers Organizational ... Default container for dorm...
ForeignaecurityPrincipals [CForeignsecurityPrincipals  Container Default container For secu, ..

€3] Microsoft Exchange Security Gro Microsoft Exchange Sec...  Organizational ...
L0 Users [Cdusers Conkainer Default container for upar...
0 0 | o

| [

2. Right-click on the organizational unit (OU) or user container where you want
to create the service account user and select New User.

3. Enter a username in the First Name: and User logon name: fields.

MNew Object - User I

g Create in;  peaches. local/Users

Firzt name: IEES.-’-‘n.dmin Initials: I

Laszt name: I

Full narme: I BE Sadmin

Uzer lagon name:
[BESAmn | @peaches.local =l

Uzer logon name [pre-windows 2000);:
IPEACHES\ IBESAdmin

< Back I Mewt » I Cancel
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* BESAdmin is the default service account username recommended by
RIM, but you may choose a different username that fits with your naming
g conventions or standard operating procedures.

4. Enter a strong password in the Password: and Confirm password: fields.
Check the Password never expires check box.

New Object - User E3 I

ﬁ Create in.  peaches.local/sers

Pagzword: quuuu

LCanfirm pazsword: Inuuuu

[ User must change password at next logon

[ illzer cannot change password

V¥ Password never expires

[ &ccount is disabled

< Back I Heut » I Cancel

5. Click Finish to create the user account.

Mew Object - User |

ﬁ Create in:  peaches.local/Users

“When you click Finizh, the following object will be created:

Full riame: BESédmin ]
Uzer logon name: BESAdmin{@Epeaches local

The uzer cannat change the password.
The pazsword never expires.

fe

< Back { Finish Cancel |
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6. Click Start | Programs | Microsoft Exchange Server 2007 | Exchange
Management Console.

7. Select Recipient Configuration and click the New Mailbox... action.

agement Console [_ O[]

Fle Action Wiew Help
= | @m| 2w

3] i n A i

©3 Microsoft Exchange x ent Configuration - peaches.local Actions
Organization Configuration
& server Configuration

iJ Recipient Configuration

.58 Toolbox | Display Hame_~ [ s [ Fecipiert Type Details | Primary SMTP Addes
x_:; MeLovin MeLovin User Maibox Melovin@peaches.lc

i Create Filter Recipient Configuration -

Modify Recipient Scope...

2, Modify the Maximum Number of Re...
L Mew Maibox...
L= Mew Mail Conkact,.,

|, Mew Mail User,.,
2, New Distribution Group. .
#2. Mew Dynamic Distribution Group. ..

Wigw 3

Refresh
@ Help
McLovin o
() Disable
7 Remove
&4 Move Maibox. ..
UE Enable Unified Messaging. ..
Properties
EP Help

New Mailbox

O Introduction Introduction
Thiz wizard will guide you through the steps for creating a new mailbox, resource mailbozx,

- UsarlEeD linked mailbox and mail-enabling an existing user.
A Mew Mailbow

2 Choose mailbax type.
| Completion

o

Thiz mailbos is owned by 3 user to send and receive messages. This mailbox cannot be
uzed for resource scheduling.

¢ Room Mailbox

The room mailbox is for room scheduling and is not owned by a uzer. The user account
associated with resource maibox will be disabled,

¢~ Equipment Mailbox

The equipment mailbox iz for equipment zcheduling and is not owned by a uzer, The
uger account associated with the resource mailbos will be disabled.
" Linked Mailbox

Linked mailbox iz the name far a mailbox that is accessed by a security principal [user] in
a geparate, trusted forest,

Help | < Back | Hest > I Cancel
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9. Select the Existing user: radio button and click the Browse button.

New Mailbox

1 Introduction User Type
[ User Type 'ou cah create a new user of zelect an exizting user for whom you want to create a new
- railbo.
- MNew Mailbox
G Coiii Mew user
[ Completion
B " Mew uzer

o

I Browse... |

Help | < Back | Ment » I Cancel

10. Select the username of the service account and click OK.

% Select User - peaches.local
File  Wiew  Scope

Search: Find Mow  Clear

Mame = | Organizational [ nit |

_1 L, Adrniniztratar peaches. localdl zers

_1_, BES&dmin peaches. localdlsers

_1_;. IUSR_WiKNADDCZ peaches localdl zers

_1_, [wdtbd W IMADDC2 peaches. localdU zers

_1_;. Sean Grome peaches localdl zers

Cancel |

1 objectis) selected. 5 object(s) found. .:
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11. Click Next to continue mailbox creation.

New Mailbox

O Introduction Uszer Type
[ User Typs You can create a new uger of zelect an existing user for whom pou want bo create a new
rnailbos.
2 Mew Mailbos
e Mew uzer
J Completion
g  Mew user

*  Existing user

Ipeaches\BESAdmin

Help | < Back | Mext > Cancel

12. Modify the mailbox settings as desired and click Next.

New Mailbox
M Introduction Mailbox Settings
1 User Type Enter the alias for the mailbox user, and then select the mailbox location and policy settings.

[ Maibox Settings Alig:

2 Mew Mailbox
| Completion Server
[wNADDE2
Starage group:
| IFilst Storage Group -

I ailbox database:
I Mailbow D atabase

™ Managed folder mailbox policy:

I Browse...

[” Exchange ActiveSync maibox policy:

| 1

I Browse...

£3 Messaging records management is a premiurn feature and requires an Exchange
Enterprize Client Access License [CaL).

Help | < Back | Hent > I Cancel
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13. Click New to confirm the creation of the new mailbox.

H—":‘ﬁ Mew Mailbox

[ Introduction Mew Mailbox

B User Type W'hen yau click New, the fallawing mailbas will be created.
1 Mailbox Settings

[ Mew Mailbox

/| Completion

Canfiquration Sunirmary:
£ BESAdmin

Aliaz: BESAdmin

Server WINADDCZ

Storage Group: First Storage Group
tailbox O atabaze: Mailbox Databaze

Select Chil+C to copy the contents of thiz page.

Help | < Back |

Hew

Cancel

14. Click Finish after the mailbox has been successfully created.

New Mailbox

[ Introduction Completion

1 User Typs The wizard completed succeszsfully. Click Finish to close thiz wizard,

Elapzed tinne: 00:00:02

B Mailbox Settings Summany: 1 item(z]. 1 succeeded, O failed.

[ New Mailbox

: i BESAdmin
[ Completion

Exchange Management Shell command completed:

E nable-tailbox -ldentity 'peaches. local/Uzers/BESAdmin' -Aliaz 'BESAdmin'

-Databaze 'CH=Mailbox O atabaze CH=First Storage

Group, CH=nformationStore, CH=WINADDCZ CH=5ererz, CH=Exchange
Adminiztrative Group [FYDIBOHF235P0DLT ) CHN=Administrative Groups, CH=First

Organization, CH=bicrozoft

Exchange CH=5ervices CH=Configuration, D C=peaches D C=local’

Elapzed Time: 00:00:02

Select Chl+C to copy the contents of this page.

Hep | <Back  [[ Finish |

ﬁ

Caticel
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Assigning Microsoft Exchange Permissions
to the Service Account

The service account must be granted specific Microsoft Exchange permissions in
order to function, including the ability to send messages on behalf of the users in
your Microsoft Exchange organization. The following procedure describes how to
assign these permissions.

1. On an administrator workstation, click Start | Programs | Administrative
Tools | Active Directory Users and Computers.

4% Active Directory Users and Computers [_ T[]

<) Ele  Acion View ‘Window Help |;|g|5|
P EEEIEEREEE Y A

<) Active Directory Users and Computers [v
<1 saved Queries

i @ pesches ocal Mame Type Description ]
1 Buitin 7 Administrator User Built-in account For admini.,.
(21 Computers 7 BESAdmin User
(2] Domain Controllers €7 Cert Publishers Security Group ... Members of this group are. .
(] ForeignSecurityPrincipals € 0nsadming Securty Group ... DNS Administrators Group
(2] LostandFound € onsUipdateProny Secury Group ... DMS clients wha are permi...
(€] Microsoft Exchange Security Gro | €5 Damain Adwins Security Group ... Designated administrators. .
(1 Microsoft Exchange Siystem Cbie | £ Domain Computers Security Group .. All workstations and serve. .
(£ MTDS Guotas € vomain Contrallers Security Group ... All domain contrcllers in th..
(2 Program Data €Fnomain Guests Securty Group ... All domain quests
(10 system € 0omain Users Securky Group ... All domain users

43 Users £ Enterprise Admins Securty Group ... Designated administrators. ..
€7 Group Policy Creator Ow... Security Group ... Members in this group can...
& Guest User Built-in aceount For guest .,
€ HelpServicesGroup Secury Group ... Group for the Help and Su...
s e Security Group ... LIS Worker Process Group
€ [USR_WINADDC2 User Built-in accourt for anony...
£ Lwam_WINADDCZ User uilt-in accourt For Inkerm,..

rbtgt User Key Distribution Center e..
3 McLovin User
£RRAS and 145 Servers Security Group ... Servers in this group can ..
€7 schema Admins Securty Group .. Designated administrators. ..
1 Sean Griome User
sean o Security Group ...
€i5UpPPORT_38894520 User This b5 & vendor's account ...
€5 TehetClients Securky Group ... Members of this group ha. .
1 — I

2. Click the View menu and select Advanced Features, if it isn't
already enabled.

3. Right-click on the organizational unit or user container and select Properties.

Users Properties

General | Obiect | Secuity |
D Uszers

Description:

ok I Cancel Spply
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4. Click on the Security tab.

Generall Object  Security |

Group or uger names:

ﬁi Authenticated Users
ﬁi Dornain Adring [PEACHE S\Domain Admitis]

tﬁ Enterprige Admins [PEACHE SAE nterprise Admins]
P P [
Add... | Remove |

Users Properties ﬂ E I

Permizzions far Account Dperators

Allony Deny

Full Control

Read

Wwiite:

Create All Child Objects
Delete All Child Objects
Special Permizzions

click Adwanced.

For special permiszions or for advanced sethings, Advanced |

BO00Ooono
OoOooOoon

o]

Cancel | Lpply |

5. Click the Add button.

Select Users, Computers, or Groups

Select this object type:

IUsers, Groups, or Built-in security principals

From thig location:

Object Tupes...

Ipeaches.lncal

Enter the object names to select [enamples):

Locations...

I
Advanced. . |

Lheck Mames

] I Cancel

W

P
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6. Enter the name of the service account in the Enter the object names to select:
field and click OK.

select Users, Computers, or Groups ﬂ

Select thiz object type:

IUsers, Groups, or Built-in security principals Object Types...

Fram thiz lozation:

Ipeaches.local Locations. .

Enter the object names to select [examples):
EESAdmir Check Mames

PG

Advanced... | QK | Cancel

7. Click the Advanced button.

Advanced Security Settings for Users EHE I

Fermiszions IAuditingI Dwnerl Effective Permissionsl

To view more information about special permiszsions, select a permission entry, and then click Edit.

Permizsion entries;

Permizsion Inherited From
Allow BESAdmin [BESAdm... Fead <nn inherited: Thiz object anly
Allow Domain Adminz [PE...  Special <not inherited: Thiz object anly
Allow SYSTEM Full Control <not inhented: Thiz object anly
Allow Account Operators [, Create/Delete .. <not inkherited: Thiz object anly
Allow Account Operators [, Create/Delete ... <not inherited: Thiz object anly
Allow Account Operatorz [, Create/Delete ... <not inheriteds Thiz object anly
Allow Print Operatars [PEA...  Create/Delete .. <nat inherited: Thiz object anly j
Add... Edit... Bemove

I Allows inkeritable permiszions from the parent to propagate to this object and all child objects. Include
these with entries explicity defined here.

To replace all permizzion entries with the default settings, click. Default, Diefault |

Learn more about access contral.

0k I Cancel | Apply |
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8. Select the service account from the Permission entries: list and click the
Edit button.

Permission Entry for Users ﬂ |

Object | Properties I

M ame: IBES.-‘-‘«dmin [EESAdminEpeaches local) LChange... |

Apply onta: IUser objects

Kl

L
=)
£
=
)
2

Permizzions:
[ M Lo R | 2| B LA | o o)

L]

Read Permizsions
Modify Permizsions
todity Owrer

Al alidated ‘writes

All Extended Rights
Create All Child Dbjects
Delete All Child Dbjects
Allowed to Authenticate
Change Pazsword
Receive As

%
O
O
O
O
O
O
O
O
O
O

Reset Password
Send As

r Apply theze permizzions to objects and/or Clear All |

cantainers within thiz container only

aK I Cancel |

OO00O0000000O0000cC

| 4

9. Verify that the service account is listed in the Name: field and that the User
objects is selected in the Apply onto: field. Check the Allow box for the Send
As permission and click OK.

Assigning Microsoft Windows Permissions to
the Service Account

The service account must be granted specific permissions on the Microsoft Windows
server that will serve as your BES, including local administrator privileges and

the ability to log on locally and as a service. If you will be distributing the BES
components among multiple servers, then these permissions must be granted on
every server on which BES components will be installed. The following procedure
describes how to assign these permissions.
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1. On the Microsoft Windows server, click Start | Programs | Administrative
Tools | Local Security Policy.

fi Local Security Settings

File  Action Yiew Help

IS[=] 3

= |ElxB 2

{8 Local Policies
(2 Public Key Palicies

(2 Software Restriction Policies

.g IP Security Policies on Local Computer

Mame

| Descripkion

(8 account Policies

[C®Local Policies

(CIPublic Key Policies

[C50ftware Restriction Policies
.g 1P Security Policies on Local C...

Password and account lockout policies
Auditing, user rights and security options policies

Internet Protocol Security {IPSec) Administration. ...

2. Expand the Local Policies folder and select the User Rights

Assignment folder.
=] E3
File  Action Wiew Help
e = | | % B @
B security settings Policy_# | Securicy Setting | -

{8 account Policies

B8 Local Policies

§ -8 Aodit Policy

SWEE e Right: gnment
@ Security Options

(23 Public Key Palicies

(Z software Restriction Policies

lg IP Security Policies on Local Computer

Access this computer From the net. ..

Act as part of the operating system

Add workstations to dornain

Ad]ust memary quokas for a process

Allow log on locally

AIIUW log on through Terminal Ser ...

Back up files and directories

Bypass traverse checking

Change the system time

Create a pagefile

Create a token object

Create global objects

Create permanent shared objects

Debug programs

Deny access ko this computer fro...
f|Deny log on as a bakch job

Deny log on as a service

Deny log on locally

Deny log on through Terminal Ser...

Enable computer and user accoun,,.

Farce shutdown from a remobe sy, .,

Generate security audits

Impersonate a client after authen. ..

Increase scheduling priority

Load and unload device drivers

Lock pages in memory

Lng on as a batch job

Lng 0N &5 & service

ﬂ:! Manane auditinn and cecribe oo

Everyone, Administr...

LOCAL SERVICE,ME...
IUSR_BERRYSRY,A...
Administrators,Rem...
Administrators,Back.. .
Everyone, Administr ...
LOCAL SERVICE,Ad...
Administrators

Administratars,SER. ..

Administrators
SUPPORT _388945a0

SUPPORT_388945a0

Administrators
LOCAL SERVICE,ME. ..
Administratars,SER. ..
Administrators
Administrators

LOCAL SERVICE,SL...
NETWORK SERVICE

Adrinicteaknrs
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3. Right-click Log on as a service and select Properties.

Log on as a service Properties ﬂ E
Local Security Setting | Explait Thiz Setting I
g: Log on as a zemvice
=
METWORE SERVICE
Add Uszer ar Group... Bemowve |
(] | Cancel Apply

4. Click the Add User or Group button.

5. Enter the name of the service account in the Enter the object names to select:

field and click OK.

select Users, Computers, or Groups

Select this object type:

ILlsers, Groupz, or Built-in zecurity principals

Frorm thiz location:

Object Types...

Ipeaches.local

Enter the object names to zelect [examples]:

Loczations...

BESAdmir]

Advanced... |

LCheck Mames

OF I Cancel

434,

[31]




Preparing For the BES Installation

6. Click OK to close the Logon as a service Properties window.

7. Right-click Allow log on locally and select Properties.

Allow log on locally Properties E E2
Local Security Setting | Explain This Setting I

ag Allow log on locally

Admiristrators
Backup Operators
IUSE_EBERRYSRY
Pover Usgers

Users

1
Uszer or Group. . H | Eemowe

& Modifving thiz zetting may affect compatibility with clisnts, services,
and applications.

Far more information, see Allow log on locally, [E23E659)

ak Cancel Apply

8. Click the Add User or Group button.

9. Enter the name of the service account in the Enter the object names to select:
field and click OK.

Select Users, Computers, or Groups | Z ]|

Select thiz object bpe:

IUsers, Groups, or Built-in security principals Object Tepes...

From thig location:

Ipeaches.lncal Locations...

Enter the object names to select [examples):
BE Sadmin

LCheck Names

PG

Advanced... | ] 4 I Cancel |

P

10. Click OK to close the Allow logon locally Properties window.
11. Exit the Local Security Policy application.

[32]



Chapter 3

12. Click Start | Programs | Administrative Tools | Computer Management.

Dcompuervianagement MBI
Q File Action Wiew ‘Window Help |_|E’|5|

[ | &2 oE

-~ @]
(=) u

npuks
System Tools
ZI--@ Event Yiewer

Y14l

& Removable Storage
& Disk Defragmenter
g Disk Management
E]--% Services and Applications

4]

[

[+]--g-] Shared Faolders

[+-#%5 Local Users and Groups
[ o

[ame

ﬁg System Tools
& Storage

| B

&Services and Applications

13. Expand the Local Users and Groups folder and select Groups.

Q File  Action Yiew  Window

Hel

Ip

LI Computer Management M=] E3

JRETET

¢+ BmERBR|2E

Q Computer Management (Local)

L——_Iﬁ System Tools
+-{ ] Event Wiewer

Shared Folders
=¥ Local Users and Groups

a Device Manager

ce Logs and Alerk:

[Hame

| Description

Adminiskrakors
gBackup Operators
8 Distributed COM Users
@ Guests

@Network Configuration ...

@Performance Log Users

gperformance Monitor L.,

g Power Users
g Print Operators
g Rernote Desktop Users
g Replicator

Users
Q HelpServicesGroup
gTeInetCIients

Administrators have complete and u...
Backup Operators can override secu. .,
Members are allowed to launch, acti...
Guests have the same access as me. ..
Members in this group can have som...
Members of this group have remote ...
Members of this group have remote ...
Power Users possess most administr .,
Members can administer domain prin. ..
Members in this group are granted t...

Supports file replication in a domain

Users are prevented From making ac...
aroup For the Help and Support Center
Members of this group have access k..,
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14. Right-click on the Administrators group and select Add to Group.

Administrators Properties ﬂ E

General |
‘g Administrators
Description: mplete ahd unrestricted ac o the computer/darnair
Members:

Adrministrator
ﬁ PEACHES D arnain Admins

Add... | Bemove |

] I Cancel Lmply

15. Click the Add button.

Select Users, Computers, or Groups H

Select thiz object type:

IUsers of Groups Object Types...

Fram thiz lozation:

Ipeaches.local Locations...

Enter the object names to select [examples):
BES&dmit| Check Mames

P

Advanced... | QK I Cancel

o
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16. Enter the name of the service account in the Enter the object names to select:
field and click OK.

Administrators Properties ﬂ

General |

g Adminiztrators

Description: mplete and unrestiicted access ta the computer/domain

Members:

Eﬁ.dministratar

ﬁ PEACHESYBE SAdmin (BESAdmin@peaches local)
ﬁ PEACHE S%Domain Admin:

Bemawe |

1] 4 | Cancel apply

17. Click OK to close the Administrators Properties window.

Configuring Microsoft Exchange Permissions
for the Service Account

The service account must be granted additional Microsoft Exchange permissions

in order to send and receive messages as other users and to administer the
Exchange Information Store. The following procedure describes how to assign these
permissions for Microsoft Exchange Server 2007.

1. On an administrator workstation, or the Microsoft Exchange Server,
click Start | Programs | Microsoft Exchange Server 2007 | Exchange
Management Shell.
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2. Type add-exchangeadministrator "Service Account Name" -role
ViewOnly Admin and press <Enter>.

inaddc? | Scope: peaches. local

Full list of cmdlets: get—command

Only Exchange cmdlets: get—excommand

Cmdlets for a specific role: get—help —role =M% or =Mailbox*

Get general help: help

Get help for a cmdlet: help <cmdlet—-name> or {cmdlet—name> -7
Shouw guick reference guide: gquickref

Exchange team hlog: get—exblog

Show full output for a cmd: <emd> | format-list

Tip of the day #18:

Before you remove an object by using the Remove verb,. use the WhatIf parameter t
o verify the results are what you expect.

[PS8]1 C:5\Documents and Settings“Administratorradd-exchangeadministrator "BESAdmin
" —role UiewOnlyAdmin

Role

Peaches.locaI/Users/BESHdm Oprganization wide ViewOnlyAdmin
in

[FE]1 C:~Documents and Settings“Administrator>

3. Type set-mailboxserver "Exchange Server Name"|add-adpermission
-user "Service Account Name" -accessrights ExtendedRight -
extendedrights Send-As, Receive-As, ms-Exch-Store-Admin and
press <Enter>.

swAdministrator?set—mailboxserver "WINADDCZY | add-|
adpermission —user "BESAdmin" —accessrights ExtendedRight —-extendedrights Send-A
=, Receive—fiz. ms—Exch—-Btore—-Admin .
[PE]1 GC:»\Documents and Settings“Administrator>_

Enabling the Database Server to
Communicate with BES

In addition to the permissions for Active Directory and Microsoft Exchange, we
must configure specific permissions for the database that supports the Blackberry
Configuration Database. As we discussed in the previous chapter, the BlackBerry
Configuration Database can be hosted on the Microsoft SQL Server 2000 Desktop
Engine (MSDE), Microsoft SQL Server 2000 SP3a, or Microsoft SQL Server 2005. The
permissions requirement will vary based on which version of SQL Server you choose
and whether it is installed locally on the BES or remotely.
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There are two methods for authenticating with the BlackBerry Configuration
Database, either a Windows (Trusted) login using the service account or a designated
SQL login. The database user account must have the following roles to create and
manage the BlackBerry Configuration Database.

e Database Creators Role (db_create) — this role is required to create the
Blackberry Configuration Database.

e SQL Server (serveradmin) — this role is necessary to create tasks in the
Blackberry Configuration Database. The service account does not need access
to the SQL System Administrator account.

To update and maintain the Blackberry Configuration Database the database user
account requires the following roles:

e SQL Server (serveradmin)
e Database Role (db_owner)

If you choose to use a local MSDE 2000 installation to host your Blackberry
Configuration Database, the required roles are automatically assigned when the
service account is assigned local Administrator privileges on the Windows

server —no additional actions are required to assign database permissions. Selecting
the Windows Trusted authentication option during BES installation also assigns the
required permissions to the user account that executes the installation program.

Configuring Microsoft SQL Server 2005

If you opt to use Microsoft SQL Server 2005, you must perform the following
actions to assign the appropriate database permissions and privileges. There are two
methods to assign permissions; permissions may either be assigned to a Windows
account or to an SQL login account. Follow the appropriate instructions below based
on your preference.
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Assigning a Server Role to the Service Account for
Windows (Trusted) Authentication

1. On a workstation

with Microsoft SQL Server Management Studio,

click Start | Programs | Microsoft SQL Server 2005 | SQL Server
Management Studio.

Microsoft SOL Server Management Studio

Elle  Edit View Tools ‘Window Community Help

Stew query | Oy |5 B0 i | O |5 H @ B 6 BB o

or - X

< leieml

Summary | -~ X
Connect = EWER-d - @lRepart ~
= [‘s WINADDC (SGL Server 9.0.1399 - PEACHES admi
3] Datab ini
. [ WINADDC (SQL Server 9.0.1399 - PEACHES\administrator)
3 Server Objects WINADDC 7 Ikemis)
@ Rreplication
L3 Management
[ Matification Services Name |
(B squ server ngent {agent xPs disabled) [
3 security
(3 5erver Objects
(3 replication
(3 Management

(3 Matification Services
@SQL Server Agent (Agent xPs disabled)

Ready

2. Expand the Security option.

§ ) mew query | Oy [ o7 P 5| O |

B [3 Security
[ Logins
3 Server Rales
[C3 Credertials

3 Server Objects

3 Replication

3 Management

3 Matification Services

1 |

@) S0L Server Agent (Agent XPs disabled)

. Microsoft SQL Server Management Studio

File  Edit  Wiew Tools Window  Community  Help

EEABREERESF

- 1 X Summary] =
h @ : ?| ist |- Repgrt -
Security
WINADDC! Security 3 Item(s)

Mame

] Logins
[0 server Roles
[ Credentials

Ready

[38]



Chapter 3

3. Right-click on Logins and select New Login.

Server Roles
User Mapping
Securables
Statuz

Server
wiNiboe e ]

PEACHE S%adrninistrator

3 View connection properties
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4. Enter the service account username in the Login name: field as
DOMAIN\username.

E Login - New

Server Roles
124 Uszer Mapping
Securables o i uthentication

authentication

Server
WwNADDC

Comecten Detaul >
PEACHE 5\adrninistrator

iﬁ Wiew connection properties

@ Error occured
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5. Select Server Roles from the Select a page section, click the check box for the
following roles and click OK.

°  dbcreator
°  serveradmin
° sysadmin

E Login Properties - PEACHES,BESAdmin

Selectapage : =5 Seript Help
2 General
2 [Server HDh?S Server role iz uzed to grant server-wide security privileges ta a user.
ZF User Mapping
2 Securables
2 Status Server roles:
[ bulkadmin
[l dbereator
[ dizkadmin

[ processadmin
[ zecuritpadrmin
¥l zerveradmin

[ zetupadrin

i

Connection

Server
wiMADDC

Connechion:
PEACHES \adminiztratar

1!;? Wiew connection properties

Feady

ak. I Cancel |

4

[41]



Preparing For the BES Installation

Assigning a Server Role to a SQL Login for SQL
authentication

1. On a workstation with Microsoft SQL Server Management Studio,
click Start | Programs | Microsoft SQL Server 2005 | SQL Server

Management Studio.

crosoft SOL Server Management Studio
Eile  Edit Wwiew Tools Window  Community  Help
P wencuery |0 |BBE L SEHRBORESg
Summary | - X
CgﬂﬂECt"SE " AT BHEaT t |+ EReport ~
Bl [ WINADDC (SQL Server 9.0,1393 - PEACHES!admi
[@ Databases .
e [ WINADDC (SQL Server 9.0.1399 - PEACHES\administrator)
[ Server Cbiects WINADDC 7 Item(s)
@ Replication
[ Management
3 Motification Services Hame |
[ sQL Server Agent (Agent %Ps disabled) =
L security
A server Objects
A Replication
CAManagement
CiMotification Services
[Eys0L server agent (Agent #Ps disabled)
< | i
Ready A

2. Expand the Security option.

icrosoft SQL Server Management Studio
File Edit Wew Tools ‘Window Community Help
Dhewuery |0y | BABE D SHS B ERES
Object Explorer Summary] > X
Connect ~ | 2 e JE] : List |+ JRepgrt -
[ Databases 1 i
= [ Security Lj Securlty
[ Logins WINADDCSecurity 3 Tremis)
[_d Server Roles
[ Credentials
[ Server Objects Marne |
1 Replication [dLogins
[ Management [ Server Roles
[ Motification Services [ Credentials
u% SQL Server Agent (Agent XPs disabled)
< | i
Ready A
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3. Right-click on Logins and select New Login.

Server Foles
Uzer Mapping
Securables
Statuz

Server
e -
Conpecion i > ]

PEACHES \adriniztrator

!E Wiew connection properties

"
7" Ready

San®
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4. Select the SQL Server authentication radio button, enter the account name in
the Login name: field, and un-check Enforce password expiration.

elect apage

=T B3

Es Script = Help

General
Server Roles
25 User Mapping
Securables

2 Status

I

Connection

PEACHES \adminiztrator
Sﬂ "Wiew connection properties

Feady

Login name:

Ibesdbadmin

" windows authentication

S0L Server authentication

Search... |

Pasaward: |nnunn

Confirm password: quuuu

[¥| Enforce password policy

] iEnforce password expiration:

= Wser must change password at nest [ogin

I apped ta certificate

Certificate nane: I

I apped to asymmetic key

Key name: I

Server
WINADDC Default databaze: I nazter
Connection: Default language: |<default>

o]

Cancel |

A
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5. Select Server Roles from the Select a page section, click the check box for the
following roles and click OK.

°  dbcreator
°  serveradmin
°  sysadmin
E Login - New =] B3

Select apage : 5 Seript ~ Help
2P General

27 [Server Roles
' User Mapping
2P Securables
2 Status Server roles:

O bulkadmin
[w] dbcreator

O diskadmin
O proceszadmin
O secuntyadmin
[w] serveradmin
[ =etupadmin

Server role iz uzed to grant zerver-wide zecurity privileges to a uzer.

Connection

Server
WINADDC

Connection:
PEACHE Shadminiztrator

1‘!} Wiew connection properties

Ready

Ok I Cancel |

4
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Summary

In this chapter, we have completed the prerequisite configurations for Active
Directory, Microsoft Exchange, and SQL Server. We have created the service account
that will be used to administer the BlackBerry Enterprise Server and assigned the
necessary administrative, messaging, and database permissions. In the next chapter,
we will dive into the installation of the BlackBerry Enterprise Server.
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Microsoft Exchange

Now that we've completed all of the pre-requisite tasks, we are ready to install the
BlackBerry Enterprise Server. This chapter will cover the installation process step-
by-step, providing the information you need to deploy BES within your corporate
environment. The installation process should be performed using the service account
we created in the previous chapter, as it has the necessary permissions to complete
the installation.

The Installation Process

Prior to beginning the installation, it's important to ensure that you have all of the
information you will need. You should have the installation files, provided on CD
or downloaded on the server that will host BES, as well as the license key and SRP
information for your server.

Log on to the server using the service account.
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Launch the installation program either from the Blackberry Enterprise Server
Installation CD or the downloaded files.

%z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation o BlackBerry.
& License Agreement In Progress
Setup Type r— Custamer |nformation
Uzer narne: IFIIM
Drganization: IHesealch in Motion
Country/R egion: ILInited States j

r— Licenze Sgreement

BLACKBERRY ENTERPRISE SERVER SOFTWARE i’
LICENSE AGREEMENT

This BlackBerry Enterprise Server Software License Agreement (the
“Agreement”) 15 a legal agreement hetween you indradually, or if you
are authorized to acquire the Software on behalf of vour company or
another organization, then on behalf of the entity for whose benefit vou
act (“You™) and Research In Motion Larmated “RIM™) {together the
“Parties” and ndividually a “Party”™). BY INDICATING YOUR
ACCEPTANCE BY CLICKING OM THE APPROPRIATE
BUTTON BELOW, OR BY INSTALLING, ACTIVATING OR
USING THE SOFTWARE, YOU ARE AGREEING TC BE BOUND
BY THE TERMS OF THIS AGREEMENT. IF YOU HAVE ANY
QUESTIONS OR COMCERNI ABQUT THE TERMS OF THIZ LI

AT TR AAT LT T 104 AT SR T A e TR TIT 4

] accept the terms in the license agreement ;

| do not accept the terms in the licehse agreement.

Back | Hest I Cancel |

The License Agreement screen is used to enter your organization's information and
to confirm your acceptance of the software license agreement.

Enter a name in the User name: field. This is not the service account name; rather it is
a name that will be used to identify your installation.

Enter the name of your company in the Organization: field.

Select your country and region in the Country/Region: pull-down.

[48]



Chapter 4

Click the I accept the terms in the license agreement radio button and click Next.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation

*zBlackBerry.

f Licensze Agreement
& Setup Type

Complete
In Progress

Select the components that you want to install.

Click a component in the list to view a descrption,
Select a BlackBemy Inztant Messaging Connector for your inztant messaging application.

—Setup Type

r— Inztant Meszaging Connector

ey Enterpr
BlackBemny MDS Services

BlackBerny Manager

BlackBerny sttachment Service
BlackBernmy Router

BlackBermy MDS5 Connection Service
BlackBerny Collaboration Service

BlackBermy Enterprize Server with MDS Servic...

|BM® Lotus® S ametime®
Movel® Groupwise® Messenger
Windows® Meszenger
Microzoft® Office Communicator
MNaone

— Feature Description

Thiz zetup type inztallz all BlackB ey components, except the BlackBerry MOS Services.

Back | et I LCancel |

The Setup Type screen allows you to customize the BES components that will be
installed on the server.

Select your installation type from the Setup Type field. Refer to the Feature
Description field for a description of the components that will be installed for the
selected Setup Type.

Select the type of instant messaging server you wish to install, if any, from the
Instant Messaging Connector field.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation =§:Btackaeﬂ—yu
~/ License dugreement Complete
‘/ Setup Tupe Complete —Apache Licenze Agreement
& Apache License In Progress - -
Preinstalation Chec, Copyright 2005 Research In Motion j
Ingtallation Info ) . . )
MSDE Optin Licensed under the Apache License, Version 2.0 (the "License™;

you may not use this file except in compliance with the License.

Inztallation Sumrnan i :
o fou may obtain a copy of the License at

Inztall

=http: A, apache. orgflicenses/LICENSE-2.0=

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS [3" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.
See the License for the specific language governing permissions and
limitations under the License.

Apache License
Yersion 2.0, January 2004

http:fwnnney apache orglicenses!

-
et I PN T NN STAT T RSN N RS ST T ] e R P R R T Y _I

¢ || accept the tems in the license agreement:

(" | do ot accept the berms in the license agreement.

Back | Mext I Lancel |

The Apache License screen is used to confirm your acceptance of the Apache License
that governs several of the components that are bundled with BES.

Click the, I accept the terms in the license agreement radio button to accept the
Apache License.
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Click Next to continue.

==z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25}

BlackBerry® Enterprise Server Installation ’-’*'B!ackBerry.

‘/ License Agresment Complete Freinstallation Checklist

~/ Setup Type Complete -
' Bpache Licenss Camplete System Information
& Freinstallation Chee...  In Pragress ® (perating Spstern: Windows 2003 Terminal Server Service Pack 2
|nstallation Infa @ Previous installation of the BlackBermy Enterprize Server companents: not detected
MSDE Option
Installation Summary Prerequisite Component Installation Information
Irstall &Java'@ Runtime Ervironment [JRE) Wersion 5.0 Update 11 not detected.

B Action: The setup progranm will install JRE Yersion 5.0 Update 11.
A Required version of Microsoft® XML Parser not detected.
P Action: The zetup progranm will install Microsoft® =ML Parser and SDK Yerzion 4.0 5P2.
\!”Min::rosoft'E NET Wersion 1.7 detected.
V( Collaboration D ata Object ibrary ([COO0.dIl) Wersion 6.5 detected,
V( Microzoft® Exchange Server detected (mapi22.dll Version £.5.7340].
_i\, If pou use SMMP monitoring, you must install the SMMP service before you install the BlackB en|

<1 | I
Back | Hest I Cancel |

The Pre-Install Check List screen displays a summary of the pre-requisite
components detected by the installation program. At this point, the installation
program will install specific components if they are missing, including the Java
Runtime Environment and the MSXML Parser and SDK. The installation program
will also confirm the version information for the Collaboration Data Objects and
MAPI subsystem.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25}

BlackBerry® Enterprise Server Installation BlackBerry.

\/ Licenze Agreement Complete

v" Setup Type Complete — Microsoft \Windows Login Information
f Apache Licenze Complete -
- |PEACHESBESA
\/ Freinstallation Chec...  Complete Emmuntt I i
& Inztallation Info In Progress P d_lmmmﬂ
MSDE Option Lasswaid

Inztallation Summary
Install

— Installation Folder

C:%Program Files\Rezearch In Motion\ElackBeny Enterprize Browse... |
Servery

— Log File Folder

C:\Program Files\Research In MotiohBlackBemy Enterprize Browse... |

ServeriLogs',

— BlackBery Enterprize Server

I ame; BERRYSHY

Back | Mext I Cancel |

The Installation Info screen displays the basic installation configuration details for
the BES installation.

Enter the password for the service account in the Password: field.

If desired, change the install location by clicking the Browse button in the
Installation folder section and selecting a different location.

If desired, change the log file location by clicking the Browse button in the Log file
folder section and selecting a different location.

Enter the hostname of the BlackBerry Enterprise Server in the Name: field of the
BlackBerry Enterprise Server section.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation

BlackBerry.

~/ License Agreement

¢ Setup Type

V/ Apache License

' Preinstallation Chec..

~/ Inztallation Info

& MSDE Option
Ingtallation Summarny
Install

Complete
Complete
Complete
Complete
Complete
In Progress

The BlackBerry Enterprize Server requires that pou hawve MSDE 2000 on your local computer or
Microzoft® SOL Server™ [Microzoft SAL Server 2000 or higher] on & remote computer.

Dioyoutwant to Inzstall MSDE 2000 Locally?

(% ies, | want to install WSDE 2000 locally

" Mo, | want to uze a remote Microsoft® SOL Serer™.

Back

| Mext I

LCancel |

The MSDE Option screen provides the option to install the Microsoft SQL Server
2000 Desktop Engine, if desired.

Select the desired SQL server from the Do You Want to Install MSDE 2000

Locally? section.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25)

BlackBerry® Enterprise Server Installation ’-*BIackBerry.

\/ License Agreement Complete

Installation Summary

\/ Setup Type Complete Installation Summar

V/ Apache License Complete Before starting the installation process, verify that the following information is corect. To make a ch.
' Preinstallation Chee..  Camplete

o Installation Info Complete User name: RIM

V/ MSDE Optian Complete Organization: Research in Mation

& |matallstion Summary  In Progress Country/region: United States

Instal Setup type: BlackBermy Enterprize Server
Instant meszaging conhector: Mone
Praduct versior: 4.1.4 [Bundle 25)
BlackBerny server name: BERRYSRY

Destination folder.
C:\Program Files'Research In MaotionhBlackBermy Enterprise Servert,

Log Folder:
C:%Program FileshRezearch In Motion\BlackBerny Enterprize ServerLogsh

Service logon domain: PEACHES
Service logon account; BE SAdmin
Service logon password: <not show:
Ingtalling MSDE.

4 | i

LCancel |

The Installation Summary screen displays a summary of all of the installation
options selected up to this point. Review the summary and, if necessary, return to the
previous screens to make any desired corrections.
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Click Next to begin the installation.

BlackBerry® Enterprise Server Installation ’5-'BtackBer.‘].c

=z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25}

V/ Licensze Agreement

\/ Setup Type
v Apache License

~/ Installation Info
" MSOE Option

V/ Ingtallation Summary
& |nstal

~/ Preinztallation Chec...

Complete
Complete
Complets
Complete
Complete
Complete
Complete
In Prooress

The zetup prograr is now installing the BlackE emy Enterprise Server files and the required
third-party applications.

r—Inztallation Status

Praduct | Statuz

Microzaft SQL Server Desklop Engine Complete
MS=ML 4.0 5P2 Parser and SDE. Complete
J25E Runtire Environrment 5.0 Update 11 Complete
BlackBermy Enterprize Server Complete

S installations are complete. The setup program will continue after the server is restarted.
Click Continue ta exit.

Continue I Cancel

The Install screen displays the installation progress for the selected components.
Once the initial installation is complete, the installation program will prompt you to

restart the server.

Click Continue once the Installation status field displays Complete for all products.

Do you wank Eo restark wour compuker nowe

BlackBerry Enterprise Server Installation E I

"j Faor the inskallation process ko continue aukamatically, you musk restart your compuket,
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Click Yes on the BlackBerry Enterprise Server Installation dialog box to restart the
server; after the server has restarted, login using the service account. The installation
program will start automatically with additional installation activities.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation "-"B!ackﬂerry.

\f Licenze Agreement
\f Setup Type
' Apache License

+ Installation Infa
+ MSDE Option
\f’ Installation Summary
sf Inztall
& Database Setting
Lizense Key
SRP Address
SRP Setting
WwiLaM SRF Setting

Secure Pazsword
Proxy Information
Start Service

" Preinstallation Chee..

WLAN OTA Activat...

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Progress

Specify the values that you want ko use faor the BlackBermy Configuration Databaze.

Tupe the Microzaft® SOL Server™ name in one of the following farmats:
<host:< Microsoft SOL Server instance> or <host:

= Database Location

" Bemote

— Database Information

[¥ Back up existing database to the default lozation before performing database updates.

Microzoft SOL Server name:

|BERRYSRY
Database hame: Fart:
|BESMamt J1433

Data directory:

Ic:\Proglam Fileshticrozoft SOL ServertSSALAData Browse... |

Backup directorny:

Ic:\Program FilesMicrozoft SOL ServeritS5GLAData Browsze. .. |

r Databaze Authentication
Authentication method: % windows [tusted) " 501 authentication

SOL uger name: Paszword:

Mest I LCancel

The Database Setting screen is used to record the BlackBerry Configuration
Database settings.

Select the appropriate radio button in the Database location section.

Enter the name of the database server in the Microsoft SQL server name: field.
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Enter the name of the database instance in the Database name: field, or accept the
default of BESMgmt.

Enter the network port in the Port: field, or accept the default of 1433.

If desired, change the data directory or backup directory locations by clicking the
Browse button in the appropriate section and selecting a different location.

Select the appropriate database authentication method based on whether you
assigned privileges to the service account or created an SQL login. If you created
an SQL login, enter the username and password in the SQL user name: and
Password: fields.

Click Next to continue.

BlackBerry Enterprise Server Installation |

\?2 The database 'BESMamt' does not currently exist, Do wou want bo create ik?

1w |

The installation program will verify the settings you enter on this page by attempting
to connect to the specified database. If you receive an error after clicking Next, you
must correct your configuration settings before proceeding. If the database settings
are correct, the installation program will prompt you to create the BlackBerry
Configuration Database in the specified instance. Click Yes to initiate the

database setup.
| BlackBerry Enterprise Server Installation @

L] E Database created successhully
L
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The installation program will provide you with a confirmation that the database was
successfully created. Click OK to close the confirmation dialog box.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation =2z BlackBerry.
\/ Licensze Agreement Complete
\f Setup Type Carmplete
\/ Apache License Complete
\f Preinstallation Chec...  Complete
¥/, Instalalion .Info Complste Type the Client Azcess License [CAL] kep that is printed on pour installation CO
+ MSDE Option Complete of that was provided to you.
\f Installation Summary  Complete
o Irstal Complete
\f Databaze Setting Carmplete
& License Key In Progress
SRP Address
SRP Setting

r CAL Key

WLAN SRP Sefting
WwiLaM DT Activat...
Secure Pazaword
Prowry Information
Start Service

Back | Mest I LCancel

The License Key screen is used to enter the license key provided when you
purchased the BlackBerry Enterprise Server software.
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Enter the license key in the CAL Key field and click Next.

=% BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25)

BlackBerry® Enterprise Server Installation srz BlackBerry.
q” Licenze Agreement Complete
q" Setup Type Complete
V/ ApéChe LIC.FEI"ISE Complete Llging the SRP authentication information provided with your sofbware,
o Preinstallation Chec...  Complete type the SRP address fior the physical location of your BlackBemy device uzers.
o Installation Info Complete Ta test the availability of the BlackBermy® Infrastiucture, click Test Mebwork Connection,
q” MSDE Option Complete
q" Installation Summary  Complete
q” Inztall Complete
~/ Databaze Setting Complete
q" License key Complete —SRP Addie
& SAP Addiess In Progress

SRP Setting Hast: |#rp.us.blackbemy.net

WLAM SHP Setting
WfLAM OTA Activat...
Secure Password
Prosy Information
Start Service

Test Metwork Connection

Test result:

Attempling to connect to ﬂ
zrp.uz. blackberry. net [206.51.26.33), part 31071

Successul

Attempling to connect to

zrp.uz. blackberry. net [204.187 87.33), port 31071

Successiul

|

Back | Hext | LCancel |

The SRP Address screen is used to enter the address for the appropriate BlackBerry
Infrastructure site, based on the geographic location of your BlackBerry users and
your BlackBerry Enterprise Server.
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Enter the SRP address in the Host: field and click Test Network Connection. If
successful, click Next to continue.

BlackBerry® Enterprise Server Installation

=2z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25)

*2zBlackBerry.

\/ License Agreement

\/ Setup Type
\/ Apache Licenze

o Installation Inia
" MSOE Option
\/ Inztallation Surnmary
\/ Inztall
\/ [atabase Setting
\/ License Fey
 GRP Address
& SAP Setting

WLAN SRP Setting

Secure Password
Prosy Infarmation
Start Service

" Preinstallation Chec. .

WLAN OTA Activat...

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Pragress

To zpecify how wou want the BlackBermy Enterprize Server to communicate with the
BlackBemy® Infrastructure, type the SRF identifier and authentication key
provided with your software.

r SRP authentication [nfarmation

SRF identifier: ||

Import SRP [nformation |

SRP authentication key: I

Host routing information: I

Mote: Type a walue for the Hozt Fouting [nfarmation figld only if pour installation CO- specifies
ohe of if your software vendor provided one to pau.

Walidate SRP Key ahd 1D

Back

| Mext I

LCancel |

The SRP Setting screen is used to specify the Service Routing Protocol information

for your BES.

Enter the SRP information provided with your BlackBerry software in the SRP
Identifier: and SRP Authentication Key: fields. If your SRP information has been
provided electronically, click the Import SRP Information button to import this
information. If applicable, complete the Host Routing Information: field.
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Click the Validate SRP Key and ID button to confirm the information you

have entered.

L]
1 ) SRP Keyw and ID are Yalid,

BlackBerry Enterprise Server Installation I

Click OK to close the confirmation dialog box and click Next on the SRP Setting

screen to continue.

Microsoft Exchange Server

icrozoft Exchange server:

General |Ad'¢anced| Dial-Up Networkingl Remate MaiII

[wwiNaDDCH
I ailbos:

[BESAdmin Check Name |

—when starting
* Automatically detect connection state
" Manually control connection state

[T Chooge the connection type when starting

Default connection state
{% Connect with the netwark,

Wtk offiine and use dial-up netwaorking

| 30| Seconds Until Server Connection Timeout

]|

Ok I Cancel | Apply

Help

The Microsoft Exchange Server screen confirms the Microsoft Exchange credentials
and settings for the BlackBerry Enterprise Server service account.

Enter your Exchange server hostname in the Microsoft Exchange server: field.
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Enter the mailbox name for your service account in the Mailbox: field. This is
typically the same as the username for the service account.

Click the Check Name button and click OK to continue.

BlackBerry® Enterprise Server Installation

=2z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25}

*izBlackBerry.

q” License Agreement

V/ Setup Type
" Apache License

q” Inztallation Info

" MSDE Dption

o Installation Summary
W Install

q” Database Setting
V/ Licenze Key

" GRP Addiess

" SRP Setting

& WLAN SAP Sefting

Secure Pagsword
Prawy [nformation
Start Service

' Preinstallation Chee...

WLAN OTA Activat...

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Progress

Optional:
Configure for WLaM-only uze

Select thiz option if each BlackBery Enterprise Server that pou add to the following list has only
WA -bazed BlackEemy devices.

I pou select thiz option, camier-based BlackBermy devices on the BlackBemy Enterprize Servers that
wou add to the ligt will not have data communication enabled on the camer nebworks,

r SRE Authentication Information
SRPID [SRP key |
Add to list I oclify | [elete from list |

Back

| Mest I

LCancel |

The WLAN SRP Setting screen is used for WLAN-only implementations of
BlackBerry Enterprise Server. This is an implementation option used by enterprises
that deploy BlackBerries that rely on WLAN for data access and utilize SIP-based IP
telephony for voice services. This method will not be described in this book.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation

"2*BlackBerry.

~/ License Agreement

¢ Setup Type
V/ Apache License

~/ Inztallation Info

" MSDE Option

\/ Ingtallation Summarny
¥ Instal

~/ Database Setting
\/ Licenze Key

" SRP address

" SRF Setting

o wLAN SRP Setting

Secure Password
Frosy Information
Start Service

' Preinstallation Chec..

& wiLaN OTA Activat...

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Progressz

T o zsupport the wireless enterprise activation feature for BlackBery devices in your wLAN
environment, type the SMTF connection settings that the BlackBemmy Enterprise Server uses fior the

activahion process.

[ llow wireless activation in my WLAN environment :

"] Black all serial hypass traffic, excent wireless activation taffic. in my WLAN envianment.

— Activation Gateway Setting

€ Lse i Lookup to obtain the SMTE server

= Explicitly provide the Sk TP serven name and port number.

Server name: Server port:
| I°
SMTF login name; SMTP paszword:

From address for ETP messages:

['omains that ETP meszages can be zent bo: [empty hield for no filkenng)

[omain Hame | A
fdodify
[elets
Back | Mext I LCancel |

The WLAN OTA Activation screen is also used for WLAN-only implementations of
BlackBerry Enterprise Server to configure wireless enterprise activation.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation 'E:BIECKBEIT}’.

" License Agreement
\f’ Setup Type
»f Apache Licenze

v Installation Infa

" MSDE Option

\f Installation Summary
v Inztal

' Database Satting
" License Key

" SAP Address

v SAP Setting
 WLAN SRP Setting

= Secure Pazzword
Prosy Infarmation
Start Service

 Preinstallation Che..

v WLAN OTA Activat .

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Progress

Pleaze type the host information for the Ingtant Meszaging Connector server.

r— Inztant Mezzaging Connector settings

Huzt: I
Port: ID
— Dffice Communicator YWeb Aocess Sener Sethings
Hiat: I
Tranzport;  HTTRS € HTTR

HTTR Bart: ISD

Optional: You should create a password to override the default pazsword that iz designed to secure
conmmunication between the BlackBery Enterprize: Server and the BlackBemy Enterprize Server
components [the BlackBeny Collaboration Service and the BlackEerny MDS Connection Service].

Communication Password

[~ want bo ovemde default communication passwond

Pazsword: I

Confirm pazswond: I

Back

| Mext I

LCancel |

The Secure Password screen is used to configure enterprise instant messenger
settings and the default secure password setting. The secure password is used for
authentication and communication between BlackBerry Enterprise Server and the
distributed components. Our implementation will not be using instant messaging
services and we don't want to change the default password, so there is no need to
modify the settings on this page.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25)

BlackBerry® Enterprise Server Installation

2z BlackBerry.

o License Agieement
\f Setup Type
V{ Apache Licenze

q” Inztallation Info

" MESDE Option

' Installation Summary
q” Inztall

" Database Setting
' Licerse Key

' SRP Address

+ SRP Setting

W wLAN SRP Setting

o Secure Passward
= Prozy Information
Start Service

o Preinstallation Chee...

W WLAN OTA Activat...

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Progress

— Prosy Information

IF you Lise a prosy server bo connect bo the Internet.
select the Turn on prosy settings checkbox Type the host name and port settings.

Host name: I

Poit; I

S50 port; I

Back | Hext I

LCancel |

The Proxy Information screen is used to configure proxy server settings. If your BES
must connect to a proxy server in order to access the Internet, this screen is used to
enter that information. If this is necessary, click the Turn on proxy settings check box
and enter your proxy server information in the fields below.
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Click Next to continue.

=z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25)

BlackBerry® Enterprise Server Installation =zz BlackBerry.
y/ Licensze Agreement Complete
V{ Setup Type Complete _ .
‘/ Apache License Complate ?etup = ready to conﬂgyre the_program features.
- ” o verify or chatge settings, click Back.
\( Preinstallation Chec...  Complete Click “Start Service to apply the configuration and settings pou entered.
V{ Installation Info Complete
\/ MSDE DOption Complete
~/ Installation Surmary  Complete — Fieadme File
q” Install Complete Do pou want to zee the readme file?
V, Datahase Sefting Complete [~ ies, | want to see the readme file:
\/ License key Complete
\f SAP Address Complete — Gemihs
»/ SAP Setting . Complete To start the BlackBery Enterprise Server, select the Start Service.
v‘d WLaM SRAP Setting  Complete
o WLAN OTA Activat.. Complete ¥ Start Servics
q” Secure Password Complete Start Service Besult
V{ Prosy Information Complete
& Start Service In Progress ;I
L
Back | Stark Service I LCancel |

The Start Service screen is the last screen in the installation process, allowing you to

start the services that have been installed.

If desired, check the Yes, I want to see the readme file. check box to read the

release notes.

Click the Start Service check box to start the BlackBerry Enterprise Server services

and click the Start Service button.

Click the Finish button when the services have successfully started.
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Summary

Congratulations! You have successfully completed the installation of BlackBerry
Enterprise Server, created the BlackBerry Configuration Database, and validated
your connection to the BlackBerry Infrastructure. The job is far from over, though.
In the next chapter, we will be covering the process of configuring your BES
environment and provisioning users.
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Provisioning BlackBerry
Users and Devices

In the previous chapter, we successfully completed our installation of Blackberry
Enterprise Server. This chapter will provide you with the information you need to
get your users started on BES. Specifically, we are going to cover administrative user
roles, the steps to provision user accounts on BES and the methods that can be used
to activate BlackBerry handhelds.

Administrative Roles

Now that you have BES installed, you will have to start dealing with the
day-to-day tasks of managing those mobile users and their associated devices.
Hopefully all of that work won't fall on the shoulders of one person, especially

if you're planning a large BlackBerry rollout. RIM has developed BES with the
assumption that enterprises have many different roles in their IT organization,
ranging from help desk personnel to application server administrators. To support
complex IT organizations, BES includes role-based administration, with six
pre-defined administrative roles, each with a specific set of permissions and
capabilities. The table below lists the default administrative roles and a description
of their capabilities.



Provisioning BlackBerry Users and Devices

Administrative Role

Description

Security Administrator

rim db admin security

Enterprise Administrator

rim db admin enterprise

Device Administrator

rim db_admin_ handheld

Senior Helpdesk Administrator

rim db _admin sr helpdesk

Junior Helpdesk Administrator

rim_db admin_ jr helpdesk

Audit

rim db admin audit_
<role>

This is the overarching administrative role, with

the permissions to administer all aspects of the

BES environment, including security settings (role
membership, licensing, and encryption settings) that
are not available to other administrators.

This is the most privileged role after the Security
Administrator, who is delegated the ability to perform
most administrative functions, except for the security
settings that are limited to the Security Administrator.

This administrative role is focused on the capabilities
required to manage user accounts and mobile devices.
This includes the ability to set configurations for
software, third-party applications, and other settings
that are sent out to the BlackBerry devices.

This administrative role has the permission to perform
all user management tasks, as well as managing IT
policies, and IT administration commands (such as
remote device wipe).

Aside from the Audit roles, this is the least privileged
administrative account, with the ability to perform
basic user management (such as wireless activation)
and re-sending IT policies and service books.

The Audit roles are "read-only" versions of the other
administrative roles, providing the ability to train new
administrators without allowing them to make any
changes to BES.

Assigning Administrative Roles

Administrative roles are assigned to database users, which can be associated with
either Microsoft Windows users or groups, or SQL logins. This provides some
flexibility in the way administrators are provisioned for BES. It is recommended that
you assign administrative roles to Windows groups, as this reduces the number of
locations to manage administrative users. Administrative roles may be assigned to
existing database users or new database users. The following sections describe both
methods for assigning administrative roles.
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Assigning Administrative Roles to Existing

Database Users

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

#: BlackBerry Manager-Security Administrator Authority

Ele Edit Tools Wew Help
ESExplorer View ‘ % m
Enploter Yiew % ||| @obal | Servers | Useraropslist | Alllsers | Rols Adminstration | Software Configurations |

E--@D BlackBerry Domain
= Servers
& e BlackBerry Manager
-B BERRYSRV_MDS-C5_1

- B User Groups
4 BlackBerry Group Edit Properties
5 Local Ports (Device Management] =
A| common @®
8
g ¥ Eind User
3 Find Handhel
Account @
Service Control & Custornization @
K [ 3 *:BlackBerry.

E

2. Select BlackBerry Domain from the left-hand window.

3. Select the Role Administration tab and select the role that you want
to assign.

7 BlackBerry Manager-Security Administrator Authority [_[C[x]
Eilz=  Edit Toadls Wiew Help
B Euplorer Yiew ‘ % m
- x ‘ | Giobal | Servers | UserGroupslist | AllUsers | Role Administration |  Softwars Configurstions
E1-@) ElackBzrry Damain Role Mame [ Mumber of Administrators [
i servers 2 rim_db_acmin_secrity o
[ seRrvsRy osrim_db_admin_audit_sewurit 0
L [F BERRYSRY MDS-CS_1 || 2
“<rim_db_admin_enterprise

B+ User Groups
&@ BlackBery aroup o rim_dh_admin_audit_enterprise

5 Local Parts (Device Management rim_cb_admin_handheld
s rim_db_admin_sudit_handheld

o
o
o
o3 rim_db_admin_sr_helpdesk o
o3 rim_db_admin_sudit_sr_helpdask o
23 rim_db_admin_jr_helpdesk o
%rim_db_adm\n_audit_]r_he\pdesk a

Role Hame: rim_db_adimin_erterprise Humber of Administrators: 0

2 BlackBer: T/ common ®
ké A

2 - -

K| List Administrators

$ 3 add Administrators

¥ Remove Administrators

| £ BlackBerry.
List the administrators that are assigned to the selscted role. £ 7
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4. Select List Administrators.

BlackBerry Role to Administrator Mapping E I

i rim_db_admin_security @ BUILTINW ciministratars
g rim_db_admin_audit_security O =a

& rim_db_admin_enterprize

& rim_dh_admin_audit_enterprize
& rim_db_admin_handheld

g rim_db_admin_audit_handheld

& rim_db_admin_sr_helpdesk

& rim_dh_admin_audit_sr_helpdesk
& rim_db_admin_jr_helpdesk

i rim_db_admin_audt_jr_helpdesk

[0]24 I Cancel

5. Select the database user that you want to assign to the role and click OK.

Assigning Administrative Roles to New Database

Users

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

2= BlackBerry Manager-Security Administrator Authority
Fle Edit Inols Yiew Help
‘%Exp\orer View | b m
Exploter Yiew ||/ Giobal | Servers | Usercroupsiist | AllUsers | Role Administration | Softwars Configurations |
@
{25 Local Ports (Device Management BIackBerry Ma nager
Eciit Properties
I comman ®
s
g % Find User
J Eind Handheld
Account ()
Service Control & Customization @
4| | =2t BlackBerry.
= 4
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2. Select BlackBerry Domain from the left-hand window.

3. Select the Role Administration tab and select the role that you want
to assign.

# BlackBerry Manager-Security Administrator Authority

Fle Edit Tools View Help

Explorer iew x || Global | Servers User Groups List ‘ All Users Rale Administration ‘ Software Configurations

@ BlackBarry Domain Rals Name [ Muraber of Administratars |

5 Local Ports (Device Management [y ——
Fayrim_db_admin_audit_security
a3 rim_db_sdmin_enterprise

rim_dh_admin_sudit_enterprise

o

1

0

n_db_admin_handheld 1
rim_db_admin_audit_handheld 0
Eoyrim_db_admin_sr_helpdesk 0
[@oyrim_db_admin_audit_sr_helpdesk 0
%rim_db_admm _ir_helpdesk, 1]
%rim_db_admm_audit -_ir_helpdesk 1]

| Role Hame: rim_db_admin_handheld Humber of Administrators: 1
F=- BlackBerry. J|| comman ®
8
E K| 3 List Administrators
b S| % add Adninistrators
I ¥ Remove Administrators
< 1] *:BlackBerry.

ENN

Ready

4. Select Add Administrators.

Add Administrator to Role x| |

Fiole; Irim_dl:u_admin_handheld

Lagin: Imcharne_l,{

(] I Cancel
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5. Enter the login name of the user in the User Name: field and click OK.

If you want to assign the administrative role to a Microsoft Windows-
+  authenticated database user, enter the Windows username in the
& username field using the DOMAIN\ Username convention. You will not
be prompted to enter a password, since the Windows password will be
used for authentication.

Add Administrator Password I
Login |d: Imn:harne_l,l
PaSSWD[d MM HMMEN RN
l:l:lrll:"m xxxxxxxxxxxxﬁ
Fazzward:
Ok Cancel

6. Enter the password in the Password: field and the Confirm Password: field and
click OK.

Managing Administrative Roles

Due to reorganizations within your IT organization, you may need to alter
previously-assigned administrative roles. BES provides the capability to move
users from one administrative role to another and to remove users from roles. The
following sections describe the steps to perform these actions.
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Changing Administrative Roles

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

# BlackBerry Manager-Security Administrator Authority

File Edit Tools Wew Help

e Fzz |

Explorer View % ||| @lobal | Servers | UserGroupslist | AlUsers | ok Adminstration | Softwars Configurations |
E-&D BlackBerry Domain
o [ servers BlackBerry Manager
-l BERRYSRY
[ serrysry_MDS-C5_t

B User Groups
@ BlackBerry Group Eclit Properties

&5 Local Ports (Devics Management
T
A| common @
8
g 3 Find User
% Find Hangheld
Account @
Service Control & Customization @
*: BlackBenry:

2. Select BlackBerry Domain from the left-hand window.

3. Select the Role Administration tab and select the role to which the user is
currently assigned.

#: BlackBerry Manager-Security Administrator Authority

Fle Edt Tools Yiew Help
B [ Fz:
Explorer View x H Global | Servers User Groups List Al Users Role Administration | Software Configurations
#-@) BlackBerry omain Role Nams | Murber of Administrators |
*(@ Local Ports {Device Management] [ T—— 5
%rim_db_admin_audit_security 1]
%rim_db_admin_enterpmse 1
@rim_db_admin_audit_enterpr\se 1]
[Favim_db_admin_handheld 1
[Forim_db_admin_audit_handheld 0
Forim_db_admin_sr_helpdesk. 0
Barrim_db_admin_sudit_sr_helpdesk. ]
orrim_db_admin_ir_helpdesk ]
Barrim_db_admin_audit_ir_helpdesk. ]
‘ Role Hame: rim_c_admin_handheld Humber of Administrators: 1
2z BlackBerry. T Commen ®
s
3 K - List sdministrators
$ 3 add Administrstors
 Remove Administrators
4 | “i* BlackBerry.
Ready > A
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4. Select List Administrators.

BlackBerry Role to Administrator Mapping

& rimn_db_sdmin_security

& rim_cdb_sdmin_sudit_security
& rirn_db_sdmin_enterprize

& rim_db_admin_audit_enterprize
Y ritn_clb_sdmin_handheld
& rim_db_admin_audit_handheld

& ritn_db_admin_sr_helpdesk

& rim_db_sdmin_sudit_sr_helpdesk
g ritn_db_admin_jr_helpdesk

& rim_db_sdmin_sudit_jr_helpdesk

O BUILTIMW ministrators
@ mcharney

O PEACHE= Eally Smith
O =a

o |

Cancel

5. Uncheck the circle to the left of the username.

BlackBerry Role to Administrator Mapping E I

ta rim_db_admin_security

ta rim_db_admin_audit_security

fa rim_db_admin_snterprize

g rim_db_admin_sudit_enterprize
& rim_db_admin_handheld

& rim_db_admin_sudit_handheld

& rim_db_admin_sr_helpdesk

& rim_db_admin_sudt_sr_helpdesk
& rim_db_admin_jr_helpdesk

& rim_dh_admin_audit_jr_helpdesk

O BUILTINW dministrators
O mcharney

(O PELACHES Sally Smith
Oz

o |

Cancel
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6. Select the new administrative role for the user on the left-hand pane and
check the circle to the left of the username.

BlackBerry Role to Administrator Mapping E I

@ rim_db_admin_security (O BUILTIMNWA dministrators
ta rim_db_admin_sudit_security # mcharney

ta rim_db_admin_enterprize (O PELCHES Sally . Smith
ta rim_db_admin_sudit_enterprize O =a

g rim_db_admin_bandheld

& rim_db_admin_sudit_handheld

& rim_db_admin_st_helpdesk

g rim_db_admin_sudit_sr_helpdesk
ta rim_db_admin_jr_heladesk

g rim_db_admin_sudit_ir_helpdesk

[0]24 I Cancel

7. Click OK.

* A user's administrative role is checked only when BlackBerry Manager is

opened, so the application may need to be restarted in order for the new
"~ role to take effect.

Removing Administrative Roles

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

< BlackBerry Manager-Security Administrator Authority [_[CIx]
Eil= Edit Toaols Yiew Help

o Euplorer View | k4 EI
Explarer Yigw x | | Global | Servers | User Groups List | All Users ‘ Rale Adrministration | Software Configurations |

2@ EBlackBerry Domain
E-lg Servers
'ﬁ . BlackBerry Manager
L [f BERRVSRM_MDS-CS_1

=] ﬁ User Groups )
B @ BlackBerry Group Edlit Properties
B3 Local Ports (Devics Management; =
A/ common ®
§
g J Fing User
- Find Hanchsid
Account ®
Service Control & Customization @
4 121 “irglackBerry.
= 4
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2. Select BlackBerry Domain from the left-hand window.

3. Select the Role Administration tab and select the role from which you want
to remove a user.

#: BlackBerry Manager-Security Administrator Authority

File Edit Tools Yew Help
Eo o I
Explarer View X |\ Global | Servers | UserGroupslist | AllUsers Role Administration | Software Canfigurations
E-@) BlackBzrry Damain Role Name [ umber of Administrators [
= e [@+in_db_scinin_secrity o
B serrYsRY_MDS-C5_1 %Mm_db_adm!n_aud\t_stacur\ty a
H %mm_db_admln_enterprlsa 1
i ERR User Groups T .
H g BlackBeny Group vim_dh_admin_au it_enkerprise 1}
B3 Local Ports (Device Management) | B2 _dh_adrin_handheld o
db_sdri o
3 1
asrim_db_sdmin_sudt_st_helpdesk a
osrim_db_admin_r_helpdesk a
Bisrim_db_admin_audit_ir_helpdesk. a
Role Hame: rim_clh_admin_sr_helptesk Humber of Administrators: 1
F22 BlackBerry. T/ Common ®
A
- -
K| % List Administrators
s ¥ Add Adminiztrators
% Remove Administrators
] — (1 “i:glackBerry.
Ready > £

4. Select Remove Administrators.

Remove Administrator from Role [ x| I

Finle: Irim_db_admin_sr_helpdesk

Loagin: (HEERErey j

1]4 Cancel |
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5. Select the database user that you want to remove from the Login: pull-down
and click OK.

BlackBerry Manager [X]

\ 0 you wish to also drop the login, 'mcharney’, from the server database server remaving all the login's access to any database on this
? & ish to also drop the login, 'mch !, from the SOL datab ing &l the login' ¢ datab this SQL

SErver instancer

6. If desired, click Yes to delete the SQL login from the database server.

Configuring BlackBerry Manager for SQL Login Authentication

BlackBerry Manager uses Windows authentication credentials by default. If you have
assigned administrative roles to SQL logins, you must change the authentication
method for BlackBerry Manager. The following steps describe the process for
changing the authentication method.

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

% BlackBerry Manager-Security Administrator Authority

Fle Edit Tools Yiew Help

o Eplorer View | L4 m
Explorer Yisw x H Global | Servers | UserGroupstist | AllUsers |  Role Administration |  Software Corfigurations |
E-@ ElackBerry Domain
G- servers BlackBerry Manager
[l BERRYSRY
-l BERRYSRY_MDS-CS_I
B4R User Groups
- BlackBerry Group Edlt Prapertiss
B Local Ports (Device Management)
T
A| common @®
s
g ¥ Find User
3 Find Handheld
Account (@]
Service Control & Customization @
] — (1 2 BlackBerry.
E
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2. Click the Tools menu and select Options.

e~ |

@ Ervironiment [ Auto Refresh
= General Refresh Timer 10 minutes
® Serial Ports = DateTime Format
® Database Ciate Format lUse the short date format
Time Format Showy minutes and seconds
Force 24-Hour Format False
Mo Time Marker False

[8]34 I Cancel | Lpply |

2. Select the Database option and select Database Authentication in the
Authentication drop-down list.

opiors |

@ Envvironment [l Database
® General Databaze Server Mame BERRY SRY
® Serial Ports Databaze Mame BESMamt
& Database Authertication Databaze sAuthertication d
Log Databasze Call: Falze
Authentication

In the drop-dosyn list, click the authentication method to use to access the ;'
configuration databaze.

[
O I Cancel | Apply |
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3. Click OK and close and re-open BlackBerry Manager for the changes to
take effect.

Provisioning Users

Now that we have established the administrative roles for our BlackBerry Enterprise
Server, we're ready to provide our Microsoft Exchange users access to the BES.

Users may only be provisioned on a single BES at a time; if you add a user that was
previously using BlackBerry Desktop Redirector or was part of a different BlackBerry
Domain, you will need to reconfigure the BlackBerry device. For more information
on this process, refer to the Provisioning Devices section later in this chapter. The
following steps detail the process for adding a user to the BES.

1. Ona workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

=iz BlackBerry Manager-Security Administrator Authority
Fil= Edit Tools Wew Help

Explorer Wigw ‘ ] m
Explarer View X | | Glabal | Servers | User Groups List | All Users | Role Adrninistration | Software Configurations |
=] Q ElackEerry Domain
BlackBerry Manager
B EERRYSRY_MDS-CS_1

& User Groups

% Local Ports (Device Management, Eclit Properties
T
A Common @
5
g ¥ Find User

J Find Hancheld

Account ®
Service Control & Customization @
4 |+ *: BlackBerry.
= 4
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2. Select your BlackBerry Enterprise Server from the left-hand window.

% BlackBerry Manager-Security Administrator Authority
File Edit Tools Yew Help

Ba Explorer Yiew &
= |

Explarer igw X | | Server Configuration Users Users Pending Delete |

Bl ElackBerry Domain
Eﬁ Servers Service Hame: BERRYSRY
i@ BERRYSRY

* [ EERRYSRY_MDS-CS_L
- User Groups

Status: Running

Host Hame: BERRYSRY Edit Properties
Humber of Users: 0
Forwarded Messages: 0
Sent Messages: 0
Pending Data Packets: 0
Filtered Messages: 0
Expired Messages: 0

Messages Failed: O Account @

BlackBerry MDS Connection Service
Enabled: Trus Service Control & Customization ®

----- % Lacal Parts {Device Management,

Common @

DR D~

¥ Add Users

Wirelesz Message Reconciliation
Enabled: True

SRP Status: Connected

PID: 4620

BlackBerry Enterprise Server
Version: 4.1.4.12

4 I :-:;Bﬁckﬂeﬂy
= 4

3. Select the Server Configuration tab and select the Common group.
4. Select the Add Users option.

Select Mailbox E I

Show Mames from the: IGIDI:uaI Address List j

Type Mame or Select from List:

BE Sédmin

Henry Chunig ;I

Sally Srith

_>I_I =
Froperties | Find... |
] I Cancel | Help |
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5. Select an address group from the Show names from the: drop-down list,
select the user that you wish to add from the user list, and click the Select
button.

6. Click OK.

User Groups

In order to facilitate administration, BES provides the ability to create user

groups. You can apply configuration settings and perform administrative tasks on
individuals or on user groups. Users automatically inherit any settings for a user
group when they are added to that group. The following steps detail the process for
creating a group, configuring the common settings and adding a user to the group.

1. Ona workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

% BlackBerry Manager-Security Administrator Authority
File Edt Tools WYiew Help

5 Explorer Yiew | % m

Explorer iew X || Global ‘ Servers | User Groups List | All Users | Role Administration | Software Configurations |

@D BlackBerry Domain

Servers

ok BlackBerry Manager
B BErRvSRY_MDS-CS_1

ﬂ User Groups

- Local Ports (Device Management) Edlit Properties
; Common @
5
.‘5( ¥ Find User

¥ Find Handheld

Account ®
Service Control & Customization @
i
< | v #:BlackBerry.
= 4
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2. Select User Groups from the left-hand window.

#x BlackBerry Manager-Security Administrator Authority

File Edit Tools Yiew Help
Explorer Vigw | % E

Esplarer iew X || Glabal | Servers Lser Groups List

EQ EBlackEerry Domain

[ BERRYSRY_MDS-C5_t
Lser Groups

% Local Ports (Device Management,

Ho uzer group has been selected

T Group Admin @
A
gl
K # Creste Group
§ ¥ Update Group Membership
| [ *#:BlackBerry.
= 4

3. Select the Create Group option.

Group Definition E3 I

Group Mame: I BlackBerry Group

Description: I ecurity Group for BlackBerry Users|

Ok I Cancel |

4. Enter a name in the Group Name field.

5. Enter a description in the Description field.
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6. Click OK.

BlackBerry Manager-Security Ad
File Edit Tools Wiew Help

solrervew | & HF

Ex=plorer iew x | | Global SErvers User Groups List
E‘@ BlackBerry Domain Group Name Description Group User Count 1T Policy Mame
= % Servers

rity Group For

BERRYSRY
B sErrvsRY_MDS-C5_1
ﬂ User Groups
@ EBlackBerry Group
b % Local Ports {Device Management,

Group Hame: BlackBerry Group Description: Security Group for BlackBerry Users =
Group User Count: 0

IT Policy Hame:
Eciit Group Template
Redirect to BlackBerry device: Capy Properties to Ancther Group

Redirect when in cradle: I
Do Hot Save Sent Mess:fges: ,s( Group Admin @
Generate keys automaticalby: s
Mazimum key generation
attempts: ¥ Create Group |
Wireless Synchronization ¥ Delete Group
Enabled: =
# Updste Group Metmnbershin
Signature: ¥ Modify Group Definition

Group Configuration Hame:

Account @

4q |

RN

7. Select the Edit Group Template option.

@ Properties El Message Forwarding

= ki Redirect to BlackBerry device
® Filkers Redirect when in cracle

® Security Do Mot Save Sent Messages
® IT Policy B Auto Signature

® PIMSync Signature

® Access Control

[l Enable SMIME Message Processing
Enable SMIME Message Processing

E Messaging Options
Prepended Disclaimer Text
Appended Disclaimer Text

Redirection
Enables you to define message forvwarding and signature settings far the d
UsEr.

|
Ok I Cancel | Apply. |
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8. Select the desired settings for the group that you've created and click OK.

9. Select your BlackBerry Enterprise Server from the left-hand window.

7z BlackBerry Manager-Security Administrator Authority

Ele Edit Tools WYiew Help

Explorer Yiew +
Pl

Explorer View
EI--@ ElackBerry Domain
B % Servers
i [ [BERRYSRY
i .[§ BERRYSRY_MDS-CS_1
= & User Groups

E @ BlackBerry Group

= % Local Ports (Device Management,

b4 ‘ ‘ Server Configuration

Users | Users Pending Delete |

Email address I FIN I

Namme: l—
j'

Status vl

IT Palicy

Entries per page W Page 141 p,ev.ws| Nest | Search | Clear
MName | PIN | Shatus | Last Contact Time
ﬁHsnry Chung Initializing

Ho user has been selected

Account

¥ Add Users

@oxhD~

J Find User

*2:BlackBerry.
ESNN
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10. Select the Users tab and select the user account that you want to add to

the group.

BlackBerry Manager-Security Adm

trator Authority

File Edit Tools Wiew Help
Explarer View | % m
Erplorer Yiew x ‘ ‘ Server Configuration Users | Users Pending Delete |
l;‘ Q Blackerry Domain MName Email address I FIN
i E‘"ﬁ Servers
- @ BERRYSRY Status |—_[, IT Policy |—_[,

B BERRvsRY_MDS-CS_1
El--ﬂ User Groups
= @ BlackBerry Group

Entries per page: IEDD

Page 141 | Previous I

et |

Search Clear

% Local Parts {Device Management)

Mame:

PIN Skatus

Last Contact Time

Hame: Henry Chung
PIH:

Email Address: Henry Chunogpeaches local

1 1]

Status: Initializing
Creation Time: 94162007 1:45 44 Ph
Redirect to BlackBerry device: True
Ty MDS C Service and v
Collaboration Service Enabled: True
Wireless Message Reconciliation: Disabled
Wireless Calendar: Enabled
Group Hame:

€0 2% 60 3n )

Mailbox: Jo=First Organizationiou=Exchange Administrative
Group (FYDIBOHF 235P0LT)/cn=Recipiznts/icn=Henry Chung
Mail Server: WINADDC2

Mailbox Agent ID: 1

IT Policy Name: Default

IT Policy Received:

Forwarded Messages: 0
Sent Messages: 0
Pending Data Packets: 0
Filtered Messages: 0
Fxnired Mesganes: 11

Eclit Propeties

Account @

Eind User

Add Users

have User

Celete User

Reload User

Clear In-Cradle Flag
Assion Ta Group
Send Messace

YV VYYVYVYVYY

Device Management

IT Admin

Service Access

Service Control & Customization

KIC(E)@)@)C(E)
RN
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11. Select the Account group and select the Assign To Group option.

Select Group Ed I

Select the Lser Group:

0,4 Cancel

12. Select the group name and click OK.

Configuring Organizer Synchronization

There are a number of settings within BlackBerry Enterprise Server related to the
synchronization of organizer data, also referred to as PIM sync. The following list
details the settings that can be configured for organizer data synchronization.

e Enable or disable synchronization for specific organizer data (i.e. message
filters and settings, tasks, memos, and address books). Synchronization is
enabled for all data by default.

e Determine how organizer data will be synchronized, either from the device
to the server, the server to the device, or both.

¢ Identify the data source to be used in case of conflicts, either the device or
the server.

The organizer data synchronization settings may be configured globally for all users
or for individual users. For information on how to configure these settings, refer to
the BlackBerry Enterprise Server for Microsoft Exchange Administration Guide.
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Provisioning Devices

Once you have set your users up with access to the BlackBerry Enterprise Server, you
are ready to provision the BlackBerry devices to access BES. There are three methods
for setting up devices within a BES environment — through BlackBerry Manager,
through Wireless Enterprise Activation, or BlackBerry Desktop Manager. We will
focus on configuring devices through BlackBerry Manager and through Enterprise
Activation as these are the most common methods.

BlackBerry Manager Device Provisioning

The BlackBerry Manager provisioning method, referred to as cradled provisioning,
provides a high level of control over the devices that are associated with your
BlackBerry Enterprise Server. This method is more labor-intensive than wireless
provisioning and must be performed by a user with a role of Security Administrator,
Enterprise Administrator, or Device Administrator. It requires no user interaction,
though, which may reduce the burden on the help desk if you're conducting a

large device deployment. The following steps detail the process for provisioning a
BlackBerry device and assigning it to a user account.

1. Connect the device to a workstation with the BlackBerry Manager installed.

2. Click Start | Programs | BlackBerry Enterprise Server |

BlackBerry Manager.
= BlackBerry Manager-Security Administrator Authority
Ele Edt Ieols dew Help
e 2 |
Explorer Visw % ||/ @iohal | servers | Usercroupstist | AlUsers | Role Administration | Software Configurstions |
"
e~ BlackBerry Manager
[ BERRYSRY_MDS-Cs_1
-, User Groups
4 BlackBerry Group Edit Properties
i3 Local Ports (Device Management
I Common ®
£
s - Enduser
3 Eind Handheld
Account (]
Service Control & Customization (]
4 11+ *2:@lackBerry.
E
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3. Select your BlackBerry Enterprise Server from the left-hand window.

BlackBerry Manag
Elle Edt Tools Wew Help

Explorer biew || @
pl

Exploer View || erver Configuration

Users Users Pending Delete

@ ElackBerry Domain
[ % SErvers
BERRYSRY

Service Hame: BERRYSRY

-8 BERRYSRY_MDS-CS_1
=] & User Groups

4% BlackBerry Group
% Local Ports (Device Management;

Kl

Status: Running
Host Hame: BERRYSRY

Humber of Users: 2

Forwarded Messages: 0

Sent Messages: 0

Pending Data Packets: 0

Filtered Messages: 0

Expired Messages: 0

Messages Failed: 0

BlackBerry MDS Connection Service Enabled: True
Wireless Message Reconciliation Enabled: True
SRP Status: Connected

PID; 2136

BlackBerry Enterprise Server Version: 41412

Edit Properties

Common

¥ Add Users

OXRGDB~

@
@

Account

Service Control & Customization

ES

BlackBerry.

A

4. Select the Users tab and select the user account that you want to assign to
the device.

File Edt Tools Wiew Help

plarer Wiew \ %

Erplorer View % || server Corfiguration

[ BERRYSRY_MDS-C5_t
B User Graups
% BlackBerry Group

Ertries per page  [son

Users |

Name
Status -

Users Pending Delete |

Ermnail address I PIN I

IT Policy -

Page 141 | Previcus | Search Clear

Hew |

LB Local Ports (Device Management

Hame [Fm [ status [ Last Corteact Time:
@ Henry chung Tritializing
@ zally smith Tnitializing

Name: Heniry Chung
PIH:

Email Address: Henry Chung@peaches local

Status: Intislizing

1]
Ready

Creation Time: 9162007 1:45:44 P
Redirect to BlackBerry device: Trus
BlackBerry MDS C ion Service and [

Enabled: True

Wireless Message Reconciliation: Disabled
Wireless Calendar: Enablac

Group Hame: BlackBerry Group

Mailbox: Jo=First Organization/ou=Exchange Administrative Group
(FYDIBOHF23SPOL TVicn=Recipiertsicn=Henry.Chung
Mail Server: WINADDC2

Mailbox Agent ID: 1

IT Policy Status Message: 70 Processing Stoppec: Invalid PIN
IT Policy Sent:
IT Policy Received:

Service

xGO®

Edt Properties
Account
Device Management

¥ Assign Device

¥ Assion Software Confiauration

¥ Export Asset Summary Data

» Update Configuration Check Status

IT Admin
Service Access

Service Control & Customization

@

@

@®
=

& [
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5. Select the Device Management group and click the Assign Device button.

6. Select the BlackBerry device that is connected to the workstation and
click OK.

Wireless Device Provisioning

The wireless enterprise activation method allows a BlackBerry handheld to be
associated with a user and provisioned to access the BES without connecting the
device to your network. Using this method, the administrator provides the user
with an activation password that they enter, along with their email address, into
the Enterprise Activation program that is available on BlackBerry devices. The BES
associated with the email address authenticates the activation information and
automatically provisions the device for use with the user account.

The wireless activation password is created for an individual user account. It is a
single-use password, meaning that once the password has been used to activate

a device it is no longer valid. The password is only valid for 48 hours by default
and is invalidated if the user unsuccessfully attempts to activate a device with the
password five times.

The password is created by an administrator and may be communicated to the

user through an automated email or over the telephone. This password should be
safeguarded by the user and the administrator; if intercepted, the password could be
used to activate a BlackBerry and gain access to the user's email and organizer data.

Customizing Enterprise Activation Options

There are several options that are specific to the generation of enterprise activation
passwords that you may wish to configure. BES allows you to configure the email
message that is sent when generating wireless activation passwords, the default
password length, the type of password that is generated and the default lifespan. The
password type option is very useful, especially if you're deploying devices without
full QWERTY keyboards, such as the BlackBerry Pearl or the 7100 series, as you can
specify passwords that are easy to enter using SureType keyboards. The following
steps detail the process for customizing the enterprise activation password options.

[91]



Provisioning BlackBerry Users and Devices

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

lackBerry Manager-Security Administrator Authority

File Edt Tools Wew Help
|%Exp\urerview ‘ (4 m
Explorer View | WGBS Servers | UserGroupslst | AlUsers | Role Administration | Software Configurations |
g Servers BlackBerry Manager
BERRYSRY
[ BeERRYSRY_MDS-CS_1
B User Groups
4 BlackBerry Group Edit Properties
5 Local Ports (Device Management;
r
A common @®
]
g 3 Find User
3 Find Handheld
Account @
Service Control & Customization (@]
gl | I BlackBerry.
= 4

2. Select BlackBerry Domain from the left-hand window.
3. Select the Global tab and click Edit Properties.

Global Properties E I

@ Properties =l Administration
g General Cusztom Activation Email Message
® Global PIM Sync Auto-generated Password Length g
® Access Contral Auto-generated Password Type 7100 Friencly
® Push Cantral Ato-genersted Password Lifespan (hour: 48
® WLAN Configuration
® IT Policy
® Enterprise Service Policy
® Media Content Management

General
Enahlez you to define general setting= that apply to all BlackBerry:
Enterprise Servers in the BlackBerry Domain.

1

R I Cance| | Apply |
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4. Select the General option.

5. Set the desired options in the Administration section.

|

a. Change the auto-generated email message using the Custom
Activation Email Message option.
Custom Activation Email Message |
You are now ready to activate your BlackBerry device. | ;I
=
Ik Cancel |
b. Change the password length using the Auto-generated Password
Length option.
c. Change the password type using the Auto-generated Password
Type option.
d. Change the default lifespan of the password using the Auto-
generated Password Lifespan option.
Gobalproperties |
@ Propettias E Administration
& General Custom Activation Email Message 'ou are now ready to activate your ..
® Global PIM Sync Auto-generated Password Length g
® fccess Cantrol Auto-generated Passward Type 7100 Friendly
® Push Cantrol Auto-generated Pazsyord Lifespan (hour: ?2|
® WLAN Configuration
® IT Policy
® Enterprise Service Palicy
® Media Content Management

Auto-generated Password Lifespan (hours)

Set the default lifespan (in hours) of activation passwords that are ;'
genersted sutamatically. Range 1 to 720 hours.

0|

Ol I Cancel | Apply |

6. Click OK.
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Setting Wireless Enterprise Activation Passwords

Activation passwords can be set individually for a single user or for a group of users.
If the password is being set for an individual user, it can either be automatically
generated by BES and emailed to the user or set by the administrator and given

to the user in person or over the phone. If the password is being set for a group of
users, a unique password is automatically generated and emailed to each user.

The following steps detail the process for setting the password for an
individual user.

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

#: BlackBerry Manager-Security Administrator Authority

Fle Edt Tools Yew Help

B B |
Explorer View x| ERbal|  servers | UserGroupslist | Alusers | Role Administration |  Software Configurations |

E-@ BlackBerry Domain
=] Servers
@& N BlackBerry Manager
B eerrysRy_MDS-CS_1

B User Groups
& BlackBerry Group Edit Properties
25 Local Ports (Device Management ;
A Common ®
£
5| > Fnduser
¥ Find Handheld
Account @
Service Control & Customization (]
gl | i BlackBerry.
Ready =

3. Select your BlackBerry Enterprise Server from the left-hand window.

%+ BlackBerry Manager-Security Administrator Authority

Elle Edit Toals Wew Help

Exploret iew | %
P

Bl ez % | [ Server Configuration | Users | sers Pending Delete

E-@ BlackBerry Domain

i Servers Service Hame: BERRYSRY

EERRYSRY
BERRYSR¥_MD3-C5_1 Status: Running

: @_Exg&gzﬁw Group Host Hame: BERRYSRY Eciit Properties

% Local Parts (Device Management; L AT e A T
Forwarded Messages: 0 A Common @
Sent Messages: (1 s
Pending Data Packets: 0 K| % addusers
Filtered Messages: 0 §
Expired Messages: [
Messages Failed: 0 Acroing @
BlackBerry MDS Connection Service Enabled: True
‘Wireless Message Reconciliation Enabled: True Geliiedenntpliseiata i oy @
SRP Status: Connected
PID: 2196
BlackBerry Enterprise Server Yersion: 4.1.412

F] | *:BlackBerry.

ES
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4. Select the Users tab and select the user account for which you want to set
a password.

2= BlackBerry Manager-Security Administrator Authority
Eile Edit Tools Yiew Help

Evplorer Visw X[ server confiquration | Users | Users Pending Delete |

E"“g %‘iﬁ:’e‘:?”“a‘” Meme [ Erladdien | IO
[# EERR¥SRY Status - IT Policy ~

[ BERRYSRY_MDS-CS_I

B User Groups Entiies
Pt page Fage 111
@ BlackBerry Group 500 age Fievous| | Wet | Seatch | | Clear

B LocalPerts (Device Management; Hame [Fn [ Status [ Last Contact Time [
@3 Henry Chung Initializing
th Initializing

Mame: Slly Smih Email Address: Sally Smith@peaches Jocal =
PI:
- Status: nfializing
b BlackBeny.  croution Time: 3160007 d:42:17 Bht il Properties
Redirect to BlackBerry device: Trus
P BlackBerry MDS Connection Service and BlackBerry Callaboration Service | | Account ®
b Enabled: True s
Wireless Message Reconciliation: Disablec K| 5 Find iser
Wireless Calendar: Enabled s| 7
Group Hame: » Add Users
 Move User
Mailbos: Jo=First Organizationiou=Exchange Administralive Group 3 Delete Liser .
(FYDIBCHF235PDLT)ion=Reciiertsien=Saly. Smith STy
Mail Server: WINADDC2
Mailbos: Agent I0: 1 % Clear In-Cradie Fla
- Assion To Group
IT Policy Hame: Detaut - Send Messace
IT Policy Status:
IT Policy Sent:

Device M: nt
IT Policy Received: evice Manageme:

e p——

A

@
=

Select the Service Access group.

To automatically generate and email the password, select the Generate and
Email Activation Password option. Click OK on the confirmation
dialog box.

Auto Ackivation Password Generation successhully emailed new passwords Eo the Following uses(s):

Sally Sith
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7. To manually set the activation password, select the Set Activation
Password option.

a. Enter the password in the Activation Password field.

b. Re-enter the password in the Confirm Activation Password field.
c. Enter the expiration time from the Password Expires in field.

d. Click OK.

Wireless Activation ] I

Specify here a short term passward which will be used to activate the
accourt(s) wireleszly. The password will be cleared when the account iz
activated or if the activation does not succeed hefore the expiration time.

i BlackBerry

A

Activation Password: I HAAREEAL

confirm Activation Password: I ********|

Pazsweord expires in | 45 hours (maximum 720 hours)

= Il
»» i

. . Mate: to manually clear an existing password, ether erter "0" hours for

- . the expiration time above or leave it blank.

OK I Cancel |

The following steps detail the process for setting activation passwords for a group
of users.

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

+2 BlackBerry Manager-Security Administrator Authority

Fle Edt Took Yiew Help

e 1B 2z |

% ||| Global | Servers | Usercroupslist | AlUsers | Role Administration | Software Configurations |

E-{g Fervers
BERRYSRY BIECKBe"y Manager
[ BerRvsRY_MDS-Cs_1

B User Groups ) )
e BlackBisrry Group Ediit Propertiss
{25 Local Ports {Device Management; r
Al| common @
8
g » Find User
3 Find Handheld
Account @
Service Control & Customization @
4| (10| “i:BlackBerry.
EI
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2. Select User Groups from the left-hand window.

ExplorerView || kel | servers | ilierrouea et |
'_—'E ;“’:"’V“"‘"“ | oot | pestrensn | i s it 1 o7 oy s |
@ Ry B tschiery Group Securty Group for ackiery Users 1 rpsnaston IT oy
DLRRYSRY_MOS-C5_L
[}
2y Local Poets (Device Managenert
o user group has been selected

CEE T

Group Admin

¥ \nsals Orong Vonbenshic

42 BinckBemy
=

e

to generate a

password.

Evplore Vrew X
B BlackBerry Doman

&3 servers

Wl voarvsry

B poseviey_pre-cs 1
R Lk et

% DlsckBory Group
B Lasal Ports (Dervice Managemend

3. Select the User Groups List tab and select the user group for which you want

| Gobd [ servers | Usew Gringmitit |
Group Mame [ oeserption [ Group user Court Ja7 Pobey peame ]
@ bk By o Securky Geou for DlackBerry Users i Crgertzatkon IT Pk

1T Pralicy Hama: Crgandien I Poicy

Rl et 113 Bilackfveay diicn:
sl . el ins o1 b
U Mot Savn Sent Mossages:

0 min ey

EX Grovg Temgiate
o Propeies 10 Another Croun

Gonerate Keye suomatically: o, ®
Manimam key penerstion sftempts:
wireless Synchronizetion Cnabled: # Crgote Crog
i ointe Groum
signatiare: 3 Lndale Ceoup Memberaig
Group Configur ation Name: N =
Accourd @
ewicn Masnagerment @
MIFS Services @
T Adein @
Servien Aeceas @
Sewvicn Contiol & Custamization @
Al | “i Biackleny
Hady = 4
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4. Select the Service Access group.

lackBerry Manager-Security Administrator Authority

Ble Edit Tools Yiew Help

BaEplorer view | %

Explorer Wiew X | Global ‘ Servers User Groups List |

@ Blackberry Domain Group Name [ Description [LGroup User count |17 Policy Hame
g servers @ BlackBarry Group Security Group for BlackBarry Lssrs 1 Orgarization 1T Policy

BERRYSRY

[ BERRYSRY_MDS-CS_1
- Liser Groups
&5 Local Ports (Dsvice Managemsnt;

Group Name: BlackBerry Growp Description: Securty Group for BlackBerry Usets
Group User Count: 1

IT Policy Hame: Organization IT Policy
Ediit Group Template

Redirect to BlackBerry device: Copy Propertiss to Ancther Group

Redirect when in cradle:

DR

Do Hot Save Sent Messages: R —
Generate keys automatically:

Maximum key generation attempts:

Wireless Synchronization Enabled: Account

Signature: Device Managemnent

Group Configuration Hame:

MDS Services

IT Admin

® e © @ @ @

Service Access

¥ Set Activation Password
J Generate and Email Activation Password
¥ Disable Redirection

¥ Disable Connection and Cr Services
Service Control & Customnization @

1 | *i*BlackBerry.
E

5. Select the Generate and Email Activation Password option.

Auka Ackivation Password Generation successfully emailed new passwaords ta the Following useris):

Henry Chung

6. Click OK on the confirmation dialog box.
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Now that you have set the activation password, either manually or through
automatic generation, the user can activate their device using the Enterprise
Activation program that is found in the Main Menu of the BlackBerry device.

Summary

In this chapter, we have examined the role-based administration capabilities of the
BlackBerry Enterprise Server. We have walked through the process of provisioning
users to access BES and have examined the methods that may be used to activate
devices for use with BES. In the next chapter, we will review the IT policy capability
of BlackBerry Enterprise Server that can be used to enforce application and device
configurations and rules.
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Creating and
Enforcing Policies

In the previous chapter, we covered the steps required to provision users and devices
within the BlackBerry Enterprise Server environment. As administrators, we want

to see users interacting with their devices in accordance with organizational policies.
In this chapter, we are going to explore the capabilities provided by BES to configure
and enforce a variety of policies for device settings. Administrators have the ability
to set and enforce granular policies for BlackBerry software and hardware, known as
IT policies, and the ability to specify both device software versions and third-party
software to be deployed on handhelds. This chapter describes these capabilities and
how to implement them.

IT Policies

IT policies are used to control the behavior of BlackBerry devices and BlackBerry
Desktop Software within your organization. These policies, comprised of individual
IT policy rules that enforce specific behaviors for applications or devices, may

be assigned to individual users or to user groups within BES. BES contains

over two hundred policy rules that can be configured to govern BlackBerry

devices and BlackBerry Desktop Software. When a device is activated on the
BlackBerry Enterprise Server a default IT policy is pushed out to the device. Many
administrators will want to modify the default policy or create a new set of policies
to apply within their organization.



Creating and Enforcing Policies

IT policy rules are grouped based on the type of behavior that is modified, such as
password policies or Bluetooth settings. Rule enforcement is determined based on
the rule setting, which is set through pre-defined options (e.g., True/False/Default
for the Allow Peer-to-Peer Messages rule, etc.) or with a string value (e.g., 6 for the
Minimum Password Length rule, http: //www.blackberry.com for the Home Page
Address rule, etc.). In order to configure the IT policy rules for your organization,
you may either modify the default IT policy or create a new policy. The following
sections describe the process of creating a new IT policy and applying it to users and
groups within our organization.

Creating a New IT Policy

On a workstation with BlackBerry Manager installed, click Start | Programs |
BlackBerry Enterprise Server | BlackBerry Manager.

= BlackBerry Manager-Security Administrator Authority [ O[]
File Edit Tools Yiew Help
EHEuplorer View | 1 m
Explorer Yiew X ‘ Global | Servers | User Groups List ‘ All Users | Rale Administration | Software Configurations ‘
=-@ BlackBerry Domain
| Erg servers BlackBerry Manager
- BERRYSRY
- BERRYSRY_MDS-CS_1
E-ﬁ User Groups
{03 BlackBerry Group Eclit Propertiss.
% Local Ports (Device Managemen
T
A Comman @
5
g # Eind User
¥ Find Handheld
Account @
Service Control & Custormnization @
F) | “#:BlackBerry.
Ready E A
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1. Select BlackBerry Domain from the left-hand window.
2. Select the Global tab and click Edit Properties.

Global Properties
@ Properties =l Administration
& General | Custam &ctivation Email Message
® Global FIM Sync | Auto-generated Password Length 5
® Access Control | Auto-generated Passwaord Type 7400 Friencly
® Push Contral | Auto-generated Passyord Lifespan (hour] 45
& WLAN Configuration
w IT Policy
® Enterprise Service Palicy
® Media Conkent Management

General

Enakles you to define general settings that apply to all BlackBerry
Enterprize Servers inthe BlackBerry Domain .

A =]

o3 I Cancel |

3. Select IT Policy from the left-hand pane under Properties.

Global Properties E

iE Properties =1 IT Policy Administration

General IT Policies (1 tem)
Global PIM 3vnc IT Policy to User Mapping

Access Control

Push Contral

WLAN Configuration

1T Policy

Enterprise Service Policy
Media Content Management

s e fo a0 00

IT Policy

Enakles youto define IT policy settings that can ke appled to users inthe =
BlackBerry Dotmain. If you change an T Palicy, it is resent ta the BlackBetry
devices that are assigned to it

[
| 1>
[8]34 I Cancel | Apply |
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4. Select the IT Policies value under IT Policy Administration.

IT Palicy Mame

g Detaultt

ey

Remove

Eroperties...

[Esy Copy...

il

o]

Cancel

ERply

IT Policies

5. Click New... to create a new IT Policy.

MNew Policy

@ Pro
.

perties

Device-0nly Trkerms
Deskkop-Only Ikems
Global Ikems

Common Palicy Group
Passwaord Palicy Group
CMIME Application Policy
Security Policy Group
SMIME Application Policy
PGP Application Palicy Gre
Memory Cleaner Policy Gr
TLS Application Policy Gro
W TLS Application Policy &
Browser Policy Group
SIM Application Toolkit
TCP Policy Group

PIM Sync Policy Group
Bluetoath Policy Group
“olIP Policy Group

Smart Dialing Policy Groug
WP Policy Group

WLAN Policy Group
on-Cevice Help Policy Gre

Bluetaoth Smart Card Re,
RACYS D licws Cronin 2
4 I I L3

-

IT Palicy Mame

Mews Palicy

New Policy

=
L

o

Cancel |

sy |
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6. Enter the policy name in the IT Policy Name value.

@ Properties =
.

Device-Only Trems
Diesktap-Only Thems
Global Ikems

Comman Palicy Graup
Password Policy Group
CMIME Application Policy
Security Policy Group
SMIME Application Policy
PP Application Policy Gr
Memary Cleaner Palicy Gt
TLS Application Palicy Gro
WTLS Application Policy ¢
Browser Policy Group
SIM Application Toalkit
TCP Palicy Group

PIM Sync Policy Group
EBluetoaoth Policy Group
YaolIP Policy Group

Smart Dialing Palicy Grouy
YPH Policy Group

WLAR Policy Group
On-Device Help Palicy Gri

Bluetaoth Smart Card Re,
WMS Dalicw Sronn =
4 I I 3

IT Policy Mame Organization IT Policy|
IT Policy Hame
Specify the name for this IT Policy. ;l
=]

o]

Cancel |

ARty

7. Select or enter the values for the IT policy rules that you want to configure in
each policy group. Leave the field blank to set the default value.

Organization IT Policy [X]

@ Properties
5 Device-Only Items

-

Deskkop-Only Ikems
Global Tkems

Comman Paolicy Group
Password Policy Group
CMIME Application Policy
Security Policy Group
SMIME Application Policy
PGP Application Policy Gre
Memory Cleaner Policy Gt
TLS Application Policy Gro
WTLS Application Policy G
Browser Policy Group
SIM Application Toolkit
TP Policy Group

PIM Svnc Policy Group
EBluetoaoth Palicy Group
WalP Policy Graup

Srnart Dialing Policy Groug
WPM Policy Group

WLAN Policy Group
On-Device Help Policy Gre

Bluetooth Smart Card Re.
MMS Dalicu Qrmnn, x
A I I 3

Pazzword Recuired True
Allowy Peer-to-Peer Messages

Minimum Password Length B

User Can Dizable Password Falze
Maximum Security Timeout

Maximum Password Age

Uszer Can Change Timeout True

Pazsword Pattern Checks

Erable Long-Term Timeout
Alloeny SMS
Allovy BCC Recipients

it ity blackberry com
Home Page Address is Read-Only

Enable WWaAP Config

Default Browser Config UID

Home Page Address
Type the URL of the BlackBerry device browser's home page.

ote: If you do not specify a LEL, the BlackBerry device uses the

browyser's default home page LURL.

-
=

o]

Cancel |

Al
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8. Click OK to save the IT policy settings that you have configured.

IT Policies

IT Policy Mame |

& Default
& Organization IT Palicy Eemove

Broperties...

ey Copry...

|
(Gt
|

O | Cancel Apply

9. C(lick OK to close the IT Policies window.

Global Propetties

i) Froperties Bl IT Policy Administration
General IT Policies

Global PIM Sync IT Policy to User Mapping
Access Conkrol

Push Control

“WLAMN Configuration

IT Palicy

Enterprise Service Palicy
Media Content Management

(2 tems)

s afa0 000

IT Policies
Cregte a set of rules to apply to users. Note: Any changes ta an 1T Palicy ;'
wyill result in the policy being re-sent to the BlackBerry devices assigned ta
it.

=
| |
Ok I Cancel | Apply |

10. Click OK to close the Global Properties window.
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Assigning an IT Policy

Now that we have created our IT policy, we need to apply it to make it effective.

As mentioned previously, IT policies can be applied to users or to user groups. The
following instructions describe the process for applying our newly-created policy to
an individual user and to a user group.

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

% BlackBerry Manager-Security Administrator Autharity

Eile Edit Toaols Wiew Help

‘%Explorerview ‘ v m

Explarer View x|| Global | Servers | UserGroupslist | alusers | Role administration | Softwars Configurations |

E-@ BlackBerry Domain
- Servers
'ﬁ = BlackBerry Manager
. [ BERRvSRY MDS-CS 1

E!@, User Groups
% BlackBerry Group Exlit Properties
-3 Local Ports (Device Management;
I Common @
E
g ¥ Find User
¥ Find Handheld
Account @
Service Control & Customization @
< 1] “BlackBerry.
Ready = 4

2. Toassign a policy to an individual user, select BlackBerry Domain from the
left-hand window.

3. Select the Global tab and click Edit Properties.

Global Properties E

@ Properties El Administration
= General Custom Activation Email Message
® Global PIM Sync ALto-generated Password Lenogth B
® Access Contral Auto-generated Passward Type 7100 Frigndly
® Push Cantral Ato-generated Passvword Lifespan (hour 43
® WLAN Configuration
® IT Policy
® Enterprise Service Policy
® Media Content Management

General
Enables you to define general settings that apply to all BlackBerry ;I
Enterprize Servers inthe BlackBerry Domain.

Ok I Cancel | Apply |
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4. Select IT Policy from the left-hand pane under Properties.

Global Properties E

|@ Properties E IT Policy Administration

General IT Policies (2 tems)
Global PIM Sync

Access Control

Push Control

WLAN Configuration

IT Policy

Enterprise Service Policy
Media Content Management

LI B B ]

IT Policy to User Mapping
Double-click to modity the policy associsted with users in the BlackBetry ;l
Comain. If you change an 1T Folicy, # is resent to the BlackBerry devices
that are as=zigned to it

I
’TI Cancel | Apply |

5. Select IT Policy to User Mapping from the IT Policy Administration section.

IT Policy to User Mapping Ed

# Default
O Oroganization IT Policy

A Henry Chung (Henry Chuno@peac

O, I Cancel
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6. Select the user from the left-hand pane and select the newly-created IT policy
from the right-hand pane and click OK.

IT Policy to User Mapping

O Defautt
@ Crganization IT Palicy

& Henry Chung (Henry .Chungi@peaches....

cancel

1

7. Click OK to close the Global Properties window.

To assign an IT policy to a user group, select User Groups from the
left-hand pane, select a group from the User Groups List tab and click Edit
Group Template.

7 BlackBerry Manager-Security Administrator Authority
File Edt Tools Yiew Help

Explorer View | %
o

Enplorer Yiew || aimbal | servers

E-@ BlackBerry Domain Group Name
& Eﬁ - @ sisckceny Goun
i [f BERRYSRY_MDS-CS_L
B, Lser Groups
% Blackerry Group
5 Local Ports (Device Management;

User Groups List |

[ Description (37 Policy Hame |

Security Group for BlackBerry Users 1

Group User Count

Group Hame: BlzckBerry Group
Group User Count: 1

Description: Security Group for BlackBerry Users

IT Policy Harne:
Edit Group Template

Redirect when in cradle: i
Do Hot Save Sent Messages: 5 _
Group Admin
Generate Keye automatically: g N ®
Maximum key generation attempts:
Wireless Synchronization Enabled: J Create Group
¥ Delete Group
Signature: ¥ Undlate Groun Mermbsershin
Group Configuration Hame: 3 Modify Group Definition
Modify Group Defintion
Account @
Device Management @
MDS Services @
IT Admin @
Service Access @
Service Control & Customization @
< | = BlackBerry.
Ready = 4

Redirect to BlackBerry device:

Copy Properties to Another Group
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8. Select IT Policy from the Properties pane.

BlackBerry Group E
@ Properties E IT Policy Summary
# FRedirection O IT Policy Mame Default
® Filters
® Security
® PIM Sync
® Access Control
IT Policy
Enszbles youto define the uzer IT palicy settings. ;I
=
T push the selected changes to all existing grougp
memkers, sslect Reapply Template. Reapply Template

Ol I Cancel | Apply |

9. Click the check box to the left of the IT Policy Name field and select the
newly-created IT Policy from the pull-down menu.

BlackBerry Group

@ Properties
® Redirection
® Filkers
® Securiby
= IT Palicy
® PIM Svnc
® Access Control

El IT Policy Summany

Organization IT Palicy d

IT Policy Name
Specifies the IT Policy assigned to this user. To change this propery, ;'
zelect the newy IT Policy from the drop-dowen list.

If & checkbox iz present to the left of thiz property, checking it will update

thiz propetty for all users assigned to this grougp. LI

members, select Reapply Template.

To push the selected changes to all exizting graug
Reapply Template |

Ok I Cancel | Apply |
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10. Click Apply to apply the IT policy to the selected user group.

11. Click Reapply Template to push the change out to users that are already
members of the group.

BlackBerry Manager E

\‘.“p Are wal sure wou wank to update all the users in the group with all the checked properties?

12. Click Yes to apply the changes to all users.

We have now successfully applied our new IT policy to both an individual user
and a group of users. All users that are added to the group in the future will
automatically have the IT policy settings applied and pushed to their devices.

Software Deployment

BES supports the deployment of software to BlackBerry devices, including device
software and third-party applications. These deployments are effected through
software configurations created within BES, controlling those applications and
BlackBerry device software that should be installed and configured. Application
deployments and device software upgrades may be performed wirelessly or through
the LAN by connecting the device to a workstation.

In order to deploy software to our devices, we must install the device software for
our BlackBerries, copy and index the third-party software, share the software on the
network, and then create a software configuration; and assign it to either a user or a
group. The following sections describe the steps to perform these activities.

Installing Device Software

To create software configuration, you must install the device software for your
organization’s device model(s) on your BES. This software is not available directly
from RIM, but may be obtained from your wireless operator. The following steps
describe the process for installing the device software for a BlackBerry 8700c from
AT&T.

1. Download the device software from AT&T to your BES and run the
Setup program.
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2. Select your installation language and click OK.

Choose Setup Language E

@ Select the language for thiz inztallation from the choices below,

ak. I Caticel

3. Click Next on the Welcome screen.

Welcome to the InstallShield Wizard for
BlackBerry v4.2.1 for the 8700 Series
wireless Handheld

The InstallShield(R) Wizard will inskall BlackBerry w4.2.1 for the
&700 Series wWireless Handheld on wour computer. To continue,
click Mext.

WWARMING: This program is protected by copyright law and
international treaties,

< Back oMt Cancel

4. Select your location from the pulldown menu.

IE“ BlackBerry v4.2.1 for the 8700 Series Wireless Handheld - InstallShield Wizard

Country or Region Selection

Select the country or region in which you are currently located:

[usa (Englishy =l

InstallShield

= Back Cancel
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5. Select the I accept the terms in the license agreement radio button and
click Next.

l.}ﬂ‘ BlackBerry v4.2.1 for the 8700 Series Wireless Handheld - InstallShield Wizard

License Agreement

Please read the Following license agresment carefully,

BELACKBERRY END USER [ SOFTWARE LICENSE AGREEMENT ﬂ

This BlackBerry End User { Software License Agreement (the
"Agreement”) iz a legal agreement between you individually, or if you

are authorized to acquire the Saoftware on behalf of your company ar
another arganization, between the entity for whose benefit wou act
("vou"), and RIM (together the "Parties" and individually a "Party"). BY
NODICATING YOUR ACCEPTANCE BY CLICKIMNG OM THE
APPROPRIATE BUTTON BELOW, OF BY INSTALLING,

ACTIVATING OR USING THE SOFTWARE. YOU ARE AGREEING =l

¥ accept the kerms in the license agreement: Print |

{71 do ot accept the kerms in the license agresment

< Back I Mext = I Cancel |

Installshield

6. Click Finish when the installation process is complete.

{® BlackBerry v4.2.1 for the 8700 Series Wireless Handheld - Installshield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed BlackBerry
w4,2,1 For the 8700 Series Wireless Handheld, Click Finish to

exit the wizard,

[T %es, I want to start the Application Loader,

= Back Zancel
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7. The software should now be successfully installed at ¢:\Program Files\
Common Files\Research in Motion\Shared\Loader Files.

Third-Party Applications

RIM provides the ability to deploy third-party applications through software
configurations. These applications can be anything from enterprise instant messaging
clients to Customer Relationship Management applications. These applications are
typically distributed as .alx, .cod, and .d11 files. The application files are copied

to a shared location on the BES and indexed in order to be included in a software
configuration. The indexing process creates two files (specification.pkgand
PkgDBCache . xml) in each application directory, providing the software configuration
and the Application Loader tool with information on each application. The

following steps describe the process for preparing a third-party instant messaging
client for deployment.

1. Create a folder in C:\Program Files\Common Files\Research in Motion\
Shared called Applications.

& C:'Program Files',Common Files',Research In Motion',Shared
File Edit Wiew Favorites  Tools  Help | ,'?F
Qeack - &3 - (¥ | O Search [ Folders | -
Address IE] C:\Program Files\Common FilesiResearch In MotioniShared j GO
L = | Size | TvpE | Date Modified | Attributes |
File and Folder Tasks £ [ES)Loader Files File Folder 9/16/2007 5:05 PM
File Folder 9f16{2007 5:11 PM

®j Rename this folder
[@ Move this Folder
Copy this Folder

@ Publish this Folder to the
Web

|2 share this folder
@ E-mail this folder's Files
¥ Delete this falder

»

Other Places

[C) Research In Motion
My Documents

% My Computer

&3 My Nebwork Places

<

Details
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2. Create a sub-folder under Applications for the third-party application. Each
third-party application should have its own sub-folder.

Program Files Common Files',Research In Motion‘Shared'Applications
File Edit Yiew Favorites Tools  Help | ,'?F
Qeack - 23 - [ | 2 Search %7 Folders | Fa-
Address IE] C:\Program Files\Common Files\Research In Maotion\Shared\Applications j Go
[ame = | Size: | Tvpe | Date Modified | Attributes |
File and Folder Tasks * File Folder 9/16/2007 §:11 PM

W Rename this folder

@ Maove this folder

Copy this Folder

€Y Publish this folder to the
web

{7 Share this Folder
@ E-mail this folder's files
¥ Delete this folder

*»

Other Places

[E5) Shared

My Documents

Q My Computer

g My Mebwork Places

Details ¥

3. Copy any .alx, .cod, and .d11 files for the application into the sub-folder
created in the previous step.

.Common Files',Research In Mot Shared' Applications’, IM-Plus

File Edit ‘“iew Favorites Tools Help | ,'?F
Qeack - &) - ¥ | I Search [ Folders | -
Address I[E| C:YProgram Files\Common Files\Research In Motion)Sharedapplications IM-Plus j Go
Mame = | Size | Tvpe | Date Modified | Attributes I
File and Folder Tasks £ E : ZKE ALY File 9/10/2007 1:00 PM A
— - 2 BES. 353 KB COD File 9/10/2007 12:59PM A
& ma 2 & new Tolder plus_images_services.cod 85KE COD File 9{10j2007 12:59FM A
2] C\j‘:QSh this Folder o the implus_smiles. cod 21KB COD File 9{10j2007 12:59FM &
implus_sounds, cod 26 KB COD File 9/10/2007 12:59 PM A

&7 Share this falder

Other Places &

I Applications

My Documents

Q My Computer

ﬁg My Metwork Places

<%

Details
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4. Open a command prompt and type cd \Program Files\ Common Files\
Research in Motion\Shared\ Applications and hit <Enter>.

Command Prompt

Microsoft Windows [Wersion 5.2.37941
¢G> GCopyright 1985-28PA3 Microsoft Corp.

C:\Documents and Settings“\BESAdmin>cd “Program Files“\Common Files“Research in Mo
tion~SharedsApplications

C:\Program Files“Common Files“Research In Motion“Shared“Applications>_

5. Type "C:\Program Files\ Common Files\Research in Motion\AppLoader\
loader.exe" /index and hit <Enter>.

ommand Prompt

C:“\Program Files“Common Filez“Research In Motion“Shared“Applications>"C:\Program
Files“Common Files“Research In Motion“AppLoader~loader.exe" ~index .

C:“\Program Files“Common Files“Research In Motion“Shared“Applications>_

Sharing the Software

The device software and the third-party software must be shared on the network in
order to create a software configuration, as any software that is deployed through
the LAN must be accessible to the workstations on the network. Technically, this
means that you can install the device software and third-party software on a separate
file server, but we have opted to store them on the BES for the sake of simplicity. The
following steps describe the process of sharing this software.
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1. Using Windows Explorer, navigate to C:\Program Files\Common Files.

File Edit \Wiew Favaorites

rogram Files',Common Files'\Research In Motion'Shared

Tools  Help

@bk - & - T ‘,O Search [~ Faolders ‘ [~

Address IE C:{Program Files\Common Files\Research In Motion!Shared

jGo

File and Folder Tasks

9 Make a new folder
@ Fublish this folder to the
Wehb

|57 Share this Folder

Other Places

I3 Research In Motion
B My Documnents

Q My Cornpuber

g My Metwork Places

Details

| ttributes |

Mame = | Sizel Tvpe | Date Modified
A [applications | File: Folder 9/16{2007 5:11 PM

File Folder

»

9/16{2007 8105 PM

2. Right-click on the Research in Motion folder and select Sharing

and Security.

Applications Properties

General Sharing |Securit_l,J| Customizel

Y'ou cah share this folder with other Lzers an pour
netwark. To enable sharing far this folder, click Share this
falder.

=0 Share thiz folder

Share name: I

Comment; I

s, limit: % Warimum allowed

€1 Al this number of users:

Ta configure settings for offine access, click.

Lachi
Caching. HEE

=
To set permizsians for LIZETS who ACCESS this Bermizsions |
felder over the netwark, click Permizzions.

[2]x]

0k, I Cancel Apply
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3. Select the Share this folder radio button, enter the desired name in the Share
name: field and click the Permissions button.

Research In Motion Properties

General  Sharing | Securilyl Customizel

“f'ou can share this folder with other users on your
network. To enable zharing for this folder. click Share this
folder.

" Do nat share this folder
—{* Share this falder

Share name: IHIMEommorl

LComment: I
1z lirnit: 1% Mavimum allowed
£ Allov this number of users: =
— I |
To zet permizsions for ugers who access this Bt |
falder aver the netwark, click Pemizsions. =

To configure settings for offline access, click Caching |
Caching.

ak. I Cancel | Apply |

4. Ensure that the Everyone group has Read permissions and click OK.

Permissions for RIMCommon ﬂ E

Share Permissions |

Group

Add... | Bemove |
PBermizzions for Everyone Allow Deny
Full Contral O O
Change O O
Read |

ak I Cancel Apply
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5. Click OK to start sharing the folder.

Research In Motion Properties K E
General  Sharing | Securit_l,JI Eustomizel

Y'ou can share this folder with ather uzers on waur
network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder

—{* Share thiz folder

Share name: IHIMCDmmDn

LComment: I

User fimit: % Mazimum allowed

= Allowy this number of users: I _l?

To set permiszions for uzers who access this
falder over the network, click Permissions,

To configure settings for offine access, click Caching |
Caching.

ok, | Cancel | Apply |

Creating and Assigning a Software
Configuration

Now that we have shared the software, we are ready to start creating our software
configuration and assigning them to the users or groups. Software configurations
must be created individually for each different BlackBerry model in the organization
and you must have the device software for the model installed in order to create

a software configuration. The following steps describe the process of creating and
assigning software configurations.
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1. On a workstation with BlackBerry Manager installed, click
Start | Programs | BlackBerry Enterprise Server | BlackBerry Manager.

File Edt Tools Wiew Help

lackBerry Manager-Security Adm

rator Authority

Explorer ¥iew | %
p

Explorerview % || Global

Servers

User Groups List | All Users |

Role Administration

Software Configurations

E-@ BlackBerry Domain

Configuration Mame

[ pescription

[ souree Path

&g servers

i [ll BERRYSRY
i b [§ BERRYSRY_MDS-CS_1
B, User Groups

- BlackBerry Group

i@ Local Parts (Device Management;

I2< BlackBerry.

DXRGBD—

Common

¥ & New Configuration
J Manage Appiication Policies

iz glackBerry.

EN

2. Select BlackBerry Domain from the left-hand window and select the
Software Configurations tab.

File Edit Tools WVew Help

lackBerry Manager-Security Administrator Authority

| B Eaplorer View | %

Explorer Yiew x|

Global Servers

User Groups List | Al Users |

Role Administration

Software Configurations |

E-@ BlackBerry Domain

Configuration Kame

[ Description

[ source path

i B BerRysRY_MDS-C5_1
= & User Graups

i @ BlackBerry Group
5 Local Ports (Device Management]

T

= BlackBerry.

DR~

Common

¥ &d Mews Confiuration
J Manage Spplication Policies

it BlackBerry.

ES

A
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3. Click Add New Configuration.

Device Software Configuration <]

Configuration Mame: I MNesy Configuration

Configuration Description: I

Device Softvware Location: I Change... |

Application Marme Yersion Celivery | |

Detailz... | Mal!'ugge application contral Policies... |
policies
Ok I Cancel |

4. Enter a name in the Configuration Name: field and a description in the
Configuration Description: field and click the Change... button to the right
of the Device Software Location: field.

Device Software Share Location x|

Erter the URC path to the device software share location.

To create a device software share location, install one oF mare device
system software packages on the host computer, and then share the
directory

SeicommonProgramFiles\Research In Maotion

with read-only permissions.

'L'I.EIERRYSRV'IRIMCDmmDn| Browyse. . |
034 I Cancel |
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5. Enter the UNC share path to the share that was created in the previous
section in the field and click OK. The Device Software Configuration screen
should display details for the device software and third-party software
available in that location.

Device Software Configuration E3

Configuration Mame: | BREY00Cantiy

Configuration Description: | Software Configuration for BlackBerry 8700

Device Software Location: II‘EERRYSRWRIMCDmmDn Change... |

Application MName | WErsion | Delivery | |
WP5700 Series Sottware 1421
= Application Software =Mones
D I+ 509 Wireline Only =Mones
D images_services 12 Wireline Cnly | <nones
D impluz_smiles 1.0 Wireline Cnly | =none=
D sounds 102 Wireline Only =Mones

Swatemn and BlackBerry application Details | Manage application control Palicies |
software for 8700 Series devices — policies -
Ok I cancel |
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6. Select the software that you want to add to the configuration and, if desired,
change the Delivery method to Wireless. This option is not available for
all applications or devices, but, where available, provides the capability to
distribute applications over-the-air.

Device Software Configuration

Configuration Marme: I BBE&TO0Confiy

Configuration Descrigtian: I Software Configuration far BlackBerry 5700

Device Software Location: I‘-‘EIERR‘Y’SRV‘RIMCDmmDn Change... |

Application Mame | SerEion | Delivery | |
8700 Series Software 421
I+ 5048 Wireless =none:=
images_services 12 Wireless =nane=
impluz_smiles 1.0 Wireless =MNoneg=
sounds 102 Wireless =none:=

&pplication software for BlackBerry Details | Manage sppication cortral Policies... |
devices — policies —
ol I Cancel |

7. Click OK to finalize creation of the software configuration.
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Now that we have created the software configuration, we should create an
application control policy to define the rules for the software. There are a variety of
rules that can be configured, such as whether the software is required or optional
and what applications, networks, and data the software is allowed to access. The
following steps describe the process of creating an application control policy and
assigning it to a software configuration.

“# BlackBerry Manager-Security Administrator Authority

File Edit Tooks View Help

Y| EE
Explarer Visw x| aichal | servers User GroupsList | AllUsers | Ralls Admimistration Softwars Configurations |

@ Bladk=ry Doman [ Confiquration tiame [ Cescrition [ Source Path ]
| B0 serers s EES700Corig Software Configuration For BlackBerry 5700 UBERRYSRVIRIMCommon

BERRVSRY
H - BERRYSRY_MDS-CS_1
| B user Groups
{® ElackBerry Group
(@3 Local Parts (Device Management

7| common @

A

gl '

K| Addhew Contiguration

s » Manage Application Policies
4 | *:BlackBerry.
Ready E

1. Click Manage Application Policies on the Software Configurations tab.

Application Control Policies E

Mlame |

Remove
Froperties...

[emwy Copy...

Il

1074 I Cancel Apply
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2. Click the New... button.

Application Control Policy
& Properties Mame Application Contral =

Irternal Comains

External Domains

Brovrser Fitter Comains J
Dizposition Optional

Interprocess Communication Allowved

Internal Metvwark Cannections Prompt User

External Metwork Connections Promt User

Local Connections Alloaved

Phone Access Promt User

Meszage Access Allovved

Pitd Crata Access Alloaeed

Broveser Fitters Mot Permitted

Ewent Injection Mot Permitted

Bluetooth Serial Profile Alloaeed

BlackBerry Device Keystore Alloweed |

BlackBerry Device Keystore Medium Sec Sllovwed

Device GPS Prompt User =

Browser Filter Domains

The list of broweser fiter domains. Users invoke a browset fitter application ;l
wehen they regquest browveser content from the domains specified in this list.
Brovvzer Fiters enable you to add, remoye, and updste content displayed
tousers. j

O I Cancel | Apply |

3. Enter the name in the Name field, select the desired policy options from the
list and click OK.

Application Contraol Pali

Mame |
G Application Control

Remoyve

Properties...

e |
EEEN
[oegem |

e Caopy...

Ok | Cancel Apply
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4 Click OK to close the Application Control Policies window.

5. Select the software configuration created in the previous section from the
Software Configurations tab.

ackBerry Manager-Security Adm
File  Edit

Tools Wiew Help

rator Authority

B Explorer Yiew ‘ L4

[ BERRYSRY

[ BERRYSRY_MDS-CS_L
E-& User Groups
B BlackBerry Group
(&5 Local Ports (Device Management;

Explorer View x H Global Servers User Groups List | &ll Users | Role Administration Software Configurations |
=@ BlackBerry Domain nfiquration Name | escription | Saurce path |
=g servers

Configuration Hame: BBS700Config

Description: Software Configurstion for BlackBerry 8700

BlackBerry.

Source Path: WBERR'YSRYRIMCommon

=GB~

Common

=

cd Meww Configuration
dit Configuration
opy Configuration
# Delete Configuration
# Manace Applicstion Policies

v v
=2 e m

*#:BlackBerry.

ES

6. Click Edit Configuration.

Device Software Col uration

Configuration Name: I BBE700Confiy

Configuration Description: I Software Configuration for BlackBerry §700

Device Software Location: I\\BERRVSRVRIMCommon

Change... |

devices

A pplication software for BlackBetry

Dt |

Application Mame “ersion Delivery | |
8700 Series Software 421
=] pplication Software Application ... |
s09 Wireless Application ...
images_services 1.2 Wireless Application ...
mplus_smiles 1.0 Whireless Application ...
sounds 102 Wireless Application ...

Manage spplication control
policies

Policies... |

o]

Cancel |
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7. Select the policy that was created from the pulldown menu to the right of the
Delivery column.

Device Software Configuration

Configuration Mame: I BBES700Config

Configurstion Description: I Software Configuration for BlackBerry 8700

Device Software Location: IIW.EIERRYSRVWRIMCDmmDn Change... |

Application Mame Wersion Delivery | |
8700 Series Software 421
B iApplication Software Application ...
I+ 5049 Wireless Application ...
images_services 1.2 Wireless Application ...
implus_smiles 1.0 Wireless Application ...
zounds 1.0.2 Wireless Application ...

Application software for BlackBerry Details | lanage application contral Ereflisiee |
devices — palicies —
O I Cancel |

8. Click OK to close the Device Software Configuration window.

Now that we have assigned an application control policy to our software
configuration, we are ready to start applying the software configuration. Software
configurations may be applied to individual users or to user groups. The following
steps describe both methods.
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1. Select the BlackBerry Enterprise Server from the left-hand pane in the
BlackBerry Manager and click the Users tab.

o TEEn ) — =
[ SRRy pEss
-l User Groups Cririss [
@ Boxkberry Groum Ll e Pl Foitl|  iseen] Mot
@ !
- " iase {emi [Sans Lot Conkint Troe I
Herey ey Tntiskring
by ety Ineiskerg
160 s s Dot it
T Acesum
H @®
-
I K Al
: f 5 Fodiem
L] S—) ] [ T——

2. Select a user from the user list and expand the Device Management
tasks group.

i Blackfierry Manager Security Administrator Authority
Fle Bl Took View Help
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3. Click Assign Software Configuration.

Select a software configuration: E

Cancel

=noneEs O I
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4. Select the desired software configuration from the list and click OK to assign
the software configuration to the selected user.

5. Select User Groups from the left-hand pane and select the desired group
from the list.
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6. Select Device Management from the Tasks group.
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7. Click Assign Software Configuration.
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8 Select the desired software configuration from the list and click OK to assign
the software configuration to the selected group. You have now successfully
assigned the software to an individual user and to a user group.

Summary

In this chapter, we have examined the controls available to administrators to enforce
specific application and device policies, as well as the ability to create software
configurations for device software and third-party applications. These capabilities
facilitate administration and ensure that BlackBerry device usage is in accordance
with organizational policies. In the next chapter, we will explore additional
configurations and capabilities to help you get the most out of your BlackBerry
Enterprise Server.

[131]






Getting the Most Out of
Your BES

We have already covered the basics of getting a BlackBerry Enterprise Server up
and running, provisioning users and devices, and deploying applications and IT
policies. In truth, however, we have barely scratched the surface of the capabilities
of BlackBerry Enterprise Server. There are numerous capabilities and configuration
settings to govern the interaction of users, devices, and applications with BES. This
chapter highlights the ways in which the BES can be configured and used to provide
maximum value for your organization.

Multi-Tiered Administration

The administration of BlackBerry Enterprise Server implementations can be managed
at several hierarchical levels. Implementations can be managed at the BlackBerry
Domain level, where they will affect all BlackBerry Enterprise Servers within the
domain or at the BlackBerry Enterprise Server level, where they will affect all users
managed by the server. Additionally, you can administer individual users, specific

to a single server, or user groups, which span across BlackBerry Enterprise Servers.
There are settings that can be applied at each of these levels, as well as administrative
tasks that are specific to each level. These settings and tasks are managed through the
BlackBerry Manager application. The following sections describe the properties and
administrative tasks specific to each level in the hierarchy.

User and Group Template Properties

We have already touched upon some of the properties that can be configured on
an individual user or user group basis for IT policies and other settings. The User
Properties and Group Template settings screens provide a number of additional
capabilities that can be configured for either individual users or groups; such as
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message filters, organization synchronization settings, or basic security settings. For
individual users, these settings can be accessed by selecting the user account within
BlackBerry Manager and clicking the Edit Properties task. For user groups, these
settings can be accessed by selecting the user group within BlackBerry Manager and
clicking the Edit Group Template task. The settings are organized into functional
groups — Redirection, Filters, Security, IT Policy, WLAN Configuration, PIM Sync,
Advanced, and Access Control. These functional groups are described in detail in the
following sections.

Redirection

The Redirection settings group contains settings specific to message forwarding,
signatures and message disclaimers.

e Message Forwarding: These settings specify whether incoming messages
are forwarded to BlackBerry devices, how messages are handled when the
device is in a cradle connected to the user’s computer, and whether messages
sent from the BlackBerry device are saved to the user’s mailbox.

e Auto Signature: This allows you to specify a default signature that is
included on all messages sent from the BlackBerry device.

e Enable SMIME Message Processing: This enables or disables S/ MIME
message processing for the user or group.

e Messaging Options: These settings allow you to specify disclaimer text
that is prepended or appended to the signature for messages sent from the
BlackBerry device.

Filters

The Filters settings group allows you to specify rules to filter messages, which are
delivered to the BlackBerry device. These rules, similar to the rules that can be
created in Microsoft Outlook, allow you to filter based on sender, recipient, message
subject and body, recipient type (i.e., To:, CC:, BCC:), importance, and sensitivity.
Administrators can specify whether messages that meet the specified criteria are to
be forwarded or not.

Security

The Security settings group contains settings for security key generation, providing
the ability to enable automatic or manual key generation. In addition, you can find
out how many times key generation may be attempted.
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IT Policy

The IT Policy settings group is where IT policies are assigned, as has been covered
in a previous chapter. In addition, the IT Policy group for User Properties contains
additional settings for VoIP, VPN, and WLAN settings.

e VoIP Policy Group: These settings specify the SIP username, password, and
display name to use when connecting to a SIP server.

e VPN Policy Group: These settings define the username and password to use
when connecting to a VPN in a WLAN implementation.

e  WLAN Policy Group: These settings are used to provide the username and
password for authentication in Protected Extensible Authentication Protocol
(PEAP) and Lightweight Extensible Authentication Protocol (LEAP)

WLAN implementations.

WLAN Configuration

The WLAN Configuration settings group is specific to user properties and is used to
apply pre-defined configurations for WLAN, VPN, and VolIP to the user account. It
also provides the ability to manage software tokens.

PIM Sync

The PIM Sync settings group contains settings for the synchronization of organizer
data, including Message Filters, Tasks, Message Settings, Memos, Certificate
Summary Data, and Address Book data. For each type of data, administrators

can specify whether it should be synced to the BlackBerry device, the type of
synchronization (i.e., Server to Device, Device to Server, or Bidirectional), and
whether to use the data from the server or the device in case of conflicts.

Advanced

The Advanced settings group is specific to user properties and contains settings
for the Mailbox Agent that is used to monitor the user mailbox. These settings
are typically only changed to address network latency issues contact a Microsoft
Exchange server and may have an impact on the hardware resources of BES.

Access Control

The Access Control settings group is specific to groups and is used to define rule sets
for BlackBerry MDS Connection Service. These settings are only available if you are
using BlackBerry MDS Services.
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Server Properties

Similar to the properties that may be configured for individual users or user groups;
there are a number of settings for the BlackBerry Enterprise Server. Many of these
settings are duplicates of the user and group settings, but will enforce those settings
for all users on the BES. These settings can be accessed by selecting the BlackBerry
Enterprise Server within BlackBerry Manager and clicking the Edit Properties task.
The settings are organized into functional groups - General, Messaging, IT Admin,
Global Filters, Sync Server, BES Alert and MDS Services. These functional groups are
described in detail in the following sections.

General

The General settings group provides access to the settings that control connection

to the BlackBerry Infrastructure, including SRP identifiers, authentication keys, and
host information. This is also where administrators define the encryption algorithms
to be used (i.e., 3DES, AES, or both).

Messaging
The Messaging settings group is used to set a number of server-wide options for
messaging settings.

e Messaging Options: These define a number of messaging options. Some of
these are similar to the settings provided in the user and group Redirection
settings group, such as the disclaimer text that may be appended or
prepended to the signature. This is also where an auto-BCC address is
specified, for organizations that want to audit all messages sent through
BlackBerry devices. These options also provide the configuration options
for wireless message and hard delete reconciliation, reconciling read, and
unread marks and message moves as well as messages that are hard-deleted
(i.e. shift+DEL in Outlook) from the desktop email program. This is also
where users set attachment options, such as maximum individual size and
total size.

e Message Prepopulation: This allows administrators to define how messages
are populated when a device is activated, including how many days are
populated and the total number of messages to be populated.

e Performance: This manages the performance of the BES with regard to
message storage, defining the size of the message database.

e Secure Messages, These settings are used to manage the S/MIME options
for messages.
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IT Admin

The IT Admin settings group defines server settings related to IT policies, including
the time interval for re-sending IT policies and whether to disable users that have
unapplied IT policies.

Global Filters

The Global Filters settings group is used to manage message filters for messages
that are sent through the BES, similar to the Filters settings group for users and user
groups. These settings should be applied carefully, as they will affect all users that
send and receive messages on this server.

Sync Server

The Sync Server settings group provides the ability to define the audit root folder
where SMS, PIN, and messages that are subject to auditing are stored.

BES Alert

The BES Alert settings group enables BES error messages to be sent to specified email
addresses or consoles if an error message reaches a specified error level (e.g., Critical,
Error, Warning, and Informational). Different levels can be enabled for different
users, as defined in this settings group.

MDS Services

The MDS Services settings group is used to set the MDS Connection Server URL for
this BES.

Many of the Server Properties settings changes required a restart of the
= BlackBerry Enterprise Server in order to make the change effective.

BlackBerry Domain Properties

There are a number of properties that are configured at the BlackBerry Domain level,
meaning that these settings will be applied globally to all objects within the domain,
including servers, users, and user groups. These settings can be accessed by selecting
the BlackBerry Domain within BlackBerry Manager and clicking the Edit Properties
task. The settings are organized into functional groups —General, Global PIM Sync,
Access Control, Push Control, WLAN Configuration, IT Policy, Enterprise Service
Policy, and Media Content Management. These functional groups are described in
detail in the following sections.
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General

The General settings group provides access to administration settings related to
the generation and email of device activation passwords. Administrators can create
a custom email message for activation and specify the policies for auto-generated
passwords, including length, type (i.e., 7100 Friendly, Lowercase only, all alpha-
numeric characters), and password lifespan.

Global PIM Sync

The Global PIM Sync settings group provides similar options to the PIM Sync group
for users and user groups, except that these settings are applied to all users within
the BlackBerry Domain.

Access Control

The Access Control settings group is used to define access controls for the BlackBerry
MDS Connection Service, including push and pull data controls.

Push Control

The Push Control settings group is where push configuration settings are defined for
the BlackBerry MDS Connection Service, such as maximum stored push messages
and maximum message age.

WLAN Configuration

The WLAN Configuration settings group is used to create the Configuration Sets for
the WLAN, VPN, and VolIP that are assigned to users in the WLAN Configuration
settings group under each user account.

IT Policies

The IT Policies settings group provides the ability to define IT policy sets, as we did
in Chapter 6. It also provides the ability to view and modify the policies that are
assigned to an individual user.

Enterprise Service Policy

The Enterprise Service Policy settings group is used to modify Enterprise Service
Policy settings, which define the BlackBerry devices that are allowed to access
servers in the Domain.
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Media Content Management

The Media Content Management settings group provides the ability to restrict the
type of data that is transmitted using BlackBerry MDS.

User Tasks

In addition to the User Properties, BES provides access to a number of user
administration tasks through BlackBerry Manager. These tasks are arranged into
several groups — Account, Device Management, IT Admin, Service Access, and
Service Control & Customization. We have already explored some of the individual
tasks in previous chapters, but all of the tasks are described in greater detail in the
following sections.

Account
Account tasks are used to administer user accounts, performing activities such as
adding and deleting users or managing group members.
e Find User provides the ability to find users within the BlackBerry Domain.
This is useful for deployments with large numbers of users.
e Add Users is used to add new users to the BES, as we did in Chapter 5.

e Move User is for assigning a user to be managed by a different BES within
the BlackBerry Domain.

e Delete User provides the ability to remove a user from BES.

¢ Reload User is a troubleshooting tool that reloads user information and
restarts the messaging communications between the device and the server.

e Clear In-Cradle Flag is used to re-set the status of the connection between a
device and the user’s computer.

e Assign to Group is used to add users to a group, as described in Chapter 5.

¢ Remove from Group provides the ability to remove a user from membership
in a group.

¢ Send Message enables administrators to send PIN and email messages to
selected users.
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Device Management

Device Management tasks are for device administration, including assigning devices
and managing software configurations.

Assign Device is used to provision a locally-connected device and assign it
to a specified user.

Assign Software Configuration provides the ability to assign specific
software configurations, as we did in Chapter 6.

Export Asset Summary Data creates a comma-separated values file
containing asset information for the selected users, such as PIN, BlackBerry
model, phone number, serial number, etc.

Update Configuration Check Status is used to initiate a comparison of the
device software against the software configuration assigned to the device.

IT Admin

IT Admin tasks provide IT administrative capabilities, such as IT policy assignment,
application deployment and owner information.

Resend IT Policy is used to manually push out the assigned IT policy.

Assign IT Policy is for assigning a pre-defined IT policy to the user, as
described in Chapter 6.

Resend Peer-to-Peer Key provides the ability to resend the current peer-to-
peer encryption key out to the selected user.

Resend Service Book is used to redeploy the service book that controls
wireless data synchronization to the device.

Deploy Applications initiates the deployment of specified applications to the
user device. Application deployment can take several hours, so this can be
used to accelerate the process for a single user.

Set Password and Lock Device is one of the two critical tasks for lost or
stolen devices, providing the ability to set a new password and automatically
lock a device, preventing access by unauthorized users. This also provides
the ability to set owner information on the device.

Set Owner Information is used to define the owner information on the
specified user’s device.

Erase Data and Disable Handheld is the other critical task, providing the
ability to erase the data that is stored on the handheld and disable it. This
will remove all data previously stored and will not allow the handheld to
communicate with the BES.
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Service Access

Service Access tasks are used to provision devices or modify access to BES services.

Set Activation Password is used to manually define the activation password
for a user, as described in Chapter 5.

Generate and Email Activation Password provides the ability to
automatically generate and email activation passwords for users, as
described in Chapter 5.

Disable/Enable Redirection is used to disable or enable message redirection
to a user’s BlackBerry device.

Choose Folders for Redirection allows the administrator to choose the
mailbox folders that will be redirected to the user’s device.

Disable/Enable Connection and Collaboration Services provide the ability
to disable or enable MDS Connection Services and BlackBerry Collaboration
Services for a user.

Service Control & Customization

Service Control & Customization tasks provide the ability to modify service
configuration settings, including organizer data field mappings, statistics, and
message filters.

Edit PIM Sync Field Mapping is used to re-define the field mapping
between Microsoft Outlook fields and BlackBerry device fields.

Reset PIM Sync Field Mapping is used to restore the default PIM sync
tield mappings.

Clear PIM Sync Backup Data provides the ability to remove any wireless
backups that have been conducted for organizer data.

Purge Pending Data Packets is a troubleshooting tool used to remove any
data that is queued to be sent to the user’s device.

Clear Statistics removes the statistics that are currently stored for user, such
as messages sent and received.

Export Stats to File creates a tab-delimited text file with user statistics and, if
desired, clears the statistics for the selected user.

Export Filters to File is used to save the user’s message filter settings to an
XML file that can be imported on another BES.

Import Filters from File is used to import an XML file containing
message filters.
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Group Tasks

Much like the user administration tasks, BES provides a set of tasks for managing
groups. The majorities of the task groups are the same as those for user
administration, but deliver a sub-set of actions that are specifically for groups.
There are two task groups that are specific to user groups —Group Admin and
MDS Services.

Group Admin

Group Admin tasks are used for group administration, including adding and
removing groups, and managing membership.

e Create Group is used to create a new user group.
e Delete Group provides the ability to delete previously-created user groups.

e Update Group Membership returns administrators to the list of users in the
BlackBerry domain in order to add them to a group.

e Modify Group Definition is used to change the name and description of a
user group.

MDS Services

MDS Services tasks are for managing BlackBerry MDS policies related to MDS
Studio applications.

e Assign Device Policy is used to assign BlackBerry MDS application policies
to a user group.

e Install on Device provides the ability to deploy MDS Studio applications to
the devices for the selected user group.

¢ Uninstall on Device removes MDS Studio applications from the devices of
user group.

BlackBerry Domain Tasks

There are several administrative tasks available under the BlackBerry Domain,
similar to those for users and user groups. Some of the tasks are the same as those for
users and groups, but they apply to all global users and groups within the domain
settings rather than the user groups or users on an individual server, while others are
unique to the BlackBerry Domain. The following sections describe the tasks specific
to BlackBerry Domains.
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Account

There is one Account task that is unique to BlackBerry Domains, which is specific to
the task of managing licenses for BlackBerry Enterprise Servers.

Service Control & Customization

Many of the Service Control & Customization tasks are similar to those contained in
the task group for users, but they are applied on a global basis. In addition, there are
several unique tasks.

¢ Enable Enterprise Service Policy is used to enable Enterprise Service Policy,
which defines a white list of BlackBerry devices that can access servers within
the domain based on PIN or model number.

e Update Peer-to-Peer Encryption Key sets or removes corporate peer-to-peer
encryption keys for use by BlackBerries within your organization.

e Import IT Policy Definitions provides the ability to import IT policy files
from other BlackBerry Domains to be used within your domain.

e MDS CS to BES Mapping defines the mapping between BlackBerry MDS
Connection Service servers and BlackBerry Enterprise Servers.

e IM to BES Mapping is used to map corporate IM servers and BlackBerry
Enterprise Servers.

e Delete MDS Service provides the ability to delete MDS server listings that
are not currently serving any BlackBerry Enterprise Servers.

e Delete MDS Connection Service is used to delete MDS Connection Service
servers that aren’t in use.

e Delete IM Service provides the ability to delete corporate IM server listings
that are not being used within the BlackBerry Domain.

Summary

In this chapter, we have reviewed many of the configuration settings and
administration tasks that can be performed on BlackBerry Enterprise Server,
including those that are specific to individual users, user groups, individual servers,
and an entire BlackBerry Domain. These settings should provide you with a good
understanding of the flexibility and configurability of your BES implementation. In
the next chapter, we will focus on the security and disaster recovery aspects of

the BES.
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As with any critical network service, you're going to look forward towards the
security and disaster recovery capabilities of your BlackBerry Enterprise Server. This
chapter explores the security mechanisms built into BES, including encryption of
messages and device contents, as well as device authorization. Additionally, we will
review the capabilities provided by BES with regard to continuity of operations and
improving availability during a disaster with a focus on improving availability for
both the BlackBerry Enterprise Server and the Configuration Database.

Security

We have briefly touched upon some of the security features of BES in previous
chapters. There are multiple aspects of securing the BES implementation including
encryption methods, device content protection, email, PIN message protection, and
device authorization. The following sections describe each of these aspects in
greater detail.

Encryption

When talking about wireless data, the question on everyone's mind, from the Chief
Executive Officer to the network administrator, is how secure is the data flying
through the air and across the Internet? RIM has developed a solid answer to that
question, with strong encryption protecting your data as it traverses through the
BlackBerry world.

From the moment a user sends a message from their Blackberry until it arrives on the
Blackberry Enterprise Server, the data is encrypted using symmetric key algorithms
in the form of either Triple Data Encryption Standard (3DES) or Advanced
Encryption Standard (AES). 3DES, with its 112-bit key, provide a strong minimum
level of protection. AES encryption uses 256-bit keys, providing stronger protection
and better prevention from brute force attacks, as well as enhanced performance.
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This protection comes at a price, however. If AES is chosen as the encryption
method, your organization must be using Blackberry Desktop Software version 4.0
or higher and your BlackBerry devices must have operating software at version 4.0
or higher. The Blackberry Enterprise Server must be 4.0 or later as well. BES does
support a mixed software environment, allowing 3DES for older devices and desktop
software and AES for more current installations and devices.

Setting the Encryption Method

The encryption method, 3DES, or AES may be set on a server-by-server basis. The
following instructions describe how to set the desired encryption method for a BES.

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

- BlackBerry Manager-Gecurity Administrator Authority
Ele Edit Toos View Help
Explorer View x| EEBamg| servers | useraroupsiist | AlUsers | Role Administration | Software Configurations |
omain
E BlackBerry Manager
EERRYSRY
-8 BERRVSRY_MDS-C5_t
| R User Groups
b B BlackBerry Group Edit Properties
i-[@ Local Ports (Device Management]
T
A Common @
5
g % Find User
% Find Handhsld
Account @
Service Control & Customization @
e | BlackBerry.
S v

2. Select BlackBerry Domain from the left-hand window.
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3. Select the Servers tab and select your server from the list.

“ BlackBerry Manager-Security Administrator Authority

File Edt Tooks Yew Help

B v Ve | 3 H
Explorer View % || clobal Servers | UserGroupslist | AlUsers | Role Administration | Software Configurations |

E-@ HsckRerry Domsin MailstareType Service Name Host Mame Number of Users
i = servers ] = =
[ BERRVSRY o
: L [§ BERRYSRY_MDS-CS_L
B User Groups
% BlackBerry Group
B Local Ports (Device Management)

Service Name: BERRYSRY

Status: Running
Host Hame: BERRYSRY

Humber of Users: 2

Forwarded Messages: 0

Sent Messages: 0

Pending Data Packets: 0

Filtered Messages: 0

Expired Messages: 0

Messages Failed: 0

BlackBerry MDS Connection Service Enabled: True
Wireless Message Reconciliation Enabled: True
SRP Status: Connected

PID: 2156

BlackBerry Enterprise Server Version: 4.1.412

Edit Properties
Common ®

B Add Users

DXDI~

Account ®

Service Control & Customization ®

“iBlackBerry.

[ e — [
B

4. Click the Edit Properties task.

5. Select your desired Encryption Algorithm from Security section of the
General section and click OK.

BERRYSRY |
a Properties B skP
enera ErLTIEr
B G | Ideritifi T71492394
® Messaging Authentication Hey dofa-ujbc-7 ed6-min7 -ctsu-xGpd-Shk....
® IT Adwin SRP Host localhost
® Global Filkers SRP Port Hm
® Sync Server Host Routing Information
® BES Alert E Security
® MD3 Services Encryption &lgarithm 3DES and AES -

Encryption Algorithm
Set the encryption algotithm to use for all BlackBerry data: Triple Data Y
Encryption Standatd (DES), Advanced Encryption Standard (AES], or bath. j
Warnings: Changing encryption algorithms stops basic operation of the
BlackBerry device. Reconnect the BlackBerry device of perform a wireless LI

Ok Cancel | Ll |
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Content Protection

Content protection is a mechanism that protects the data on BlackBerry devices
when the device is locked. If a device has content protection enabled, it will encrypt
specific data stored on the device using 256-bit AES encryption and a public Elliptical
Curve Cryptography (ECC) key to encrypt data that is received while the device is
locked. Specifically, content protection is used to encrypt sensitive email, calendar,
memo, task, and contact data; as well as AutoText entries and BlackBerry Browser
data, including data that is pushed or saved to the device and the browser cache.

Content protection can be enabled by the user directly on the device or by the
BlackBerry administrator using IT policy rules. The following IT policy rules, located
in the Security Policy Group, govern content protection settings.

e Content Protection Strength — this rule enables content protection and
determines the strength of the content protection.

°  Default—by default, content protection is turned off.

°  Strong—Strong protection uses a 160-bit ECC key to
protect data.

°  Stronger—Stronger, uses a 283-bit ECC key; RIM
recommends enforcing a minimum 12 character device
password to maximize the encryption strength.

°  Strongest— This setting uses a 571-bit ECC key, which is
bolstered by enforcing a minimum 21 character password on
the device.

¢ Force Content Protection of Master Keys — This rule protects the Master
Encryption Key by encrypting it using a Grand Master Key when the device
is locked.

Blackberry Encryption Keys

BlackBerry Enterprise Server uses multiple encryption keys to protect different kinds
of data. Two encryption keys are generated by default—the Master Encryption Key
and the Message Key. These keys are used to encrypt and decrypt all traffic between
the BES components and the Blackberry devices. It is also possible to enable the
BlackBerry device to manually generate two other keys to protect data when the
device is locked —the Content Protection Key, which encrypts user data, and the
Grand Master Key, which is used to encrypt the Master Encryption Key.
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Master Encryption Key

The Master Encryption Key is unique to each BlackBerry device and is used by
devices to encrypt messages before transmission and to decrypt received messages.
Messages are sent using symmetrical encryption, which means that the Master
Encryption Keys must match in order for the message to be decrypted. The Master
Encryption Key is stored in the three places, listed below.

1. Within the user's mailbox on the Microsoft Exchange Server
2. On the BlackBerry device, within a key store database on flash memory

3. On the BlackBerry Enterprise Server within the BlackBerry
Configuration Database

Message Key

The BlackBerry Enterprise Server also generates a session key, called the Message
Key, which further protects the data that is sent and received by the BlackBerry
device. Each message sent or received by the device is first encrypted using the
Message Key and then the Master Encryption Key. While the Master Encryption
Key protects the integrity by verifying the sender of the message, the Message Key
protects the confidentiality of the data by using a randomized key to encrypt the
message. These session keys are not stored, so once the key is used to decrypt the
message it is deleted and the memory associated with the key is freed up.

Content Protection Key

When content protection is enabled on a BlackBerry device, a Content Protection Key
and an ECC asymmetric public key are generated to encrypt and decrypt all of the
user's data on the device when the BlackBerry is locked and unlocked.

Grand Master Key

If content protection is enabled, the BlackBerry device can protect the Master
Encryption Key with a Grand Master Key. This is used to encrypt the Master
Encryption Key that is stored in flash memory on the BlackBerry device. The Grand
Master Key is used to decrypt the Master Encryption Key if the device receives data
while it is locked.
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Additional Message Encryption

In addition to the encryption mechanisms described above, BlackBerry Enterprise
Server supports the use of S/MIME and PGP technology to provide extra security
for email messages. When using the standard encryption mechanisms provided by
BES, messages are encrypted between BES and the BlackBerry device, but they are
not encrypted when they are sent to the Microsoft Exchange Server and beyond.
S/MIME and PGP provide sender-to-recipient security in the form of digital
signatures and encryption. Both methods require additional support packages and
configurations. For more information on implementing these capabilities, refer to the
white papers published by RIM.

PIN-to-PIN Messages

BlackBerry devices allow you to send messages between devices via the PIN
function, which is similar to text messaging; every BlackBerry device is given a
unique PIN at the time of manufacturing that identifies the device on the RIM
wireless network. All BlackBerry devices have a common global peer-to-peer
encryption key by default. This means that BlackBerry devices on your corporate
network can send PIN messages to any BlackBerry device. As there is a common
peer-to-peer encryption key, the message can be decrypted by any BlackBerry
device. If you wish to limit PIN messages to devices within your organization, you
can generate a corporate peer-to-peer encryption key that is only available to devices
within your BlackBerry Domain. If necessary, you can update this key if you think
that the current key has been compromised.

Regardless of the type of peer-to-peer key that is used, either global or corporate,
PIN messages are scrambled, not encrypted, which means that anyone with access
to the peer-to-peer key would be able to read the message. This is better than
sending messages in clear text, but PIN messages should not be used for

sensitive information, due to their relative insecurity compared to other
BlackBerry communications.

Creating a Corporate Peer-to-Peer Key

The following directions describe the process for creating or updating a corporate
peer-to-peer key for PIN scrambling.

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.
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< BlackBerry Manager-Security Administrator Authority

Fle Edt Tools View Help
[Sechorsrven | % 5z |

% || Giobal | Servers | Useréroupstist | AlUsers | Role Administration | Softwars Configurations |

=] 3
e Servers
s BlackBerry Manager
H B eerrysry_MDs-C5_1

B & User Groups
-4 BlackBerry Group Eclt Properties
-{@ Local Ports (Device Management; =
4  Common @
i
S » FindUser
J Find Handheld
Account @
Service Control & Customization @
a4 _;I 2 BlackBerry.
= v

2. Select BlackBerry Domain from the left-hand window and select the Service
Control & Customization task group from the Global tab.

3. Select Update Peer-to-Peer Encryption Key.

Update Peer-to-Peer Encryption Key |

“ou can replace the default global encmyption key that BlackBery devices use to encropt
and decipt peer-to-peer mezzages with & corporate peer-to-peer encyption key on all
BlackBerry devices in pour organization on the selected BlackBerny Domain,

% Set a corporate peer-to-peer encrvption key for &l BlackBemy devices in wour
organization.

V¥ Stare the existing corporate peer-to-peer encryption key [if you have
previously set a corporate peer-to-peer encryption key) as a previous key
for all BlackBermy devices in your organization. Uncheck. this option if the
current key iz compromized.

" Femove the existing corporate encraption key (if you have previously set a
corparate peer-to-peer encroption key). All BlackBerr devices in paur
organization will resume wzing the default glabal encryption key to encropt
and deciypt peer-to-peer messages.

Are yau zure that you would like to update the Peer-to-Peer key?

Mo |

4. Click Yes to update the key or create a new key. If you think that the current
key has been compromised, uncheck the box labeled Store the existing
corporate peer-to-peer encryption key.
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BlackBerry Device Authorization

The BlackBerry Enterprise Server has the ability to govern which devices are
allowed to activate and join the BES environment. This ability is provided through
the Enterprise Service Policy, which provides a white-list (“approval list”) of device
characteristics; if a BlackBerry device does not meet the characteristics, then it will
not be allowed to complete Enterprise Activation. Administrators can specify four
different types of characteristics, described in the table below.

White List Description

Personal Identification Numbers (PIN) Administrators may specify individual PINs
that are authorized to access services on the
Blackberry Enterprise Server, similar to filtering
on MAC addresses on network hardware.

PIN Range It is possible to specify one or more PIN ranges
for devices that are authorized to access the
BlackBerry Enterprise Server

Manufacturer You may also specify device manufacturer,
disallowing connections from devices that are
manufactured by companies that are not on
the list.

Model Access may be restricted to specific BlackBerry
device models.

If a device being activated meets any of the specified criteria, it will be allowed to
activate and access the BlackBerry Enterprise Server. The Enterprise Service Policy

is flexible though, as it is possible to allow specific user accounts to override the
policies. The following sections describe the process of enabling Enterprise Service
Policy, specifying white-list criteria and identifying user accounts that are allowed to
override the policy.

Enabling the Enterprise Service Policy

The following steps describe the process to enable the Enterprise Service Policy and
to specify the white-list criteria.

1. Ona workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.
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BlackBerry Manager-Security Adi
File Edit Tools Wew Help

B oo e I 722 |

[ Glabal | servers | Usercroupslit | AlUsers | Role Administration | Software Configurations

strator Authority

Explorer Wiew

E-g servers
BERR¥SRY

BlackBerry Manager

B BERRYSRY_MDS-C5_t
User Groups
& BlackBerry Group Edlit Properties
£ Local Ports (Device Management;
=
A Common @
]
g % Find Lser
J Find Hancheld
Account @
Service Control & Customization ®
T — N
= 4

2. Select BlackBerry Domain from the left-hand window and select the Service
Control & Customization task group from the Global tab.

BlackBerry Manager-Security Administrator Authority 1 [=] E3
File Edit Tools Wiew Help
Bl eplorer view || & m'
Explorer View x ||| Gobal | Servers | UserGroupslist | Allsers Role Administr ation Seftware Configurations
El @ BlackBerry Domain
G serers BlackBerry Manager
i BERRVSRY
B BERRVSRY_MDS-C5_t
B User Groups
@ BlackBerry Group Edlt Properties:
&5 Local Ports (Device Management
=
A Common ®
8
-'s‘ Account @
Service Control & Customization ®
» Enable Enferrise Service Policy
¥ Edil PIM Sune Global Field Mapping
» Heset PIM Svne Global Field Mapping
» Undate Peero-Peer Encrygtion Kev.
 Import IT Poliey Defintions
¥ MDS CSto BES Mansing
» IMto BES Mapping
3 Delete MDS Service
3 Delete MDS Connection Service
¥ Delete IM Service
] [ *BlackBerry.
Ready - 4

Berry Manager

Enterprise Service Policy enables you ko restrick which devices can interact with BlackBerry Enterprise Server wia an approval list {white-list) of PIMs
. and other propetties such as Madels For devices providing this infarmation. Do you wish to continue?

Cancel |
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4. Click OK to enable Enterprise Service Policy.
5. Click Edit Properties.

Global Properties I
ﬂ Properties B Administration
g General Custaom Activation Email Message
® Global PIM Svnc Auta-generated Password Lenoth g
® Access Contral Auto-genersted Password Type 7400 Friendly
® Push Control Ato-generated Password Lifespan (hour: 45
® WLAN Configuration
® IT Policy
® Enterprise Service Policy
® Media Content Management

General

Enakles you to define general settings that apply to all BlackBerry ;'
Enterprize Servers in the BlackBetry Domain.

=]
1] >
ITI Cancel | Agply |

6. Select Enterprise Service Policy from the left-hand window.

Globalproperties [
m Properties El BlackBerry device Activation Administration

® General PR (Mo tems)

® Global PIM Sync PIr Range (Mo items)

® fccess Control Manufacturer {1 item)

® Push Control hoclel [Mo ftems) |

® WLAN Configuration

® IT Palicy

o 5 )

® Media Content Management

Enterprise Service Policy

Enshles you to restrict wwhich devices can interact with BlackBerry ;I
Enterprize Server.

Ok I Cancel | Aeply |

7. Select the desired criteria and click OK.
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Allowing Users to Override the Enterprise
Service Policy

The following steps describe the process to allow a specific user to override the
Enterprise Service Policy.

1. On a workstation with BlackBerry Manager installed, click Start | Programs
| BlackBerry Enterprise Server | BlackBerry Manager.

lackBerry Manager-Security Administrator Authority

File Edt Tooks Yew Hep

Explarer View |
pl

Explorer View % ||\ Global | servers | Usercroupsist | AlUsers | Aol Adwinistration | Softwars Configurations |
[EE~ ]
&l servers BlackBerry Manager

BERRY¥SRY

[ BERRYSRY_MDS-C5_1
=] ﬂ User Groups

"} BlackBerry Group Edt Properties

£ Local Ports (Device Management.

T
A Common ®
s
g % Find User
% Find Hancheld
Account ®
Service Control & Customization ®

2. Select your BlackBerry Enterprise Server from the left-hand window.

3. Select the Users tab and select the user that you want to allow.

# BlackBerry Manager-Security Administrator Authority

Fle Edt Trols Yiew Help

Seaploreriew | & Fl
Explarer View x
@ Blackerry Domain Neme [T Emalsddess | PH
el servers

H B BERRYSRY Status - IT Policy ~

i [ BERRYSRY_MDS-C5_1

B User Groups Enriess per page:
: @ BlackBerry Group perpage [500 | Page1N [Fiovoe] | tiea | (| [ |

*-[3) Local Parts (Device |

Server Configuration Users | UsersPendingDelete |

* | Mame PIN Status Last Contack Time

iiienry Chung Initalizing
@ saly Srith Iritializing

Hame: Henry Chung Email Address: Herry Chung@peaches local ’i
. Status: Initializing - Sctivation Passward Set
**BlackBery. ¢ pation Time: 9162007 1:45 44 P Edi Properlies
Redirect to BlackBerry device: True
MDS Connection Service and Service I Account @
Enabled: True 5
Wireless Message Reconciliation: Disabled K e
Wireless Calendar: Enabled g
Group Mame: BlackBerry Group pefocd Lsers
ES Policy Override: # Move User | |
J Delete User
Mailbox: fo=First Organizalioniou=Exchange Adminisirative Group 5 Reloacl User
(FY¥DIBOHF235POLT)fen=Recipientsicn=Henry Chung
Mail Server: WINADDC2 » Cleat In-Craclle Flag
Mailbox Agent ID: 1 > Assion To Group.

¥ Remove From Group
IT Policy Hame: Crganization IT Pelicy  SendMessace
IT Policy Status: Pending
IT Policy Status Message: 70 Processing Stopped: Invalid PIN
T Policy Sent: Device Management @

N
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4. Select Edit Properties.

Henry Chung I
i) Properties B Email Address
g Redirection Email Address Henry Chunoi@pesches lacal
® Filters [l Message Forwarding
® Security Redirect to BlackBerry device True
® IT Palicy Redirect when in cradle True
® WLAN Configuration Do Mot Save Sent Messages Falze
® PIM Sync [E Auto Signature
. Advancgd . _ Signature
S nieipieeiseivcelialicy = Enable SMIME Message Processing
Enable SMIME Message Processing Falze
E Messaging Options
Prepended Disclaimer Text
Appended Disclaimer Text
Redirection
Enakles yaou to define message forwarding and signsture settings for the ;l
user.
I
(0]:4 I Cancel | Ay |

5. Select Enterprise Service Policy from the Properties pane.

Redirection

Filkers

Security

IT Palicy

WLAN Configuration
PIM Sync

Advanced

= Enkerprise Service Policy

Henry Chung E I

ﬁl Properties

True d

ES Policy Override
Enables the uzer to override the Enterprize Service Policy that is in effect. ;l

]

QK I Cancel | Anply |

6. Set ES Policy Override to True and click OK.
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Disaster Recovery

As with any important application service, it is essential to evaluate and formulate
disaster recovery plans for your BlackBerry Enterprise Server implementation.
Luckily, BES provides the flexibility and scalability to support solid disaster recovery
and continuity of operations. Aside from planning for network failover and other
typical disaster recovery mechanisms, there are two elements of the BlackBerry
solution that we need to address — the BlackBerry Enterprise Server itself and the
database instance that hosts the BlackBerry Configuration Database. The following
sections describe approaches to disaster recovery for each of these elements.

Blackberry Enterprise Server Disaster
Recovery

The BlackBerry Enterprise Server is a potential point of failure during a disaster
scenario, especially if you only have one BES in your BlackBerry Domain. However,
it is possible to configure a standby instance of BES, perhaps located at a different
site, to take over for your primary server in case of disaster. If the primary instance
becomes unavailable, as a result of a hardware failure, a local network interruption,
or a local disaster; you can immediately switch to the standby instance.

This standby instance is configured to use the same credentials as your primary
server, making it appear to the BlackBerry Infrastructure and your BlackBerry
devices that they are the same server. The standby instance should not be brought
online at the same time as the primary server, as no two BlackBerry Enterprise
Servers can use the same SRP credentials simultaneously. Ideally, you should
prepare this standby instance before a disaster actually occurs, as it's easier to ensure
that you've properly created, replicated the primary instance by comparing the
settings between the two. However, it is possible to create a new instance after

a disaster occurs, provided that the BlackBerry Configuration Database is

still available.

Creating the Standby Instance

The process for creating a standby instance is similar to the process for installing
BlackBerry Enterprise Server. The goal is to duplicate the primary instance, right
down to the version, service packs, and hot fixes. When you update your primary
BES, it is important to install the same patches on your standby instance. The
following instructions describe the important points of installation and
post-install configuration.

[157]



Security & Disaster Recovery

1. The BlackBerry Enterprise Server Name should be identical to the name for
the primary instance. The server name is configured on the Installation Info
screen.

= BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation

~/ License Agreement Complete
\/ Setup Type Complete
\/ fpache Licenze Complete
\/ Preinstallation Chec...  Complete
& |nztallation nfo In Progress

MSDE Option

Installation Surmmary

Inztall

ook [ [ mew | coneel |
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2. The BlackBerry Configuration Database Name should be the same, although
the server it's hosted on may differ. The database name is configured on the
Database Settings screen.

= BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation

~/ License Agreement Complete
\/ Setup Type Complete
\/ fpache Licenze Complete
\/ Preinstallation Chec...  Complete
" Installation nia Complete
~/ MSDE Option Cormplete
\/ Installation Summary  Complete
\/ Install Complete
& Database Setting In Progress

Licenze Key

SAP Address

SRP Setting BERRYSRY

WwLAN SRP Setting

WWLAN DT Activat... BESMgnt 1813

Secure Passward

fl=jf)

Pro=y Information

Start Service  Bowss. |
e e
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3. The SRP Identifier and SRP Authentication Key should be the same. These
are configured on the SRP Setting screen.

=z BlackBerry Enterprise Server Installation - 4.1.4 {Bundle 25)

BlackBerry® Enterprise Server Installation

\/ Licenze Agreement Complete
\/ Setup Type Complete
\/ Apache License Complete
\/ Preinztallation Chec...  Complete
V/ Installation Info Complete
\/ MSDE Optian Complete
\/ Ingtallation Summary  Complete
V/ Install Complete
~/ Databaze Setting Complete
\/ Licenze Key Complete
" SRP Address Complete
& SAP Setting I Progress

WLAN SRP Setting

WILAN OTa Activat...

Secure Pazzward

Prosy Information

Start Service
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4. At the end of the installation process, on the Start Service screen, you should
un-check the Start Service check box so that the BlackBerry Enterprise Server
services are not started.

=z BlackBerry Enterprise Server Installation - 4.1.4 (Bundle 25)

BlackBerry® Enterprise Server Installation =z BlackBerry.
\/ Licenze Agreement Complete
\f’ Setup Type Complete _ .
V’ Apache License Camplate Setup [ ready to conhgyre the_program features.
- - To werify or change settings, click Back.
+ Preinstallation Chec...  Complete Click. "Start Service to apply the configuration and settings wou entered.
' Installation Infa Complete
\f’ MSDE Option Complete
" Installation Summary  Complste ~ Readme File
\/’ Install Complete Do you want to see the readme file?
*/ Database Setting Complete ™ ies. | want to see the readme file.
\/ Licenze Fey Complete
\f’ SRP .&dd.fESS Complete — Gemies
”{ SAP Setting . Comiplete To start the BlackBerny Enterprize Server, select the Start Service.
\/ WLAM SRP Setting  Complete :
+ WLAN OTA Activat.. Complete ¥ Start Service
\f’ Secure Password Complete Start Service Besult
\f Prowsy Information Complete
& Start Service In Progress ;I
I
Back | Start Service I LCancel |

[161]



Security & Disaster Recovery

5. Disable the BlackBerry Enterprise Server services to keep them from starting
automatically. On the standby instance server, click Start | Control Panels
| Administrative Tools | Services. Set the startup type for all of the
BlackBerry services to Disabled.

: Services

File:
o |EFRR(RE > e
@Services (Local} 4, Services (Local)

Action  Wiew  Help

BlackBerry Synchronization Service _Mame * | Description | Skatus | Startup Type | logOnas =~
.MET Runtime Optimization Service v2.0.50... Microsoft ... Manual Local System
Description: 8 tlerter Notifies sel... Disabled Local Service
fv}{rl\;?:;gll:*‘f:t:{anl:ﬁlsgcljgnodnhilaé‘?and the %Applicat\on Experience Lookup Service Process ap... Started Automatic Local Syskem
mail server. %Applicat\on Layer Gateway Service Provides s... Manual Local Service
%Applicat\on Management Processesi... IManual Local Syskem
%ASF.NET State Service Provides s... Manual Hetwark 5., _|
%Autnmatic Updates Enables th...  Started Autornatic Local Swskem
%Backgrnund Intelligent Transfer Service Transfersf...  Started Automatic Local System
%BlackBerry Alert when confi, Dizabled PEACHESY...
%BlackBerry Attachment Service Cormerts a... Disabled Local Swskem
ElackBerry Controller Monitors k... Disabled PEACHESY...
%BlackBerry Database Consistency Service Synchroniz... Dizabled PEACHESY...
%BlackBerry Dispatcher Performs d... Disabled PEACHES...
%BlackBerry MDS Connection Service Provides s... Disabled PEACHESY...
%BlackBerry Palicy Service Dizabled PEACHESY. ..

BlackBerry Router Disable PEACHESY...

Disabled PEAL

%C\ipannk Disabled Local System
%COI‘\‘H Ewent System Supparts 5., Starked Automatic Local Syskem
%COI\‘H System Application Manages k... Manual Local Swskem
%Cnmputer Browser Maintains a... Started Automatic Local System
%Cryptngraphlc Services Provides th,,,  Started Aukomatic Local Syskem

DCOM Server Process Launcher Provides la...  Started Automatic Local Syskem
%DHCP Client Registers a...  Started Automatic Mebwork 5.
%D\stnbuted File Syskem Integrates ... IManual Local Syskem
%D\stnbuted Link Tracking Clisnt Enables cli,,.  Started Automatic Local Syitinlll
4 »

Extended A Standard /'

Responding to Disaster Scenarios

If you have prepared everything properly, the process of enabling your standby
instance during a disaster response should be simple and straightforward. Basically,
all you need to do is start the services, configure, and test the connection to the
BlackBerry Infrastructure. The following steps describe the process for enabling

a standby instance.

. Ensure that you do not bring the standby instance online at the same time
% as the primary instance; RIM does not allow connections from multiple
= servers with the same SRP credentials and it may result in a loss of
connectivity for both servers.
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1. On the standby instance server, click Start | Control Panels |
Administrative Tools | Services. Set the startup type for all of the
BlackBerry services to Automatic. Start the BlackBerry services in the
following order.

a. BlackBerry Controller
b. BlackBerry Router
c. BlackBerry Dispatcher

d. Remaining services

File Action Wiew Help
comER2E] > » 50
@ Services (Local) Services
Select an item ta view its description. Mame 4 | escription | Status | StartupType [ logonas =
W.NET Runtirne Optimization Service +2,0,50.,, Microsaft ... Manual Local System
%Alerter Motifies sel... Disabled Local Service
%npph[atinn Experience Lookup Service Process ap...  Started Automatic Local System
%npphcation Layer Gateway Service Provides ... Manual Local Service
%Apphcation Management Processes i Manual Local System
%ASP.NET State Service Provides s... Manual Network 5.,
%Autnmati[ Updates Enables th...  Started Automatic Local System_
%Background Intelligent Transfer Service Transfers F...  Started Aukomatic Local System
%BlackBerry Alert ‘“when confi... Started Aukomatic PEACHES), ..
%BlackBerry Abtachment Service Converts a...  Started Autornatic Local System
%BlackBerry Controller Monitors k... Started Automatic PEACHES),. ..
%BlackBerry Database Consistency Service Synchroniz. .. Dizabled PEACHES),. ..
%BlackBerry Dispatcher Performs d..,  Started Aukomatic PEACHES), ..
%BlackBerry MDS Connection Service Provides s...  Started Automatic PEACHES), ..
%BlackBerry Palicy Service Supports w... Started Autornatic PEACHES),. ..
%Blackﬁerry Router Manages t...  Started Automatic PEACHES, ..
%BlackBerry Synchronization Service Synchroniz, ., Started Aukomatic PEACHES), ..
%Clipﬁook Enables Cli... Disabled Local System
%COM#— Event System Supporks 5., Started Automatic Local System
%COI\‘H— System Application Manages t... Manual Local System
%Computar Browser Maintains 2., Started Automatic Local System
%Cryptographic Services Provides th,., Started Automatic Local System
%DCOM Server Process Launcher Provides la,..  Started Autornatic Local System
%DHCP Client Reqgisters a...  Started Automatic Network 5.
%Dlstrlbuted File Syskem Integrates ... Manual Local System
%Distributed Link Tracking Client Enables cli...  Started Automatic Local Systflﬂ
1 | >
Extended A Standard /.
| | |

2. Click Start | Programs | BlackBerry Enterprise Server | BlackBerry Server
Configuration.
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3. To test the connection with the Configuration Database, click Test SQL
Server Connection on the Database Connectivity tab. Click OK on the
confirmation dialog box.

BlackBerry Server Configuration

BlackEery Server Configuration Panel

Wser Mamnme:

;s
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4. To validate the connection with the BlackBerry Infrastructure, click the
BlackBerry Server tab and click Validate SRP Key and ID. Click OK on the
confirmation dialog box.

BlackBerry Serer Configuration Parel

| =
I. Secure Comnenton |

localhost
localhost

5. Click OK to close the BlackBerry Server Configuration application.
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Blackberry Configuration Database
Disaster Recovery

Planning for the disaster recovery of our BlackBerry Configuration Database is more
involving than the process to setup a standby BES instance and is heavily dependent
upon the database server that is used. The MSDE does not support extensive
disaster recovery capabilities and is reliant upon regular backups from the primary
Configuration Database to keep the information current. RIM recommends a disaster
recovery approach that uses Microsoft SQL Servers transactional replication. Using
this process, the primary database publishes information to the secondary database,
ensuring that the secondary database is automatically updated with the latest
BlackBerry Configuration Database information.

RIM has published a Disaster Recovery Guide that provides detailed instructions
on configuring transactional replication for both Microsoft SQL Server 2000 and
SQL Server 2005 environments. This guide is available on the BlackBerry Technical
Solution Center at http://www.blackberry.com/btsc.

Summary

In this chapter, we have reviewed the security and disaster recovery capabilities

of BlackBerry Enterprise Server. We have focused on the encryption algorithms

and the data that is protected by that encryption, including email messages, PIN
messages, and other data stored on the device. In addition, we have reviewed the
capability to limit device activation on the BES through the implementation of an
Enterprise Service Policy. Lastly, we have covered the disaster recovery capabilities
of BES, including the setup of a standby server instance and a description of database
replication technique. Armed with this knowledge, you should be able to secure and
protect BlackBerry services for your organization.
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applying to, user group 107-112
assigning 107
creating 102-106
settings 135, 138

J

Junior Helpdesk administrator 70

Master encryption key
about 149
storing 149

MDS
about 11
formats supported 11
standards supported 11
services settings 137
services tasks 142

media content management settings
about 139
settings 139

messaging settings, server properties
about 136
messaging options 136
messaging prepopulation 136
performance 136
secure messages 136

Microsoft Exchange permissions
assigning to, service account 26-29
configuring for, service account 35
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Microsoft Exchange Server 2007
permissions, assigning to 35, 36
Microsoft SQL Server 2005
about 37
configuring 37

server role assigning, to service account for

Windows authentication 38-41

server role assigning, to SQL login for SQL

authentication 42-46
Microsoft SQL Server Desktop Engine.
See MSDE
Microsoft Windows permissions
assigning to, service account 29-35
mobile data services. See MDS
MSDE 17
multi-tiered administration
about 133
BlackBerry Domain Properties 137
BlackBerry Domain Tasks 142
group tasks 142
group template properties 133
server properties 136
user tasks 139
user template properties 133

(0

organizer data synchronization
about 88
configuring 88

P

PIN-to-PIN messages

about 150

corporate peer-to-peer key, creating 150
policies

creating 101

enforcing 101

IT policy 101
preinstalling, BES

about 19

mailbox, creating 22-25

messaging environment enabling, to

communicate with XE 19

service account, creating 20, 21
properties

BlackBerry Domain Properties 137

group template properties 133
server properties 136
user template properties 133
provisioning, devices
BlackBerry manager 89-91
wireless 91
provisioning, users
organizer data synchronization,
configuring 88
user groups 83
user groups, creating 83
provisioning, wireless devices
enterprise activation options, customizing
92-94
password for individual user, setting 94-96
wireless enterprise activation passwords,
setting 94

R

RDBMS 17
requirements, BES
database requirements 17
hardware requirements 15
network requirements 16
prerequisites 15
Research in Motion. See RIM
RIM
about 6
BlackBerry connect 7

S

S/MIME 9
secure mutipurpose internet mail exten-
sions. See S/MIME
security, BES
about 145
BlackBerry device authorization 152
BlackBerry encryption keys 148
content encryption key 149
content protection 148
encrption method, setting 146
encryption 145
Grand Master key 149
Master encryption key 149
message encryption 150
Message key 149
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PIN-to-PIN messages 150
security, BES
encryption 9
security policies 10
user authentication 10
security settings 134
Senior Helpdesk administrator 70
server properties, BES
about 136
BES alert settings 137
general settings 136
global filters settings 137
IT admin settings 137
MDS services settings 137
messaging settings 136
Sync server settings 137
service account
creating 20
Microsoft Exchange permissions, assigning
to 26-29
Microsoft Exchange permissions,
configuring for 35
Microsoft Windows permissions, assigning
to 29-35
server role assigning, for Windows
authentication 38-41
settings, BlackBerry
access control settings 138
advanced settings 135
BES alert settings 137
filters settings 134
general settings 136, 138
global filters settings 137
global PIM Sync settings 138
IT admin settings 137
IT policy settings 135
MDS services settings 137
messaging settings 136
PIM Sync settings 135
push control settings 138
redirection settings 134
security settings 134
Sync server settings 137
WLAN configuration settings 135
software
deploying 111
sharing 116

sharing, steps 117-119
software configuration, creating 119
software, deploying
about 111
application control policy, creating 124-127
device software, installing 111
device software, installing for BlackBerry
8700c from AT&T 111-114
software, sharing 117
software configuration, assigning 120-124
software configuration, assigning to
individual users 128-131
software configuration, assigning to user
groups 128-131
software configuration, creating 120-124
third-party applications 114
third-party instant messaging client,
preparing 114-116
software configuration
about 119
assigning 119
creating 119
standby instance
about 157
creating 157
enabling 163, 165

T

tasks
account tasks 139, 143
BlackBerry Domain Tasks 142
device management tasks 140
group admin tasks 142
group tasks 142
IT admin tasks 140
MDS services tasks 142
service access tasks 141
service control tasks 141, 143
service customization tasks 141, 143
user tasks 139

U

user authentication
about 10
methods 10
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user groups, BES
about 83
creating 83
user, adding 83
user tasks, BES
about 139
account tasks 139
device management tasks 140
IT admin tasks 140
service access tasks 141
service control tasks 141
service customization tasks 141
user template properties, BES
about 133
advanced settings 135
IT policy settings 135
PIM Sync settings 135
redirection settings 134
security settings 134
WLAN configuration settings 135

w

WAP 11

white list
about 152
manufacturer 152

model 152
Personal Identification Numbers 152
PIN 152
PIN range 152
wireless application protocol. See WAP
wireless devices provisioning
about 91
enterprise activation options, customizing
92-94
password for individual user, setting 94-96
password for user groups, setting 96-98
wireless enterprise activation passwords,
setting 94
wireless enterprise activation passwords
about 94
setting 94
wireless wide area networks 7
WLAN configuration settings
about 135, 138
settings 138
WWANSs 7
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