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Foreword

Adama Samassékou

The Promise of Information and Communication Societies

The year is 2006. The first World Summit on the Information Society was
held in December 2003, with a follow-up in November 2005. Governments
of the world have adopted the first political Constitution of Cyberspace,
thereby formally acknowledging the potential benefits stemming from the
use of information and communication technologies, and have agreed to
help narrow the digital gap between the developed and the developing
countries: a gap that is unacceptable for all humanity and that represents
both a cause and a consequence of the unequal distribution of wealth in
the world and within countries.

Formally recognized by all is the premise that the development of the
information society must be based on the framework of human rights, and
should respect and uphold the standards laid down in the United Nations
Charter and the Universal Declaration of Human Rights. Human rights are
universal, indivisible, interrelated, and interdependent, as reaffirmed at the
1993 Vienna World Conference on Human Rights. Hence, a crucial premise
for realizing the vision of the information society is a commitment to effec-
tively implement and enforce all human rights: civil and political as well
as economic, social, and cultural.

Furthermore, there is a general recognition that information and com-
munication technologies should be used to advance and implement the
U.N. Millennium Development Goals, the indicators to end human
poverty by 2015.

The human rights standards require governments to ensure that the
information society does not result in discrimination or in deprivation of
existing rights. On the contrary, information and communication
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technologies should be used to advance the effective implementation of
human rights at the local level. The principle of nondiscrimination man-
dates universal access to information and communication as an overall
goal. All individuals, communities, and countries should be empowered to
take part in the information society, using their own languages to create,
disseminate, and share information and knowledge. Ensuring information
and education for all is essential if information and communication tech-
nologies are to play a vital role in helping to reach the U.N. millennium
goal of eradicating poverty, hunger, and diseases, particularly in the devel-
oping world, where nearly half of the population is living below the
poverty line. But it is also important in the developed world, where the
regulatory framework for information access, ownership, and privacy is
being developed and debated.

The information society has communication as its nerve center. It pro-
vides new and easy access to information and to communication, to find
like-minded persons, and to build bridges that cross traditional geograph-
ical and cultural borders. Information can be power; communication is
empowering. As societies transform into information societies, the ability
to communicate and learn becomes the most important societal skill.
Seizing this opportunity requires openness and the ability to embrace and
reflect on a number of different perspectives and realities. If we are willing
to meet this challenge, the information society can provide an enormous
learning opportunity for all of us.

And this is why I wish to stress that we are indeed entering a new global
society: that of information, human communication, and shared
knowledge.

The Challenge for Human Rights

At the core of human rights are the dignity, integrity, and vulnerability of
the individual. Human rights are about people on the ground and their
rights. The right to a decent standard of living and to a life lived in
freedom, without hunger, violence, and suffering. The right to participate
in society, to voice opinions, and to be free from arbitrary intrusions or
restrictions by the state. As expressed by Eleanor Roosevelt, who chaired
the U.N. Human Rights Commission in its first years:
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Where, after all, do universal human rights begin? In small places, close to home—
so close and so small that they cannot be seen on any maps of the world. Yet they
are the world of the individual person; the neighborhood he lives in; the school or
college he attends; the factory, farm or office where he works. Such are the places
where every man, woman and child seeks equal justice, equal opportunity, equal
dignity without discrimination. Unless these rights have meaning there, they have
little meaning anywhere. Without concerned citizen action to uphold them close
to home, we shall look in vain for progress in the larger world. (Eleanor Roosevelt
at the presentation of “In Your Hands: A Guide for Community Action for the Tenth
Anniversary of the Universal Declaration of Human Rights,” March 27, 1958, United
Nations, New York)

Access to information is essential for self-determination, for social and
political participation, and for development. However, at present only one
third of the world population has access to information and communica-
tion technologies; the great majority is excluded from them. The poor
remain poor and the rich remain rich. The great challenge facing the world
is how to expand the reach of information to all human beings, no matter
their social, economic, cultural, and geographical position. A region such
as Africa has wealth and cultural diversity, but also represents a tremen-
dous challenge in empowering illiterate people and ensuring that ordinary
citizens, who speak only local languages, are included in the information
society.

Human rights, democracy, and development are intertwined. Unless
human rights are respected, international peace and security and the pro-
motion of economic and social development cannot be achieved. Often
the political debate leaves one with the impression that conflicts and terror
require us to diminish human rights and freedoms. This rhetoric has put
human rights on the defensive. It is important to insist that effective imple-
mentation of human rights is actually the best way to prevent conflict and
terror, the best way to end suffering and inequality. All actions to secure
international peace and security must be firmly based on the human rights
framework, and respect and uphold the standards—not least in times of
fear and heated public emotions.

When the Universal Declaration of Human Rights was adopted in 1948,
it was one of the first major achievements of the United Nations. After
more than fifty years it remains an instrument that has a significant effect
on people’s lives all over the world. Its adoption was the first time in



X Adama Samassékou

history that human rights and fundamental freedoms were formulated in
such detail. At this point in history, and within an information society
perspective, human rights face not only great potentials but also strong
pressure—not least in regard to new technological developments. As dem-
ocratic societies we need to constantly reflect on how we respond to the
challenges presented by new technologies and new political developments.

Rapid advances in surveillance and security measures, especially in the
post-9/11 environment, can have a chilling effect on privacy and on
freedom of expression and freedom of association, and new technologies
can be used to restrict access to information. The deployment of commu-
nication infrastructures, combined with central data storage, biometrics,
and pervasive computing, threatens the right to privacy in new and intru-
sive ways. The growing commodification of information and knowledge
contradicts some of the basic potentials of enhanced access to, and sharing
of, information, and thus the development of a rich public domain. Infor-
mation and communication technologies can be used to promote diver-
sity and respect for cultures, but also to spread racial hatred, and hence
restrict or suppress diversity. The digital divide represents an unequal access
to information and to the means of communication, and therefore requires
special measures to improve the situation of those who are vulnerable,
exposed, or excluded. Applications need to be developed and used to
advance the realization of economic, social, and cultural rights and to
support human rights to education and learning, in order to build, all
around the world, a real democratic culture. As Nelson Mandela said, we
need to create a new political culture based on human rights. Indeed, the
so-called digital divide represents a knowledge divide, a social and
economic divide, that we must address with the participation of all
stakeholders.

I welcome this book as an attempt to explore these many difficult ques-
tions, and I hope it will fuel ideas and knowledge on how the agenda of
information, human communication, and shared knowledge societies can
be used to advance the protection of human rights.
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Introduction

William J. Drake and Rikke Frank Jgrgensen

Since the mid-1990s, the term “global information society” (GIS) has
gained currency in the lexicon of information and communication tech-
nology (ICT) policy discussions. The GIS has been invoked in analyses,
policy statements, and initiatives undertaken by national governments,
businesses, civil society organizations (CSOs), and academics. Similarly, it
has been the subject of declarations and work programs in such interna-
tional organizations and collaborations as the European Commission (EC),
the Organization for Economic Cooperation and Development (OECD),
the International Telecommunication Union (ITU), and the Group of Eight
(G-8) industrialized countries. And most recently, the term has received
even wider play as a result of the United Nations’ 2002-2005 World
Summit on the Information Society (WSIS) process.

There is no precise and widely accepted definition of the GIS. Even so,
when employing the term in global policy discussions, participants appear
to believe that they all mean essentially the same thing. The most common
usage seems to be as a loose umbrella rubric for the wide array of national
and global effects and policy issues resulting from the information
revolution. Many people additionally embrace variants of the analytical
propositions that the technologically enabled creation, distribution, and
manipulation or application of information is becoming a key driving force
and defining feature of social change worldwide, and that the resulting GIS
is some respects qualitatively different from antecedent forms of social
organization.

In principle, these constructions of the concept are essentially neutral
with respect to policy prescriptions, in that one can embrace them without
advocating any particular type of programmatic response. But in practice,
critics on the political left maintain that they are ideological and
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prescriptive, in that asymmetries in wealth and power mean that the infor-
mation society is not really global, and because the term GIS is often
invoked to argue that the combination of market liberalization and private
control is the only logical and natural way to govern ICT. In addition, some
of these critics disagree with the analytical propositions. They variously
argue that the causal role of information pales in significance when com-
pared with state and corporate control of material resources; or that infor-
mation is indeed a driving force of social change, but it is overwhelmingly
controlled by these power centers and manipulated to promote patterns
of social order favorable to their interests.

Wherever one comes down on these and related questions, clearly the
GIS term has caught on in global ICT discourse. Moreover, the vast range
of policy issues the GIS is thought to entail—telecommunications and
media regulation, digital convergence, radio frequency spectrum manage-
ment, technical standardization, Internet governance, trade in networked
goods and services, competition policy, intellectual property, privacy
and consumer protection, freedom of speech and censorship, network
security and cybercrime, cultural and linguistic integrity, development
and the global digital divide, e-commerce, e-government, e-education, e-
everything—are all pressing and moving up the global agenda. They also
are increasingly interrelated, often intrinsically so; it is impossible to effec-
tively address security without considering privacy, intellectual property
without considering freedom of speech, trade without considering con-
sumer protection, and so on across the board. There is thus a growing ten-
dency to view these issues in a more holistic manner—as elements of a
single overarching policy space rather than as a random assortment of dis-
connected topics that are somehow related to ICT. And regardless of
whether or not one views the term GIS as misleading or ideological, it
increasingly is being employed by governments and other stakeholders to
refer to that space. Accordingly, while recognizing at the outset that the
term is contested, in this volume we will use it to refer to the policy space
described above.

Today, much of the GIS policy arena is in flux. Leading governments and
transnational corporations are pushing for often sweeping changes in
national, regional, and global policies. In general, the overarching objec-
tives of these efforts are to increase private-sector control over the eco-
nomic sphere and, particularly in the post-9/11 context, state control over
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security-related matters. While some elements of this agenda have met
with resistance from various quarters, overall the drive to transform ICT
governance along these lines is moving ahead.! In the process, other per-
spectives and priorities generally are being pushed to the side, at best
acknowledged but not really accommodated. One such perspective posi-
tions development promotion as the baseline for evaluating policy options
and calls for the special and differential treatment of developing countries
in ICT global governance arrangements. Another semimarginalized per-
spective, which has been advanced by progressive CSOs in particular, sets
public-interest criteria as the evaluative baseline and calls, inter alia, for
more democratic participation in policymaking, better oversight of state
and corporate power, and a better balance between commercial and non-
commercial objectives.

Even more marginalized in GIS debates has been the international
human rights perspective. GIS policy discussions generally have not inter-
nalized as key criteria for evaluation the various human rights that have
been recognized and institutionalized in treaties and related instruments
since the late 1940s. Indeed, to the extent that analytical and program-
matic links have been drawn between human rights and the issues arising
from the information revolution, the focus typically has been on just two
issues.

The first issue concerns the use of ICT to increase global awareness of
human rights violations—pertaining in particular to civil and political
rights—in authoritarian and semiauthoritarian countries. For example, the
1980s saw the burgeoning use of video cameras and satellite television links
to reveal the violent suppression of political dissent within the Soviet bloc
and various developing countries. In the 1990s, the focus of attention
shifted to the Internet, which, insofar as some governments find it diffi-
cult to monitor and censor transmissions, provides a vital means for inter-
national and local actors to get out the word about human rights abuses.?
The second and related issue concerns the efforts by governments, espe-
cially but not only in nondemocratic societies, to impose laws and regu-
lations restricting privacy and free speech on the Internet. Despite all the
talk about the Internet’s ability to “route around” censorship, many gov-
ernments have proven increasingly adept at extending state control into
cyberspace. Accordingly, both traditional human rights and civil liberties
groups and organizations specializing in the cyberspace environment have
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been cataloging and publicizing the growing number of governmental
restrictions being imposed around the world in the name of public moral-
ity, cultural integrity, and political control.> Some of these watchdog
organizations draw explicit linkages between such actions and the
internationally agreed human rights they violate, but others are less atten-
tive to the human rights framing.

While these two issues are critically important, they are just the tip of
the iceberg. International law and policy have enshrined a broad range of
human rights pertaining to multiple dimensions and contexts of social life.
These rights go well beyond the rights to freedom of expression and phys-
ical security involved in the above examples, to cover such matters as
access to information, privacy, nondiscrimination, access to public serv-
ices, freedom of assembly and political participation, due process, mobil-
ity, education, working conditions, women’s rights, development, peace,
and much more. The protection and promotion of these rights are often
affected in a direct and negative manner by the ways in which ICT is used
and governed by both public- and private-sector actors. Conversely, begin-
ning assessments of ICT usage and governance from the baseline of human
rights standards will often point toward policies and practices that are at
variance, sometimes sharply, with the approaches currently being pursued.

Given the rapid pace and direction of change in GIS policy, there is an
increasingly pressing need to put human rights considerations firmly on
the global agenda. Whether the issue at hand is trade, intellectual prop-
erty, Internet governance, “information security,” or something else,
compliance with the full range of internationally agreed human rights
standards should be a key criterion for the development and evaluation of
policy frameworks. Unfortunately, the communities of expertise and prac-
tice involved in human rights and ICT policy have not undertaken the sort
of reciprocal and sustained dialogue required to move in this direction.

To the contrary, there has been a significant disconnect between the two
fields. On the one hand, members of the ICT policy communities typically
are not trained in the intricacies of human rights, are unsure how human
rights standards might apply to issues such as Internet governance or intel-
lectual property, are unclear on the potential practical implications of such
an effort, and have not been under what they would consider to be salient
political pressures to figure these things out. On the other hand, most tra-
ditional human rights groups have largely eschewed delving into the full
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complexities of the GIS arena. Those which have launched programs on
ICT issues usually focus on challenging governmental restrictions on
freedom of expression rather than protecting and promoting the broader
array of political, economic, and social rights in light of the information
revolution. In parallel, the specialized CSOs launched in the 1990s to
defend cyber civil liberties have usually stuck to their original mandates,
such as freedom of expression and privacy protection, instead of expand-
ing their focus to the broader human rights agenda. Moreover, their
initiatives often concentrate on opposing specific new laws, policies, and
programs rather on framing the issues in terms of long-standing and inter-
nationally agreed human rights. And, for their part, intergovernmental
organizations concerned with human rights have only occasionally
devoted any attention to the matter, and generally have done so in a loose,
schematic, and aspirational manner.* In short, integrating human rights
criteria into the assessment and development of GIS policies will require,
as a first step, that members of both communities overcome these and
other barriers and enter into sustained dialogue.

Over the past few years, elements of the human rights community at
least have begun to take steps in this direction. The major impetus for this
movement was the United Nations’” World Summit on the Information
Society (WSIS). As is discussed in more detail below, the WSIS comprised
a pair of global summits held in Geneva in December 2003 and Tunis in
November 2005, as well as an elaborate preparatory process involving a
series of large regional conferences and meetings held between May 2002
and the Tunis summit. Broadly stated, the overarching objectives of WSIS
were to foster a global dialogue about the GIS; adopt shared principles and
a plan of action to help guide the international community’s GIS initia-
tives; and define an approach to follow-up and implementation of efforts
related to the action plan.

As part of a larger civil society coalition that came together around the
WSIS, a group of concerned CSOs launched the Human Rights Caucus at
the first preparatory conference (hereafter PrepCom) in July 2002. Com-
prising (at the time of writing) over sixty national and transnational
organizations—including traditional human rights organizations, cyber-
liberties organizations, trade unions, and more—from all continents, the
Caucus pressed governments to make internationally agreed human rights
principles an overarching consideration of the WSIS framework.s In the
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end, the Caucus’s efforts yielded decidedly mixed results: while the nego-
tiated texts acknowledged the importance of some international human
rights agreements and principles, particularly with respect to freedom of
expression, others of direct relevance were overlooked. Moreover, there was
little real engagement on how the broader corpus of human rights might
apply to diverse GIS policy issues such as telecommunications regulation,
network security, intellectual property, the global digital divide, or Inter-
net governance. Human rights considerations simply did not figure much
in the governments’ negotiations on these topics, and many in their del-
egations would have been hard pressed to see the connections. As such,
the WSIS experience demonstrated that there is a pressing need to flesh
out the linkages between human rights and information society issues, and
to translate these into concrete policy recommendations.

With these considerations in mind, the purpose of this volume is to
provide an initial assessment of the relevance of internationally agreed
human rights to the GIS. The cases examined herein by no means consti-
tute an exhaustive listing of the human rights that are impacted by, and
should inform, ICT policies and practices. Rather, they are particularly
important and illustrative examples of a broader range of rights and related
issues that merit sustained consideration and dialogue over time. They are
also in some senses among the more controversial rights when considered
in relation to the ICT environment.

The human rights considered herein include freedom of expression and
access to information, the right to privacy, the right to development, the
prohibition against discrimination, gender equality, freedom of association
and assembly, procedural rights, the right to participate in public affairs,
and the right to enjoy one’s own culture. These rights are enshrined in
the Charter of the United Nations and the International Bill of Human
Rights—which, in consequence, are the principal starting points for the
chapters’ analyses—as well as in other multilateral instruments. In each
case, activists, academics in different scholarly disciplines, and policy prac-
titioners specializing in different fields or subfields may have varying
perspectives on the interpretation and implementation of these rights. As
such, it is hoped that the essays in this volume may contribute to some
conceptual and programmatic bridge-building among these diverse ana-
lysts and stakeholders.

The chapter authors are activists and scholars who have been involved
in the Human Rights Caucus or related advocacy work in the WSIS and
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other ICT policy debates. At the time of writing, the volume’s editor, Rikke
Frank Jorgensen, and Meryem Marzouki, the author of chapter 8, served
as the co-coordinators of the Caucus. Hence, while the authors come from
different disciplinary backgrounds, they all share a firm commitment to
promoting human rights standards as an essential baseline for the assess-
ment and governance of the GIS.

To contextualize the chapters that follow, the remainder of this Intro-
duction proceeds in three steps. First, it briefly surveys the international
human rights arrangements that serve as points of departure in the sub-
sequent chapters. Second, it summarizes the dynamics and outcomes of
the WSIS process with respect to human rights. The WSIS is important here
not only because it catalyzed the development of the civil society Human
Rights Caucus, but also and more importantly, because it constituted the
first serious encounter between human rights advocacy and policy debates
on the GIS as a whole. Not surprisingly, then, if one enters the key words
“human rights” and “global information society” into a Internet search
engine such as Google, a majority of the top-ranked Web sites listed pertain
to the WSIS. Third and finally, the Introduction provides an overview of
the chapters that follow.

The International Human Rights Regime

The institutionalization of international human rights standards has con-
stituted one of the most important normative shifts in world politics since
World War II. Viewed in a broad historical perspective, the notion that
human beings hold inalienable and universal rights simply by virtue of
their personhood that should trump state prerogatives is fairly radical.
Indeed, as one scholar has argued, “Virtually everything encompassed by
the notion of ‘human rights’ is the subject of controversy . . . the idea that
individuals have, or should have, ‘rights’ is itself contentious, and the idea
that rights could be attached to individuals by virtue solely of their
common humanity is particularly subject to penetrating criticism.”®
Nevertheless, and despite the complaints from some governments that
human rights are a matter of cultural relativism or are contrary to so-called
Asian values, the core concept has been enshrined in international law and
policy, and is now effectively uncontested. All but the more egregious vi
olators have abandoned challenges to the concept of inherent, univers-
ally applicable, and multidimensional human rights, such as the once
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persistent assertions that rights apply only to collectivities rather than indi-
viduals, or that a state’s treatment of its citizens is a purely domestic matter.
Nowadays they typically settle for denying charges that their actions violate
international norms and/or seek positions on monitoring bodies such as
the U.N. Commission on Human Rights so that they can influence the
agenda and water down resolutions regarding their performance.

Of course, none of this is to suggest that human rights are not consis-
tently violated all around the world, often on a massive scale. Compliance
with human rights obligations is highly variable, and so are the incentives
for noncompliance. There are the usual suspects of states with bad human
rights records, but there are also states which will not subject themselves
to standards beyond the nation-state or which trump civil liberties for state
concerns in relation to national security and/or the “war on terror.”
Nevertheless, the existence of a global framework for human rights pro-
vides mechanisms through which political and legal pressure can be con-
tinually applied to inch states toward greater conformity. This is true not
only for well established and obvious violations such as torture, human
trafficking, or the violent suppression of expression, assembly, and politi-
cal participation, but also for newly recognized problems, such as those
covered in this volume. It should be noted that human rights traditionally
concern the relationship between state and individual, but that “horizon-
tal effect” is part of this relationship, implying that state obligations include
a positive obligation to protect a private party against another private party,
by legislation and/or preventive measures or by investigating violations.

The establishment of this global framework was a long time in coming.
The idea that citizens should enjoy certain freedoms and protections from
the arbitrary exercise of government authority took hold early in the devel-
opment of some nation-states. The origins of guarantees provided by law
to individuals against the arbitrary use of the state power can be traced
back to the Magna Carta (or Great Charter) promulgated in 1215. Notions
of humans holding innate and inalienable rights were subsequently elab-
orated by Enlightenment philosophers and incorporated into such consti-
tutional texts as the Virginia Declaration of Rights and the American
Declaration of Independence of 1776, as well as the French Déclaration des
Droits de 'Homme et du Citoyen of 1789, but their rules were applicable
only within the lands of the respective sovereign states. Early international
mechanisms—such as the Conference of Vienna’s Declaration on the Abo-
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ru

lition of the Slave Trade in 1815, the League of Nations’ “minority treaties,”
and the Constitution of the International Labour Organisation—
established multilateral mechanisms regarding slavery, minorities within
states defeated in World War I, and workers, respectively—but these spe-
cialized agreements fell short of the contemporary conception of univer-
sal and multidimensional human rights.”

It was only in the context of World War II and its aftermath that this
conception would be elaborated and enshrined in broad and binding inter-
national agreements. Revulsion against fascist atrocities played a catalytic
role in expanding the scope and domain of human rights concepts. Let us
note just a few of the key steps along the way. In a January 1941 speech
to the U.S. Congress, President Franklin D. Roosevelt declared that freedom
means the supremacy of human rights everywhere, and spoke of the cen-
trality of four essential freedoms in particular—freedom of speech, expres-
sion, and religion, and freedom from fear. Eight months later, the U.S.-U.K.
Atlantic Charter stated a desire to construct a postwar world in which “men
[sic] in all the lands may live out their lives in freedom from fear and want”;
while these words were probably not written with people living under colo-
nial subjugation in mind, they did point toward the future universaliza-
tion of human rights.®

In 1944, the American Jewish Committee supported the publication in
New York of British legal scholar Hersch Lauterpacht’s book The Interna-
tional Bill of the Rights of Man, and also issued a call for an International
Bill of Rights that was signed by 1,300 prominent Americans. In 1945, the
Committee met with President Roosevelt and Secretary of State Edward
Stettinius to press for the inclusion of human rights protections in the
pending Charter of the United Nations. As one of the most detailed
accounts of these developments concludes, the Charter’s “human rights
provisions were products of [nongovernmental organizations’] determina-
tion and persistent lobbying in which the American Jewish Committee
played the leading role.”” In addition, a group of Latin American countries
pushed for the listing and guaranteeing in the Charter of a complete set
of human rights, perhaps in an effort to lock in protections against poten-
tial future nondemocratic governments.'°

The United States and the other great powers were not willing to accept
legally binding commitments on a detailed list of human rights. Nor did
the Charter offer a clear definition of human rights. Nevertheless, it did
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include seven important references to them. The Charter’s Preamble posi-
tions the international community’s “faith in fundamental human rights,
in the dignity and worth of the human person, [and] in the equal rights
of men and women and of nations large and small” as an overarching prin-
ciple of the United Nations. Similarly, Article 1 states that the United
Nations’ mission is, inter alia, to “achieve international co-operation. ..
in promoting and encouraging respect for human rights and for funda-
mental freedoms for all without distinction as to race, sex, language, or
religion.” To this end, subsequent articles establish that the General Assem-
bly is to initiate studies and make recommendations to assist in the real-
ization of human rights and fundamental freedoms; the United Nations
and its then relevant trusteeship system are to promote universal respect
for, and observance of, human rights and fundamental freedoms; all
member states are to take joint and separate action in cooperation with
the United Nations to achieve these purposes; the Economic and Social
Council (ECOSOC) may make recommendations to the same ends, and
may call international conferences and prepare draft conventions for sub-
mission to the General Assembly on matters falling within its competence;
and ECOSOC is to set up a commission for the promotion of human
rights.!!

Collectively and read in context, these seven references underscored
human rights’ multidimensional and universal character. In addition, they
linked the promotion of human rights both to the progressive develop-
ment of international law and institutions, and to the realization of objec-
tives such as international peace and stability and economic and social
progress. Going forward, such issue linkages to other valued objectives
would prove to be tactically important in persuading states to accept the
imposition of rules that could be seen as unilaterally imposing burdens
without benefits.

In accordance with the Charter’s mandate, the U.N. Commission on
Human Rights (CHR) was established in 1946. Under the leadership of
Eleanor Roosevelt, the CHR began deliberations in January 1947 on the
development of an International Bill of Human Rights that would build
out and translate into operational commitments the relevant principles
contained in the Charter. The new body decided on a two-part structure
comprising a nonbinding declaration by the General Assembly that could
be taken up immediately, and a binding covenant that would require more
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extensive negotiations. This decision contained the kernel of an approach
that would be elaborated and generalized in the years to follow: “Interna-
tional human rights law now usually progresses through similar stages:
issue identification, debate, adoption of nonbonding declarations, negoti-
ation of binding agreements (treaties), establishment of supervisory insti-
tutions and procedures, and further elaboration of the rights through
decisions and judgments of supervisory institutions.”!?

In December 1948, the U.N. General Assembly approved the resulting
Universal Declaration of Human Rights (UDHR) by a vote of 48 to 0, with
8 abstentions. Later referred to by U.N. Secretary-General U Thant as the
“Magna Carta of Mankind,” the UDHR comprised thirty articles dealing
with two broad categories of human rights: civil and political rights; and
economic, social, and cultural rights. The General Assembly subsequently
decided that the two categories would be detailed in separate treaty
instruments—the International Covenant on Civil and Political Rights
(CCPR) and the International Covenant on Economic, Social and Cultural
Rights (CESCR), both agreed upon by the General Assembly in December
1966. Together, the UDHR, CCPR, and CESCR constitute the International
Bill of Human Rights, which is the overarching framework for global
human rights today.

The UDHR'’s Preamble states that the Declaration is meant to serve as a
common standard of achievement for the international community, and
that every individual and every organ of society is to strive, by teaching
and education, to promote respect for human rights, and to secure their
universal and effective recognition and observance by progressive meas-
ures, national and international. Article 2 elaborates on the U.N. Charter’s
nondiscrimination principle by holding, inter alia, that “Everyone is enti-
tled to all the rights and freedoms set forth in this Declaration, without
distinction of any kind, such as race, colour, sex, language, religion, polit-
ical or other opinion, national or social origin, property, birth or other
status.” Articles 3 to 21 then deal with fundamental civil and political
rights, such as the right to life, liberty, and security of person; the prohi-
bition of slavery, torture, and arbitrary arrest, detention, or exile; the rights
to recognition as a person before the law, to the presumption of innocence
until proven guilty, and to equal protection, effective remedies, and fair
and public hearings by competent national tribunals; the rights to a
nationality, to freedom of movement and residence within the borders of
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each state, to leave any country to return to one’s country, and to seek and
to enjoy in other countries asylum from persecution; and the rights to
marry, create a family, and own property.

As we will see in subsequent chapters of this volume, in addition to
Article 2 on nondiscrimination, and the procedural rights laid down in
Articles 7, 8, 10, and 11, particularly important civil and political rights in
the GIS context are the following UDHR provisions:

Art. 12: No one shall be subjected to arbitrary interference with his privacy,
family, home or correspondence, nor to attacks upon his honour and reputation.
Everyone has the right to the protection of the law against such interference or
attacks.

Art. 19: Everyone has the right to freedom of opinion and expression; this right
includes freedom to hold opinions without interference and to seek, receive, and
impart information and ideas through any media and regardless of frontiers.

Art. 20: Everyone has the right to freedom of peaceful assembly and association. . ..

Art. 21: (1) Everyone has the right to take part in the government of his country,
directly or through freely chosen representatives. (2) Everyone has the right to equal
access to public service in his country. . ..

UDHR Articles 22 to 27 deal with economic, social, and cultural rights.
Under their provisions, everyone has the right to social security and is enti-
tled to realization of the economic, social, and cultural rights indispensa-
ble for his or her dignity and personality development. Further, everyone
has the rights to work, to choose their employment, to just and favorable
conditions of work, to equal pay for equal work, to protection against
unemployment, to form and to join trade unions, and to rest and leisure,
including reasonable limitation of working hours and periodic holidays
with pay. In parallel, everyone has the right to a standard of living ade-
quate for their health and well-being, including food, clothing, housing,
and medical care and necessary social services, and the right to security in
the event of unemployment, sickness, disability, widowhood, old age, or
other causes of lack of livelihood in circumstances beyond their control.
Mothers and children are entitled to special care and assistance, and all
children, whether born in or out of wedlock, are to enjoy the same social
protection. Everyone has the right to education, which is to be free, at least
in the elementary and fundamental stages. Finally, and of particular rele-
vance in the GIS context, the UDHR in Article 27 embraces both cultural
participation and authors’ right to protection. Hence, it states that every-
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one has the right to participate freely in the cultural life of the commu-
nity, to enjoy the arts and to share in scientific advancement and its ben-
efits; as well as the right to the protection of the moral and material
interests resulting from any scientific, literary, or artistic production of
which he or she is the author.

The UDHR concludes with three provisions on the application of the
abovementioned rights. Article 28 lays down the ambitious requirement
that everyone is entitled to a social and international order in which the
rights and freedoms set forth in the Declaration can be fully realized. In
deference to the collectivist rather than individualist vision favored by the
Soviet Union and like-minded states, Article 29 says that everyone has
duties to the community in which alone the free and full development of
his or her personality is possible. It further holds that in the exercise of
these rights and freedoms, everyone shall be subject only to such limita-
tions as are determined by law solely for the purpose of securing due recog-
nition and respect for the rights and freedoms of others and of meeting
the just requirements of morality, public order, and the general welfare in
a democratic society; and that these rights and freedoms may in no case
be exercised contrary to the purposes and principles of the United Nations.
Finally, Article 30 specifies that nothing in the Declaration may be inter-
preted as implying for any state, group, or person any right to engage in
any activity or to perform any act aimed at the destruction of any of the
rights and freedoms set forth therein.'

A political instrument, the UDHR was drafted and approved in the
remarkably short period of just two years. In contrast, negotiations over
the two legal instruments dragged on for over a decade before concluding
in 1966, and the process of national ratification, thus getting binding com-
mitment from a large number of states, has taken much longer and is still
incomplete. The treaties build directly on the UDHR, reinforcing through
repetition and codification the strength of its injunctions. At the same
time, some of the UDHR’s principles are specified in more detail, and some
new principles are added into the mix. To avoid repetition in this brief
summary, and because those most directly related to this volume’s con-
cerns are cited in the chapters to follow, the principles contained in the
two covenants will not be listed here.

The CCPR and the CESCR have elements in common, and the U.N.
General Assembly and other relevant international bodies repeatedly have
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affirmed that the rights they contain are all intrinsically interrelated and
of equal status. Nevertheless, there are important differences between the
two, some of which are particularly worth noting here. First, since the
rights they cover have different historical origins, many observers distin-
guish between first and second “generations” of rights. Civil and political
rights are referred to as first-generation rights because they were recognized
at the national level in a number of eighteenth- and nineteenth-century
constitutions, whereas economic, social, and cultural rights were generally
developed in national constitutions and international instruments in the
post—-World War II era. As such, the former are more deeply embedded in
multiple legal systems and traditions, and are usually what the layperson
thinks of as human rights. Moreover, political and civil rights have often
been described as “negative” rights, in that they proscribe state interfer-
ence with individual freedoms, whereas economic, social, and cultural
rights have been described as “positive” rights that require states to create
the conditions in which individuals and collectivities can enjoy a certain
quality of life, or to provide certain goods or services to that end. In oper-
ational terms, though, the distinction is not so clear-cut, as we shall see
below.

Second, the CCPR calls for the strict and immediate application of
human rights protections to individuals, whereas the CESCR calls for pro-
gressive realization subject to state resources. Many experts argue that
while the CESCR also is a legally binding treaty, it is more aspirational and
progressive in nature, and the realization or violations of the rights it
entails are open to greater latitude in interpretation.'* As one proponent
of this view has suggested:

Whereas the CCPR requires strict compliance with its stipulations, essentially its
sister instrument boils down to a promotional obligation which, furthermore, is not
owed to the individuals concerned. In fact, a close reading of the “rights” listed in
the CESCR reveals that it deliberately refrains from establishing true individual
rights. . . . Economic and social rights are to a large degree context-dependent, more
than civil liberties. They have as their backdrop a concept of the state as a potent
provider, but with the proviso that the duties owned to citizens can never be set
out in absolute terms, but must take into account the scarcity of resources which
any human community has to reckon with.'

In recent years, the “positive/negative” dichotomy stemming from the
traditional distinction between economic, social, and cultural rights and
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civil and political rights has been replaced by the tripartite typology to
respect, protect, and fulfill, which has been adopted in a variety of contexts,
thus adding more nuances to the types of state obligations entailed in the
two set of rights.'® The obligation to respect requires states to refrain from
interfering with the enjoyment of human rights. The obligation to protect
requires states to prevent violations of such rights by third parties, and the
obligation to fulfill requires states to take appropriate legislative, budget-
ary, judicial, and other measures toward the full realization of such rights.
Accordingly, the human rights obligations of the state should be examined
at three levels, going from the predominantly cost-free and passive obli-
gation to respect, to the gradually more active and costly obligations to
protect and to fulfill. The Committee on Economic, Social and Cultural
Rights has also chosen to incorporate this tripartite typology in its work.!”
As one scholar argued:

The tripartite terminology bridges the two sets of rights by illustrating that com-
pliance with each and every human right—economic, social, cultural, civil and
political—may require various measures from (passive) non-interference to (active)
ensuring of the satisfaction of individual needs, all depending on the concrete cir-
cumstances. A social right like the right to housing can be complied with by the
State at the first or secondary level by abstaining from eviction or by preventing
third parties from doing that, and the tertiary level is primarily activated if there is
no home to respect or protect. Likewise, the civil right to freedom of expression may
require that the State abstains from interfering with the enjoyment of the right or
prevent third parties from doing so, and the tertiary level only becomes relevant if
other obstacles stand in the way of individuals expressing themselves, such as lack
of access to the media or—more seriously—lack of ability to express themselves due
to illiteracy or disabilities.!®

Third, the political configurations underlying the negotiation of the two
sets of rights were different. At the risk of drawing an overly bald general-
ization, whereas the Western democracies attached particular importance
to the civil and political rights of individuals, in keeping with their own
constitutional traditions and limitations on state power, the Soviet Union
and like-minded states were more favorably inclined toward economic,
social, and cultural rights. To Western governments, economic, social, and
cultural objectives were better realized via normal legislative means than
by enshrining them as “constitutional” rights, but the aspirational char-
acter of the CESCR and the overall negotiated package made it acceptable.
Even so, exactly how economic, social, and cultural rights are to be
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interpreted and enforced remains a subject of some ambiguity and
controversy.

Fourth, the two covenants take tellingly different approaches to moni-
toring compliance. The CCPR established a Human Rights Committee
comprising a group of independent experts to review and comment on
periodic reports that the treaty parties are obliged to submit, and provides
for an optional interstate complaint mechanism. Moreover, the First
Optional Protocol to the CCPR allows individual victims of violations to
file complaints against state parties. In contrast, compliance with the
CESCR thus far has been assessed only via periodic state reports, and there
are no procedures for handling individual complaints, although an
optional protocol is currently being considered.” In short, while both
instruments are binding, it is reasonable to suggest that the CCPR is more
demanding with respect to monitoring and compliance.

While the International Bill of Human Rights provides the overarching
foundation, the global human rights system also entails a range of other
universal instruments. For example, five additional core treaties, with their
dates of conclusion, are the Convention on the Elimination of All Forms
of Racial Discrimination (1965); the Convention on the Elimination of All
Forms of Discrimination Against Women (1979); the Convention Against
Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment
(1984); the Convention on the Rights of the Child (1989); and the Inter-
national Convention on the Protection of the Rights of All Migrant
Workers and Members of Their Families (1990). Many of the core treaties
are supplemented by optional protocols imposing additional obligations
on the states that have chosen to be parties to them.

In addition, there are many other universal instruments dealing with
the interpretation and application of rights in particular issue areas or
contexts. These take a variety of legal forms, ranging from “hard law”
covenants and conventions to “soft law” declarations, guidelines, and rec-
ommendations. A nonexhaustive listing by subject area from the Web site
of the Office of the U.N. High Commissioner on Human Rights (the lead
U.N. official responsible for human rights, a post created in 1993) includes
the instruments shown in the box below. Additional related instruments,
which are not in the list below, include a number of conventions from the
International Labour Organisation (ILO), specifically on the rights of
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THE INTERNATIONAL BILL OF HUMAN RIGHTS

= Universal Declaration of Human Rights (1948)
= International Covenant on Civil and Political Rights (1966)
= International Covenant on Economic, Social, and Cultural Rights (1966)

UNIVERSAL HUMAN RIGHTS INSTRUMENTS

World Conferences on Human Rights and the Millennium Assembly
= Vienna Declaration and Programme of Action
= United Nations Millennium Declaration

The Right to Self-Determination

= United Nations Declaration on the Granting of Independence to Colonial
Countries and Peoples

= General Assembly resolution 1803 (XVII) of December 14, 1962, “Perma-
nent Sovereignty over Natural Resources”

= International Convention Against the Recruitment, Use, Financing and
Training of Mercenaries

Rights of Indigenous Peoples and Minorities

= Indigenous and Tribal Peoples Convention, 1989 (no. 169)

= Declaration on the Rights of Persons Belonging to National or Ethnic, Reli-
gious, and Linguistic Minorities

Prevention of Discrimination

= Equal Remuneration Convention, 1951 (no. 100)

= Discrimination (Employment and Occupation) Convention, 1958 (no. 111)
= International Convention on the Elimination of All Forms of Racial
Discrimination

= Declaration on Race and Racial Prejudice

= Convention Against Discrimination in Education

= Protocol Instituting a Conciliation and Good Offices Commission to Be
Responsible for Sseeking a Settlement of Any Disputes Which May Arise
Between States Parties to the Convention Against Discrimination in
Education

= Declaration on the Elimination of All Forms of Intolerance and of
Discrimination Based on Religion or Belief

= World Conference Against Racism, 2001 (Durban Declaration and Pro-
gramme of Action)
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Rights of Women

= Convention on the Elimination of All Forms of Discrimination Against
Women

= Optional Protocol to the Convention on the Elimination of All Forms of
Discrimination Against Women

= Declaration on the Protection of Women and Children in Emergency and
Armed Conflict

= Declaration on the Elimination of Violence Against Women

Rights of the Child

= Convention on the Rights of the Child

= Optional Protocol to the Convention on the Rights of the Child on the Sale
of Children, Child Prostitution and Child Pornography

= Optional Protocol to the Convention on the Rights of the Child on the
Involvement of Children in Armed Conflict

= Minimum Age Convention, 1973 (no. 138)

= Worst Forms of Child Labour Convention, 1999 (no. 182)

Rights of Older Persons
= United Nations Principles for Older Persons

Rights of Persons with Disabilities®

= Declaration on the Rights of Mentally Retarded Persons

= Declaration on the Rights of Disabled Persons

= Principles for the Protection of Persons with Mental Illness and the
Improvement of Mental Health Care

= Standard Rules on the Equalization of Opportunities for Persons with
Disabilities

Human Rights in the Administration of Justice: Protection of Persons
Subjected to Detention or Imprisonment

= Standard Minimum Rules for the Treatment of Prisoners

= Basic Principles for the Treatment of Prisoners

= Body of Principles for the Protection of All Persons Under Any Form of
Detention or Imprisonment

= United Nations Rules for the Protection of Juveniles Deprived of Their
Liberty

= Declaration on the Protection of All Persons from Being Subjected to Torture
and Other Cruel, Inhuman or Degrading Treatment or Punishment

= Convention Against Torture and Other Cruel, Inhuman or Degrading Treat-
ment or Punishment
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= Optional Protocol to the Convention Against Torture and Other Cruel,
Inhuman or Degrading Treatment or Punishment (not yet in force)

= Principles of Medical Ethics Relevant to the Role of Health Personnel, Par-
ticularly Physicians, in the Protection of Prisoners and Detainees Against
Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment
= Principles on the Effective Investigation and Documentation of Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment

= Safeguards Guaranteeing Protection of the Rights of Those Facing the Death
Penalty

= Code of Conduct for Law Enforcement Officials

= Basic Principles on the Use of Force and Firearms by Law Enforcement Offi-
cials

= United Nations Standard Minimum Rules for Noncustodial Measures (Tokyo
Rules)

= United Nations Standard Minimum Rules for the Administration of Juve-
nile Justice (Beijing Rules)

= Guidelines for Action on Children in the Criminal Justice System

= United Nations Guidelines for the Prevention of Juvenile Delinquency
(Riyadh Guidelines)

= Declaration of Basic Principles of Justice for Victims of Crime and Abuse of
Power

= Basic Principles on the Independence of the Judiciary

= Basic Principles on the Role of Lawyers

= Guidelines on the Role of Prosecutors

= Principles on the Effective Prevention and Investigation of Extralegal, Arbi-
trary and Summary Executions

= Declaration on the Protection of All Persons from Enforced Disappearance

Social Welfare, Progress, and Development

= Declaration on Social Progress and Development

= Universal Declaration on the Eradication of Hunger and Malnutrition

= Declaration on the Use of Scientific and Technological Progress in the Inter-
ests of Peace and for the Benefit of Mankind

= Declaration on the Right of Peoples to Peace

= Declaration on the Right to Development

= Universal Declaration on the Human Genome and Human Rights

= Universal Declaration on Cultural Diversity

Promotion and Protection of Human Rights

= Principles Relating to the Status of National Institutions (Paris Principles)
= Declaration on the Right and Responsibility of Individuals, Groups and
Organs of Society to Promote and Protect Universally Recognized Human
Rights and Fundamental Freedoms
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Marriage

= Convention on Consent to Marriage, Minimum Age for Marriage, and
Registration of Marriages

= Recommendation on Consent to Marriage, Minimum Age for Marriage, and
Registration of Marriages

Right to Health
= Declaration of Commitment on HIV/AIDS

Right to Work and to Fair Conditions of Employment
= Employment Policy Convention, 1964 (no. 122)

Freedom of Association

= Freedom of Association and Protection of the Right to Organise Conven-
tion, 1948 (no. 87)

= Right to Organise and Collective Bargaining Convention, 1949 (no. 98)

Slavery, Slavery-like Practices, and Forced Labor

= Slavery Convention

= Protocol Amending the Slavery Convention Signed at Geneva on Septem-
ber 25, 1926

= Supplementary Convention on the Abolition of Slavery, the Slave Trade,
and Institutions and Practices Similar to Slavery

= Forced Labor Convention, 1930 (no. 29)

= Abolition of Forced Labour Convention, 1957 (no. 105)

= Convention for the Suppression of the Traffic in Persons and of the Exploita-
tion of the Prostitution of Others

= Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially
Women and Children, Supplementing the United Nations Convention
Against Transnational Organized Crime

Rights of Migrants

= International Convention on the Protection of the Rights of All Migrant
Workers and Members of Their Families (ICPMW)

= Protocol Against the Smuggling of Migrants by Land, Sea and Air, Supple-
menting the United Nations Convention Against Transnational Organized
Crime

Nationality, Statelessness, Asylum, and Refugees
= Convention on the Reduction of Statelessness
= Convention Relating to the Status of Stateless Persons
= Convention Relating to the Status of Refugees
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= Protocol Relating to the Status of Refugees
= Declaration on the Human Rights of Individuals Who Are Not Nationals of
the Country in Which They Live

War Crimes and Crimes Against Humanity, Including Genocide

= Convention on the Prevention and Punishment of the Crime of Genocide
= Convention on the Nonapplicability of Statutory Limitations to War Crimes
and Crimes Against Humanity

= Principles of International Co-operation in the Detection, Arrest, Extradi-
tion, and Punishment of Persons Guilty of War Crimes and Crimes Against
Humanity

= Statute of the International Tribunal for the Former Yugoslavia

= Statute of the International Tribunal for Rwanda

= Rome Statute of the International Criminal Court

Humanitarian Law

= Geneva Convention Relative to the Treatment of Prisoners of War

= Geneva Convention Relative to the Protection of Civilian Persons in Time
of War

= Protocol Additional to the Geneva Conventions of August 12, 1949, and
Relating to the Protection of Victims of International Armed Conflicts (Pro-
tocol )

= Protocol Additional to the Geneva Conventions of August 12, 1949, and
Relating to the Protection of Victims of Noninternational Armed Conflicts
(Protocol II)

Source: Office of the U.N. High Commissioner on Human Rights, www.ohchr.
org/english/about/hc/index.htm

indigenous people, discrimination in employment and occupation, and
workers’ rights more generally.

While the above list is not exhaustive, its breadth and diversity are suf-
ficient to underscore two points of direct relevance to the analyses in this
volume. First, while many of these instruments amplify rights previously
established in the International Bill of Human Rights, there are also addi-
tions. These rights are often described as “third-generation” human rights.
Leading examples include the rights invoked in the U.N. General Assem-
bly’s 1984 Declaration on the Right of Peoples to Peace and its 1986 Dec-
laration on the Right to Development. The aspirational principles of these
declarations have been affirmed in subsequent political statements or soft
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law, but they have not been embodied in binding treaties. Moreover, the
rights established would seem to be very multidimensional, contextual,
and based on progressive realization, and their full enjoyment would
require not only agreement on what constitutes peace or development, but
probably also large-scale social, political, and economic changes at both
the national and international levels. Not surprisingly, there has been a
good deal of controversy about their proper interpretation and application,
and efforts to develop the concepts and work through the programmatic
implications for human rights advocates, governments, and international
organizations are ongoing.?' The right to development is of particular
concern with respect to the GIS, and as such is discussed in chapter 12.

Second, the global governance of human rights is substantively and
architecturally very complex. As the list indicates, it includes a wide array
of principles and instruments of varying degrees of precision, scope,
strength, and so on. Human rights is a deeply institutionalized field involv-
ing, at the global level, the U.N. Human Rights Commission, a multitude
of monitoring mechanisms, interpretation guides (general comments on
specific rights), special rapporteurs, and so on—working in a dense policy
space to elaborate and interpret internationally agreed rights, build capac-
ity, and promote compliance.

Despite this complexity, there is also an overarching unity and coher-
ence between the core universal instruments—the U.N. Charter, the Inter-
national Bill of Human Rights—and the other conventions, declarations,
protocols, and related instruments. As such, these collectively may be said
to constitute an international human rights regime. International regimes
are conventionally defined as “principles, norms, rules, and decision-
making procedures around which actor expectations converge in a given
issue-area” of international affairs.?? A number of international relations
scholars have analyzed the human rights regime, using the same explana-
tory theories and conceptual vocabulary that have been employed to assess
the formation, evolution, and transformation of international regimes in
a wide variety of other global issue areas, from monetary and trade policy
to arms control, the environment, and beyond.?* While the participants in
the present volume do not attempt to enter into the theoretical debates
among political scientists about how best to explain the human rights
regime’s development, operation, and impact, we do take its key princi-
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ples, norms, rules, and procedures as embodied in the abovementioned
universal instruments as a starting point for the analysis of GIS issues.

The universal, U.N.-based human rights regime is not, however, our only
baseline. There are also regional human rights regimes, and these, too, are
at times directly relevant to the analyses. Not surprisingly, the regional
regimes vary widely in constitution and effectiveness. Nevertheless, at least
one—the European regime—is more “legalized,” and hence stronger, than
the international regime, and as such provides an impressively robust
model when considering options for future progress.?

The European regime is based on the European Convention on Human
Rights (ECHR), which was agreed upon by the Council of Europe in 1950
and in the years to follow took on a series of additional protocols. Devel-
oped in the shadow of World War II and in the gap between the comple-
tion of the UDHR and of the CCPR and CESCR—during which time it
became clear that global compliance mechanisms would not be strong—
the ECHR laid the foundation for the strongest and most institutionally
developed human rights framework anywhere, and took the first steps
toward making the International Bill of Human Rights’ requirements truly
operational. It established a European Court of Human Rights, to which
unresolved cases could be presented for binding rulings. Governments are
obliged to report on their compliance with these rulings, and routinely
adjust their national laws and policies to achieve conformity. Reform of
the Court is an ongoing topic of discussion, since it is overloaded with
cases and judgments may take seven to eight years. The Council of Europe
also has adopted a series additional human rights instruments. And in par-
allel, within the European Union (EU), the European Court of Justice and
other EU institutions have been progressively expanding the scope and
strength of human rights protections and have reinforced the ECHR’s influ-
ence. The most recent example is the Charter of Fundamental Rights of
the European Union, which is included in the proposed Constitutional
Treaty for Europe.

The inter-American regime also is institutionally well developed, and
shares broad commonalities with the European system. The Charter of the
Organization of American States (OAS), signed in 1948, lists human rights
as one of the organization’s guiding principles. In 1959, the OAS created
an expert Inter-American Commission on Human Rights, which later
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acquired the ability to receive complaints from individuals. The American
Convention on Human Rights, which was agreed upon in 1969 and came
into force in 1978, created an Inter-American Court of Human Rights that
can issue nominally binding rulings. But notwithstanding these institu-
tional arrangements and the substantial improvements that have accom-
panied the spread of electoral democracy since the 1980s, the overall track
record of compliance and enforcement falls rather short of the European
model.

Regional regimes elsewhere are less developed and operate under far
more difficult and constraining conditions. The African Charter of Human
Rights and Peoples’ Rights, adopted in 1981, is supposed to extend pro-
tections not only to individuals but to collectivities as well. It also con-
tains an expansive menu of third-generation rights, including the rights
to a healthy environment, development, and peace, and has bolder pro-
visions on economic, social, and cultural rights than its counterparts in
Europe and the Americas. The Charter also created an African Commission
on Human and Peoples’ Rights. Similarly, the League of Arab States adopted
an Arab Charter on Human Rights in 1994, and there is an Arab League
Human Rights Committee. In contrast, Asia lacks even an ineffective
human rights regime.

Finally, complementing the international and regional regimes and asso-
ciated organizations are a variety of national mechanisms. These include
national human rights institutions (NHRIs), which increasingly interact
and cooperate on promoting human rights compliance and national
capacity-building. The NHRIs operate under a mandate established by the
U.N. Paris Principles that were adopted by the U.N. General Assembly in
1993.%

In sum, as this overview indicates, the international community has
made very significant progress in establishing human rights standards and
mechanisms for the ongoing monitoring of progress toward their realiza-
tion. Moreover, none of the rights listed in the core instruments has ever
been withdrawn or formally curtailed by subsequent decisions; to the
contrary, they have been progressively reinforced through reiteration and
incorporation into successive intergovernmental agreements and court
rulings. These successes can be attributed to a variety of factors, including
the moral character of human rights claims and the desire of many states
to avoid being publicly “named and shamed”; powerful democratic coun-
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tries’ interest in using human rights as a foreign policy tool against certain
authoritarian regimes, and small and medium-sized democracies’ interest
in consolidating their own open societies; the substantial catalytic influ-
ence of CSOs at every stage and level of the process; the attendant devel-
opment of a transnational “epistemic community” comprising committed
experts in government, civil society, international organization secretari-
ats, and, at times, the private sector and global media; and the attendant
institutionalization of organizational programs mandated to carry the
agenda forward through mechanisms of monitoring, assessment, and
codification.?®

Despite these gains, two major challenges remain. The first, of course, is
promoting state compliance. Sanctions and other “hard” measures, such
as the withholding of development assistance or curtailing of diplomatic
and economic relations, have been employed in some extreme cases, but
the realities of international power relations and larger foreign policy
objectives generally limit the resort to such techniques. The newly estab-
lished International Criminal Court could prove to be an important tool
to dissuade dictators from undertaking particularly egregious violations of
human rights, but it remains to be seen how thoroughly the United States
will undercut its authority. In the meanwhile, normative pressure remains
the principal means of promoting compliance with the international
human rights regime, a circumstance that invites depressing gamesman-
ship around the composition of the U.N. Commission, the drafting of
reports and resolutions, and so on. In the current context of globalization,
the desires to attract foreign investment, development assistance, and
political support have sometimes provided previously intransigent states
with additional incentives to comply, although the strategic partnerships
being formed in the “global war on terror” have provided new cover for
others. Conversely, some of the regional systems, most notably the Euro-
pean regime, provide more effective methods for redressing individual
grievances and bringing national policies into alignment with human
rights standards.

The second challenge is to give greater detail to the internationally
agreed rights, and to clarify their meaning and applicability under diverse
conditions. In particular, as new types of behavior and policy emerge that
were not envisioned when they were established, it is essential to consider
how human rights can be not only respected but also advanced in the
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resulting environments. On the one hand, this means ensuring that states
refrain from establishing national or international laws, policies, and prac-
tices that erode the agreed principles and their application. On the other
hand, it means proactively taking steps to create conditions in which they
can be realized more fully and effectively. Increasingly important in the
latter connection is the growing need to establish national and interna-
tional public policy frameworks that discourage practices by private actors,
most notably the business sector, that could undercut the strength of
human rights protections.?

The present volume was organized with this latter challenge in mind. As
we have indicated, there has been no sustained and probing discussion
either within the human rights epistemic community or among govern-
ments and other actors about how the protections established by the inter-
national human rights regime and related instruments should be protected
and promoted with respect to the GIS. To the contrary, with few excep-
tions, national, regional, and global ICT policies are routinely being for-
mulated without giving any real attention to the relevance of or impact
on internationally agreed human rights standards. Hence, as the follow-
ing chapters demonstrate, governments are actively pursuing initiatives
that may work against guarantees concerning freedom of expression, the
right to seek information, privacy protection, the right to enjoy one’s
culture, the right to freely assemble and associate or participate in politi-
cal processes, procedural protections, freedom from discrimination, the
rights of women, minorities’ rights, and the right to development. At a
minimum, then, there is a pressing need to think through how these rights
apply in a globally networked and information-intensive world, identify
specific policies and practices that could be contrary to their preservation
and promotion, and suggest specific reforms that would rectify such
problems.

Collective analysis and dialogue along these lines will not be easy. Three
examples illustrate the kinds of problems that must be confronted. First,
in some cases, the relevant rights and violations thereof can be specified
and observed with great precision. For example, nobody could plausibly
argue that the increasingly common arrest and imprisonment without due
process of Internet users who have simply expressed their political views
on e-mail listservs, Web pages, or blogs does not constitute a significant
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violation of human rights. But in many other cases, particularly involving
so-called second- and third-generation rights, there may be greater ambi-
guity and less consensus. Does the right to express oneself, seek out infor-
mation, or participate in political dialogue, culture, and development
mean that governments are obliged to provide the technological means to
these ends? Is the failure to provide affordable access to telecommunica-
tions or the Internet inconsistent with human rights obligations? Some
analysts and advocates would argue that it is, but others would undoubt-
edly view this as an overly expansive claim that risks diluting the moral
force and legal coherence of rights guarantees.

Second, the transnational character of cyberspace forces a direct colli-
sion between diverse national legal cultures and ways of balancing
competing human rights standards. The celebrated French court case
concerning Yahoo! and the distribution of Nazi memorabilia was just the
tip of the iceberg with respect to the interplay of freedom of expression,
on the one hand, and nondiscrimination, on the other. In such cases, there
may be no consensus even within the epistemic community, much less in
the larger global polity, in part because many advocates concentrate on
defending the particular human rights they specialize in at the expense of
a more holistic perspective.

And third, there are difficult questions concerning the role of private
actors in the GIS. An obvious example here is the growing propensity of
technology companies to provide authoritarian regimes with the technical
tools to violate the personal privacy and suppress the speech of Internet
users. Are governments of the countries in which these companies are
incorporated obliged to adopt policies barring such complicity in authori-
tarian practices abroad? What about the lack of privacy protections, outside
the European Union, for World Wide Web domain name owners, who are
listed in the privately controlled and publicly accessible WHOIS data base?

Until recently, there was no organized setting in which the human
rights and GIS policy communities could come together to begin working
through such issues. The 2002-2005 WSIS provided the first serious oppor-
tunity to launch the collective analysis and dialogue that are required. Alas,
on the whole, this opportunity was not taken, and we are still at the start-
ing gate. Why the human rights agenda was not advanced further in the
WSIS process is the subject we consider next.
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Human Rights and the World Summit on the Information Society (WSIS)

First proposed by Tunisia at the ITU’s 1998 Plenipotentiary Conference,
the WSIS was endorsed by a U.N. General Assembly resolution in Decem-
ber 2001. Unlike previous U.N. summits, the WSIS was a two-phase event
involving two summits and an elaborate preparatory process. The first
phase included a series of preparatory committee meetings (hereafter
referred to as PrepComs) and regional consultations begun in 2002 and
concluded with a summit hosted by Switzerland in Geneva on December
10-12, 2003. The second phase included a series of PrepComs in 2004 and
2005 and concluded with a summit hosted by Tunisia in Tunis on Novem-
ber 16-18, 2005.

The WSIS process attracted hundreds of national and transnational CSOs
from around the world that came together to form a broad civil society
coalition. While these CSOs were quite heterogeneous in terms of their
core missions and specific priorities in the WSIS, they were united in a
desire to promote the inclusion of public interest and “people-centered”
developmental objectives in the governments’ negotiated outcomes. To
facilitate dialogue and the development of shared positions on the many
issues in play, coalition members launched over two dozen regional or the-
matic caucuses and working groups. In parallel, they established three peak
organizations to coordinate the inputs from these groupings and the coali-
tion’s interface with governments, the private sector, and international
organizations. These were the Plenary, an open forum of all interested civil
society individuals and organizations, which served as the ultimate deci-
sion-making authority; the Bureau, which coordinated positions on pro-
cedural matters and represented civil society in consultations with the
parallel governmental and private sector-bureaus; and the Content and
Themes Group, which was responsible for coordinating collective inputs
on substantive matters.?® The Human Rights Caucus (HRC) was formed as
part of this larger civil society coalition at the first PrepCom in July 2002,
and served as the civil society focal point for organizations occupied with
the human rights agenda of the information society.?

In WSIS Phase I, the HRC focused in particular on the intensive and
extended negotiations over the Declaration of Principles and Plan of
Action agreed upon at the December 2003 summit in Geneva.** The HRC
called on governments not only to list internationally agreed human rights
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injunctions as overarching and guiding principles of these two agreements,
but also to ensure that all their other provisions—on everything from
trade, intellectual property, spectrum management, and Internet gover-
nance to development programs, national ICT regulation, labor rights, and
beyond—were fully consistent with them. While the first of these objec-
tives was at least partially realized, the second met with less success. In
contrast, in WSIS Phase II, the HRC and everyone else involved in the
process shifted focus from the broad terrain of GIS issues to a narrower
agenda of unresolved negotiation topics: Internet governance, develop-
ment financing, and WSIS follow-up and implementation.

The work of the HRC can be divided into influencing the official nego-
tiations and influencing civil society itself. On the second track, one of the
contentious issues between HRC and other CSOs concerned a right to com-
municate, promoted as a new human right by the Communication Rights
in the Information Society (CRIS) campaign.®* Different rationales were
expressed in support of such a right, which addresses a concern that the
media are becoming increasingly homogenized and commercialized, and
that minority, dissenting, or local voices are being excluded from decision-
making processes due to a lack of information and access to the means of
communication.

The idea of a right to communicate bears a heavy historical burden. It
was at the center of an international diplomatic battle known as the New
World Information and Communication Order (NWICO), which took
place at UNESCO from 1973 to 1985, and which resulted in both the
United States and the United Kingdom withdrawing from UNESCO. In
short, the United States and others saw NWICO as a disguise for nonde-
mocratic states to restrict freedom of expression, especially press and other
media freedom, while the other side claimed that media should be under
stricter (state) control, and that media concentration should be limited, in
order to allow for a more pluralistic flow of information. At the onset of
WSIS, organizations that had been involved in NWICO and newcomers
gathered around the CRIS campaign, this time not calling for a state- or
industry-led effort to create new global orders, but for democratization of
media and communication.

However, the call for a new human right was opposed by a number
of human rights groups. These argued that broader access to media and
communication could be realized by enforcing existing human rights.



30 William J. Drake and Rikke Frank Jergensen

Furthermore, the broadly defined right to communicate could potentially
harm core freedom provisions of UDHR Article 19. It was stressed by Article
19, a London-based CSO, that the right to freedom of expression is recog-
nized to include positive state obligations. Thus, freedom of expression
includes the right to diverse, pluralistic media and equitable access to the
means of communication, as well as to the media. In addition, among
related provisions of UDHR are the right to practice and express one’s
culture, the right to participate in public decision-making processes, and
privacy rights, including the right to communicate anonymously.?? In sum,
enforcement of these provisions could provide for democratization of
media and communication, the concerns of the CRIS campaign. The
debate on this within WSIS CSOs was resolved by the end of WSIS Phase
I, and there is now a more or less explicit agreement that the claim to a
right to communicate need not invent new legal standards, but should,
rather, call for enforcement of existing human rights standards.*

Another sore topic within civil society was the linkage between human
rights and development. In the process of finalizing the civil society dec-
laration for the Geneva Summit,* a number of organizations claimed that
the issue of development (poverty reduction and economic and social
development) was to take priority over human rights, thus insisting that
the CS declaration should not be opened with the human rights language.
This perspective presupposes a distinction between development and
human rights rather than recognizing that the two are intimately related.
The debate is also a reminder of the fact that a number of civil society
organizations do not see human rights as the normative foundation for
any society, independent on the level of development, but rather as some-
thing secondary to issues of development. On the other hand, many civil
society organizations, especially from northern countries, demonstrated a
more restricted understanding of human rights by focusing solely on civil
and political rights—if not only freedom of expression and privacy.

In relation to the official negotiations, a core challenge for all CSOs
involved in WSIS Phase I was to work with like-minded governments to
give the DP a people-centered orientation, thus shifting the focus from
infrastructure to people. HRC and its supporters had two objectives in par-
ticular: to establish links to the International Bill of Human Rights as over-
arching guiding principles, and to get treatment of specific ICT issues to
incorporate HR-friendly language.
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The aim of having explicit reaffirmation of human rights in the DP was
realized only in the last days before the Geneva Summit; however,
it was still unresolved whether all governmental delegations would
agree to a reference to the Universal Declaration of Human Rights in
the opening paragraphs of the DP. In the end this was resolved after
strong pressure especially from the Western group of countries, but the
struggle remains a reminder of the (low) level of state ambition when it
comes to human rights and WSIS. Since formal commitment to human
rights treaties is in place in most countries, it is ironic that a U.N. summit
spends hours of plenary debate on whether it can agree to refer to the
Universal Declaration of Human Rights in its political declaration.
The aim of having the official declaration present a people-centered
vision for the GIS was realized, to a lesser extent, which was part of the
reason why CSOs decided, in November 2003, to stop providing input to
the official process, and instead concentrate on developing their own civil
society declaration for the Geneva Summit. “It is not about Digital but
about Dignity,” civil society stated at its press conference in November
2003.%

The HRC also fought to get specific ICT issues to incorporate HR
language. The human rights provisions in play concerned in particular
freedom of expression, the right to privacy, freedom of assembly and asso-
ciation, procedural rights and the rule of law, the right to participate in
public decision-making processes, the right to development, and the prin-
ciple of nondiscrimination, both as a general overarching principle and in
relation to gender and minorities. All of these are issues which are covered
in this volume.

The Caucus spent many sessions arguing that the current challenge is to
address and improve the specific areas in which ICT can help realize
human rights. The specific right which attracted most attention in WSIS,
on a number of different but related themes, was freedom of expression.
The baseline was to reaffirm respect for freedom of expression, as laid down
in UDHR, in the WSIS documents. However, as mentioned above, freedom
of expression entails positive state obligations. Thus HRC and other CSOs
raised a much broader agenda of empowering people, not least vulnerable
groups and regions, to actually be able to participate in the GIS, in order
to have their human rights realized more effectively. The points raised
included infrastructure, especially global inequalities in access and cost
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schemes, and, more generally, questions around freedom and control: Who
owns and controls the information resources? Who has resources to par-
ticipate in the GIS? And how are commercial or state interests balanced
against the public interest and the public domain of knowledge? In the
end, full reference to UDHR Article 19 was included in the DP after strong
lobbying efforts from many CSOs, especially press and other media
organizations. The broader debate, touching upon existing regimes of
information ownership and control, was never taken up in the official
negotiations.

Another specific right that was addressed time and again, and that has
specific importance in an online environment, was the right to privacy.
Despite the crucial role of privacy standards to guide the collection, access,
and use of personal information, the DP contains only a minor reference
to privacy. During WSIS, the HRC and the Privacy and Security Working
Group of civil society time and again expressed their concern with the
strong focus on national and international security and criminal use of
ICTs vis-a-vis a state commitment to respect and protect civil liberties such
as privacy.’ Furthermore, the Geneva Summit itself presented a number of
privacy violations, such as radio frequency identification device (RFID)
tagging of participants without prior notice, and without any privacy
policy on the retention, use, disclosure, and deletion of the personal infor-
mation being collected.

The right to freedom of assembly and association was brought up in rela-
tion to labor rights in the GIS, but was not included in the DP. Likewise,
the right to political participation was mostly addressed in relation to the
Internet governance debate of WSIS Phase II, but often not with explicit
human rights reference. On the issue of procedural rights and the rule of
law, much debate evolved around the notion of an “enabling environ-
ment.” In the DP it is stated that the regulatory framework is expected “to
reflect national realities,” which to many ICT regulators means a business-
friendly environment subject to local conditions, but which from a human
rights perspective has different connotations since “national realities” are
often used to circumvent the obligations of states according to the human
rights treaties they have ratified. Despite the many interventions from the
HRC on this issue, the language was kept in the final documents. The case
is illustrative of the disjuncture between HR thinking and ICT policy think-
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ing and the lack of cross-cutting reference points that are needed if ICT
policymakers are to integrate HR standards in their policy formulation.

Cross-cutting themes such as nondiscrimination, including women’s
rights and minority rights, were advocated by a number of civil society
groups, including the HRC, but were not addressed to any major extent in
the final documents. The same goes for the right to development, though
much of the language in the DP speaks to the need for development and
for bridging digital divides.>”

At the end of WSIS Phase I, the HRC proposed a specific follow-up mech-
anism for human rights and the GIS. Supported by the civil society Plenary,
and the International Symposium on the Information Society, Human
Dignity and Human Rights,3® HRC proposed to establish an Independent
Commission on the Information Society and Human Rights. This com-
mission should be composed of qualified experts with a broad geographi-
cal representation to monitor state practices and policies in order to
advance compliance with human rights in the GIS. At the time of writing,
no WSIS follow-up mechanism focusing on human rights in the GIS
exists.*

In sum, the main result of WSIS Phase I was human rights damage
control. The DP in the end included reference to human rights as overar-
ching principles, and to a few other central rights. However, the broad
range of issues that CSOs tried to raise, and that is reflected in the civil
society declaration, were not included in the official negotiations. As we
shall see below, WSIS Phase II was essentially different in this regard.

After the Geneva Summit in December 2003, everyone involved in the
WSIS process shifted focus. The broad range of GIS issues covered in Phase
I was replaced by a narrower agenda of unresolved negotiation topics in
Phase II. These topics concentrated on Internet governance, development
financing, and WSIS follow-up and implementation.

Internet governance was by far the most heatedly contested focus of the
Phase II deliberations. The WSIS process fundamentally transformed the
global debate on this topic in a number of important respects. In particu-
lar, it brought to a head the profound disagreement between the United
States and many other governments and stakeholders concerning U.S.
control over the root zone file at the apex of the domain name system,
and—via contractual relationships—over the Internet Corporation for
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Assigned Names and Numbers (ICANN), which is responsible for setting
global rules regarding Internet identifiers. This and related conflicts are
unresolved at the time of writing, have been covered elsewhere, and hence
need not be delved into here.* Rather, two points of direct concern to the
role of human rights considerations in WSIS are more pertinent.

First, the WSIS process resulted in a fundamental rethinking of the char-
acter and scope of Internet governance. Previously, the standard practice
had been to equate the term “Internet governance” with the social organ-
ization of Internet identifiers and the root server system and, by extension,
the functions performed by ICANN. This narrow vision overlooked the fact
that there are various internationally shared private- and public-sector
principles, norms, rules, procedures, and programs that shape both the
Internet’s infrastructure (physical and logical) and use for communication
and commerce. But as the WSIS discussions progressed, participants began
to converge around the need for a broader, holistic conception that could
encompass the full range of Internet governance mechanisms and facili-
tate their systematic evaluation and coordinated improvement. This
demand would be met by a pair of reports issued in July 2005 by the U.N.
Working Group on Internet Governance (WGIG). A multistakeholder
group appointed by U.N. Secretary-General Kofi Annan in November 2004,
the WGIG developed a broadly framed “working definition” of Internet
governance that was subsequently embraced by governments and other
stakeholders. The effect of this shift was to put on the table a broad range
of governance mechanisms and issues, including those pertaining to
freedom of expression versus content regulation, privacy, “information
security” and network security, intellectual property, international trade,
technical standardization, and other matters.*

Second, and in consequence, the new understanding significantly
increased the number of contact points between human rights standards
and Internet governance policies and programs. As such, human rights
received greater attention in the Internet governance discussions of Phase
II than they had in those of Phase I. For example, human rights standards
were invoked in the WGIG’s internal debates, and the group’s main report
noted that “Measures taken in relation to the Internet on grounds of secu-
rity or to fight crime can lead to violations of the provisions for freedom
of expression as contained in the Universal Declaration of Human Rights
and in the WSIS Declaration of Principles.” The report also decried the lack
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of fully enforceable international standards on privacy protection.** Simi-
larly, the WGIG’s background report, which, unlike the main report, was
not a fully agreed consensus document, made two specific references to
human rights:

= There may be difficulties in reconciling the protections granted in
Human Rights conventions and treaties with actions taken to combat crim-
inalized behaviour;

= Privacy, a fundamental human right according to Article 12 of the Uni-
versal Declaration of Human Rights, becomes even more important over
the Internet, where the intrinsic nature of the Internet makes it possible
to effectively track an individual in cyberspace and use information about
him/her illegally or without authorization. Threats to personal privacy
increase the mistrust towards the Internet.*

In addition, during the open PrepCom debates, the HRC made several
interventions noting that Internet governance has significant human
rights dimensions and that the relevant international legal protections
needed to be applied and enforced. Human rights principles also were men-
tioned from time to time by governments in relation to Internet gover-
nance, which was a new development. At the time of writing, governments
also have tentatively agreed on the following statement, which represents
progress from Phase I: “We affirm that measures undertaken to ensure
Internet stability and security, to fight cybercrime and to counter spam,
must protect and respect the provisions for privacy and freedom of expres-
sion as contained in the relevant parts of the Universal Declaration of
Human Rights and the WSIS Declaration of Principles.”#

A common feature of WSIS Phases I and II was the debate around Tunisia
as WSIS II host country. The initial idea of holding a U.N. summit on the
information society came from Tunisia, which is often overlooked in the
debate. In terms of indicators of Internet use by the population, and thus
from a strict infrastructure point of view, Tunisia as host country was not
necessarily a bad choice. However, when addressing the summit from a
broader societal and human rights perspective, Tunisia as the second host
country was at best ironic, at worst an insult for the many victims and
human rights organizations that have time and again pointed to the
human rights violations in the country, including blocking of Web sites,
police surveillance, press censorship, and imprisonment of individuals for
their opinions.
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The Human Rights Caucus pointed to the problems of having Tunisia as
the second host country early on, and was, together with many other civil
society groups, subject to continuous harassment, obstruction of meetings,
and infiltration of various WSIS mechanisms, such as the CS Selection
Committee (selection of speakers for the summit), especially in the second
phase. The strategy pursued by the Caucus was not to boycott the Tunisia
Summit nor keep silent on the human rights problems in the country,*
but to act from inside the process, raise awareness among CSOs and
governments, intensify the international spotlight, and give maximum
support to the independent Tunisian NGOs. Initiatives in support of this
strategy included a number of fact-finding missions to Tunisia; one initi-
ated by human rights groups, others by a coalition of press organizations
active around WSIS; an appeal signed by more than 100 CSOs to U.N.
Secretary-General Kofi Annan; and, at the time of writing, organization of
a Citizens Forum—a side event to the summit. This will be a space in which
civil society actors from all over can meet and debate in solidarity with the
independent Tunisian NGOs.

Overview of the Book

The book is structured into three parts. The first part addresses informa-
tion society issues related to freedom of expression, access to information,
and privacy protection. Generally speaking, the themes covered in this
section represent some of the issues that have been most contested since
about 1995, and the areas where most human rights battles have taken
place in relation to the GIS. In terms of linking human rights with the GIS,
it is thus the most advanced debate covered in this book. The second
part focuses on freedom of association, participation, and procedural
protections. The rights covered in this section have a stronger procedural
element, and have not received the same level of attention. However, they
are increasingly evoking interest, not least in relation to the debate around
international cooperation—for instance, in the field of so-called cyber-
crime and in relation to the WSIS Internet governance debate, in which
the role of various stakeholders, democratic legitimacy, and the rule of law
surfaced time and again. The third part, on equal treatment and develop-
ment, is the least developed part within the GIS framework, and though
many would recognize and praise the standards at a general level, there is
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still a long way to go before issues of nondiscrimination and equal treat-
ment are mainstreamed into global ICT policy thinking, not to mention
the right to development.

Part I: Freedom of Expression, Access to Information, and Privacy
Protection

In chapter 1, Rikke Frank Jorgensen (RF]) examines the principles behind
the right to freedom of expression and discusses some of the current chal-
lenges to this right in the GIS. The right is laid down in the UDHR Article
19 and CCPR Article 19, and has been reiterated and amplified in a variety
of subsequent international instruments. The challenges addressed in the
chapter include lack of access, privatized censorship, filters and other
means of restricting online content, and regulation of Internet service
providers. Many of the issues were hardly addressed within the official
WHSIS debates because they touch upon established systems of power and
ownership; thus it is easier to speak of infrastructure than to speak of cen-
sorship, she argues. RFJ suggests some principles for effective protection of
freedom of expression in the GIS, such as to assure that relevant qualifi-
cations are supported in the curricula of primary and secondary schools,
to develop indicators to measure compliance of national regulation with
freedom of expression standards, and to conduct reviews of national leg-
islation and practice.

In chapter 2, David Banisar (DB) addresses citizens’ right to access public
information. The right is part of freedom of expression (UDRH Article 19
and CCPR Article 19), and has been transposed into national law in a large
number of countries over the last years. With a number of national exam-
ples DB illustrates how the years since 1995 have seen an explosion in laws
promoting legal rights to public information. Today, nearly sixty countries
have adopted freedom of information laws, and another forty are currently
reviewing proposals; over half the world is making their government more
open. However, there are still considerable barriers to obtaining crucial
information in many countries, and efforts to expand citizens’ participa-
tion in governance have not been adequately developed. Developing a
culture of openness is an evolutionary process, in which both governments
and civil society must change, argues DB, who also looks at the develop-
ment of electronic government and how that might affect a culture of
openness.
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In chapter 3, Kay Raseroka (KR) analyzes another aspect of freedom of
information (UDHR Article 19 and CCPR Article 19): the role of libraries
in providing information access, especially in developing countries. In the
chapter, KR debates the challenges and opportunities offered by ICTs to
extend communication systems of nonreading cultures through the use of
libraries. The majority of the populations in the developing world rely on
people-centered information networks and trust relationships for exchange
of information and sharing of knowledge; hence the information society
vision must reflect these social realities. The Botswana Vision 2016 pilot
project, in which elders share local culture stories with rural primary school
children in their mother tongue, is used as an example of how local
content creation can be nurtured, and access to information improved,
by breaking down cultural barriers in intergenerational information
exchange. As part of the project, computers and software are provided,
since it is envisaged that ICTs will serve the children in learning to word-
process their stories as part of learning to use the keyboard as a tool for
writing. The project has demonstrated that it is both challenging and
rewarding when libraries engage with communities in the emerging infor-
mation society, argues KR.

In chapter 4, Robin Gross (RG), focuses on access to knowledge and the
development of a public domain of knowledge vis-a-vis intellectual prop-
erty rights regimes. The rights most often invoked in this discussion are
freedom of expression (UDHR Article 19 and CCPR Article 19) and the right
to enjoy your own culture, including an author’s right to protection
(UDHR Article 27 and ESCR Article 15). RG examines the clashes between
freedom of expression guarantees (the public) and intellectual property
rights, which is currently one of the most controversial battlefields in the
GIS. The increase in copyright holders’ rights has come at the expense of
the public’s rights to communicate freely, argues RG, and illustrates her
point with a number of current examples, such as digital rights manage-
ment schemes, design of DVD players, Peer-2-Peer software, the U.S. Digital
Millennium Copyright Act, the EU Copyright Directive and the related
Enforcement Directive, plus WTO’s Trade Related Aspects of Intellectual
Property Rights Agreement. According to RG, the current trend is to impose
the U.S. copyright agenda on the rest of the world, resulting in a one-way
flow of ideas from the North to the South—a form of “information age
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colonialism.” In response, RG recommends some principles for creating
balanced communication rights in a digital world.

In chapter 5, Gus Hosein (GH) examines one of the most directly affected
rights in the digital era: the right to privacy. The right is laid down in
UDHR Article 12 and CCPR Article 17, and has been reiterated and ampli-
fied in a variety of subsequent instruments, especially at the EU and OSCD
level. GH starts by defining privacy, tracing its historical roots, and pre-
senting the various dissenting views on privacy. After having outlined the
legal and regulatory landscape, GH illustrates a number of current threats
to privacy, such as mandatory retention of communication data, online
tracking, exchange of passenger data, profiling systems, and use of bio-
metrics in passports and identity cards, which is then combined with
central databases. The current tendency toward still more invasive meas-
ures is alarming since privacy is a necessary foundation for an open and
free information society, he argues. Without an adequate grounding in the
politics of privacy, information society politics, as they manifest them-
selves in WSIS and other forums, may result in grave errors that will take
years to reverse, GH concludes.

Part Il: Freedom of Association, Participation, and Procedural Protections
In chapter 6, Charley Lewis (CL) addresses the right to freedom of assem-
bly and association, laid down in UDHR Article 20, CCPR Article 21, and
CCPR Article 22. With examples from Zimbabwe, Chiapas, and Seattle, CL
illustrates how since the mid-1990s the development and spread of ICTs
has fundamentally altered both the spaces and channels through which
individuals and organizations interact, mobilize, and assemble in the face
of government repression. Departing in the case of the Congress of South
African Trade Unions, CL discusses the role that ICTs have played in
strengthening the ability of unions to enforce their right to freely assem-
ble and associate, and how ICTs have more practically changed the way
unions work. Also, new means of blocking, limiting, or monitoring online
activities are debated, and it is stressed that these restrictions are carried
out both by regimes with a bad human rights record and by countries
which are considered bastions of democracy and freedom.

In chapter 7, Hans Klein (HK) discusses the right to political participa-
tion, as laid down in UDHR Article 21 and CCPR Article 25, in the GIS.
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HK starts by outlining the foundations for the right to political participa-
tion and next considers its relevance to the information society, depend-
ing on whether this is understood as an evolved version of the existing
society or whether it constitutes a novel and distinct society in its own
right. Using the free software movement and ICANN as cases, HK debates
two settings for public affairs that create problems of participation in the
GIS. A solution may require rethinking of the public-private distinction
that lies at the core of the liberal state, in order for citizens’ rights to be
attached to private institutions, he argues. The alternative would be
to bring new forms of political authority under existing governmental
institutions, concludes HK.

In chapter 8, Meryem Marzouki (MM) debates procedural rights such as
fair trial, presumption of innocence, effective remedy, and equality before
the law, as laid down in UDHR Articles 7, 8, 10, 11, and CCPR Articles 2,
14, 15, and 26. MM argues that procedural rights are often overlooked in
the information society context, though they present necessary conditions
for the realization of the rule of law and thus for the effective enjoyment
of all human rights. Furthermore, these rights have been particularly chal-
lenged by recent regulatory and legislative processes. With examples, such
as the Council of Europe’s Cybercrime Convention, the U.S. Patriot Act,
French antiterrorism legislation, and EU privacy regulation, she argues that
the recent trend has been to weaken the role of the judiciary, while extend-
ing the prerogatives both of the police and of private parties. Furthermore,
there is a tendency for states to increase their monitoring powers over cit-
izens without ensuring the necessary procedural safeguards. In the name
of a war against terrorism, states are increasing their surveillance over cit-
izens, and human rights, the rule of law, and basic democratic principles
are paying the price, MM concludes.

Part Ill: Equal Treatment and Development

In chapter 9, Mandana Zarrehparvar (MZ) focuses on the right to be pro-
tected against any form of discrimination or hate incitement in the GIS.
The right is laid down in UDHR Article 2, CCPR Article 2, ESCR Article 2,
and a large number of international instruments. MZ explores the differ-
ent ways in which discrimination manifests itself in the GIS, and suggests
that more attention be paid to two dilemmas: the backlash against any
commitment to combat racism or any other form of intolerance through
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the Internet, and discrimination through lack of access to technology and
means of communication. The structure of the Internet, its pervasiveness,
and the possibility it affords for anonymity have made cyberspace a play-
ground for those who wish to spread hateful propaganda and incite to hate
and violence, she argues. The response should be to apply the principle of
nondiscrimination as stipulated in the different human rights instruments
and use this for stronger enforcement, while ensuring respect for freedom
of expression. Regarding access to ICTs, information often has its source
in the majority, and thereby excludes the minorities, MZ argues. She exam-
ines access to ICTs within the scope of public goods and services, and
argues that it is the positive obligation of the state to guarantee the effec-
tive right to access to these goods and services for everyone, without
distinction.

In chapter 10, Heike Jensen (HJ) continues the issue of discrimination
(UDHR Article 2, CCPR Article 2, ESCR Article 2) with an examination of
women’s human rights as laid down in the Convention on the Elimina-
tion of All Forms of Discrimination Against Women (CEDAW) and a
number of additional instruments. HJ uses existing articulations of
women'’s human rights as a lens to focus on the challenges women face in
the information society. This is done using the dimensions of ICTs as tools,
ICTs as careers, and ICT ideology. With regard to ICTs as tools, it is argued
that strong policy measures are required if ICTs are to be tools for the pro-
motion of women’s rights. Most ICT decisions, be they concerned with
infrastructure, networks, tariffs, regulation, or licensing, need specifically
to take into account the situation particularly of women in the South, rural
and poor women, and to promote their right of inclusion. Looking at ICTs
as career options, the point is made that while women'’s occupations in
the ICT field constitute new opportunities for employment, they have gen-
erally been characterized by low pay and low appraisal, repetitiveness of
duties, and limited career opportunities. Finally, with regard to the under-
lying ideology, HJ argues that what is now canonized as information is
heavily indebted to the positions of dominance and control under which
it is produced. Thus, since most information is produced in a reality where
women do not participate on the same footing as men, it is not repre-
senting the perspectives and knowledge of women.

In chapter 11, Birgitte Kofod Olsen (BKO) looks at the specific chall-
enges posed to minority rights by the information society. The right to
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minority protection is not laid down in the UDHR but is found in CCPR
Article 27 and subsequent international instruments. BKO maps the tradi-
tional minority protection and argues that the challenges posed by the
development in society toward increased communication and interaction,
mobility and migration, as well as cultural, ethnic, and linguistic diversity,
make it necessary to address minority rights, issues, and conditions in a
new perspective. One major challenge and focal point will be to strike the
balance between self-determination within a minority group and adequate
safeguard mechanisms for external protection against restrictions on the
rights of members of minorities set up by internal regulation within the
minority group. Thus, the principle of pluralism should be applied in order
to ensure that cultural life, religious practice, communication, and inter-
change of information in minority languages on minority and other issues
are not restricted or in other ways interfered with in a way which is not
compatible with international human rights norms and standards, BKO
concludes.

In chapter 12, Ran Greenstein (RG) and Anriette Esterhuysen (AE) target
the right to development. A right to development is not included as such
in the International Bill of Human Rights, but is laid down in the subse-
quent Declaration on the Right to Development, which has been subject
to much controversy. In the chapter, RG and AE start by outlining the right
to development and its relationships to inequality within and between
countries, and to collective versus individual rights. The notion is then
linked to information and communications for development, including
how this might be integrated into the broader discussion of human rights
in the information society. Digital exclusion, or the “digital divide”—refer-
ring to unequal distribution of and access to ICTs—cannot be seen in iso-
lation, since it is in fact a mapping of new asymmetries onto the existing
grid of social divides, the authors argue. Accordingly, one of the most
important challenges is to identify the main obstacles to development—
whether social, political, or technological—and outline a way of over-
coming these in the specific context of the information society, RG and
AE conclude.

Conclusion

The WSIS process shifted the rhetoric around the GIS from infrastructure
to a much broader human rights focus, and an increasing number of actors
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within governments, industry, and civil society have started to address ICT
issues within a human rights framework. As such the WSIS process initi-
ated the first holistic assessment of GIS issues, catalyzed CS coalition devel-
opment, and promoted collective learning and institutionalization.* It also
represented the first real encounter between human rights advocates and
issues and the broad GIS agenda. The challenges now are to sustain the
momentum by building a coalition that can carry this agenda forward in
the post-WSIS world. This will be an operationally demanding task since,
in the absence of the interorganizational focal point the WSIS provided,
GIS issues will once again be addressed primarily within a wide and het-
erogeneous array of institutional environments. It also will be conceptu-
ally challenging; as the HRC experience in WSIS demonstrated, there is a
pressing need for analyses that flesh out the linkages between human rights
principles and the GIS, and that translate these principles into specific
policy requirements on the full range of issues. Without compelling argu-
ments along these lines, it will be difficult to convince ICT policy makers
specializing on any of the many ICT issues that engagement with human
rights organizations and issues is relevant and necessary.

While the importance of international human rights standards for the
GIS was raised in the WSIS process, the debates therein really just scratched
the surface. Carrying the human rights agenda forward will require sus-
tained, interdisciplinary analysis of and a globally inclusive, multistake-
holder dialogue on, the interpretation and application of these standards
to the full array of issues raised by the GIS. The participants in this project
hope that this volume can contribute to the development of that analysis
and dialogue.
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1 The Right to Express Oneself and to Seek Information

Rikke Frank Jergensen

Freedom of expression and access to information was one of the most
debated rights during the negotiations leading up to the World Summit on
the Information Society held at Geneva in December 2003, and at Tunis
in November 2005. This right was praised by some as the very core of the
information society, and accused by others of being a merely formal stan-
dard with little practical reality in a world where the majority of the pop-
ulation does not have access to information technology and in which the
“communication sphere” is dominated by Western/American culture and
content, media concentration, and the English language.

In this chapter I will examine the spirit and ideas behind the right to
freedom of expression, and discuss the potentials, challenges, and effec-
tive implementation of the right within the framework of the information
society. The focus is biased toward Europe and the legal protection of
freedom of expression spelled out in the European Convention on Human
Rights. I will, however, try to give a more global perspective as well, and
at the end of the chapter I have included a global overview of Internet
access, regulation, and restrictions.

Background and Spirit of Freedom of Expression

Freedom of expression is a fundamental human right that draws on values
of personal autonomy and democracy. It is closely connected to freedom
of thought and is a precondition for individuals’ self-expression and self-
fulfillment. The European Court of Human Rights has described freedom
of expression as one of the essential foundations of a democratic society,
one of the basic conditions for its progress and for the development of
every man.! Since the ideas put forward during the Enlightenment,
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freedom of expression has been one of the fundamental human rights, and
it has taken its place in all major international instruments protecting
human rights.

Though freedom of expression is not specifically mentioned in the U.N.
Charter, its importance was recognized from the very beginning of the
United Nations. In its first session in 1946, the U.N. General Assembly
stated: “Freedom of information is a fundamental human right and is the
touchstone of all the freedoms to which the United Nations is conse-
crated.”? Further, a conference on freedom of information was convened
at Geneva in 1948 with the purpose of laying down an information policy
for the United Nations. The conference adopted a draft convention on
freedom of information, but the convention never came into place due to
an unresolved conflict between the Western countries, arguing for a free
flow of information, and the Soviet Union, arguing for a balanced flow of
information. The Geneva conference, however, provided the text for
Article 19 of the Universal Declaration of Human Rights, which was
adopted by the Human Rights Commission at its third session in 1948, by
13 votes to 4.3

Freedom of expression is a typical “first generation” human right with
individual emphasis, though it also carries strong societal implications. The
point of departure is the protection of the individual from outside inter-
vention in order to form and express opinions freely, without outside
threats. In the Western world, one can speak of two main traditions for
freedom of expression, originating from the French Revolution and its
American counterpart. Whereas the European tradition has more empha-
sis on the protection of the rights of others, the U.S. tradition is more
absolute.* One of the shortcomings of the classical liberty approach is the
lack of emphasis on the structures and conditions that shape the public
sphere, in which communication takes place. De facto restrictions on
freedom of expression do not necessarily take the form of direct censor-
ship, but can also be structured as self-censorship, institutional and/or
social constraints, or merely lack of access to communication technology.’
One could therefore argue that the regulation of the structures of com-
munication have at least as much impact on communication as do direct
measures aimed at specific content, which is an important point not least
in light of the information society and the (lack) of access to its commu-
nicative sphere by a majority of the world’s population.
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The Freedoms Protected

The right to freedom of expression is provided for in the Universal Decla-
ration of Human Rights, Article 19; the International Covenant on Civil
and Political Rights, Article 19; the American Convention on Human
Rights, Article 13; The African Charter on Human and People’s Rights,
Article 9; and the European Convention on Human Rights, Article 10. The
freedoms included in the right to freedom of expression are the following:

= Freedom to hold opinions which implies that the state must not try to
indoctrinate its citizens or make distinctions between those holding
various specific opinions. The freedom gives citizens the right to criticize
the government and to form opposition.°

= Freedom to impart information and ideas which gives citizens the right
to distribute information and ideas through all possible lawful sources.

= Freedom to receive information which includes the right to gather infor-
mation and to seek information through all possible lawful sources.’

= Freedom of the press which is not explicitly mentioned, but has been
emphasized in several cases in which the European Court of Human Rights
has put strong emphasis on the public’s right to know.®

= Freedom of radio and TV broadcasting to which freedom of expression
also applies.®

These freedoms are not unlimited, but restrictions must follow interna-
tional human rights standards: they must be prescribed by law, must serve
legitimate aims, and must be considered necessary in a democratic society.
If these conditions are not fulfilled, a limitation on freedom of expression
will amount to a violation of international human rights standards.

Looking at the case law on freedom of expression from the European
Court on Human Rights, a few points are worth emphasizing. The first con-
cerns the scope of the content protected. In an important judgment from
1976, the Court stressed the pluralism of expressions protected: “it is appli-
cable not only to information or ideas that are favorably received or
regarded as inoffensive or as a matter of indifference, but also to those that
offend, shock or disturb the state or any sector of the population. Such are
the demands of that pluralism, tolerance and broadmindedness without
which there is no democratic society.”! The broad content protection is
crucial because freedom of expression is by its very nature a protection of
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minorities’ or dissenters’ voicing of their opinions—thus, the legitimate
right of the minority to oppose the majority. Another important concept,
not least in the light of the Internet’s borderless nature, is the term “regard-
less of frontiers.” The phrase indicates that the state shall admit informa-
tion from beyond the frontiers of the country, to be both imparted and
received, subject to the possible restrictions mentioned above.!

Freedom of Expression Challenges in the Information Society

The Same Level of Protection Applies

The U.N. special rapporteur on the promotion and protection of the right
to freedom of opinion and expression has stressed the Internet’s effect on
freedom of expression and emphasized its potential for bringing out dis-
senting voices and shaping the political and cultural debate.'? According
to the special rapporteur, the Internet is inherently democratic, and online
expressions should be guided by international standards and be guaran-
teed the same protection that is given to other forms of expression.'* Also,
the Declaration of Principles from the World Summit on the Information
Society at Geneva (2003) reaffirms that freedom of expression in the infor-
mation age is protected according to the human rights standards already
agreed upon. Despite this formal commitment to uphold freedom of
expression, there are a number of challenges when transposing rights of
expression to the information society.

The Internet’s potential for enhancing freedom of expression is linked
to the displacement of certain architectures of control.** The single-purpose
network of telephones and the one-to-many architecture of mass media
are supplemented by an architecture in which every individual can
participate. Cyberspace therefore holds the potential for a greater diversity
of opinions and expressions as they actually exist in society, thus strength-
ening the public discourse and sphere. This potential is illustrated by a
number of cases where individuals and organizations use e-mail, Web
sites, newsgroups, and so on to disseminate information, find like-
minded, persons, meet in online spaces, mobilize, and search for infor-
mation despite state censorship, lack of resources, or closure of traditional
media.’

Since the 1990s there has been a broad variety of attempts to regulate
cyberspace. It is important to note that Internet regulation does not arise
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from a legal vacuum; most of the legal issues are subject to regulation or
can be resolved by deduction from existing rules.

Seen from a human rights perspective, the major areas of Internet regu-
lation so far have been privacy, freedom of expression, and freedom of
information. Privacy issues have concentrated on how to ensure the
privacy of personal data and of communications in a climate with strong
emphasis on counterterror and state security measures. The freedom of
expression issues have focused on how to secure freedom of information
and the right of creators, and how to protect the standards of freedom of
expression in a context that increasingly calls for control not only of illegal
but also of so-called harmful content.

Below I will give an overview of some of the current challenges facing
freedom of expression.'¢

Access to the Public Sphere

Since the effective implementation of freedom of expression requires
citizen’s access to express opinions and to seek information in the public
sphere,'” access to the Internet is crucial. Currently, one of the biggest chal-
lenges is to ensure that the exclusive character of the information society
is replaced by inclusiveness. The current lack of access for a majority of the
world’s population, often referred to as the digital divide, is at the same
time a cause and a consequence of the unequal distribution of wealth and
resources in the world. It is defined along lines of poverty and lack of infra-
structure and development at all levels, including health and education,
and must be understood and addressed within this more general political
context. However, bridging the digital divide and providing infrastructure
is only the first step. De facto access in order to communicate and to par-
ticipate in the public sphere, whether online or offline, requires develop-
ment at many levels and must include democratic, economic, and social
development; literacy; and pricing schemes etc. in order to make access to
the global public sphere and to democratic participation a real option for
a majority of the world’s population.

If we acknowledge access to the Internet as an important condition for
democratic participation and development—for exercising freedom of
expression—it is reasonable to argue for a positive state obligation not only
to protect online expressions but also to secure individuals’ access to the
Internet. The positive state obligation could be to ensure Internet access
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in all local communities, as has been the case in Denmark, where the local
public libraries, as part of their public service, are obliged to provide free
Internet access.!® Other recent examples of new access models include wire-
less solutions, which increasingly are being used to provide low-cost access
at the community level.?”

Information Access and Ownership of Knowledge

The system of knowledge ownership, including patents, copyrights, and
trademarks, is another topic closely related to the discussion of effective
implementation of freedom of expression. Access to information (to use,
share, and distribute) is closely related to ownership of information, and
is seen by many to be the most crucial regulatory battle at this time.?° The
challenge and balance to be established involve maximizing access and use
of knowledge, encouraging creativity as widely as possible, and, at the same
time, ensuring protection of authors and creators. Since 2000, the United
States and Europe have enacted legislation?' that gives the industry
freedom to undermine traditional fair use limits to copyright—for instance,
by prolonging the time that content stays out of the public domain. Copy-
right protection is also increasingly becoming a censorship issue; content
is being removed by Internet service providers through fear of liability or
through end user license agreements whereby users must acquire permis-
sion to publish criticism or reviews of the software.

Another aspect relates to the disputed practice of patenting software,
which at the moment is subject to a heated battle among the European
Parliament, civil society groups, and the European Commission. One of
the issues at stake is the claim that patenting of software elements will
have damaging effects on creativity and the free flow of information. Com-
pared with the physical world, software represents cultural products (such
as books), and as such is protected by copyright law. However, if the own-
ership regime is expanded to allow the patenting of specific software ele-
ments—as proposed and supported by a number of EU member states—this
could be seen as equivalent to allowing the patenting of the ideas con-
tained in a book, and would pose a radical change to the current ability
to use and build on other people’s ideas and thoughts, as long as copy-
right is protected. Since the topic is covered separately in this book, I will
not go into greater detail here.
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The system of knowledge ownership touches the very core of our infor-
mation society, and thus how we envision an expanding public domain—
as our common reservoir of knowledge—as well as use of the digital age
to strengthen our means to access and benefit from this information and
knowledge. The Berlin Declaration, produced by a number of civil society
groups,? is one example of an alternative compensation model that seeks
to reestablish the balance between fair use and fair compensation through
a system built on collectively managed online rights. Another example is
the Creative Commons (CC) project, founded in 2001. Creative Commons
is a nonprofit that has developed a set of licenses which creators can use
to mark the conditions under which their content can be copied, distrib-
uted, and shared, using “human readable,” “lawyer readable,” and
“machine readable” code, thereby offering more flexible copyrights for
creative work. Currently more than 5 million Web pages are licensed under
Creative Commons.?

Restrictions on Information and Communication Content

One of the cherished characteristics of the information society is the
enhanced possibility of voicing opinions and seeking information globally.
In the physical world people encounter only a limited degree of commu-
nications because of physical and geographical limits, whereas on the
Internet they can express and access a broad array of information irre-
spective of national boundaries, and be informed and disturbed accord-
ingly. This has led to direct censorship in some countries, in the form of
banning or blocking of information, and to more subtle “protective” meas-
ures in other countries, often in the form of rating or filtering.

Legal and political attempts to regulate content take many forms,
depending on the national context. Measures include regulation of Inter-
net service providers, strict licensing schemes, and national laws regulat-
ing speech and publications. One of the threats to online (as well as offline)
freedom of expression is the way notions such as “indecent” and “harmful”
are transposed into national legal standards that vary according to the local
context and political regime, providing space for content restrictions that
do not comply with international freedom of expression standards.?
According to the international human rights standards, governments are
allowed to restrict freedom of expression to protect certain interests, such
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as national security or public morals, but any restriction must be subjected
to strict scrutiny, which includes inquiry into the aim of the restriction,
the seriousness of the threat, and whether there are alternative and less
restrictive means of protecting that interest. As illustrated by a number of
studies and cases, many laws and practices around the world do not
comply with these standards.?

Which Jurisdiction Applies?

Another challenge relates to the borderless nature of the Internet, and to
ensuring that the protection of legal standards in one country does not
infringe on the freedoms of citizens in another country or state. In an
important judgment from 1996 on the U.S. Communication Decency Act
(CDA),? the Court stressed the Internet’s global character, and the undue
infringement on online speakers if they were to comply with the standard
of the community most likely to be offended by the expression. Internet
speakers cannot be required to speak according to the standards of the
community with the lowest common denominator, since they have no
means of restricting their expression from entering any community in the
global public sphere. On the Internet you potentially speak to a world
audience.

Following the argument of the CDA judgment, online speakers or service
providers can reasonably be expected to comply only with the laws of the
jurisdiction where they are physically located. However, recent court deci-
sions have considered content from Web sites located on servers in other
countries to be subject to their national jurisdiction, thereby placing
individuals and service providers in a situation where they have to comply
with laws of other countries in addition to their own national laws—for
instance, if the content is targeting a specific national audience? or fol-
lowing the principle of the application of the law where damage occurs.
One example of the latter is the European Commission’s draft proposal for
a Council regulation on the law applicable to noncontractual obligations
(known as Rome II). Rome II includes treatment of claims involving
defamation, advertising, intellectual property rights, and product liability,
and promotes the principle of the application of the law where damage
occurs. The draft has been criticized by a number of organizations that
have asked for a reexamination and clarification of aims and conse-
quences.?® The tendency to subject content to restrictions under other
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national jurisdictions might pose de facto restrictions on online freedom
of expression, and proposed regulations have to be assessed carefully for
compliance with human rights standards.

Self-Regulation and the Role of Internet Service Providers

Another crucial point with regard to Internet communication is the role
and responsibility of Internet service providers. Discussions on censorship
are usually focused on governments as the main actors. However, in cyber-
space the control of access and the protection of freedom of expression
are—contrary to the physical world—somewhat in the hands of commer-
cial parties, the Internet service providers (ISPs). This gives Internet service
providers a “statelike” power over public sphere communication and chal-
lenges the freedoms that human rights are meant to protect. It also raises
the question of how far the state’s positive obligation goes toward pro-
tecting individuals from interference by third parties. The discussion on
the role and regulation of Internet service providers has evolved since the
1990s and is closely related to whether the Internet is perceived as a broad-
cast medium, a library, or a public space (plus additional variations of the
three models).

The first conception results in a legal situation where Internet service
providers must take responsibility for all content hosted on their servers,
as in a traditional broadcast medium, a direction followed in some North
African countries. The library analogy gives Internet service providers the
role of secondary publishers with a certain responsibility for monitoring
the content within their area. Finally, perceiving the Internet as a content-
neutral public space shifts responsibility to the content provider, and in
this case the Internet service provider is perceived as a common carrier,
which is the case in the United States and a number of European coun-
tries.?? The examples illustrate how the analogies consciously or uncon-
sciously transposed from the physical world influence the way we seek to
regulate the Internet.

Seen from a freedom of expression perspective, it is important to
uphold that Internet communication is protected by international human
rights standards; hence the ability to communicate in this public space
should not be restricted by commercial parties without a judiciary or
democratic mandate, but should be protected by the state. A related
tendency concerns the state encouragement of Internet service providers
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to self-regulate. Private parties’ self-regulation potentially involves priva-
tized censorship, in which Internet service providers restrict individuals’
freedom of expression by removing content through fear of liability, or by
demanding a certain “decency” standard of their customers (for instance,
through customer contracts). In Europe the discussions have evolved
around “notice and take-down procedures,” which are attempts to stan-
dardize procedures for when and how Internet service providers must
notify users and take down content as a follow-up to the E-commerce
Directive. So far the attempts to develop standardized procedures have
failed, since citizens, service providers, and copyright holders have not
been able to agree on the exact meaning of terms such as “expeditiously”
and “apparently illegal,” and since there is a growing awareness that ISPs
should not play the role of the judiciary.*

Media Concentration

A different but related development concerns the growing concentration
of media ownership and the merger of media and telecommunication
companies. Traditional players in media—publishers and broadcasters—are
increasingly being joined by partners from the telecommunication sector
and from the ICT industry. Some of these new alliances bring together infor-
mation carriers and content providers (media industry), which gives private
parties increasing power to combine control of access with control of
content. Since access to express oneself is crucial for freedom of expression
to have practical effect, it is important to ensure that the current tendency
does not lead to a situation where media and telecommunication monop-
olies determine individuals’ access to communicate and to express opin-
ions in the public sphere of the Internet.3! The issue of media concentration
is politically sensitive and involves strong commercial interests, which is
probably one main reason why it was barely touched upon within the WSIS
context. However, it was raised by civil society groups, not least the CRIS
(Communication Rights in the Information Society) Campaign, initiated
by a number of media and social justice organizations.*?

Restrictions on Freedom of Information
Freedom of expression covers not only protection of the right to express
opinions but also freedom of information.* Freedom of information is the
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right to search freely among all publicly available information and to
receive all information that others are willing to communicate.** The
freedom should ensure that there are no restrictions imposed on a person
who wishes to receive information from someone who wishes to commu-
nicate that actual information.?® Further, it should ensure that the indi-
vidual can use any technical means in the search for information.** The
freedom to seek and receive information from any public source must not
be hindered, unless legitimate and proportionate restrictions can be raised
in accordance with international human rights standards.

However, there are de facto a number of ways that governments around
the world restrict citizens’ access to information. Some of the more well-
known cases include state-enforced filtering software that blocks access to
unauthorized content, so that only state-approved content is available, or
blocking of access to certain categories of information through blacklist-
ing of Web sites. Other examples include extensive state surveillance,
which often leads to self-censorship.’” The censorship debate is typically
targeting countries such as Cuba, China, Singapore, and Saudi Arabia for
state censorship and imprisonment of Internet publishers. However, coun-
tries such as the United States and Denmark are using filtering software at
public access points, and thus are also restricting means to seek informa-
tion freely on the Internet. In the United States, filters at public libraries
are now a condition for receiving state funding,*® and in Denmark a
number of public libraries have installed filters to protect users from
harmful but legal content.*

In Europe, a filter-related discussion has concentrated on rating schemes,
whereby Web content would be required to be rated (i.e., categorized in
terms of metastandards on decency) in order to facilitate and effectuate fil-
tering. As a consequence, only rated content would be searchable for users
of the Internet. However, given the premise that the Internet is a public
sphere, the demand that users categorize their content/expressions accord-
ing to a metastandard of decency would be a very radical demand. “Is this
expression very harmful, partly harmful, or not harmful at all?” “Does this
discussion involve indecent language to a small, medium, or large degree?”
Rating goods and services is natural within a commercial sphere, but when
viewed from a public sphere perspective, it would be asking people to
declare their “speak” as a precondition for speaking. Since an important
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element of freedom of expression is the individual’s right to express
herself without arbitrary restrictions, having to declare your “speak” as a
requirement for speaking would mark a significant restriction on this
freedom. The discussion on the use of rating and filtering schemes is
ongoing, and its results and consequences for online freedom of
expression remain to be seen.*

The Potential and the Principles for Effective Implementation

Since the 1990s many have praised the Internet’s potential for strength-
ening freedom of expression by giving practical reality to the vision of a
world where people can freely speak their minds and access information.
And no doubt access to information and to communication technology is
empowering. The ability to communicate or to access a needed piece of
information can be the decisive factor in taking action. As such it is a
premise for development both at a personal level and at the level of society.
Access to information is also important to democratic participation and
control, for people to take active part in local, regional, or global society.

As I have tried to outline above, the challenges facing freedom of expres-
sion at this particular point in time are many. Often the discussions stop
at the digital divide, and however important this problem is, there is a
whole range of other problems and politics involved as well. Problems that
are difficult because they require political will to readdress established
systems of power, ownership, and money (for instance, related to copy-
right, trade, or media regimes), and because it’s easier to speak of rolling
out infrastructure than to speak of censorship or surveillance, or to address
discrimination against regions, languages, and vulnerable groups.

In the context of the information society, freedoms—freedom to access
information, freedom from surveillance, or freedom to express opinions—
are tied to both local and global structures. It is therefore crucial that
national, regional, and international regulations respect and enforce
human rights standards, which are by their very nature universal stan-
dards. We must not forget that for freedom of expression to be more than
a principle, people must have real and de facto means of expressing them-
selves, communicating, and seeking information. This requires effective
protection of freedom of expression in a number of areas. Below I have
listed some of the principles and actions that might help enforce freedom
of expression in the information society.
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Principles and Possible Actions for Effective Implementation of Freedom
of Expression in the Information Society

= Establish low-cost and nonfiltered Internet access, not least in marginal-
ized regions

= Include education in the use of technology, information search, and com-
munication and collaboration in an online environment in the curricula
of primary and secondary schools

= Mainstream information society priorities, such as strengthening of infor-
mation access and building of communicative capacity, in development
programs and priorities

= Establish agreements and actions to ensure the continuous development
of a diverse and strong public domain of information

= Develop indicators to measure the compliance of national regulations
with human rights standards

= Conduct international review of national regulations to ensure that
relevant legislation and policies are in compliance with human rights
standards

= Mainstream information society issues in existing monitoring mecha-
nisms, such as the monitoring committees of U.N. treaty bodies, the special
rapporteurs, and other relevant mechanisms, within the office of the U.N.
high commissioner for human rights

Appendix 5.1

Global Overview of Internet Access, Regulation, and Restrictions

Region Access Regulations/Legislation Restrictions
/Censorship

Africa Less than 0.01 ICT policies that stress Extreme poverty

percent of the
population has
access to the
Internet

Slow reform and
liberalization of the
telecommunication
sector

the importance of
online freedom of
expression for economic
development

Antiterror legislation has
provided increased

state power to monitor
communication

Laws holding ISPs liable
for content in some of
the countries

and lack of access
Culture of self-
censorship/hostile
environment
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(continued)

Region  Access Regulations/Legislation Restrictions
/Censorship

Asia Growth of access, Political recognition of Still lack of access,

Europe

Latin
America

Middle
East

particularly in
urban centers

High level of access,
especially in
northern Europe
Increasing
consolidation and
cross-ownership in
the privatized
telecom sector

High level of access
in (urban) areas of
Brazil, Mexico, and
Argentina; lower in
other (rural) areas
and countries
Telecommunication
sector mostly
privatized, with
universal access
obligation

Still relatively
limited access in
many countries;
2.2 percent of the
population has
access to the
Internet

Relatively weak
telecommunication
infrastructure

the importance of the
Internet for economic,
political, and social
progress

Post-9/11 legislation
increasingly restricts
online content
considered unacceptable
or harmful

EU and Council of
Europe regulation/
protection in place for
freedom of expression
(and privacy); however,
since 9/11 increased
pressure on freedom

of expression

ISPs in principle not
held liable for content

Constitutional protections
for freedom of

expression (and

privacy) in place in

most countries

Special rapporteur for
freedom of expression

No law on ISP liability

State ownership or strict
laws on media in
general

A few states have
permitted a more

liberal approach to
Internet regulation

than is permitted
other media

in especially rural
areas

State censorship in
many legal and
technical forms

Lack of access,
especially in
southern and
eastern Europe
Some self-
regulation by ISPs
and some filters
on public
computers

Lack of access,
especially in rural
areas

No specific
restrictions on use
of the Internet
Mandatory filters at
public access
points in some
countries

Media controlled
and closely
monitored by
government

Direct censorship by
state; culture of
self-censorship
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Region Access

Regulations/Legislation

Restrictions
/Censorship

North Highest level of

America access after
Scandinavia
Cheap and
liberalized

telecommunication
infrastructure

Long tradition of strong

constitutional
protection of civil
rights

Since 9/11, strong
pressure on freedom
of expression and
privacy. Several more
restrictive laws
introduced Increase in

Use of filters at
public schools and
libraries is
mandatory in the
United States in
order to receive
state funding

No state filtering or
blocking in

Canada

exceptions to freedom
of information

Source: Regional reports presented in Privacy International and GreenNet Educa-
tional Trust (2003).

Notes

1. Handyside judgment (1976), para. 23.
2. U.N. Resolution A/RES/59(1), para. 1.
3. See U.N. document E/800, appendix.

4. See Juhani Kortteinen, Kristian Myntti, and Lauri Hannikainen, “Article 19,” in
Alfredsson and Eide (1999) for an elaboration on the freedom of expression
traditions.

5. Ibid., 395.

6. Certain positions have inherent limitations on the right to express opinions (e.g.,
civil servants and prisoners).

7. The Universal Declaration of Human Rights, Art. 19, and the International
Covenant on Civil and Political Rights, Art. 19, specifically refer to the right to seek
information.

8. The European Court of Human Rights has often stressed the public interest or
public debate factor: for instance, in the Sunday Times case (1979), the Lingens case
(1986), and the Jersild case (1994).

9. In Europe, for a long time the Commission (the instrument prior to the Euro-
pean Court of Human Rights) saw no incompatibility between state monopolies of
radio and TV and the European Convention on Human Rights. However, in 1993
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the European Court on Human Rights ruled on the Austrian radio monopoly case
(Informationsverein Lentia and others), and concluded that a violation of Art. 10
existed. The issue is also mentioned in the International Covenant on Civil and
Political Rights, General Comment 10: “Effective measures are necessary to prevent
such control of the media as would interfere with the right of everyone to Freedom
of Expression” (UNHCHR 1983:1).

10. Handyside judgment (1976), para. 23.

11. For judgments concerning the imparting and receiving of information from
abroad, see Groppera Radio AG and others (1990) or Autronic AG (1990), both from
the European Court on Human Rights.

12. UN Report E/CN.4/2000/63.
13. Ibid.
14. The link between code and law of cyberspace is described in Lessig (1999).

15. See, e.g., Privacy International and GreenNet Educational Trust (2003); Reporters
Sans Frontieres (2004); Electronic Privacy Information Center (2003); Human Rights
Watch (1996).

16. See appendix 5.1 for a global overview of Internet access, regulation, and
restrictions.

17. “The public sphere of civil society stood or fell with the principle of universal
access. A public sphere from which specific groups would be eo ipso excluded was
less than merely incomplete; it was no public sphere at all” (Habermas 1989, 85).

18. The duty to provide free Internet access in public libraries was appended to the
Danish Library Act in 2000.

19. A project such as the Wireless Road Show is an example of on-the-ground train-
ing in how to build low-cost connectivity. The wireless networks are constructed
using a license-exempt spectrum and are based on open technology and free soft-
ware. See http://thewirelessroadshow.org/.

20. In his opening address at the WSIS Prepcom2 on Feb. 17, 2003 in Geneva,
Lawrence Lessig, professor of law at Stanford University, urged governments to fight
the current U.S. and European tendency to expand intellectual property right
regimes.

21. The 1998 U.S. Digital Millennium Copyright Act (DMCA) and the 2002
European Union Copyright Directive (EUCD).

22. The Berlin Declaration on Collectively Managed Online Rights, June 2004.

23. For more information, see http://creativecommons.org.
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24. A country-based survey on national legislation is in Privacy International and
GreenNet Educational Trust (2003). Examples from the report include the follow-
ing: Morocco bans criticism of the monarch and of “offensive reporting” by jour-
nalists; China bans “subversive speech”; Australia regulates speech that is
“unsuitable” for minors; Egypt regulates, among other things, speech that discusses
“taboo issues” and “human rights violations,” whereas the European Convention
on Human Rights speaks for the “protection of public morals.”

25. See, for instance Privacy International (2003); Reporters Sans Frontiers (2004);
Electronic Privacy Information Center (2004); Human Rights Watch (1996); Global
Internet Liberty Campaign (1998).

26. The CDA sought to impose criminal penalties on anyone who used the Inter-
net to communicate material that, under contemporary community standards,
would be deemed patently offensive to minors under eighteen years of age. The law
was passed by the U.S. Congress in Jan. 1996, but was ruled unconstitutional by the
District Court for the Eastern District of Pennsylvania in June 1996 and by the U.S.
Supreme Court in June 1997.

27. Examples of this are the 2000 French Yahoo case (Tribunal de Grande Instance
de Paris) and the 2002 Australian Gutnick case. Within the European Union there is
a tendency toward mutual recognition in Web cases, implying that the lowest legal
standards in any EU country become EU practice, as is currently the case with the
Intellectual Property Enforcement Directive adopted in Mar. 2003.

28. See, e.g., http://www.iccwbo.org/law/jurisdiction/rome2/.

29. The 2000 European Commission E-commerce Directive operates with limited
liability, stating that ISPs are not to be held liable unless they become aware of illegal
content and fail to take action. There is, however, a legal gray zone surrounding the
notification procedure that is currently being transposed to the national level as EU
member states implement the E-commerce Directive.

30. The most comprehensive European initiative has been the research program
(Rightswatch) carried out by the European Commission. See Sjoera Nas, “The Future
of Freedom of Expression Online: Why ISP Self-regulation Is a Bad Idea,” in OSCE
(2003), 165-172.

31. See Hamelink (2000), chap. 6.
32. For more information see http://www.crisinfo.org/.

33. An important aspect of freedom of information concerns the right to gain access
to public information. Since this is covered in the chapter on the right to informa-
tion, it will not be covered here.

34. Eggen (1994), 63.
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35. Ibid. The principle was affirmed in the Gaskin case (1989), para. 52; and the
Leander case (1987), para. 74.

36. Autronic AG case (1990), para. 47.

37. See Privacy International/GreenNet (2003), 12-19, for an elaboration on the
various means and mechanisms for restricting access to information.

38. This was enforced through the Children Internet Protection Act (CHIPA), which
was passed by the U.S. Congress in December 2000.

39. According to a survey published in Sep. 2003, 14 out of 224 public libraries in
Denmark have installed filters. See Pors (2003).

40. For a more elaborate discussion on this, see Jorgensen (2001).
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2 The Right to Information in the Age of Information

David Banisar

Freedom of Information is a fundamental human right and the touchstone for all
freedoms to which the United Nations is consecrated.!

A popular government without popular information or the means of acquiring it is
but a prologue to a farce or a tragedy, or perhaps both. Knowledge will forever govern
ignorance: And a people who mean to be their own Governors, must arm them-
selves with the power which knowledge gives.

—James Madison (1822)

We live in the age of information. Computer and communications tech-
nologies have made available access to information at levels unprece-
dented in history. Governments are rapidly adopting these technologies
and moving toward electronic government. They are increasingly recog-
nizing, or being forced to recognize, that citizens have an inherent right
to be informed of government activities and to participate in the devel-
opment of policies that affect them.

Complementing this, the period since the 1990s has also seen an explo-
sion of the legal “right to information.” In the period from the fall of the
Iron Curtain until now, over forty countries have adopted comprehensive
national “right to know” laws that give to individuals and organizations a
legal right to demand information on how the government is acting in
their name. Today, nearly sixty countries have adopted these laws and
another forty are reviewing bills or proposals—over half the world is
making government more open. The right is also being incorporated into
international law through a growing body of agreements and declarations.

This explosive growth has occurred mostly through the efforts of civic
activists at the international, national, and local levels as they fight cor-
ruption and promote good government, free press, and accountability.
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They are supported by foundations, international development organiza-
tions, and bodies such as the World Bank and IMF (which promote trans-
parent budgeting).

Benefits of the Right to Information

Democratic Participation and Understanding

As recognized above by Madison, the right to know is essential for public
participation. Democracy is based on the consent of the citizens, and that
consent turns on the government’s informing citizens about its activities
and recognizing their right to participate. The public is truly able to par-
ticipate in the democratic process only when they have information about
the activities and policies of the government.

Public awareness of the reasons behind decisions can improve support
and reduce misunderstandings and dissatisfaction. Individual members of
Parliament are also better able to conduct oversight. Confidence in the gov-
ernment is improved if it is known that the decisions will be predicable.
The New Zealand commission that led to the adoption of the far-reaching
1982 Official Information Act found “greater freedom of information could
not be expected to end all differences of opinion within the community
or to resolve major political issues. If applied systematically, however, with
due regard for the balance between divergent issues [the changes] should
hold narrow differences of opinion, increase the effectiveness of policies
adopted and strengthen public confidence in the system.”?

Redressing Past Harms
In countries that have recently made the transition to democracy, right-
to-information (RTI) laws allow governments to break with the past and
allow society to better understand what happened, and the victims of
abuses and their families to learn what happened. Almost all newly devel-
oped or modified constitutions include access to information from gov-
ernment bodies as a fundamental human or civil right. Over sixty countries
now have constitutional provisions regarding access. They also often
include provisions on a right to information on the environment and the
right of individuals to access their personal files.

Following the transition to democracy, most Central and Eastern Euro-
pean countries adopted laws to regulate access to the files of the former
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secret police forces. In some countries, these files are made available to
individuals so they can see what information is being held on them. In
other countries, access to the files is limited to “lustration” committees to
ensure that individuals who were in the previous secret services are barred
from the current government or at least that their records are made public.?
In the most far-reaching laws, such as those of Germany and the Czech
Republic, there is broad access available to historians, the media, and the
public.*

In Mexico, President Fox in 2002 ordered the declassification of all files
on human rights abuses, so that families could find out what happened to
their loved ones who disappeared. In the United States, Congress has
enacted laws on the access to files relating to the assassination of President
Kennedy (JFK Act)® and to Nazi and Japanese war crimes® held by govern-
ment agencies, including the intelligence services. A law on human rights
abuses by third countries is still being discussed. Both acts created review
boards to collect and examine documents and decide on their release.
Under the JFK Act, over 4 million pages were released, including thousands
of previously classified records.” Over 8 million documents have been
released under the war crimes laws. In the United States, the National Secu-
rity Archive has made thousands of requests and has obtained information
from the government on records relating to human rights abuses in
Mexico, Peru, and Chile that have then been made available to the truth
commissions in those countries.

Improved Decision-Making Processes

RTI laws also improve how government bodies work. It has been found
that decisions which will eventually be made public due to RTI laws are
more likely to be based on objective and justifiable reasons. The New
Zealand Law Commission found in 1997 that “the assumption that policy
advice will eventually be released under the Act has in our view improved
the quality and transparency of that advice.”® The Australian Law Reform
Commission and Administrative Review Council in 1997 found “the
[Freedom of Information] Act has had a marked impact on the way agen-
cies make decisions and the way they record information... [it] has
focused decision-makers’ minds on the need to base decisions on relevant
factors and to record the decision making process. The knowledge
that decisions and processes are open to scrutiny, including under the
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Freedom of Information Act, imposes a constant discipline on the public
sector.”®

A significant use of RTI is in fighting corruption. RTI is considered a key
tool in anticorruption measures because reasons for awarding contracts
and other financial transactions must be documented and justified.”® In
India, the Mazdoor Kisan Shakti Sanghathan (MKSS), a grassroots social
activist group, uses local right-to-know laws to obtain information on
local public works projects. They then hold jan sunwais (public hearings)
and read the files aloud to the community, thus revealing the amounts
said to have been paid for school and road projects. Community members
are then asked if the projects have been completed, and how much they
were paid for their work. These hearings have revealed many instances
in which actual payments were less than the amount that had been
recorded as given to people who had died, or spent on projects never
completed.

Protecting Other Rights

RTI laws can improve the enforcement of many other economic and polit-
ical rights. In Thailand, a mother whose daughter was denied entry into
an elite state school demanded the school’s entrance exam results. When
she was turned down, she appealed to the Information Commission and
the courts. In the end, she obtained information showing that children of
influential people were accepted into the school even if they got low scores.
As a result, the Council of State issued an order that all schools accept stu-
dents solely on merit."" In India, the RTI laws are used to show that food
vendors are not providing government-subsidized, low-cost food to impov-
erished citizens. This has resulted in substantial changes in the food dis-
tribution system to ensure that citizens are getting their food while vendors
are getting adequate compensation.

Other laws, such as data protection acts, allow individuals to access
records held by private entities. A right of access to and correction of per-
sonal files ensures that records on individuals are accurate and decisions
are not based on out-of-date or irrelevant information. It also ensures that
people can see what benefits or services they are entitled to and whether
they are receiving the correct amounts. In South Africa, the private access
provisions of the Promotion of Access to Information Act have been used
against banks by individuals who want to know why their applications for
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loans are denied, by a minority shareholder to obtain records of a private
company after he was denied access, to them, and by a historian who
wanted to research how a private utility company operated during the
apartheid era.

History of the Right to Information

The right to information in order to make government accountable
emerged in the revolutionary philosophies of the Enlightenment. In
Sweden, the Freedom of the Press Act, which set the principle that gov-
ernment records were by default to be open to the public and granted
citizens the right to demand documents from government bodies—the
world’s first Freedom of Information (FOI) Act—was adopted in 1766.12

European revolutionaries also recognized the need to make government
officials accountable by allowing citizens access. The French Declaration of
the Rights of Man called for access to information about the budget to be
made freely available: “All the citizens have a right to decide, either
personally or by their representatives, as to the necessity of the public
contribution; to grant this freely; to know to what uses it is put.”*® The
Netherlands’ Declaration of Rights of Man (1795) states: “. . . everyone has
the right to concur in requiring, from each functionary of public
administration, an account and justification of his conduct.”*

The founding fathers of the United States also recognized the power of
the executive to control information as a means of limiting participation.
In the Declaration of Independence, one of the complaints against British
rule recognized how preventing open government and meetings under-
mined democratic activities:

He has called together Legislative Bodies at Places unusual, uncomfortable, and
distant from the Depository of their Public Records, for the sole Purpose of fatigu-
ing them into Compliance with his Measures.'s

Few governments followed Sweden’s lead in setting out a comprehen-
sive right to information for their citizens, but there were some develop-
ments. In the United States, the state of Wisconsin adopted rules on public
access to local government meetings and records in 1849, and Louisiana
adopted its first Public Records Act in 1912.%¢ In 1888, Colombia adopted
the Code of Political and Municipal Organization, which allowed individ-
uals to request documents held in government agencies and archives,
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unless release of these documents was specifically forbidden by another
law. In many countries, legislatures began publishing their proceedings and
making them open to the media and the public. Courts also began to open
their doors.

It was following World War 1I, with the creation of the United Nations
and international standards on human rights, that the right to informa-
tion began to spread and countries began to enact comprehensive laws for
access to government-held documents and information: Finland enacted
its law in 1951; the United States enacted its Freedom of Information Act
in 1966; Norway and Denmark in 1970; France and the Netherlands in
1978; Australia and New Zealand in 1982; and Canada in 1983.

The period since the mid-1990s has been the most active period of coun-
tries adopting freedom-of-information laws, with over two-thirds of the
countries adopting their laws in that period. Today, RTI laws are found in
all regions and continents.’” Nearly all of the countries in the northern
hemisphere have adopted comprehensive RTI acts, and the rest of the
world is moving in the same direction. In Asia, India, Pakistan, Japan,
Thailand, and South Korea have adopted laws, and a number of other
countries are currently considering bills. Even in China, a few localities
have adopted transparency laws, often in connection with electronic gov-
ernment. In South and Central America and the Caribbean, nearly a dozen
countries have adopted laws, and almost every other country is currently
considering them. In Africa, RTI is slowly emerging. South Africa adopted
the Promotion of Access to Information Act, one of the most far-reaching
laws, in 2000. In 2002, Angola adopted the Law on Access to Administra-
tive Documents, based on the Portuguese law, and Zimbabwe has adopted
a law that contains a section with the elements of a typical FOI law within
a draconian censorship regime. Many other nations on the continent,
including Uganda, Nigeria, Ghana, and Kenya, are currently considering
similar acts.!8

Basic Elements of Right-to-Information Laws

Most national comprehensive RTI laws are broadly similar. The U.S.
Freedom of Information Act has been the most influential model, and its
structure of rights and exemptions has been widely copied. Canada’s and
Australia’s national, provincial, and state laws have also been influential
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with countries that have the common law tradition. The following ele-
ments can be found in nearly every RTI law:

= Aright of an individual, organization, or legal entity to be able to demand
information from public bodies without having to show a legal interest

= A duty of the body to respond and provide the information; this includes
mechanisms for handling requests and time limits for responding to
requests

= Exemptions to allow the withholding of certain categories of informa-
tion; these typically require that some harm to the national interest must
be shown before information can be withheld and include the protection
of national security and international relations, personal privacy, com-
mercial confidentiality, law enforcement and public order, information
received in confidence, and internal discussions

= Internal appeals mechanisms for requesters to challenge withholding of
information

= External review of the withholding of information, including the setting
up of an external body or the referral of cases to an existing ombudsman
or the court system

= Requirement for government bodies to affirmatively publish some types
of information about their structures, rules, and activities.

Other Laws Providing Access to Information

Many countries—including Argentina, Australia, Canada, Germany, India,
Japan, Mexico, Switzerland, and the United States—have adopted RTI laws
at the provincial, state, and municipal levels. In Japan, nearly 3,000 local
municipalities have adopted RTI ordinances since 1982. Often these laws
lead to the adoption of a national law. They are also important testing
grounds for innovative provisions that later appear in national laws.
There is a set of related laws on open meetings and participation, com-
monly known as sunshine laws. These laws, such as the U.S. Sunshine Act,
require that government departments issue public agendas and hold open
meetings of government officials to allow for public scrutiny. In Romania,
the Law on Decisional Transparency in Public Administration requires that
meetings of government bodies and information about pending activities
of government bodies be automatically disclosed online and that citizens
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be invited to participate in decisions.! There is also a growing number of
countries that have adopted these sunshine laws on the basis international
obligations.

Finally, many other laws, such as administrative procedure acts and envi-
ronmental, consumer, and data protection laws, often include provisions
giving individuals the right to access information to protect their interests.
Other laws require publication of information for public interest reasons,
including laws on archives, statistics, elections and political parties, and
the fight against corruption.

Problems with Implementation of Freedom-of-Information Laws

The enactment of a freedom-of-information law is only the beginning.
Developing a culture of openness is an evolutionary process that requires
changes both in government bodies and in the public. Governments must
change their internal cultures and realize that they are the caretakers of
information for the public. Civil society and private persons must test
governments and demand information.

There are problems in many countries. Governments often resist releas-
ing information, causing long delays; courts uncut legal requirements; and
users give up hope and stop making requests. In some countries, laws have
been adopted but never implemented. In Panama, the government in 2002
enacted regulations that limited access to government records to those
with a legal interest, even though the law did not require it. In Albania,
there has been little use of the law because neither potential requesters nor
government officials are aware of it. In Bosnia, one of the best-designed
laws in the world is used only infrequently, in part because it was devel-
oped more by the international community than by local civil society. In
Kosovo, the ombudsman said that he had not received a single complaint
under the act.

In other countries, freedom of information laws are that in name only.
The Zimbabwean Protection of Privacy and Access to Information Act sets
strict regulations on journalists, and its access provisions are all but
unused. In Serbia, the Milosevic-era Public Information Act was designed
to restrict public information, not to promote it. In Paraguay, the Parlia-
ment adopted an FOI law in 2001 which restricted speech and was so con-
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troversial that media and civil society groups successfully pressured the
government to rescind it shortly after it was approved.

These restrictions must be resisted. Civil society, the media, and other
political actors must publicly criticize restrictions and conduct campaigns.
Courts and ombudsmen must be asked to reject government decisions as
being unjustified. Legislatures must step in and reverse changes, and
amend or replace inadequate laws.

The International Basis of RTI

There is a growing body of international agreements, treaties, resolutions,
guidelines, and model bills promoting access to information as a human
right and as key part of administrative law on issues such as environmen-
tal protection and the fight against corruption.

At its first session in 1946, the General Assembly of the United Nations
recognized that “Freedom of information is a fundamental human right
and is the touchstone of all the freedoms to which the United Nations is
consecrated.”? This was incorporated into the U.N. Declaration of Human
Rights (1948) as Article 19, which states:

Everyone has the right to freedom of opinion and expression; this right includes
freedom to hold opinions without interference and to seek, receive and impart infor-
mation and ideas through any media and regardless of frontiers.

Since 1993, the U.N. special rapporteur on the promotion and protection
of the right to freedom of opinion and expression to the Commission on
Human Rights has advised that access to information is a part of freedom
of expression. In his 1998 report to the Human Rights Commission, he
stated:

The right to seek and receive information is not simply a converse of the right to
freedom of opinion and expression but a freedom on its own ... that the right to
access to information held by the Government must be the rule rather than
the exception. Furthermore, there must be a general right of access to certain
types of information related to what may be called “State activity,” for example,
meetings and decision-making forums should be open to the public wherever
possible.!

The 1992 U.N. Earth Summit’s “Rio Principles” call for access to infor-
mation on the environment held by public authorities in order to enhance
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citizens’ participation in decision-making about environmental matters.?
This was put into practice as the 1997 UN/ECE Convention on Access to
Information, Public Participation in Decision-Making and Access to Justice
in Environmental Matters (the Aarhus Convention), which requires that
governments affirmatively make information available and engage citizens
before making decisions on environmental issues. It has been signed by
forty countries.?® Over thirty countries have signed the 2003 Protocol on
Pollutant Release and Transfer Registers, which requires governments to
set up registers showing the amount of pollution being released into the
environment by companies.?* The U.N. Convention on Corruption calls
for governments to make information available by “enhancing the
transparency of and promoting the contribution of the public to
decision-making processes; Ensuring that the public has effective access to
information.”?

RTI is also being widely recognized at the regional level. The Council of
Europe (CoE) has been the most active regional body in developing the
right to information. The CoE ministers issued a resolution in 1979 calling
on member countries to adopt access laws. Since then, it has reiterated
that recommendation several times and has assisted many countries in
developing and implementing laws. In 2002, it issued detailed guidelines
for member countries on developing access laws and is currently dis-
cussing development of the first international treaty on access to
information.?

Article 10 of the European Convention on Human Rights (ECHR) pro-
vides for a right to freedom of expression similar to the Universal Decla-
ration of Human Rights. In addition, while the European Court on Human
Rights has never ruled directly that Article 10 provides for a right of access
to information, it has found numerous times that other rights, such as the
right of privacy for individuals (in Article 8), include a right to obtain
records about oneself and provide for a positive obligation on governments
to make information available about environmental hazards.

The basic treaties that make up the European Union include the right of
EU citizens to access records created or held by EU bodies. The EU has also
adopted two directives requiring national governments to allow access to
environmental information laws, and other directives relating to privacy,
the environment, human rights, and procurement that include provisions
on rights of access.?”
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The Inter-American Commission on Human Rights first recommended
in 1998 that countries adopt RTI laws?® and is currently reviewing a case
against Chile under Article 13 of the American Convention on Human
Rights. In 2002 the Organization of American States recognized the need
for nations to adopt RTI laws in the Inter-American Declaration of Princi-
ples on Freedom of Expression, and in 2003 issued a resolution stating that
“access to public information is a requisite for the very exercise of democ-
racy” and calling on member states to adopt appropriate laws.?” In Africa,
the African Commission on Human and People’s Rights said in the 2002
Declaration of Principles on Freedom of Expression in Africa: “Public
bodies hold information not for themselves but as custodians of the public
good and everyone has a right to access this information.”%

In 1980 the British Commonwealth issued a resolution encouraging its
members to adopt access laws, and followed it with principles in 1999 and
a model bill in 2003.3!

International bodies and agreements are increasingly promoting
freedom of information as a way to protect their interests. The 1999 Con-
vention on the Rights of the Child recognized that children have a right
to seek and impart information. The Convention on the Elimination of All
Forms of Discrimination Against Women requires that women have access
to educational and family-planning information. The 1992 Convention for
the Protection of the Marine Environment of the North-East Atlantic
requires that member states provide a right of access.

Modernization and the Information Society

Another trend toward access to information is the increasing use of elec-
tronic government (e-government). Since the mid-1990s, e-government
has been promoted as a way of providing a more efficient means of oper-
ating and a more responsive government. The most ambitious view of e-
government is the development of tools and systems that allow citizens to
participate in governance. Regardless of geography, they can comment
and interact on government proposals, providing the government with
information and insights to develop policies based on a broad range of
viewpoints.

Interactive systems can be used to offer individuals the chance to
comment on pending bills and consultations or on ongoing government
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policies. Online chats can allow ordinary citizens in diverse parts of a
country to talk directly with key policy makers regarding ongoing projects
and proposals.

This can also provide policy makers with easy access to relevant discus-
sions before policies are set. There are various systems. They can be imme-
diate interactive systems, Web-based Web logs, or mailing lists. In Finland,
the www.otakantaa.fi project initiated by the Ministry of Finance has civil
servants conducting conversations about issues in early states of prepara-
tion. Once a discussion is completed, a résumé of it is kept with the pro-
posal as it is acted upon.

In 2003, an estimated 97 million Americans used the Internet to obtain
information from government bodies, up from 40 million in 2000. As esti-
mated 34 million used it to send comments to public officials.*? It can also
be used for implementation when government agencies are developing
rulemakings.** The U.S. government has launched a comprehensive site for
commenting on regulations at http://www.regulation.gov/.

Electronic Government and RTI

Electronic government requires information as a prerequisite. In recogni-
tion of this, many national RTI laws now impose a duty on government
agencies to routinely release certain categories of information on their Web
sites. In Poland, each public body must create an online Public Informa-
tion Bureau that is the primary means of accessing information under the
Law on Access to Public Information. In Turkey, the main ministries have
been very active in using electronic networks to make information avail-
able, encouraging users to submit requests and obtain status updates about
their requests online.

Under the Estonian Public Information Act, national and local govern-
ment departments and other holders of public information have the duty
to maintain Web sites and post an extensive body of information on the
Web, including statistics on crime and economics; enabling statutes and
structural units of agencies; job descriptions of officials, their addresses,
qualifications, and salaries; information relating to health or safety;
budgets and draft budgets; information on the state of the environment;
and draft acts, regulations, and plans, including explanatory memoranda.
They are also required to ensure that the information is not “outdated,
inaccurate or misleading.”
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The Council of the European Union automatically makes available many
of the documents it creates, including any document released under its
access regulations, in its electronic register. This has resulted in both
improved access for citizens and efficiency gains by the Secretariat. As
noted by the Council in its most recent annual report, “If the number of
documents directly accessible to the public increases, the number of doc-
uments requested decreases.”** The U.S. Electronic Freedom of Information
Act of 1996 requires that each agency create electronic reading rooms and
include regularly requested documents.

Many laws require that requesters be able to request information using
electronic mail or Web-based forms. In Mexico, the Sistema de Solicitudes
de Informacién (SISI) system, run by the Federal Institute for Access to
Public Information (IFAI), provides for electronic filing of requests directed
to federal bodies.** An agreement was recently signed to allow states to use
the system for their requests. Another agreement was signed with the
Federal Electoral Institute (FEI) to allow individuals to file requests from
computers in FEI offices around Mexico. All requests, including those made
orally or in writing, are entered into the system, which allows for easy auto-
mated monitoring of the processing of requests.

Many other laws require that government departments affirmatively
publish information, including acts on public administration, consumer
protection, the environment, court practices, and statistics. Other types
of records of interest to consumers and consumer groups can be made
available.

As noted above, dozens of countries have adopted pollution registers to
allow citizens to learn about pollution released in their neighborhoods.
South Korea and other nations have been using electronic procurement to
make available information on government purchases, thus both increas-
ing transparency and reducing corruption.

Conclusion

The legal right of individuals to obtain information on their government’s
activities is an essential part of democracy. There has been substantial
progress in adopting this right since the 1980s; over sixty countries have
now adopted laws, and international bodies are routinely recognizing it
as a human right. However, over half the world’s governments do not
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recognize the right of their citizens to be informed of their activities, and
there are still considerable barriers to obtaining crucial information in
many countries. Furthermore, efforts to expand participation in gover-
nance have not been adequately developed.

Access to information is a precursor to the development of electronic
governance. Without electronic access to information, there can be no real
electronic government. Thus far, e-government has been limited more to
providing services than interactive democracy, but the use of ICTs to
improve governance is also increasing.

Appendix 6.1 National Freedom-of-Information Laws

The following countries have adopted national comprehensive access-to-
information laws. Not all laws have been implemented or are considered
effective. For a review of these countries’ laws, see David Banisar, “Freedom
of Information and Access to Government Record Laws Around the
World,” at http://www.freedominfo.org/survey.htm.

Albania, Angola, Armenia, Australia, Austria, Belgium, Belize, Bosnia and
Herzegovina, Bulgaria, Canada, Colombia, Croatia, Czech Republic,
Denmark, Dominican Republic, Ecuador, Estonia, Finland, France, Georgia,
Greece, Hungary, Iceland, India, Ireland, Israel, Italy, Jamaica, Japan,
Kosovo, Latvia, Liechtenstein, Lithuania, Mexico, Moldova, The Nether-
lands, New Zealand, Norway, Pakistan, Panama, Peru, Poland, Portugal,
Romania, Serbia, Slovakia, Slovenia, South Africa, South Korea, Spain,
Sweden, Switzerland, Tajikistan, Thailand, Trinidad and Tobago, Turkey,
Ukraine, the United Kingdom, the United States, Uzbekistan, Zimbabwe.

Notes

1. U.N. General Assembly, Resolution 59(1), 65th Plenary Meeting, Dec. 14, 1946.

2. Committee on Official Information (Danks Committee), “Towards Open Gov-
ernment,” General Report, Dec. 1980.

3. See Hungary, On the Screening of Holders of Some Important Positions, Holders
of Positions of Public Trust and Opinion-Leading Public Figures, and on the Office
of History, Act XXIII of 1994; Lithuania, Law on Registering, Confession, Entry into
Records and Protection of Persons Who Have Admitted to Secret Collaboration with
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Special Services of the Former USSR, no. VIII-1436, Nov. 23, 1999, As amended by
no. VIII-1726, June 13, 2000.

4. “Act Regarding the Records of the State Security Service of the Former German
Democratic Republic (Stasi Records Act) of 20 December 1991.” Federal Law Gazette
1 (1991): 2272.

5. President John F. Kennedy Assassination Records Collection Act of 1992.

6. Nazi War Crimes Disclosure Act, Public Law 105-246; Japanese Imperial Gov-
ernment Disclosure Act of 2000, Dec. 6, 2000.

7. Final Report of the Kennedy Assassination Records Review Board, 1998.

8. Law Commission, “Review of the Official Information Act 1982,” Report 40, Oct.
1997.

9. Australian Law Reform Commission, “Open Government: A Review of the Federal
Freedom of Information Act 1982,” Report 77 (1995).

10. See Transparency International, “Global Corruption Report 2003,” available at
http://www. globalcorruptionreport.org.

11. More details about the examples used in this article are available at David
Banisar, “Freedom of Information and Access to Government Records Around
the World,” available at http://www.freedominfo.org/survey.htm, and at
http://www.freedominfo.org/index.htm.

12. See Stephen Lamble, “Freedom of Information, a Finnish Clergyman’s Gift to
Democracy,” Freedom of Information Review no. 97 (Feb. 2002): 2-8.

13. Available at http://www.yale.edu/lawweb/avalon/rightsof.htm.

14. Available at http://www.uni-kassel.de/~dippel/rmc_web/constitutions/NL-00-
1795-01-31/translation_en/nl-nat-1795-1-31-t-en-112.html.

15. The Declaration of Independence, Action of Second Continental Congress, July
4,1776.

’

16. “The Development of Public Access Law in Wisconsin,” in Tapping Officials
Secrets, 4th ed. Washington, DC: Reporters Committee for Freedom of the Press,
2001.

17. See Banisar, http://www.freedominfo.org/survey.htm.

18. Countries throughout the world with pending efforts include Argentina, Azer-
baijan, Bangladesh, Barbados, Bermuda, Botswana, Brazil, El Salvador, Ethiopia, Fiji
Islands, Germany, Ghana, Guatemala, Honduras, Indonesia, Kenya, Lesotho,
Macedonia, Malawi, Maldives, Montenegro, Mozambique, Namibia, Nepal,
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Nicaragua, Nigeria, Papua New Guinea, Paraguay, the Philippines, Russia, Sri Lanka,
Taiwan, Tanzania, Uganda, Uruguay, and Zambia. See the map of FOI laws and
pending efforts at http://www.privacyinternational.org/issues/foia/foia-laws.jpg.
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3 Access to Information and Knowledge

Kay Raseroka

The World Summit on the Information Society (WSIS) Declaration of 2003
created a vision for the information society through representatives of the
peoples of the world:

A people-centred, inclusive and development oriented Information Society, where
everyone can create, access, utilise and share information and knowledge, enabling
individuals, communities and peoples to achieve their full potential in promoting
their sustainable development and improving their quality of life.

The declaration states an unqualified acceptance of the fundamental
importance of human rights and cultural diversity. The key principles
further commit the peoples of the world to building an inclusive infor-
mation society through access to information and knowledge, for the
purpose of generating personal well-being and economic wealth as a
measure of development.

The initial proposals for the Declaration of Principles focused on the role
of computer technology as the significant infrastructure for the realization
of the information society. The declaration recognized in addition the
equal importance of libraries as carriers of information content and as facil-
itators of access to information and its use in diverse ways by humanity.
Libraries, in their various forms, permeate all levels of society throughout
the world. Thus they form a basic information delivery infrastructure that
may be enhanced by communication technologies and develop into a sig-
nificant facilitator of the information society.

As repositories of information and knowledge, libraries provide access to
information and ideas to people who can read. They facilitate intellectual
engagement among human beings across time and space. This chapter
seeks to address challenges that libraries need to overcome in order to
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capitalize on the niche they occupy in the process of realizing the ideals
of the information society articulated in the WSIS Declaration of Princi-
ples. These challenges are orality, indigenous languages, and the culture of
information exchange, as well as literacy and the reading culture as bases
for building an inclusive information society. The chapter will address the
challenges and opportunities offered by communication technologies to
extend communication systems of nonreading cultures through the use of
libraries in developing countries.

Literacy and the Information Society

According to the United Nations, there are 799 million adult illiterates in
the world. The majority of those people live in the developing world. The
language in which printed sources of information are written is a signifi-
cant factor for successful access to information stored in libraries. The
world’s printed information is predominantly in English and other prin-
cipal languages, since the nations in which those languages are used are
the most prolific producers of scientific and technological information that
influences the accumulation of capital commodities (Zeleza 2002, 3). Con-
sidering the relatively small percentage of people in the developing world
who have mastery of these languages, the number of people who cannot
make meaning through reading information transmitted electronically has
increased. Thus the vision of an inclusive information society is thwarted
by the levels of literacy and the predominance of the principal world lan-
guages, such as English as the language of the Internet, which is the
premier vehicle for global electronic transfer of information.

Orality and Communication of Information

Orality is defined as a characteristic of communication systems that
emphasize aural perception in contrast to communication systems with a
visual bias, usually referred to as literacy (Houis 1980, 12). The term “lit-
eracy” has complex meanings that are linked to a measure of development;
it has been observed that “literacy rates are factored into the growth rates
of societies” (Dossou 1997, 282) and has been associated with analytical
skills in interpretation of media content, including the Internet and legal
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systems. In this chapter reading literacy will be used to highlight differ-
ences between oral and print-based communication systems.

Through simply being human, people have the skills to communicate
orally, exchange information, and share knowledge. They produce
meaning through questioning, analysis of information, and clarification of
issues. Interpretation and integration of received information facilitates
its assimilation to individuals’ own contexts and knowledge, which are
embedded in the mother tongue, and thus affects their way of life and cre-
ation of new knowledge (Burton 2001, 222).

Nathan (2000) suggests that this form of generating perception through
interactive communication, which underlies oral communication systems,
does not transfer well into reading literacy because it tends to be perceived
by indigenous oral communities as a “one way communication system
quite discontinuous with indigenous forms of communication.” It is sug-
gested that this has caused the “historical indigenous alienation from
the written word.” Hence, oral communities do not develop a culture of
reading literacy. The inability to make meaning through interaction with
printed sources, which is currently the requirement for meaningful use of
libraries as sources of information, excludes oral communities, at the very
start, from participating in the envisaged information society.

The principle of freedom of access to information and ideas embodied
in Article 19 of the Universal Declaration of Human Rights is thus not a
reality to the majority of people in the developing world.

Transformation of Libraries into Facilitators of People-Centered
Information Services

The majority of people in the developing world rely on people-centered
information networks and trusting relationships for exchange of informa-
tion and sharing of knowledge (Burton 2001, 225). Trusting relationships
and networks develop where individuals or communities have an oppor-
tunity to meet, to discuss issues of common interest or need, to solve prob-
lems and/or produce new information, or simply to exchange perspectives.
Even when no solutions to shared problems are derived from communal
exchanges, the stimulation may provide inputs for a chain of thought,
observations on alternative approaches, or worldviews in relation to the
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identified needs or issues of common interest, thus facilitating learning.
Interaction, rather than solitary intellectual engagement through printed
media, is the communication framework for the oral society.

In the analysis of successful methods for providing information to pre-
dominantly oral, rural communities in developing countries, Leach (2001)
has identified factors that contribute to exchange of information and
sharing of knowledge:

= Convenient time and place

= Established relationship between the provider and those who seek
information

= Absence of authoritative (top-down) communication between an insti-
tution/organization that owns information and the user who needs infor-
mation and objectively seeks it

= Development of an interactive process of sharing based on interdepend-
ence in the exchange of news, information, and knowledge, thus creating
a trusting relationship.

This approach to information has been best illustrated in community
resource centers where “users and facilitators utilise resources . . . both of
the centre and of the users and produce a two-way process of interaction”
(Karelse 1991). This provides a participatory approach to information-
sharing and creation of local content in addressing problems and infor-
mation needs in a community.

Libraries are social instruments and thus take their shape and purpose
from the society they serve (Shera 1973). Considering orality and the char-
acteristics of the socially prescribed information exchange culture, librar-
ies in the predominantly oral societies of the developing world need to
acknowledge that existing information communication systems have
served communities successfully over centuries. These systems should
therefore recognize the threat to local heritage that arises as traditional
paths for transmittal of information are eroded by changes in traditional
learning methods and by intercultural influences. The role of librarians
should become one of deep engagement with, and embeddedness in, com-
munities as a basis for development of trusting relationships between
libraries and the communities they serve. The establishment of oral com-
munication circles that evolve out of self-selected, trusted information net-
works has the potential of contributing to the emergence of an information
society on terms that support interactive information-sharing.
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Human development indicators, which have been developed interna-
tionally as a measure of advancement within a given society, provide a
useful framework for libraries in pursuing inclusive information services
needed for support of the interactive information society. The indicators
are identified in the Human Development Index (HDI) as life expectancy
and health, education and literacy rates, gender equality, and the oppor-
tunity to participate in government structures.

However, this pragmatic approach to creating libraries that fulfill the role
of a social instrument demands a vision of the library as a people-centered
service, presented by Mchombu (2004, 19) as

= Access to information for all groups in the population (including women,
youth, and rural and urban poor)

= Access to information as a process for building self-reliance, empower-
ment, civil society participation, and gender equality

= High status for indigenous or traditional knowledge and locally gener-
ated information

= Respect for traditional channels of communication rather than regarding
them as a barrier to development.

The use of this frame as a basis for library service moves the library from
a focus on documents to a focus on people. In order for library personnel
to effectively meet these diverse life issues, library information service has
to be informed by the communities in which the libraries operate, and
information needs to be based on regular assessment processes.

The library as a space utilized in this way will support and validate an
oral culture. It can become a place where the practice of orality predomi-
nates. The assistive and nurturing role of librarians in the emergence of
community valuing of indigenous knowledge is one of the most chal-
lenging and significant roles that needs to be developed through profes-
sional training for librarians who work with oral societies. Indigenous
knowledge is the core of local content, which needs to be collected, organ-
ized, and preserved sufficiently to maintain its integrity over time and
across generations.

Repackaging the products of orality (both manuscript and print) in
appropriate media, such as video, digital photos, and tapes, in a collabo-
rative and ethical manner based on the professional contributions of librar-
ians is the next assistive stage. However, repackaging needs to be based on
the understanding of the communities to whom the service is being
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provided, in order to decide which communication systems are to be used.
These may be indigenous systems (ICS), defined as the “information
sharing channels that bind society together, changing a group of people
living in the same place or sharing the same interests, into a group that
shares identity and purpose,” or the exotic communication system (ECS),
“which seeks to give information and obtain response regardless of social
structure” (Rosenberg 1987, 13). The successful introduction and continu-
ation of these roles is dependent on the continuing nurture and mainte-
nance of trusting relationships with the oral communities served. The
products should aim to provide primarily locally needed information that
contributes to the development of the local community, so that benefits
are an engine which sustains the relevance of locally created resources and
also spurs local creativity and innovation. Success at this stage lays the base
for future inputs into the global arena, according to principles understood
and agreed upon by the community and also safeguards intellectual prop-
erty, thus validating the library as a steward of heritage innovation and
facilitation of a knowledge society that is inclusive. This is an essential
transformative partnership role for libraries in predominantly oral
communities.

New Frontiers for Empowerment of Populations, Communities, and
Individuals

The WSIS Declaration of Principles indicates the resoluteness in the

quest to ensure that everyone can benefit from the opportunities that ICTs can offer
...to meet these challenges, all stakeholders should work together to: improve
access to information and communication infrastructure and technologies as well
as information and knowledge ... create an enabling environment at all levels.
(WSIS Declaration of Principles, Article 19)

This recognition of the potential for information and communication
technologies (ICTs) to serve as a tool to enable people “to produce, record,
process and disseminate information without any constraints in terms of
time, distance and or volume” (Samassékou 2003, 5) should not be taken
in isolation from the existing conditions and influences that have created
the information divide caused by orality, reading literacy, and language
issues discussed above. This issue is well summarized by Menou (2002, 4)
when he observes: “ICT infrastructures more than any other ones are
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useless if they cannot be served by skilled operators and meet a public
with the skills required to serve them.” ICT is a set of tools that
necessitate, at the individual level, the acquisition of skills for their
productive use.

The integration of orality to the audio and visual communication of
information, made possible by information and communication tech-
nologies, closely matches the communication system in oral cultures. It
may remove the barriers of alienation encountered in the solitary engage-
ment with print, referred to by Nathan (2000). This provides a unique
opportunity for transformation of the library (book storage and silence)
space into an information and communication (discussing, listening) space
that focuses on community interaction and partnership. Herein lies the
opportunity for empowerment of communities to share and contribute
their stories and for librarians to facilitate the capture, preservation, and
dissemination of local information through various communication tech-
nologies, subject to applicable intellectual property rights. Important prin-
ciples for the new library space are thus

= Knowledgeability about capabilities of various communication tech-
nologies and, thus, the ability to select what is most appropriate to
enhance access to information through various formats

= Good training in the social aspects of information service

= Partnership with community development agents for collaborative
approaches to information needs analysis and to development of interac-
tive information environments.

In the disadvantageous environment occupied by the majority of people
who live in developing countries, and the urban poor in developed coun-
tries, the lack of access to ICT is the first hurdle. Where it is accessible, the
cost of use and the skills needed for ICT use are barriers. The introduction
of ICTs in this environment therefore has a potential to amplify existing
inequalities.

= Its novelty requires changes in ways people think about information,
work with it, and use it in the management of their social patterns of life.
= The effective use of the majority ICTs depends on a battery of literacies
that include functional reading literacy, computer literacy, and specific lan-
guage literacy.

= ICTs may not be widely available and/or affordable.
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If one or a combination of these is not realigned to provide a supportive
base on which to use ICTs as a tool for developing skills and confidence
for populations to utilize information, the information society will not be
realized. The need for extensive support of these communities is well artic-
ulated in DOT Force (2001, 15-16) proposals for action, one of which is
“Give special attention to disenfranchised and illiterate people (particu-
larly youth and women), through innovative partnerships to disseminate
knowledge and skills using ICT.”

Libraries are a well-established part of the social infrastructure with a
well-organized administrative environment that may be used to introduce
information and communication technologies for use by the public to
access information at minimal cost, for governments that pay for ICT
installation, and for communities that use them to access government
information, locally created content, and globally available information.

Library instructional programs (LIPs) can play a crucial role by ex-
tending the building of skills within the traditional library to include
development of community-based skills, which empowers communities to

= Develop attitudes that value local and national information resources

= Create their own information products and services

= Communicate their own stories through the Internet in the native
language

= Build social and cultural capital as well as the intangible capital of the
world’s global economy.

Examples of the use of the ICTs as invaluable carriers of content in disad-
vantaged communities are emerging as part of the telecenter concept in
Latin America, Asia, and Africa. According to Shadrach and Raj (2004, 52),
telecenters may be privately or publicly owned, part of a private enterprise
or provided by international donors. Their services range from phone
shops to cybercafés, cottage telecenters for telework or telecommuting, and
specially constructed multipurpose community telecenters (MCTs), some
of which offer advanced services such as medical diagnosis and telemedi-
cine. Although this type of information resource developed independently
of libraries, efforts are under way whereby telecenter information managers
(TIMs) and LIPs are investigating ways of partnering in order to extend the
reach of information services, as at the 70th IFLA Conference Workshop
(Buenos Aires, August 2004). The objective is to help individuals develop
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necessary skills for mastering the technologies as well as to facilitate the
necessary attitudes and behaviors toward information so they are empow-
ered to be part of the knowledge society. Since libraries are supported by
public funds, partnership with telecenters has the potential for long-term
sustainability.

LIPSs need to facilitate interactive information and communication
systems based on orality and the inherent patterns of information knowl-
edge, and to integrate these with those facilitated by ICTs. This approach
will support the conventional pedagogic principles stressing that learning
advances best when new information is related to existing knowledge. In
this way the process of learning will help communities to use their own
understanding and local knowledge as a basis for taking advantage of
ICTs—primarily to satisfy their intrinsic information needs and to resolve
day-to-day problems, through the use of accessible information, be it from
within the community or derived from interaction with external sources
of information. The product will be authentic information based on
accepted tenets of information literacy skills, defined as “an understand-
ing and a set of abilities enabling individuals to recognise when informa-
tion is needed, and have the capacity to locate, evaluate and use effectively
the needed information” (Council of Australian University Libraries 2001).
This approach will transform book-focused services so as to address infor-
mation needs through a variety of sources, mediated by means of the infor-
mation and community embeddedness of librarians.

An example of a telecenter’s role in repackaging of information to
meet the needs of local communities is well demonstrated by the M.S.
Swaminathan Research Foundation.

Linkage Efforts: Orality, Information, and Technology

Education has traditionally been marketed, as a tool for accessing eco-
nomic assets for personal and national development. The WSIS declaration
focuses in a similar fashion on the “promotion of sustainable development

”

and improving ... quality of life.” The linkage between information-
sharing, analysis, and integration to existing cultures as a basis for learn-
ing has been downplayed, if not ignored, in education. The information
society development framework seems to follow similar approaches, as

far as it applies to the developing world communities. The concept of
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information and how it is used for learning and functioning within the
culture of a society must be the base for building a successful information
society of the future.

The fundamental challenge in developing an information society in a
generalized African culture is that there is already an information society
model of hierarchy, age, and gender prescription that is opposed to the
principles of human rights on freedom of access to information and
freedom of expression. Unless this fundamental approach to information
access and communication within traditional developing societies is
addressed, the envisaged information society will be a mirage for millions
who cling to traditions and indigenous cultures of information-sharing
within prescribed systems.

Case Study

The case study presented below was prompted by the vision of an edu-
cated, informed nation (Botswana 1997) as an approach to piloting the
development of change toward information access and freedom of expres-
sion, and to facilitating the emergence of an information society for future
generations.

It is a case study of a multipronged project. Its aim is to nurture local
content creation through the breakdown of cultural barriers to intergen-
erational information expression/access. It seeks to encourage elders to be
open to answering children’s questions and to nurture children’s under-
standing that they are permitted to ask questions and to develop their
rights and duties of asking questions, within the cultural norms. It is also
seen as an opening into the development of attitudes and behaviors that
facilitate incremental development of language and information literacy
skills through the storytelling process.

The project involves elders in sharing local culture stories with rural
primary school children in their mother tongue. Children are encouraged
to ask questions about the stories as well as other issues during their
retelling the story as a follow-up to the session with the elders. The
approach capitalizes on the tradition of grounded friendship relations
between grandparents and grandchildren. The stories are taped to preserve
the heritage and are also intended to be used for learning purposes.
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The primary school library is the focal point for these activities, through
the support of head teachers. Parent-teacher committees are partners in
infusing the traditional and cultural information sources embedded in
artifacts, idiomatic expressions, songs, and the storytelling process. The
various permutations of partnerships empower each group to engage in
sharing information through sharing their own knowledge and being val-
idated by being listened to by “others.” It thus breaks communication bar-
riers by facilitating exchange of the culture between

= The Western-educated teachers and the traditional learning tutors, by
providing a platform for information-sharing in support of children’s
learning

= Elders and children, by breaking intergenerational silence on issues
regarded as important by children, and accepting the right of children to
ask questions, an entry to the ethos of freedom of expression for children,
of elders.

Children retell the stories received from elders to their teacher, who helps
them create their own storybooks. This process is facilitated through a ped-
agogical method referred to as “breakthrough to literacy.” With the help
of the teacher, the words that are understood and used by the children in
telling their own stories, are written, linked phonetically to develop the
“whole word recognition” and “learning to read and write” systems in the
context of storytelling. Books thus created are owned by the children, and
may be shared among themselves.

A significant part of the project is the provision of computers and appro-
priate software, in partnership with UNICEE. It is envisaged that the ICTs
will help the children learn to word process their stories while learning to
use the keyboard as a tool for writing. In addition, UNICEF provides child-
and culture-friendly information on HIV/AIDS. This information is made
available through appropriate books and CD-ROMs. These materials are
located in the library space, which has print materials and artifacts of local
culture contributed by elders as part of the illustration and learning that
occurs in the storytelling process.

The project is multipronged at another level. It was conceived by an
NGO, the Children’s Information Trust (CIT), which consists of LIPs and
teachers and parent-teacher associations. One of the other partners is the
nation’s Vision Council, which has a mandate to raise awareness of the
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population of Botswana to recognize (among other values) the values and
strategic actions required by the populace in order to be an educated,
informed nation by 2016. The CIT has consulted widely with both citizens
and various government ministries, significant stakeholders in the devel-
opment of the information society in the country that control

= Primary school infrastructure in rural areas

= Policies for development of curricula, teaching, and resource-based learn-
ing in primary schools throughout the nation

= Library services, including youth and cultural issues

= National ICT policies and infrastructure development.

There are efforts to engage the private sector through acknowledgment
of its social responsibility, as well as a long-term investment in human
resource development of the country. The strategic action is to convince
the private sector that it is in its interest to contribute to the development
of youth who understand the emerging role of information and who
develop critical analytical skills that make them competent to access and
use all types of information and to enjoy creation of local information and
its integration into global information resources.

Although this project is at its early stages, it has demonstrated to the
LIPs, which are part of the project, the challenges, opportunities, and
rewards of holistic engagement with communities served by libraries in
their new role in the emerging information society. The experience, so far,
has confirmed that community partnerships demand patience, persistence,
and politics.

In this case the politics include working with four government min-
istries, each with its own approach. However, they share the same vision
of an educated, informed nation by 2016.

Conclusion

Information and communication technologies are a tool that may provide
opportunities for building a fair and just society, provided that

= The principles of the Universal Declaration of Human Rights are reaf-
firmed by all representatives of the peoples of the world and, in particu-
lar, by governments, while also being addressed meaningfully through
recognition of cultural pluralism, especially in developing countries.
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= All populations have access to affordable ICT information content
(libraries) and to the infrastructure.

= All people are empowered to communicate in their own voice and lan-
guage, and to generate local content for their own use and exchange.

= All populations can afford to access each other’s information sources on
the basis of fair rights of exchange of information resources, mutually
agreed between equals.

= LIPs and NGOs have forged partnerships based on similar core values and
shared understanding of the requirements for an authentic information
society that is based on holistic approaches to empowerment of popula-
tions, communities, and individuals, in line with Paulo Freire’s (1970, 57)
problem-posing, transformational philosophy of education and
development.

If, however, there is a failure to construct holistic approaches to empow-
ering communities to create an information environment, the intended
information society will be owned and manipulated by technologically
advanced and economically powerful nations of the world. Future areas
for potential contestation seem to be based on benefits obtained through
unequal relations in the control of the Internet.
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4 Intellectual Property Rights and the Information
Commons

Robin Gross

As we enter an information age, the rules governing the use and dissemi-
nation of information become increasingly important. Clashes between
fundamental freedom of expression guarantees and intellectual property
rights are upsetting the traditional balance struck between creators and the
public. The ease of copying and redistributing of digital information con-
cerns industries dependent on traditional publishing models. These com-
panies have successfully petitioned for changes in the copyright laws at
the national and international levels. But these recent increases in copy-
right holders’ rights have come at the expense of the public’s rights to use
media and communicate freely. This chapter discusses the threat to tradi-
tional civil liberties posed by expanding copyrights and recommends some
principles for creating communication rights in a digital world.

Dispelling the “Intellectual Property” Myths

One of the most common misunderstandings regarding intellectual prop-
erty rights, particularly copyright, is that the actual creators are the main
beneficiaries of the grant. In reality, it is the large companies that employ
creators and then strip them of their copyright through contracts who
actually benefit from the grant that society intended as a reward for
authors. This important misunderstanding is no accident. Misleading
“romantic notions of authorship” are systematically spun by the compa-
nies who stand in the shoes of creators to justify the generous monopoly
right rewarded to them.

Another major myth regarding “intellectual property” protection is that
it is the same as more traditional forms of property, such as personal prop-
erty or real estate. But this conflation of intellectual property is grossly
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misleading and harmful. Copying another’s intellectual creation does not
end the owner’s right to make use of the original. Intellectual property
rights are created only as a means to encourage further creativity for the
ultimate benefit of all society, while more traditional forms of property
rights are designed to protect the personal and private interests of their
owners. This crucial distinction can be seen when considering that one’s
house is not intended to pass into the public domain at some time; nor
does anyone have a fair-use right to borrow another’s car. Intellectual prop-
erty is intended to have ownership “holes,” to be imperfect in its control,
while real or personal property is more absolute in its grants to owners.

Equating these very different forms of property rights leads to the
inevitable restriction of the public’s rights, giving way to more absolute
property rights for large entertainment companies. Those wishing to max-
imize copyrights often merge the differing types of property, appealing to
society’s natural affection for traditional property rights in an effort to
confuse and extend that affection to a different concept.

Many in the entertainment industry erroneously claim that all unau-
thorized copying is the equivalent of “theft.” But in actuality, most ordi-
nary copying is not infringement. For example, copying for personal use,
education, research, commentary, criticism, parody, or other socially
important uses is generally lawful under copyright law. And anything
created before 1923 unequivocally belongs in the public domain and may
be freely copied by anyone for any purpose, including commercial pur-
poses. So claims that all unauthorized copying is the same social horror as
theft hits far from the mark of legal accuracy.

Another significant myth often promoted by the copyright extremists is
that without copyright protection, creativity would cease. This claim
ignores history. The concept of copyright was created only within the last
few centuries. Many of the greatest works ever created were inspired
outside of the business model of copyright’s pay-per-copy system. Mozart,
Shakespeare, and Sun Tzu all created without economic incentive from this
particular business model. The Internet, the human genome project, and
free and open source software development are modern examples that have
been created outside this one particular business model. So it is a simple
fact that much can be, and has been, created without the goal of securing
a copyright, and we should not be too wedded to the idea that copyright
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is the only, or even the best, way of encouraging innovation and further
creativity.

Expanding Copyrights Threaten Traditional Rights

Among the greatest threats to civil liberties in an information age are
ever-expanding copyrights that curtail individuals’ freedom of expression
rights. Certainly governments have an added incentive to give rights
holders greater rights, because it provides governments with more power
to control the use and flow of information.

In response to the invention of the printing press, a state monopoly
copyright was developed. Copyright originated in England with a “sta-
tioner’s copyright” granted by the king to particular publishers, thereby
allowing the king to regulate precisely which ideas could spread. Thus
copyright was first created as a tool of censorship. It was not until 1710
that the United Kingdom'’s Statute of Anne was passed, altering the nature
of copyright to further encourage the dissemination of knowledge. But in
recent years, copyright’s power has expanded to such an extreme degree
that it has returned to its roots as a tool for restricting the flow of
information.

The very nature of digital technology makes copyright law “king” in an
information society. Every time one accesses or uses a piece of music, video,
literature, or software, a copy must be made, and copyright law rules are
triggered. This key “accident” of technology turns what was once an
obscure field, relevant only to publishers, into a major consideration in
consumers’ everyday lives. Many of the recent expansions in copyright
holders’ rights unhinge the delicate historical balance struck between
creators, consumers, and distributors of creative works.

Anti-Circumvention Laws to Enforce Technical Restrictions

Newly created laws against the circumvention of technological restrictions
controlling copyrighted works dangerously impede freedom of expression,
innovation, and competition. Digital Rights Management (DRM) schemes
prevent many lawful uses of electronic media. An increasing number of
musical CDs are sold that will not play on personal computers, car stereos,
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and other devices deemed “untrustworthy” by major record companies.
These restrictions have the effect of controlling the personal experience
with that medium, something outside the scope of copyright protection.

DVDs are designed to play only on DVD players licensed by the major
Hollywood movie studios. Through licenses, the studios forbid innovative
functions on DVD players, including any digital copying, and often disable
the ability to fast-forward through commercials. Both of these restrictions,
enforced by a combination of technology and law, exceed the rights
granted to copyright holders and control an individual’s personal experi-
ence of information.

Anti-circumvention laws against bypassing such “digital locks” also have
the effect of outlawing “reverse-engineering”—taking technology apart,
figuring out how it works, improving upon it, or altering it to make it com-
patible with one’s own system. Reverse engineering has traditionally been
ruled a lawful fair use because it is necessary to gain access to the uncopy-
rightable ideas in software in order to make use of them. But since the
enactment of laws forbidding the circumvention of technological restric-
tions have come into place, most notably the controversial 1998 U.S.
Digital Millennium Copyright Act (DMCA) and the 1996 WIPO (World
Intellectual Property Organization) Copyright Treaty, the ability to reverse
engineer technology has been outlawed. In 2001 the European Union
passed a copyright directive with similarly broad anti-circumvention laws
that is currently being included in national legislation throughout Europe.

These anti-circumvention laws prevent interoperability between incom-
patible systems, giving copyright holders powerful new rights to control
the devices on which media can be enjoyed. This new power impedes
competition and creates a monopoly for existing industry players at the
expense of innovative competitors. Anyone who wants to build adjacent
or compatible devices must secure permission from the copyright holder
of the medium, a radical new concept for copyright. Imagine if Sony could
decide who may make record players because Sony makes records. Yet
this is the brave new world we are creating under DMCA-style anti-
circumvention laws. Sony has the right to decide who can build DVD
players because Sony makes DVD movies.

Anti-circumvention laws forbid tools capable of circumventing these
digital locks, including software and even information that could help
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someone to bypass them. Since the enforcement of the DMCA in the
United States, anti-circumvention laws have been used against scientists
conducting research on the quality of technology, thereby preventing
scientific papers and technical presentations that describe a technology’s
flaws. As a result, scientific and academic research, and freedom of infor-
mation regarding computer security, have been chilled. Because the legal
liability is too great (criminal penalties for publications or conferences that
charge fees), crucial academic and scientific research has been stifled.
Laws that forbid bypassing digital locks or distributing tools capable of
bypassing these locks also have the effect of preventing media from effec-
tively passing into the public domain. Knowledge and culture remain
locked up forever, inaccessible to the very public which granted the limited
monopoly right in exchange for a promise that the knowledge and culture
would eventually become freely accessible to all in the public domain.

Shrinking Private Copying Rights

The elimination of the public’s private copying rights is another casualty
of misguided laws to prevent the circumvention of technological restric-
tions. In most countries, consumers enjoy private copying rights, such as
fair use in the United States and fair dealing in the United Kingdom,
Canada, and Australia. The legal doctrine of fair use grants consumers the
right to make copies of works, even when the copyright holder does not
wish to allow such copying. Fair use permits copying in many socially
beneficially situations, such as education, research, commentary, criticism,
news reporting, and personal use. The U.S. Supreme Court has ruled that
fair use provides the breathing space which is required under the U.S.
Constitution for copyright to avoid conflict with fundamental freedom of
expression guarantees.

But when technological restrictions or DRM schemes disable the public’s
ability to engage in these lawful uses, private copying and other fair
use rights are effectively eliminated. These restrictions can control, or
prevent altogether, a person’s ability to make personal use copies. Anti-cir-
cumvention laws forbid a person from bypassing these digital locks, and
deny the legal means to engage in personal use copying rights. The enter-
tainment industry argues that “digital is different,” and the public cannot
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be expected to have the same rights in a digital world that have existed in
an analog world.

Liability of Innocent Third Parties

Another casualty in Hollywood’s war on digital technology is the makers
of tools and services capable of infringing copyrights who become
subjected to increased liability for the uses of their tools. Under broad
anti-circumvention laws, technology companies must receive approval
from Hollywood lawyers before engineering or building devices that are
compatible with the entertainment industry’s CDs, DVDs, e-books, and
other digital media products. Software tools that are necessary to engage
in lawful fair uses are also outlawed by overbroad anti-circumvention laws.

Makers of archiving and librarying tools can be held liable, and thus pre-
vented from distributing such tools because they might be used for infring-
ing purposes. 321 Studios, an innovative software company that made
DVD backup software, was sued out of existence by the Hollywood movie
studios for contributory infringement. In the United States, Napster, maker
of Peer-2-Peer (P2P) software, was found secondarily liable for the infring-
ing activities of its users because the court believed the P2P company could
have prevented the infringing activity.

Internet service providers (ISPs) in the United States also face increasing
legal risk for the allegedly infringing activities of their customers. ISPs are
being forced to police and control their systems to prevent any infringe-
ment and to hand over personal information on their customers to law
enforcement or Hollywood attorneys if they suspect infringing activity on
their systems. While it creates an incentive to police for infringement,
increasing the legal liability for innocent third parties produces a chilling
effect on freedom of expression and stifles innovation and technological
development. The collateral damage in Hollywood’s war on technology is
too great a cost without showing any effectiveness.

Database Rights: Exclusive Ownership of Facts and Information
With its 1996 database directive, the EU created new database rights that

give companies the right to the exclusive control and ownership of facts,
scientific data, and other information they collect or compile. Although
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some forms of data rights had existed in Europe, database rights have been
flatly rejected by the U.S. Supreme Court as unconstitutional because they
lack the creativity and originality necessary to receive copyright protec-
tion. In Feist v. Rural Telephone Service, the Supreme Court rejected a claim
of copyright protection over the information in telephone books. Under
the court’s ruling, a company can copyright only the selection and arrange-
ment of facts, but not the facts themselves. Despite its rejection by the U.S.
Supreme Court in 1991, a proposed clause in the Free Trade Area of the
Americas (FTAA) Treaty would require every nation in the Americas to
adopt a World Intellectual Property Organization database treaty that has
not even been written yet.

Severe Enforcement of Intellectual Property Laws

Another international trend is the increasing severity of the legal penalties
and enforcement mechanisms available against alleged infringers. One
example of this trend is a move to lower the standard for application of
criminal penalties against infringement. Under Article 61 of the WTO’s
Trade Related Aspects of Intellectual Property Rights Agreement (TRIPS), a
person can be sent to prison for engaging in commercial infringement.
Noncommercial infringements are civil matters, for which injunctions and
financial penalties are available. But there is a growing international trend
to send noncommercial infringers to prison in addition to enforcing the
financial and civil penalties available against them. For example, in 1997,
the U.S. Congress adopted the No Electronic Theft Act (NETA), which
permits federal prosecutors to send consumers to jail for sharing a single
infringing MP3 song with a buddy over the Internet. The FTAA Treaty also
proposes to send noncommercial infringers to jail, going existing TRIPS
legal obligations. And the EU is also discussing legislation to send people
to prison for infringement that is neither commercially motivated nor
produces any financial benefit.

Lawmakers also have granted rightsholders new subpoena powers to
obtain personal information about people they suspect of infringing.
Under the U.S. DMCA and the EU Intellectual Property Rights Enforcement
Directive (IPRED), for example, there is no requirement that a judge be
given evidence of infringement before a subpoena is issued to turn over
personal information. Under these laws, a court clerk may simply “rubber
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stamp” a subpoena request based on a mere allegation of infringement,
without any finding of infringement by a judge. Traditional personal
privacy and due process rights are brushed aside by these broad new copy-
right subpoena powers. The EU IPRED also granted new powers to destroy
the property and equipment of innocent third parties, such as ISPs,
without a hearing on the matter.

Copyright Term Extensions

Another growing threat to freedom of expression and creativity is the
increasing term of copyright. While the duration of exclusive copyright
protection was originally fourteen years in the United States, it has been
consistently extended to a term of (generally) seventy years after the death
of the author. In fact, since the 1960s, the U.S. Congress has increased the
term of protection on eleven separate occasions. The European Union also
has imposed a copyright term of seventy years after the author’s death.
Industry and performance rights last for fifty years in the EU, and database
rights have a term of fifteen years.

The current international standard for the term of copyright under the
GATT/TRIPS Agreement is fifty years after the death of the author, but the
United States and Europe aggressively pressure other countries to adopt
the new seventy-year term of exclusive rights. For example, there is a pro-
posal in the FTAA Treaty that would require every other country in the
Americas (except Cuba) to adopt the TRIPS-plus seventy years after the
author’s death.

No attempt has been made to show that a longer term benefits the public
or stimulates further creativity. Because of these extensions to the copy-
right’s term, 99% of creativity remains locked up and unavailable to the
public, simply because in today’s market it is not commercially attractive
to exploit those older works. So music, literature, and other culture remains
out of the hands of the public and unexploited by the rights holders,
benefiting absolutely no one.

New Broadcasters’ Rights

The U.N. agency charged with standardizing intellectual property laws
among member states, the World Intellectual Property Organization
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(WIPO), has proposed a new treaty that would grant broadcasting compa-
nies powerful new transmission rights over the signals carrying program-
ming that pass through their wires and over their satellites. Although
WIPO claims this new treaty is meant only as an update of the “outdated”
1960 Rome Convention on Broadcasting, it in fact goes much further and
creates a broad range of new rights for broadcasting companies. WIPO's
proposal would create a fifty-year exclusive right to these broadcasts, even
when the material is in the public domain. This right would be granted to
broadcasters who neither have created nor own the programming being
transmitted. And the United States has proposed to extend this new trans-
mission right to all Internet distributions of audiovisual programming, a
giant leap beyond any existing international treaties or national laws. This
proposal would give today’s broadcasting giants a competitive advantage
on the Internet and shut out tomorrow’s innovators. Many other nations,
however, oppose including Web programming in the WIPO broadcasting
treaty.

“Maximalist” U.S. Agenda Exported Overseas

Only very recently did the United States become “religious” about expand-
ing and enforcing copyrights. And through WIPO, TRIPS, and regional and
bilateral trade deals, the United States is imposing this extremist view of
copyright on the rest of the world.

Ironically, the United States became strong largely because it was his-
torically a “pirate nation” that refused to respect the copyrights granted in
other countries.

Today, the vast majority of countries are intellectual property importers
that are being forced to adopt the policies of an intellectual property
exporter, despite the wide differences in economic and social needs
between countries. Developing countries are not allowed to set a shorter
term of protection for textbooks, despite a compelling need to provide
educational materials to the public at affordable prices. The consequence
of imposing the “maximalist” U.S. agenda overseas is a massive transfer of
wealth from the countries of the South to those of the North, and a one-
way flow of ideas from the North to the South—a form of information age
colonialism.
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Communication Rights for an Information Age

Nations Must Retain Sovereignty over Their Domestic Information Policies
The growing “digital divide” warns that countries should tailor their
information policies in accordance with their economic and social needs.
Developing countries, in particular, should be free to set their intellectual
property rules according to their own needs, traditions, and cultures.

There is no justification for the TRIPS’s requirement that developing
countries adopt the policies of an intellectual property exporter in order
to be allowed to participate in world trade. The TRIPS agreement should
be removed from the WTO, where trade sanctions are imposed for non-
compliance with these rules, giving countries no choice but to adopt
harmful intellectual property policies at home. This practice should be
corrected to allow developing countries to retain their sovereignty so they
can adequately address the needs of their people without fear of being cut
off from international trade.

Protection for the “Intellectual Commons”

Proper recognition for the value of the public domain in enriching society
would be an important step to take in an information age. The public
domain is a valuable resource that all share together. Musicians are free to
perform Mozart in Central Park, actors practice with royalty-free plays
written by Shakespeare, the Internet is largely run on free software, schools
teach Beethoven without the need for expensive licenses—all because these
works are freely available in the public domain. All of today’s intellectual
creations are based partly upon preexisting works. The public enjoys the
benefit of knowledge developed centuries, even millennia, ago. Artists and
future creators are harmed the most by the elimination of the public
domain.

Governments should enable public access to scientific information that
is acquired at public expense. Unfortunately, the present trend is for the
public to pay for the research directly the first time, and then to pay again
when the publicly funded information has been commercialized.

Intellectual Property Rules Should Promote, Not Inhibit, Creativity
Too much “protection” of intellectual property hampers creativity and
innovation. A delicate balance must be maintained between enough
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protection to provide an incentive to creativity and excessive protection
that chokes innovation and further creativity. Creators must remain free
to build upon the works of those who came before in order for society to
advance. Existing intellectual property regimes should be reevaluated in
light of the goals of promoting creativity and innovation.

Promote Free and Open Source Software Development Models

The spread of free and open source software development has created
enormous social value and an increased shared wealth in recent years.
Innovative new licensing systems, such as the Creative Commons licenses
that permit consumer copying, are opening up entirely new models of
content distribution. But existing intellectual property rules are often
designed around one specific business model, such as copyright’s “pay per
copy” model.

A growing number of governments in developing countries, including
Brazil, are choosing to use and promote free and open source software
instead of proprietary software. By choosing free or open source software
use, governments are able to spend their nation’s scarce resources on more
immediate needs, such as food and pure drinking water, instead of
Microsoft licenses. In addition to being customizable to individual needs
and operable with different systems, nonproprietary software provides
more robust personal security than proprietary systems. The city
government of Florence, Italy, passed a motion in 2001 stating that
extensive use of proprietary software was creating the “computer science
subjection of the Italian state to Microsoft.” And laws against the cir-
cumvention of “digital locks” controlling copyright-covered works also
endanger free and open source software developers. Although they are
currently under threat, alternative business models and nonproprietary
systems of development must remain lawful in a healthy information
society.

Intellectual Property Rules Should Shrink, Not Increase, the Knowledge Gap
The ability of countries to adequately educate their people is directly
impacted by intellectual property rules such as the term for copyright or
the extent of fair use privileges. New laws with expanding rights and
increased penalties are making it too risky for libraries and archives to
continue functioning.
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It is somewhat ironic that technology moves us closer to a “pay per use”
society, where one’s level of education depends upon parents’ income, at
exactly the time when it costs virtually nothing to disseminate informa-
tion. The Internet and other communication technologies can be revolu-
tionary tools for education, but only if the technology is not crippled by
efforts to destroy its most promising features—the ease and low cost of
disseminating knowledge.

Protect Private Copying Rights

Most reproductions of copyrighted works that people make every day are
not infringements. The type of ordinary copying that individuals do in the
course of their normal enjoyment of their music or video collection is
lawful under private copying rights or fair use rights. Lawful activities such
as “time-shifting,” to view a recorded program at a more convenient time,
or “space-shifting,” to copy one’s music onto an MP3 player or computer
hard drive, put limits on a copyright holder’s right to control the individ-
ual experience of the media. Private copying rights ensure a level of per-
sonal autonomy and enjoyment in the media experience. And consumers
must have access to the tools that are necessary to engage in private
copying if the rights are to have any meaning in a digital world.

The lessons of history are particularly relevant. Every time a new tech-
nology has been invented that made consumer copying easier, the enter-
tainment industry fought to outlaw the new technology (including the
invention of piano rolls, radio, VCRs, and MP3 players). But in the past,
the U.S. courts and Congress have not allowed the industry to kill the
technology, and as a result, the industry learned how to profit from it.
Although the entertainment industry fought hard to outlaw VCRs in the
1980s, today video rental and sales is the number one revenue-generating
segment of the movie industry. Consumers having the ability to make
private copies does not harm an artist; quite the contrary, it increases the
value of the work to the consumer.

Protection for Intellectual Freedom

Protection for intellectual freedom should be of highest priority in an
information age. Freedom of thought and freedom of expression are
fundamental human rights that require access to ideas and information in
order to develop fully.
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The common practice of “reverse engineering,”—taking a technology
apart, learning how it works, and figuring out how to improve upon it—
is part of a heritage that values intellectual freedom. This “right to tinker”
can be thought of simply as being the right to open up the hood of one’s
automobile and make whatever adjustments are necessary to suit the
owner’s individual needs. But today’s overbroad copyright laws can be used
to prevent a car owner from “tinkering” with its engine. Technology gives
us greater opportunities to learn, particularly to teach ourselves; we must
preserve our legal tradition of protecting individual intellectual freedom.

Conclusion: Communication Rights Are Human Rights in an Information
Society

The impact of expanding copyrights reaches a spectrum of existing fun-
damental legal rights: freedom of expression, freedom of the press, freedom
of thought, intellectual freedom, and more are all harmed by such a
dramatic shift in the traditional balance of rights.

Historically, when society was primarily agricultural economy, the key
ingredient to wealth and development was ownership and use of land.
When society moved into an industrial era, the key to wealth and devel-
opment shifted to ownership and use of capital. Now, as we move into an
information society, access to knowledge is the key factor for continued
development and wealth on a personal and national level.

Just as human bodies require food and medicine for good health, so our
minds require knowledge to function and develop. Technology promises
the unprecedented opportunity to disseminate information and foster
collaboration that will dramatically expand human knowledge and social
development—but only if we do not allow the technology to be crippled
by an overreaction of industries rooted in the past.

The free speech guarantee in the Universal Declaration of Human Rights,
although adopted by the U.N. General Assembly in 1948, speaks directly
to the Internet age: Article 19 guarantees that “Everyone has the right to
freedom of opinion and expression; this right includes freedom to hold
opinions without interference and to seek, receive, and impart informa-
tion and ideas through any media and regardless of frontiers.”

This universal guarantee of freedom of expression is not limited
to speech in analog media, but rather, explicitly, “...in any media and
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regardless of frontiers.” While proponents of limiting freedom of expression
guarantees argue that “digital is different,” and traditional rights must be
sacrificed to protect private property rights, the Universal Declaration of
Human Rights has already answered that digital is no different, and that
our traditional rights are meant to continue with us into a digital
environment.

Now “we the people” must hold our governments accountable to this
standard.



5 Privacy as Freedom

Gus Hosein

Everyone who works in a specific issue area tends to believe that what he
or she works on is essential to humanity’s future and/or sense of dignity.
Environmentalists argue that the future of our global commons is at stake.
Those who struggle against the arms trade contend that we cannot be a
civil world united in peace so long as we continue to make trade in the
artifacts of destruction. Gun lobby groups contend that the possession of
firearms is a key constitutional right in some countries, or key to survival
in others. Antiabortionists are struggling for the lives of the unborn and
the morality of the future. Those who focus on development and aid
believe that they are helping to heal the inequalities of the world. Through
participation in political processes, without regard to differing political per-
suasions and methods, all these people work for change and for the atten-
tion of the silent majority.

Privacy advocates are no different, for the most part. You will rarely find
privacy advocates protesting outside of buildings or summit locations,
though. They do not often warn of Armageddon, although warnings of
dystopias of Orwellian proportions are hardly different. Privacy advocates
also contend that there are legal, sociological, and historical foundations
to privacy. Most important, privacy advocates are well aware that they are
in a struggle for the hearts and minds of the general public.

Yet privacy never has the same primacy in public discourse as those other
issues. When I am asked, “What do you do for a living?,” I describe myself
as a privacy advocate. People then look at me, confused.! This probably
never happens with antiabortionists or environmentalists. All the while,
free speech advocates are given even higher regard because they seem to
be calling for the right of the others to advocate their points. This relega-
tion to the back of the queue of “popular causes for which we must
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advocate” is inappropriate. As a right, privacy provides an inherently valu-
able service to society. As a subject of study, understanding privacy com-
plements our understanding of politics. Privacy and freedom are tightly
linked, and opening up this relationship opens our eyes to political trends.
The politics of privacy is analogous to the politics of the World Summit
on the Information Society (WSIS) process. The attempts to minimize or
relegate privacy within the WSIS process are attempts to tamper with
freedom itself. Privacy advocates by nature shudder at claims by govern-
ment officials of striving for the “common good,” or industry representa-
tives’ calls for minimal regulations, because we understand the agendas
and objectives behind these statements.

This chapter will seek to acquaint readers with these agendas and objec-
tives, and the political playground of civil liberties in the information
society. After an attempt to define privacy, the chapter will present the dis-
senting views on privacy. A discussion of the legal and regulatory land-
scape will follow, and this will be contrasted with the threats to privacy
and the politics of surveillance. The chapter will conclude by laying out
privacy as a necessary foundation of an open information society, because
it is a key component to freedom.

Privacy and Freedom

One of the best definitions of privacy that I have ever heard is in fact quite
vague and nonrational. In response to the proposed ID card in the United
Kingdom, Lord Philips of Sudbury said that while there are many logical
reasons to oppose the policy, most prominent in his mind was that it just
“felt wrong":

I instinctively and quite deeply reject [the proposed policy]. I can’t quite find the
language to rationalise the depth of my feeling about this.?

Such a feeling is perhaps the most helpful delineation between when an
incursion into the private life of an individual is reasonable and when it
is not. As Philips indicates, we often enshroud our arguments behind more
“rational” language, but I would like to emphasize that it starts with a core
belief. Everything else is a cover for this gut instinct. We do not like being
watched unless it is under circumstances of our own choosing, and it is
possible also to say that when we surveil others, there is also a gut instinct
which tells us we are up to no good.
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There are many other ways of defining privacy, in more formal and elo-
quent terms. In an early form, as we moved toward modern democratic
systems of governance, privacy was considered a protection from invasion,
a protection from the king. According to William Pitt in 1763, “The poorest
man may in his cottage bid defiance to all the force of the Crown. It may
be frail; its roof may shake; the wind may blow through it; the storms may
enter; the rain may enter—but the King of England cannot enter; all his
forces dare not cross the threshold of the ruined tenement.” This thinking
emerges from the notion that “every man’s home is his castle.” Shortly
thereafter, in 1765 Lord Camden, a noted judge, commented that the
police had overreached their authority by searching someone’s home in
order to seize papers: “We can safely say there is no law in this country to
justify the [police] in what they have done; if there was, it would destroy
all the comforts of society, for papers are often the dearest property any
man can have.”

From the time of these noble Englishmen to the twentieth century,
privacy was embedded in leading constitutional documents, including the
French Rights of Man and the American Bill of Rights.

Privacy reemerged as a key issue of modern times in the late 1800s. Build-
ing on definitions and the work of other legal minds of their time, Louis
Brandeis and Samuel Warren wrote in 1890 that privacy is the “right to be
let alone.” This seminal article, published in the Harvard Law Review, was
a reaction to technological and market developments of the time. Warren,
a wealthy member of “high society,” had his family’s privacy intruded
upon by the tabloid press. The article warned of the growing media frenzy
and the threats posed by cameras: “Recent inventions and business
methods call attention to the next step which must be taken for the pro-
tection of the person.”?

In contrast to cameras of the late 1800s, with the advent of modern com-
puting, concerns increased dramatically. With the threat of potential data
processing and the storage of personal information in databases, we sought
a more developed definition of the constitution of privacy. Responding
to this threat, in the late 1960s Alan Westin defined informational self-
determination. Privacy, he said, is “the claim of individuals, groups, or
institutions to determine for themselves when, how, and to what extent
information about them is communicated to others. . . . [It is] the desire of
people to choose freely under what circumstances and to what extent they
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will expose themselves, their attitude and their behaviour to others.”* That
is, individuals must be allowed to choose what information is made avail-
able about them, and under what circumstances. This is tightly bound with
the notion of human dignity. According to Robert Ellis Smith, privacy is
“the desire by each of us for physical space where we can be free of inter-
ruption, intrusion, embarrassment, or accountability and the attempt to
control the time and manner of disclosures of personal information about
ourselves.”s Similarly, Rhoda Howard and Jack Donnelly argue that, as
enshrined in the Universal Declaration of Human Rights, “The right to
privacy (Article 12) even more explicitly aims to guarantee the capacity to
realize personal visions of a life worthy of a human being.”®

While other definitions abound, most contemporary definitions draw
links between self-determination, autonomy, dignity, surveillance, power,
and technology.

In an information society, where almost all attributes of an individual
can be known, all interactions mapped, and all intentions assumed on the
basis of records, our “instincts” have led us to worry. Since the advent of
the modern computer, or even as the possibilities of computers entered
our minds, and since we saw what we have been capable of when our
guardians were given too much control over our personal information and
our lives, we have endeavored as a society to protect privacy. Modern
privacy law, after all, emerges from these lessons, struggles, innovations,
and developments. The legal definitions, however, still come after the
“feeling” and “instinct” of privacy. The point to understanding privacy as
a core feeling, something inexplicable, is that it is tightly intertwined with
our sense of right and wrong, our moralities. Even beyond morality,
beyond the debates of relativism and absolutism of norms and morals,
there is something about human dignity. When we peer into the life of
any individual to a large degree, we are peering into an area that we know
it is wrong to investigate. In a civilized society we limit such gazes because
we understand that there is something undignified about knowing so
much about an individual.

A regard for privacy is a belief that we must maintain human dignity,
and that this is the core objective of human rights. Invading human
dignity not only produces embarrassment, however. It redefines our sense
of individuality and our conduct as humans. As such, privacy can be seen
as a core protection of individual autonomy and human agency. Knowing
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everything about someone reduces that person to a set of known facts,
controllable and manipulatable. As long as a zone of autonomy exists
around each and every individual, the opportunities for abuse and oppres-
sion are lessened.

Knowing everything about the activities of all people greatly enhances
the powers of a ruler. And in a deliberative and open society, privacy pro-
vides a core precondition to participation, a most basic civil liberty.
Knowing the actions and intentions of your political opponents reduces
their ability to oppose your rule and arguments. Privacy is thus a funda-
mental component of freedom. As Alan Westin noted at a time that may
have been the dawn of the information age:

No society with a reputation for providing liberty in its own time failed to provide
limits on the surveillance power of authorities. In this sense, American society in
the 1970s faces the task of keeping this tradition meaningful when technological
change promises to give public and private authorities the physical power to do
what a combination of physical and socio-legal restraints had denied to them as
part of our basic social system. (22)

Privacy protection is intertwined with liberty. In modern society we need
to protect privacy even more than previously, since technology and
modernity influence our conduct. Yet everywhere, privacy rights are
burdened.

Privacy as a Threat

Not everyone agrees on the primacy of privacy. Through benign or malig-
nant intentions, indirect or directed attacks, exogenous forces or forces
from within, privacy is under constant threat. Since it is a core principle of
autonomy and human dignity, and its reduction enables control, manipu-
lation, oppression, and increased power, this should come as no surprise.
Although it is often claimed that privacy rights around the world
changed in September 2001, they were threatened long before. Looking at
the 1990s alone, we can see significant changes in law. Even though laws
on data protection were introduced by a number of countries throughout
the 1990s, as well as laws on freedom of information, encroachments
abounded. In France silly regulations restricting the use of technologies to
secure communications continued unabated despite technological revolu-
tions. In the United States, laws were passed to allow for interception of
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communications regardless of technological innovation. In the United
Kingdom, any number of policies emerged, ranging from closed-circuit tel-
evision cameras that now pollute the cityscapes to policies that give any
arm of government significant access to your personal life. Similar policies
were implemented elsewhere.

The threats to privacy, at their most intellectual foundations, arise from
a number of sources, including communitarians, classical feminists, and
those seeking well-functioning markets. Finally, there is a school of
thought which contends that privacy is not as important as other, more
valuable “civil liberties,” such as free expression.”

Communitarian Reduction

The communitarians argue that while privacy is a noble value, there are
other noble values that we must consider. Amitai Etzioni, a leading pro-
ponent of the reduction of privacy in the public sphere, argues that we
need to renegotiate our privacy rights, for the common good.

Although we cherish privacy in a free society, we also value other goods. . . . To begin
a new dialogue about privacy, I [ask] if you would like to know whether the person
entrusted with your child care is a convicted child molester. I further ask: Would
you want to know whether the staff of a nursing home in which your mother now
lives has criminal records that include abusing the elderly? Should the FBI be in a
position to crack the encryption messages employed by terrorists before they use
them to orchestrate the next Oklahoma City bombing? Addressing such concerns
raises the question of if and when we are justified in implementing measures that
diminish privacy in the service of the common good.”*

Etzioni and the communitarians contend that we do not have an absolute
right to privacy. Rather, privacy must be balanced with other rights.
According to Etzioni, there is a set of criteria for this balancing act.

= The purpose for invading privacy must be for a known threat to the
common good. For example, we don’t need to demand full medical
records to make sure someone wasn’t lying about being too sick to go to
work.

= Privacy can be invaded once we have exhausted alternative means of
countering danger. Can we instead find out that the person was playing
soccer/football with his friends by asking friends?

= When privacy is to be invaded, it must be minimally intrusive. Contin-
uing the above example, we should get only the part of the medical record
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that says he visited the doctor on the day he claimed to be sick, rather
than the full record containing all his treatments since birth.

= Once privacy is invaded, measures must be taken to minimize and treat
undesirable side effects. Try to get only his medical record, and not the
listing of all people who visited the doctor that day, or do not ask any ques-
tions about the type of doctor (was it a sexually transmitted disease clinic?).

There are two key flaws in the communitarian approach to privacy. First,
the mere threat of this information being made available has a chilling
effect on its collection in the first place. That is, even under the most strin-
gent balancing tests, if I know that my health information may be dis-
closed to my employer, I may be less likely to disclose this information to
my doctor in the first place. This has a dangerous effect on the relation-
ship between my doctor and me, and an even more disastrous effect on
health care generally. If I don’t disclose information to my doctor, this will
lead to misdiagnosis or worse yet, a lack of treatment.

Second, the communitarians see power in a very benign way. To them,
all initiatives to invade privacy are restricted to reasonable conduct by
agents of the state, and have minimal impacts. They fail to acknowledge
the way that politics rears its ugly head and expands any power, even the
most benign. Early cases of communications surveillance in the United
States involved society’s struggle against drug dealers and alcohol boot-
leggers. The reasons quickly grew. Access to information relating to whom
you've called or e-mailed, and servers to which you have connected from
an Internet service provider in the United Kingdom was at first limited to
the police. Subsequently, all government departments could access this
information for any purpose, resulting in a dramatic increase in state
power. Fingerprinting was once a measure to identify criminals; now it is
used to permit people to work or cross borders. What starts small always
ends with an avalanche of personal information. Powers, once created, are
rarely regulated and minimized.

Feminist Critique

The classical feminists contend that privacy is merely a right which is
abused by men. The right of privacy, they argue, is based on Anglo-
American common law, providing that a husband is master of his house-
hold; thus neither the state nor anyone else may enter to intervene in
family matters. As a result, a man could subject his wife to beatings so long
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as he was within his home. The feminist critique goes on to say that the
right of privacy is used to enforce and preserve such authority relations
between man and wife. As Reva Siegel argues:

It seems just as likely that legal elites devised the story linking “privacy” and “domes-
tic harmony” to wife beating. . .. This right of privacy is a right of men “to be let
alone” to oppress women one at a time.’

Privacy, according to this line of argument, is used to protect men and
the home, not women. And, this logic continues, privacy is used to conceal
wrongful activity, to reduce and not to protect human dignity. This view
is supported through historical precedents. In 1852, in the state of North
Carolina, the courts held wives incompetent to testify against husbands in
all cases of assault and battery, except where permanent injury or great
bodily harm was inflicted. The final court decision stated:

We know that a slap on the cheek, let it be as light as it may, indeed any touching
of the person of another in a rude or angry manner—is in law an assault and battery.
In the nature of things it cannot apply to persons in the marriage state, it would
break down the great principle of mutual confidence and dependence; throw open
the bedroom to the gaze of the public; and spread discord and misery, contention,
and strife; where peace and concord ought to reign.'

More recent discussions on feminism and privacy, however, contend that
privacy no longer is used against women as it once was. Women (and more
accurately, victims generally) may now be shielded in rape cases so that
their names are not disclosed to the public. Women who were previously
subjected to spousal abuse may now seek a zone of autonomy through
delisting their telephone numbers and concealing their contact details as
they try to start new lives. And even the controversial issue of abortion in
the United States is sustained by privacy rights.

Economic Argument

Informational self-determination, the ability to control information about
oneself and how it is used, can be exploited in dishonest ways. In his
economic analysis of the dissemination and withholding of information,
Richard Posner contends that an individual’s control over information dis-
semination leads to misrepresentation.

It is no answer that . . . individuals have the “right to be let alone.” Very few people

want to be let alone. They want to manipulate the world around them by selective
disclosure of facts about themselves."
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According to Posner, at some point nondisclosure becomes fraud and the
motive for concealment is to mislead others. He goes on to argue that it
is more efficient to have organizational privacy (e.g., trade secrets) than to
have personal privacy. Even within this economic approach, however,
Posner notes that privacy in communications is valuable. The smaller the
crowd of people we are speaking to, the more likely we are to speak
privately, with informality and brevity. “Allowing eavesdropping would
undermine this valuable economy of communication.” He does note that
the more we value the privacy of communications, the more likely that
communications surveillance will be of value to the police, which is also
advantageous.

Posner is not anti-privacy. “Ostentatious surveillance” does pose
problems even to Posner. This is a form of surveillance that involves
“following someone about everywhere.” Such a form of surveillance is
legally problematic when it exceeds what was reasonably necessary to
uncover private information “and becomes a method of intimidation,
embarrassment, or distraction.” In this sense, there are limits as to what
is reasonable, although Posner does not help anyone in defining what is
“reasonably necessary,” since his points approach the communitarian per-
spective quite quickly. And within the information society, “ostentatious
surveillance” occurs with every move we make. It is fair to say that Posner’s
view of how society works best is . . . well . . . different. The economic view
does acknowledge that privacy is a useful thing, particularly for commu-
nications and organizations. Posner just believes that in the conduct of
business and economic affairs, personal privacy is often used for dishon-
esty. The weakness in his argument is that he holds “economic rational-
ity” above all, viewing the world as filled with autonomous slaves.? In
doing so, he avoids complexity,'® and focuses too much on informational
self-determination rather than on the larger picture of privacy as a whole.
He intentionally avoids discussing privacy as a safeguard against political
oppression.'* Finally, according to Richard Epstein, in his response to
Posner:

The nineteenth century arguments about the abolition of slavery did not in the
slightest depend upon the relationship of slavery to material output. The abolitionist
of that or any other era regards it as immaterial that the liberation of the slaves
might reduce transaction costs or increase the gross national product. The gut posi-
tion about slavery was, and is, that it is simply wrong for any person to own another
person.!s
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Epstein’s point is that legal theory does not depend on economic analysis.
A “gut feeling” and an “instinctive reaction” may again be the point from
which we start, and the laws follow afterward.

Secondary to Other Rights

Those in the field of “traditional” human rights and civil liberties may crit-
icize the notion of privacy as a human right, because they do not believe
it is a right in itself. I intentionally use the conditional “may” in the pre-
vious sentence because often these traditional human rights experts ignore
privacy altogether. They contend that there are more primary rights, such
as the right to liberty, to be free from torture, and to free expression. Count-
less nongovernmental organizations, and even more lawyers and experts,
exist in these other fields, and they hardly notice privacy. Many argue that
privacy can be respected so long as it comes second to free speech, for
example. Journalists and free speech advocates who deal with libel and
defamation cases believe that the public’s need to know takes priority over
the individual’s secondary right to privacy. Following this line of reason-
ing, they and others contend that privacy is not a direct constitutional
right, but rather an interpretation of other rights, such as the protection
from arbitrary search and seizure, and self-incrimination. This is an almost
reasonable interpretation of constitutional law, at least in the United
States, where the Constitution does not once mention the word “privacy.”
It took many years for privacy to be regarded as a proper right within the
United States, and much of the hard work was laid out by Louis Brandeis,
following his work on the right to be let alone.

Privacy is now seen as a right in itself by the law. And the reason for this
development is that legal minds realized that privacy actually enables the
other, more traditional rights. Free expression is enabled by privacy;
freedom from torture also can involve freedom from obtrusive surveillance;
and even more “social rights,” such as the right to health and welfare, are
enabled only when privacy is respected, reducing the chilling effect of
surveillance. The communitarians, the feminists, the economists, and the
traditionalists all have interesting perspectives on privacy, freedom, and
society. These approaches are not very helpful in understanding what is
truly at stake within the information society, nor are they fair reflections
of the current state of affairs.
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Privacy as Law and Regulation

Privacy is generally protected in two forms of law. The first is constitutional
and international human rights rules and laws, where privacy is protected
as a core individual right, thus affecting all of a government’s other activ-
ities. The second form of privacy law focuses on the specifics of informa-
tion privacy, and the fair treatment of information by both governments
and industry. This is what we call data protection law, which I will discuss
in a more limited manner here.

Privacy as an Individual’s and Citizen’s Right
One of the earliest constitutional statements on privacy emerged from the
French Revolution. The Declaration of the Rights of Man and the Citizen
of 1789 declared: “Since property is an inviolable and sacred right, no one
shall be deprived thereof except where public necessity, legally determined,
shall clearly demand it.” Admittedly, this was not a clear declaration of the
right to privacy, but when linked with the idea that “a man’s home is his
castle,” this placed a limit on the reach of government. And if a man’s zone
of privacy/property was violated, there must be clear reasons for this.

The U.S. Bill of Rights was a bit clearer on this idea of privacy and prop-
erty. The Fourth Amendment, to the Constitution of the United States says:

The right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no warrants
shall issue, but upon probable cause, supported by oath or affirmation, and particu-
larly describing the place to be searched, and the persons or things to be seized.

Here the violation of an individual’s person, home, and effects is given
greater protection and clearer grounds to question an intervention
(including a warrant, under “probable cause,” etc.).

Neither of these rights, however, is a clear articulation of a legal privacy
right. In neither of those historic documents does the word “privacy”
actually appear. Privacy does appear in other human rights documents,
however. Article 12 of the Universal Declaration of Human Rights states:

No one should be subjected to arbitrary interference with his privacy, family, home
or correspondence, nor to attacks on his honour or reputation. Everyone has the
right to the protection of the law against such interferences or attacks.

In creating the Universal Declaration of Human Rights, its writers knew
that privacy is a foundation of human dignity, but also of political par-
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ticipation, particularly after the atrocities of the 1930s and 1940s. Also,
the authors of this document were not just Western legal theorists; coun-
tries from around the world collaborated on it, reaffirming the importance
of privacy as a universal right and value. This document, however, is non-
binding legally; states can only be shamed into complying with the UDHR,
and there is no court that judges compliance. But as a universal statement
of values, it is strong and clear.

The International Covenant on Civil and Political Rights is slightly more
binding upon nations. Article 17 states:

1. No one shall be subject to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and
reputation.

2. Everyone has the right to the protection of the law against such interference or
attacks.

This document not only calls on states not to interfere arbitrarily in the
private life of individuals; the state also has a positive obligation to imple-
ment laws to protect this right. But there are no legally binding mecha-
nisms for individuals to enforce their rights under the covenant since,
again, there is no court to which individuals may appeal, although indi-
viduals can raise the case within their own country’s legal system. The
European Convention for the Protection of Human Rights and Funda-
mental Freedoms (ECHR) of 1950 was the first binding treaty on human
rights. It created the European Court of Human Rights, where individuals
can bring cases against their governments, once national resources have
been exhausted.

Article 8 of the ECHR establishes the right to privacy within states that
have ratified it.

(1) Everyone has the right to respect for his private and family life, his home and
his correspondence.

(2) There shall be no interference by a public authority with the exercise of
this right except as in accordance with the law and is necessary in a democratic
society in the interests of national security, public safety or the economic
well-being of the country, for the prevention of disorder or crime, for the
protection of health or morals, or for the protection of the rights and freedoms of
others.

Again, not only do states have to abstain from interference, but they
have a positive obligation to protect these rights. Within this definition in
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the ECHR we see the contemporary challenges of European public policy.
The protection of the right to privacy is paramount and is protected by
the ECHR, Article 8(1). If only it were so simple, the regulatory landscape
would be clean and clear. Under Article 8(2) national laws may be created
to interfere with this right, in the name of many causes. The landscape
becomes, in a word, complex.

The ECHR remains remarkable for two developments that are privacy-
enhancing for the most part. First, the European Court of Human Rights
has a rich history of reviewing laws and imposing sanctions on countries
for failing to protect privacy. In interpreting Article 8(2) the Court has
decided that any initiative to interfere with an individual’s right to privacy
must be in accordance with law and necessary in a democratic society. “In
accordance with law” means that there must be a law which states the con-
ditions for invasion, but it also must be “foreseeable,” in that an individ-
ual should be able to change her actions to avoid such an invasion (i.e., if
you don’t commit a crime, you will not have your home searched). “Nec-
essary in a democratic society” means that there must be a pressing social
need and that the action must be proportionate to the legitimate aim
pursued (i.e., you can’'t read someone’s e-mail if you suspect them of
having lied about being sick and taken a day off work. The Court has also
expanded the protections of Article 8 beyond government actions to those
of private persons (i.e., the private sector, where it appears that the gov-
ernment should have acted to prohibit certain conduct).

Informational Privacy

The positive obligation to protect privacy and personal information has
taken the form of “data protection,” and is often used to protect individ-
ual privacy against abuse from both public agencies and private compa-
nies. The first modern data protection law was enacted in the state of Hesse
in Germany in 1970. This was followed by national laws in Sweden (1973),
Germany (1977), and France (1978). These laws eventually led to a har-
monizing European Union directive of 1995, the EU Data Protection Direc-
tive (95/46/EU).

Data protection rules hinge on the fair information practices. These were
developed in the late 1960s in response to the threat of secret databases
holding vast amounts of information on individuals. In simple terms the
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fair information practices place requirements on “controllers” (collectors
of personal information):

= Personal data should be collected only for specified, explicit, and legiti-
mate purposes.

= The persons concerned should be informed about such purposes and the
identity of the controller revealed.

= Any person concerned should have a right of access to his/her data and
the opportunity to change or delete data that are incorrect.

= If something goes wrong, appropriate remedies should be available to put
things right, including compensation for damages through the competent
national courts.

In essence, data should be collected with informed consent of the indi-
vidual; processed fairly and lawfully, for limited purposes and limited use;
and retained for a limited period of time. Data must be kept secure
and accurate, and not transferred to countries without adequate
protection.

In full, the fair information practices are required within a number of
international legal documents and standards, such as the EU 1995 Direc-
tive, the OECD Guidelines of 1980, and the Council of Europe Conven-
tion of 1981. These standards require that

= Data must be processed fairly and lawfully.

= Data must be collected for explicit and legitimate purposes, and used
accordingly.

= Data must be relevant and not excessive in relation to the purpose for
which they are processed.

= Data must be accurate and, where necessary, kept up to date.

= Data controllers must provide reasonable measures for data subjects to
rectify, erase, or block incorrect data about themselves.

= Data that identify individuals must not be kept longer than necessary.

Tighter regulations tend to apply to “sensitive data.” In the EU Directive
of 1995, this type of information is defined as

data relating to racial or ethnic origin, political opinions, religious or philosophical
beliefs, trade union membership, data concerning health or sexual preference. In
principle, such data cannot be processed. Derogation is tolerated under very specific
circumstances. These circumstances include the data subject’s explicit consent to
process sensitive data, the processing of data mandated by employment law, [situ-
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ations] where it may be impossible for the data subject to consent (e.g. blood test
to the victim of a road accident), processing of data has been publicly announced
by the data subject or processing of data about members by trade unions, political
parties or churches.®

Member states may provide for additional exceptions for reasons of sub-
stantial public interest.

Such exceptions are permitted if, among other things, it is necessary on grounds of
national security, defence, crime detection, enforcement of criminal law, or to
protect data subjects or the rights and freedom of others."”

These are consistent with the exemptions listed under the ECHR.

Key Threats to Privacy in the Information Society

Now that you have an understanding of privacy as a human right, and
privacy as a legal right, you may better appreciate the threats to privacy.
It is important to remember that many of the intellectual revolutions in
privacy were influenced, if not spurred, by technology. Warren and Bran-
deis were reacting to the use of cameras by the tabloid press. Communi-
cations privacy laws arose in response to technological innovations such
as the telegraph, radio, and telephone. And data protection and modern
privacy law arose in response to the prevalence of database and data-
processing technologies.

Now we are well beyond those days. Personal information is everywhere,
to be collected and used and stored. The difficulties and costs of perform-
ing surveillance have decreased dramatically, just in time for all of this
information to be in the form of bits and communicated across wires and
in the air, for all to access. There are currently a number of policy initia-
tives to increase surveillance powers even more.

Surveillance of Communications

In the old days, communications “traffic data” consisted of information
found on your telephone bill: whom you called, when you called, and how
long you spoke. Now, things are different. According to a committee of
European privacy commissioners:

A feature of telecommunications networks and of the Internet in particular is their

potential to generate a huge quantity of transactional data (the data generated in
order to ensure the correct connections). The possibilities for interactive use of the
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networks (a defining characteristic of many Internet services) increases the amount
of transactional data yet further. When consulting an on-line newspaper, the user
“interacts” by choosing the pages he wishes to read. These choices create a “click
stream” of transactional data. By contrast more traditional news and information
services are consumed much more passively (television for example), with interac-
tivity being limited to the off-line world of newspaper shops and libraries. Although
transactional data may in some jurisdictions receive a degree of protection under
rules protecting the confidentiality of correspondence, the massive growth in the
amount of such data is nevertheless a cause of legitimate concern.'

As communications media are increasingly interlinked (e.g., using your
computer on a wireless network, connecting to the Internet over your
mobile phone), this information becomes more and more detailed. It is
not just about what you read; now your mobile phone company knows
where you were, your wireless LAN provider can point to other people who
were in the same area as you, and your Internet service provider can pin-
point whatever you did while you were online months ago. All human
conduct in the information society makes use of electronic systems, and
this information is now waiting to be linked together.

Considering all of the discussion above regarding privacy rules and laws,
one would think that this information was deemed sensitive. However,
privacy laws have been rewritten in order to enable surveillance. Laws in
the United States that protected information about what we watch were
modified by the USA-PATRIOT Act so that the police could gain access to
the Web sites we visit with minimal restraints. Across FEurope laws were
introduced that transformed prior privacy laws. Previously, European Inter-
net service providers, telephone companies, and mobile phone companies
had to delete “traffic data” when it was no longer required for business
purposes. Since September 11, 2001, a number of European countries have
introduced laws requiring these communications service providers to keep
this information for between one and ten years, just in case one day your
Internet usage information may be of interest to the police or other gov-
ernment authorities.

New policies have also been introduced to allow for the interception of
communications and for real-time monitoring of traffic data. The Com-
munications Assistance for Law Enforcement Act in the United States
requires that all new communications systems be designed so as to enable
surveillance. The United Kingdom's Regulation of Investigatory Powers Act
requires communications service providers to ready their networks for sur-
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veillance in the event that a warrant is issued. These “modern” laws are
very different from the old days of intercepting your post and telegraphic
messages. Real-time monitoring of communications involves tracking all
of your movements while you are online, whom you talk with, what you
talk about, what you seek and what you find, and what you read and what
you say. These new policies are being implemented to increase surveillance
while reducing the constraints upon authorities. The new laws being
devised not only guarantee access to this data, they also increase the pur-
poses for which governments may access this information. Previously, war-
rants were issued only for specific, serious criminal activity, and public
oversight was thorough and detailed. Now information that was once con-
sidered “sensitive” can be accessed without probable cause, without a clear
articulation of suspicion, and for any crime.

Much of the momentum behind these policies arises from two sources.
First, governments argue that they are compelled to act because of the
changing technological environment and the increased risks associated
with this environment. They argue that we must adapt old laws to deal
with these new technologies. This is despite the fact that these new tech-
nologies already tend to amplify and transform government power." The
second source of momentum behind these policies is multilateralism. After
a number of failed national policy initiatives dealing with the Internet in
the 1990s, governments began to work at the international level to estab-
lish an international policy. Through such organizations as the Council of
Europe and the Group of 8 industrialized economies, governments estab-
lished international treaties and agreements on surveillance, so as to bring
these rules home under the guise of harmonization and international
obligations.?® These international initiatives are fraught with problems,
however, including a deficit of democracy and a lack of adequate protec-
tions for civil liberties.

The surveillance of communications is not limited to government,
however. Private firms are increasingly monitoring our interactions online.
In the early days of electronic commerce, this constituted the monitoring
of movements through the use of “cookies,” in order to create profiles for
marketing purposes. New forms of revenue generation have since arisen,
with new forms of tracking computer users while online. Even the sanc-
tity of communications content is regularly breached, with employers
monitoring the conduct of employees as they surf the Web and reading
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e-mails, to Web-mail service providers scanning e-mail contents in order
to provide “improved” advertising.?!

Surveillance of All Activity

Surveillance in an information society is not limited to communications.
Increasingly we are breaking fundamental rules of data protection by using
information collected for one purpose for a number of other purposes. And
we are joining these sources of information together in order to surveil
with even more authority and power.

The U.S. government considered developing the Total Information
Awareness program (TIA), an advanced collection of personal information
for mining and analysis. TIA was developed within the Pentagon Infor-
mation Awareness Office, and its purpose was to

Imagine, develop, apply, integrate, demonstrate and transition information tech-
nologies, components, and prototype closed-loop information systems that will
counter asymmetric threats by achieving total information awareness useful for
preemption, national security warning, and national security decision making.?

After much controversy, this system was abandoned, even while other
systems are arising. Now the United States is intending to profile airline
passengers under its Secure Flight regime?: that brings together airline and
reservation databases with government databases to assess the risk of each
traveler and to see whether she should be prevented from traveling. This
sharing of information between industry and government also involves
the sharing of information across borders. U.S. laws require that any airline
which flies into the United States must provide the U.S. Department of
Homeland Security with access to its “passenger name record” information
to combat terrorism and enhance airplane security. This initiative is not
limited to the United States, however. While it was originally a U.S. idea,
when the United States required foreign carriers to submit this informa-
tion to the U.S. government, a number of other countries decided to adopt
similar practices. The European Union is already moving toward a similar
data-sharing agreement between airlines and governments for general law
enforcement purposes. Australia has a similar initiative, and Canada is
requiring access even to domestic travel information.

Policy initiatives are also emerging that aim to increase the collection of
information. We have already seen the United States start fingerprinting
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and face-scanning all visitors under the U.S. Visitor & Immigration Status
Indication Technology System (US VISIT).?* These biometrics are taken from
the up to 30,000 visitors each day and are then stored in U.S. government
databases for 75 to 100 years; then they are combined with other infor-
mation regarding these visitors and aliens.?® Similar systems are being
called for elsewhere. In response to the terrorist attacks on a Russian school,
the Russian government stated its intention to fingerprint all foreigners at
its borders. Japan is considering such a system as well. The United Kingdom
is planning a similar system as part of its larger biometric identity card
regime. The European Union has announced its intention to create a
similar regime that will also involve the fingerprinting of all EU citizens.
The EU is proposing that all EU passports include fingerprints, and that all
450 million EU residents’ and citizens’ fingerprints be kept in a central
database.?* Finally, the United Nations is playing an active role in
establishing standards for biometric passports; which would effectively
globalize the American practice.

These surveillance initiatives again are not limited to government. More
and more companies are requiring the collection of fingerprints from their
employees, and are conducting background checks of prospective employ-
ees. One interesting example of corporate surveillance is the controversial
privately run profiling system MATRIX (Multistate Anti-TerRrorism Infor-
mation eXchange). This system combines information from government
databases and private companies. According to its promotional material,
“When enough seemingly insignificant data is analyzed against billions of
data elements, the invisible becomes visible.” The system was developed
by the Florida-based company Seisint, and was used extensively in the
months following the attacks on the World Trade Center and the Penta-
gon. The system identified 120,000 people who showed a statistical likeli-
hood of being terrorists. This “high-terrorism factor” was used to conduct
investigations and make arrests after the information was submitted to
state police, the Immigration and Naturalization Service, the FBI, and the
Secret Service.

All of the systems and policies outlined above are merely the starting
point for more invasive practices. Centralized biometric databases are not
as interesting as a listing of all the times someone has been verified. For
example, a biometric identity card system will generate transactional data
whenever someone is scanned as they visit their doctor, cross a border, and
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are stopped on the street. The same is true for all of the policies for com-
munications surveillance. The listing of all of these transactions will
provide private and public entities with a great deal of information regard-
ing our daily practices and our private lives. These are the inevitable chal-
lenges of the information society. But the outcome need not be disastrous.

Privacy as Freedom

Privacy is often regarded as a less important right. First, it is regarded as
secondary to other, more important rights, and possibly as derivative from
them. Second, it is seen as the first impediment to combating crime, ter-
rorism, and other social ills. Here I want to destroy this notion and show
how privacy is essential to freedom.

Even within the United States, where there is no comprehensive data
protection law, privacy is left with an awkward constitutional status. As
mentioned above, the word “privacy” does not appear in the U.S. Consti-
tution. However, there are other rights that, when combined, may be inter-
preted as “privacy rights.” To provide Americans with a constitutional right
to privacy, the U.S. Supreme Court has relied upon combining the right to
free speech and the right to assemble peacefully in the First Amendment
to the Constitution with the Fourth Amendment, which protects against
illegal search and seizure, and with the Fifth Amendment, which protects
against self-incrimination. Since the 1960s these have been interpreted so
as to allow individuals to speak and assemble freely without prior identi-
fication, to protect the privacy of places and people, and to limit the ability
of government to compel information disclosure.

The Supreme Court argued that privacy is within the “shadows” of the
Constitution.?” A number of interesting Supreme Court decisions followed
from this constitutional grounding for privacy, leading perhaps to a fore-
grounding of privacy and its emergence from the shadows. Privacy can be
seen as the enabler of all these constitutional rights. In the 1950s, for
example, the government of Alabama tried to compel the National Asso-
ciation for the Advancement of Colored People to disclose its membership
list, in an attempt to intimidate the members. The Supreme Court sided
with the NAACP in this case. In Talley v. California the Supreme Court
upheld the right to distribute written material without identification.
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Anonymous pamphlets, leaflets, brochures and even books have played an impor-
tant role in the progress of mankind. Persecuted groups and sects from time to
time throughout history have been able to criticize oppressive practices and laws
anonymously.

The press licensing law of England was due in part to the knowledge that
exposure of the names of printers, writers, and distributors would lessen
the circulation of literature critical of the government. The old seditious
libel cases in England show the lengths to which government had to go
to find out who was responsible for books that were obnoxious to the
rulers. John Lilburne was whipped, pilloried, and fined for refusing to
answer questions designed to get evidence to convict him or someone else
for the secret distribution of books in England.?

The Court argued that the right to speak anonymously is firmly rooted
in the history of the country, but also in the roots of political participa-
tion. More recently, in 1995 the U.S. Supreme Court argued that
anonymity is an enabling component of the marketplace of ideas, and
essential to free expression.

The interest in having anonymous works enter the marketplace of ideas unques-
tionably outweighs any public interest in requiring disclosure as a condition of
entry. Accordingly, an author’s decision to remain anonymous, like other decisions
concerning omissions or additions to the content of a publication, is an aspect of
the freedom of speech protected by the First Amendment.?

The most recent Supreme Court decision upheld the view that requiring
an individual to gain a permit on which one’s name appears in order to
engage in door-to-door advocacy of a political cause was unconstitutional.
“Anonymity is a shield from the tyranny of the majority. . . . It thus exem-
plifies the purpose behind the Bill of Rights, and of the First Amendment
in particular: to protect unpopular individuals from retaliation—and their
ideas from suppression—at the hand of an intolerant society.*

Drawing from the argument that anonymity is a shield from oppression,
privacy emerges from the shadows of other rights. Privacy is not just deriv-
ative from these other rights, nor is it secondary. Privacy is at the core of
public participation, and as such is essential to freedom. Without privacy,
freedom is weakened because individuals are without protection from retal-
iation. Without privacy, the individual is reduced to judgment by all-seeing
observers, both public and private. Without privacy, people will never be
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able to organize peaceful assembly in opposition to government without
government’s prior knowledge, and with its increased ability to intimidate.

If a government had the ability to perfectly observe its opposition, the
consequence would be either that the opposition would go underground
or that it would be the last such opposition. Antiabortionists would not
be able to protest, environmentalists would not be able to organize, gun
lobbyists would be registered and watched, those who lobby against the
arms trade would be marked. Privacy is thus essential to an open and par-
ticipatory democracy.

Privacy in an Open Information Society

It is not enough, however, for me to claim privacy as a constitutional right,
as essential to democracy, and to leave it at that, hoping that no further
incursions will arise. No constitutional right, nor any moral right for that
matter, is absolute.

When the U.S. Supreme Court ruled that individuals have a constitu-
tional right to privacy, it issued the following condition: the individual
who claims that his constitutional right to privacy was invaded must have
had a reasonable expectation of privacy. Similarly, within the European Con-
vention on Human Rights, the right to privacy is balanced against many
other considerations, on the following condition developed by the
European Court of Human Rights: incursions on privacy must be in accor-
dance with law and necessary in a democratic society. Thus our autonomy,
dignity, and freedom are at the mercy of social trends. The “reasonable
expectation” is actually a two-pronged test. First, the person must act as
though he expected privacy. He should not post copies of his e-mails on
his Web site, for example. Second, society must be prepared to recognize
that expectation as reasonable. To extend the above example, that indi-
vidual had a reasonable expectation of privacy not only because he kept
his e-mails private, but also because society deems e-mail privacy to be rea-
sonable. Similarly, according to the European Court of Human Rights, “in
accordance with law” means that there must be a law which states the con-
ditions for invasion and prevents arbitrary interference. While this test is
easy, the second test is more challenging. “Necessary in a democratic
society” means that any intervention into the private life of an individual
must not be overly broad in application. There must be a pressing
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social need, and the action must be proportionate to the legitimate aim
pursued.

The constitution of “proportionate” and “reasonable” is unclear. There
was a time when we thought that capital and corporal punishment were
reasonable and proportionate when the crimes were severe enough or
when the public wanted vengeance, retribution, and entertainment. Gen-
erally, this is no longer the case. But there was also a time when we believed
that national databases were problematic, that mass surveillance of com-
munications was disproportionate and unreasonable. Yet within the infor-
mation society, we see these systems and practices spreading.

Social trends are the barometer of the right to privacy. I began this
chapter contending that privacy is a “gut instinct,” something that, when
invaded, we feel something is “wrong.” Realizing all the critics who are
out there, I quickly tried to ground this notion in legalistic terms, as con-
stitutional rights and statutory rights under data protection. This granted
privacy a primacy in the domain of human rights and civil liberties, par-
ticularly, as I said, because it is key to public participation and the func-
tioning of an open and participatory democracy. But now we are back
where we began, with privacy being subject to fuzzy concepts such as
“proportionate” and “reasonable” that are up for human judgment and
interpretation. Our human judgments and interpretations are in flux. Tech-
nological change is a component of this flux. Our attitudes toward privacy
change in the face of technology, as they have changed since the advent
of cameras, the tabloid press, the telegraph, databases, and the Internet.
We now have the capacities to store millions of fingerprints in a single
database to verify travelers to the United States. As these visitors grow
accustomed to submitting their fingerprints in the United States, they are
less likely to be offended when their home governments require their fin-
gerprints for more general purposes.

The fear of terrorism is another component of the flux of human atti-
tudes regarding privacy and human dignity. Previously we collected fin-
gerprints of criminals, or collected information on suspects. Now society
seems less concerned with due process, and many argue that they are
willing to forgo liberty in the name of security. The “information society,”
when combined with the equally vague notion of the “war on terror,” may
produce a frightening state of affairs. Personal information will be the new
currency of access and privilege, traded without our consent and possibly
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even without our knowledge. Technology and fear are determining much
of what we do, and this must somehow be turned around.

Two news stories within two days are cases in point. On November 9,
2004, the New Zealand Press Association reported a story of an employee
who was fired because he refused to allow himself to be fingerprinted. His
company told the Employment Relations Authority that it needed to use
fingerprinting technology to combat false time claims by employees. The
fired employee claimed:

Your employer used to be able to make demands on your time only when you were
at work, but now they can hold biometric information on you 24 hours a day—we
are no longer employees and employers, but slaves and masters.31

He was fired for refusing a “lawful and reasonable request,” and this dis-
missal was upheld by the Employment Relations Authority. According to
the story, the Authority made its decision on the grounds that the national
privacy commissioner argued that “finger-scanning technology did not
breach privacy principles as it merely stored mathematical data rather than
actual prints.” This did not prevent it from infringing upon this man’s
sense of dignity, however.

The second case involved two press articles on a new security system at
London’s Heathrow Airport. Both described the testing of an X-ray device
that peers through passengers’ clothes before they board a plane. A London
Times article®? noted that the graphic nature of the results shocked the pas-
sengers. Although the system was very effective at identifying hidden
devices on the body, the article quoted two “subjects” of the test who com-
mented on how shocked, alarmed, and embarrassed they were. A CNN
report* noted, instead, the passengers who claimed they didn’t mind the
invasiveness, so long as they were safe in the sky. The report also quoted
a spokesperson for the airport, saying that 98 percent of participants gave
positive feedback. The diversity in the reporting shows the diversity in
social norms. Both articles noted, however, that the U.S. government had
decided against adopting this technology because it was so invasive.

Morality and dignity may be the only forces left to fight against this con-
tinuing shift downstream. Many of our understandings of human rights
and civil liberties hinge upon a sense of morality and dignity. We do not
permit torture not only because it is against the law but also because it
offends us. We regulate many activities not only because they are illegal
but also because we feel that they are wrong, and unnecessary in the type
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of society within which we choose to live. The initiatives discussed in this
chapter introduce new norms to an unsuspecting society, and risk chang-
ing our senses of morality and dignity along with our legal rights. Chang-
ing norms will change our regard for what are proportionate and necessary
measures in a democratic society. Once it becomes accepted that all infor-
mation which is derived from our interactions in modern society is col-
lected by default in the eventuality that we do wrong to someone or to
the state, there is little ground for us to feel offended by forced collection
of DNA from all newborns, or the default fingerprinting of all individuals.
After all, the logic goes, “Unless you have something to hide/fear, this data
will never be used against you.”

We should all be working to maintain a sense of liberty and freedom,
not working even harder to ensure that every single source of information
regarding one’s life is subject to surveillance by default, and indiscrimi-
nately so. Five years ago we would never have pursued many of these poli-
cies and systems. I now worry most about what will happen five years from
now, looking back and looking forward: What will we think is reasonable,
proportionate, and necessary in a democratic society when all activities
and intentions are recordable, accessible, and required?

Without an adequate grounding in the politics of privacy, information
society politics as they manifest themselves in WSIS and other forums, may
result in grave errors that may take years to reverse. Of course policies and
laws can be changed, international statements and agreements modified;
but once we have changed society’s “gut instincts,” and then introduced
the technological foundations for a new form of society, this new path for
our new world may be irreversible.
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6 The Right of Assembly and Freedom of Association in

the Information Age

Charley Lewis

(1) Everyone has the right to freedom of peaceful assembly and association.
(2) No one may be compelled to belong to an association.

—Universal Declaration of Human Rights, Article 20

It is perhaps a truism to state that the information and communications
technology (ICT) revolution of the 1980s has dramatically reshaped the
way in which individuals and groups live, work, and play. Despite the
exclusions of the digital divide, the personal computer and the mobile
phone are commonplace features of everyday life. E-mail, the Internet, and
ubiquitous telephony permeate the fabric of social interaction.

It is therefore hardly surprising that these new technologies have been
adopted and adapted by civil society groups around the world as innova-
tive platforms that open up new possibilities, and allow individuals and
groups to exercise their fundamental human rights in exciting new ways.
Conversely, ICTs have evoked a range of responses from authorities seeking
to limit or abrogate the exercise of fundamental human freedoms.

This chapter examines the rights of assembly and freedom of association
in the context of the ICT revolution, both the nature of these two rights
and the opportunities that the new ICT tools provide for their exercise.
I argue that e-mail and the Internet provide powerful new platforms for
individuals and groups to assemble and associate, and give a range of
examples, from the opposition in Zimbabwe to the union movement.
Conversely, the same tools provide new means—as well as new manifes-
tations of some traditional repressive tactics—for the state and others in
authority to monitor and crack down on the exercise of these rights.
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Zimbabwe, 2003

In early June 2003 hundreds of thousands of supporters of Zimbabwe's
Movement for Democratic Change (MDC) sought to exercise their right to
freedom of assembly and association by embarking on a nationwide stay-
away. Faced with media almost exclusively under government control,
together with a heavy presence of police and soldiers on the streets to
forestall demonstrations and marches, they were forced to resort to
ICT-enabled tools to exercise their right of assembly and freedom of
association. The use of mobile phone text messaging (see box) was sup-
plemented by a plethora of Web sites that carried information and news
about the unfolding protests.?

It is tempting to speculate on, but impossible to quantify, the impact of
these online tools for information, association, mobilization, and assem-
bly on the week’s events. Certainly the week’s actions fell short of being
the “final push” that the opposition MDC had called for. In part this was
due to the massive show of government force, which included the deploy-
ment of police and troops in trucks and jeeps, supported by water cannons,
helicopters, police on horseback, even (reportedly) army tanks. The wide-
spread use of mobile phone text messaging, alongside more traditional
newspaper advertisements and leaflets, was widely reported,® and was a key
component of the campaign.

Opposition activists in Zimbabwe were not the first to use mobile phone
text messages in support of their right of assembly—the 1999 anti-

June 2003. The streets of Harare, capital city of Robert Mugabe’s Zimbabwe,
are eerily quiet. It is the second day of an opposition-led pro-democracy stay-
away. Bands of armed thugs and soldiers roam industrial areas, their boots
loud in the empty streets, beating on doors, trying to force businesses to open.
Across town, opposition councillor Sydney Mazaranhanga is assaulted and
abducted. In the city center thousands of copies of the country’s only inde-
pendent daily, The Daily News, are seized and burned.

As night falls, in homes around the city and across the country, mobile
phones beep quietly. A text message passes from phone to phone, home to
home: “Business 99% closed, June 3. Stay closed on Wednesday. Together we
can do more. Pass on to others.”
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globalization protesters in Seattle may well be considered to hold the pio-
neering honors.* The opposition in Zimbabwe has, however, used ICTs in
several innovative ways to exercise the right to assembly and freedom of
association in the face of ongoing government repression.

With television, radio, and press almost exclusively state-controlled, and
the draconian Public Order and Safety Act forbidding almost all forms of
gathering that can vaguely be construed as political, Zimbabwe’s opposi-
tion activists have had little option but to explore ICTs as a means to
assemble, organize, and mobilize. The sole independent daily newspaper
suffered continual government harassment, was regularly confiscated and
burned, and had its offices firebombed before finally being forced to close
down under provisions of the misnamed 2002 Access to Information and
Protection of Privacy Act.

As the channels and spaces to assemble and associate were progressively
closed, opposition activists had to turn to innovative, often ICT-enabled,
means. An early example can be drawn from the campaign preceding
the June 2000 parliamentary elections. The largely urban opposition
movements took “advantage of the growing number of Internet and e-mail
users and exploited the urban-rural travel habits of Zimbabwean people.”s
Election materials were made available for printing on the Internet or
via e-mail, so that they could be taken for distribution in rural areas on
weekends. Out of this grew Kubatana, an NGO whose database-driven
portal Web site® “encourages Zimbabweans to get involved in using
electronic communication to advocate for change.”” In a similar vein,
the Zimbabwe Congress of Trade Unions circulates newsletters to its
shop stewards and structures by e-mail for posting on factory notice
boards.

Association and Assembly in the Information Age

The Zimbabwean experience illustrates graphically how the development
and spread of ICTs—in particular e-mail and the Internet—have since the
mid-1990s fundamentally altered both the spaces and the channels
through which individuals and organizations interact and mobilize, assem-
ble and associate. In many contexts, as this chapter will argue, the orga-
nizational Web site has now become a primary node of assembly, and the
e-mail message, a key channel of association.
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This poses a range of challenges for organizations, with implications for
structures, communications, and skills. It also opens new avenues for those
seeking to undermine or abrogate these fundamental rights as they spread
into cyberspace. In the pages that follow, we will examine the rights of
assembly and freedom of association, looking at selected examples of how
organizations have sought to exploit e-mail and the Internet in the exer-
cise of these rights, and exploring the dimensions of their repression,
before concluding with a brief discussion of the issues and challenges that
emerge.

The Freedom of Assembly and Association

What is meant by the freedom of assembly and association? At the
minimum, the freedom of association encompasses the right to form and
join an association of individuals, whether a political party, trade union,
NGO, religious body, interest group, or society, or to form a grouping or
alliance of such entities. The freedom of assembly goes somewhat further,
implying the right of individuals or associations to meet, assemble, or con-
gregate for whatever purposes they deem fit, whether in protest or merely
to discuss their issues or affairs. The two rights are also clearly congruent:
an association that has no right to assemble is clearly fundamentally ham-
strung; likewise, it is unlikely that the right to assemble can properly be
exercised except through the formation of associations, except on rare and
intermittent spontaneous occasions.

Together with Articles 19 and 21, the right to freedom of association and
assembly forms a cluster of overtly political rights in the Universal Decla-
ration of Human Rights. It is hard to see how citizens can freely partici-
pate in elections or how the “will of the people”® can be expressed in
democratic governance, without the right to associate freely in political
organizations of their choice and to assemble in political meetings. Like-
wise, the protections inherent in the right to freedom of assembly and asso-
ciation may be a necessary guarantee, but on their own they are by no
means a sufficient condition for the full and unfettered exercise of these
two rights. Like many other rights, the ability to effectively exercise the
freedom of association and assembly depends in large measure on the pro-
tections afforded by other rights. Without the right to privacy,® association
cannot be free. Unless there is freedom of movement,!® assembly is cur-
tailed. Without freedom of thought, conscience, and religion,!' the right



The Right of Assembly and Freedom of Association 155

of association is undermined. Freedom of opinion and expression'? is
essential if the right to associate is to be undertaken freely, and the right
of assembly is to be exercised. The close interdependence of both the
overtly political rights and the others required for their exercise necessar-
ily means that the discussion in this chapter will closely relate to, and to
some extent overlap with, both preceding and subsequent chapters.

It is often these other rights that have been the focus of attention for
human rights activists, leading to the freedom of association and assem-
bly being dubbed by Human Rights First the “neglected right.”** This is in
part because governments or authorities seeking to roll back or limit the
rights of association and assembly often do so by restricting rights in other
areas, such as freedom of expression or privacy, that are required to exer-
cise freedom of association and assembly. Such attacks are frequently exer-
cised not only through limitations placed on associated rights, but also by
a range of other measures designed to undermine the ability to associate
or assemble. This is all the more the case where individuals or groups have
sought to take into the virtual realm of cyberspace the right to associate
and assemble—which may be circumscribed or undermined in the physi-
cal world of meetings and demonstrations.

Human Rights First supports this view, noting that “the right to ‘form
and join’ an organisation may not be sufficient to enable an individual to
fully realize his or her right to freedom of association,” and identifying a
range of interventions through which “governments could restrict the
ability of groups to operate freely.”!* These include restricting or imposing
unreasonable conditions on the ability of associations to register or acquire
status as legal persons, blocking or hampering free access by groups to
sources of funding, and interfering in or imposing restrictions on the gov-
ernance arrangements of organizations, including their right of interna-
tional affiliation. A case in point in this regard is the recent furor over
Zimbabwe’s Non-Governmental Organisations Bill, which has been widely
seen as a sustained indirect attack on the freedom of association and assem-
bly, and has been criticized for placing unreasonable restrictions on the
registration, funding, and governance of NGOs.'* And where organizations
and individuals have sought to exploit e-mail and the Internet as platforms
from which to exercise their right to associate and assemble, governments
have frequently responded by curtailing access to those platforms, as we
shall see below.
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The U.N. Universal Declaration of Human Rights, quoted at the head of
this chapter, sets two limitations on the rights of association and assem-
bly, one intrinsic and the other a corollary. The intrinsic qualifier stipu-
lates that the right to assembly and association must be exercised in a
“peaceful” manner, thus excluding violent associations (such as “terrorist,”
insurrectionary, or criminal groupings) and nonpeaceful assembly (includ-
ing riot or armed conflict) from the protections of the right. The corollary
is perhaps not so immediately obvious, but is, on reflection, fundamental
to the freedom of choice inherent in the right of association: it stipulates
the right not to associate, the right to exercise choice in a negative manner
by not belonging to an organization, thus protecting individuals against
coercion into membership in any organization, such as enforced mem-
bership in a political party or trade union.

Legal Status

What is the legal status of the right of assembly and association? It has
been noted by Irish and Simon that the Universal Declaration of Human
Rights is not a formal international treaty,'° and hence does not have legal
force and weight, although it exerts a powerful global moral influence.
Convention 87 of the International Labour Organisation, “Freedom of
Association and the Right to Organise,” adopted earlier in the same year,
refers more specifically to the right of employers and workers to associate
in employer bodies and trade unions. But it likewise, although ratified by
many countries around the globe, lacks the force of law. Of more legal
authority are international treaties within which the rights of freedom of
association and assembly are enshrined, such as the 1953 European Con-
vention on the Protection of Human Rights and Fundamental Freedoms
(ECPHRFF), with over forty signatories in Europe, and the 1976 Interna-
tional Covenant on Civil and Political Rights (ICCPR),” with over 140 sig-
natories worldwide. Interestingly, neither overtly protects individuals from
compulsory association, although they add a specific rider to the Univer-
sal Declaration of Human Rights in the “right to form and join trade
unions.”!® The 1961 European Social Charter and the 1996 International
Covenant on Economic, Social and Cultural Rights (ICESCR) explicitly
extend and protect freedom of association for workers. Articles 5 and 6 of
the former protect the rights to organize, to bargain collectively, and to
strike, and Article 8 of the latter protects the rights to organize and to strike.



The Right of Assembly and Freedom of Association 157

In both cases these are applications of the rights to associate and assem-
ble in forms specifically appropriate to workers and trade unions.

Many conventions and treaties provide for specific, usually tightly con-
strained, exceptions or derogations of the rights they seek to guard. Both
the ECPHRFF and the ICCPR (the 1976 covenant was closely modeled on
the 1953 convention) also recognize the rights of governments to prescribe
in law “restrictions” that are “necessary in a democratic society in the inter-
est of national security or public safety, public order [ordre publique], the
protection of public health or morals or the protection of the rights and
freedoms of others.”" This limitation, as the detailed analysis of interna-
tional human rights case law by Irish and Simon makes clear, cannot be
construed as endorsing the kinds of interference with registration, funding,
and governance described earlier; rather, it amplifies the rather vague
“peaceful” qualifier of the Universal Declaration of Human Rights. Similar,
limited derogations of workers’ rights are permitted under the European
Social Charter and the ICESCR.

The freedom of association and assembly is widely, and with far greater
legal weight, enshrined in national constitutions that function as the
supreme law in countries around the world. These rights are, for example,
to be found in the constitution of the Republic of South Africa, within its
Bill of Rights, Clauses 17 and 18 of which respectively provide for the right
of “assembly, demonstration, picket and petition” and the “freedom of

association.”20

The Impact of ICTs

We have seen what is traditionally and historically encompassed by the
rights of assembly and association. How, then, do the advent of the infor-
mation age, and the consequent pervasiveness of cheap and readily avail-
able tools offered by ICTs, impact on the choices open to individuals and
organizations in the exercise of these rights?

Quantitatively, the information revolution has seen an exponential
increase in the computing power available to individuals and organiza-
tions, coupled with a dramatic decrease in the cost of that computing
power (known as Moore’s Law).?! This in turn has fueled an orders-of-
magnitude spread in the availability and pervasiveness of computing tech-
nology. Qualitatively, it has been the development of e-mail, toward the
end of the 1980s, and of the Internet as we now know it, from about 1993.
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Together, the impact of this technological revolution has been to bring
about what Manuel Castells and others have theorized as the “information
age.” The new technologies have facilitated the much-hyped “death of dis-
tance,” sometimes conceptualized as the compression of space and time.
In essence this allows association, communication, and assembly to take
place beyond the boundaries of geography and across the constraints of
time—asynchronously and not co-located.

One consequence of this has been the mushrooming of organizational
Web sites worldwide. Notwithstanding the digital divide (itself arguably
merely the manifestation, in the sphere of ICTs, of the yawning global gap
in development between nations, communities, and individuals), which
still sees swaths of our planet with little connectivity or capacity, in con-
nected areas of the globe almost every commercial company, political party,
NGO, or trade union of any substance has its own Web site. This is not to
overlook the immense barriers faced by individuals and organizations in
poor communities and regions, afflicted by poverty, illiteracy, and skewed
ICT network development, in seeking to exploit the new technologies
to associate, organize, and assemble. Those struggles are properly the
subject of another book chapter, but while the digital divide hampers the
ability of marginalized communities to exploit the possibilities of ICT, the
initiatives and examples discussed here clearly point the way forward.

I have already suggested that the organizational Web site is in the process
of becoming the locus of association and assembly. This is possible because
of the possibilities that Web sites offer, possibilities not always exploited
by organizations. At the most basic level, a Web site functions merely as a
billboard in cyberspace, a display of static content relating to the organi-
zation, setting out its mission, goals, personnel, and contact details, but
little more.

Properly utilized, an organizational Web site provides, in cyberspace, a
nodal point for the organization, its members, supporters, associates, and
friends. It may do this by providing restricted-access content for members
(if the organization is membership-based); up-to-date information about
the organization, its policies, programs and campaigns; and facilities such
as guest books, blogs,?? and chat rooms for members and others to inter-
act with the organization. A number of such Web sites include facilities
that allow interested parties to apply for membership, donate to the organ-
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ization, or sign up to receive newsletters or similar material from the
organization.

E-mail, which may be used on its own, or is often used to supplement
and extend a presence on the Web, provides an effective channel for virtual
association between individuals. Perhaps the best example of this form of
association is the use of e-mail mailing lists, where individuals join or sub-
scribe to a mailing list, and any e-mail message is automatically distributed
to all subscribers or members. The technology provides an ideal vehicle
for discussion and debate, whether structured under the control of a
moderator or facilitator, or open-ended, unstructured, and free-flowing.
Such mailing lists also provide an ideal channel through which organiza-
tions can distribute newsletters, press statements, or messages of various
types. The very vocabulary associated with mailing lists suggests their role

n ous

join,

” u

as a channel of association: “subscribe, member.” It is therefore
no accident that a number of organizational Web sites offer visitors the
opportunity to associate with them by subscribing to one or more of their
mailing lists.

This close integration of the ICT technologies of assembly, association,
and communication is reflected in a recent U.N. human rights declaration,
Article 5 of which brings together the rights to “meet or assemble”; “form,
join and participate” in organizations; and “communicate” with other
organizations.”

The point can be extended further. E-mail and the Internet are not
merely additional channels or spaces extending the boundaries of freedom
of association and assembly into cyberspace. They allow forms of associa-
tion and assembly that were previously not possible, going beyond mere
virtual equivalents of physical association and assembly to a new
integration of information, communication, expression, association, and
assembly, enabled by ICTs, that are sometimes referred to as “online
communities.”

An e-mail message crosses the world in the space of a few seconds. Web
content can be copied and distributed with a few mouse clicks. The rapid-
ity and ease of reach of e-mail and the Internet, together with the replic-
ability of content, promotes networked forms of organization that are
relatively less hierarchical and far more amorphous than traditional
organizations. This allows individuals the freedom of different levels of
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association with an organization (as member, supporter, associate, or
friend) and shifting levels of engagement with its activities.

Some have conceptualized the use of ICT tools and platforms to associ-
ate, assemble, and engage in activities to promote social change as “cyber-
activism,” which can be thought of as the integration of offline activism
with online activities, including “web sites, e-mail, listservs, interactive
databases and other Internet tools [giving] advocacy groups today. ..
much greater reach than they had previously.”?* The more ideologically
loaded term “netwar,” coined by policy analysts John Arquilla and David
Ronfeldt,? perhaps comes closer to capturing the dynamic of integration
and interaction between the ICT tools themselves and the organizational
forms through which advocacy and activism are exercised. They conceive
of “netwar” as “the use of network forms of organization, doctrine, strat-
egy, and technology attuned to the information age.”?¢

Che Guevara Meets the Internet
Although certainly not the first to exploit the possibilities of e-mail and
the Internet to exercise the right to associate and assemble, the Zapatistas
are widely, perhaps romantically, considered to have marked a turning
point in the use of cyber tools in support of activism.?” The iconic status
accorded the Zapatistas may in part stem from their being seen as Robin
Hood crusaders for economic and social justice, but also surely derives from
their ability to turn the nascent Internet into a newsworthy platform for
their cause.

In early 1994, the Zapatista National Liberation Army (EZLN) launched
a social justice insurgency in the Mexican state of Chiapas. It might have
been just another quickly forgotten guerrilla war but for its extensive links
with NGOs based in Mexico and beyond, and for its talented spokesper-
son, Subcomandante Marcos. The ability of the NGOs to utilize the new
ICT communications tools—e-mail, the Internet, even the fax—gave Sub-
comandante Marcos an almost instant channel for a series of EZLN com-
muniqués publicizing the plight of the people of Chiapas and popularizing
the demands of the Zapatistas, which began to appear on mailing lists and
Web sites around the world.

It is this ICT-enabled wave of global publicity that was to splash the
Zapatista cause around the world’s media and, perhaps more important,
to enable the Zapatistas to forge a broad, loose global network of support
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within the NGO community. This in turn placed the issues they had raised
squarely on the table, and was one of the factors making a purely military
solution untenable for the Mexican government. As Wray notes, the
“rapid, widespread dispersal of these communiqués and other information,
and the subsequent establishment of intercontinental networks of soli-
darity and resistance, accounts for part of the reason why the Zapatistas
survive.”?s

The Zapatistas can thus be considered among the first groups worldwide
to exploit the possibilities to extend association and assembly through the
new forms enabled by ICTs. E-mail became for them a means of forming
and joining a global network of organizations supportive of their cause.
The Web sites emblazoned with their message became worldwide rallying
points around which that support could be assembled. It is these features
that led Castells to describe them as the “first informational guerrilla
movement.”?

Seattle and the “Infosphere”

The 1999 anti-WTO and anti-globalization protests in Seattle, Washing-
ton, may in many respects be considered a direct descendant, of the Zap-
atista program—albeit with a metropolitan locale, with far greater levels of
connectivity and ICT resources, and, given the passage of five years, with
access to a far more sophisticated e-mail and Internet environment. The
Seattle protests were similarly characterized by a loose, nonhierarchical
networked alliance of NGOs with differing, but overlapping and congru-
ent, agendas. They were also characterized by extensive use of ICT tools,
not only to generate publicity but also to serve as the backbone of
command and control structures, in what de Armond has poetically
described as a “pulsing infosphere of enormous bandwidth.”** De
Armond’s account of the unfolding protests catalogs an extensive use of
ICTs: mobile phones were widely used for communication between the
various groups and structures of the protest, giving them enormous flexi-
bility and the ability to respond rapidly to the changing disposition on the
ground; portable and handheld computers with wireless modems allowed
Web sites to be updated dynamically with on-the-ground news and situa-
tion reports as events unfolded; digital cameras and digital video enabled
live images and footage to be reported and flashed around the world; some
groups even used police scanners to eavesdrop on the police.
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It is interesting to note that one of the entities at the center of this
ferment of informational activities continues to exist as the global and
multilingual Independent Media Centre.?! It describes its role in Seattle as
“lacting] as a clearinghouse of information for journalists, and [providing]
up-to-the-minute reports, photos, audio and video footage through its
website.” It also “produced a series of five documentaries, uplinked every
day to satellite . .. [as well as] its own newspaper, distributed throughout
Seattle and to other cities via the internet, as well as hundreds of audio
segments, transmitted through the web and Studio X, a 24-hour micro and
internet radio station based in Seattle.”3?

The Seattle protests offer a clear example of the ways in which ICTs can
be deployed in support of the freedom of association and the right to
assemble. It was these ICT communications—e-mail, the Internet, mobile
telephony—that became the tentacles of the network of association
through which the various protest groupings coalesced. It was the same
technological backbone that supported the various groups as they assem-
bled to voice their protests. De Armond points to this when he notes that
it “is the richer informational environment, which makes the organization
of civil (and uncivil) society into networks easier, less costly, and more
efficient.”s?

Extrapolating from this experience, a number of writers have gone on
to investigate what are variously referred to as “mobile ad hoc social
networks” or as “smart mobs,”** whose applications range from gaming
syndicates to the January 2001 removal from power of President Joseph
Estrada of the Philippines by over a million protesters mobilized by a short
textmessage summoning them to assemble in Epfinaio de los Santos
Avenue wearing black—“Go 2 EDSA. Wear Black,” it read. Others have
written of the “tectonic shifts”?s through which the ICT revolution is trans-
forming the nature of what some refer to as “cyberpolitik”*¢ and others, as
“netpolitik.”*” The terms may vary, but what is clear is that ICTs have
opened an entire new dimension on how individuals and organizations
exercise their rights to freedom of association and assembly.

Unions Online

Less flamboyant, perhaps, but equally important as an example of the use
of ICT tools for association and assembly, has been the exploration of the
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opportunities of cyberspace by trade unions. As noted earlier, the rights of
trade unions to assemble and associate freely have been deemed deserving
of explicit protection in human rights treaties.*® These rights have been
further taken up by the International Labour Organisation. The ILO’s con-
stitution makes explicit mention of the principle of freedom of associa-
tion, and two of its eight fundamental conventions explicitly seek to
extend and codify freedom of association as it applies to trade unions and
the workplace.*

Of interest here is the degree to which ICTs have been used by unions
and workers to exercise and extend the rights to associate, organize, and
assemble. There is already a fairly extensive literature relating to unions
and the Internet.* The discussion here will be rather more limited, seeking
to illustrate the role that ICTs have played in strengthening the ability of
unions to effect these rights, as well as in changing the ways in which
unions act.

The Congress of South African Trade Unions (COSATU) may have far
fewer resources than the unions of the north, but serves in many respects
as a useful example of the deployment of ICT by unions.* COSATU also
provides an example of a rather more prosaic application of ICT to support
the right of freedom of association: the development of membership
databases and systems. Membership, as an expression of the choice of
individual workers to associate with the union of their choice, is of key
importance for unions, as for other membership-based organizations.
Financial bottom lines, as well as the ability to service and support
members, depend on the quality and accuracy of membership informa-
tion. Driven by the twin imperatives of the need to achieve post-apartheid
financial self-sufficiency and a court decision that invalidated a strike ballot
of one of its member unions because it was unable to produce a member-
ship register, COSATU devoted considerable resources to developing a com-
puterized membership system. Unfortunately, the federation’s initial vision
of a comprehensive, integrated database for each affiliate, providing indi-
vidualized records for all members as a basis for training, communications,
and benefits has remained unrealized, although almost all of its affiliates
have some form of membership system.

Unions with more resources, such as the AFL-CIO affiliate Service
Employees International Union (SEIU), have been rather more successful
in this regard. Its highly successful and long-running “Justice for Janitors”
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campaign*> made extensive use of targeted communications by means of
faxes and e-mails to individual union members based on information
drawn from the union’s membership database. Through that database the
union was able to translate membership, as an expression of association,
into a campaign, arguably an expression of assembly. In a similar vein, the
Internet commentator Eric Lee, who is affiliated with LabourStart, describes
the online dimensions of the global campaign by both unions and NGOs
against the giant U.S.-based retailer Wal-Mart, whose antiunions activities
are the stuff of legend. Listing a number of anti-Wal-Mart sites, which
include the use of blogs for people to vent their responses to Wal-Mart, as
well as more traditional forms of support, such as getting on Wal-Mart
mailing lists or joining unions trying to organize at Wal-Mart, he shows
how the “battle over workers’ rights at Wal-Mart is increasingly being
fought in cyberspace”#—an online manifestation of association and
assembly.

In contrast to those unions for which a presence on the Internet is con-
sidered more of a nuisance requirement—a kind of online business card—
than an organizational opportunity, there are many others whose choice
and arrangement of content suggests they see an Internet presence as a
key locus of assembly for their members. The COSATU Web site
(http://www.cosatu.org.za), for example, places a high premium on infor-
mation of direct relevance to its membership and support base. Promi-
nence is given to the informational output of the federation: speeches by
union leadership, press statements, submissions to Parliament on legisla-
tion affecting workers, and other COSATU publications and documents in
addition to basic information about the federation, its constitution, and
its affiliates. In this the COSATU Web site is similar to many of the other
excellent union Web sites around the world—in Canada, Australia, and
elsewhere. Many, like the Trades Union Congress (TUC) in the United
Kingdom, now provide restricted-access sections of their Web sites with
specific content and functionality for active union members. Unusually,
COSATU places most of the documentation relating to its highest decision-
making structures, its congresses and central committee meetings, on the
public section of its Web site.

Unions also use their Web sites as a vehicle for association. It is now
common for union Web sites to provide online membership application
forms, which are completed in cyberspace and processed electronically.
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Like many other union structures, COSATU uses e-mail as a channel of
communication and association, operating at least two substantial elec-
tronic mailing lists, one to distribute a daily e-mail digest of labor news
stories relating to South Africa and the other to circulate the press state-
ments it issues on matters of importance to the federation. Showing the
integration and cross linkages between the various ICT tools, COSATU’s
Web site is used as a platform to encourage union members and support-
ers to sign up for these mailing lists. In a similar vein, the labor researcher
and commentator Andrew Bibby has suggested the need for unions to
exploit the possibilities of the new technologies to reach out to and to
service members.*

ICTs not only have provided new opportunities and vehicles for unions;
they also have extended the global integration and reach of the labor
movement in an era of globalization. The international union umbrella
bodies at the sectoral level, formerly (clumsily) called international trade
secretariats (ITSs), now call themselves global union federations and place
great emphasis on e-mail communication with their far-flung affiliates, as
well as on their Web sites, which are readily accessible via a portal site
(http://www.global-unions.org). When one of them, Union Network Inter-
national, was launched on January 1, 2000, as the outcome of a merger of
three smaller ITSs, bringing together some 1,000 unions in 150 countries
representing 15 million members, its incoming general secretary, Philip
Jennings, held a twelve-hour online press conference that spanned the
globe.

The labor movement has also moved to exploit the capacity of ICTs to
support the mobilization for and conduct of a range of campaigns. Some-
times this has taken the form of the online petition borrowed from NGO
activism, either a Web page where individuals can register their names in
support of a particular cause or issue or—far less effectively, and bordering
on spam—an e-mail to which individuals add their name in similar fashion
before forwarding (and proliferating—to both good and bad effect!) the
message to their list of contacts. At other Web pages, as in the case of a
Swaziland Federation of Trade Unions protest against state repression,
people were asked to download, print, and sign a protest letter, and were
given a list of government fax numbers at which to lodge their protest.

Far more effective have been cyber campaigns of the sort mounted
by the global labor news portal LabourStart, whose Act Now! feature*
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showcases several union campaigns from around the world at any one
time, from places such as the Democratic Republic of Congo, Thailand,
Australia, Turkey, and the United States. Visitors to the facility are provided
with information about the campaign and given a form letter that they
can customize before adding their signature. An e-mail message is then
generated and fired off at the target of the campaign, often the CEO of a
company. The number of e-mails emanating from most of these campaigns
runs into the thousands, and several clear victories have resulted—the
recognition of a union, reinstatement of dismissed employees, the resolu-
tion of a strike.

Such campaigns are made more effective by the wide circulation of what
are often called “action alerts”—the wide circulation of e-mail messages in
support of the campaign and directing people to its Web page. Some of
the earliest successful online campaigns were in fact conducted almost
exclusively via such e-mailed “action alerts.” LabourStart’s Eric Lee cites as
examples the international protests against the arrest of leaders of the
Korean Confederation of Trade Unions in 1999, and mobilization for a
shipping boycott in support of an acrimonious 1998 labor dispute involv-
ing Australian dock workers (“wharfies”).# Lee also cites several examples
of the use of e-mail to create and mount internal union campaigns against
unpopular decisions by leadership, in support of his contention that the
new technologies have the potential to alter profoundly the dynamics of
unions: internationalizing, democratizing, and strengthening their opera-
tions and activities.*” Steve Walker,*® an academic, in chronicling a series
of “cybercampaigns” conducted by the global union federation ICEM
(International Federation of Chemical, Energy, Mine and General Workers
Unions), explores their relationship and similarities to the “social
netwars”# described earlier, in which networked forms of association and
the primacy of information play central roles.

It is probably premature to speculate that the cybercampaign may be
about to displace the more traditional strike and picket line, in which
unions and their members assemble to confront their corporate adver-
saries. But ICTs certainly offer unions new and powerful ways to organize
and act, associate and assemble. The possibilities of the new ICT tools are
well summed up by Steve Davies, founder of the aptly named Cyber Picket
Line*® Web site:
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For too long unions all over the world have been on the ropes. Now we’re on the
Net and it’s already beginning to pay off. It’s now possible for workers to commu-
nicate effectively with each other as never before. It is also possible for rank and file
stewards and branch activists to have access to the sort of information resource and
research capacity that was previously only available to senior full time officers. It is
potentially one of the most powerful and democratic weapons at the disposal of the
labour movement.s!

Online Rights Under Attack

Those who are the adversaries of the organizations using e-mail and the
Internet to exercise their right to freedom of association and assembly, or
those who have found themselves the targets of the various forms of cyber-
campaign outlined above, be they governments or corporations, have not
sat idly by in the face of the new ICT tools. They have actively sought by
various means to limit the exploitation of the new technologies by their
opponents, as well as to subvert the right to freedom of association through
more traditional repressive methods.

The very nature of the new ICT technologies makes countering them
extremely difficult. The ability of ICTs to break the boundaries of space
and time, their digital ubiquity, is precisely what makes them so hard
to repress: e-mail and the Internet are not constrained by time or space.
A Web site can be hosted on any computer anywhere in the world, and
can be copied or moved within seconds, and hence easily “mirrored” or
replicated. An e-mail exists in the cyberspace of a chain of mail servers
until downloaded, and it, too, is capable of almost instant replication
and distribution. It often remains easier for the authorities to target
the individuals and their organizations in the flesh, through more
traditional means—such as detention of activists; proscription or banning
of their organizations; prohibition of the right to meet, demonstrate,
or picket—than to close down their activities in the elusive domain of
cyberspace.

This is not to say that countermeasures against e-mail and the Internet
and similar ICT tools have not been attempted. They most certainly have,
as the following discussion will show. There has also been widespread
surveillance of these technologies, which we will also discuss.
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Unweaving the Web

If an Internet Web site can act as either a locus for the assembly of activist
groupings, or a source of information for them and their activities, the
authorities seeking to restrict the rights to assembly or information for such
groups would clearly be interested in preventing access to such sites. It is
therefore unsurprising that the filtering of Web content and blocking of
access to Web sites is widespread in jurisdictions less well known for their
human rights records, including China, Myanmar, Saudi Arabia, Vietnam,
and Zimbabwe.%?

The blocking and filtering of the Internet ranges from explicit, structured
control of the sort found in Saudi Arabia to the covert, sometimes chaotic,
jamming that is frequently referred to as the “Great Firewall of China.”
Short of blocking public access to the Internet altogether, as has been done
by North Korea, control of access to the borderless global domain of the
World Wide Web is problematic, with the vast majority of targeted sites
and content located on servers outside of national jurisdiction and ulti-
mately identifiable only by numeric IP address.

Such censorship of the Web is thus made all the easier in an environ-
ment where Internet access is exclusively via a state-owned, government-
controlled Internet service provider (ISP). Markets with a plethora of
ISPs are much more difficult to control, because unwanted content has
too many places through which it can leak. Saudi Arabia is an example.
Although the country boasts some thirty ISPs, all are required to source
their international connectivity via a national Internet Services Unit (ISU)
that was set up in 1998 by the government’s science institute, the King
Abdulaziz City for Science & Technology (KACST).** The censorship of
the Internet is conducted under terms of a 2001 Council of Ministers
resolution that “prohibits users within the Kingdom of Saudi Arabia
from publishing or accessing certain content on the Internet...[in
order to preserve] ‘our Islamic values, filtering the Internet content to
prevent the materials that contradict. . . our beliefs or may influence our
culture.’ 54

The ISU’s Web site is altogether more explicit and specific: “All sites that
contain content in violation of Islamic tradition or national regulations
shall be blocked.”ss It describes a twofold approach to blocking: the cen-
sorship of “pornographic sites”, which is managed through KACST, partly
on public request, and the blocking of other sites “upon direct requests
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from the security bodies within the government.”s® The filtering appears
to be via a series of proxy servers and based on a list of banned Internet
addresses. Jonathan Zittrain and Benjamin Edelman undertook an exten-
sive survey of the Saudi government’s Internet filtering practices and found
over 2,000 blocked pages dealing with a wide range of subjects—
content targeting women (including Skirt! magazine) and gays, as well as
“pages perceived to be hostile to Saudi Arabia” (among them Amnesty
International) and “pages about Middle Eastern politics, organizations, or
groups”*’ (including Hezbollah and the Israeli Defense Force).

The challenge of government control of the Internet in China is vastly
different in both scale and scope, in a country with over 26 million Inter-
net users and more than 600 ISPs,’® but with international connectivity
channeled through a mere nine Internet access providers. Zittrain and
Edelman undertook a similar empirical investigation of Internet censor-
ship in China.* They found a system altogether vaster and more compre-
hensive, but whose very existence is officially denied. An interesting
feature of Chinese censorship of the Internet is its inconsistency, both in
reach and in scope—between 18,000 and 50,000 of the 200,000 sites
Zittrain and Edelman tested were inaccessible at different times and from
different points, with some unexpected sites (such as Hustler magazine)
seemingly overlooked by the censors. The range of censored content is
extensive, including a number of health, education, entertainment, reli-
gious, and government sites, as well as some more obvious candidates such
as news (including the BBC) and a range of dissident, democracy, Falun
Gong, Taiwanese, and Tibetan sites. They also note that a high proportion
of the top Google sites returned on searches with keywords such as “tibet”
or “democracy china” or even “equality” were blocked.®

In a similar vein the BBC reports that the search engines Google and Alta
Vista were blocked in 2002,%! the former presumably because its caching
facility gives users access to content even if the originating site is blocked.
Likewise, the OpenNet Initiative reports extensive keyword filtering and
delisting of results by the popular Chinese search engines Yisou and
Baidu—for example, a search on “free tibet” returns no results®>—versus
the 2,200,000 found by Google.®* Zittrain and Edelman also noted that
Internet filtering by the Chinese authorities was becoming increasingly
sophisticated, moving from cruder IP address blocking or redirecting, to
some keyword and search results blocking.®*
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Perhaps unsurprisingly, the Zimbabwe activist news portal ZimOnline
has recently reported on the intention of the Zimbabwe government to
acquire the technology from China to block access to “subversive” infor-
mation and “independent” online media sites.®

Beyond restricting access to unwanted online content, governments are
able to seek to monitor and control the access of individuals to the Inter-
net. For example, Chinese citizens seeking to open accounts with ISPs are
required to register with the Public Security Bureau. Zittrain and Edelman
suggest that “The government might encourage Internet access through
cybercafés rather than in private spaces so that customers’ surfing can be
physically monitored.”® Restrictions on cybercafés, including enforced
installation of monitoring software, and the compilation and retention of
detailed records of those using their facilities, have been widely reported.’
More details on such measures can be found in Amnesty International’s
damning catalog of state interventions to restrict access in China.®® A
powerful array of regulations and laws has been introduced since 1994
to limit and restrict the Internet rights of citizens. Penalties include the
revocation of ISP licenses, and even the death penalty for placing “state
secrets” on the Web. Amnesty International records thirty-three cases of
Chinese citizens detained for offenses under these laws and regulations.

It is important to note that attempts to censor the Internet are not the
prerogative of states alone. For example, in 1998 the water multinational
Biwater attempted to take legal action against a global “Stop Biwater!” cam-
paign, which came to a head when Biwater sought a court order to force
a South African ISP to take down an allegedly defamatory press statement
by the South African Municipal Workers Union. In the event, the company
backed down,* but this and similar cases have led Privacy International
and GreenNet to recognize this as part of a trend in the “growth of multi-
national corporate censors whose agendas are very different from those of
governments” and to conclude that “it is arguable that in the first decade
of the 21st century, corporations will rival governments in threatening
Internet freedoms.””°

The examples given above of measures taken to block access to the
Internet by citizens, NGOs, and activist groupings represent but a few
examples of a trend that is disturbingly widespread in certain jurisdictions.
Behind them lies a clear recognition on the part of the authorities that
the Internet provides an important space for individuals and groups to
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assemble and associate. Together they represent a concerted assault on the
right to associate and assemble freely and peaceably.

Interestingly, perhaps naturally, the groups that have been the victims
of this sort of censorship have sought means to wriggle through its tenta-
cles. In the case of Biwater cited above, the company was persuaded to
back down by the global proliferation of “mirror” sites, which had copied
the press statement it sought to suppress, and against which it would indi-
vidually have had to take costly legal action. The use of proxy servers to
disguise the IP addresses of Web sites has been reported by Chinese dissi-
dents, but these are easily blocked.”” To counter this and to obviate the
need for proxy routing, the Dutch Internet activist Felipe Rodriguez reports
using a technique called “IP rotation” to continually alter the IP address
of his own Web site.”? There is also reportedly a range of software applica-
tions designed to counter Internet censorship, including Surfing Without
Borders” and Dongtai,”* as well as projects such as Peekabooty’ and
FreeNet,’s which seek to provide tools to circumvent Internet censorship.””

Tapping into e-Mail

Attacks on the use of ICT technologies to advance and enable the rights
of assembly and association have not been directed solely at the Internet.
It was earlier suggested that e-mail is a powerful means of strengthening
and facilitating the freedom of association, and it, too, has been the subject
of restriction, again by both governments and corporations. While the
blocking of e-mail messages is certainly technically feasible, and is widely
practiced in relation to suspected spam,’® it has received far less attention
than Internet blocking.”

While this may be due in part to the higher profile of the freedom of
expression and access to information issues associated with the Internet,
it is more likely that authorities prefer to monitor e-mails than to block
them. This view is echoed by Privacy International and GreenNet. Their
2003 survey of Internet censorship agrees that “e-mail is monitored more
often than it is openly censored,”®® and notes an increase in e-mail
monitoring subsequent to 9/11 because the attackers reportedly used
e-mail as a key communication channel. Countries as far afield as India,
New Zealand, Switzerland, the Philippines, and Zimbabwe have legislation
enabling the surveillance of e-mail traffic under various conditions, often
but not always related to cybercrime.
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The existence of a highly sophisticated global system—code-named
Echelon and allegedly involving the United States, the United Kingdom,
Canada, Australia, and New Zealand—to monitor communications, includ-
ing e-mail, has been widely reported on in the popular press for some
years.®’ So much so that the European Parliament launched an official
inquiry, whose findings, later endorsed in a formal resolution, were that
the existence of such a system “is no longer in doubt,”#? although its capac-
ity and capabilities had been exaggerated. The use of widely available
encryption techniques, such as freely downloadable pretty good privacy
(PGP) programs,® limits the effect of such systems—hence the attempts by
several governments to limit their use. Such encryption technology does,
however, provide an important element of protection for human rights
activists. The human rights lawyer Geoffrey Gordon notes the “advantages
allowed by computer networks for human and civil rights work”#* and the
important role played by encryption technologies in “neutralizing [the]
eavesdropping capabilities”ss of repressive regimes.

There is no doubt that e-mail surveillance is widely undertaken, and that
this constitutes an infringement on the right to freedom of association and
communication. This trend is documented more fully in other chapters of
this book. Suffice it to say here that any such surveillance needs to be
carefully controlled in terms of specific laws that permit it: first, only
under very tightly circumscribed circumstances in relation to prima facie
criminal activity, and second, in accordance with precisely prescribed
procedures.

The outright blocking of and deliberate interference with e-mail traffic
are practiced in some jurisdictions, and is perhaps more disturbing in rela-
tion to the freedom of association and assembly, both of which it impacts
directly. Once again China provides a useful, well-documented example of
the possible means through which this may be done, although such meas-
ures are likely to be practiced in other countries as well.

China also illustrates the difficulties that authorities face in attempting
to block e-mail traffic. Chase and Mulvenon’s examination of the phe-
nomenon reports widespread use of e-mail as a channel for association and
assembly: “Mainland dissidents regularly use e-mail, as well as Internet
chat rooms and bulletin boards, to communicate and coordinate with each
other and with members of the exile dissident community.”s¢ They also
report extensive use of political e-mail spam by Falun Gong and dissident
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organizations, targeting e-mail users across China. Attempts by the author-
ities to block this flood of messages through filtering according to e-mail
addresses can be countered by techniques to change or disguise the origin
of such messages. Filtering according to keywords certainly is technically
feasible, but is thought to be impractical, given the high volumes of e-mail
traffic.’’” More common countermeasures include hacking into servers
known to be the source of such measures or disabling them through denial-
of-service attacks. In addition, disinformation e-mail messages are used to
confuse or disorganize these groups. Finally, known e-mail addresses of
opposition figures have been subjected to floods of counter-spam as a
technique of harassment.®® This demonstrates both the widespread use of
e-mail as a vehicle for individuals and organizations in China as a means
of association, as well as the difficulties experienced by authorities seeking
to block the exercise of this right. Surveillance aside, countermeasures
are largely limited to the kind of guerrilla-style harassment Chairman Mao
would have applauded.

Online Rights in the Workplace

The actual blocking of e-mail messages or the denial of access to e-mail
and the Internet is more common in the workplace and in relation to the
right of employees to associate with a trade union. Corporate blocking of
e-mail is relatively straightforward because such messages are received or
accessed via the corporate e-mail system. It is also widely practiced, with
the 1999 Ansett case in Australia being but the most notorious example.
In this case, the now-bankrupt airline Ansett fired a union official, Maria
Gencarelli, for circulating a union newsletter via the company’s e-mail
system. In this case, Australia’s Federal Court upheld Ms Gencarelli’s right,*
but others haven’t been so lucky. Also in Australia, the Australian Indus-
trial Relations Commission in July 2003 ruled against the right of a trade
union to contact its members at Channel 7 via the company’s e-mail
system. In a similar vein numerous accounts can be found in the press of
employees disciplined or dismissed for the circulation of “inappropriate”
e-mail messages.”

Paul Mobbs, a researcher writing about increased levels of monitoring
and surveillance of employees by employers, either on the justification of
security or to assess performance, cites an American Management Associ-
ation study which found that in 1999 some 74 percent of U.S. companies
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conducted some form of “active monitoring” of employees, with 38
percent monitoring employee e-mail. Mobbs describes such monitoring as
a “form of intimidation.”*! In many countries, the surveillance of employ-
ees is now formalized through legislation or regulation. Mobbs gives the
example of the United Kingdom'’s Regulation of Investigatory Powers Act
of 2000, which “provides that the owner of a private telecommunications
system may monitor that system lawfully, within certain limits.”??

The right of workers to associate with a union of their choice, and to
communicate with that union via the corporate communications network,
is naturally a highly charged issue for unions, and has been taken up inter-
nationally by Union Network International (UNI),” the global umbrella
body for many workers whose jobs involve the use of ICT, including e-
mail. The “Online Rights for Online Workers”** section of UNI's Web site
catalogs a series of infringements of employee rights, but also showcases a
sample code of conduct®® governing access to and use of ICT facilities by
employees, which UNI recommends its affiliates seek to negotiate with
employers. The code deals with the right of workers to utilize employer
ICT communications facilities, as well as questions of surveillance and
inappropriate online behavior. In a similar vein, the Congress of South
African Trade Unions adopted in 1999 a landmark resolution that commits
the affiliates of the federation to campaign actively to secure online
workplace access rights for each and every shop steward to an employer-
supplied computer with e-mail and Internet access.

Conclusion

As we have seen, the rights of freedom of association and assembly have
to a considerable extent been extended beyond their traditional domains
as a growing range of individuals and organizations seeks to exploit the
platforms and possibilities that the new ICT technologies provide for
developing new forms of association and new spaces for assembly. The
ability to access and use e-mail, the Internet, and the growing range of ICT
technologies and tools has given new, twenty-first-century forms to
association and assembly. From the action alert to the Web site to the blog,
cyberactivism is on the move.

But those seeking to undermine or limit this use of cyberspace are also
on the move, looking to block, limit, or monitor the use of the new ICT



The Right of Assembly and Freedom of Association 175

tools. Many of these attacks on the rights to associate freely and assemble
peaceably in cyberspace are perpetrated by those regimes around the world
whose track record of human rights violations in more traditional spheres
is notably blemished.

Disturbingly, however, much of this intervention occurs in countries
long considered bastions of democracy and freedom. It may be consider-
ably different in scale and scope, but it is no less insidious. The prevalence
and pervasiveness of the interference in respect of these rights has led the
American Civil Liberties Union to coin the phrase “surveillance-industrial
complex”®¢ to describe the phenomenon.

The argument that the sinister nature of organized crime or “global
terror” justifies such drastic countermeasures should be exposed for what
it is: self-justification to interfere with the rights of individuals and organ-
izations. Writing in the context of encryption, Geoffrey Gordon has noted
how the undiscriminating nature of ICT technologies sets up the dilemma
between the need to protect the freedom of association, and the freedom
of speech that underpins it, and the duties and imperatives of law enforce-
ment to combat criminals and “terrorists.””” But such dilemmas are not
new to ICTs: they are inherent in all human rights. Their very nature is to
protect the guilty along with the innocent. And any limitation imposed
on them needs to be sharply targeted and carefully framed. Gordon
therefore concludes that it is “reasonable that human and civil rights
activists claim an edge in the argument between anti-terrorism and pro-
encryption.”®

The undermining of the rights to freedom of association and assembly
in the sphere of ICTs requires that human rights activists work to ensure
that their protection is explicitly extended into cyberspace in a clear and
codified way. This includes protecting the right of individuals to access the
Internet, to send and receive e-mail, to participate in online blogs, and to
make use of encryption technologies should they so choose. And we need
to recognize how the right to freedom of association and assembly inter-
faces and interlinks with the other rights described and explored in this
book. As one activist put it: “Freedom of speech plus freedom of assembly
equals freedom of association.”*

But we also need to recognize the interaction between online associa-
tion and assembly and its manifestations in the flesh-and-blood world of
the party meeting and the protest march. As the Mexican grassroots activist
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Gustavo Esteva puts it: “E-mail is very useful as a means of contact between
different groups. One of its main uses is to convene meetings. But then
you meet.”!® The virtual exercise of freedom of association and assembly
may be a new, ICT-enabled manifestation of those rights, but the struggle
to protect them remains part of the long, proud, and integrated tradition
of the protection of fundamental human rights worldwide. To return to
the case described at the outset of this chapter, it is not enough to ensure
that the mobile phones of Zimbabwe are able to beep loudly and openly,
and that its e-mail messages and Web sites can carry the voices of opposi-
tion parties, NGOs, and trade unions. It is also imperative to ensure that
its newspapers are unbanned, that rallies and meetings are no longer
broken up by police whips and batons, that its citizens no longer reel from
the brute force of bulldozer blades.
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7 The Right to Political Participation and the Information
Society

Hans Klein

The right to political participation refers to citizens’ right to seek to in-
fluence public affairs. Political participation can take many forms, the
most notable of which is voting in elections, but also includes joining a
political party, standing as a candidate in an election, joining a non-
governmental advocacy group, or participating in a demonstration. The
foundational legal articulation of this right can be found in the 1948 Uni-
versal Declaration of Human Rights, and it has been further formalized and
elaborated in later treaties, most notably the 1976 International Covenant
on Civil and Political Rights. As currently implemented by the United
Nations, various operating entities assess signatory states’ respect for this
right and, when violations are determined to have occurred, may call on
states to change their practices.

One aspect of the right to political participation merits special attention:
its status as a political right. The right to political participation is restricted
to citizens. Whereas the other rights recognized in the Covenant inhere in
human beings on the basis of their status as human beings, the right to
political participation is limited to people endowed with the status of
citizen. Such a status does not exist in isolation. A person can be a citizen
only in the context of a political community and, most significantly, a
government, and thus the right to political participation presupposes the
existence of a government.

With respect to the information society, this presupposition of a gov-
ernment raises a potentially thorny issue: Does the information society
have a government? Are there citizens in the information society? If there
is no government, then there may be no citizens, and if there are no citi-
zens, then there may be no citizen rights. Thus the right to political
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participation in the information society hinges on whether that society
has a government.

I consider two classes of institutions that might be considered govern-
ments of the information society. The first (and less interesting possibility)
is that existing political institutions—national governments—constitute
the government of the information society. In that case, citizenship and
rights in the information society are no different from those in society
generally.

The second, more novel possibility is that the information society is a
society in its own right and has its own political institutions. In this second
view, public affairs in the information society are conducted in political
institutions separate from existing national governments. These new insti-
tutions constitute “governments,” the people participating in those gov-
ernments are “citizens,” and the right of political participation applies to
those citizens. I explore this line of thinking with respect to two candidate
political institutions for the information society: the free and open source
software movement (FOSS) and the Internet Corporation for Assigned
Names and Numbers (ICANN).

In what follows, I first summarize the international legal instruments
that define the right to political participation. Then I consider that right
in relation to two conceptualizations of the information society, one as an
information-rich society and the other as a distinct society. I conclude with
some reflections on the need to define and enforce rights in the new insti-
tutions of governance and public affairs.

Right to Political Participation

Two foundational instruments define the right to political participation:
the 1948 Universal Declaration of Human Rights (Declaration) and the
1976 International Covenant on Civil and Political Rights (Covenant). The
Declaration is a statement of general principles. Since it is not a treaty,
the standards of behavior that it defines have only the status of nonbind-
ing norms, but the document is nonetheless of enormous legal and polit-
ical importance, for it provided the foundation not only for later, legally
binding international treaties but also for many national governments’
rights frameworks.
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Ratified almost three decades years after the Declaration, the Covenant
is similar to the earlier document in its content but enjoys the status of
international law. As a binding treaty, the Covenant imposes obligations
on signatory states and includes compliance mechanisms.

The right to participate is spelled out in similar language in the
Declaration (Article 21) and the Covenant (Article 25). Article 25 of the
Covenant states:

Every citizen shall have the right and the opportunity, without . .. unreasonable
restrictions:

(a) To take part in the conduct of public affairs, directly or through freely chosen
representatives;

(b) To vote and to be elected at genuine periodic elections which shall be by uni-
versal and equal suffrage and shall be held by secret ballot, guaranteeing the free
expression of the will of the electors. (quoted in Steiner 1988)

This right has some distinguishing characteristics. As noted above, it is a
political right that presupposes a political community with individual
members (citizens) and with an organizational form (government). The
Covenant and the Declaration refer to this political status differently, with
the Covenant referring to “citizens” (“Every citizen shall have the right
...”) and the Declaration referring to “government” (“Everyone has the
right to take part in the government of his country . ..”; emphases added.)
With both formulations conditioning the right to participation on the exis-
tence of political institutions, it is clear that this right does not exist as a
human right per se but only in the context of the political institutions of
citizenship and government.

The Covenant refers to participation in both a general and a specific
form. Participation in its general form is “to take part in the conduct of
public affairs.” Public affairs might include the activities of civic associa-
tions, neighborhood groups, social movements, and social clubs, as well
as formal procedures of governments. Thus, although participants in
public affairs must be citizens, the domain of action is not restricted to
formal political institutions but includes social activities of a public nature.
The second form of participation is more specific: elections. Elections are
just one mode of public participation, but they are widely recognized and
utilized. Whether a central element in a political system or just a limited
one, whether open to all citizens or just some, most governments
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incorporate some kind of election in some part of their system. As the one
mechanism specifically identified in this treaty, elections are assigned a
special importance for participation.

The Covenant also suggests criteria for citizenship. Since different polit-
ical systems have historically conditioned citizenship on various factors,
such as wealth, gender, race, age, and mental capacity, the criteria of citi-
zenship are always an important element of participation. The Covenant’s
language on elections refers to “universal and equal suffrage,” which sug-
gests that citizenship should also be universally and equally available. Who
can enjoy citizenship and the concomitant right of political participation
remains undefined, but the implication is for an inclusive definition.

Nearly 150 states have signed the Covenant, thereby agreeing to respect
and implement the rights defined in the treaty. In operational terms, the
treaty is implemented in a Human Rights Committee comprised of eight-
een individual experts. Signatory states must periodically submit reports
on their treaty compliance to the committee, which then holds additional
public sessions in which nongovernmental organizations can participate.
The committee makes a critical review of the reports and issues its own
comments. Although its comments are not legally binding, they can bring
public attention to states’ practices. Ultimately, the Covenant does not
benefit from strong enforcement mechanisms. The treaty did not create a
Human Rights Court able to give an authoritative interpretation of the
treaty’s terms, and the Human Rights Committee has little real power
(Nickel 2003).

In summary, the right to political participation is restricted to citizens
but allows them to take part in all public affairs of their country, with
special emphasis on participation in elections. Next I consider the rele-
vance of political participation to the information society.

Society in the Information Age

People increasingly live in information-rich societies. The creation, mani-
pulation, and distribution of information have become some of the most
important activities in today’s world, be they in economics, culture, or
politics. The importance and ubiquity of information are striking.

For our analysis of human rights, an important question is how to con-
ceptualize this information-rich society. How novel is it? Is today’s society
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fundamentally the same as it has always been? For example, for a resident
of a U.S. city, is the society he or she lives in richer in information but still
recognizably a U.S. society? Or are we experiencing something so novel
that it constitutes a new kind of society, something we can call an “infor-
mation society”? Does a U.S. resident now live in two societies—a U.S.
society and an information society? Is the information society distinct?

The status of society is important for questions of political rights. Politi-
cal rights exist in the context of governments, and governments exist in
the context of societies. The modern state is defined not only by its terri-
tory but also by the society over which it rules. If today’s information-rich
society is coeval with existing society, then the existing government and
the existing rights apply to that society. In this case, the right to political
participation exists as we know it: it is a right established by international
treaty and enforced by U.N. entities on national governments. The right
to political participation in an information-rich society is not different
from what it was in less information-rich times. For example, we already
know that U.S. society is governed by the U.S. government, and we know
(more or less) the status of political rights in the United States. As U.S.
society adapts to the information age, questions of human rights in the
contemporary (and information-rich) U.S. society are still questions about
human rights. These are interesting questions, but they are also familiar.

Political participation might consist of seeking to take part in public
affairs regarding information. Citizens might seek to influence tax policies
for e-commerce, the regulation of online content, the definition of new
forms of intellectual property, or the setting of privacy protections. Despite
the novelty of the policies, the nature of public participation could be quite
conventional. Citizens could vote (e.g., for candidates promising greater
information security), they could sign petitions (e.g., against surveillance),
they could demonstrate (e.g., against online pornography), and so forth.
In so doing, they would be exercising their right to political participation.
Should their government violate that right, the violation might be a can-
didate for review and possible comment by the U.N. entities that enforce
the 1976 International Covenant on Civil and Political Rights.

It is worth noting that even if the status of a political right is not sig-
nificantly changed, information systems may create more opportunities to
exercise that right. An information-rich society offers powerful new means
to exercise the right of political participation. For example, as the
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technology of voting changes, electronic voting systems offer benefits and
risks for elections (Kohno et al. 2004). As the technology of public forums
changes, e-mail lists facilitate the formation of citizen associations (Klein
1999). Election campaigns, too, are being transformed by the Internet
(Bimber and Davis 2003). In the information society, the mode of partici-
pation changes as new technologies become available. Still, these new
modes apply to participation in established institutions according to estab-
lished rights.

The situation is considerably different if the information society exists
in its own right. In that case, existing institutions no longer apply, and we
need to reconsider our notions of society, government, citizenship, and
right.

The Information Society

The claim that there exists an information society in its own right is most
strongly made with respect to cyberspace. A not insubstantial literature
makes the claim that when we log on to the Internet, we leave physical
space behind and enter a different dimension of existence with unique
properties and unique social relationships. In cyberspace, personal iden-
tity is malleable (Turkle 1984). We are freed from our physical appearance:
“no one knows you are a dog” (Steiner 1993). We enter an “electronic fron-
tier” area where rules of social behavior are not firmly established and there
are no lawmaking authorities (Rheingold 1993). We find an “Internet com-
munity” there that designs its own world through “rough consensus and
running code” (Huizer 1996). This information society is an “unregulable”
place of benevolent anarchy (Lessig 1999), where the sovereigns of the
physical world have no power (Barlow n.d.). In cyberspace, people coop-
erate and produce information and knowledge in a manner that seems to
contradict existing societies’ laws of economics (Litman 2001). Space ceases
to exist as people from around the world interact in immediate relations.
Although there have been systems of global communication predating the
Internet, cyberspace is unique in that it is a global social system where
people immediately coexist and interact. In all these ways, cyberspace con-
stitutes a distinct, separate, and autonomous “information society.”

As opposed to the vision of an information-rich society described earlier,
this information society is novel and distinct. No existing governments
seem appropriate to exercise sovereignty over it. It presents fundamental
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puzzles about politics. What are the public affairs in this society, and where
are they conducted? Does the information society have “information cit-
izens” who conduct their public affairs in an “information government”?
Increasingly, we can find answers to these questions. The information
society does have its public affairs, and these public affairs are conducted
in specific locations.

I consider two settings for public affairs in the information society. The
first is the free software movement, and the second is ICANN.

In his book Code and Other Laws of Cyberspace, Lawrence Lessig (1999)
argues that public decisions about the information society are made in
processes of software development. Public policies for the information
society are realized not by governmental decision but by technology
design. For example, a technical standard may enhance or inhibit the
anonymity of the user of a computer network, or copy-protection software
may effectively define the fair-use rights of copyrighted materials. The
properties of cyberspace are not fixed but can be designed (and redesigned)
to embed values and governance capabilities in the system. In this way,
the design of code is similar to the design of regulations. Code can make
some behaviors impossible and others unavoidable, just as laws may make
some behaviors legal and others illegal. Code is law.

There is an important difference between code and law, however. Law is
produced in political institutions, whereas software is not. Citizens have a
right to participate in legislative processes in political institutions; they can
have a voice in the production of law-based regulations. In software devel-
opment they have no such right. The design of software is not categorized
as a political activity, and it does not occur in political institutions. It
occurs in private forums, such as standards-setting committees, or within
a single private company (Microsoft, for example). Although the decisions
made in such places may have broad social impacts, access to the decision
process may be forbidden. There is no right to participate in the internal
processes of a private firm, even if that firm’s software design decisions
shape the information society.

Lessig finds a remedy to this situation in the free and open source soft-
ware movement (FOSS). Software development processes in FOSS are open
and participatory. This transparency makes it difficult for any entity to
embed its interests or values into the software. The FOSS software devel-
opment process ensures that any regulatory features are publicly vetted.
In FOSS the characteristics of the process are well matched to the
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characteristics of the product: code that is law is developed through an
open and transparent process which resembles good legislative procedure.

Indeed, public interest political groups have participated in code devel-
opment. In the United States, the Center for Democracy and Technology
(CDT) currently operates a project on Internet standards, technology, and
policy in which it publicizes policy-relevant features of technical standards.
The projects seek to “provide the public policy community with a...
window into the Internet technical standards processes and the possible
impact of new technical standards on issues of public concern” (CDT
2005). CDT has identified and publicized lawlike features of code in geolo-
cational and telephone numbering (ENUM) standards.

FOSS processes allow for greater political participation, but they do
define a formal right to participate. Software development activities are
loosely structured, and there is no status of “citizen.” Expertise rather than
citizenship determines who can shape code. Openness and transparency
serve to protect the public interest.

The second example of a governance institution in the information
society is the Internet Corporation for Assigned Names and Numbers
(ICANN). Created in 1998, ICANN is the global authority for allocating
Internet identifiers (including Internet protocol addresses and domain
names). It ensures that no two servers use the same identifier and that
Internet addressing operates in a stable manner.

Although frequently described as a purely technical body, ICANN con-
ducts public affairs. Its decisions have policy content. ICANN defines intel-
lectual property rights in domain names (e.g., apple.com), it sets the base
price for domain names, and it controls access to the domain name retail
and wholesale markets (Klein 2002). Utility pricing, property rights defi-
nition, and market regulation are all classic public policy powers. The infor-
mation society is regulated in important ways by ICANN.

Yet ICANN was incorporated as a nongovernmental corporation. Thus,
with the public affairs of the information society conducted in a non-
governmental (private) institution, the right to political participation does
not necessarily apply. (At the time of this writing, ICANN remains legally
subordinate to the U.S. government, so its nongovernmental status was
never fully realized. This is addressed below.)

As ICANN was originally designed, its corporate bylaws did take account
of its political functions. Its designers recognized that they were creating
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a quasi-political institution, and they included mechanisms for popular
sovereignty for the inhabitants of cyberspace. The bylaws reserved almost
half of the positions on ICANN's board of directors for representatives of
Internet users. The bylaws gave the people of the information society the
right to participate in public affairs via representatives on the board.

ICANN subsequently elaborated a right to participate. It defined election
rules to fill the user positions on its board through elections in which Inter-
net users from around the globe could vote. Anyone over age sixteen who
possessed an e-mail address and a physical mailing address had a right to
vote for ICANN directors. These “citizens” (whose legal status was that of
“at-large members” of a California-incorporated, nonprofit corporation)
were thus allowed to participate in ICANN'’s public affairs. Although non-
governmental, ICANN met a standard for public participation comparable
with governments of other societies. The information society had citizens,
a government, and elections.

Unfortunately, citizens’ right to political participation in the informa-
tion society was short-lived. In 2002, in what the U.S.-based Carter Center
called a “palace coup,” the industry representatives on ICANN's board
eliminated user elections and representation. ICANN’s board of directors
radically modified its corporate bylaws, reducing citizen participation to
an advisory committee whose members were appointed by the board of
directors. Citizen participation in public affairs was rendered meaningless,
and industry’s control of public affairs was consolidated.

ICANN offers mixed lessons. As with FOSS, we can see that public affairs
in the information society occur in novel institutional settings and are
deeply intertwined with technical activities. Yet norms of participation did
carry over to this new setting, where they were implemented in ICANN’s
bylaws. Unfortunately, political dynamics of interest and power that were
already familiar in existing societies manifested themselves in the infor-
mation society, and the information society’s fledgling democracy was
toppled within two years of its first election. Citizen participation in public
affairs largely ceased.

Conclusion

Our understanding of the right to participate depends on our conception
of the information society. Conceived as the information-rich society, the
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information society is governed by the familiar institutions of national
governments, in which citizens have a right to participate in the conduct
of public affairs. The 1976 Covenant guarantees that right, and should
states violate it, then its (weak) enforcement mechanisms can be brought
to bear. On the other hand, if we conceive of the information society as a
distinct society with distinct, emergent governance institutions that do not
conform to the established definition of “political,” then the notion of cit-
izens’ right to participate is more problematic. When public affairs are con-
ducted in nongovernmental institutions, the right to participate is not
guaranteed by laws binding upon governments.

Both FOSS and ICANN indicate the possibility of establishing a right to
political participation in the information society. In FOSS, rights may be
established through precedent and customary practice. As groups like CDT
participate in software development processes, they raise awareness of the
appropriateness and utility of such participation. Public awareness and
established practice give substance to claims of right. Over time, partici-
pation in software development may come to be seen as right and natural,
and in this way it may someday win formal recognition. This is an admit-
tedly lengthy process. Also, it is relevant only if FOSS becomes a widely
used mechanism for software development. FOSS offers us the prospect of
a right to participation. Participation could also be formalized by articu-
lating it in rules for participation on standards bodies.

ICANN offers a clearer lesson. If defined a right to participate, but that
right suffered from too little legal protection. Expressed only in the bylaws
of the corporation, it was eliminated by a majority vote of the board. Addi-
tional, less formal protections also failed: the national governments that
oversaw ICANN in its early years probably could have used their influence
to prevent the board’s action. They failed to do so. Without sufficient pro-
tection, the right was eliminated, and meaningful public participation
ceased. Yet the need for it did not decrease. ICANN remains in effect a
global public utility and a global regulatory agency, and without user par-
ticipation it suffers from a legitimacy deficit.

The right to participate could be reestablished in ICANN, but it would
have to be in a more robust form. If the right were to be embedded in
ICANN's corporate charter, it would be more robust, for charter revisions
require a super-majority of the board. This would offer greater protection.
A more strongly secured right to participation could be effective.
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Such suggestions for securing rights in emergent governance institutions
may be irrelevant, however. A different evolution of governance in the
information society seems more likely. National governments are likely to
chip away at the autonomy of the information society and to integrate its
governance into existing institutions. The ICANN “coup” largely discred-
ited the emergent political institutions of the information society. Follow-
ing that event, movement toward ending U.S. oversight of ICANN slowed
and may have ended. Simultaneously, the United Nations launched its
World Summit on the Information Society (WSIS), at which national gov-
ernments asserted their authority over ICANN and the information society
generally. As traditional political institutions increasingly take over, the tra-
ditional rights of participation that inhere in national governments will
serve as the legal framework for citizen participation.

The challenge of political participation in ICANN is increasingly the
same as that for other global governance organizations (e.g., the World
Trade Organization). It is less a challenge of a unique information society
than of a functional system that crosses national boundaries. Global gov-
ernance needs legitimate political authority, and currently that seems avail-
able only through intergovernmental organizations such as the United
Nations. The right to political participation is formally guaranteed in such
settings, because the national governments that are the building blocks of
intergovernmental organizations recognize it. True, the right is even
weaker and more attenuated here than in national governments, but
nonetheless it exists. To the extent that mechanisms and rights of politi-
cal participation develop, they will likely be in the traditional context of
national and intergovernmental political institutions.
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8 The “Guarantee Rights” for Realizing the Rule of Law

Meryem Marzouki

When addressing the global issue of human rights in the information
society, and how these rights may translate in such a context, one imme-
diately thinks of civil and political rights that should be directly and nat-
urally exercised through information and communication means, or
protected against their misuse.

These obviously include the right to freedom of expression and to seek,
receive, and impart information; the right to access public information and
to take part in the conduct of public affairs; and the right to privacy.

Then, following a vision of an inclusive information society where all
categories of individuals, social groups, minorities, and peoples have access
to information and communication—where access means not only access
to infrastructure but also appropriation and use of technology for empow-
erment and social justice—come issues related to non-discrimination, such
as the right for men and women to enjoy all rights equally, rights for
minorities to enjoy their own culture and to use their own language, the
right to education and knowledge, the right to participate in the cultural
life and to enjoy the benefits of scientific progress and its applications, the
right to development, and the principle of non-discrimination itself.

Furthermore, in an extended understanding of the concepts of associa-
tion, assembly, movement, and so on, the right to freedom of peaceful
assembly and association emerges as an issue to be addressed in this
context.

However, despite almost a decade of intense regulatory and legislative
processes at the national, regional, and international levels, and despite
many references to the rule of law in official outcomes of the first phase
of the World Summit on the Information Society (WSIS) at Geneva in
December 2003, fundamental human rights such as the right to a fair trial,
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the right to the presumption of innocence, the right to an effective remedy,
the right to equality before the law, and the principle of no punishment
without law are seldom if ever addressed in the context of information and
communication.

This chapter will provide a rationale for the legitimate inclusion of these
rights in the debate on human rights in the information society, showing
how, as “guarantee rights,” they are necessary conditions for the realiza-
tion of the rule of law, and thus for the effective enjoyment of all other
human rights; how they have been particularly challenged by regulatory
and legislative processes that make procedural rather than substantive
changes in the legislation; and, finally, how these rights may be upheld
and effectively implemented in the information society.

Historical and Legal Background

The origins of the “guarantee rights,” protecting individuals against the
arbitrary use of political power, date back to the Magna Carta, signed by
King John of England on June 15, 1215. This historical document was a
peaceful settlement between the monarchy and the nobility of England,
which was tired of paying extra taxes for John'’s unsuccessful campaigns to
regain lost territories in France. Among its sixty-three clauses, which
mainly address the elimination of fines and punishments considered unfair
by the nobility, and give power and privileges to the Catholic Church, to
the feudality, and to the merchants, three of them (38, 39 and 40)! address
what has been acknowledged as the right to the presumption of innocence
and the right to a fair trial. The most famous of these clauses provides that
“No free man shall be seized or imprisoned, or stripped of his rights or pos-
sessions . . . except by the lawful judgment of his peers.” Although still

n u

limited in its scope (“free man,” “peers”), the Magna Carta is now seen as
the first guarantee provided by law to individuals against the arbitrary use
of power—at that time by the monarchy and later by the state.

This concept was further developed, extended, and detailed during the
seventeenth century, through legal acts imposed by the House of
Commons on the monarchy (Lochak 2002): the Petition of Rights (1628)
prohibited arbitrary arrest and imprisonment, and required a regular
defense procedure; the Petition of Rights resulted mainly from the Five

Knights case, in which a writ of habeas corpus had been brought.? Such a
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protection against abusive detention was formalized with the Habeas
Corpus Act (1679), under Charles II. The habeas corpus (Latin, “you have
the body”) procedure still exists in most common law systems, and has a
constitutional value in the United States. A writ of habeas corpus is brought
to a court to have the legality of an imprisonment examined, and if the
procedure is found illegal, the person is freed. Further, the English Bill of
Rights (1689) required King William (of Orange) and Queen Mary, when
they were crowned, to swear that they would obey the laws of Parliament.

As emphasized by Dani¢le Lochak, a common feature of these legal acts
and documents is that they all aim at remedying precise abuses by defin-
ing concrete rules of procedure to guarantee the freedoms of English sub-
jects (Lochak 2002). It took one more century to see the first declarations
and bills of rights aiming at defining more abstract, and thus more uni-
versal, principles, with the mutual influence of French and British philoso-
phers before and throughout the Enlightenment. In the United States, the
American Declaration of Independence (1776), followed by the adoption
of the Bill of Rights (ratification was completed in 1791), and in France,
the Declaration of the Rights of Man and of the Citizen (1789), are the
main results of this historical movement establishing or reaffirming not
only the fundamental rights themselves but also their universal protection
by law limiting the arbitrary use of power.

These “guarantee rights,” so called because they provide procedural
means to protect, defend, and recover the “substantive rights and free-
doms” recognized by law, are nowadays affirmed in most existing declara-
tions, charters, conventions, and treaties, so that they have, at least
theoretically, acquired a universal status. Among the “guarantee rights,”
five* of them have caused debate or even controversy, and may be chal-
lenged in the context of the information society, although they all are rec-
ognized in the Universal Declaration of Human Rights (UDHR) and are
protected by the International Covenant on Civil and Political Rights
(ICCPR). In addition, these rights are protected by most of the binding
regional instruments for human rights protection: the African Charter on
Human and People’s Rights, (ACHPR; adopted in 1981, entered into force
in 1986); the American Convention on Human Rights (ACHR; adopted in
1969, entered into force in 1978); and the European Convention for the
Protection of Human Rights and Fundamental Freedoms (ECHR, adopted
in 1950, entered into force in 1953). These five “guarantee rights” are



200 Meryem Marzouki

The right to equality before the law (Article 7, UDHR; Article 26, ICCPR;
Article 3, ACHPR; Article 24, ACHR; Article 14 and Protocol 12,* ECHR),
which implies that everyone, without any discrimination based on any
ground, is entitled to equal protection by the law. This right is closely
related to the general principle of non-discrimination.

The right to an effective remedy (Article 8, UDHR; Article 2, §3, ICCPR;
Article 10, ACHR; Article 13, ECHR), which allows everyone whose rights
and freedoms have been violated to claim an effective remedy before the
competent authority (judicial, administrative, or legislative, as provided by
the national legal system) and to see this remedy recognized, granted, and
enforced.

The right to a fair trial (Article 10, UDHR; Article 14, ICCPR; Article 7, §1,
ACHPR; Article 8, ACHR; Article 6, ECHR), which implies that everyone
has the right to be publicly heard by an independent and impartial court
where minimal guarantee of defense should be provided. This includes the
right to be informed promptly, in a language one can understand, of the
charges; to have legal assistance; and to have the right to a vigorous
defense, both of the latter even if one cannot pay for legal assistance. In
addition, no one should be forced to incriminate himself or herself or to
confess guilt. Finally, the right to a fair trial also implies the right to be
tried without undue delay and, if found guilty, to have the sentence
reviewed by a higher court.

The right to the presumption of innocence (Article 11, §1, UDHR; Article
14, §2, ICCPR; Article 7, §1(b), ACHPR; Article 8, §2, ACHR; Article 6, §2,
ECHR), which states that everyone should be considered innocent until
proved guilty after a fair trial. This implies, inter alia, that doubt should
benefit the accused and that the burden of proof should rest on the
prosecution.

The principle of no punishment without law (Article 11, §2, UDHR; Article
15, ICCPR; Article 7, §2, ACHPR; Article 9, ACHR; Article 7, ECHR). It pro-
vides the guarantee that no one should be held guilty of a criminal offense
which was not recognized as such by national or international law when
the act was committed, or be subject to a more severe penalty than the
one that was applicable at that time. Although this principle is mainly gov-
erned by time,’ it can also be understood in a spatial context, as analyzed
in a Council of Europe paper (Jakubowicz 2004). This applies especially in
cyberspace, where an important and still unsolved problem relates to the
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competence of jurisdictions, due to the contradiction between the territo-
rial definition of jurisdictions and the borderless characteristics of the
Internet.

Moreover, specialized conventions and protocols and, in many cases,
their implementation into national laws have detailed and reinforced the
“guarantee rights.” The Human Rights Defenders Office (HRDO) of the
International Service for Human Rights (ISHR), based in Geneva, has com-
piled a list of international standards sustaining the work of human rights
defenders (ISHR 2002). Chapters 13 and 14 of this reference manual, for
instance, deal with the right to a fair trial and the right to an effective
remedy, respectively, as protected by international and regional instru-
ments. Such a publication shows how universal the protection of these
“guarantee rights” in international, regional, and national legislation has
become.

“Guarantee Rights” as Part of the Realization of the Rule of Law

Despite the diversity of legal cultures and systems,® as well as the histori-
cal evolution of the theory of the rule of law,” this concept, or at least its
main ideas, has progressed to the point that it has become “a true rheto-
ric from which the sovereignty of States cannot escape any more in their
relationship with the international community,”® as analyzed by Daniel
Mockle (Mockle 2000).

It is, however, important to keep in mind the three main understand-
ings of the principle of the rule of law (Chevallier 2004). It is instrumen-
tal when understood as the legal means by which the state is acting. It is
formal when it qualifies the state as subject to law, a vision that embeds
the principle of the hierarchy of norms, as in the French system. It is sub-
stantive when it identifies the state whose legislation shows intrinsic attrib-
utes closest to the “British rule of law.”

Yet Jacques Chevallier notes that it was only starting in the 1990s that
the rule of law principle was put back on the political scene, in a some-
what renewed view embedding at the same time the principle of the hier-
archy of norms and the respect for fundamental rights, both by their
recognition and by procedural means to guarantee them. According to
Chevallier and Mockle, this evolution has led to a syncretic model of the
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rule of law, one more substantive than formal and that cannot be dissoci-
ated from human rights.

This trend has been formally acknowledged at the international level in
binding documents. This first happened in 1990 with the Charter of Paris
for a New Europe, adopted in Paris by thirty-four European and North
American countries at the 1990 summit of the Conference for Security and
Co-operation in Europe (CSCE).” This was extended in 1993 with the
Vienna Declaration and Plan of Action, adopted in Vienna by the 171 states
attending the United Nations World Conference on Human Rights.!° The
first document opens the statement of CSCE'’s vision of “a new era of
Democracy, Peace and Unity” by linking “Human Rights, Democracy and
the Rule of Law” as its three pillars. It declares that human rights and fun-
damental freedoms “are the birthright of all human beings, are inalienable
and are guaranteed by law.” It thus recognizes that “their protection and
promotion is the first responsibility of government” and that “respect for
them is an essential safeguard against an over-mighty State.” Moreover, it
acknowledges that respect for the human person and the rule of law is the
foundation of democracy. The second document affirms all human rights
as “universal, indivisible and interdependent and interrelated.” It “strongly
recommends that a comprehensive programme be established within the
United Nations in order to help States in the task of building and strength-
ening adequate national structures which have a direct impact on the
overall observance of human rights and the maintenance of the rule
of law.”

Even beyond the distance between the formal affirmation and the actual
realization of human rights, democracy, and the rule of law, a counterpart
of this internationalization movement is that the formal bases of the rule
of law may become somewhat diluted in this transfer from only the legal
scene to the social and political scenes as well. The risk is that of ending
up in a “fuzzy” understanding of the rule of law. This has been highlighted
by Chevallier: “The rule of law is affirmed as a value in itself, on which no
compromise can be made: encompassing multiple and fairly contradictory
understandings, it appears as a swing-wing fuzzy notion; finally, its inclu-
sion in political discourse makes it the carrier of legitimating effects. The
rule of law thus appears as a true myth, which scope is matched only by
its inaccuracy.”!!
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Guarantees are thus needed to avoid this risk, or at least to ensure some
protection against it. For the realization of the rule of law, these guaran-
tees should be both political, to protect the substance of democracy, and
legal, to protect the substance of rights; and both need the definition and
the respect of, at the same time and in interrelation, deliberative and legal
procedures.!?

Challenges to “Guarantee Rights” in the Information Society

While “guarantee rights” are a necessary part of these procedures, as con-
stitutive elements of the rule of law, it appears that they are particularly
challenged in the information society, leading not only to possible viola-
tions of these rights themselves, but also to violation of a large range of
substantive human rights and freedoms, of which they are a procedural
protection. This is particularly highlighted in recent national, regional, and
international regulations and legislation adopted or discussed in the infor-
mation society sector, as shown with some examples in the following sec-
tions of this chapter.

The common nature of this legislative and regulatory trend has been to
weaken the role of the judiciary power while extending the prerogatives
both of the police and of private parties, mainly the technical intermedi-
aries or Internet service providers (ISPs), though other private interests
have been given important powers as well in some specific cases.

On the one hand, the police and other law enforcement authorities have
progressively seen their investigative powers growing, particularly in terms
of interception of communications, search and seizure of data, and inter-
national cooperation by exchange of data, without the need for any court
order. On the other hand, a so-called self-regulation of Internet service
providers is strongly promoted, when not made compulsory by the legis-
lation, and even some penalties to third parties may now be applied (Inter-
net users who subscribe to ISP services) through contractual means granted
to ISPs and other private parties.

In both cases, these increased powers are breaching the rule of law by
the violation of the “guarantee rights.” However, they are being legitimized
by a political discourse based on two kinds of considerations. This dis-
course first invokes human rights considerations, such as the fight against
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terrorism to protect the security of persons and goods, the protection of
human integrity and dignity, and the protection of intellectual property.
It is also based on technical and practical considerations, such as the tech-
nical difficulties of enforcing the law on the Internet, the need for imme-
diate reaction—or even preventive action—where court trials are long
processes, and so on.

Extending the Prerogatives of Police Forces

The Council of Europe (CoE) Convention on cybercrime® is the first inter-
governmental treaty dealing with international cooperation for investi-
gating and prosecuting computer crimes. It is open for signature and
ratification by the forty-six member states of the CoE, and by nonmember
states, some of which have participated in its elaboration (Canada, Japan,
South Africa, the United States). Currently, forty-two countries (including
the four nonmember states) have signed the Convention, and ten of the
thirty-eight member states that are signatories have ratified the treaty and
are thus bound by its provisions. Other signatories have not yet ratified
the treaty,'* but have implemented some of its provisions in their national
legislation. This is the case in France, for instance (PHR 2004, PI-GreenNet
2003). One treaty section (Chapter II, section 1) deals with substantive
criminal law issues (computer-related fraud and violations of network secu-
rity, child pornography, and infringements of copyright),'s for the purpose
of legislation approximation. Two other chapters, constituting the major
part of the Convention, deal with procedural issues (Chapter II, section 2,
“Procedural law,” and Chapter III, “International cooperation”).

According to Greg Taylor, the treaty has “attracted a storm of criticism
from both civil liberties organizations as well as from computer industry
organizations” since the first public draft was released in April 2000'¢
(Taylor 2001).

Among the many provisions that have received strong criticisms, two of
them were quite “innovative,” since they created a breach of both the right
against self-incrimination—thus in direct violation of the right to a fair
trial—and the dual criminality requirement as a condition for mutual assis-
tance between countries—thus violating the principle of no punishment
without law. Article 19 of the Convention, dealing with search and seizure
of stored computer data, aims at allowing “competent authorities” to force



The “Guarantee Rights” for Realizing the Rule of Law 205

any person who has knowledge of data encryption keys to provide these
keys or to decrypt encrypted files. Under such obligation, a computer user
may be forced to provide evidence that could incriminate him. Article 34
of the Convention provides for mutual assistance of parties with respect
to the interception of content data. This is allowed “to the extent permit-
ted under their applicable treaties and domestic laws,” although without
demanding either that the related criminal offense allows for content data
interception or that these content data are related to a criminal offense in
both countries.

Moreover, though general “conditions and safeguards” have been added
to Article 15 of the Convention after strong objections from civil liberties
organizations to intermediate versions, these provisions have still been
found “not adequate to address the significant demands and requirements
for privacy-invasive techniques in the rest of the Convention.”” This
analysis was shared by the European privacy commissioners in their
opinion of March 2001,'® which notes that safeguards and conditions are
not harmonized and are not required to be effectively in place. Moreover,
this opinion highlights that the Convention is intended to be signed by
non-Council of Europe countries as well. These countries are thus not
bound by the European Convention on Human Rights (“granting the right
to privacy and data protection, secrecy of correspondence, fair trial, no
punishment without law, freedom of expression and imposing precise con-
ditions in clear legal texts to lawfully limit those rights”) and by other rel-
evant European instruments. These countries would then be part of an
international cooperation system requiring mutual assistance as provided
by the Convention, without being subject to the safeguards applicable to
Council of Europe countries. This is particularly true of the United States,
one of the non-Council of Europe countries that has pushed hardest to
have the Convention drafted and adopted. While the American Constitu-
tion indeed protects privacy in its Fourth Amendment, U.S. privacy laws
offer far fewer guarantees to citizens than the European legislation (as, e.g.,
the negotiations of “safe harbor” agreements between the United States
and the Furopean Union has shown (Electronic Privacy and Information
Center 2001).

The preparatory work leading to the Council of Europe Cybercrime Con-
vention started as early as 1996, and the Convention was adopted and
opened for signature some weeks after the September 11 attacks. Thus, the
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text doesn’t contain provisions to deal specifically with the fight against
terrorism, nor has it been legitimized—at least ex ante—by such an
objective.

This is not the case with laws and regulations adopted in many coun-
tries and regions, specifically to address the fight against terrorism, that
have led to important breaches in the rule of law, as controversies and
strong criticism from civil liberties organizations have shown throughout
the world.

Unsurprisingly, the first country that adopted such legislation was the
United States, with the Patriot Act, passed in October 2001. As summarized
by the American Civil Liberties Union (ACLU), “While its secret search,
surveillance and investigative authorities are troubling in their own right,
the Patriot Act has also become a rallying point for bipartisan concern
about broad erosions of fundamental checks and balances against govern-
ment abuse.”" Since the Patriot Act was passed only a short time after Sep-
tember 11, and thus in an incredibly emotional context, about a tenth of
its provisions are temporary, set to expire in 200S. The U.S. Congress has
already passed bills to renew some provisions, making most of them per-
manent. Other very problematic provisions are already permanent.

Both kinds of sections violate most of the “guarantee rights” listed in
this chapter. These include “government’s ability to execute criminal
search warrants (which need not involve terrorism) and seize property
without telling the target for weeks or months” and “allowing the FBI to
seize a vast array of sensitive personal information and belongings—
including medical, library and business records—using secret intelligence
tools that do not require individual criminal activity.” Although the
records can be seized only pursuant to a court order, judges are compelled
to issue these orders, making such judicial review “nothing more than a
rubber stamp.” Other permitted activities are “seizing a wide variety of
business and financial records and in certain instances accessing the mem-
bership lists of organizations that provide even very limited Internet serv-
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ices,” “allowing the government to demand records and content from
communications providers without consent, notice or judicial review in
an emergency,” and “interception of ‘computer trespasser’ communica-
tions without a judge’s assent” (ACLU 2005).

As of early October 2005, the U.S. legislative process is not over yet, since

the bills from both Houses of the U.S. Congress renewing Patriot Act tem-
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porary provisions still have to be reconciled. Obviously, one cannot foresee
if the U.S. Congress will eventually renew all the provisions in their current
form, or will adopt some of the safeguards adopted by the Senate in the
bill it passed. However, at this step, the French case is not encouraging
(Electronic Privacy Information Center 2004).

The first measure taken in France after the September 11 attacks was to
add new antiterrorism provisions to a law being discussed at the time, the
Daily Safety Law (Loi sur la Sécurité Quotidienne, or LSQ), enacted on
November 15, 2001. It includes provisions on data retention and provides
for government access to cryptography keys. While said to be a direct
response to September 11, these provisions were extracted from the draft
Law on the Information Society, introduced on June 13, 2001, by the gov-
ernment and purporting to implement the EU E-Commerce Directive
(2000/31/EC). With the LSQ, Internet service providers (ISPs) are required
to store log files on all their customers’ activities for up to one year. More-
over, the government has access to private encryption keys, import and
export of encryption software are restricted, and strict sanctions are
imposed for using cryptographic techniques to commit a crime.

Many civil liberties groups opposed the LSQ because it heavily curtails
human rights and was adopted hurriedly, in defiance of regular legislative
procedure and under the pretense of the fight against terrorism. These so-
called antiterrorism provisions of the LSQ initially were valid only until
December 2003, and were supposed to be subject to revision by the French
Parliament at that time. As a matter of fact, this limited duration has been
one of the main arguments to justify the fact that the French Constitu-
tional Council has not examined the compliance of this law with the
French Constitution. Socialist Senator Michel Dreyfus-Schmitt even
declared, “We may hope to be back to the legality of the Republic, to call
a spade a spade, after December 31, 2003 or even before this deadline,”?
de facto recognizing that these provisions were not even legal.

However, before this deadline was reached, the Internal Safety Law (Loi
sur la Sécurité Intérieure, or LSI) was adopted on February 13, 2003, and
made LSQ’s so-called antiterrorism provisions permanent. At the same
time, the LSI authorized the immediate access by law enforcement author-
ities to the computer data of telecommunications operators, including
Internet access providers, as well as of almost any public or private insti-
tute, organization, or company. The second important measure in the LSI
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authorized the search without warrant of any information system, pro-
vided that the data are accessible through a network to which the com-
puter being searched with a warrant is connected. If the data are stored in
a computer located in a foreign country, access to them remains subject to
applicable international agreements. The French Constitutional Council
found these provisions valid, and the LSI was enacted on March 18, 2003.

The European Union itself has not escaped the “fight against terrorism”
legitimating effect and the trend to adopt measures breaching the rule of
law. It has even done this in a domain where the European Union has long
had the most advanced legislation with respect to other countries. Such
legislation includes the protection of privacy and anonymity through the
confidentiality of communications provided, inter alia, by the EU Direc-
tive 97/66/EC of December 15, 1997, on the processing of personal data
and the protection of privacy in the telecommunication sector.?' In
addition to the general obligation for telecommunication operators to
erase traffic data or make it anonymous upon termination of a call, this
directive imposed on member states the obligation to ensure by law the
confidentiality of communications. The directive prohibits any kind of
interception or surveillance of communications except when legally
authorized: “when such restriction constitutes a necessary measure to safe-
guard national security, defense, public security, the prevention, investi-
gation, detection and prosecution of criminal offences or of unauthorized
use of the telecommunications system.”

The revision of this directive, at first to extend its scope to any kind of
electronic communication services and to implement EU internal market
competition in the telecommunication sector, has led the European Union
to abandon its established principle of forbidding any systematic surveil-
lance of communications. Instead, it has authorized the systematic manda-
tory retention of data on all communications of EU citizens by member
states, despite the opposition of civil liberties organizations?? and of a mass
movement of European citizens,? and even despite the opinion of the
group of EU data protection commissioners. The commissioners found that
the proposal “would undermine the fundamental rights to privacy, data
protection, freedom of expression, liberty and presumption of innocence,”
thus causing a shift in the burden of the proof in criminal cases. (For a
comprehensive account and analysis of this EU reversal and the role of
European and non-European actors, see Marzouki 2002-2003).
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Examples provided above are illustrate only some of the first steps in a
movement that we are seeing in Europe and in the United States, as well
as in the rest of the world. This movement undermines protection of due
process through extended prerogatives given to police forces and weakens
the role of the judicial power, if only by default of the requirement for a
judge’s assent to these kinds of police investigations. This trend is also
worsened by the extension of prerogatives of private parties.

Extending the Prerogatives of ISPs and Other Private Parties

Discussing how globalization may affect the law, Benoit Frydman identi-
fies five main features of a new model of global governance: (1) a shift from
institutional regulation to economic regulation; (2) a correlative shift from
public regulators to private actors; (3) a shift from primary substantive rules
to secondary procedural rules; (4) the increasing use of technical devices
to implement regulations; and (5) a rhetorical emphasis put on basic
human rights and fundamental liberties (Frydman 2004). This model,
which Frydman applies to systems apparently as different as, on the one
hand, global warming and tradable pollution permits and, on the other
hand, Internet content coregulation, seems a perfect description of Inter-
net governance regimes and mechanisms that can be observed in other
domains as well, including privacy and personal data protection (Marzouki
and Méadel 2004).

An increasing implementation of this model has been occurring since
the 1990s—since Internet use has been growing in the general public,
making public communications within almost anyone’s reach—while prac-
tical problems are posed for civil or penal law enforcement, including exac-
erbated conflicts of rights and, obviously, conflicts of jurisdictions. This
situation has led to new modalities of censorship (Marzouki “Nouvelles
modalités,” 2003), in which censorship is exercised either by private actors
(especially Internet service providers) or by technical artifacts implemented
by software, hardware, or even the Internet infrastructure itself (Lessig
1999). How this situation leads to violations of fundamental substantive
rights, starting with the right to freedom of expression, has been exten-
sively documented in the literature, and is also discussed in other chapters
of this book. However, possible violations of the “guarantee rights” iden-
tified in this chapter are seldom addressed in this context, although many
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national and regional regulations include procedural measures that tend
to affect these constitutive elements of the rule of law.

Prior to detailing these kinds of procedural measures and how they may
violate “guarantee rights,” it is necessary to discuss how the right to a fair
trial applies in the context of civil rights and obligations. The extension
of the prerogatives of ISPs and other private parties, examined in this
section, mostly relates to situations falling within the scope of civil law
issues. Recalling the most important jurisprudence? of the European Court
of Human Rights in relation to the civil aspect of Article 6 of the European
Convention on Human Rights, Susan Schiavetta highlights the right of
access to the court as an integral part of the right to a fair trail. She
concludes:

Seeing that the rule of law would be rendered superfluous if there was no actual
access to the courts, it was thought that the ability to gain access had to be an intrin-
sic part of Article 6. The lack of explicit reference to the right of access was merely
illustrative of the fact that such a right had been entrenched in society for so long
that there was no need to guarantee it further. Indeed, the ability to submit a civil
claim to court is internationally recognized as a fundamental principle of law, and
as such the Convention does not just presuppose the existence of courts but also
the existence of the right to access courts in civil matters as without this right no
civil court could begin to operate. (Schiavetta 2004)

This breach of the right of access to a court is the main violation of the
right to a fair trial that can be observed in the following three groups of
procedural measures extending the prerogatives of ISPs and other private
parties, particularly when this extension is enforced by law.

The first group of such procedural measures deals with the limitation of
ISPs’ liability for unlawful content they may be hosting, which is authored
by one of their subscribers, provided that some conditions are respected.
This is the case in the European Union, with the adoption in 2000 of the
E-commerce Directive. One of its provisions states that an ISP may not be
held liable if it either does not have actual knowledge of illegal activity or
content it is hosting or, when having such knowledge, complies with the
“notice and take-down” procedure by “acting expeditiously to remove or
to disable access to the content.” In the United States, a similar provision,
though restricted to copyright infringements, applies through the Digital
Millennium Copyright Act (DMCA), adopted in 1998.

Regarding other kinds of infringements, the U.S. Communication
Decency Act, adopted in 1996, provides that ISPs are exempted from civil
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liability for content they host or give access to. However, “the Good Samar-
itan provision” allows ISPs to take voluntary actions “in good faith to
restrict access to or availability of material that the provider . .. considers
to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or
otherwise objectionable, whether or not such material is constitutionally
protected” (Frydman and Rorive 2002).

In summary, the practical effect of these kinds of self-regulatory or coreg-
ulatory measures allows private sector actors to remove content they host,
or block content they give access to, or breach the privacy of their sub-
scribers, or violate the protection of their personal data, solely upon noti-
fication by third parties of controversial or allegedly illegal content or
action. Since this is done without any court decision confirming that this
content or action is indeed unlawful, if may cause indiscriminate private
censorship, leading to freedom of expression and privacy infringements
and resulting, in some cases, in a breach of the principle of no punish-
ment without law. Moreover, except for the DMCA, according to which a
“notice and put back procedure” can be issued by the author of the content
to be removed, so that the case can be settled by the parties without any
decision made by the ISP, the only solution remaining for the author of
the removed content is to file a complaint. The burden of the proof then
rests on him.

A second group of procedural measures relates to the use of contractual
regulations either through an ISP’s code of conduct or through specific sub-
scription clauses. France provides one example of the first case. Three
French ministers, representatives of the music industry, and major ISPs and
telecom operators signed a charter in July 2004. This charter builds on the
French implementation of the E-commerce Directive that implements the
notice and take-down procedure, and the revised French privacy and data
protection act that allows royalties collection societies, representing intel-
lectual property right holders, to create files with telecommunication
traffic data of supposed copyright infringers using peer-to-peer networks.
By signing this charter, ISPs commit to terminate contracts of their sub-
scribers whose IP addresses have been identified by representatives of prop-
erty right holders. A judicial order is needed for contract termination
following this charter. However, this order is not the result of a normal
court case regarding a procedure in which each party is heard by a judge,
but rather a simple ordinance signed by a judge upon presentation of a
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request. Consequently, there is a breach in the right to a fair trial and to
an effective remedy as well (Marzouki 2005).

A third category of procedural measures limiting recourse to the courts
is the increasing promotion of alternative dispute resolution (ADR) mech-
anisms, especially when implemented in online form (e-ADR). Susan
Schiavetta provides an extensive discussion on the relationship between
e-ADR and the right to a fair trial as provided by Article 6 of ECHR and in
relation to the jurisprudence of the European Court of Human Rights
(Schiavetta 2004). She analyzes, depending on the mandatory or voluntary
character of the e-ADR mechanism, the requirements stated by the Euro-
pean Court in order for e-ADR to comply with the right to a fair trial. These
requirements are not necessarily met when the substance of the dispute
deals with Internet content or the designation of Internet content. Exam-
ples of such cases are provided by the global and mandatory Uniform
Dispute Resolution Procedure (UDRP) set up by ICANN, the unique Inter-
net domain names management organism, a private party registered in
California. When a dispute over a domain name arises, the complainant—
in most cases a trademark holder—may file a complaint according to the
UDRP procedure, so that arbitration occurs. This process leads to a deci-
sion that the domain name is taken from the defendant and given back
to the complainant, or to an enforcement procedure executed by the con-
cerned registrar (an ISP whose role is to host the domain name). Mueller
2002 analyzes how this procedure leads to “arbitration forum shopping,”
which in many cases biases the result of the procedure to the benefit of
the complainant. Moreover, it also results in the expansion of intellectual
property rights (especially trademarks) to the detriment of other rights
(e.g., freedom of expression). In the end this shows that the UDRP proce-
dure is far from meeting the requirements for the respect of the right to a
fair trial and the right to an effective remedy.

In addition to these three main categories of procedural measures
extending the prerogatives of ISPs and other private parties, another major
problem of law enforcement relates to competence of jurisdictions. As
stated in Frydman (2004), “the classical rules of jurisdiction allow any State
to interfere with any data posted on the Internet, as soon as these data can
be accessed from a computer located in its territory.” This obviously poses
a central problem with respect to the borderlessness of the Internet and,
at the same time, the fact that different countries have different substan-
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tive legislation. A court in one country may find a person guilty of a crim-
inal offense, and require execution of the corresponding penalty in this
person’s country, while the legislation of this person’s country recognizes
the act as perfectly legal. A well-known and overly documented example
of such a problem is the French Yahoo case (Frydman and Rorive 2002). A
nonbinding document of the Council of Europe has, for the first time ever,
tried to address the problem while respecting the principle of no punish-
ment without law. This is done by recommending that member states
“consider whether there is a need to develop further international legal
frameworks on jurisdiction to ensure that the right to no punishment
without law is respected in a digital environment.”?> However, it will
be a long time before such a political statement becomes binding
international law.

Conclusion

As tentatively shown in this chapter, we are facing a strong trend toward
weakening the role of the judiciary while extending the prerogatives both
of the police and of private parties. Being based solely on procedural mod-
ifications of the law, the impact of this movement on the substance of fun-
damental rights may not immediately be obvious. Provided that the
substantive rights themselves are not directly modified, these changes may
still seem acceptable to many observers. However, since the “guarantee
rights” are procedural means to protect, defend, and recover the “sub-
stantive rights,” human rights defenders should understand that as soon
as the “guarantee rights” are challenged, “substantive rights” are de facto
endangered.

This tendency is the result of a globalized world, more and more ruled
by economic regulation and market forces, and where states are increas-
ingly leaving their sovereign prerogatives in the hands of private parties,
promoting so-called self-regulation and coregulation procedures in the
name of efficiency. These contractual procedures, mainly involving private
actors (and also sometimes public actors), apply to a subject who is not
even a party to the contract: the citizen. This is particularly shown by the
“notice and take-down” procedure. At the same time, states are increasing
their surveillance and monitoring powers over citizens: in the name of a
war against terrorism, and with the pretension of increasing our security,
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human rights, the rule of law, and democracy are being violated, thus best
realizing the objectives of the enemies of democracy.

In his analysis of how globalization affects the law, Benoit Frydman iden-
tifies two traditional ways to tackle legal issues involving international
aspects: “the first one are [sic] the rules of jurisdiction .. ., the second one
is for the international community . . . to agree on common rules and stan-
dards” (Frydman 2004: 228-229). Although some cases, such as the French
Yahoo case, have shown that the first way has not yet been completely
abandoned, explorations of the second way have already started.

Legislation approximation has been occurring at the European Union
level, and this chapter has shown how, when dealing with the informa-
tion society, this process is challenging the “guarantee rights” in many
aspects. However, the European Union case is special in that it constitutes
a coherent, regional union of states with its own institutional system, rules,
and legal order.

The first real attempt at an international agreement between sovereign
states is thus the Council of Europe Convention on Cybercrime. In this
case, too, we have shown that the “guarantee rights” have been challenged.

The second attempt is the World Summit on the Information Society
(WSIS). Human rights defenders have seen WSIS as “an important oppor-
tunity to carry the human rights agenda forward,” as declared by the WSIS
Civil Society Human Rights Caucus at the Geneva phase of the summit.?
Though aiming “to actually translate human rights principles to the
context of the information society,” the Caucus task has, rather, “become
defending the formal commitment to previously reached international
consensus, that is, preventing complete backtracking on human rights.”
After completion of WSIS’s second phase, the challenge of bringing forward
the actual implementation of human rights standards has clearly not been
accomplished. As numerous cases show, the main human rights problems
today do not relate to lack of formal commitment, but rather to lack of
effective implementation of human rights. The first international attempt
to translate human rights into the context of the information society has
thus been squandered (Marzouki and Joergensen 2004).

Any future attempt to tackle globalization and its impact on informa-
tion society legislation will face the same failure, unless it starts by recog-
nizing that procedural means to protect universally recognized human
rights and fundamental freedoms, known as the “guarantee rights,” do
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have their precise translation in the information society, and should be
protected as such. The first and foremost protection resides in strengthen-
ing the judiciary’s power, instead of weakening it.

Notes

1. As numbered in the translation into English of the original Latin text. See
this translation provided by the British Library and based on Holt (1992).
http://www.bl.uk/collections/treasures/magnatranslation.html.

2. After five men (Sir Thomas Darnel and four others), known as the Five Knights,
were imprisoned by King Charles I for refusing to contribute to forced loans.

3. Other, more specific procedural guarantees that are enshrined in some of the
“substantive rights” (e.g., the right to privacy) are beyond of the scope of this
chapter. Some of them are dealt with extensively in relevant sections of this book.

4. See the explanatory report of this protocol (CETS no. 177, adopted in 2000 and
entering into force in 2005) for a better understanding of the limitation of
Article 14 of ECHR with regard to equality and non-discrimination. Available
on the Council of Europe Web site, http://conventions.coe.int/Treaty/en/
Reports/Html/177.htm.

5. Called (e.g., in ACHR) “freedom from ex post facto laws.”

6. To the extent that a group of members of the Council of Europe Parliamentary
Assembly proposed, in May 2004, a resolution regarding the coherent translation
into French of the expression “principle of the rule of law,” stressing their concern
related to possible misinterpretation, through inappropriate translations, of the sub-
stance of this principle. The motion is still pending since, according to the Council
of Europe Parliamentary Assembly website, “this motion has not been discussed in
the Assembly and commits only the members who have signed it.” See http://
assembly.coe.int/Documents/WorkingDocs/doc04/EDOC10180.htm.

7. For a general overview of this evolution, see Chevallier (2004). We use “rule of
law” here as the English translation of the concept of “état de droit” rather than
specifically as the concept of the British rule of law. A more comprehensive discus-
sion is in Chevallier (2003).

8. “Une véritable rhétorique a laquelle ne peut plus échapper la souveraineté des
états dans leurs rapports avec la communauté internationale” (Mockle 2000: 238).

9. Available at http://www.osce.org/item/4047.html. The CSCE became the OSCE
(Organization for Security and Co-operation in Europe) in 1994.

10. Available at http://www.unhchr.ch/html/menuS/wchr.htm.
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11. “L’état de droit est posé comme une valeur en soi, sur laquelle aucun compro-
mis n’est possible: recouvrant des significations multiples et passablement contra-
dictoires, il se présente comme une notion floue et a géométrie variable; enfin, son
incorporation au discours politique le rend porteur d’effets de légitimation. L'état
de droit apparait ainsi comme un véritable mythe, dont la portée n’a d’égale que
I'imprécision” (Chevallier 2003).

12. As discussed by Habermas (1997), who shows how these principles are the nec-
essary conditions of a legitimate use of law, even without considering any norma-
tive content.

13. CETS no. 185. Adopted in Budapest on Nov. 23, 2001, and entered into
force on July 1, 2004. Available at http://conventions.coe.int/Treaty/en/
Treaties/Html/185.htm.

14. As of Apr. 30, 200S.

15. The treaty is supplemented by an additional protocol making dissemination of
racist and xenophobic propaganda via computer networks a criminal offense.

16. Most of these criticisms may be found at http://www.treatywatch.org and at
http://www.epic.org/privacy/intl/ccc.html.

17. See http://www.treatywatch.org/Draft_27_Comments.html.

18. EU Article 29 Data Protection Working Party Opinion 4/2001 on the Council of
Europe’s draft Convention on Cybercrime. March 22, 2001.

19. For details of the Patriot Act provisions and how they are breaching even
minimal requirements of the rule of law, see ACLU main USA Patriot Act Web page,
http://www.aclu.org/patriot.

20. “II est vrai que le 31 décembre 2003, c’est loin, et que nous pouvons espérer
revenir a la légalité républicaine, pour appeler les choses par leur nom, bien plus
tot.” Michel Dreyfus-Schmitt, declaration at the French Senate session of Oct. 17,
2001. See http://www.senat.fr/seances/s200110/s20011017/s20011017_mono.html.

21. Available at http://europa.eu.int/smartapi/cgi/sga_doc?smartapi!celexapi!prod!
CELEXnumdoc&lg=EN&numdoc=31997L0066&model=guichett.

22. See the letter sent by a large coalition of NGOs to the president of the European
Parliament, available at http://www.gilc.org/cox_en.html, and other actions docu-
mented at http://www.epic.org/privacy/intl/data_retention.html.

23. In less than one week, more than 17,000 EU citizens signed a petition against
the proposal.

24. Golder v. United Kingdom, A 18 (1975), para. 35.
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25. Council of Europe, Multidisciplinary Ad Hoc Committee of Experts on the
Information Society (CAHSI), “Draft Political Statement on the Principles
and Guidelines for Ensuring Respect for Human Rights and the Rule of Law
in the Information Society,” approved by the CAHSI on Apr. 7, 200S5. Avail-
able at http://www.coe.int/t/e/integrated_projects/democracy/02_Activities/00_
Declaration_on_Information_Society

26. WSIS CS Human Rights Caucus press release, Dec. 7, 2003. Available at
http://www.iris.sgdg.org/actions/smsi/hr-wsis/hris-pr-071203-en.html.
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9 A Nondiscriminatory Information Society

Mandana Zarrehparvar

The World Summit on the Information Society’s (WSIS) Declaration of
Principles and Plan of Action have taken human rights principles as their
point of departure and reiterate the essential principles of universality and
indivisibility with references to the Charter of the United Nations, the Uni-
versal Declaration of Human Rights, and the Vienna Declaration. However,
despite the proliferation of knowledge about discrimination and the value
of information and communication technology (ICT) to the realization of
human rights, the documents and debate on the visions for the Inform-
ation Society fail to seriously address and refer to the fundamental princi-
ple of non-discrimination.

This chapter will address the challenges facing the information society
and discuss in particular the need to translate the right to be protected
against any form of discrimination or hate incitement. A prerequisite for
this discussion is an understanding of the principle of non-discrimination.
The chapter thus begins with an examination of how the principle is
reflected through the instruments adopted by the international commu-
nity since World War II. The chapter will further explore the ways in which
discrimination manifests itself in relation to the information society. In
particular, it will suggest that more attention be paid to two dilemmas of
the information society: the backlash against any commitment to combat
racism, gender discrimination, or any other form of intolerance through
the Internet, and discrimination through lack of access to ICT.

The Principle of Nondiscrimination

Basically, the purpose of the nondiscrimination principle is protection of
all individuals from being discriminated against on grounds stipulated in
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the human rights instruments and obligating state parties to take action
to ensure equal treatment.

Discrimination can roughly be defined as any distinction, exclusion,
restriction, or preference that is based on certain prohibition criteria, and
has the purpose or effect of nullifying or impairing the recognition, enjoy-
ment, or exercise by certain persons, on an equal footing, of certain rights
and freedoms.!

The common conceptions of discrimination are direct and indirect dis-
crimination. Direct discrimination occurs when one person is treated less
favorably than another is, has been, or would be treated in a comparable
situation on prohibited grounds. For instance, when women do not get
jobs because of their gender or when access to public services is denied to
persons from certain minority groups.

Indirect (or concealed) discrimination, on the other hand, occurs when
an apparently neutral provision, criterion, or practice would, without any
objective justification, put certain categories of persons at a particular dis-
advantage compared with other persons. For example, a height require-
ment to enter a police academy can in effect restrict the number of women
who can become part of the police force. The height requirement is not
proportionate and objectively justifiable because one does not need to have
a certain height in order to be a good and qualified policeman/woman.

Broadly, the principle of nondiscrimination refers to the requirement
that the state parties treat similar cases alike, and different cases differently.
In other words, the enjoyment of rights and freedoms on an equal footing
does not necessarily mean identical treatment. Not all similar cases can be
treated alike. For instance, the Convention on the Elimination of All Forms
of Discrimination Against Women (CEDAW) requires that special protec-
tion be given to women against harmful work during pregnancy. The prin-
ciple of nondiscrimination acknowledges that there is room for differential
treatment, but only when it is objectively justified by a legitimate aim and
the means of achieving that aim is proportionate and necessary.

The fundamental principle of nondiscrimination has since World War II
become a central standard in the development of human rights. Recog-
nized human rights ought to be applied to all human beings without dis-
crimination and irrespective of a person’s status and position. In a sense,
nondiscrimination is what makes human rights universal, a red thread and
an indispensable principle in the global endeavor to protect and promote
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human rights. The non-discrimination provisions in the various human
rights instruments reflect this indispensability.
Chapter 1, Article 1, of the United Nations Charter (1945) states:

... To achieve international cooperation in solving international problems of an
economic, social, cultural, or humanitarian character, and to promote and encour-
age respect for human rights and for fundamental freedoms for all without distinc-
tions to race, sex, language, or religion. ..

The Universal Declaration of Human Rights (1948) reaffirms and
expands the principle of equal rights and nondiscrimination stipulated in
the Charter. Article 2 states:

Everyone is entitled to all the rights and freedoms set forth in the Declaration,
without distinction of any kind such as race, colour, sex, language, religion, politi-
cal or other opinion, national or social origin, property, birth or other status. Fur-
thermore, no distinction shall be made on the basis of the political, jurisdictional
or international status of the country or territory to which a person belongs, whether
it be independent, trust, non-self governing or under any other limitation of
sovereignty.

The principle of nondiscrimination also has a prominent position in the
two covenants that transformed the Universal Declaration of Human
Rights into binding treaty law. Article 2, Paragraph 1, of the International
Covenant on Civil and Political Rights (ICCPR) and Article 2, Paragraph 2,
of the International Covenant on Economic, Social and Cultural Rights
(ICESCR) specify provisions by which the state parties guarantee that
the human rights stipulated in each covenant are exercised without
discrimination.

The indispensability of the principle of nondiscrimination is further
underlined by the adoption of specialized human rights instruments aimed
at the elimination of discrimination.

The Convention on the Rights of the Child prohibits, and thus protects
the child against, discrimination in relation to the rights protected in the
Convention and, moreover, adds ethnic origin and disability to the speci-
fically mentioned categories against which discrimination is prohibited.
Article 2 of the Convention further adds that the child is protected against
all forms of discrimination based on the status, activities, expressed
opinions, or beliefs of the child’s family members.

The International Labour Organisation (ILO) and the U.N. Educational,
Scientific, and Cultural Organisation (UNESCO) have adopted numerous
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conventions in which the principle of nondiscrimination is mentioned, in
particular the ILO Convention on Discrimination in Respect of Employ-
ment and Occupation and the UNESCO Convention Against Discrimina-
tion in Education.

The ILO Convention, in Article 1, Paragraph 1(a), defines discrimination
as

... any distinction, exclusion or preference made on the basis of race, colour, sex,
religion, political opinion, national extraction or social origin, which has the effect
of nullifying or impairing equality of opportunity or treatment in employment or
occupation.

The definition of discrimination in the UNESCO Convention is formu-
lated in Article 1, Paragraph 1, and is similar to the one in the ILO Con-
vention, except that it mentions language, economic conditions, and birth
as categories against which discrimination is prohibited. The UNESCO
Convention does not merely aim at eliminating discrimination from leg-
islative provisions and administrative practices. It also addresses the delib-
erate denial of the right to education to certain members of society, as well
as indirect discrimination caused by a combination of social, geographi-
cal, economic, and historical circumstances.

The Convention on the Elimination of All Forms of Discrimination
Against Women (CEDAW) and the Convention on the Elimination of All
Forms of Racial Discrimination (CERD) not only provide protection against
discrimination based on specific grounds but also obligate the state parties
to take positive and constructive measures to ensure the elimination of
discrimination. CEDAW and CERD confirm the standards stipulated in
earlier conventions and add new dimensions and principles to them.

CEDAW guarantees the right of all women to be free from discrimina-
tion and formulates state obligations that are designed to ensure the legal
and practical enjoyment of that right. It deals in greater detail with a
variety of issues arising in the area of discrimination against women. The
scope of the Convention is very broad, and there are provisions concern-
ing all aspects of life. Article 1 of CEDAW defines discrimination against
women as
... any distinction, exclusion or restriction made on the basis of sex which has the

effect or purpose of impairing or nullifying the recognition, enjoyment or exercise
by women, irrespective of their marital status, on the basis of equality of men and
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women, of human rights and fundamental freedoms in the political, economic,
social, cultural, civil or any other field.

Article 1, Paragraph 1, of CERD defines racial discrimination as

any distinction, exclusion, restriction, or preference based on race, colour, descent,
national or ethnic origin which has the purpose or effect of nullifying or impairing
the recognition, enjoyment or exercise, on an equal footing, of human rights and
fundamental freedoms in the political, social, cultural or any other field of public
life.

CERD protects all persons exposed to acts of racial discrimination in all
public aspects of life and, among other requirements, obligates state parties
to declare punishable by law all dissemination of ideas based on racial
superiority or hatred and incitement to racial discrimination, with due
regard to the Universal Declaration of Human Rights, Article 19, on
freedom of expression.

The development of the human rights instruments has had the overall
aim of achieving international cooperation and fundamental respect for
all human rights. Ever since the adoption of the United Nations Charter
in 1945, the prohibition of discrimination based on personal characteris-
tics has been an intrinsic part of the global protection and promotion of
human rights. Therefore, provisions against all forms of discrimination
have been developed and included in the human rights instruments. The
development since the adoption of the Universal Declaration of Human
Rights in 1948 also shows that it is essential to define discrimination more
concretely by having specific instruments (ICERD and CEDAW) with
provisions against discrimination to tackle different prohibition criteria or
categories of persons who need protection.

Nondiscrimination and ICT

As illustrated above, nondiscrimination is established as a bedrock princi-
ple of international human rights instruments. However, despite these
instruments and the commitment on paper by state parties, combating
discrimination and securing equal treatment is far from being globally
realized.

Reasons for not realizing the principle by the state parties are many. It
is not the objective of this chapter to dwell on what these are and to what
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degree the reasons are legitimate and plausible. However, it should be
pointed out that the lack of a full implementation of the nondiscrimina-
tion principle has dire implications for the state of the world order. Social
and political unrest, instability, a growing gap between the poor and the
rich, environmental problems and catastrophes, epidemics such as
HIV/AIDS, ethnic cleansing, and racism are just a few examples.

In regard to ICT and the development of the information society, the
lack of implementation of the nondiscrimination principle also has its
implications. I will go so far as to argue that without the principle of non-
discrimination, there can be no information society. In order to make my
point, I will focus on how a lack of implementation of the nondiscrimi-
nation principle manifests itself (1) in relation to the Internet and (2) in
relation to access to ICT by certain vulnerable groups.

Hate Speech on the Internet

The Internet is a wonderful thing. It has made access to and exchange of
information (for those of us who are so privileged) much quicker and
easier. It is the medium in which many have the opportunity to exercise
their right to freedom of expression and thereby express their opinions on
any subject. It is relatively cheap and easy to maintain, and even individ-
uals or small groups have the same circulation potential and availability
capacity as the New York Times or television networks such as CNN. Last
but not least, the Internet provides an easy and effective way of organiz-
ing, fund-raising, communicating, and merchandising. It can therefore be
used effectively for the common good of mankind and be a strong instru-
ment to promote human rights.

But the Internet is not being used only for the common good of
mankind. It is also used very effectively to spread discriminatory and hate
propaganda.

The structure of the Internet, its pervasiveness, and the possibility it
affords for anonymity have made cyberspace a playground for those who
wish to spread hateful propaganda and incite to hate and violence. A quick
check on any search engine provides numerous home pages that target
their propaganda against immigrants, Jews, Muslims, or homosexuals,
inciting hate and encouraging violence against these groups. For instance,
in The Netherlands, the Dutch Complaints Bureau has noted a steady
increase in discrimination on the Dutch part of the Internet. During 2003
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a total of 1,496 expressions were reported, of which 121 contained threats
against individuals or ethnic or religious groups or called for violence
against them.? According to the International Network Against Cyber Hate
(INACH), in The Netherlands, Germany, the United Kingdom, and France
there are more than 10,000 hate sites.?

Some free speech advocates believe that hate speech on the Internet
cannot and should not be curbed.* They believe that any regulation of the
Internet would be an infringement on the right to freedom of expression.
There are also those who regard expressing hate to be a legitimate state-
ment of political belief. What some tend to forget is that the right not to
be discriminated against is just as much a human right as the right to
freedom of expression. These rights are weighted equally in human rights
and complement, protect, and enhance one another. Having the right to
exercise freedom of expression will be senseless if that right is not pro-
tected by the right not to be discriminated against on grounds of, say,
gender or ethnicity. On the other hand, it does not make any sense to use
the right to freedom of expression to spread hate of various groups of
people in the society and thereby infringe on their fundamental right not
to be discriminated against.

There is a need to protect freedom of expression and to combat dis-
criminatory and hateful speech, even though in attempting to do so, we
risk “impairing core aspects of one or the other”s right. An example of how
such a balance can be struck is the European Court of Human Rights’ deci-
sion in the case of Jersild v. Denmark.°

Jersild v. Denmark is a case involving a journalist (Jens Olaf Jersild) who
broadcast an interview with three youngsters belonging to a group who
called themselves the Green Jackets. During the interview the Green Jackets
expressed extreme racist attitudes and support for eugenics and apartheid,”
which led to a subsequent conviction in the City Court of Copenhagen of
the three youngsters and Jersild, in accordance with Section 266b® of the
Danish Penal Code. Jersild appealed the court’s decisions to the High Court
of Fastern Denmark, where it was dismissed, and then to the Supreme
Court, where it also was dismissed. Once the national remedies were
exhausted, Jersild submitted an application to the European Court on
Human Rights, on the ground that his conviction was in violation of
Article 10 of the European Convention on Human Rights—his right to
freedom of expression.’
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The European Court of Human Rights, in its final decision on Septem-
ber 23, 1994, acquitted Jersild. In its decision the Court made it clear that
“incitement to racial hatred does not deserve protection under the right
to freedom of expression, whilst at the same time protecting the right of
the media to report on issues of public interest, however controversial or
offensive, without national or international courts ‘substituting their own
views for those of the press as to what technique of reporting should be
adopted by journalists.” "1

Another aspect that some may not realize is that online propaganda is
used to commission hate crimes, and the persons behind the hate sites are
not just unsophisticated thugs. The reality is that these groups and indi-
viduals are the generation that has grown up in a digitized world and sees
greater potential for cyberspace than their predecessors. They communi-
cate in cyberspace ever more frequently and effectively. And they use the
Internet for planning actions (such as the organization of demonstrations),
for fund-raising, and for the recruitment of new group members.!!

Despite the worries expressed by free speech advocates, combating hate
sites does not necessarily imply curbing freedom of expression. On the con-
trary, in order to protect the right to freedom of expression, it is necessary
to combat discrimination. It must not be forgotten that these types of
home pages have, apart from disseminating hate and violence, another
serious effect: they undermine democracy and the fundaments of a demo-
cratic society, which in turn are the underlying premises for people to exer-
cise their right to freedom of expression. Situations in which hate speech
can be harmful should be illegal, for the simple fact that whereas freedom
of expression is a condition for a successful democracy, tolerance is essen-
tial for the survival of a democracy.'?

Combating discrimination on the Internet is very complex. Yet, however
complex it may be, state parties and the international community cannot
leave the responsibility for regulation to Internet service providers.

A report prepared by the Swiss Institute of Comparative Law for the
European Commission Against Racism and Intolerance'® concludes that
the Internet, like any other means of communication, does not fall outside
the scope of the law. The problem, though, is that
... the legal instruments at the source of international judicial cooperation have not

adapted to the era of digitalised, world-wide electronic communications. Their
lengthy and cumbersome procedures, which are linked with national sovereignty,
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scarcely favour the cooperation and coordination indispensable to effective action
against transient communications which know no frontiers.!*

On a regional level, the Council of Europe (CoE) has adopted the Con-
vention on Cybercrime and an additional protocol to the Convention con-
cerning the criminalization of racist and xenophobic acts committed
through computer systems. The Convention and its additional protocol
provide a source of international judicial cooperation, at least at the
European level, but since only ten out of forty-six member states have
ratified the Convention, the prospects seem quite bleak.

Despite bleak prospects, the existing human rights instruments do
provide some possibilities. Application of the principle of non-discrimina-
tion as stipulated in the various human rights instruments does indeed
provide not only a definition of what is discriminatory but also guidelines
for nondiscriminatory practices on the Internet. Article 7 of the Universal
Declaration of Human Rights declares that all human beings are entitled
to the equal protection of the law against any incitement to discrimina-
tion. Article 20 of the ICCPR declares that any advocacy of national, racial,
or religious hatred that constitutes incitement to discrimination, hostility,
or violence shall be prohibited by law. Article 4 of the ICERD obliges all
state parties to enact laws prohibiting and punishing the dissemination of
racist material.

Even though the Universal Declaration on Human Rights, ICCPR, and
ICERD were drafted and adopted at a time when the Internet was not a
widely used communication medium, they provide the possibility to put
into effect positive measures to prevent discriminatory home pages. State
parties that have adequate legal instruments to combat discrimination
usually make no reference to a technical means of communication, and
therefore the existing legal provisions intended to combat hateful state-
ments in the physical world are perfectly capable of barring hateful state-
ments on the Internet. It is a question of political will and commitment
to secure nondiscriminatory, democratic societies.

Discrimination in Access to ITC

Addressing the issue of discrimination in access to ICT concerns the right
not to be discriminated against when wanting to access ICT at the national
or state level rather than the right to have access as such. With regard to
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the latter, it is, however, necessary to acknowledge the link between the
global and the local levels.

Looking at statistics and surveys by various international research insti-
tutions, it becomes clear that the majority of ICT users and owners of PCs
live in the United States, Canada, and western Europe. A survey published
on February 23, 2003,'s shows that the United States alone accounted for
29 percent of the global Internet access and Latin America accounted for
only 2 percent. The same survey showed that Europe accounted for 23
percent, and Asia-Pacific for 13 percent. Africa was not even mentioned.
The survey does not say why Africa is not mentioned, but perhaps the
answer can be found by looking at data collected by the International
Telecommunication Union. In 2003, out of 10,000 Africans only 149
persons used the Internet, and out of 100 persons only 1.38 had a PC. In
comparison, in the United States, out of 10,000 persons, more than 5,000
were Internet users, and out of 100 persons, 66 had PCs.®

The general lack of access to ICT globally and the “digital divide”
between south and north implicate discrimination due to poverty and lack
of social, economic, and political development. In fact, it could be argued
that the lack of access to ICT in the developing regions adds to human
rights violations such as discrimination against vulnerable groups. ICT is
a gateway to accessing knowledge and information. Having access will, for
example, enable the creation and distribution of information to develop
business opportunities, and ensure that rural areas have access to educa-
tion and to information on, for instance, family planning, medical treat-
ment, one’s right not to be discriminated against, and, more generally,
means to create and partake in different types of networks.

It is no secret that access to information empowers individuals and
groups to combat poverty and support their participation in the develop-
ment of democratic societies. However, it is also no secret that vulnerable
groups, due to discrimination, do not have equal access to the information
provided through ICT.

Generally speaking, information and communication technologies are a
commodity available to the general public, and as such are within the
scope of the provision of goods and services. The term “goods and serv-
ices” potentially extends across a wide range of private and public activi-
ties, including the provision of education, housing, transport, service
delivery, and the supply of goods.”” When a product, commodity, service
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or good is intended for the general public, the provider must guarantee
the right to access to it for everyone, without distinction as to race, eth-
nicity, color, religion, gender, disability, age, or civil or political status. This
applies to both private and public telecommunication and ICT providers.

Nevertheless, discrimination in the provision of goods and services can
involve the manifestation of some of the most virulent and overt forms of
prejudice against certain groups in a society.'® As mentioned before, the
general lack of global access to ICT and the existence of the digital divide
imply the existence of discrimination. But there are few or no disaggre-
gated data as to which groups of persons have or don’t have access to ICT.
Collecting such data is very difficult. The difficulty lies in the fact that the
violations are often committed indirectly or as an accepted traditional and
social behavior. Discrimination is often institutionalized as neutral prac-
tices embedded in the traditions and institutions of a society.

Women, for instance, due to existing gender stereotyping and their tra-
ditional status and position in society, are denied access to a large range
of goods and services, and access to ICT is no exception. For example, in
societies where women are not allowed to be visible in public, they are
denied entrance to Internet cafés. They also are indirectly discriminated
against because most women live in rural areas and are not very mobile.
Generally speaking, ICT providers do not prioritize rural areas or the state
does not ensure an infrastructure that enables ICT to be accessed in those
areas. Seemingly a neutral practice/policy, but in effect a practice/policy
that excludes a particular group of people: women.

Dr. Heike Jensen, an expert in the field of gender, argues further in her
chapter in this book:

Many global and pervasive structural human rights violations against women and
girls have intersected with the digital divides based on north-south, urban-rural,
rich—-poor, and racially or ethnically motivated divisions, and have constituted for-
midable barriers to many women'’s and girls’ access to ICTs. Among these are the
discrimination against girls and women in education and access to technology
(CEDAW, Articles 5 and 10; BPfA, Critical Areas of Concern 2 and 12); job oppor-
tunities, career development, and level of income (CEDAW, Articles 11, 13(b), and
16(g); BPfA, Critical Area of Concern 6); business autonomy and money at their free
disposal (CEDAW, Articles 15(2) and 16(h); BPfA, Critical Areas of Concern 1 and
7); leisure time and cultural participation (CEDAW, Article S); political participation
(CEDAW, Articles 7 and 8); and decision-making in all spheres of society (BPfA, Crit-
ical Area of Concern 7).
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In other words, discrimination against women in access to ICT is closely
linked to the fact that they are being discriminated against in other areas
that would have, had they not been discriminated against, enabled them
to gain access.

Similar patterns of discrimination in goods and services, and thereby
access to ICT, occur with regard to race, color, and ethnicity.

Looking back in history for the reasons why, in the European context,
legal steps were taken to combat racial and ethnic discrimination, one finds
that, apart from discrimination in employment, discrimination in goods
and services bears considerable responsibility. According to Colm O’Cin-
neide, a human rights lawyer at University College London:

Many of the most overt and aggressive forms of racial and ethnic discrimination
that gave rise to the US civil rights movements in the early 1960’s involved unequal
treatment in the provision of goods and services, often involving the vicious segre-
gation of Afro-Americans in education, public transport, restaurants and housing.
Equivalent patterns of discrimination occurred in the UK in the same period with
the influx of Afro-Caribbean and South Asian migrants, epitomised by the “no
blacks, no Irish, no dogs” signs that often appeared on signs for rented accommo-
dation in London."

Blatant and outright prejudice such as the signs “no blacks, no Irish, no
dogs” are no longer found in Europe. But racial and ethnic discrimination
still exists, often involving more hidden and insidious forms of prejudice,
continuation of the same-procedure-as-last-year mantra, and policies
regarding integration of ethnic minorities into society. When the state pro-
vides information for its citizens—nationals as well as non-nationals—on
the Internet, the information is most likely to be found only in the major-
ity language, which in effect excludes those who do not speak the major-
ity language or have difficulty understanding it. Dissemination of
information often begins in the majority and the homogeneous society,
and thereby excludes the minorities (for instance, due to language
barriers).

The impact and implications of discrimination can vary from one
vulnerable group to another. But despite differences, all groups subject to
discrimination experience exclusion and vulnerability.

A prerequisite for nondiscriminatory access to ICT is mainstreaming of
nondiscrimination and prohibition of discrimination, as stipulated in the
various human rights conventions. Mainstreaming nondiscrimination can
be defined as incorporation of equal treatment into all actions, programs,
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and policies from the start. For instance, development of an action
program for ICT should accommodate the impact of the actions on gender,
race, and so on.

States have a duty not only to prohibit discrimination through laws and
regulations, but to also take positive measures to guarantee all persons
equal and effective protection against discrimination. Article 2 of ICESCR
expresses this duty quite clearly:

Each State Party to the present Covenant undertakes to take steps, individually and
through international assistance and co-operation, especially economic and tech-
nical, to the maximum of its available resources.

This duty includes guaranteeing all persons the right and equal access to
ICT without being discriminated against.

Conclusion

No other human rights can be claimed if the nondiscrimination principle
is not applied. Nondiscrimination is the principle that makes the other
rights operational and, in a sense, makes human rights universal, not only
in judicial discourse but also, to a great degree, in political and moral
discourse.

The WSIS Declaration of Principles and the Action Plan for the devel-
opment of a global information society, although only political documents
that state parties have committed themselves to, serve as platforms from
which the development of the global information society should occur.
The documents signal the importance of the information society, and
such a society cannot exist as a democratic one if the principle of non-
discrimination is not applied. The documents ought to remind the states
of their obligations to combat discrimination and to recommend imple-
mentation and mainstreaming of the non-discrimination principle in
national legislation and policies to protect individuals from violations of
human rights and secure their rights to access ICT. The information society
can become a reality only when all human beings can claim their rights
without prejudice and discrimination.
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10 Women’s Human Rights in the Information Society

Heike Jensen

Human rights can be understood as abstract norms and values enshrined
in laws, constitutions, and international conventions. At the same time,
human rights are cultural concepts that are slowly evolving in response to
social change or contestation. In this chapter I explore how human rights
have become applicable to the realities of women’s lives, and how we can
build on the international conventions and agreements that have accom-
plished this task to understand the dimensions of women’s human rights
in the information society. I wish to show that women’s human rights
instruments provide fundamental insights into the causes, manifestations,
and consequences of human rights violations experienced by women and
girls. They hence can serve as an important lens for examining how old
and new information and communication technologies (ICTs) can either
redress existing human rights violations or augment them and even add
new ones.

The fundamental challenges to women’s human rights that present
themselves with the move toward the information society are not new at
all. They have been identified for quite some time, but they have not been
fought in a systematic, thorough, and committed manner. Human rights
violations multiply where different forms of arbitrary social stratification
intersect, so that girls and women are most severely affected by them if
they are also disadvantaged in terms of race, class, and other determinants.
The uneven spread of ICTs compounds these violations if it is not expressly
directed to counter them. Hence, what needs to be understood is the evolv-
ing relationship between existing human rights provisions and human
rights violations regarding women and girls, on the one hand, and media
and ICTs, on the other. This deliberation is needed to establish frameworks
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in which ICTs can serve as tools that help promote, protect, and fulfill
human rights, including women’s human rights.

Articulating Women’s Human Rights Provisions at the UN Level

The principle of equality between women and men and the prohibition of
discrimination on the basis of sex are laid down in the United Nations
Charter (1945)'as well as in the three central documents that together con-
stitute the International Bill of Human Rights: the Universal Declaration
of Human Rights (1948),2 the International Covenant on Civil and Politi-
cal Rights,* and the International Covenant on Economic, Social and Cul-
tural Rights.* However, the overall framework of interpretation for these
human rights documents has been a traditional liberal one, in which
human rights violations are tacitly understood as actions by state agents
against politically active men in the public sphere. Violations of women'’s
human rights have in this framework largely remained hidden from view,
and have often appeared either as private matters or as cultural or religious
traditions. Starting from the lived realities of girls and women and tracing
how and by whom they are hindered from enjoying their fundamental
rights and freedoms has enabled decisive reconceptualizations of human
rights violations. Since the general human rights instruments have often
proved to be insufficient, in terms of both thematic scope and application,
to address these violations, distinct human rights instruments for women
have been developed alongside them.

The first legal instrument of the United Nations focusing solely on
women’s rights was the Convention on the Political Rights of Women,
which entered into force in 1954.5 As stressed by Hazou, it constitutes “the
first worldwide treaty in which a charter principle of equal rights for men
and women has been applied to a concrete problem.”® Other such instru-
ments followed, which were adopted by either the U.N. General Assembly
or its specialized agencies.” In 1981, the Convention on the Elimination of
all Forms of Discrimination Against Women (CEDAW) entered into force.®
It constitutes the most comprehensive convention concerning women to
date, and more than 90 percent of the states of the world are now parties
to it.? CEDAW addresses a broad range of issues that are of particular rele-
vance to women’s and girls’ human rights, and it insists on seeing human
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rights as indivisible, interdependent, and integral parts of any space and
all spheres of society, from the most private to the most public.

CEDAW defines human rights violations as any form of intentional or
unintentional discrimination that prevents women's equality with men—
understood as an abstract standard. Governments that are parties to
CEDAW are held responsible not only for committing human rights vio-
lations themselves but also for systematically failing to protect women'’s
and girls’ human rights against violations perpetrated by any other actor,
for failing to address or punish violations in a systematic manner, and for
failing to promote and bring about equality between women and men.
Beyond CEDAW, it was primarily the series of U.N. world conferences
during the 1990s that further promoted and fleshed out women’s human
rights. Summit declarations, in contrast to conventions such as CEDAW,
do not have the force of law. Nevertheless, they constitute a strong global
normative consensus and may have a direct impact on how existing con-
ventions are interpreted and refocused in the light of new developments.
Experience also shows that summit declarations may exert a considerable
influence on future conventions.

A very important contribution to the articulation of women's rights was
made at the World Conference on Human Rights in Vienna in 1993, where
violence against women was denounced as a human rights violation, and
the rallying cry “Women’s rights are human rights” went around the
world.” The Beijing Declaration and Platform for Action,!' formulated at
the Fourth World Conference on Women in 1995, builds on this and con-
stitutes a comprehensive touchstone for women’s human rights. It is also
a vital point of reference as far as media and communications issues are
concerned. But with regard to these issues, it is instructive to go a little
farther back in history and consider the World Conference on Women in
Nairobi (1985) as well.

The Forward-looking Strategies for the Advancement of Women,!?
adopted at Nairobi, contain a wealth of paragraphs concerned with all
kinds of media, from traditional cultural media, to mass media, to com-
munication and information networks. The Nairobi document thoroughly
addresses the need to combat stereotypes'* and pornography, and to work
for positive portrayals of women and peace. Further media content issues
that are stressed are the need to inform the public about women’s rights
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and to provide useful information for women, particularly in developing
and rural regions. Other media issues that receive attention are the devel-
opment of communication and information networks, and the need to
bring women into decision-making positions and to train them in the mass
communication sector. The Beijing Declaration and Platform for Action of
1995 takes up several of these issues, stating as one of its twelve Critical
Areas of Concern the “Stereotyping of women and inequality of women'’s
access to and participation in all communication systems, especially in the
media.” Section J, “Women and the Media,” provides an elaboration of
these points.

It is generally agreed that the Beijing document was decisive in putting
ICTs firmly on the global women’s agenda.!'* But it also needs to be stressed
that the document attests to another vital change when compared with
older documents such as the Nairobi one: almost all calls for a revision of
media content and new guidelines for content are qualified in the Beijing
document by the clause “to the extent consistent with freedom of expres-
sion.” Freedom of expression is here acknowledged as a right of commercial
media institutions to safeguard against content or programming obliga-
tions imposed by states. While this right can be used by media businesses
to refuse to transmit state propaganda, it can also be invoked by them to
avoid public service obligations or women'’s right to nonstereotyped depic-
tions." These issues go to the heart of a fundamental tension at the root
of the mass media: even though most media are commercial enterprises,
they simultaneously are understood and called upon as public resources,
which raises the questions of how to finance and govern them.

With the dawn of the Internet, with new paradigms of communication
via the World Wide Web and e-mail, and with the increasing deregulation
of the telecommunications sector, the media landscape has changed pro-
foundly. Simultaneously, the tension between media as commercial enter-
prises and media as potential public resources or public service providers
has intensified, so that new models of regulation are needed to balance the
two. At this stage, advocates for gender equality have turned to ICT policy
as a new field for political intervention to try to ensure that all women
will benefit from the new technologies.' From a human rights perspective,
the overarching challenge has been to create frameworks in which the new
ICT tools can be harnessed on the basis of a global human rights consen-
sus to redress human rights violations instead of augmenting them.!” At
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present, it appears that in the wake of the stipulation of the Millennium
Development Goals (MDGs),'® a dangerous shift and backsliding may
be under way from a human rights paradigm to an “aid to victims”
approach.” Such a protectionist approach is reminiscent of old and
faded development policy schemes. These schemes often disempowered
women in particular, limiting their individual agency and freedoms and
favoring universal technical approaches within questionable economic
frameworks.?

The gender divide has been recognized as “one of the most significant
inequalities to be amplified by the digital revolution.”?' It has been brought
about by the far-reaching impact on all spheres of society of the new digital
and networked ICTs, of which computers and the Internet, as well as
mobile phones and their networks, are the most prominent examples.
Many of the human rights violations against women that are being aug-
mented—but could also be ameliorated—by ICTs have been noted for a
long time. In what follows, I will use key women’s human rights docu-
ments such as CEDAW and the Beijing Platform for Action (BPfA), and the
insights they provide into the causes, manifestations, and consequences of
discrimination, as a lens to focus on prime women’s human rights issues
in the information society. I will discuss the status quo and its human
rights implications for women, as well as some current political issues and
their possible implications for women’s human rights in three overlapping,
central spheres: ICTs as tools, ICTs as careers, and ICT ideology. The sample
of relevant women’s human rights provisions from CEDAW onward that I
will cite in the text is by no means meant to be exhaustive, but is to illus-
trate the long-standing identification of these issues.

ICTs as Tools: Whose Tools and Tools for What?

ICTs have been the driving force of an increasingly globalized economy,
orchestrating the division of labor, the movement of goods, the operation
of the financial markets, and knowledge exchange. Despite this profound
worldwide impact of ICTs, the vast majority of people so far have not come
into direct contact with them. In 2002, 600 million people were online
(9.6 percent), which means that more than 5.5 billion (90.4 percent) of the
people of the world were offline. Of the onliners, 66 percent were in the
developed countries, in which 19 percent of the world’s population lives.?
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ICTs and Internet connections have so far been a predominantly urban
and northern phenomenon, and the commercial logic that has guided
their spread makes it likely that this development may intensify.?> The
global impact of ICTs on many aspects of life, coupled with their highly
uneven spread and accessibility, has given rise to the notion of “digital
divides,” gaps separating those who can access, use effectively, and shape
the new ICTs and the spheres they alter, and those who cannot. Research
has shown that digital divides open up along the lines of established
economic and social inequalities, and that they become deepest where
multiple forms of arbitrary social stratification intersect. This severely
disadvantages women and girls, who also suffer from additional forms of
discrimination.

The profound north-south and urban-rural digital divides and their ties
to the global economy have arguably had a detrimental effect on the
fundamental right to development of the global south.?* And they have
without a doubt had particularly strong implications for women’s human
rights, because the majority of women in the developing world, especially
in Africa, live in rural areas.? The human rights of rural women constitute
a specific focus of CEDAW, which calls for wide-ranging human rights
actions on their behalf in Article 14. Closely connected to the north-south
and the urban-rural divides is the issue of poverty, which constitutes
another digital divide. This issue is also of particular relevance for women
because more than 70 percent of the world’s poor are women. The major-
ity of poor women live in developing regions, but poverty in general, and
women'’s poverty in particular, is increasing everywhere. This “feminiza-
tion of poverty” has been observed for quite some time, and it constituted
the first Critical Area of Concern addressed in the Beijing Platform for
Action of 1995.

Racial and ethnic discrimination is another determinant of digital
divides, both between and within countries. The differential impact of
racial and ethnic discrimination on men and women was duly noted in
the report of the World Conference Against Racism, Racial Discrimination,
Xenophobia and Related Intolerance, held in Durban, South Africa, in
2001.2°The digital divide based on racial and ethnic discrimination in turn
has strong connections to poverty, and is particularly salient for women
in situations of migration, displacement, and armed conflict. Many global
and pervasive structural human rights violations against women and girls
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have intersected with the digital divides based on north-south,
urban-rural, rich-poor, and racially or ethnically motivated divisions, and
have constituted formidable barriers to many women'’s and girls’ access to
ICTs. Among these are the discrimination against girls and women in edu-
cation and access to technology (CEDAW, Articles 5 and 10; BPfA, Critical
Areas of Concern 2 and 12); job opportunities, career development, and
level of income (CEDAW, Articles 11, 13(b), and 16(g); BPfA Critical Area
of Concern 6); business autonomy and money at their free disposal
(CEDAW, Articles 15(2) and 16(h); BPfA, Critical Areas of Concern 1 and
7); leisure time and cultural participation (CEDAW, Article 5); political par-
ticipation (CEDAW, Articles 7 and 8); and decision-making in all spheres
of society (BPfA, Critical Area of Concern 7).

Given the multidimensional barriers that have hindered many girls’ and
women’s access to ICTs, the potential benefits that ICTs provide have
largely not helped them but, rather, men and women in the north and
south who are already well-off and advantaged. The gap between the
groups has widened with the growth of the social, economic, political, and
other advantages and opportunities derived from information and expert-
ise gained through ICTs. Two central compensatory strategies have been
identified that would counter these trends systematically, one involving
traditional media and the other involving ICTs. First, knowledge gaps and
expertise differentials between users and non-users of ICTs need to be
bridged by other, readily accessible media, such as the radio, which must
be meaningfully related to and socially integrated with the new ICTs. Also,
older technologies must be expanded, particularly in forms that allow
women ready access not just as users and consumers, but also as produc-
ers of content and media structures. An example would be community
radio stations run by women and geared to their needs. Concurrently,
women need to be empowered to shape the technologies and their social,
economic, and political meanings.

Second, strong and consistent ICT policy measures are required to turn
ICTs into tools for inclusion and social balancing, community develop-
ment, and the promotion of women’s human rights. There is a wide con-
sensus in the gender-sensitive literature on ICT policy that all decisions,
be they concerned with infrastructure, networks, technology, tariffs, regu-
lation, licensing, or any other matter, need specifically to take into account
the situation of women, particularly of women in the south, and rural and
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poor women, and to promote their right of inclusion, hence furthering
their right to development.?” This will involve the availability of phone
lines, relay stations for mobile phones, and earth stations for satellites, as
well as the accessibility of the technology. Accessibility, on the one hand,
refers to physical locations within reach of the girls and women (i.e.,
shared public access facilities such as multimedia centers, cybercafés,
telekiosks, or other places were ICTs might be used). On the other hand,
it refers to opening hours that fit girls’ and women’s time management
duties, equipment that is most suitable, and personnel who are approach-
able and helpful. Finally, the services need to be affordable.?

In terms of content, ICTs could provide services that ameliorate specific
human rights violations against girls and women. With respect to educa-
tion and training, they could, for instance, provide distance education and
e-learning, with a view to increasing girls’ opportunities to receive the same
amount and quality of education as boys. This goal was fixed in the
pre-ICT era by CEDAW's Article 10, elaborated in the BPfA Strategic Objec-
tives B and L.4., stipulated in Millennium Development Goal (MDG) 2 and
indicators 9 and 10 for MDG 3, and reaffirmed with respect to ICTs in Para-
graph 29 of the World Summit on the Information Society (WSIS) Decla-
ration of Principles (DoP) and Paragraphs C4.11, C7.19.d, and C8.23 of the
WHSIS Action Plan (AP). Despite all of these provisions, and in fact prompt-
ing them, no steady progress can be stated with respect to girls’ education
on a world scale, which may also suggest that the literacy ratio between
the genders will not improve significantly. At present, of the 1 billion illit-
erate adults, two thirds are women.? This also means that special interface
concepts are required for ICTs that circumvent the illiteracy obstacle,
foreign language barriers, or low levels of computer skills and information
literacy that may be particularly salient for women without much formal
education.

In a manner comparable with education, ICTs could provide health
information in general and health information for women and girls in
particular, including information on family planning. They would thus
strengthen women’s human rights in this area, as laid down in CEDAW
and stressed as vital by the high number of provisions to this effect (Arti-
cles 12 and 14(b) with a particular view to rural areas; and 10(h) and 16(e)).
Women'’s health was also reaffirmed as a central issue for women in the
BPfA Strategic Objective C and in a very truncated form in MDG 5 and
Indicator 18 of MDG 7. Compliance with women’s human rights with
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respect to health would simultaneously benefit society at large, because
women provide the bulk of unpaid health-care services around the world.

This line of reasoning, however, should not be understood as an argu-
ment to cement women’s multiple burdens of gainful employment and
unpaid domestic and care work.*® These multiple burdens in fact violate
the human rights principle of equality between the genders. They leave
women and girls less time for personal development, education (CEDAW,
Article 10) and career development (CEDAW, Article 11), as well as for par-
ticipation in cultural life (CEDAW, Article 13(c)) and the political devel-
opment of their communities (CEDAW, Articles 7 and 8). Currently, we are
in fact witnessing an increase in women'’s multiple burdens, and hence an
intensification of these human rights violations. This is the case because
governments worldwide follow the neoliberal doctrine and cut social
spending; and girls and women take up the largest share of the resulting
increase in unpaid work. UNICEF has acknowledged this dynamic as
“invisible adjustment.”*!

In terms of creating increased business opportunities for those most in
need of them, ICTs and their content would have to be particularly geared
to meeting the information needs of poor women and women in devel-
oping and rural regions (constituencies addressed in CEDAW, Article 14,
and BPfA, Strategic Objective A.1). With respect to political content, ICTs
could be used to inform women about their human rights and how to
apply them for empowerment and decision-making in all areas of indi-
vidual and community life (BPfA, Strategic Objectives I and G). Beyond
content dissemination, ICTs should allow women to form networks, be
these self-help groups, economic cooperatives, or political pressure groups.
While this is important for women worldwide, it carries a particular sig-
nificance for women living in comparative isolation (e.g., rural women,
older women, or handicapped women, and women who face other types
of structural discrimination and human rights violations, such as extreme
poverty or displacement). There is increasing evidence that political net-
works dedicated to furthering women’s human rights have been prolifer-
ating and expanding with the help of ICTs. This development needs to be
strengthened, as expressly mandated by the BPfA Strategic Obijective ],
Paragraph 239(f).

Strengthening women’s rights and women’s development would also
appear to be the prime way of combating trafficking in women and forced
prostitution and its facilitation through ICTs. Trafficking and forced
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prostitution are human rights violations denounced in CEDAW, Article 6,
and the BPfA Strategic Objective D.3., and it is safe to assume that in many
cases they build on previously existing, multiple human rights violations
suffered disproportionately or distinctively by women, such as extreme
poverty, unemployment, stereotyping, and racism.*? These violations have
the underlying consequence of cementing women'’s subordinate role in the
societies affected, as explained in CEDAW, General Recommendation 19,
and the flaunting of these crimes over the World Wide Web further con-
solidates the impression of girls’ and women'’s subordination and easy vic-
timization. Other real-life threats to women and girls in virtual reality are
their intimidation by cyberstalking and flaming (verbal haiassment) on the
World Wide Web. Mainstream pornography and spam advertising sex aids
for men are other reminders of an outside world catering to northern male
fantasies and buying power. Many women consider these uses of ICTs
undesirable at best and deeply threatening at worst, and it has been con-
vincingly argued that these practices, insofar as they testify to northern
male power and intimidate or weary women, have the effect of curtailing
women'’s right to freedom of expression.*

These issues raise complex questions of Internet governance and secu-
rity that cannot easily be answered with calls for censorship or surveil-
lance. Surveillance is a particularly crucial issue with respect to the new
ICTs, because these technologies may record all manner of activities and
allow the production, aggregation, cross-matching, and storage of unprece-
dented amounts and kinds of personal data. Infringements on the human
rights to privacy and confidential correspondence, stated in the Universal
Declaration of Human Rights (UDHR, Article 12), and to freedom of asso-
ciation (UDHR, Article 20) might help police agencies locate the criminals
exploiting women. But these infringements could just as easily be turned
against women'’s interests at the whim of governments, business entities,
or other interested parties.*

To understand in which contexts women using ICTs might be particu-
larly vulnerable to surveillance or censorship, we have to understand the
specific uses women make of the World Wide Web. In this context, it is
also important to know that in several First World countries, women make
up from almost 50 percent to the majority of the Internet users.**In terms
of use strategies, it appears that women differ most markedly from men in
that they are more goal-oriented and have less leisure time to spare. Men
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read online newspapers, play games, download software, tinker with the
technology, and consume pornography. Women, in contrast, network and
correspond, look up health-care information, and engage in online shop-
ping.*” Various parties might have a stake in monitoring these activities as
closely as possible.

Quite generally, in some cultures women are particularly vulnerable to
surveillance in the outside world, and it needs to be ascertained that the
invasions of privacy that they potentially suffer offline are not carried over
into monitoring their online activities. With respect to glaring human
rights violations targeted at women, such as violence in the family and
honor killings, there is evidence that the World Wide Web offers women
and the organizations supporting them new possibilities to circumvent
physical surveillance, to network, and to tell their stories without com-
promising their need for anonymity. However, there is an entirely new trail
of digital data that these women and their organizations leave behind, and
this information needs to be shielded from surveillance, from infringe-
ments of the right to privacy, and from serving to facilitate physical human
rights violations. The same care is needed to ascertain that women'’s polit-
ical groups and networks will be able to work confidentially without
surveillance and infringements on the women’s rights to expression,
association, and democratic participation. These infringements could take
the form of surveillance as well as censorship (e.g., in the form of content
filters).

With respect to the health-care system, it needs to be made certain that
any data produced neither infringe on women's right to privacy nor form
the basis for discrimination against women in health-care systems. The role
of women as online shoppers also needs to be considered, keeping in mind
that initiatives in northern countries for bringing more women online are
in large part advanced by companies that wish to turn these women into
buyers of the technology, into online shoppers, and into online audiences
for advertisements.

With the rise of the new ICTs, the psychologizing approach to audience
profiling that was inaugurated in the late 1920s and early 1930s can be
augmented by information which severely violates the right to privacy and
the dignity of potential customers.*® This information could encompass
the amount of time a woman lets her cursor hover over a specific part
of a Web page in virtual space, and even her state of arousal and her
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eye movements when entering a shop in the outside world, as transmit-
ted by sensors installed in a shop, and subsequently processed and stored
as data, without her knowledge and beyond her reach.® Such a scenario
suggests that invasion of privacy, which is a human rights violation that
was initially conceptualized as states’ penetrations into their citizens’
privacy, must be reconceptualized to include potentially far-reaching vio-
lations by businesses vis-a-vis potential customers.* These, in the present
circumstances, put women at particular risk.

ICTs as Careers: Whose Careers?

ICTs have changed the ways in which business has traditionally been set
up and conducted, and ICTs themselves constitute new industries. As such,
their introduction has created new kinds of jobs and skills. Just as with
other realms of global restructuring of employment, these changes have
benefited women only to a limited degree, if at all. Most obviously, women
have hardly made any inroads into the established centers of economic
and political power. As Primo states:

Whether at the global or national level, women are under-represented in all ICT
decision-making structures, including policy and regulatory institutions, ministries
responsible for ICTs, and boards and senior management of private ICT companies.
...In 2001 women held only 9% of senior management jobs and 9% of positions
in the supervisory bodies of the telecommunications industry across 18 countries
in Europe. In the United States in 2001, women held 13% of top executive posi-
tions, and made up just 9% of board members of major telecommunications and
e-companies.*!

Thus, with respect to decision-making positions in business and politics,
the familiar picture of human rights violations against women continues:
women are denied the same employment opportunities (CEDAW, Article
11(b)), the right to free choice of profession and employment (CEDAW,
Article 11(c)), and the right to equal remuneration or to equal treatment
with respect to work of equal value*? (CEDAW, Article 11(d); see also BPfA
Strategic Objective F, “Women and the Economy,” and Strategic Objective
G, “Women in Power and Decision-Making”).* On the governmental level,
women’s rights to hold public office (CEDAW, Article 7(b)) and to repre-
sent their governments at the international level (CEDAW, Article 8) on
equal terms with men are still severely curtailed. It is particularly striking
to see how swiftly new industries and new kinds of jobs have been stereo-
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typed in terms of gender. Considered from a human rights perspective, the
gender-role stereotyping connected with ICT-related jobs and businesses
constitutes a seamless continuation of previous human rights violations in
the sphere of work that women have faced: it violates CEDAW Article 5(a)
and its call to abolish stereotyped roles and gender hierarchies.

Within the dynamics of globalization, stereotyping has become a deci-
sive process shaping the worldwide division of labor, the latter being
enabled by minute coordination via the new ICTs. This process has led to
an outsourcing of manufacturing and service jobs from the global north
to the global south, most notably to the free trade zones of developing
countries, such as Jamaica and Barbados.* While women’s occupations in
the ICT field constitute new opportunities for gainful employment, they
have generally been characterized by low pay, low recognition, repetitive-
ness of duties, and limited career opportunities. Hence, women have been
employed in the production of electronics and computer hardware, but
generally restricted to assembly line and low-level technical occupations.
In addition, women dominate the global service sector of computer-aided
data processing and telecommunications, centered in the Caribbean and
in Asia.*

In the Philippines, India, and Malaysia, ICT industries expand primarily
in the form of call centers staffed by female teleworkers. In Europe, tele-
work in call centers or at home also constitutes a feminized work option,
in general characterized by single-task, repetitive duties, while male tele-
work from home is usually more varied, considered more prestigious, and
better paid.* Depending on the employment circumstances, women's right
to social security may be violated (CEDAW, Article 11(e)), as may be the
core labor standards stipulated by the International Labour Organisation
(ILO), such as workers’ right to organize. These human rights violations
may occur in all world regions, but they have become glaringly apparent
in free trade zones, where other human rights violations, such as sexual
harassment, may be added to them. While women gain new job opportu-
nities, other feminized job sectors are diminishing due to an increased
application of ICTs, so that, for instance, women lose their employment
as bank tellers and telephone operators.*

The new economy of the global north as the center of the ICT industry
has generated its own share of gender stereotypes, which have had detri-
mental effects on women’s job and career opportunities. The new economy
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is symbolized as a masculine sphere, crowned by the mythical male figure
of the self-taught software developer-genius, who either builds an evil
empire or is a hero of free and open source software.*® It has spurred a cor-
porate culture of long work hours and total commitment that is next to
incompatible with family and child-rearing responsibilities. These charac-
teristics limit many women’s inclinations and possibilities to work in the
new economy. For one thing, it is harder for women to succeed as
employees, given the multiple burdens many of them have to shoulder
(CEDAW, Articles 5 and 11). For another, it is also harder for them to obtain
credit or venture capital to build up their own enterprises, a violation of
their right to equality addressed in CEDAW, Article 13 (b), and in the BPfA,
A3.#

Only in a few countries (e.g., Brazil, India, and Malaysia) have women
been promoted as skilled workers such as software programmers or com-
puter analysts.*® Concerted political action is called for everywhere to
combat the gender stereotypes and other human rights violations that keep
girls and women away from sophisticated interaction with technology, so
that they can establish careers shaping ICTs and the societies in which
these are embedded. This promise is gestured toward in WSIS, DoP, Para-
graph12, and WSIS, AP, Paragraphs C4.11, C6.13, and C7.19.%

ICT Ideology: Whose Ideology?

A huge conceptual blurring lies at the heart of the term “information,” and
consequently carries over into the concept of the information society. This
blurring is infused with power relations, which makes it an ideological
issue as well as a human rights issue. In order to get to its core, a distinc-
tion between the terms “data” and “information” needs to be introduced.
With this distinction, it can be stated that the new ICTs produce and make
available huge amounts of data. These data are turned into information
only if the person receiving them and trying to interpret them finds them
to be a resource (i.e., comprehends the language and the content, and has
use for it). It is fair to assume that as far as the World Wide Web is con-
cerned, most of the content constitutes data to most people, and not infor-
mation, because very little of it is of value to any single individual. Such
an assessment exposes the technological positivism that is at the heart of
the claim that the new ICTs automatically create the information society.s
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Turning to the gender dimension of information, it is particularly vital
to address supposedly fact-producing endeavors such as the news, govern-
ment statistics, and academic and scientific research. Given the ongoing
predominance of men as decision-makers in all of these endeavors and the
institutions running and financing them, at least two kinds of ideological
distortions need to be stressed. One is the distortion produced by a focus
on male-dominated fields, experiences, viewpoints, and perspectives,
which leads to a marginalization or exclusion of insights, opinions, expe-
riences, or knowledge arrived at by women as a result of their specific,
gender-defined, and gender-circumscribed places in society. The other dis-
tortion is produced by the predominant ideology of universality. For one
thing, this ideology elevates the dominant male perspective to the status
of universal truth and validity.>* For another, this ideology of universality
masks situations of inequality by omitting reference to them. For instance,
statistics describing a population may not differentiate between men and
women, let alone between men and women of different racial, ethnic, or
migratory backgrounds. This, of course, throws the information value of
the data into question, particularly if large gaps of social, economic, or
political significance between the groups are concealed in this way.

In sum, what is now canonized as information or knowledge is heavily
indebted to the positions of dominance and control under which it is pro-
duced. As such, it is characterized by an infringement on women's right
to participate in the political and cultural life of the community (CEDAW,
Articles 7 and 13(c)) and the academic world (CEDAW, Article 10) on the
same footing as men. And further, it interferes with women’s basic demo-
cratic human right to inform themselves about their own situations and
to arrive at informed political and other decisions on this basis. This is an
issue everywhere around the globe, irrespective of the wealth or level of
education of the people. It takes various forms, from a lack of disaggre-
gated statistics (which would differentiate between men and women and
further subgroups), to the male definition of news value and its attendant
stereotypes in news reporting, to an undervaluation of women’s knowl-
edge, areas of expertise, and learning styles.5*

With respect to the well-meaning call for an increasing public domain
of knowledge to be created with the help of the new ICTs, it needs to be
stressed that such a domain is compatible with women'’s human right to
“seek, receive and impart information and ideas” (Universal Declaration of
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Human Rights, Article 19) only if its definition of knowledge departs
decisively from the present ideology. It would consequently have to
encompass women'’s knowledge—which would not only add to the pool
of knowledge but also, in effect, disqualify much of what is considered
knowledge under the present ideological regime. Hence, in this context,
from a women’s human rights perspective it is not only intellectual prop-
erty rights and the costs of ICTs that jeopardize any public domain of
knowledge, even though these are crucial issues. In addition, women have
to battle much more insidious, hegemonic arrangements that structurally
disqualify many of their intellectual contributions.>

A related problem arises with respect to the concept of a “right to com-
municate” that has been advanced as a new take on the right to freedom
of expression. This new right is to supersede the appropriation of freedom
of expression by media businesses, as explained above, with a more dem-
ocratic notion that all people should be able to express themselves and get
in contact with each other, which includes the democratization of access
to information and communication facilities and technological resources.
From the perspective of women’s human rights, it is questionable if such
a new right would really benefit women in a global social climate in which
their views, knowledge, and issues are marginalized and suppressed. It is
true that the new ICTs do have the potential to be used in a way that ame-
liorates this situation. For instance, it is often pointed out that ICTs con-
stitute a medium of communication that is unique with respect to the ease
with which individuals can express their concerns to a mass audience.

While the “one-to-many” type of communication associated with the tra-
ditional mass media is indeed augmented by the “many-to-many” possi-
bilities offered by the new ICTs, this state of affairs says nothing about the
reception side of the communication process. Thus an important human
rights issue that has not received much attention is how to safeguard not
only the ease of utterance but also its potential reception. This is an issue
that also concerns the workings of search engines and catalogs on the World
Wide Web and their crucial role in directing potential audiences to the kind
of data they might be looking for. Given the proliferation of content and
the users’ reliance on instruments to navigate it, there is a strong need to
conceive (of) search engines and catalogs as tools for e-democracy which
point to data that are of social, political, and developmental concern rather
than see them as tools facilitating business.*¢ This issue echoes the tension
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between media as businesses and media as public resources described above.
The question remains to what extent marginalized views and voices will
reach the mainstream, generate a deeper interest, and be able to move the
mainstream toward non-discrimination and social balancing.

The area of e-democracy also links more broadly to the ideological issues
discussed here; and the general public discussion so far has been domi-
nated by gender-blind considerations. In such a framework, e-democracy
would in effect only extend the present hegemonic arrangements to the
sphere of ICTs, thus violating women’s human right to receive and trans-
mit data that will add up to socially useful information, and consequently
infringing on their right to equal participation in a democratic political
system, on their right to have equal access to public services, and on their
possibilities to hold their governments accountable. Other issues that
connect to questions surrounding e-democracy are those of the educa-
tional level, language, and literacy requirements, as well as information lit-
eracy, needed to participate. Given that women’s human right to the same
level of education enjoyed by men continues to be violated, e-democracy
runs the risk of exacerbating this human rights violation by adding a vio-
lation of the human right to equal opportunities for political participation
in the digital world.s”

The question of online elections also raises a particular privacy issue for
women. In the outside world, strong pressure may be applied by male
heads of households to influence women’s votes or take them out of their
hands entirely. Online elections might facilitate this violation of women'’s
right to self-determination and participation in the political sphere,
because such violation might take place in the private sphere with no
outside social scrutiny. At the same time, the hope is held out that
e-democracy will reshape democratic processes in a manner that allows
citizens more direct participation in and oversight of government
activities, which could be a key element in women’s empowerment and in
the quest for gender equality.*

Conclusion
The protection, promotion, and fulfillment of women’s and girls’ human

rights is the prerequisite for shaping societies in a more just and sustain-
able manner within and among world regions.*® The existence of digital
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divides, and in particular of the gender dimensions of these digital divides,
has thrown into stark relief the fact that ICTs on the whole, under the
present circumstances, compound human rights violations experienced by
many women and girls rather than ameliorate them. Specifically, ICTs have
exacerbated the forms of discrimination faced by those women and girls
who are already disadvantaged by multiple forms of arbitrary social strat-
ification. They thus block and hinder the constituencies that are most in
need of tools and routes for positive change.

The existence of this chapter on women’s human rights in the infor-
mation society testifies to the fact that an awareness of violations of
women’s human rights has so far not informed the general debate. Yet
international conventions and summit declarations aimed at furthering
women'’s and girls’ human rights have long identified the manifestations,
consequences, and causes of discrimination, and have embodied a global
normative consensus to counter all forms of discrimination against
women. To move from lip service to the realization of women'’s and girls’
human rights in the information society, women’s human rights instru-
ments can serve as a grid for working through the challenges posed by the
possibilities ICTs might offer with regard to women’s and girls’ human
rights. In this chapter, I have explained how this might be done with
respect to ICTs as tools, ICTs as careers, and ICT ideology.

At bottom, ICTs could be of crucial service for the move toward gender
equality and non-discrimination, but only if these principles guide their
spread and application. Such a process would require special interventions
on behalf of girls and women in all spheres, from the ideological to the
material. Also needed would be new blueprints for the roles of boys and
men in societies in order to enable nondiscriminatory, nonhierarchical,
and truly cooperative relationships between the genders and sustainable
development in all world regions. Much more serious work and commit-
ment are required to accomplish these goals.®
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connected are urban, well-educated, and well-off women in early adulthood and
middle age. While in this subgroup no gender digital divide exists in terms of access
to the new ICTs, research has shown that gender still constitutes a decisive variable
in terms of how ICTs are used.

37. Primo, Gender Issues in the Information Society, 31.

38. For a “classical” account of the rise of the advertising industry in the United
States, see Ewen, Captains of Consciousness; for a seminal investigation into the tar-
geting of female audiences, see Coward, Female Desires.

39. As Hurley emphasizes, a crucial human rights issue is not only the amount and
quality of the data gathered and whether this is in proportion to the aim under-
lying its gathering, but also who controls and owns the information. The latter
question is inflected by further concerns about who can access the information and
correct potential errors.

40. Violations of the right to privacy encompass the mining of personally identifi-
able information, including information gathered through forms of bodily intrusion,
e.g., in cases in which medical implants emit data. Another form of intrusion comes
in the form of unsolicited advertisements and other spam messages, which have, for
instance, occupied the political system in the United States for years. Examples from
2003 are the Telemarketing Intrusive Practices Act introduced in the Senate (S 1661
IS), the Restrict and Eliminate the Delivery of Unsolicited Commercial Electronic
Mail or Spam Act introduced in the Senate (S 1327 IS), and the Wireless Telephone
Spam Protection Act introduced in the House of Representatives (HR 122 IH).

41. Primo, Gender Issues in the Information Society, 55. She cites FrauenComput-
erZentrumBerlin, European Database on Women in Decision-making 2001, and
Jamieson, “Progress or No Room at the Top?,” as her sources. For an update, see Falk
and Grizard, “The Glass Ceiling Persists.”

42. Women are still paid considerably less than men for comparable work. The
mean difference is 20 percent, but this number is almost insignificant, given the
high variability among countries and employment sectors. See UNIFEM, Progress of
the world’s women 2000.

43. As Huyer observes, women are diverted from becoming decision-makers in their
fields at every stage of their career, from education and training through work expe-
riences. See her The Leaky Pipeline.
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44. Primo, Gender Issues in the Information Society, 50.

45. See Freeman, High Tech and High Heels; Pearson, “Gender and New Technology
in the Caribbean”; or Ng and Keying into the Future.

46. See Priigl, The Global Construction of Gender.
47. Primo, Gender Issues in the Information Society, 24.
48. See Coyle, “How Hard Can It Be?”

49. It is worthwhile to stress that these obstacles for women have sprung up in a
field in which a central impediment that often disqualifies women for careers does
not matter: the lack of formal education. IT specialists are often self-taught, but the
gender stereotypes relating to technology have created a virtual male homosocial
sphere rather than equal opportunities for men and women for pursuing this field
of expertise.

50. Primo, Gender Issues in the Information Society, 49.

51. But political decisions on Internet governance, intellectual property rights, and
free and open source software will also influence the form of ICT careers, in that
they affect the economic chances that small innovators and businesses will have in
relation to multinational corporations. From a gender perspective, it would appear
that—all other things being equal, which they are in fact not—small businesses hold
greater promise for women than multinationals to exercise human rights as self-
determined business owners or employees.

52. For a good elaboration, see Burkett, “Beyond the ‘Information Rich and
Poor.””

53. Such an effect has also existed with respect to the traditional liberal framework
for the articulation of human rights, whose detrimental effect on women and on
an understanding of their rights I addressed at the beginning of this article.

54. The content on the World Wide Web, however, is even more narrowly defined
by the prevalence of a worldview of the global north and of only a few languages,
most notably English.

55. The sole area that is broadly acknowledged as one in which hegemonic gender
arrangements have a direct bearing on knowledge production and even on IPR issues
is women’s expertise in the field of agriculture and biodiversity, as made visible in
the Political Declaration of the World Summit on Sustainable Development
(A/CONFE.199/20* (03.I1.A.1)) in Johannesburg in 2002.

56. The operation of search engines may be guided by economic imperatives
that the users are unaware of, just as users in general often have only limited
knowledge about how profit-generating mechanisms may enter into the online
picture.



258 Heike Jensen

57. For an excellent investigation of this matter, see Martinez and Reilly, “Looking
Behind the Internet.”

58. See, for instance, Ramilo, “National ICT Policies and Gender Equality Regional
Perspective.”

59. See Jensen, “Enabling Cooperative and Gender-Equitable Information
Societies.”

60. While rights-based articulations are well suited to work through human rights
violations against girls and women, they seem less suited to theorize the relation-
ship between social gender constructions and the constructions’ readjustment for
the promotion of just and sustainable development. This is the case because the
current framework for understanding human rights ultimately relies on concepts of
the individual and individual entitlements, and not on concepts of community
building and cooperation. Further articulations in this direction are needed.
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11 Ensuring Minority Rights in a Pluralistic and “Liquid”

Information Society

Birgitte Kofod Olsen

Economic, technological, and cultural globalization has led to a world
characterized by flexibility and liquidity. The term liquid' is used to illus-
trate the form of modernity that we are experiencing today and that is
taking us down an avenue of transnationality; increased mobility of
money, services, and persons; and restructuring of sovereignty, power, and
freedom.? This development leaves us in a flux of uncertainty rather than
stability in all aspects of life, including marriage, family life, local com-
munity, work, and communication. But at the same time, it provides us
with the possibility to easily change our residence or location, to engage
in work-related migration, to visit places outside our home countries, and
to retrieve and disseminate information of all kinds. Distance does not
matter any longer. Mobility and accessibility make us capable of staying in
touch with family, friends, colleagues, and others with whom we share a
common interest.

The information society and the Internet represent a perfect setting for
such behavior and needs. They are instrumental for free communication
and dialogue across borders, and thus represent efficient tools for main-
taining and developing cultural, religious, and social traditions and norms,
as well as for preserving language and other elements of identity of persons.
At the same time, the Internet serves as a platform for accessible pluralis-
tic information, and for dialogue and interchange of such information irre-
spective of language.

For members of minority groups, this tool is of paramount importance.
It enables minority groups to communicate and compare the situations
in different countries and—if the groups are spread over a cross-border
area—among the jurisdictions they are covered by. Thus a new way of
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maintaining and developing the common culture within the minority
group is possible.

Also, it enhances the possibilities for monitoring the protection and pro-
motion of minority rights by states that have signed legally binding inter-
national and regional conventions. International organizations and NGOs
may review the situation via access to information made available on the
Web by the states and, just as important, by minority groups.

Immediate response to risks of or actual violation of minority rights is
made possible via easily accessible digital communication channels,
including the Internet, satellite TV, and mobile phones. State organs, citi-
zens, and organizations may have instant knowledge about minorities at
risk and an opportunity to initiate efficient measures to stop or prevent
violations.

Full and effective protection of minority rights presupposes a general
acceptance of pluralism in society and of inclusion and equality as basic
values and principles. It also requires a willingness to make policy and to
adopt legislation, program, and plans of action to implement these
standards.

If all this is accomplished, we may, from an optimistic perspective,
benefit from the new ways of “liquid” living and the communicative plat-
form given by the Internet, and create a society that exhibits pluralism,
tolerance, broad-mindedness, and a common set of values; embraces diver-
sity; and—within this ambit—protects the right to identity of members of
minorities and ensures the principle of substantive equality between
members of minorities and members of majority populations.

This chapter will briefly map the traditional minority protection and
explain the interrelation of the concepts of minority rights and a
pluralistic society. It seeks to exemplify how the information society may
contribute to strengthening of that linkage and to enhancing of tradi-
tional minority protection. Since the societal transformation from a
traditional to a digitized setting carries with it a number of challenges,
the chapter highlights the challenges related to enjoyment of their rights
by members of minority groups. Finally, it lists issues of fundamental
importance for the realization of a society in which minorities are fully
included and at the same time are provided with the possibility to pre-
serve and develop their identity and enjoy equality with the rest of the
population.
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Traditional Minority Protection

Minority protection today reflects a traditional approach to the activities,
interaction, and communication within and among minority groups, their
participation in society, and their relation to the majority population,
which may be seen as linked to an analogue perception of our daily living.
Before turning to the impact of digitizing minority rights, it is necessary
to get acquainted with existing regulation of minority issues.

International initiatives and provisions for the protection of religious,
ethnic, and linguistic minorities date back to the religious peace treaties of
Augsburg (1555) and Westphalia (1648). In the twentieth century this pro-
tection was further institutionalized in the League of Nations and, after
World War II, within the system of the United Nations.?

Within the U.N. system, minority protection has been dealt with in
various ways, encompassing human rights initiatives and documents that
include the setting up of the Subcommission on Prevention of Discrimi-
nation and Protection of Minorities,* the appointment in 2001 of a special
rapporteur of the U.N. Human Rights Commission on the situation of
human rights and fundamental freedoms of indigenous peoples, and the
adoption in 1992 by the U.N. General Assembly of a declaration on minor-
ity rights.> It is, however, noteworthy in this connection that the basic
international human rights document, the U.N. Universal Declaration on
Human Rights (1948), is silent about minority protection.

If one approaches human rights from the perspective of citizens, and
thus seeing them as a vehicle to ensure efficient protection of the indi-
vidual vis-a-vis the state, it is remarkable that only one provision in a
legally binding instrument lays a general obligation on the signatories to
protect minorities. The only legally binding international provision on
minority rights is found in the U.N. Covenant on Civil and Political Rights
(1966, Art. 27).° According to this provision, persons belonging to ethnic,
religious, or linguistic minorities “shall not be denied the right, in com-
munity with the other members of their group, to enjoy their own culture,
to profess and practise their own religion, or to use their own language.”

Apart from the general protection of peoples enshrined in the African
Charter on Human and People’s Rights (1981), a stronger and more spe-
cific protection—Ilegally speaking—of minorities is found Europe. An
explicit prohibition against discrimination on grounds of membership in
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a national minority is found in the European Convention on Human
Rights and Freedoms (1956, Art. 14). Thus, even though the Convention
does not provide for specific minority rights, the prohibition ensures that
persons belonging to national minorities have the right to enjoy their civil
and political rights without being discriminated against because of their
specific status.

The Council of Europe has taken the protection a step further; inspired
by the so-called CSCE (now OSCE) Copenhagen Document,” the Council
of Europe adopted the Framework Convention for the Protection of
National Minorities (1995), covering a number of specific rights and prin-
ciples.® Prior to that, the European Charter for Regional or Minority Lan-
guages had been adopted in 1992.°

Within the European Union, an obligation to protect national, ethnic,
and religious minorities flows from the basic principles of the EU, but is
not explicitly identified as a core value or principle in the Treaty of the
European Union. This will change if, eventually, the treaty establishing a
European Constitution is agreed upon by the EU member states, because
this document specifically identifies respect for the rights of persons
belonging to minorities as one of the founding values of the EU. Also, the
EU European Charter of Fundamental Rights (2000)'" contains a prohibi-
tion against discrimination!? similar to that of the European Convention
on Human Rights, and an obligation to respect cultural, religious, and lin-
guistic diversity.'

The Term “Minority”: Now and in a Future Perspective

Despite the consensus on both the global and the regional level on the
need for protection of minorities, and the efforts of political and moni-
toring bodies, legal scholars, and others, a clear definition of the term
“minority” is not available. A number of criteria have been suggested to
distinguish minority populations from the majority, encompassing both
objective and subjective criteria. The list includes numerical inferiority;
nationality of state of residence; a nondominant position in society; char-
acteristics differing from those of the rest of the population; a sense of sol-
idarity within the group concerning the preservation of their common
culture, religion, or language; and stability in the form of long presence in
the state.!*
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Diverging from this set of mainly objective criteria, a pragmatic approach
rather than a legal definition has been discussed at the U.N. level,'* and
explicitly adopted in the explanatory report to the Council of Europe
Framework Convention for the Protection of National Minorities.!'® In
other bodies, such as the U.N. Human Rights Committee and the OSCE
High Commissioner for National Minorities, the lack of a definition leaves
room for both a continuation of the pattern presented by the list of objec-
tive criteria, and for a move toward a margin of appreciation to determine
whether the members of a group of people should be perceived and treated
as having minority status.

Embedded in this uncertainty as to the level of protection that may be
claimed by persons belonging to a minority is an important question with
far-reaching impact in practice. Thus, the requirement of nationality of the
state of residence gives rise to a core human rights problem: Who enjoys
protection of minority rights in a country? Old minorities who have been
in the country for centuries? New minorities stemming from the influx of
migrant workers and/or refugees? Asylum seekers? Exchange students?
Tourists or other visitors?

From a state perspective, an inclusion of the whole spectrum of those
groups as minorities would have a somewhat unpredictable socio-
economic, financial, and political impact if applied fully. Especially the
inclusion of visitors has been deemed unrealistic and difficult to defend by
some.” From the perspective of the person concerned, however, the ful-
fillment of a general requirement for efficient protection of human rights
and of a specific need for special protection due to the vulnerable position
of members of a minority may be seen as covered by the state obligation
to protect and promote human rights.

Supporting an argument of application of human rights in general to
noncitizens is a recent General Comment from the U.N. Committee on
the Elimination of Racial Discrimination. The committee recalls in its inter-
pretive comment on discrimination against noncitizens that “although
some fundamental rights such as the right to participate in elections, to
vote and to stand for election, may be confined to citizens, human rights
are, in principle, to be enjoyed by all persons.”'®

As to inclusion of all minorities under the protection found in ICCPR
(Art. 27), a General Comment by the U.N. Human Rights Committee sug-
gests this line of thinking by putting forward an interpretation of the
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provision that rejects the requirement of nationality and states that the
length of residence is an irrelevant criterion. On this basis, the committee
opens the way for an understanding according to which immigrants and
even visitors could qualify as minorities in the sense of Article 27.%

It is exactly such inclusive and pragmatic approaches to human rights
and minority rights protection that is needed in the information society
when it is seen as both pluralistic and “liquid.” Transnationality, migra-
tion, and cross-border interaction are not easily combined with traditional
measures to protect and promote minority rights. On an abstract level,
achieving efficient protection of minorities in an information society pre-
supposes an openness in the perception of minority groups and a willing-
ness among states to take responsibility to respect and promote the rights
of members of minority groups residing permanently or temporarily
within the jurisdiction.

Such transformation from a one-dimensional perception of the state into
a new setting is indeed difficult, but a way has been, if not paved, then at
least identified by the U.N. treaty bodies.

Basic Principles for Minority Protection

Moving to a more concrete level, existing and applied basic principles are
not only necessary but also suitable for application in the information
society. As in a traditional setting, protecting minority rights in a pluralis-
tic and liquid setting demands both a prohibition against discrimination
and special measures to enable the members of minorities to preserve and
develop their own, separate characteristics.?

It is clear from the preparatory work of the ICCPR and the legal litera-
ture?' that the obligation which may be derived from Article 27 goes
beyond a prohibition of discrimination and contains elements of a right
to de facto equality—for instance, by means of positive measures to combat
discrimination. The requirement for the states to do more than not inter-
fere has been stressed by the U.N. Human Rights Committee with regard
to the horizontal effect of Article 27 (i.e., the application of Article 27 to
private interference with protected rights). Hence, the committee has
stated that “positive measures of protection are...required not only
against the acts of the State party itself, . . . but also against the acts of other
persons within the State party.”?
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In Europe, the double approach is directly reflected in Articles 4 and 5
of the European Framework Convention for the Protection of National
Minorities. Article 4 contains both a prohibition against discrimination
based on belonging to a national minority and an obligation for the state
to guarantee the right of equality before the law and to equal protection
under the law. Moreover, a positive obligation to promote full and effec-
tive equality between persons belonging to national minorities and those
belonging to the majority in the state is stipulated in Article 5. According
to this provision, the states shall undertake promotional activities to main-
tain and develop the cultures of persons belonging to national minorities,
and to preserve essential elements of their identity, including their reli-
gion, language, traditions, and cultural heritage.

Article 6 calls for a commitment by the state parties to encourage a
spirit of tolerance and intercultural dialogue. This provision should be
read in light of the preamble, which states that “the creation of a climate
of tolerance and dialogue is necessary to enable cultural diversity to be
a source and a factor, not of division, but of enrichment for each
society.”

Conceptually linked to the need for cultural diversity is the connection
drawn by the European Court of Human Rights between democracy and
pluralism. On several occasions, the Court has stated that pluralism is an
inherent part of the concept of democracy applied in a European human
rights context. This is illustrated below in connection with specific rights
relevant to minorities in an information society.

Specific Minority Rights

It seems evident that a minority right of paramount importance in an
information society is the freedom of expression and the rights, derived
from this freedom, to receive and impart information. Both as a general
human right* and as a specific minority right,* the freedom of expression
enables minorities to express themselves and to impart information and
ideas in the minority language.

Not only does the freedom of expression give room for expressions of
minorities that diverge from those of the majority, but it also plays a vital
role for both minorities and the majority in ensuring and facilitating access
and dissemination of pluralistic information, and access to receive such



270 Birgitte Kofod Olsen

information via media?* and means of information technology, such as
satellite television.?®

In addition, the European Court of Human Rights has frequently stressed
the freedom of expression as an imperative in a democratic state and has
demonstrated the intimate link between democracy and pluralism. Thus,
the Court has stated that freedom of expression applies “not only to ‘infor-
mation’ or ‘ideas’ that are favorably received or regarded as inoffensive or
as a matter of indifference, but also to those that offend, shock or disturb;
such are the demands of that pluralism, tolerance and broad-mindedness
without which there is no ‘democratic society.” "%

Case law of the Court also reveals that the principle of pluralism should
form the basis of all regulation of the freedom of expression.? Such a prin-
ciple may be derived from the Informationsverein Lentia case* concerning
broadcasting of programs via audiovisual media of information and ideas
of general interest, in which the Court stated, “Such an undertaking cannot
be successfully accomplished unless it is grounded in the principle of plu-
ralism, of which the State is the ultimate guarantor.”

The interrelation between the requirement for pluralism and minority
protection is not as clear. In two cases against Turkey,*® the Court stated
that “democracy thrives on freedom of expression. From that point of view,
there can be no justification for hindering a political group solely because
it seeks to debate in public the situation of part of the state’s population
and to take part in the nation’s political life in order to find, according to
democratic rules, solutions capable of satisfying everyone concerned.” This
statement may lead to the assumption that a line can be drawn from the
overarching principle of pluralism as an integral part of the European demo-
cratic society to actual or potential protection of members of minorities.3!

In the Informationsverein Lentia case, the Court did not, however, take the
opportunity to discuss the question of minority protection even though it
was invoked by the complainant, a member of the Slovene minority in
Austria. This may suggest a reluctance to contribute to defining and fur-
thering a system of efficient protection of minorities.*

In another case against Turkey,* the Court dealt with the right to
freedom of expression of a member of the Kurdish minority in Turkey who
claimed that measures taken by the authorities against small-scale illegal
trading had a direct effect on Kurdish persons. However, the Court did not
enter into a discussion of minority rights, but addressed the issue within
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the usual interpretive framework as an assessment of the necessity of inter-
ference in a democratic society and its proportionality. The case has been
perceived as confirming a tendency toward a stronger awareness and
acknowledgment by the Court of the importance of effective protection of
the political freedom of members of minorities.** These and other cases do,
however, leave us with the impression that protection and promotion of
minority rights and the importance and impact of those rights in a plu-
ralistic society are not actively integrated as core factors in the interpreta-
tion of the European Convention on Human Rights.

Other specific minority rights that are relevant in the information
society cover the right to assembly, the right to establish and maintain free
and peaceful contacts across borders, and the right to participate in cul-
tural, social, and economic life. These substantial rights are found in the
European Framework Convention for the Protection of National Minori-
ties, but have no equivalents in binding international documents. A right
to enjoy cultural life is derived from Article 27 of the U.N. Covenant on
Civil and Political Rights.

The impact of these rights in a digitized setting has not yet been tested
by human rights monitoring bodies, but does represent a challenge in a
society with an increase in the number and diversity of ethnic, religious,
and linguistic minorities. Consequently, this will be addressed below.

Challenges of Digitizing Minority Rights

Efficient protection of the right to peaceful assembly and freedom of asso-
ciation for minorities is a prerequisite for the gathering of minorities and
their possibility to share common interests and to maintain and develop
their specific culture.® Also, it contributes to the realization of a pluralist
society and thus is instrumental for the development of an information
society capable of addressing the needs and interests of a diverse
population.

In a future perspective, the right represents a substantial challenge if
invoked in cases of protection of virtual associations—and a number of
issues will be added to the list of implications if combined with cross-
border activities and communication.

The right to enjoy the cultural life of the minority and to participate
in the cultural, social, and economic life of society may be effectively
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facilitated by the Internet and other ICTs. ICT-based reforms of public-
sector and government services, including education and health, and of
programs aimed at effective public administration within agriculture and
taxation, have been carried through in a number of countries worldwide.?
An inherent risk in initiatives like these is, however, that their full poten-
tial is exploited only if a set of demands is met. It must be ensured that
everybody with a need to receive services or other forms of government
support via ICT systems has access to the Internet. The fulfillment of this
demand may require that the state accept a positive obligation to provide
public access to call centers, telecenters, or similar operators of telephone,
fax, and Internet services, and to complement such services with regula-
tory and policy initiatives ensuring equal access for members of minorities
as well as of the majority.

In some countries, including Estonia, India, and South Africa, so-called
community-based multipurpose community telecenters (MCTs) have been
established in rural and remote areas that incorporate Internet access, e-
mail, and other computer applications into existing community access
telephone centers, and also offer educational and cultural services.?” Similar
models are worth considering in the context of maintaining and develop-
ing minority cultures, because they seem suitable for ensuring the enjoy-
ment of both specific minority rights and the basic right to equality, and
for facilitating intercultural dialogue within communities.

In a broader perspective, ICT may contribute to understanding of and
knowledge about diverse cultural traditions among the majority popula-
tion and, thus, enhance the promotion of a diverse and pluralist society.

A specific right that needs attention in the information society when
applying ICT is the human right to (information) privacy in conjunction
with nondiscrimination. For many members and groups of minorities it is
essential to their daily life, integrity, and participation in society to be able
to communicate with private and public actors without the risk of being
registered as belonging to an ethnic, religious, or linguistic minority.

On the other hand, states with pluralistic societies are required to combat
discrimination, and to achieve this, in many countries registration of eth-
nicity is seen not only as a legitimate aim but also as a sufficient means to
combat discrimination, raise awareness of discrimination as a societal phe-
nomenon, and disseminate knowledge of discriminatory structures and
practices.
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Monitoring Minority Rights in a Digitized Setting

A central element in safeguarding the adequate fulfillment of the state’s
obligations to protect and promote minority rights is the monitoring
bodies established within the United Nations and regional human rights
systems.

Active inclusion of ICT as a means to enhance the enjoyment of minor-
ity rights, and to move the pluralistic society toward diversity, tolerance,
and mutual respect, has a positive side effect on monitoring mechanisms.
The gathering of information from state organs regarding compliance with
international and regional standards is easier, since documents, assess-
ments, judicial reviews, and case law in their original form typically are
available on the Web sites of state organs. Also, it is possible to have
national human rights institutions, NGOs, labor market organizations,
minority groups themselves, and other relevant actors submit material in
far more easily than today. The huge amount of available material may—
on the other hand—give rise to longer and/or more intense preparatory
work within the monitoring bodies. It should, however, be seen as a qual-
itative improvement rather than an obstacle to efficient monitoring.

Multicultural Jurisdictions

A major challenge envisaged by all societies today is represented by the
question of how to deal with the consequences of globalization, including
cross-border activities and flows of information, within a traditional per-
ception of the nation-state as autonomous both in territorial terms and in
legislative, executive, and administrative powers.

Vis-a-vis minority groups this challenge goes to the root of a core issue
of minority protection, the possibility—and in reality often barriers—for
minorities to achieve acknowledgment of their status as a group and to
enjoy their common culture within this group.®® It is a crucial aspect of
the right of minorities to know that the right not only is an individual
right but also is closely linked to the existence of the minority as a group.
Self-determination and autonomy of the minority group may, as a
consequence of this line of thinking, be seen as a sine qua non for effi-
cient and substantive protection and promotion of individual minority
rights.#
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When focusing on the special features of the information society, the
Internet and other information and communication devices may play an
important role in de facto strengthening and furthering the enjoyment of
minority rights. The setting up of Web sites, chat rooms, and virtual
conferences enables members of minority groups spread throughout a
country or a region, or across borders, to stay in contact and thereby
actively maintain and develop their specific identity and culture. More-
over, it creates a basis for a new perspective on structuring a pluralistic
society that acknowledges the right of minorities to live in accordance with
their own norms and traditions within their ethnic or religious group or
community.

A structure that has been suggested as accommodating differences and
at the same time respecting human rights is that of jurisdictional author-
ity shared between the state and the minority groups.*! In such a structure,
the minority is allowed, upon delegation of powers from the state, to reg-
ulate life within the minority group. ICT would be an excellent instrument
to technically support the implementation of shared jurisdiction. More-
over, it could be used to put in place a system that facilitates and con-
tributes to ensuring that basic principles of the rule of law were governing
within the minority group.

From a pure minority approach, a society building on diversification of
rights and obligations in this way represents a major step forward in the
acknowledgment and promotion of minority rights. It does, however, carry
a number of serious human rights problems concerning the protection of
the rights of the individual. Would it, for instance, be acceptable for the
minority group to interfere with the members’ individual rights? And, in
the affirmative, what would be the limits for such interference? How would
we, for instance, handle restrictions on women’s rights to participation and
nondiscrimination set up as a consequence of jurisdictional authority
within the minority group?

Other questions are linked to the delegation itself, and cover principles
guiding the delegation, limitations on the ability/power to delegate, sub-
sequent performance of delegated powers, and monitoring of those powers
by the delegating state.*

Considering the development of populations and societies worldwide,
the possibilities offered by the Internet and other ICT devices, and the—
however vague—tendency within the international and regional systems
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to acknowledge the importance of protection and promotion of minority
rights, the time may be ripe to introduce and discuss in depth new per-
spectives on and systems for efficient minority protection in the informa-
tion society.

Public or Private Governance of the Internet

Yet another challenge that should be mentioned in the context of minor-
ity rights in the information society stems from the governance of the
Internet. Thus, it cannot be foreclosed that the choice of private or public
governance may have an impact on the efficient protection of minority
rights. When addressing this issue, the point of departure may be the
assumption that the principle of pluralism applies, in the sense that it must
form the basis of the regulation of ways and means of expression, com-
munication, and interchange of thoughts and ideas.

If it is made applicable to the basic minority rights to enjoy cultural life,
use minority language, and practice the culture’s religion, the principle of
pluralism would lead to a requirement for the governing actor of the Inter-
net to ensure that communication and interchange of information in
minority languages on minority and other issues are not restricted or inter-
fered with in other ways.

Moreover, it may be argued that a positive obligation exists to adopt
measures ensuring and enhancing equality between Internet users from
minorities and the majority, as well as to promote conditions for partici-
pation and for maintenance and development of minority cultures. This
is true at least for a public governing actor, but may also follow from the
acknowledged horizontal effect of human rights obligations.

Concluding Remarks

The challenges posed by the development in society toward increased com-
munication and interaction, mobility and migration, as well as cultural,
ethnic, and linguistic diversity, make it necessary to address minority
rights, issues, and conditions from a new perspective. The perils of a new
perspective may be set by available ICTs, especially the Internet, which has
the potential to serve as an efficient structure for accessible pluralistic infor-
mation, and for dialogue and interchange of information, irrespective of
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language, among members of minorities and between minorities and
majorities.

Improvement of minority rights also has to take into consideration new
ways of structuring an information society that is pluralistic in its com-
position but founded on basic principles and values that should be shared
by everybody. This does indeed present a major challenge, and a focal
point here will be to strike a balance between self-determination within a
minority group and adequate safeguard mechanisms for external protec-
tion against restrictions on the rights of members of minorities set up by
internal regulation within the minority group.

In this context the principle of pluralism should be applied in order to
ensure that cultural life, religious practice, communication, and inter-
change of information in minority languages concerning minority and
other issues, are not restricted or in other ways interfered with in a way
incompatible with international human rights norms and standards.
Application of the same principle to governance of the Internet would
ensure a similar protection and create a framework for improving the
enjoyment of minority rights.

Information technologies are indeed instrumental for the protection
and promotion of minority rights and do possess a potential for facili-
tating the transformation of society into an information society capable
of embracing diversity and creating mutual respect for and under-
standing of differences in traditions, norms, and ways of living. “Liquid”
living is a suitable background for addressing traditional concepts
of nationality and affiliation of members of minorities from a new per-
spective. But it requires human beings, resources and reflections to
vitalize the vision of efficient minority protection in a pluralistic
information society.

Notes

1. Bauman, Liquid Modernity.
2. Bauman, Globalization, 57ff.
3. See Nowak, CCPR Commentary, 635, with references.

4. The Subcommission was renamed the Subcommission on the Promotion and Pro-
tection of Human Rights in 1999.
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5. U.N. Declaration on the Rights of Persons Belonging to National Ethnic, Reli-
gious and Linguistic Minorities, GA Res. 47/135, Dec. 18, 1992.

6. Specific protection of indigenous peoples’ human rights is found in ILO Indige-
nous and Tribal Peoples Convention, No. 169, June 27, 1989.

7. The Concluding Document of the Second Meeting on the Human Dimension of
the Conference on Security and Co-operation in Europe (1991), which lists the rights
of persons belonging to national minorities in sec. IV. In 1992, the CSCE appointed
a high commissioner on national minorities.

8. Entered into force Feb. 1, 1998.
9. Entered into force Mar. 1, 1998.

10. See Treaty on European Union, Art. 6, and Network of Independent Experts on
Fundamental Rights, Thematic Comment no. 3, “The Protection of Minorities in
the European Union, Apr. 25, 2005, p. 6.

11. The Charter is not yet legally binding, but serves as an important political instru-
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12. Art. 21 (Art. II-81 of the Constitution Treaty).
13. Art. 22 (Art. II-82 of the Constitution Treaty).
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System of Minority Protection, 16ff.
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the Third Session, U.N. Doc. E/CN.4/Sub.2/1997/18, July 10, 1997, p. 22.
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17. See, for example Michalska, “Migrant Workers as a ‘New’ Minority,” 135, 143.
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positive obligations to guarantee linguistic rights in, for instance, multiethnic states.
See Tomuschat, “Equality and Non-Discrimination Under the International
Covenant on Civil and Political Rights,” 965.

18. UN. Committee on the Elimination of Racial Discrimination, General
Comment no. 30, para. 5.

19. U.N. Human Rights Committee, General Comment no. 23, para. 27.
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21. See, e.g., Nowak, Commentary to ICCPR, 6571t.
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22. General Comment no. 23, para. 6.1.
23. See ICCPR, Art. 19; ECHR, Art. 10; ACHPR, Art. 9.
24. See European Framework Convention, Art. 9.

25. A specific provision on granting the possibility to access to create and use own
media is contained in the European Framework Convention for the Protection of
National Minorities, Art. 9 (3).

26. In Denmark, the High Court has addressed the issue of compatibility of denial
of the right to set up satellite antennas on the balconies of apartments in order to
receive programs in Turkish with the right to receive information. In both cases
(U99.656V, U97.190V), no violation was found.

27. The principle was introduced in Handyside v UK, Eur. Ct. H.R., 7 Dec. 1976, ser.
A, no. 24; Eur. Ct. H.R., §49 and reiterated in a number of cases, such as Incal v
Turkey, Eur. Ct. H.R., 9 June 1998, para. 46.

28. See Cohen-Jonathan, “Article 10”; and Harris et al., Law of the European Con-
vention on Human Rights, 384-386.

29. Inforamtionsverein Lentia and Others v Austria, Eur. Ct. H.R., 24 Nov. 1993, para.
38.

30. United Communist Party of Turkey and Others v Turkey, Eur. Ct. H.R., 30 Jan. 1998,
para. 57; Socialist Party and Others v Turkey, Eur. Ct. H.R., 25 May 1998, para. 45.

31. See Henrard, Devising an Adequate System of Minority Protection, 91.

32. See also ibid., 94. Examples of similar reluctance are found in Otto Prenninger v
Austria, Eur. Ct. H.R., 20 Sept. 1994; and Wingrove v UK, Eur. Ct. H.R., 25 Nov. 1996.

33. Incal v Turkey.
34. See Henrard, 99f.

35. Minority protection is stressed in connection with ECHR, Art. 11, in Sidiropou-
los and Others v Greece, Eur. Ct. H.R., 10 July 1998, paras. 41, 44.

36. See Grace et al., “Information and Communication Technologies and Broad-
Based Development,” 32f.

37. Ibid., 37, 38. A plan of action to develop best-practice models of MCT was
adopted at the World Telecommunication Development Conference in Buenos Aires
in 1994.

38. The concept of autonomy is analyzed in skurbaty, Beyond a One-Dimensional
State. The division into forms and types of autonomy is suggested by Max van der
Stoel in the book’s prolegomenon, xix f.
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39. The complexity of combining individual rights with collective rights.

40. Similar viewpoints are found in Henrard, Devising an Adequate System, 2.; and
Tomuschat, Equality and Non-Discrimination, 966.

41. See Shachar, Multicultural Jurisdictions.

42. A discussion is in Martin Scheinin, How to Resolve Conflicts Between Individual
and Collective Rights?, 219 ff. See also, on autonomy, Skurbaty, Beyond a One-
Dimensional State, 565 ff.
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12 The Right to Development in the Information Society

Ran Greenstein and Anriette Esterhuysen

Since its adoption by the U.N. General Assembly in 1986, the “right to
development” has been controversial. This chapter will examine the right
to development, its relationship to inequality within and between coun-
tries, and collective versus individual rights. It will discuss the notion of
the right to development in the context of information and communica-
tions for development, and reflect on how this notion needs to be inte-
grated into the broader discussion of human rights in the information
society.

In its Declaration of Principles, the World Summit on the Information
Society (WSIS), which convened for its first phase at Geneva in December
2003, asserted a commitment “to build a people-centred, inclusive and
development-oriented Information Society, where everyone can create,
access, utilize and share information and knowledge.”! The goal of this
commitment is to enable “individuals, communities and peoples to
achieve their full potential in promoting their sustainable development
and improving their quality of life.”? The Declaration also states, as a result
of successful lobbying by human rights advocates, that all of this is to be
achieved in accordance with the principles of the Charter of the United
Nations and the Universal Declaration of Human Rights.

The links in the WSIS Declaration between information, development,
and human rights are indeed crucial for our understanding of the con-
temporary challenges of development. But, as we argue in this chapter,
there are many ways in which these notions can be interpreted, and the
links between them conceptualized. After discussing some of these ways
later on in the chapter, we will outline how a rights-based perspective can
be applied to the analysis of the socioeconomic and political aspects of
development.
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There is a notion, frequently found in official WSIS documents, that
closing the “digital divide” is the key to development. However, the
“digital divide” itself is a consequence of deep-rooted local and global
structural inequalities. The spread of the “knowledge economy” is unlikely
to result in a more egalitarian distribution of wealth and power. In fact, it
can reinforce and deepen existing inequalities, introduce new forms of
exclusion, and increase the gap between rich and poor. It is not merely
access to information that will empower people to achieve their full poten-
tial; it is also more equitable access to the world'’s resources and the ability
to participate effectively in decisions that impact their lives.> Moreover, the
term “knowledge economy” implies the commodification of knowledge, a
process that transforms experience and information into marketable prod-
ucts and services. Access to these products and services is then supposed
to be regulated by the law of demand and supply. This trend might result
in more widespread distribution of knowledge and information, but it is
also likely to result in restricted access for those without the resources
needed to buy their way into this economy.

A major question that is not addressed by WSIS is the extent to which
issues of power and inequality are major obstacles to development. In fact,
while the document talks about problems of poverty and disempower-
ment, it avoids identifying any individuals, institutions, processes, or social
relations responsible for such conditions.

In contrast, and with a clear focus precisely on such issues, the Civil
Society Declaration of the WSIS in Geneva in December 2003 argues that
a commitment to people-centered development means “consciously
redressing the effects of the intersection of unequal power relations in the
social, economic and political spheres, which manifests in differential
access, choice, opportunity, participation, status and control over resources
between women and men as well as communities in terms of class, eth-
nicity, age, religion, race, geographical location and development status.”*

To combat these conditions, the Civil Society Declaration states, there
needs to be a focus on social justice, an endeavor that must take into account
“geo-political and historical injustices along economic, social, political and
cultural lines” resulting from “the inter-linkages of global economic liber-
alisation, cultural globalisation, increased militarism, rising fundamen-
talisms, racism and the suspension and violation of basic human rights.”s
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From this perspective, then, development is not simply an outcome of
developing countries, regions, and communities catching up with their
more developed counterparts; it means also (and primarily) addressing the
unequal and unjust conditions that gave rise to such underdevelopment
in the first place. Digital exclusion, or the “digital divide”—referring to
unequal distribution of and access to information and communication
technologies—cannot be seen in isolation, since it is in fact “a mapping of
new asymmetries onto the existing grid of social divides.”® In other words,
the issue here is not a mere technological “divide” or gap that can be
bridged, but the underlying social relations that sustain it. Tackling them
involves dealing with questions of power and resources.

Perhaps the most important challenge facing us today, then, is to iden-
tify correctly the main obstacles to development (whether social, political,
or technological) and outline a way of overcoming them in the specific
context of the information society. In doing that, an understanding of
notions of human rights and their role in development is essential.

It is to this issue that we now turn, with an emphasis on the right to
development. After discussing the right to development and related rights,
we will return to ICTs and their role in development. We will examine their
relevance to development with a focus on the socioeconomic and politi-
cal aspects of development and the information society.

The Right to Development

The right to development, adopted by a U.N. General Assembly resolution
in 1986, is best examined against a background of other U.N. declarations
on human rights. Prominent among these are the Universal Declaration
of Human Rights of 1948 and the International Covenant on Economic,
Social and Cultural Rights, which was adopted in 1966 and entered into
effect in 1976. When assessing the meanings and implications of the
notion of the “right to development,” we must look at the definition of
the right, its relations to other rights, the extent to which it fits within the
general discourse on development, and the practices and institutions asso-
ciated with it.

The 1986 Declaration on the Right to Development, drawing on previ-
ous international agreements and documents, identifies development as “a
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comprehensive economic, social, cultural and political process, which aims
at the constant improvement of the well-being of the entire population
and of all individuals.” It emphasizes the need for “meaningful participa-
tion in development” and the “fair distribution of benefits” resulting from
it.” The Declaration is rife with the notions of development, well-being,
participation, human rights, self-determination, sovereignty, and so on,
but makes little attempt to give these concrete content, if only to illustrate
what they might mean in practice. This is essential, however, for the right
to be realized. The ritual invocation of these standard notions provides no
guidance on application.

It is in the nature of such general declarations that they are strong on
buzzwords and vague on specifics. One of the inevitable side effects of
seeking to use all the right words, and to be as inclusive as possible, is that
potential contradictions creep into the text, affecting the ways in which it
may be interpreted and applied. Within this context, one area to consider
is the identification of the “agents” and “beneficiaries” of development.

Article 1 of the Declaration mentions development as a right of “every
human person” and of “all peoples.”® Article 2 identifies “all human

”ou

beings,” “the community,” and the “entire population” and “all individu-
als” of states, as the potential beneficiaries of and participants in develop-
ment. Article 3 goes a step further by referring to the role of states in
facilitating the realization of the right to development, as well as their own
right to “sovereign equality” in the context of a new international eco-
nomic order.

The international context is highlighted in Article 4, which calls on
states to take steps to formulate “international development policies.” It
further calls for “sustained action” in order to “promote more rapid devel-
opment of developing countries,” and for international cooperation to
provide those countries with “appropriate means and facilities to foster
their comprehensive development” (thus implying that countries—rather
than their citizens—may be regarded as bearing the right). These calls are
combined in Article 5 with assertions of the need to eliminate the legacy
of colonialism, foreign domination and occupation, foreign interference
and threats against national sovereignty, national unity and territorial
integrity, and the need to “recognize the fundamental right of peoples to
self-determination.”
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Having listed agents and beneficiaries, the Declaration concludes that
“all human rights and fundamental freedoms are indivisible and interde-
pendent,” and they must receive “equal attention and urgent considera-
tion” (Article 6). In the process of facilitating the full realization of human
rights, states should encourage “popular participation” in all spheres
(Article 8). On an important note, the Declaration asserts that all aspects
of the right to development are “indivisible and interdependent and each
of them should be considered in the context of the whole” (Article 9).

The idea of indivisibility of rights presents interesting challenges to our
understanding of the right to development. Extending the notion of
human rights, usually understood as rights of individuals or of “all human
beings,” to collectives such as communities, populations, and states entails
two problematic moves. The first is treating abstract categories, which do
not always have clear identities and boundaries, as if they were individu-
als. The second is regarding these categories as if they were unified actors,
ignoring their internal divisions and the extent to which they are prone
to conflict among different components. Let us consider each of these
moves in turn.

Treating abstract categories as if they were individuals blurs the distinc-
tion between human beings, who can be identified with precision, and col-
lectives with fuzzy boundaries, whose nature and composition shift with
time and according to who defines them. This is not a mere technical dis-
tinction, but a distinction between tangible and intangible bearers of
rights. The former are concrete; the latter, open to interpretation. This has
implications for the way in which rights may be realized, as will be
explored later in the chapter.

Perhaps of greater concern here is the move to regard collectives as
unified actors. This approach usually results in giving some elements
within a group the power to speak on behalf of the entire membership.
Since groups are invariably diverse, and include people and factions with
different and competing interests and concerns, this move elevates some
to a position of priority while marginalizing others. It is particularly prob-
lematic in that both victims and perpetrators of human rights abuses fre-
quently hail from the same group. In many respects the source of obstacles
to development is internal rather than external. Identifying groups as
bearers of rights is thus problematic.
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When we regard “developing countries” and states as bearers of the right
to development, our attention is directed toward relations between coun-
tries and away from relations within them. This can serve the interest of
local elites in obscuring relations of domination and exploitation from
which they benefit, while highlighting global relations in which they
occupy a subordinate position. This trend was in evidence during the
WSIS. Many of the countries that were most vocal in insisting on their
right to receive support to “bridge the digital divide” had made little
progress in improving their human rights practice at the national level.
In other words, when the Declaration on the Right to Development calls
for developing countries to become beneficiaries of sustained international
action, it ignores the fact that many poor people in the world are deprived
of development by their own governments and social elites. Giving those
governments more power and greater access to resources will probably
harm the cause of development more than it will help it.

That this may be the outcome of the U.N. declaration is not surprising
since, like all U.N. resolutions, it is a product of negotiations between gov-
ernment representatives, with little direct participation of local people,
communities, and civil society organizations. And even when civil society
does participate, as in the case of the WSIS, these inputs do not carry the
same weight as those of governments.

This does not mean that the right to development is meaningless. Rather,
it means that on its own, as a concept adopted and interpreted by repre-
sentatives of states, it may fall victim to social and political relations that
work for the benefit of some people and groups in developing countries,
at the expense of others. To overcome this state of affairs, and embark on
a transformative course of action, we need to discuss the relations between
development and human rights.

Having discussed the concept of the right to development critically, it is
important to recognize that it did not remain in a frozen state. In the late
1990s the U.N. Office of the High Commissioner on Human Rights appointed
an independent expert on the right to development, and convened an
open-ended working group on the matter. Both of these have produced a
number of reports addressing different aspects of the right and its relations
to issues of trade, economic growth, and poverty alleviation, all seen in the
context of globalization. These reports are important contributions to the
elaboration of the concrete meanings of the right to development.
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Rights in the International Context

The relationship between notions of human rights and development has
been a controversial topic for some time. Historically, human rights
revolved around issues of civil liberties and political expression (first-
generation rights), whereas development has been seen primarily as an
economic issue. Socioeconomic rights (second-generation rights) gained
legitimacy within the human rights discourse as a national issue, but third-
generation rights (dealing with development, peace, and so on) lag behind.
The international dimension of the latter set of rights made them a useful
rhetorical tool in debates but very difficult to implement in practice.

The crucial questions to consider here are “Development of what, of
whom, and at whose expense?”® We argued above that the Declaration on
the Right to Development is oriented toward state rights, though Rajagopal
sees a potential for social movements, local communities, and individuals
to claim rights as well. By doing that, they would be challenging the prac-
tices of the states within which they are located. However, by the same
token, states could use this notion of rights to assert their own claims vis-
a-vis communities and other states. The ability of actors to use the notion
for different and sometimes contradictory ends opens up a contested
terrain in which public and private forces may debate and fight over the
interpretation of the right to development. A meaningful use of the right
would see it applied as a critical tool against restrictive and oppressive prac-
tices by local, national, and international agencies, and as a vehicle for
empowerment of individuals and communities rather than of states. To
facilitate this, a look at other rights and processes would be helpful.

The collectivist approach of the Declaration on the Right to Develop-
ment can be contrasted with the more individualist approach of previous
international declarations. The Universal Declaration of Human Rights of
1948 addresses itself to the rights of “all members of the human family,”
men and women.'° It clearly regards the individual (“the human person”)
as the elementary unit of concern. Of particular interest here is that the
only reference to “development” (Article 22) is made specifically in the
context of education, which should be directed “to the full development
of the human personality” (article 26).

Although not using the term “development” in the same sense as the
1986 Declaration, the Universal Declaration mentions a range of social
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rights that embody social development. Among them are the rights to
social security, to work, to an adequate standard of living to ensure the
health and well-being of individuals and their families (providing them
with food, clothing, housing, and medical care), and to education. Most
of these are to be realized by governments and states, which are seen as
providers of, rather than beneficiaries from, these rights.

The only significant move from individual to collective rights is made
in Article 28, which asserts that “everyone is entitled to a social and inter-
national order in which the rights and freedoms set forth in this Declara-
tion can be fully realized.” This is supplemented by Article 29, with its
notion of “duties to the community,” which provides everyone with the
necessary context “in which the free and full development of his person-
ality is possible.” These statements are too vague, however, to entail spe-
cific obligations and policies, and can serve to highlight further the focus
of the rest of the Declaration on the rights of individuals.

Two decades after the Universal Declaration, the General Assembly
adopted another rights document, the International Covenant on Eco-
nomic, Social and Cultural Rights. It begins with the notion of the right
of self-determination of “all peoples,” who may “freely dispose of their
natural wealth and resources” (Article 1).!! The reference to “peoples”
rather than to “people” introduces a collectivist element that endows states
(as the embodiment of populations) with rights in relation to each other,
but potentially also in relation to elements within their populations.
Having said that, the bulk of the document does impose obligations on
states vis-a-vis their citizens.

These obligations include recognition of the right to work, which entails
“policies and techniques to achieve steady economic, social and cultural
development” (Article 6, para. 2); the right to social security, protecting
the family as “the natural and fundamental group unit of society” (Article
10); the right of everyone to “an adequate standard of living for himself
and his family, including adequate food, clothing and housing, and to the
continuous improvement of living conditions” (Article 11); the right of
everyone to “the enjoyment of the highest attainable standard of physical
and mental health” (Article 12); the right to education (Article 13); and
the right of everyone to take part in cultural life and enjoy the benefits of
scientific progress and its applications (Article 15).
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The long list of rights is similar to that included in the Universal Decla-
ration. Without using the term “development” explicitly, the 1966
Covenant gives concrete content to the notion of social rights and covers
extensive ground in this area. It does not introduce new notions of rights
beyond those used in 1948, however. Whether there is indeed a need for
such a move in the early twenty-first century is a question explored below.

On the eve of the third millennium, a flurry of activity around social
development issues took place on the international stage. Of particular
interest in this context are the Copenhagen Declaration on Social Devel-
opment of 1995 and the U.N. Millennium Declaration of 2000.

The Copenhagen Declaration, adopted by the World Summit on Social
Development, identifies social development as “central to the needs and
aspirations of people throughout the world and to the responsibilities of
Governments and all sectors of civil society.”'? It defines development as
a state that allows all people, especially those living in poverty, to “exer-
cise the rights, utilize the resources and share the responsibilities that
enable them to lead satisfying lives and to contribute to the well-being of
their families, their communities and humankind.”*?

This approach is relevant for the discussion of the right to development
in the information society and is implied in the discourse around “the right
to communicate.” In the charter of the Communication Rights in the
Information Society campaign, the “vision of the ‘Information Society’ is
grounded in the Right to Communicate, as a means to enhance human
rights and to strengthen the social, economic and cultural lives of people
and communities.”!*

Indicators of development that are identified in the Copenhagen Decla-
ration are economic (volume of trade, the global wealth of nations), social
(life expectancy, literacy, access to primary education and basic health
care), and political (democratic institutions and civil liberties). In line with
that, the indicators of developmental gaps include poverty, unemploy-
ment, inequalities between and within countries, unsustainable patterns
of consumption and production, social exclusion, and violence.

The Copenhagen Summit participants pledged to give attention to the
conditions that hamper development, and outlined a program of action
that focuses on the need to place people at the center of development
and to direct economies to meet human needs, recognizing that social
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development is a national responsibility but cannot be successfully
achieved without the commitment and efforts of the international com-
munity and the integration of economic, cultural, and social policies so
that they become mutually supportive. With a focus on rights, the program
includes a commitment to “promote universal respect for, and observance
and protection of, all human rights and fundamental freedoms for all,
including the right to development.”!s

These commitments were reasserted in the United Nations Millennium
Declaration of 2000, which includes a chapter on development and
poverty alleviation. With a focus on poverty, debt, and trade relations, it
is clear that the Declaration regards development primarily as an economic
issue. However, it also mentions issues of hunger, access to water, primary
schooling, infectious diseases, housing, gender equality, job creation, and
so on. In dealing with the challenges of development, it calls specifically
for “strong partnerships with the private sector and with civil society
organizations in pursuit of development and poverty eradication,”'* and
for the benefits of “new technologies, especially information and com-
munication technologies,”!” to be made available to all. In line with trends
current at the time, it places great faith on the capacity of the market to
facilitate meeting the Millennium Development Goals and other develop-
ment goals, and less on notions of “empowerment” and human rights.

A more sustained focus on human rights can be found in a strategy doc-
ument, released by the Office of the High Commissioner on Human Rights
in 2002, that deals with rights and poverty reduction strategies.!® The doc-
ument asserts that “policies and institutions for poverty reduction should
be based explicitly on the norms and values set out in the international
law of human rights.”* This normative framework should govern the
formulation of national and international policies, including poverty
reduction strategies, and facilitate empowerment of the poor by recog-
nizing their “entitlements that give rise to legal obligations on the part of
others.”2

Of course, in typical U.N. fashion, in most of these documents the list
of problems, solutions, challenges, and goals is very long, but the list of
social and political actors responsible for problems such as hunger, poverty,
inequalities, and environmental destruction is very short. There is virtu-
ally no mention of who or what might be responsible for such problems,
or what kind of local and international interests might be served by the
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current state of affairs. The implication is that the signatories to such
declarations—nation-states and their leaders—are expected to fix the prob-
lems they themselves created. It seems to be a case in which the cat is
expected to watch over the cream, and also to make amends for previous
times when she neglected her duties. . . .

Development, Rights, and ICTs

The point in the Millennium Declaration regarding information and com-
munication technologies has been taken up by the U.N. ICT Task Force,
which was established in the wake of the 2000 declaration of the U.N.
Economic and Social Council (ECOSOC) on development and interna-
tional cooperation in the twenty-first century.?

Focusing on the role of information technology in economic and social
development, the ECOSOC raised a concern that the potential of ICT for
development has not been realized in full. As a result, a “digital divide”
was created, and it must be bridged by fostering “digital opportunity” to
enhance “development for all.” To do that, there is a need to address issues
such as lack of infrastructure, education, capacity-building, investment,
and connectivity.

What, precisely, is meant by the potential of ICT for development? The
ECOSOC document refers to a wide range of development applications,
from electronic commerce to access to financial markets; from generating
employment to providing opportunities for investment to entrepreneurs,
in particular small and medium-sized enterprises; from improved agricul-
tural and manufacturing productivity to the empowerment of all sections
of society; from long-distance education to telemedicine; from environ-
mental management and monitoring to prevention and management of
disasters. The assumption is that ICTs’ potential to foster sustainable devel-
opment is enormous, but unless access to and use of ICTs is broadened,
the majority of people, particularly in the developing countries, will not
enjoy the benefits of the new knowledge-based economy.

To ensure improved access and capacity to use new technologies, the
ECOSOC document emphasizes the need for coordinated action at the
national, regional, and international levels, and for collaborative efforts
involving governments, multilateral development institutions, bilateral
donors, the private sector, civil society, and other relevant stakeholders.
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Most people would agree that addressing an issue at multiple levels, and
promoting partnerships between multiple stakeholders, are good ideas that
can open up opportunities for enhancing development from a rights-
oriented perspective. At the same time, this approach also gives rise to chal-
lenges and possible contradictions, in particular over the issue of how to
deal with inevitable tensions between different levels, partners, and rights.

Why are such tensions inevitable? Because having multiple stakeholders
means having to resolve clashes between different interests, priorities, con-
cerns, and perspectives. This involves pursuing a course of action that
would necessitate making choices between competing agendas. Attempt-
ing to disguise disagreements and conflicts of interest through the use of
vague language that would appeal to all—as is frequently is done in U.N.
meetings and other international summits—offers only temporary recon-
ciliation. It cannot address underlying issues, and thus cannot form a basis
for a sustained, long-term development agenda. Such an agenda must be
built, rather, on a foundation of two fundamental principles: promoting
human rights and meeting human needs. The two are of course related, and
it may be argued that the only way to meet basic needs is by promoting
socioeconomic and human rights. This calls for a clear identification of
both problems and potential solutions.

Promoting Human Rights

The fundamental importance of human rights as a foundation is asserted
in a joint statement, “The Millennium Development Goals and Economic,
Social and Cultural Rights,” issued in 2002 by the U.N. Committee on Eco-
nomic, Social and Cultural Rights and the U.N. Commission on Human
Rights’ special rapporteurs on economic, social, and cultural rights: “We
believe that chances for attaining Millennium Development Goals will
improve if all U.N. agencies and governments adopt a comprehensive
human rights approach to realizing the MDGs, including in the formula-
tion of the corresponding indicators.”?

A recent contribution by the Civil Society Human Rights Caucus to the
WSIS declaration argues that a human rights approach would imply using
the improvement of human rights standards, “such as human and social
development, democracy and participation,” as focus points for setting
goals and measures for progress.?* From this perspective, the right to devel-
opment can be regarded not as an additional new right that stands on its
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own but as a way of referring to a cluster of existing social, cultural, and
political rights. This notion of rights would involve shifting focus away
from infrastructure and the growth of markets (without necessarily aban-
doning them) and toward issues such as

= Human development (using indicators such as health, education, and
livelihood)

= Social and cultural development (using indicators such as economic
opportunities and employment, and cultural and linguistic diversity)

= Democracy (or political development, using indicators such as free-
dom of expression, access to information, privacy protection, media
pluralism, transparency, participation in decision-making, and local
capacity-building)

Linking notions of rights and development, the Human Rights Caucus
maintains that the realization of human rights, such as freedom of expres-
sion and access to information and knowledge, is “essential to education,
citizen empowerment, democratic participation, equal opportunities,
cultural and linguistic diversity, economic development and innovation,
leading to overall social wealth.” In other words, rights with specific
information content are a precondition for other rights with a broad
developmental content.

At the same time, factors interfering with the exercise of these develop-
mental rights include poverty and inequality, which lead to massive dis-
parities in access to information and to the means of communication.
These are “at the same time a cause and a consequence of the unequal dis-
tribution of wealth in the world and within countries. It severely dimin-
ishes the capabilities of people to enjoy their human rights, especially the
right to an adequate standard of living, and prevent economic and social
development.”

The current international relations of power and allocation of
resources—what the Caucus terms “Internet topography,” which include
international communication routes and traffic rate agreements—result in
“unfair distribution of resources and massive inequalities” regarding costs.
People-centered, inclusive development requires addressing this situation.

Meeting Human Needs
Using the approach of the Human Rights Caucus, with slight modifica-
tions, we argue that the right to development in the information society
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requires looking at the following clusters of rights, and breaking them
down into specific components:

= Human development

= Social and economic development
= Cultural development

= Political development

= Cross-cutting issues.

Human Development From the perspective of information and commu-
nications for development, the realization of rights to human development
requires governments to mainstream and integrate the use of information
and communications, and related technologies, in the areas of health, edu-
cation, training, and other relevant sectors.

Among specific areas within this context is access to health information,
including information about illnesses and epidemics, their causes, risk
factors, and steps that can be taken to contain their spread and facilitate
prevention and cure. This would require not only efforts to extend access
to such information to individuals and communities that do not have
regular contact with the formal health system, but also mechanisms
to allow input by those directly affected to medical professionals, in a
two-way flow of information between experts and laypeople.

Particular attention must be paid to the language in which health infor-
mation is conveyed. It should be plain and, as far as possible, free of tech-
nical jargon that creates distance between the conveyers and receivers of
information. It should also take into account the multilingual reality of
most developing countries, in which many languages with different status
are spoken and used for various aspects of life. An example of a successful
initiative that made use of ICTs is the Tanzania Essential Health Interven-
tions Project (TEHIP).>* This partnership between the International Devel-
opment Research Centre and the Tanzania Ministry of Health piloted
innovations in gathering and processing data for health planning and
resource allocation. The project adopted an integrated approach, with the
use of ICTs being one part of a process that included research, capacity-
building, infrastructure development, and community participation. The
impact of the planning interventions that resulted from TEHIP in the two
districts in Tanzania where it was piloted can now be observed:
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Child mortality in the two districts fell by over 40% in the 5 years following the
introduction of evidence-based planning; and death rates for men and women
between 15 and 60 years old declined by 18%. During the same period, the health
indicators for other districts in Tanzania, and in fact across Africa, have become stag-
nant. This suggests that the project provided the Tanzanian health reform with the
appropriate tools needed for development of an evidence-based health system and
policies.?

With regard to education, the Civil Society Declaration argues that
“Knowledge creation and acquisition should be nurtured as a participatory
and collective process and not considered a one-way flow.”?¢ The use of
ICTs in education started in the early 1990s, and the lessons can inform
future practice. One of the best-documented examples of national initia-
tives is from Chile. Red Enlaces, the initiative started ca. 1994 and has been
able to build on experience, integrate learning, and show positive results.
One of its critical success factors is consistent support from the Ministry
of Education.?”

Social and Economic Development This area covers most of the rights
that are usually referred to as socioeconomic rights, including the right to
water, food, jobs, housing, social security, and other basic services. Though
it is related to human development, the focus on socioeconomic rights
directs our attention to services crucial for physical survival as well as serv-
ices that aim to develop the human person as a whole (such as education
and health). In addition, labor rights, such as the rights to organize unions
and to strike, and the rights to decent working conditions and a living
wage, also belong in this category, as essential for ensuring people’s ability
to organize and to demand and realize their social and economic rights.

Information and communications technologies can contribute greatly to
the economic development of institutions and individuals—for example,
access to information about investment opportunities, microcredit, and
online banking. A recent publication by the Swiss Agency for Development
and Cooperation and the Global Knowledge Partnership, “ICT4D—Con-
necting People for a Better World: Lessons, Innovations and Perspectives
of Information and Communication Technologies in Development,”
explores the risks and opportunities involved in using ICTs as a develop-
ment tool. The text is available on the Web and includes a detailed list of
resources.?
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Addressing these rights in the context of the information society would
mean a focus on the dissemination of information about the content of
rights and the circumstances under which they can be realized, the
national and international obligations of governments in these respects,
and the extent to which governments have committed themselves to
minimum standards of provision by signing international conventions.

Learning about international best practices that serve as benchmarks for
other countries, and about legal and political achievements by social move-
ments in some countries that can be replicated elsewhere, may also be facil-
itated by an environment of increased networking and access to sources
of information. Such an environment is also more conducive to effective
solidarity campaigns with social and political struggles that involve the
use of tactics such as boycotts and sanctions, and for organization across
and beyond borders.

Cultural Development The Civil Society Declaration notes that “cultural
and linguistic diversity is an essential dimension of people-centred infor-
mation and communication societies” and that “ICTs including traditional
communications media have a particularly important role to play in sus-
taining and developing the world’s cultures and languages.”?

While the information society may facilitate access to the means needed
to protect endangered cultures and languages, raise awareness of threats,
and encourage networking and joint action between groups that find
themselves in similar situations, it also presents its own dangers to the
cause of indigenous and minority cultures.

Economic globalization, the growing spread of the Internet, and the rise
of new types of media and means of communications have resulted in
increasing dominance of European languages and, in particular, English.
In most instances of networking that bring together indigenous activists
and movements representing other cultural and minority groups, English
is the lingua franca (in some regional cases it is French or Spanish). The
implications of this paradoxical situation need to be explored further.

An example of effective and low-cost use of ICTs to enable content
creation in minority languages is Atavik.net. It is a project of an APC
(Association for Progressive Communications) member in Canada, Web
Networks, and it facilitates easy online content publishing in the Inuit
language, Inuktitut.*
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A particular aspect of cultural development includes indigenous peoples’
knowledge, which is threatened by existing intellectual property regimes.
There is need for measures to maintain knowledge diversity and to protect
the cultural, intellectual, and natural resources of indigenous peoples, espe-
cially botanical and agricultural knowledge, from commercial exploitation
and appropriation.®! At the same time it is necessary to be proactive and
accept that cultural mixing and remixing is not just a reality of contem-
porary culture; it is also a means for cultural producers to assert their
rights—rights that in many cases are being appropriated and abused by
publishers (e.g., in the music industry). The alternative licensing move-
ment is finding new ways, such as Creative Commons, for authors and
creators to reclaim their rights.*

Political Development A major concern in the area of political develop-
ment is freedom of expression. Article 19 of the Universal Declaration on
Human Rights establishes the right of everyone to freedom of opinion and
expression, and the right to seek, receive, and impart information and
ideas, through any medium. Obviously this right is central to the exercise
of all other rights in the information society (though its application and
importance are of course not new).

As the Civil Society Declaration argues, this implies free circulation of
ideas, pluralism of the sources of information and the media, press
freedom, ability to access information and share knowledge, and protec-
tion of the right to privacy. The last “faces new challenges in information
and communication societies, and must be protected in public spaces,
online, offline, at home, and in the workplace. Every person must have
the right to decide freely whether and in what manner he or she wants to
receive information and communicate with others.”?*® This is a particular
problem in recent times because of the increasing risk of abuse of personal
data by governments, private sector companies, and individuals.

Other issues related to political freedoms revolve around public access
to information produced and kept by governments. This applies to legis-
lation, policies, plans, tenders, and other acts of governments and other
public bodies that potentially impact the lives of people. Mandatory con-
sultation with stakeholders, public hearings before new legislation is for-
mulated and enacted, and mechanisms that allow people to challenge
policies publicly and through the courts are all essential procedures to
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guarantee political development; access to relevant information and the
use of communication technologies to facilitate these processes are impor-
tant tools in the context of the information society.

Perhaps of most importance for political development is the ability of
citizens and civil society organizations to participate in governance, voice
their concerns, hold government accountable, and ensure that resources
are used to benefit the population rather than politicians and bureaucrats
(in other words, to prevent corruption). Innovative ways in which ICTs
can be used to facilitate the realization of these goals need to be formu-
lated and implemented further. An example of this is the innovative work
done by Colnodo, an APC member in Colombia, to use an open source
application to promote transparency and public participation at the level
of local government.>*

Cross-Cutting Issues Some issues cannot be clustered under a separate
label because they cut across different rights and aspects of development.
These include gender justice, youth issues, and the rights of people with
disabilities. Specific attention to gender sensitivity training and use of ICTs,
the need to train and empower young people, and the need to consider
the specific access needs of people with disabilities are challenges facing
all development practitioners in the information society.

Different components will assume priority based on concrete circum-
stances, and to make them meaningful, and facilitate implementation,
indicators that reflect national realities—in accordance with international
standards—need to be developed. Moreover, accountability and responsi-
bility need to be identified to guide implementation and monitoring of
progress. An example of indicators and how they may be used to measure
progress can be found in the work of Social Watch, an international citi-
zens’ network on poverty eradication and gender equality.3s

Another cross-cutting issue is financing. During the first phase of the
WSIS, the matter of “financing the information society” was contentious
and remained unresolved. There was a standoff between developed and
developing countries on the issue of who should finance the information
society. In the context of the “right to development,” the issue is a criti-
cal one: Who takes responsibility for ensuring that the basic conditions in
which the rights that relate to development can be realized?
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Two opposing perspectives on the matter emerged in the WSIS, with
developing countries insisting that a “digital solidarity fund” be estab-
lished, while developed countries called for a more effective use of the
existing financial mechanisms. A task force was convened by the UNDP to
explore the issue and submit a report to the second preparatory commit-
tee meeting of the second phase of the WSIS (February 2005).%¢

Debate over the implications of the task force’s report emerged at the
WSIS 2 PrepCom meeting in Geneva (February 2005). One of the key issues
was the relative weight placed on private and public sector finance for ICTs
for development. It seems, though, that there is growing recognition that
private sector finance is not adequate on its own to address the infra-
structure needs of developing countries, and it needs to be supplemented
by public and community-driven initiatives. It remains to be seen, though,
how this recognition will translate into concrete policies and allocation of
resources. It is encouraging that the digital solidarity fund has been wel-
comed as a voluntary fund open to interested stakeholders and function-
ing as a complementary financial mechanism. It should be accompanied
by new policy and financial models based on notions of public good,
public finance, and open access as crucial for national and international
development strategies.?’

Conclusion

In conclusion, we would argue that the right to development is a com-
posite concept. To be meaningful, it has to be broken down into compo-
nents that are framed by fundamental human rights and address specific
needs.

In order to ensure the realization of these rights, indicators that are meas-
urable and relevant to the intended beneficiaries need to be developed
in an inclusive and transparent manner. The information society angle
requires the systematic integration of information, communications, and
supportive technologies into all aspects of development policy and prac-
tice. Without giving priority at the national and global levels to the need
to integrate information and communication considerations in develop-
ment, we run the risk of missing out on the important contribution these
can make to the development process.
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This integrated approach to development and information and com-
munications relies not only on breaking the right to development into
components, and exploring the role of information and communications
in realizing this right. It also requires the recognition that the right to infor-
mation, communications, services, and technologies is fundamental. This
in turn requires a contemporary reinterpretation of rights enshrined in the
Universal Declaration of Human Rights in the context of the information
society, as argued by the Association for Progressive Communication in the
publication “Involving Civil Society in the Information Society.”

Specific agents need to be identified and made responsible for imple-
menting needed change, thus avoiding the vague notion of “partnership”
that is rife in information society discourse. In particular, the role, respon-
sibility, and accountability of national governments at three primary levels
must be emphasized:

= To create enabling environments for communities and individuals to
drive development themselves

= To provide the basic public services and infrastructure without which
development cannot be sustained

= To avoid policies that hamper the ability of other states to meet their
needs at the national level, and to follow those which facilitate interna-
tional cooperation for development and social justice.
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Afterword: The Tunis Commitment

The Tunis Summit resulted in two political documents, the Tunis Com-
mitment and the Tunis Agenda, plus a civil society Statement: “Much more
could have been achieved.” The three main issues of the second WSIS
phase, Internet Governance—financing for development, and WSIS follow-
up and implementation—resulted in: (1) No change to ICANN's role in the
short term, but a political commitment to work toward greater interna-
tionalization of public policy issues related to internet governance, and a
decision to create a new global policy mechanism: the so-called Internet
Governance Forum (IGF). (2) An affirmation of the Digital Solidarity Fund
established on a voluntary basis in March 2005, but with no concrete
commitment to provide funding for development. (3) Establishment of a
UN group on the Information Society within the UN’s Chief Executives
Board for coordination, and a mechanism for stocktaking and implemen-
tation under ECOSOC’s Commission on Science and Technology for
Development.

Human rights came into play both in the form of human rights viola-
tions at the Summit itself, and as a baseline for future GIS policies.

In the days leading up to the Summit, the Citizens Summit on the Infor-
mation Society (CSIS), which was organized as a side event to the official
summit, was prevented from happening by the Tunisian authorities. In
response, a large number of international journalists, diplomats, and
prominent human rights speakers, including Nobel prize winner 2003
Shirin Ebadi and the UN special rapporteur on freedom of expression,
assembled in the office of the Tunisian Human Rights League and
expressed their support of human rights, not least freedom of expression
and freedom of assembly in Tunisia.
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The Tunis Commitment and Tunis Agenda reaffirm the Geneva com-
mitment to human rights as the foundation for the global information
society. Paragraph 3 of the Tunis Commitment underscores “the univer-
sality, indivisibility, interdependence and interrelation of all human rights
and fundamental freedoms, including the right to development.” Hereby
it establishes human rights as a broad baseline for assessing GIS policies,
including both civil and political rights, social, economic, and cultural
rights, and the right to development.

The role of human rights is also explicitly linked to Internet governance
in paragraph 42 of the Tunis Agenda: “We reaffirm our commitment to the
freedom to seek, receive, impart and use information, in particular, for the
creation, accumulation and dissemination of knowledge. We affirm that
measures undertaken to ensure Internet stability and security, to fight
cybercrime and to counter spam, must protect and respect the provisions
for privacy and freedom of expression as contained in the relevant parts
of the Universal Declaration of Human Rights and the Geneva Declaration
of Principles.” This explicit linkage between human rights and internet
governance can provide a basis for addressing human rights compliance
when assessing proposals for future IG mechanisms and arrangements.

In sum, both the Geneva and Tunis Summit affirmed that GIS and IG
policies must have human rights as their point of departure. However,
analysis on how the agenda should carry forward and how human rights
principles translate into concrete policy recommendations is still at a very
early stage. So far it is merely a formal commitment to standards agreed
upon more than 50 years ago. It is our hope that this book will contribute
to bridging the gap between human right standards and information
society policies and thus start a process whereby we move from formal
human rights affirmation to concrete policy implementation.
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