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Introduction

Warrantless Mass Surveillance
in a Culture of Control

In George Orwell’s famous novel, 1984, Big Brother kept 24/7 surveillance
on all citizens of Oceana via a “telescreen” installed in every home, while
the Ministry of Truth streamed in news and entertainment it deemed suit-
able for popular consumption. Should citizens harbor heretical thoughts,
there was also always the Thought Police who, in the dark of night, would
visit their homes in order to “vaporize” them, which included wiping out
all traces of their past existence. The Ministry of Love was in charge of law
and order, even though there were no longer any laws. And there was the
“ultimate” enemy of state, Emmanuel Goldstein, whose diatribes against Big
Brother were regularly broadcast, uniting citizens in hate and fear and in
solidarity with Big Brother against this common enemy.

A Culture of Control

In 1984, the tripartite slogan of “The Party” is, “WAR IS PEACE;
FREEDOM 1S SLAVERY; IGNORANCE IS STRENGTH.” These three
ideological perspectives characterize what in this book is called a culture of
control. Such cultures are characterized by an unequal power structure
where one individual or group dominates another; hence, power flows in
only one direction. Examples of such a culture can be found in civiliza-
tions based on religious extremism. In such cultures, the enemy is the infi-
del who must be defeated or killed. Questioning one’s faith or otherwise
straying from it may even be punishable by death. One’s allegiance must
be to God (and hence to those who are His ministers). In such a culture,
freedom consists in surrendering one’s earthly possessions (often to a reli-
gious leader), thereby escaping the bondage of the flesh and of the material
world, which is viewed as the source of all evil.
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In the political sphere, despotic, fascistic states exemplify the idea of a
culture of control. The Third Reich is a good example. Power was unilateral,
war was waged against a common enemy in the name of national security;
and all citizens were expected to have their views aligned with those of the
Nazi party. Knowledge flowed only in one direction. The Nazis sought to
know everything possible about those subject to their rule. They spied on
everyone, including themselves. They wanted to know who were homo-
sexual, Jewish, Gypsy, and who did not have allegiance to the Nazi party.
On the other hand, citizens of the Third Reich were expected to believe the
propaganda and lies that were disseminated by the Nazi government.

A Culture of Autonomy

In contrast to a culture of control is a culture of autonomy. Such a culture per-
mits power to flow bilaterally. Questioning authority is viewed as a healthy
way to resolve differences in living a satisfactory life in common. Diplomacy
and friendship are to be favored over attempting to destroy or ostracize
those who are not ideologically aligned. In contrast to a culture of control,
a culture of autonomy thrives on the mutual exchange of information.
There is also transparency between the governor and the governed, and
communication flows freely both ways. This kind of culture is identified
with the democratic state. It is the idea of a culture that is enshrined in the
Declaration of Independence according to which a government derives its
power from the consent of the governed for purposes of ensuring unalien-
able rights to life, liberty, and the pursuit of happiness.

Both cultures of control and autonomy are ideals that are never com-
pletely realized. In the real world, a culture of autonomy may resemble, to
some extent, a culture of control. Thus, no government is entirely transpar-
ent; nor is it entirely open to the views of those who oppose it. Nevertheless,
some cultures have moved far enough in one direction or another so as to
be appropriately called a culture of control or one of autonomy.

What sort of culture presently exists in America?

America as a Culture of Control

In the past decade, since the 9/11 attacks, America has largely moved in
the direction of a culture of control. The tripartite characteristics of such a
culture are reflected in the conventional wisdom that “winning the war on
terrorism” is the route to peace; “freedom is not free” and, therefore,
requires sacrifice, such as giving up civil liberties for the sake of safety
(including relinquishing our right to privacy); and questioning authority,
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especially when it comes to national security, is unpatriotic and even
treasonous.

Not unlike Orwell’s Oceana, we are presently a nation under surveil-
lance, a nation whose corporate mainstream media is largely under the
influence of the government. While we do not yet have thought police (we
do not yet have the technological means), we have indeed been known
to “disappear” citizens deemed to be national security threats. Since the
inception of the Bush administration in 2000, the rule of law has been
severely compromised by the passage of “laws” enacted in the interest of
“national security,” that contravene the Bill of Rights of the United States
Constitution. This legislation includes laws that permit mass warrant-
less spying on Americans’ electronic communications without adequate
judicial oversight. In this climate of fear, we have become a nation in the
midst of an all out “war on terror,” not against Emmanuel Goldstein, the
dreaded “Jew,” but this time against Arabs, whose associations and/or ideo-
logical ties with al Qaeda or other terrorist groups must never be put past
suspicion. Indeed, as discussed in Chapter 3, new FBI laws now permit the
FBI to engage in racial profiling in order to hunt for terrorists!

This brief characterization of America today is not a ruse. It is not an
exaggeration. Nor is it another slippery-slope argument that lacks empiri-
cal evidence. It is a reality.

Will the Obama administration help move us away from a culture of
control and more in proximity to one of autonomy? There are insidious
roots of state control that have not yet been called into question by this
administration, and much will depend on whether its actions will comport
with its rhetoric of “change.” A main purpose of this book is to help create
the momentum for such real change.

Total Information Awareness

In 1597, Sir Francis Bacon said, “knowledge is power.” The American govern-
ment has adopted this insight as the basis for research and development of
a technologically driven system of “Total Information Awareness” (TIA). In
the aftermath of the September 11, 2001, attacks on the World Trade Center
and the Pentagon, in the name of “national security,” it began research
and development of a vast database containing the personal information
of every American citizen. This technology also included high-powered
search engines using secret matching criteria to parse through this personal
information. Deploying this technology, beginning as early as 2004, the Bush
administration had been secretly monitoring the e-mail messages, Internet
searches, and phone conversations of millions of Americans without their
knowledge, the approval of Congress, or a warrant issued by a judge.
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In assessing the constitutionality of this program, it is instructive
to look carefully at what the Fourth Amendment of the United States
Constitution states:

The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no Warrants shall issue, but upon probable cause, supported by Oath
or affirmation, and particularly describing the place to be searched, and the
persons or things to be seized.

No warrants were issued! No probable cause was given! No details about
the place to be searched or the persons or things to be seized, were pre-
sented to a court in application for a search warrant! Every American was
instead treated as a terrorism suspect.

In 2008, Congress passed the Foreign Intelligence Surveillance
Amendments Act to amend the 1978 FISA (Foreign Intelligence Surveillance
Act ), which had required a search warrant for any electronic communica-
tion passing through a U.S. switch. Effectively, this new legislation gutted
the 1978 Act and gave the green light to continue warrantless surveillance
of millions of Americans. And soon-to-be President Barack Obama (then
an Illinois Senator) voted for it.

A Plea for Constructive Change

This book will carefully examine the dangerous currents toward a con-
trolled Orwellian culture now in the air. The TIA Project cannot be severed
from the political, legal, social, economic, technological, and ideological
climate that now supports it. These factors include:

o The passage of laws permitting egregious violations of human rights;

e federal courts—from FISA to the Supreme Court—falling asleep at
the wheel;

e a “war on terror” used to promote the politics of fear and to justify
increasingly greater abridgments of privacy;

e psychological manipulation aiming at mass, blind conformity, lock-
step politics, and jingoism;

e corporate media consolidation, telecom mergers, and media-
government quid pro quo;

e the consequent clogging and censoring of the arteries of mass
communication;

o widespread and systematic injection of government propaganda into
the mainstream media news hole;
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e private data warehousing and mining companies working coopera-
tively with the U.S. Department of Defense to amass personal data
on all of us;

o the military-industrial revolving door incestuously sustaining TIA
technological development;

e corporate lobbies in Congress and the Federal Communications
Commission seeking to undermine net neutrality;

e government monitoring of the internet;

e Defense Department sponsorship and use of social media to support
its clandestine agenda;

o research and development of chilling late generation, privacy-
eviscerating surveillance technologies;

o deployment of real time surveillance subsystems including video
surveillance cameras in private zones;

o Secret Services death squads operating underneath the radar of
Congress;

e a nationalistic, neoconservative ideology hell-bent on establishing
and maintaining U.S. geopolitical supremacy;

e corporate globalization, breakdown of trade barriers, and the blur-
ring of lines between political and corporate power, leaving a trail
of exploitation of the world’s labor force, destruction of the envi-
ronment, and centralized means of world power and control in the
hands of the superrich.

These are some of the factors that are indissolubly fused to the steady
creep of a culture of control at the center of which is the TIA project.
Accordingly, this book looks at all of these factors, among others, with an
eye toward constructive change. It is, thus, a plea for activism regarding the
climate of control that has been spreading like a cancer in this nation and
throughout the world, especially in the past decade.

We cannot expect this degenerative process to remit if we sit by idly and
permit it to fester and grow. Hence, this book appeals to Americans and the
greater world community to form coalitions of groups for the survival of
the free world. Again, this is not an illusion. The dangerous trends flagged
in this book are supported by empirical evidence. But if some insist that the
alarm sounded here is an overreaction, then the response must be that it is
better to be safe than sorry, given the incredible importance of the stakes.



Post-9/1 | America’s Culture
of Control

he September 11, 2001, attacks on American soil were a decisive marker

in the shift toward a culture of control in America. This does not mean
that many of the seeds of this shift were not already planted. They were.
The lesson of the Nixon administration had begun to fade, along with the
Watergate break-in and the unlawful, warrantless wiretapping of private
citizens. The 1996 Telecommunications Act, signed by William Jefferson
Clinton, raised media-ownership caps of the already gigantic media corpo-
rations, thereby allowing further consolidation and, hence, less-independent
sources of news and information for public consumption. The collapse of
the Soviet Union in 1991 provided the occasion for right-wing, militant
extremists from the George H. W. Bush administration to launch an aggres-
sive campaign aiming at change in the balance of power toward American
geopolitical dominance.!

Restriction of Civil Liberties: The PATRIOT Act

In this context, the 9/11 attacks provided a pretext for restricting civil rights,
especially privacy and the right to be kept informed. In particular, the U.S.
PATRIOT Act was approved by Congress without careful examination or
discussion and was signed into law by George W. Bush on October 26, 2001.

Section 213 of the PATRIOT Act, the so-called “sneak and peek” provi-
sion, allowed law enforcement officers to search the homes or businesses
of private citizens without their knowledge or permission.

Section 218 of the Act eliminated an important protection established
in 1978 under the Foreign Intelligence Surveillance Act (FISA) against
warrantless surveillance of American citizens and violation of their Fourth
Amendment rights. In particular, Provision 104(7)(B) of 1978’s FISA
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required that the purpose of conducting a warrantless electronic surveillance
was to obtain foreign intelligence information.? The PATRIOT Act changed
the language of this provision to say that a significant purpose of such surveil-
lance was to obtain foreign intelligence.® This provided a loophole for law
enforcement to gather evidence for criminal investigations without having
or showing probable cause pursuant to the Fourth Amendment.*

Section 215 of the PATRIOT Act gave the Federal Bureau of Investiga-
tion (FBI) the power to access the “tangible things” of private citizens
including their “books, records, papers, documents, and other items”
through the issuance of National Security Letters (NSL). These letters did
not require a court order. All the FBI had to claim was the surveillance was
being conducted “to protect against international terrorism or clandestine
intelligence activities.” No evidence needed to be produced to show that
the subjects in question were “agents of a foreign power” as previously
required. Further, those forced to turn over the information were placed
under a gag order preventing them from disclosing the search to anyone
else. As a result, the subjects of the search could have their personal records
examined by government without being able to find out about it and
therefore obtain redress against illegal searches.’ Unfortunately, Section
15, as well as other questionable provisions of the PATRIOT Act, has been
reauthorized under the Obama administration.’

God as a Political Weapon of Mass Conformity

Under the George W. Bush administration, fundamentalist Christian values
were mixed with politics in an effort to transform America into a theo-
cratic state in contravention of the First Amendment right to freedom of
religion. It is this theocratic line that now attempts to teach “intelligent
design” as science, and to add an amendment to the U.S. Constitution pro-
claiming marriage to be exclusively between a man and a woman.

Under the George W. Bush administration, reverence for life equated to
an absolutistic and inflexible “culture of life.” Personhood was redefined
to include unimplanted human embryos that would never act, think, or
feel. The result was to thwart and delay the progress of stem cell research
in America and therewith the promise of saving millions of actual human
lives. To his credit, President Obama has recently overturned Bush’s ban on
stem cell research, but the “culture of life” that his administration helped
to fortify (including its adherents in Congress) is still active in attempting
to exercise political control over the direction of such research.

The Terry Schiavo case is a good example of how such a “culture of
life” is part of a culture of control. Terry Schiavo was a patient on a feed-
ing tube in a persistent vegetative state. Using her misfortune to advance
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its political agenda, the Bush administration attempted to short-circuit
decades of settled Florida law by passing federal legislation interfering
with the removal of her feeding tube. After fourteen unsuccessful appeals,
when Schiavo’s feeding tube was finally removed, Florida Governor Jeb
Bush, the President’s brother, sent state police to Schiavo’s hospice to
seize her and have her feeding tube reinserted. Confronting local police
who were ordered by a judge to guard her, the state police finally backed
off.” Subsequently, when an autopsy was performed, it was learned that
Schiavo’s upper brain had liquefied.

Religious fanaticism of this kind threatens democracy not because of the
views it entertains but because it seeks to silence public debate and unbiased
exploration of controversial moral issues, and attempts to control others by
imposing its views on them. During the Bush administration, ethicists who
worked at publicly funded institutions, such as the National Institutes of
Health (NIH) were “free” to do research on the cutting edge—to explore
issues like cloning and stem cell research as long as the conclusions they
drew squared with those held by the White House. Federal agencies, such as
the Environmental Protection Agency (EPA), were overseen by “gatekeepers”
who reported directly to the president. In this contrived context, scientists
were muzzled. As such, Americans could not expect federal agencies to tell
them the truth about such genuine concerns as global warming.

Fear and Hate Mongering

The rallying cry of the Bush administration was that of giving up civil liber-
ties for the sake of peace and security. American support for the war in Iraq
was largely a product of such fearmongering rather than the higher reflective
powers of a democratic nation. Thus, Saddam Hussein was a pretext used by
the Bush administration to stir up support among Americans for the inva-
sion of Iraq. And when the Bush administration fabricated a link between
Hussein and the 9/11 attacks, most Americans came on board; and most
were also willing to consent to having their electronic communications war-
rantlessly wiretapped for the sake of averting the next terrorist attack.

Manipulation of Mainstream Media and Telecoms

But it is not just the average American who is subject to being manipulated;
the mainstream media is, and has been so subject. Giant media corporations
have come largely under government influence or control. To a consider-
able extent, this is due to consolidation. A relatively few number of compa-
nies now control all of cable and network TV (News Corp, General Electric,
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Viacom, Disney, and Time Warner being the prominent conglomerates).
These companies also have joint ventures with the telecom companies such
as AT&T and Comcast. All of these companies are beholden to the govern-
ment for media ownership caps, mergers, tax breaks, military contracts,
and other means of expanding their bottom lines. They also have lobbies
in Congress and the Federal Communications Commission (FCC) and are,
therefore, disinclined to report news that strains their relationship with the
government. A classic example of this is the lead-up to the Iraq war. Even
the New York Times was relegated to quoting government spokespersons in
making the case for the Bush administration to go to war in Iraq.

An instructive example of what can happen to a company that refuses
to cooperate with government is that of Qwest Communications, which
refused to assist the Bush administration in its warrantless surveillance
program.® According to the former CEO of Qwest, Joseph P. Nacchio, the
Bush administration had withdrawn lucrative government contracts due to
Qwest’s refusal to comply with the directive to cooperate in its program.
Qwest had entered into two classified government contracts and in 2000
and 2001, Nacchio participated in discussions with high-ranking govern-
ment officials about the awarding of other similar contracts; but Qwest’s
refusal to participate in the program of warrantless surveillance, claimed
Nacchio, led the Bush administration to cancel these contracts.

The Net Neutrality Crisis

If the abuses of power perpetrated by the Bush administration teach us
anything, it is that we cannot afford to place our blind trust in any govern-
ment administration. But this means that we need a vigilant media to keep
us informed. Unfortunately, the mainstream corporate media has been
asleep at the wheel; and given its insatiable drive for profit maximization,
and its reliance on the government to feed this appetite, there is presently
no good reason to think that it will perform better in the future.

So we might conclude that the free and open architecture of the Internet
provides the answer to our need to be kept informed. Unfortunately, as will
be discussed in Chapter 7, the Internet is also in clear and present danger of
becoming another branch of the corporate, mainstream media. Currently,
there are powerful telecommunication companies such as Comcast seeking
to turn the free and open architecture of the net into a “pay for play” system
according to which only companies that have deep pockets would be able to
afford an Internet presence. Consequently, these companies, which include
the major cable and broadcast media corporations, would have the ability to
control, censor, and otherwise manipulate the flow of information through
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the Internet pipes. This would mean the end of net neutrality and a brave
new world of Internet control.

The Supreme Corp Decision

On January 21, 2010, in a vote of four to five, the Supreme Court handed
down a decision in Citizens United v. Federal Election Commission® that gave
corporations the right to finance the advertising campaigns of the political
candidates of their choice. This decision portends serious consequences for
the survival of mainstream media and Internet as democratic forums.

Powerful corporations already influence political outcomes. In the after-
math of the Court’s decision, telecom and cable lobbies in Congress, to
usurp net neutrality, will predictably be brought directly into the arena of
the boardrooms of corporations like Comcast and AT&T, which will decide
how much financial backing to give to a candidate in a congressional elec-
tion (or even in a presidential election) based on the candidate’s willingness
to support legislation sanctioning a pay-for-play Internet. Similarly, giant
media companies like News Corp and Time Warner will pay for the can-
didates who are willing to support tax breaks, corporate-friendly antitrust
laws, and other legal changes calculated to massage the corporate bottom
line. Similarly, private military contractors, such as Lockheed Martin and
Boeing, will support candidates willing to escalate and fight wars, thereby
offering lucrative defense contracts. In all these cases, it will simply be a mat-
ter of corporate cost-benefit analysis likely to determine who will ultimately
be elected to office.

Clearly, contributions to campaigns made by individuals, unions, and
political action committees will invariably wane in comparison to those
amounting to billions of dollars that giant corporations will pump into the
campaigns of politicians who are willing to support their business interests.
The outcome is predictable. Politicians who have been bought by these
corporations will win elections. The government will be by the corpora-
tions and for the corporations. There will be “free-market” capitalism but
no democracy.

Curiously, the Court’s decision was based on the ideology that every
person has a right to free speech and that, therefore, so do corporations.
According to this perspective, the Court’s decision should thus be lauded
as a move toward a culture of autonomy and away from one of control.
However, nothing can be further from the reality.

It is settled law that people should not be free to sell themselves into
slavery. Such granting of freedom would be contrary to respecting free-
dom in the first place; for people should not be free to sell their freedom.
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Freedom for the sake of relinquishing freedom is self-defeating and not
really freedom at all. The situation is similar in the case of granting cor-
porations a right to freedom of political speech. The granting of such a
right destroys political free speech, because it creates an unfair advantage
for the corporations who wield unparalleled money and power. Instead of
enhancing the autonomy and freedom of citizens of a state, it forecloses it,
and makes elections into a farce.

Further, corporations are not natural persons. Legal personhood is a legal
fiction. Real people, not fictitious ones, have a right to free political speech.
While it is true that corporations are composed of real persons, this does
not make corporations real persons. What’s true of the part is not neces-
sarily true of the whole. From the fact that the individuals who work for a
corporation have a right to political free speech, it does not follow that the
corporation itself has a right to political free speech. The Court’s reasoning
was flawed and the decision sets a dangerous precedent for the future sur-
vival of democracy in America. Dissenting, Justice John Paul Stevens stated,

In the context of election to public office, the distinction between corporate
and human speakers is significant. Although they make enormous contri-
butions to our society, corporations are not actually members of it. They
cannot vote or run for office. Because they may be managed and controlled
by nonresidents, their interests may conflict in fundamental respects with
the interests of eligible voters. The financial resources, legal structure, and
instrumental orientation of corporations raise legitimate concerns about their
role in the electoral process. Our lawmakers have a compelling constitutional
basis, if not also a democratic duty, to take measures designed to guard against
the potentially deleterious effects of corporate spending in local and national
races.'

Changing the Rhetoric but not the Policy

At the time of this writing, it remains to be seen how the Obama adminis-
tration will confront such expanded corporate power to influence political
outcomes. So far, the Obama administration appears to be less inclined than
the Bush administration to cave to corporate pressures, such as that of the
telecoms to end net neutrality; and it has explicitly denounced the Citizens
United ruling as “a major victory for big oil, Wall Street banks, health insur-
ance companies and the other powerful interests that marshal their power
every day in Washington to drown out the voices of everyday Americans.”!!
Indeed, this administration has meticulously fashioned its rhetoric around
a culture of autonomy, especially talk about “the rule of law.”'? Thus, in his
May 21, 2009, speech President Obama proclaimed,
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We are indeed at war with al Qaeda and its affiliates. We do need to update
our institutions to deal with this threat. But we must do so with an abiding
confidence in the rule of law and due process; in checks and balances and
accountability. For reasons that I will explain, the decisions that were made
over the last eight years established an ad hoc legal approach for fighting ter-
rorism that was neither effective nor sustainable—a framework that failed to
rely on our legal traditions and time-tested institutions, and that failed to use
our values as a compass.!

Indeed, a culture that upholds “the rule of law,” “due process,” “checks and
balances,” and “accountability” is a good candidate for a culture of autonomy.
This is just what we hope America will aspire to be. Unfortunately, even
very oppressive cultures have touted the importance of these ideals but, in
practice, defined them to suit their oppressive agendas. What matters are the
actual practices, laws, and policies that are instituted in the name of freedom
and democracy.

Here is an example of how the Obama administration has created the
false appearance of real change toward a culture of autonomy. On March
13, 2009, in a federal district court filing, the Obama Justice Department
eliminated the category of “unlawful enemy combatant,” which the Bush
administration had built into the 2006 Military Commissions Act for pur-
poses of detaining suspected terrorists without due process. Two months
later, in his May 21 speech cited above, Obama announced a replacement
system that changed the language but not the concept.

According to the old definition of “unlawful enemy combatant” included
in the 2006 Military Commissions Act, an unlawful enemy combatant was
“a person who has engaged in hostilities or who has purposefully and mate-
rially supported hostilities against the United States or its co-belligerents
who is not a lawful enemy combatant . .. ”!* In other words, if the govern-
ment suspected that an individual posed a threat to national security, this
individual could be detained as an “unlawful enemy combatant.”

Now, instead of branding suspects as “unlawful enemy combatants,”
Obama proposed their “prolonged detention” by which “al Qaeda terrorists
and their affiliates . . . that we capture—like other prisoners of war” could be
“prevented from attacking us again.” That is, “prisoners of war” who alleg-
edly could not be prosecuted for their past crimes but who allegedly posed a
future threat to national security could be detained for a “prolonged” period
of time.

Since such “prisoners of war” were suspected terrorists, and since the
“war on terrorism” has no definable end, what “prolonged” here could pos-
sibly mean boggles the imagination. Would they ever be released or would
they die in prison for crimes they have not yet committed? Moreover, if they
really could not be prosecuted, they could also not be accorded the right of
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habeas corpus unless this meant being charged with the potential to commit
a future hostile act against America. All this, and Obama still contended that
his administration had begun to reshape detention policies “to ensure they
are in line with the rule of law.”

But just how Obama could have squared preventively detaining indi-
viduals for crimes they haven’t yet committed with the rule of law is beyond
comprehension. For law is inherently retrospective. It looks back for pur-
poses of holding people criminally or civilly liable for their past actions.
It does not look forward to future acts not yet committed. Obama’s new
“legal” category set a dangerous precedent for incarcerating someone for
crimes they hadn’t yet committed. This raised the Orwellian specter of the
“Thought Police” who come in the dead of night to take away dissidents.

As will be discussed in Chapter 3, President Obama, even as a Senator,
had supported legislation that permitted Bush’s program of warrantless
spying on the personal electronic communications of American citizens.
So, while the government did not yet have the capacity to read minds,
it now had an incredible power to intrude into private communications.
Viewed in this light, it is not such a stretch to imagine being preventatively
imprisoned for saying something over a wire that the government thought
was “hostile against the United States.”

Unfortunately, in the decade following the 9/11 attacks, America had
been placed on a path toward increasing levels of government control.
Entering into an environment that had been substantially divested of the
legal safeguards undergirding due process, checks and balances, the rule
of law, accountability, and working in tandem with a Congress that had
been largely complicit with this degeneration of democracy, the Obama
administration has the formidable duty to restore what has been so severely
compromised.

In an effort to placate those who were complicit, a very real danger is
that Obama may facilitate the dangerous precedents set by his predecessor.
Thus, while the rhetoric has now been softened, the potential for the same
climate of control still exists in the American culture. And it will take more
than change in rhetoric to rebuild what was torn down. In fact, the change in
rhetoric may merely help to conceal a ripening cultural of control.

Indeed, if the Obama administration’s rhetoric forms the basis of
our trust, then we may be less inclined to hold its feet to the fire when it
violates international law by launching deadly military strikes inside sov-
ereign nations,'® refuses to prosecute the architects of an illegal program of
torture,® forecloses the rights of citizens to sue the government for unlaw-
fully spying on them,!” or perpetrates other violations of law, especially
when they are undertaken in the name of “peace,” “national security,” and
“freedom.”
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Militarism and Mind Control

Unquestionably, the period that ensued after the 9/11 attacks has been one
of movement toward a militaristic state. Driven by an ideology that seeks
power and control through military strength, we have been embroiled in
two simultaneous wars under the banner of a geographically and tempo-
rally boundless “war on terror.” The culture of America has changed dra-
matically as a result. This has been a period of “enhanced interrogation,”
“extraordinary rendition,” and the cancellation of habeas corpus. As such,
the trend toward militarism has left its taint on our image and self-image,
as a people, and as a nation of laws and morals.

This militaristic trend has important roots in the neoconservative orga-
nization that emerged in 1997 known as the Project for the New American
Century (PNAC). This project’s members included many of the soon-to-be
members of the Bush administration, including Richard Cheney, 1. Lewis
“Scooter” Libby, Donald Rumsfeld, Paul Wolfowitz, Richard Pearle, John
Bolton, and William Kristol. Its primary goal was to help “to preserve
American preeminence through the coming transformation of war made
possible by new technologies.” That such technologies included mind control
is past doubt. Thus, PNAC speculates about the new military:

Future soldiers may operate in encapsulated, climate-controlled, powered
fighting suits, laced with sensors, and boasting chameleonlike “active” cam-
ouflage. “Skin-patch” pharmaceuticals help regulate fears, focus concentration
and enhance endurance and strength. A display mounted on a soldier’s helmet
permits a comprehensive view of the battlefield—in effect to look around
corners and over hills—and allows the soldier to access the entire combat
information and intelligence system while filtering incoming data to prevent
overload.'®

PNAC’s above depiction of military transformation is a lamentable prelude
to a burgeoning culture of control: the human person as a self-determining
agent who possesses free will is transformed into a (literal) killing machine.

But PNAC was not just speculating. Six days after the 9/11 attacks, on
September 17,2001, the Defense Advance Research Project Agency (DARPA),
under the Bush administration’s Department of Defense, issued the following
memo:

The Defense Sciences Office is interested in new proposals in BRAIN
MACHINE INTERFACES. This new program represents a major thrust
area for DSO that will comprise a multidisciplinary, multipronged approach
with far reaching impact. Brain Machine Interfaces: The brain takes inputs
and generates output through the electrical activity of neurons. DARPA is
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interested in creating new technologies for augmenting human performance
through the ability to non-invasively access these codes in the brain in real
time and integrate them into peripheral device or system operations.”

While there can be invaluable uses of such technologies, for example, in
restoring movement to paralyzed limbs resulting from trauma or disease,
it is clear that the Department of Defense was not interested in medical
applications. Instead, its goal was to peripherally, remotely control the
thoughts, emotions, and actions of soldiers on the battlefield, thereby giv-
ing them a decisive advantage over their opponents.

Thus, according to the DARPA Brain Interface Program Manager, Alan
Rudolph, the focus would include:

Demonstrations of plasticity from the neural system and from an integrated
working device or system that result in real time control under relevant
conditions of force perturbation and cluttered sensory environments from
which tasks must be performed (e.g., recognizing and picking up a target
and manipulating it)?°

In other words, soldiers would not experience the usual fears and sensory
confusions that occur in the high-stress arena of the battlefield. Instead, as
a result of brain machine interfaces, they would be capable of engaging in
warfare with the same temperament as, say, taking an afternoon stroll.

While such technology is still in its infancy, work for the DARPA pro-
gram has been undertaken at such places as MIT, and it has resulted in
the ability to remotely control the movement of a monkey’s arm as well as
to glean enough information from its brain to predict in advance its next
action.?! The Orwellian idea of the “Thought Police” is, thus, not so far in
the offing, especially if we continue on the path of militarism and mind
control.

Along similar lines, in 2002, DARPA announced that it was “tinkering
with a soldier’s brain using magnetic resonance” to create a sense of being
well-rested even after being deprived of sleep for as much as seven consecu-
tive days and nights. According to DARPA officials, “Eliminating the need
for sleep during an operation ... will create a fundamental change in war
fighting and force employment.”?2

The idea of using mind control for military purposes is not new to
American history. For example, the MK-ULTRA Project conducted by
the Central Intelligence Agency (CIA) in the 1950s and 1960s consisted of
experiments on unwitting and unconsenting subjects with mind-controlling
drugs for purposes of producing a “Manchurian candidate.” But with the
advance of digital technologies, what was then science fiction has now
become a real, and chilling, possibility.
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The Total Information Awareness Project

At the center of America’s trend toward a controlled society is a project
begun in the early years of the Bush administration originally called, “Total
Information Awareness” (TIA). The TIA project represents another for-
midable move by DARPA toward a culture of control. As will be discussed
in the next chapter, this project involves construction of a vast database
of personal information (from movie rentals and credit card purchases to
phone and e-mail conversations) and a network of integrated technolo-
gies for trolling through it. The Orwellian nightmare has now become the
American reality.



The Total Information
Awareness Project

he control of information is the cornerstone of a controlled society. For

any government bent on controlling its subjects, this control is double-
edged. First, the government must know everything it can possibly know.
Second, everyone other than the government must not know what the
government knows. As Niccolo Machiavelli expressed, “Thus it happens in
matters of state; for knowing afar off (which it is only given a prudent man
to do) the evils that are brewing, they are easily cured. But when, for want
of such knowledge, they are allowed to grow so that everyone can recognize
them, there is no longer any remedy to be found.”!

The Orwellian/Machiavellian formula for control is, therefore, to know
all and keep everyone else, especially one’s enemies, in a state of ignorance
or (better yet, for the purposes at hand) a state of misinformation. This was
exactly the approach taken by the Bush administration in the aftermath of
the 9/11 attacks, and the double-edged edifice of control it established is
still alive and flourishing.

The Office of Strategic Influence

In Orwell’s 1984, the “Ministry of Truth” (otherwise known as “Minitruth”)
determined what was to count as news and information for the citizens of
Oceana. After the 9/11 attacks, on October 30, 2001, the Defense Advanced
Research Projects Agency (DARPA), a branch of the Department of
Defense, established the “Office of Strategic Influence” (OSI) (otherwise
known as the “Office of Disinformation”) for similar purposes. When its
existence became public in late February 2002, it was poorly received and
was reported to have been closed down, but, as confirmed on November
18, 2002, in a media interview with then Secretary of Defense, Donald
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Rumsfeld, the office continued to operate under a different name. Said
Rumsfeld, “And then there was the office of strategic influence. ... I went
down that next day and said fine, if you want to savage this thing fine I'll
give you the corpse. There’s the name. You can have the name, but 'm
gonna keep doing every single thing that needs to be done and I have.”?

Headed by Air Force Brigadier General Simon P. Worden, the official
purpose of the OSI was to disseminate false information to America’s
foreign “enemies,” especially Islamic nations, by spreading disinformation
through their media networks, the Internet, and covert operations. For such
purposes, the Pentagon hired the Rendon Group, an international com-
munications firm, and paid it US$100,000 per month. In fact, while the
United States was allegedly fighting a war in Iraq for purposes of liberating
Iraqis and spreading freedom and democracy, the Rendon Group, under
the direction of John W. Rendon, Jr., was also busy attempting to control
the Iraqi media by feeding it pro-American propaganda.

However, these surreptitious attempts to control information did not
stop at infiltrating foreign media. At this time, the Bush administration was
also aggressively disseminating prowar and pro-Bush propaganda into the
American mainstream media. In fact, the Bush administration paid mil-
lions of tax-payers’ dollars to produce and disseminate phony news favor-
able to its policies and image. Such government propaganda was produced
and reported by public relations specialists, not by journalists, and it was
passed off by the corporate mainstream media as real news. The famous
footage of the statue of Saddam Hussein in Baghdad being toppled at the
beginning of the Iraq war (a scene that was repeatedly aired on all major
cable and broadcast news networks) is a prime example of a staged event.

Sadly, the willingness of the corporate media to self-censor as well as
disseminate government propaganda for a price shows the serious danger
in trusting these behemoth organizations to keep us informed. Much like
the news organ of Orwell’s Oceana, the mainstream media cannot serve to
expose government lies and deception when it is, itself, the disseminator of
this misinformation.

The Information Awareness Office and the Total
Information Awareness Project

But, the spread of disinformation was only one side of the government’s
equation for realizing and maintaining a culture of control. In January 2002,
DARPA established the “Information Awareness Office” (IAO) to direct the
“Total Information Awareness” (TIA) project. The IAO’s mission was to
“imagine, develop, apply, integrate, demonstrate and transition informa-
tion technologies, components and prototype, closed-loop, information
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systems that will counter asymmetric threats by achieving total information
awareness.” In other words, it sought to create a giant network of integrated
computer technologies for intercepting, storing, searching, monitoring,
reading, and analyzing all private, computerized records of 300 million
Americans (not to mention the electronic traffic generated by millions of
foreign users).

The project was largely the brainchild of John Poindexter, a former
Reagan National Security advisor who, in 1990, had been convicted of
multiple felonies in the Iran-Contra scandal, which were later reversed.
Poindexter, along with a Hicks & Associates® executive, Brian Sharkey,
proposed the idea of the TIA project to the Department of Defense soon
after the 9/11 attacks, and was named the director of the IAO.

Here was a case of reality imitating fiction. Just as, in Orwell’s 1984, the
omnipresent face of Big Brother with a caption that read, BIG BROTHER
IS WATCHING YOU, the logo of the IAO showed an all-seeing eye with
the Latin caption, “scientia est potentia,” meaning “knowledge is power.”

The IAO and its TIA project first came to public light largely as a result
of an article printed in the New York Times in February 2002.* The article
stated, “One component of the new computer information systems that is
being emphasized by Mr. Poindexter’s new office are ‘data mining’ tech-
niques intended to scan through vast collections of computer data, which
may include text, images, sound and other computer data, and find signifi-
cant patterns.” However, the Times article did not include details about the
nature of the project. On November 21, 2002, the American Civil Liberties
Union launched a campaign against TIA. It stated,

Recent news reports have revealed the development of a new federal pro-
gram dubbed “Total Information Awareness.” The program will create a
computer system that will search through a vast centralized database that
contains information about your purchases, your medical history, your
school records, and more. Help stop this domestic spying program.’

Clearly, the details of the project omitted by the Times in its article (namely,
the kind of information to be searched) presented a chilling picture of the
breadth of the TIA project. It was truly intended to be a total information
awareness project—more exactly, total government awareness.

Amid the public outcry from civil libertarians, the TIA project was
supposed to have been defunded by Congress in 2003, but instead its
core technologies were transferred from the Department of Defense to
Advanced Research and Development Activity (ARDA), a branch of the
National Security Agency (NSA). Subsequently, ARDA itself was trans-
ferred from the NSA to the Disruptive Technology Office, which is directed



22 MASS SURVEILLANCE AND STATE CONTROL

by the Director of National Intelligence. As will be discussed in Chapter 3,
this is significant because under new legal provisions established at the end
of the Bush administration, all intelligence operations (including those of
the FBI and CIA) have been centralized under the Director of National
Intelligence, thus giving to a single individual both the eyes and ears of
“Total Information Awareness” as well as the legal authority to use them
to warrantlessly spy on Americans.

The TIA Technologies

The TIA technologies consisted of an integrated system of technologies
that would engage the following levels of operation:

Detect — Classify — ID — Track — Understand — Preempt

Key components of the original technologies in this integrated system
included the following:®

Genysis: technology that builds ultralarge, all-source information repositor-
ies, that is, permits the storing and organizing of vast amounts of data.
Evidence Extraction and Link Discovery: technologies for automated discov-
ery, extraction, and linking of sparse evidence contained in large amounts
of classified and unclassified data sources. These technologies extract
data from multiple sources (such as text messages and Web pages); detect
instances of patterns consisting of financial transactions, communica-
tions, travel, medical, housing, education, transportation, etc.; and have
the capacity to learn patterns consisting of persons, organizations, etc.
Scalable Social Network Analysis: technologies for finding patterns that
exemplify key characteristics of terrorist groups and for distinguish-
ing these populations from other types of societal groups. In order to
distinguish possible terrorists from innocent civilians, this requires that
information also be gathered on the social interactions of the masses of
innocent people. This means that the latter group must be placed under
surveillance and subjected to analysis along with the former group.”
Human ID at a distance: automated biometric identification technologies to
detect, recognize, and identify humans at great distances, which provide
“critical early warning support for force protection and homeland defense
against terrorist, criminal, and other human-based threats.” Such bio-
metric ID technologies require a searchable database. In fact, in February
2008, at a cost of one billion dollars per year, the FBI awarded a ten year
contract to Lockheed Martin to develop a giant database of biometric
data including fingerprints, iris scans, and DNA, which the FBI refers to
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as the “Next Generation Identification” (NGI).® The goal is to have such
personal data from every human being on file.

Effective Affordable Reusable Speech-To-Text: speech-to-text (automatic
transcription) technology, which will focus on “natural, unconstrained
human-human speech from broadcasts and telephone conversations in
multiple languages.” Such technology is necessary to construct a massive
dragnet surveillance of telephone and Voice/IP communications by trans-
lating audio signals into text and then utilizing natural language filters to
capture predefined words and phrases.

Genoa II: cognitive (learning) support technology that allows humans and
machines to “think together” in real-time about complicated problems;
overcome human biases and limitations; clarify complicated and uncer-
tain situations; and create dynamic, adaptable, peer-to-peer collabora-
tive networks.

Translingual Information Detection, Extraction, and Summarization:
“advanced language processing technology to enable English speakers
to find and interpret critical information in multiple languages without
requiring knowledge of those languages.”

Communicator: “dialogue interaction” technology that enables warfighters
to talk with computers, such that information will be accessible on
the battlefield or in command centers without ever having to touch
a keyboard.” The obvious next step here is to combine such software
with remote-control brain machine interfaces, such as those discussed
in chapter 1.

Wargaming the Asymmetric Environment: predictive technology to better
anticipate and act against terrorists by identifying predictive indicators of
attacks by specific terrorists by examining their behavior in the broader
context of their political, cultural, and ideological environment. Such
technology would necessarily screen on the basis of personal data such as
race and religion.

Future markets applied to prediction: technology to help predict political
instability, threats to national security, and other major events in the
near future.

The Information Awareness Prototype System

DARPA’s Information Awareness Prototype System was the main “brain”
of the TIA system for integrating all of the above information extraction,
analysis, and dissemination technologies. According to DARPA, to perform
its function, this integrated TIA system had to have three core elements:
(1) architectures for creating a vast database; (2) new and innovative
methods for populating this database; and (3) new means for analyzing
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and correlating information in the database in order to derive actionable
intelligence. In fact, such a functionally integrated TIA system was deployed
by the NSA to spy on the telephone and e-mail conversations and Internet
activities of millions of Americans.

The National Security Agency’s Deployment of the TIA System

The day after President Bush left office, Russell Tice, who was an NSA intel-
ligence officer until 2005, appeared on MSNBC’s Countdown with Keith
Olbermann and alleged that the NSA surveillance program had routinely
parsed through all faxes, phone calls, email exchanges, and Internet searches
of every American. “It didn’t matter whether you were in Kansas, in the
middle of the country, and you never made foreign communications at
all,” he stated. “They monitored all communications.” According to Tice,
the NSA had kept a file on every American citizen, and each such file con-
tained not only communications data but also credit card information and
other financial data (as consistent with the use of evidence extraction and
link discovery software). What is more, he said that the NSA had expressly
targeted U.S. journalists for purposes of collecting their data.

In 2006, a former AT&T technician, Mark Klein, alleged that the NSA was
conducting a massive dragnet of all electronic communications of American
citizens starting in 2003. Klein had carefully documented his claims, which
included photographs and diagrams describing the surveillance equipment
installed at the San Francisco AT&T hub where Klein had worked.® Klein
maintained that the NSA had built a secret room and housed computer
equipment in it that included a “Semantic Traffic Analyzer [a form of
evidence extraction and link discovery software] that could sift through
large amounts of data looking for preprogrammed targets.” This piece of
equipment was a Narus ST 6400, produced by Narus,' a private technology
development company with connections to DARPA and the NSA."

This computer equipment was connected by fiber optic splitters that
tapped into the circuits through which messages throughout the nation
and the rest of the world flowed. This meant that all messages, both
domestic as well as international were being copied and parsed by the NSA
according to predefined, secret definitions.

The Risk of False Positives

The IAO had originally budgeted for the development of software that was
intended to build into the TIA system privacy and security protections.
However, when the project was transferred to the NSA, the development
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of this technology was halted. However, notwithstanding whether the
government has developed or is in the process of developing privacy safe-
guards, it is clear that the software has the inherent potential for egregious
violations of the right to privacy.

This is due to the nature of natural language itself. By its nature, natural
language is imprecise, nuanced, and it is not possible to develop syntactical
rules or algorithms that flawlessly interpret (semantic) meaning. To over-
come this problem, scientists would have to create a machine that had the
capacity to think; and there is an ongoing philosophical debate as to whether
this is even possible.'? While computers are quite good at manipulating sym-
bols, the problem lies in the interpretation of these symbols so that they take
on meaning. Because the meaning of a string of symbols (words, sentences,
paragraphs, and larger expanses of text) is a function of context, which
includes intonation, body language, sarcasm, and a host of other aspects of
language not easily captured in an algorithm, natural language filters are
inherently subject to error.

In any event, given the current state of technology, all Americans,
regardless of whether or not they think they have “nothing to hide,” should
be concerned about the possibilities of “false positives.” Indeed there have
been cases of individuals who were not guilty of any crimes but were nev-
ertheless renditioned and tortured under the Bush administration; and
this occurred under the watch of Bush’s electronic surveillance program.

Here, the case of telecommunications engineer, Maher Arar is instructive.
In 2002, Arar, who lived in Ottawa, was detained by U.S. officials at the
John E. Kennedy International Airport in New York on his way back home
from a vacation in Tunis. Subsequently, he was “renditioned” to Syria
where he was tortured. The U.S. had falsely suspected Arar of being associ-
ated with al Qaeda. How did this happen?

The Royal Canadian Mounted Police had been investigating Abdullah
Almalki for connections to al Qaeda, which investigation was broadened
to include Arar, an acquaintance of Almalki. Somehow;, the U.S., which was
likely complicit in the investigation, had gotten hold of a rental lease from
1997, on which Almalki had signed as a witness for Arar. In fact, Arar had
asked Almalki’s brother, Nazih, to witness the lease, but because Nazih was
unable to come, he sent Almalki. This was the “smoking gun” the United
States used to justify the rendition and torture of Arar.

Evidence extraction and link discovery technology have an uncanny
power to pick up circumstantial connections not unlike the one that was
used against Arar.'® In fact, given the incredibly large amount of data such
technology can analyze it is inevitable that it will find circumstantial con-
nections that yield false positives. This means that one might have been
guilty of no more than having been in the wrong place at the wrong time,
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or having lost one’s cell phone, or having sent an e-mail using a poor
choice of words, or having gone on a “subversive” Web site, or of having
the same name as a terrorist suspect.

The Inherent Defect of TIA Algorithms

Algorithms used to identify terrorists generally look for anomalous behav-
ior, that is, behavior that does not fit the usual case. This means that anyone
who is a nonconformist can be a terrorism suspect. This is an affront to a
culture of autonomy in which there is freedom of expression.'*

Further, reliance on anomalous cases, without patterns of behavior that
uniquely characterize terrorists, is fraught with the probability of error.
Thus, any terrorist could circumvent such an algorithm by feigning “typical”
American patterns of Internet use, phone calling, doctor visits, purchases,
travel, reading, and so on.”” Indeed, this is a core idea behind so-called
“sleeper cells,” namely to present the appearance of being as “normal” as
possible. As Jeff Jonas and Jim Harper suggest, “Treating “anomalous” behav-
ior as suspicious may appear scientific, but, without patterns to look for, the
design of a search algorithm based on anomaly is no more likely to turn up
terrorists than twisting the end of a kaleidoscope is likely to draw an image
of the Mona Lisa.”16

A telling example of the inefficacy of such search engines is the case of
the 2009 Christmas-day terrorism plot. On December 25, Umar Farouk
Abdulmutallab, a Nigerian citizen, attempted, albeit unsuccessfully, to blow
up Northwest flight 253 when it was getting ready to land in Detroit. He had
boarded a plane in Nigeria with only carry-on luggage and a one-way ticket
to America. More than one month prior to the incident, Abdulmutallab’s
father, a prominent Nigerian banker, warned officials at the United States
Embassy in Nigeria that his son had gone missing and that he suspected that
he was involved with Yemini-based religious extremists. The NSA had also
intercepted telephone communications between Anwar al-Awlaki, a radical
Yemen Cleric with links to al Qaeda,'” and Abdulmutallab. It also had intel-
ligence suggesting that al Qaeda in Yemen was planning to use an unidenti-
fied Nigerian in an attack during the holiday season. Further, Abdulmutallab
had been denied a visa to enter Britain, but he had a valid visa to enter the
United States.'® However, while Abdulmutallab was subsequently added to
a list of 550,000 other individuals with alleged terrorist connections, he was
not added to a No Fly List'® Neither the aforementioned information nor
any other information in the federal government’s vast system of databases
managed to set off an alarm. Instead, it was a passenger onboard the plane
who noticed and managed to stop Abdulmutallab’s attempt to ignite the
explosives he had hidden in his underwear.
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The Obama administration claimed that failure to flag Abdulmutallab in
advance was a result of “systemic and human failure.” According to a sum-
mary of the preliminary, redacted White House Review of the December
25, 2009, Attempted Terrorist Attack,’ a significant part of the system
failure was a misspelling of Abdulmutallab’s name, resulting in failure to
correlate the information provided by Abdulmutallab’s father with the
fact that he had a valid U.S. visa. According to this report, had the said
information been so correlated, this would have resulted in the revoking of
Abdulmutallab’s visa and, hence, his placement on the No Fly List. Lame
as this explanation appears (there is relatively inexpensive software that
can adjust for spelling errors), system failure cannot be eliminated in any
system that must fish through a vast sea of data. As the White House Review
itself admitted, “the information that was available to analysts, as is usually
the case, was fragmentary and imbedded in a large volume of other data.”!
Add to this fact that there are no clear, unequivocal criteria for constructing
algorithms to always distinguish between terrorists and nonterrorists, and it
is apparent why such a system will be inherently subject to failure.

Plainly, there is no technological means of eliminating the possibility of
a terrorist attack. Those who expect as much are demanding perfection in
an imperfect world. A more sober question is whether the degree of pro-
tection that might possibly be gained through the use of TIA technologies
is worth the abridgement of civil liberties arising out of such use.

Adding Full-body Scanning Technology

The Abdulmutallab event was a catalyst for interest in “tightening up”
security on airlines by adding still further technologies that scan passengers’
entire bodies. Such full-body scanners have already been deployed at major
U.S. airports, and the number and expanded use is planned to increase.”

In fact, in the aftermath of the Abdulmutallab event, the Obama admin-
istration instituted a policy according to which “every individual flying into
the U.S. from anywhere in the world traveling from or through nations
that are state sponsors of terrorism or other countries of interest will be
required to go through enhanced screening.” These nations include Cuba,
Iran, Sudan, Syria, Afghanistan, Algeria, Iraq, Lebanon, Libya, Nigeria,
Pakistan, Saudi Arabia, Somalia, and Yemen. According to the Transport
Security Administration, “enhanced screening” could include full body
pat-downs, but it “could also include explosive detection technology or
advanced imaging technology where it’s available.”?

This trend toward using full-body scanners moves us further in the direc-
tion of violating privacy.* The images produced by such body-scanning
technologies display the private parts of those who are scanned. When
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human beings become objects to be routinely (technologically) disrobed and
examined by others, one must weigh the price paid in respect for persons
against the possibility of discovering an explosive hidden underneath some-
one’s clothing. Further, as this kind of technology becomes more advanced
and more prevalent, it is not unlikely that the next move in “fighting the war
on terror” will be to make these digital images permanent contributions to
the files maintained on each of us in the grand TIA system.

Low Tech, Privacy-respecting Solutions Instead

According to the 1978 FISA (now replaced by the 2008 FISA Amendments
Act), a federal agency could have begun immediate surveillance of
Abdulmutallab, on an emergency basis, once the information conveyed by
his father was received and it became evident that he was high risk to com-
mit a terrorist act. The government would then have had 72 hours to apply
for a court warrant. In the interim, this would have provided ample legal
machinery to have stopped Abdulmutallab before he boarded a plane with an
explosive. And, it would not have involved violation of the privacy of millions
of American citizens through deployment of a system of TIA technologies.

The systemic failure that Obama pointed to was, therefore, not the
problem. Rather, it was failure to take precautions against risks that could
reasonably have been foreseen without the use of such a system of intrusive
technologies, including ones that scan human bodies. The real tragedy here
is that billions had been spent on the systematic evisceration of constitu-
tional rights.

It is also noteworthy that it took a passenger onboard the flight to stop
Abdulmutallab from detonating his bomb. A federal marshal onboard the
plane, for security purposes, would have provided increased probability that
such attempts at terrorism would be thwarted. The fact that a passenger
had to be the one to stop Abdulmutallab speaks volumes about the need for
having federal marshals onboard all domestic and international flights. It is
bewildering why this low-tech, second line of defense against foiling terrorist
plots was not implemented after the 9/11 attacks, for it is not unreasonable
to suppose that had federal marshals been onboard the hijacked airliners, the
fatal attacks might have been stopped.

Abridgement of the Fourth Amendment

Technological problems aside, warrantless, wholesale spying operations
were never legal in the first place. Nor should they have been, because they
are inconsistent with the Fourth Amendment, which forbids unreasonable
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searches and seizures without a warrant or probable cause. If any search
or seizure is “unreasonable” then surely it is a massive dragnet that spies
on the most intimate details of a person’s life without probable cause and
without the person’s informed consent.

Bush’s warrantless surveillance program was in clear violation of the 1978
FISA, which was in effect at the time the program was implemented. This is
because, pursuant to this law, messages passing through U.S. switches could
not be tapped without a court warrant. Unfortunately, as will be discussed
in Chapter 3, this inherently unconstitutional program was subsequently
turned into law, at first in the form of the 2007 Protect America Act, and
later in the form of the 2008 FISA Amendments Act. These laws have given
an air of legitimacy to what should never have been legal in the first place.

Abridgment of the First Amendment

But it is not just the right to privacy afforded by the Fourth Amendment that
is being abridged through government deployment of TIA technologies—
especially those that monitor electronic communications. The fact that jour-
nalists may be spied on by the government when they discuss their stories
with their sources over the phone, via e-mail, or through other electronic
communications devices portends grave consequences for First Amendment
rights. This is because the First Amendment protects not only the exercise
of free speech but also the gathering of information. TIA chills off the pos-
sibility of newsgathering. What source would reveal his complicity in illegal
activities if he knew the government was spying on him and could use this
information to prosecute him? And what informant would not be reticent
to speak openly about the illegal activities of the government if he knew that
the perpetrator of these crimes (a high government official, for example)
was listening in? Moreover, insofar as it is journalists or their news agen-
cies that are targets of TIA technologies, this allows government to “read
the headlines” before they are even printed. In this case, a story about gov-
ernment activities (including illicit or corrupt ones) could be anticipated,
altered, or censored (by government) before it sees the light of day. As will
be discussed in Chapter 6, this form of “information warfare” is not merely
possible; it is a reality.

Potential for Election Fraud

Consider also the leverage a current government administration (Republican
or Democrat) could have over the opposing party during a national elec-
tion campaign if it had the ability to place the party officers under TIA
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surveillance. So, if the Bush administration spied on journalists, perhaps
it also spied on its democratic opponents, say during the 2004 presidential
election. But even if the Bush administration did not reap such an unfair
advantage through the use of TIA technologies, this does not mean that a
subsequent administration that had access to this technology would not so
use it.

Taking this possibility further, once the TIA architecture has been
installed, as it has been within the secret confines of telecom companies, it
is also possible to add software that reconfigures precinct votes as they are
transmitted and passed through an AT&T hub on their way to the main
tabulation center. Again, even if the Bush administration did not engage
in such an egregious and insidious form of election fraud, the fact is that,
given the TIA platform, it is always possible that a subsequent administra-
tion will take such liberty. In this case, the TIA project will have put the
final nail on the coffin of democracy in America.

Further, if journalists and politicians can be targeted, then why not
Middle Easterners, or gays, or Jews, or liberals, or feminists, or some other
group that has been vilified and branded as “the enemy”? As will be dis-
cussed in the next chapter, the “legal” green light has already been given for
such egregious discrimination.



Legal Pretexts for Continuing
the TIA Project®

In its last months, the Bush administration made changes to spy laws
that have given a veneer of legality to the TIA Project and helped to
ensure its survival into subsequent government administrations. These
changes have undermined the Fourth Amendment, eviscerated the right
to peacefully assemble, and sullied Equal Protection. There were at least
three major legal reforms by the Bush administration between the months
of July and October 2008 that were largely responsible for these constitu-
tional abridgements:

1. On July 10, 2008, with the approval of Congress (including that of
soon-to-be President Obama), President Bush signed into law the
FISA Amendments Act of 2008 (H.R. 6304),! which downgraded
the role of the FIS Courts and gave giant telecom corporations both
retroactive and retrospective legal immunity, thereby building a legal
shield around Bush’s unlawful past program of warrantless, mass
surveillance; and, effectively, permitting it to operate, in the future,
outside the radar of the judiciary.

2. On July 31, 2008, President Bush placed on the White House Web
site an amended version of Executive Order 12333, a directive that
was first issued in 1981 by the Reagan administration. The newly
amended version established the Director of National Intelligence
(DNI) as the “head of the intelligence community.” The Order also
gave the Attorney General (AG) the power to spy on persons inside
the United States as well as U.S. citizens abroad without a warrant.

3. On October 1, 2008, the latest assault on privacy and the rule of law
came in the form of revised FBI rules that permit racial profiling as
a basis for spying on Americans.’
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Each of these changes has created a cumulative thrust toward a break-
down of checks and balances against abuses of government power in
America. These laws have set the stage for continuing the TIA project begun
during the Bush administration and for moving America further down the
road of a culture of control. In this chapter, the significance of each will be
discussed chronologically.

H.R. 6304

From 2001 to 2007, the Bush administration conducted mass surveillance
of the e-mail and telephone calls made by American citizens. All elec-
tronic messages passing through switches in the United States, regardless of
whether they were international or domestic communications, were system-
atically intercepted and screened by the National Security Agency (NSA).
Technologies, which were installed at major hubs of telecommunication
companies throughout the nation, copied and deposited all electronic mes-
sages into a giant NSA computer network. The NSA then employed complex
algorithms to parse through these messages, using matching criteria such
as key words, phone numbers, and dates, and linking these data to further
data—anything from credit card and bank records to movie rentals.

H.R. 6304 does not, on the face of it, require that these complex algo-
rithms used to parse through electronic messages be examined and approved
by a FIS Court. The role of the FIS Court appears to have been limited by
this Act to approving the general design of the software used in conducting
intelligence acquisitions. This consists of reviewing the authorizations made
by the Attorney General and Director of National Intelligence to see if this
general design satisfactorily conforms to “minimization procedures,” that
is, that it takes reasonable precautions to avoid targeting American citizens.
However, without access to the algorithm itself, as well as to the actual source
code and a representative sampling of the data that ultimately get caught in
its electronic net, there is no way to confirm that the actual procedures pass
legal muster and are constitutional.

The Act does require that the certification sent to the FIS Court include
the procedures adopted in accordance with subsections (d) (targeting pro-
cedures) and (e) (minimization procedures).* However, if this requirement
is to have teeth, then it would have to be interpreted very strictly to include
demonstrable evidence that the algorithm satisfies the said standards. Other-
wise, the new rule is tantamount to a blank check to invade the privacy of
every American citizen.

For example, according to H.R. 6304, an acquisition “may not intention-
ally target a person reasonably believed to be located outside the United
States if the purpose of such acquisition is to target a particular, known
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person reasonably believed to be in the United States.”” This proscrip-
tion against reverse targeting provides a potentially important protection.
However, it means very little unless there is a way of proving that the pro-
cedures adopted do not reverse target particular Americans. Unfortunately,
the Act does not appear to provide any way of verifying this, because it
does not require that the government provide particular names, addresses,
places, and other details. For instance, the Boolean command “If x > 0 and
y > 0 then Flag Message” takes on meaning only if the variables x and y are
given a physical interpretation. Thus, there would be serious breaches of
both First and Fourth Amendment rights if these physical interpretations
were “x = Name of American Journalist” and “y = Name on Government
Enemies List” Without such particular knowledge, the FIS Court is
impotent.

What this means is that, if constructive reform of the current FISA laws
is to take place during the Obama administration, or subsequent adminis-
trations, the FIS Court must require such particular knowledge and it must
avail itself of independent expert witnesses who have the mathematical
and scientific expertise to adequately assess the software being used by the
government to conduct its surveillance activities. It also means that the pro-
gram needs to be under constant and careful watch by a vigilant judiciary.
This would involve periodic audits to make sure that the software being
used is actually the software for which a certification has been granted by
the FIS Court.

Unfortunately, even with such a safeguard in place, H.R. 6304 is unsat-
isfactory. This Act also provides both retroactive and future civil immunity
to all telecommunication companies for assisting government in con-
ducting warrantless spying on Americans. Not only does H.R. 6304 grant
immunity from civil action to telecoms that participated in the president’s
surveillance program during the period beginning on September 11, 2001,
and ending on January 17, 2007,° it also unconditionally releases these
companies from any future liability (presumably both civil and criminal).
For it unqualifiedly states, “No cause of action shall lie in any court against
any electronic communication service provider for providing any informa-
tion, facilities, or assistance in accordance with a directive issued pursuant
to paragraph (1).”7

The Act also preempts state investigations into the allegedly illegal
activities of these companies in assisting the intelligence community, and
from requiring through regulations or other means disclosure of informa-
tion about such assistance. The courts as well as the states are, therefore,
barred from fulfilling their respective roles in protecting the public from
encroachment of civil liberties by federal agencies, and by the telecommu-
nication companies working in concert with these agencies.
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These provisions of H.R. 6304 were in response to several civil suits
filed on behalf of American citizens against AT&T and other telecom com-
panies for violations of their Fourth Amendment rights for allegedly hav-
ing cooperated with the NSA in systematically intercepting and screening
both international and domestic electronic communications of American
citizens passing through switches in the United States.

Pursuant to H.R. 6304, inasmuch as American citizens can no longer
file suit against the telecom companies for past or future violations of their
Fourth Amendment right to privacy, it has to be questioned how much
of the Fourth Amendment still remains intact. Thus, there is now, under
the Obama administration, urgent need of enacting changes in FISA that
reinstate safeguards placing the government under careful judicial watch.
Without such oversight of government surveillance activities, American
citizens are vulnerable to having their privacy unlawfully abridged. And
with retroactive and future immunity given to the telecoms, Americans are
left with no available legal recourse to seek redress for these violations—or
even to know or find out that they are being so violated.

Unfortunately, while Obama campaigned against the 2008 FISA Amend-
ments Act on the grounds that it gave telecom companies retroactive
immunity, he still voted for it. In December 2007, he released a statement
saying that he “unequivocally opposes giving retroactive immunity to tele-
communications companies. . . . Granting such immunity undermines the
constitutional protections Americans trust the Congress to protect. Senator
Obama supports a filibuster of this bill, and strongly urges others to do the
same.”® And in February he reaffirmed his position by stating, “There is
no reason why telephone companies should be given blanket immunity to
cover violations of the rights of the American people.”

Yet Obama voted for the law anyway, and he also voted against a filli-
buster. He said, at the time, that it was a “close call,” but that the legislation
made sure that the president “can’t make up rationales” for wiretapping
without warrants. And he maintained that the legislation met his “basic
concerns”'? despite the fact that one of these basic concerns was clearly that
of granting retroactive immunity to the telecom companies, which, he said,
“undermines the constitutional protections Americans trust the Congress to
protect.” The question now is whether Americans can trust the President to
protect these constitutional rights when, as a Senator, he voted against
them.

Why was the 1978 FISA challenged in the first place? Proponents of FISA
reform during the Bush administration argued that such reform was neces-
sary because of changing technology. In 1978, most foreign intelligence was
gathered overseas by tapping communications that, themselves, occurred
outside the United States. However, today much of the world’s electronic
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communications pass through fiber-optic networks (“switches”) located in
the United States, even in cases where both parties to the communication
are located outside the country. Because the 1978 FISA was understood
to require the government to obtain a court warrant whenever the com-
munication was routed through the United States, this meant that such
foreign communications also required a warrant. So, proponents of FISA
reform argued that existing law needed to be changed in order to permit
warrantless surveillance of foreign communications routed through the
United States.

Unfortunately, proponents of this argument effectively opened up the
floodgates to engage in mass, warrantless surveillance on the pretext of
catching such foreign communications routed through the United States.
But this argument never justified such a slippery slope, that is, intercepting
millions of domestic as well as foreign communications without a warrant.
Nor did such a rationale justify screening everyone’s communications in
order to hunt for patterns of behavior suggestive of terrorists or terrorist
plots using link and analysis software. At most, it justified intercepting
only a select few foreign communications passing through U.S. switches
when these were deemed necessary for purposes of gathering actionable
intelligence. In short, even if the 1978 FISA required amending due to
technological changes, such a rationale could never have supported mass,
warrantless surveillance.

Executive Order 12333

Executive Order 12333, which was created in secrecy and without approval
of Congress, brings the entire intelligence community under the DNI (pres-
ently Dennis Blair), including the Central Intelligence Agency (CIA), the
Federal Bureau of Investigation (FBI), and the National Security Agency
(NSA). All heads of these and other agencies of the intelligence community
are required under the Order to “Provide the Director access to all infor-
mation and intelligence relevant to the national security or that otherwise
is required for the performance of the Director’s duties”!! The DNI is then
in turn, “subject to the authority, direction, and control of the President.”!?
Thus, there is now by fiat of this Order a unilateral executive authority and
control over the acquisition and use of foreign intelligence. The CIA, which
had previously largely set the agenda for the gathering of foreign intelli-
gence is now directly under the direct authority of the DNL

The NSA, which, as discussed above, had conducted Bush’s warrant-
less, mass surveillance program, beginning in 2001, is now also directly
under the authority of the DNI and, ultimately, the President. This means
that, in the current climate of eviscerated FIS Court oversight, clandestine
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operations such as mass surveillance of e-mail and phone conversations
of millions of Americans are also directly under the control of the DNI.
This is especially problematic because, as explained above, H.R. 6304 does
not require the DNI or AG to disclose details (names, places, times, etc.)
of those who are being spied on. Since the role of the FIS Courts has now
largely been limited to reviewing the authorizations made by the AG and
DNI to see if procedures are in place that “minimize” the targeting of
American citizens, the combined thrust of H.R. 6304 and Executive Order
12333 has been to place all intelligence activities under the control of the
DNI while simultaneously removing primary judicial checks and balances
on his or her power and authority, and, therefore, granting unprecedented
power and authority to the president, to whom the DNI is directly
accountable, under this new Executive Order.

In addition, according to Order 12333, the AG has the power to approve
the use for intelligence purposes, within the United States or against a
United States person abroad, of any technique for which a warrant would
be required if undertaken for law enforcement purposes, provided that such
techniques shall not be undertaken unless the Attorney General has deter-
mined in each case that there is probable cause to believe that the technique
is directed against a foreign power or an agent of a foreign power."?

This would not be so bad if this power to conduct surveillance of American
persons was overseen by a FIS Court as it was according to the 1978 FISA.
However, according to the newly revised Order, “The authority delegated
pursuant to this paragraph, including the authority to approve the use of
electronic surveillance as defined in the Foreign Intelligence Surveillance
Act of 1978, as amended, shall be exercised in accordance with that Act”!*
Unfortunately, as discussed, H.R. 6304 had already eviscerated the authority
of the FIS Courts.

The New FBI Rules

Coming on the heels of the FISA Amendments Act and Executive Order
12333 are the revised FBI guidelines signed into law on October 1, 2008,
by Attorney General Mukasey. These rules purportedly allow the FBI to
use racial criteria in conducting its terrorism investigations. This means
that computerized searches could insert racial matching criteria—for
example, keywords and names associated with Middle Easterners—into
the algorithms used to hunt for terrorists among the electronic profiles of
millions of Americans amassed by the federal government. With this new
law in place, not only is such digitized racial profiling not subject to direct
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FIS Court inspection pursuant to H.R. 6304, it is also legal. Chillingly, this
seems to be reminiscent of the Nazis who, with the aid of IBM, used early
punch card computer technology to keep tabs on Jewish people.

On September 17, 2008, the Senate Judiciary Committee held a hear-
ing on the new rules. However, despite the fact that they had been chal-
lenged in the preceding month by several senators, including Dick Durbin
(D-IL), Russ Feingold (D-WI), Edward Kennedy (D-MA), and Sheldon
Whitehouse (D-RI), Mukasey failed to provide the Committee with a copy
of the new rules as requested. “This hearing,” said Judiciary Committee
Chairmen, Patrick Leahy, “could have been more productive in addressing
those concerns if the Department of Justice had agreed with my request and
Senator Specter’s request to provide copies of the proposed guidelines.”!>

In addition to permitting racial profiling, these new guidelines allegedly
permit the FBI to undertake surveillance without probable cause, based on
the vague grounds of a perceived “threat.” They also allegedly permit the
use of intrusive investigative techniques such as undercover interviews, the
use of informants, and physical surveillance to investigate individuals plan-
ning a public demonstration, an activity that is supposed to be protected
by the First Amendment.

The Slippery Slope

Accordingly, the sequence of recent spy laws appears to have caused a slip-
pery slope of ballooning stages in the undermining of privacy and the rule
of law in America. H.R. 6304 has set the stage for this decline by short-
circuiting judicial oversight by FIS Courts of warrantless, federal surveil-
lance of American citizens, and by blocking and sealing off any realistic
legal means, as through civil suits and state investigations, of exposing
and remedying such violations of civil liberties. Executive Order 21333
has capitalized off of these breakdowns in checks and balances, creating
by fiat, a unilateral executive authority and control over the warrantless
surveillance of American citizens at home and abroad. Thus, the President,
acting through the AG and DNI, now wields this awesome power virtually
unchecked by the courts and by the states.

As a result of these expanding assaults on the rule of law, the die has
been cast for one of the most egregious and brazen government abuses of
equal protection: legalized discrimination on the basis of race. This travesty
of justice is now possible because the justice system of checks and bal-
ances that is supposed to protect Americans from such an encroachment
on their constitutional rights has been eviscerated and no longer has the
legal teeth to prevent it. Down the slippery slope, unless there is disruption
of this degenerative trend by the Obama administration, or subsequent
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administrations, there may eventually be little or nothing left to distinguish
America from the oppressive societies that it is supposed to be defending
against.

*Acknowledgment: This chapter is an expanded version of “What
Constitution: How Racial Profiling and Other Unlawful Activities Became
Law,” The American Trial Lawyer (Winter 2009).
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The Foreign Intelligence
Surveillance Court of Review:
Purveyor of “DoubleThink”

n Orwell’s Oceana, when the Party said something was true, it did not

matter what evidence existed to the contrary. All such evidence was
cleansed by changing history or simply by thinking that the contradictory
facts were misremembered. The Foreign Intelligence Surveillance Court
of Review (FIS court), which has the power to review petitions made by
telecommunications companies, now seems to have become afflicted with
such “doublethink.” This is because this Court has recently set the danger-
ous precedent of taking the word of government officials, indeed taking it
on “faith,” that they would not infringe the constitutional right to privacy of
millions of Americans. This is the case, although there is a body of contra-
dicting evidence. Instead of considering this evidence (or even dignifying
the possibility of such evidence), the Court cleansed away the contradiction
simply by ignoring it. The legislative branch of government has not to date
considered the dangerous dynamics of having approved legislation that
exempts telecommunication companies from the usual criminal and civil
liability in order to make them accomplices to mass, warrantless spying on
millions of Americans.

The telecom companies’ participation in such a program is now “legally”
coerced. According to the FISA Amendments Act of 2008, the Attorney
General (AG) and Director of National Intelligence (DNI) may direct a
telecom company to “immediately provide the Government with all infor-
mation, facilities, or assistance necessary to accomplish the acquisition [of
foreign intelligence].”! While a telecom company can appeal the decision to
the Foreign Intelligence Surveillance Court of Review, the Court may grant
the petition “only if the judge finds that the directive does not meet the
requirements of this section, or is otherwise unlawful.”?> However, as will
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become apparent, a dangerous precedent has already been set by the Court
to deny such a petition.

In fact, there is cause for serious concern, if not alarm, that primary
as well as appellate FIS courts can no longer be relied on to provide the
necessary judicial oversight. First, as was discussed in Chapter 3, the ability
of the FIS courts to conduct judicial oversight of government surveillance
activities has been largely reduced to approving certifications made by
the DNI and the AG that adequate minimization standards are in place;
second, the FIS Court of Review has become complacent with walking
lockstep with the executive branch; and third, the Fourth Estate has been
remiss in its reporting of this breach of public trust.

Compelled to Spy: The Case of Qwest Communications

On August 22, 2008, the three-member FIS Court of Review granted a
motion by the Bush administration compelling a telecommunications
company (whose name was redacted from the opinion) to participate in
the National Security Agency (NSA) warrantless surveillance program.’ The
decision was made public five months later, on January 15, 2009, just five
days before Barrack Obama was sworn in as the forty-fourth President, but
the story was buried in the New York Times on page A13 and never received
adequate coverage by mainstream media.*

The company in question, Qwest Communications, had refused to com-
ply with the Bush administration’s directive on the grounds that the pro-
gram would have been in violation of the Fourth Amendment rights of its
customers. The directive was issued pursuant to an amendment to the 1978
FISA called the Protect America Act (PAA), which became law on August 5,
2007, and sunset February 16, 2008. The Court concluded that the directive,
which was issued at the time the PAA was in force, was lawful.

Ironically, just six days after the Court publicized its decision, and one
day after Bush left office, former NSA officer Russell Tice claimed that the
surveillance program had routinely parsed through all faxes, phone calls,
e-mail exchanges, and Internet searches of every American. As was dis-
cussed in Chapter 2, according to Tice, the NSA had also expressly targeted
U.S. journalists.

But even before Tice came forward, as early as November 2007, a former
AT&T technician, Mark Klein, claimed that the NSA was conducting a
massive dragnet of all electronic communications of American citizens. As
was also discussed in Chapter 2, Klein had carefully documented his claims.
This documentation included photographs and diagrams describing the
surveillance equipment installed at the San Francisco AT&T hub where
Klein had worked.
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Nevertheless, the FIS Court of Review did not address the constitutional
challenge raised by the possibility of such mass spying on Americans. On
August 22,2008, it concluded that, “the risks of error and abuse are within
acceptable limits and effective minimization procedures are in place . . . we
hold that the surveillances at issue satisfy the Fourth Amendment’s reason-
ableness requirement.” Yet, given the massive dragnet described by Klein,
it was unclear how it could have been so unequivocally concluded that the
risks of error and abuse were within acceptable limits.

A determination of risk of abuse and error in such a technical context
would have had to have been made on the basis of testing of particular
natural language parsing software to confirm that the algorithm being used
does not target Americans and does not have a significant probability of
yielding false positives—that is, singling out Americans in error. Given the
veracity of Tice’s claim that the NSA was deliberately targeting journalists,
such a “minimization standard” was not satisfied.

Accordingly, assessment of whether minimization standards are met
cannot be made in these highly specialized circumstances without the
expertise of independent evaluators who report their findings to the Court.
Insofar as such an oversight requirement was not part of the PAA, it is
not reasonable to maintain, as did the FIS Court of Review, that “the risks
of error and abuse are within acceptable limits and effective minimiza-
tion procedures are in place.” And, therefore, the Court’s conclusion that
“the surveillances at issue satisfy the Fourth Amendment’s reasonableness
requirement” cannot reasonably be held.

Had the PAA been superseded by stricter standards, the Court’s decision
might have been less significant. However, this was not the case. On July
10, 2008, President Bush signed into law the FISA Amendments Act, which
replaced the PAA. Like its predecessor, this replacement Act eviscerated the
earlier 1978 FISA by reducing the role of the FIS Courts to one of certify-
ing that the standards put in place by the Attorney General and National
Director of Intelligence complied with “minimization standards”—that is,
had sufficient safeguards in place so as not to violate the Constitutional
rights of American citizens.® Unfortunately, the FIS Courts were required
by the Act to make this determination on the basis of the certification itself
rather than on the basis of details such as names, addresses, and persons of
those who were explicitly being targeted. In other words, the system placed
the AG and NDI on the honor system rather than subjecting these govern-
ment officials to a rigorous judicial process.

The Court effectively affirmed this honor system when it asserted,

The petitioner suggests that, by placing discretion entirely in the hands of
the Executive Branch without prior judicial involvement, the procedures
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cede to that Branch overly broad power that invites abuse. But this is little
more than a lament about the risk that government officials will not operate
in good faith.’

The fallacy inherent in the Court’s above reasoning betrays the very reason
for having a system of courts in the first place. The 1978 FISA put in place
the FIS Courts, precisely because it was not enough to trust that the Executive
Branch would operate in “good faith.” These Courts were put in place to give
reasonable assurance that the Executive Branch would not abuse its powers
in the first place. That is what made it a system of checks and balances. It was
supposed to check, not simply have “faith” Indeed, if the Founding Fathers
trusted that government would act in “good faith,” they never would have put
in place a judiciary and a legislative branch to constrain the Executive Branch.
Nor would they have looked to the press as a “Fourth Estate,” which added a
fourth and vital layer of checks against government abuse of power.

Thus enter media organizations such as the New York Times, which are
entrusted with the awesome power of reporting the news in order to guard
against abuses of power. When a Court cedes its constitutional charge of
checking for abuses of power of government, it is up to the press to let the
people know. Unfortunately, this did not happen in the case in point.

The Times story opened, “In a rare public ruling, a secret federal appeals
court has said telecommunications companies must cooperate with the
government to intercept international phone calls and e-mail of American
citizens suspected of being spies or terrorists.”® But what about intercep-
tion of domestic phone calls and e-mail, never mind international ones?
And what about mass trolling and data mining of all American citizens’
electronic communications, never mind just those “suspected of being
spies or terrorists”? The Times did not even broach the claims of Tice,
Klein, or any other whistleblower (there were others). Nor did it mention
that the redacted name of the telecom company was that of Qwest.

Mention of Qwest in connection with the Court ruling would have
added substance to the story; but this would have been the tip of a glacier.
According to the former CEO of Qwest, Joseph P. Nacchio, the Bush admin-
istration had withdrawn lucrative government contracts due to Qwest’s
refusal to comply with the directive to cooperate in its warrantless surveil-
lance program. Qwest had entered into two classified government contracts
in 2000 and 2001; Nacchio participated in discussions with high-ranking
government officials about the awarding of other similar contracts; but
Qwest’s refusal to participate in the program of warrantless surveillance led
the Bush administration to cancel these contracts.

According to Nacchio’s account, the Bush administration had approached
Quest and other telecom companies to assist in a warrantless surveillance
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program on February 27,2001, almost seven months prior to the September
11, 2001 attacks, thus calling into question the Bush administration’s per-
sistent attempt to justify the need to institute the program after the 9/11
attacks because of them. Unfortunately, Nacchio had been (conveniently?)
charged with insider trading, which appeared to have created misgivings
about the veracity of his account. But given the gravity of such charges of
government abuse and corruption, the mainstream media had an obliga-
tion as Fourth Estate to conduct a thorough investigation and to bring the
facts to light. Unfortunately, this never happened.

In any event, because the prosperity and even survival of giant telecom
companies depends upon government, these companies are currently in both
a legal and financial stranglehold by the federal government. It is, therefore,
predicable that these companies, acting to expand or protect their bottom
lines, will, in the future, assist the government in regularly conducting mass
spying operations on millions of Americans. Moreover, since controversial
provisions have been included in the 2008 FISA Amendments Act, which
grant retroactive and future legal immunity to telecoms, American citizens
are now barred from filing suits against these companies for assisting the
government in spying on them.

In addition, in April 2009, the Obama Justice Department has gone even
further than the Bush administration in closing off avenues for citizens to
seek redress for violation of their Fourth Amendment rights. This Justice
Department filed a motion to dismiss and for summary judgment in the
District Court of the Northern District of California against the Electronic
Frontier Foundation, a civil rights organization that filed suit against the
U.S. government for unlawful spying on American citizens. According
to this motion, the United States Government has “sovereign immunity”
against lawsuits pursuant to Section 223 of the Patriot Act, which holds
that the federal government incurs liability for which it can be sued only if
there is “willful disclosure” of the information obtained through surveil-
lance; and this is true, argued the Obama Justice Department, even if the
acquisition of the said information was obtained through the intentional
commission of an illegal act.” Therefore, it appears that there is presently
no significant possibility that American citizens will have legal recourse
against such mass spying operations.

There are two possibilities that could change the present legal landscape:
(1) a Supreme Court ruling that declares the 2008 FISA unconstitutional;
and/or (2) an act of Congress that expands the role of the FIS Courts to
include greater judicial oversight over the executive branch in conducting
surveillances involving American citizens.

The Obama administration has thus far not expressed any intention of
moving in this second direction; and the mainstream media has placed no
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pressure on it to revisit the matter in light of apparent abuses of executive
power. When news media such as the New York Times fail to do their job
of vigilantly investigating and publicizing government corruption, there
can be no reasonable expectation that such an awesome power to spy on
even the most intimate and private conversations of millions of Americans
in the name of “national security” will not continue to be systematically
abused in the future.

The 2008 FISA Amendments Act also preempted legal recourse by
American citizens to file suit against telecommunication companies for
unlawful searches and seizures of their electronic communications (phone
and e-mail messages as well as Internet searches). It did this by granting
both retrospective and prospective civil and criminal immunity to tele-
com companies that cooperated with the Bush administration and future
administrations in a program of warrantless surveillance.!

Further, while, as already mentioned, the Act permitted telecom compa-
nies to appeal the directives of government to participate in such a program
by appealing to the FIS Court of Appeals, the decision by this Court at the
tail end of the Bush administration set a dangerous precedent for applying
this option.

The Court held that national security was an overriding reason for requir-
ing the telecom company to participate in the NSA’s warrantless surveillance
program. However, according to an Oct 13, 2007, Washington Post story,
former chief executive of Qwest, Joseph P. Nacchio, said that, at a meeting
on February 27, 2001, the Bush administration had attempted to enlist tele-
com companies in an NSA program of warrantless surveillance, which was
seven months prior to the September 11, 2001 attacks.!! This contradicts
Bush’s claim to have implemented the NSA warrantless surveillance pro-
gram in response to the 9/11 attacks. Moreover, the FISA Amendments Act
signed into law on July 10, 2008, states that the program was authorized by
the President “during the period beginning on September 11, 2001.”!?

There is a fundamental difference between having “faith” in the executive
branch to do its job and having faith that the judicial branch will do its job
of keeping a watchful eye on the executive branch. The Court is correct that
there is assumption of risk that government officials might not operate in
good faith, even in cases where warrants are issued. However, to argue that
faith at the level of the judiciary warrants faith at the level of the executive is
to already surrender a system of checks and balances. Because there can be
no risk-free system of justice does not warrant surrendering judicial over-
sight of one branch of government by another.

In fact, a system of checks and balances is not unilateral. A court that
oversteps its boundaries is still subject to judicial review by an appellate
court. Thus, a system of checks and balances also includes checks and
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balances for appellants who believe that the court may have failed to
operate in good faith. This reciprocity of a system of checks and balances
is essential to the operation of such a system of justice. The faith that is
appropriately reposed is, therefore, not in any one branch of government
to operate in good faith but rather in a system of checks and balances to
protect against abuses of state power wherever they may occur.



The Military-Industrial
Information Network

s was discussed in the previous two chapters, the system of checks and
balances that prevents wholesale, warrantless surveillance of electronic
communications has been eviscerated. Still, one might suppose that the
government needs a court warrant to collect other private and personal
information of American citizens. However, such a supposition is false.
Much of the personal data collection that feeds the government’s Total
Information Awareness (TIA) project is not directly obtained by government.
Instead, data such as credit card purchase histories, medical records, bank
records, airline ticket information, car rentals, and utility bills (among other
digitized information) is collected by companies who are not subject to the
same legal constraints as the federal government. The government then, in
turn, contracts with these companies to tap into their massive databases. In
this way, government is able to circumvent privacy protections such as court
warrants.

Data Warehousing and Data Mining

The private sector is therefore helping the federal government to actualize
two essential, integrated functions of the TIA system: data warehousing and
data mining. Data warehousing involves collecting data and organizing it
into databases. Data mining involves development and use of tools to ana-
lyze such data once it has been collected and organized into databases, and
to make predictions based on these analyses. According to a January 2006
report of the Congressional Research Service,

Data mining involves the use of sophisticated data analysis tools to discover
previously unknown, valid patterns and relationships in large data sets. These
tools can include statistical models, mathematical algorithms, and machine
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learning methods (algorithms that improve their performance automatically
through experience, such as neural networks or decision trees). Consequently,
data mining consists of more than collecting and managing data, it also
includes analysis and prediction.!

The processes of data warehousing and data mining have become lucrative
businesses for private military contractors. One data warehousing company
that played a major role during the Bush administration in aiding imple-
mentation of the TIA project was ChoicePoint, Inc.> After the September
2001 attacks, it shifted its focus from commercially available products to
homeland defense.?

ChoicePoint maintained a revolving door with former or soon-to-be
Bush administration officials. For example, some of its officers or business
associates included Deputy Secretary of State (and PNAC member) Richard
Armitage;* U.S. Attorney General John Ashcroft;® Deputy Director of the
National Security Agency, William Crowell Jr; FBI Executive Assistant
Director of Counterterrorism and Counterintelligence, Dale Watson; and
Assistant Attorney General (and author of the USA Patriot Act), Viet Dinh.®
These close ties with the Bush administration made ChoicePoint a de facto
data-warehousing arm of the federal government.

This company also maintained a strategic alliance with Department of
Defense contractor, Science Applications International Corporation (SAIC).
SAIC was the architect of the main brain of TIA, the Information Awareness
Prototype System.® SAIC also had a commercially available product called
the Automated Data Analysis and Mining (ADAM) information manage-
ment suite, which was designed to retrieve and analyze data pulled from
ChoicePoint’s data warehouses. Thus, according to SAIC’s 2006 Web site,

ADAM is a service bureau, employing a suite of information management
tools developed by SAIC to maximize the utility and value of data pulled
from the electronic data-warehouses of ChoicePoint Incorporated. Our
customers require rapid results from their queries of ChoicePoint’s data
stores, and our tools allow the fastest and most reliable return of the data
possible. ADAM provides the specific analyses required by our clients to
turn data into useful knowledge. In short, ADAM provides clients with the
ability to obtain and analyze enormous amounts of data to create explicit
profiles of target groups and collect critical data on each of the individual
members of that group.’

According to the National Journal, the Defense Department paid Choice-
Point for access to its vast databases, which contained “billions of personal
records about nearly every person—citizens and noncitizens alike—in
the United States.” Moreover, according to this report, federal documents
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obtained by the National Journal and Government Executive, ChoicePoint
provided the FBI and Department of Defense access to a “previously undis-
closed, and vaguely described ‘exclusive’ data-searching system.” According
to said documents, in early 2003, the agencies also ordered Internet-based
services from ChoicePoint, which “effectively put the power of the company’s
databases at government agents’ fingertips on their desktop computers.”!?
The government also purchased access services from ChoicePoint such as
AutoTrackXP, which can “provide Internet access to more than 17 billion
current and historical records on individuals and businesses, and allow users
to browse through those records instantly” and with as little information as
a name or Social Security number to cross-reference public and proprietary
records.!! ChoicePoint also developed Consolidated Lead Evaluation and
Reporting (CLEAR), a second-generation AutoTrackXP product designed
especially for use by government and law enforcement.'?

ChoicePoint thus provided the federal government data warehousing
capabilities to harvest its massive data reservoir. Further, given the alliances
between CrossPoint, SAIC, and the Department of Defense, it is likely that
the government also utilized SAIC data-mining technologies (perhaps a
more sophisticated, customized version of ADAM) to perform actionable
analyses.

It is worth emphasizing, however, that ChoicePoint warehouses are only
one component of a massive, integrated TIA data reservoir, which also
includes: all of the electronic messages and internet searches collected by the
National Security Agency (NSA) with the help of the telecom companies;
the biometric data contained in the FBI’s biometric database;'® and video
data obtained from surveillance cameras situated in major cities.!* As will be
discussed later, the data amassed in this colossal network of databases also
spans continents. '

In 2008, Reed Elsevier, a major data-warehousing company and com-
petitor of ChoicePoint reached an agreement with ChoicePoint to acquire
the company, including its AutoTrackXP and CLEAR technologies and
databases, for approximately US$4.1 billion. However, the Federal Trade
Commission issued a complaint alleging that the merger would violate
antitrust laws. Since Reed Elsevier owned Lexis Nexis, the competing data-
warehousing product to ChoicePoint’s product, the merger would allegedly
have stifled competition in the data-warehousing market. The resolution of
the complaint required Reed Elsevier and ChoicePoint to divest their assets
related to AutoTrackXP and CLEAR electronic public records services to
Thomson Reuters, another giant information company.

Thomson Reuters owns the Reuters Newswire service, one of the world’s
largest news services providing worldwide news to newspapers and main-
stream media organizations. Having been known for its objectivity, unbiased
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reporting, and strict code of ethics, Reuters is now part of a conglomerate
that sells databases containing the personal information of American citi-
zens to the federal government.

Prior to its acquisition by Thomson in 2007, Reuters’ first principle was
that no single individual could own more than 15 percent of the company.
According to its first principle, “Reuters shall at no time pass into the hands
of any one interest, group or faction.”!® This requirement was intended to
ensure that its reporting would remain free from bias and undue influence.
Now that Thomson Reuters is also in the government surveillance business,
there is all the more reason for concern that Reuters’ coverage of news sto-
ries about government activities, especially surveillance and abridgement
of civil liberties, will, like the rest of consolidated mainstream media, be
tainted by conflict of interest.!” This may be more disconcerting when it
is learned that the Associated Press, Reuter’s main competitor, has been
accused of harboring bias favoring U.S. government positions.!®

The Google/DoubleClick Merger

In a sense, companies such as ChoicePoint and Thomson Reuters are less
formidable violators of privacy than companies such as Google. This is
because the former companies are quite candid about the fact that their
primary business is to amass personal information. Not so with companies
like Google.

For millions of Internet users, entering search terms into Google’s search
engine is seen as a way of acquiring information. In fact, from the perspec-
tive of Google, Internet users are not primarily consumers of information.
They are themselves sources of incredibly personal information.

When a user enters a search term, it reveals his or her interests. A person’s
interests—anything from health issues to sexual desires—is very personal.
However, Google saves the search under the user’s Internet Protocol (IP)
address, thereby establishing a record of these interests. The user’s IP address
is a person’s computer address, which uniquely defines his or her Internet
identity in terms of the data that is collected under it.

While Google provides information about its “privacy policy,” the infor-
mation is not directly accessible or prominently placed on the homepage.
Instead a user must click on two links before reaching a statement on how
information is collected and used. According to this statement,

When you visit Google, we send one or more cookies—a small file con-
taining a string of characters—to your computer or other device that
uniquely identifies your browser. We use cookies to improve the quality of
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our service, including for storing user preferences, improving search results
and ad selection, and tracking user trends, such as how people search.
Google also uses cookies in its advertising services to help advertisers and
publishers serve and manage ads across the web. We may set one or more
cookies in your browser when you visit a website, including Google sites
that use our advertising cookies, and view or click on an ad supported by
Google’s advertising services."”

This collection and retention of personal user information is performed
by Google without providing an opt-out option for users who do not want
cookies implanted in their computers and their personal search information
stored.

In fact, Google’s main reason for “tracking user trends” is to amass behav-
ioral information for purposes of targeted online advertising, its main source
of revenue. In 2007, for this purpose, Google merged with DoubleClick, a
major provider of digital marketing technologies and services.

DoubleClick’s primary business is helping advertisers to find targets
for their ads by tracking and collecting Internet user information. It uses
a form of technology known as Dynamic Advertising, Reporting, and
Targeting (DART), which stores tracking cookies in users’ computers. This
technology permits advertisers to serve their ads to prospective customers
by gathering information about them including the Web sites they visit
and their shopping-cart behavior. Hence, the merger between Google and
DoubleClick has enabled the team to combine user information collected
by DoubleClick technologies with search histories gathered by Google to
create a massive database of consumer information. This in turn leaves
Internet users vulnerable to having their Internet identities or profiles
accessed by the federal government and linked to the other personal data
it has amassed.

In 2006, Google refused to comply with a subpoena from the federal
government asking it to turn over its search information allegedly for pur-
poses of looking into the threat posed by online pornography to children.?
This is in contrast to Microsoft, AOL, and Yahoo, who cooperated with their
subpoenas. However, the increasingly close business ties that Google now
enjoys with federal agencies makes it likely that the information giant will
cooperate with government demands for information in the future. For
example, more recently, Google has partnered with the NSA, CIA, and FBI
to create an intelligence database that lets these agencies share information
with each other.?! Such close-knit relationships with these federal agencies
along with the lucrative defense contracts it stands to gain (or lose) makes
cooperation a probable option for a giant corporation like Google with an
immense appetite for profit.
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Facebook’s Ties to DARPA

A central feature that makes the Internet distinct from information services,
such as cable and broadcast media is its potential for interactivity. The net
offers users a forum for the exchange of ideas between large numbers of
people. While broadcast and cable networks also reach millions of people, the
exchange is unidirectional, that is, information travels down a one-way street
from the few to the many. In contrast, the Internet permits information to
travel down a two-way street from the many to the many. It is this potential
for interaction that makes the Internet a democratic medium of exchange.

The social media is a marked example of a media with such potential
for democratization. According to Wikipedia,

Social media is media designed to be disseminated through social interac-
tion, created using highly accessible and scalable publishing techniques.
Social media uses Internet and web-based technologies to transform broad-
cast media monologues (one to many) into social media dialogues (many
to many). It supports the democratization of knowledge and information,
transforming people from content consumers into content producers.”

One might, therefore, conclude that the rise of social media such as Twitter
and Facebook marks a trend toward a culture of autonomy and away from
a culture of control. Unfortunately, there are reasons to think that at least
some social media have in fact been created for the opposite purpose; that is,
to leverage state control over interpersonal communication. At least, so it
seems in the case of Facebook.

Facebook, which was started in February 2004 by 21-year-old Harvard
student Mark Zuckerberg, is presently the world’s largest social media
network with over 350 million users. Its fast-growing popularity among
college students attracted the attention of entrepreneurs with high-level
connections in the federal government. It received its first financial backing
in late 2004 by Peter Thiel in the amount of US$500,000.

Thiel, who is on the board of Facebook, was founder and CEO of
Paypal and a former board member of Vanguard.org, a conservative activ-
ist organization. According to Vanguard’s Web site,

The Vanguard Project is an effort to build a state-of-the-art technological
platform, plus the organizational infrastructure behind it, to enable a level
of conservative activism—both online and offline—previously achieved
only by MoveOn.org and Obama for America.??

Many of Vanguard’s advisors and members are also members of the
Counsel for National Policy, an organization of conservative political
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leaders, financiers, and far-right activists, which, according to Mark
Crispin Miller, is a “highly secretive theocratic organization” that seeks
“religious rule.”**

In 2009, Thiel was an invited guest at the annual conference of the
Bilderberg Group, another highly secretive organization of powerful and
influential conservative powerbrokers. This international group, which aims
at economic globalization collectively owns a substantial part of the world’s
wealth, appears to have exerted influence on world policy, and has ties to
the NSA.%

So, was Facebook slated to be a technological political weapon used to
advance a right-wing agenda? This possibility is difficult to dismiss once its
ties with the Department of Defense have been brought to light.

In 2005, Facebook received US$12.7 million from Accel Partners, a
venture capital firm. One of Accel’s partners is Jim Bryer, who now serves
on the Facebook board along with Thiel. Bryer also served on the board
of directors of BBN Technologies—the company contracted in 1969 by
DARPA to build the Arpanet, which was the forerunner of the Internet.?

Serving on the board of directors of BBN, at the same time as Bryer, was
Anita Jones, who had previously, from 1993 to 1997, served as the direc-
tor of DARPA, which was the Defense Department agency that (in 2002)
established the “Information Awareness Office” (IAO) to direct the TIA
project.?’

A former chair of the National Venture Capital Association (NVCA),
Bryer also served on the NVCA board with Gilman Louie, who was the
first CEO of In-Q-Tel, a venture capital company started by the Central
Intelligence Agency (CIA).?® Anita Jones also presently serves on the board
of In-Q-Tel.

Formed in 1999, In-Q-Tel sought out technology companies that could
serve CIA surveillance interests. Louie remarked, “There’s a new urgency
within the CIA to find technology that makes sense of all the unstructured
data floating around on the Internet and elsewhere. The agency can’t train
analysts quickly enough.”? Accordingly, in 2001, under Louie’s direction,
In-Q-Tel financed a small startup company, Attensity Corp, which produced
text-analyzing software that mapped sentences and extracted common
threads in documents, thereby attempting to help analysts detect patterns.
This was the beginning of development of pattern-recognition software that
would provide an important component of the TIA project. The Facebook
Web site appears to have been a further advance by the DARPA in this
direction.

Recall from Chapter 2 that one of the original TIA technologies was
“Scalable Social Network Analysis” technology, which looks for behavioral
patterns of terrorist groups by comparing them to the behavioral patterns
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of masses of innocent people. These technologies must, therefore, place
these innocent masses under surveillance in order to acquire information
about their behavioral patterns. Facebook obviously provides en masse the
needed “social networking” data for this component of the TIA project;
and given the ties of Facebook to DARPA, it is reasonable to suspect that
Facebook is DARPA’s tool for collecting data on the masses in order to
construct algorithms to distinguish anomalous, terrorist cases from usual
ones.

If so, then 350 million users of Facebook are being used as experimental
subjects by the government without their informed consent. Such mass
spying contravenes respect for privacy. In fact, while Facebook has settings
to restrict access to information that is posted, most people who subscribe
to Facebook speak openly even about the most intimate details of their
personal lives, do not bother with making privacy adjustments, and simply
assume that their safety and privacy are protected.*

But careful reading of Facebook’s privacy statement suggests otherwise:

To respond to legal requests and prevent harm. We may disclose information
pursuant to subpoenas, court orders, or other requests (including criminal
and civil matters) if we have a good faith belief that the response is required
by law. .. . We may also share information when we have a good faith belief it is
necessary to prevent fraud or other illegal activity, to prevent imminent bodily
harm, or to protect ourselves and you from people violating our Statement of
Rights and Responsibilities. This may include sharing information with other
companies, lawyers, courts or other government entities.

Facebook’s abovementioned policy is broad enough to permit wholesale
disclosure of millions of users’ personal information to federal agencies
such as DARPA and the NSA or certain private companies under contract
with these agencies, such as the SAIC. For example, the abovementioned
privacy policy could arguably permit such disclosure insofar as Facebook’s
board of directors, including politically motivated members like Thiel and
Breyer, could claim to have a “good faith belief” that it was necessary in
order to fight and win “the war on terror.”

In fact, in December, 2009, the Electronic Frontier Foundation, a non-
profit, electronic civil rights organization, filed a complaint against the
Department of Defense, the CIA, the Office of the Director of National
Intelligence, and three other federal departments under the Freedom of
Information Act, seeking release of records concerning the use of social
networking Web sites “as investigative, surveillance, and data collection
tools.”*! But, even in the absence of such records, it is evident that govern-
ment agencies are using social networking sites—in particular, Facebook,
Twitter, and MySpace—to collect evidence for various investigations.*
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As users of social networking sites become increasingly complacent
about disclosing personal information without unequivocal assurances of
privacy protection, it will become easier for government and its corporate
accomplices to whittle away at this civil right until the idea becomes an
empty relic. Such evisceration of privacy is an earmark of a totalitarian
state; for, in such a state, the government will have access to even the most
intimate details of the lives of its citizens while the latter will know little or
nothing about the former. This unidirectional quality of information flow
from the people to the state authority without reciprocity is the final death
note of any democratic culture in transition toward a culture of control.
Whether or not this component of the totalitarian equation is fulfilled will
depend largely on the ability of mass media, including the Internet, to keep
the people informed. The next three chapters of this book will examine
this major challenge to the survival of democracy in America.



Ignorance is Strength:
Complicity of the Corporate
Media Behemoths

he degree to which the mass media are independent of government

provides a useful index for gauging just how controlled or autonomous
a culture really is. The less people know, the easier it is to manipulate and
control them; the more informed they are, the more capable they are of
making rational decisions and the harder it is to manipulate them through
lies and deception.

In dictatorships where civil liberties are virtually nonexistent, the media
are mouthpieces of government, and what the governed are permitted to see
and hear is largely political propaganda. For example, in Syria, the media are
largely state owned and operated through the Ministry of Information of
the Ba’ath party. In this controlled environment, it is illegal to criticize the
ruling party and the military; and any independent media must be licensed
by the Ministry of Information, which monitors all media to ensure that it
toes the party line. Internet sites are also passed through government filters
to ensure that anything politically averse to it is not accessible to Syrian
citizens. Here one need not appeal to Orwell’s novel, 1984, to find a clearer
case of “Big Brother is Watching You.”

Between such oppressive regimes and ones that are democratic and free,
there are many shades of gray. Relative to the state of media in a nation,
such as Syria, even the mainstream (corporate) media in the United States
may appear to be “free” and “democratic.” Still, this may be more a matter
of degree than of kind. Moreover, the state of mainstream media in America
is always capable of moving incrementally closer to that of more oppressive
cultures by imperceptible changes. Thus, a central question is not so much
whether the American mainstream media is controlled, but instead whether
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it is moving incrementally toward greater levels of control. Unfortunately,
the answer to this question is not an optimistic one.

Consolidation as a Major Factor in Mainstream Media’s
Complicity with Government

One main reason for this lack of optimism is the rising tide of media con-
solidation in the American mainstream media. Currently, broadcast TV
is dominated by five major corporations: Fox/News Corp, CBS/Viacom,
NBC/General Electric,! Tribune Company, and ABC/Disney. Radio is largely
controlled by Clear Channel and Infinity/Viacom. Cable/Satellite TV giants
include Comcast, DirecTV/News Corp, and Time Warner. These conglo-
morates form an intricate web of joint ventures, which spills over into other
media, including the Internet. For example, NBC/General Electric, Fox/News
Corp, and ABC/Disney jointly run a Web site called Hulu, which streams
TV shows and movies; and Time Warner and CBS/Viacom have a joint ven-
ture with Comcast, which allows cable subscribers to access TV through the
web, using Comcast’s “On Demand Online” system. Thus, despite the number
of apparent choices, most of what Americans see and hear is filtered through
just a handful of interconnected monolithic media and telecom companies.

These relatively few giant corporations are motivated primarily by maxi-
mizing profit and providing dividends to stockholders. At the same time,
these companies’ continued existence and ability to expand their profit-
able horizons is in the hands of government. This is because the Federal
Communications Commission (FCC) and Congress can place regulatory
strangleholds on media and telecom companies if they fail to cooperate
with the current administration’s policies and goals. In this way, govern-
ment can literally regulate a corporation out of existence. Alternatively,
government can reward cooperation with deregulation or just not passing
certain regulations. It could raise or lower taxes; award or withdraw lucra-
tive defense contracts; provide special incentives for investing in potentially
profitable industries, and provide other government perks—all of which
depend on the company’s willingness to cooperate with government.

True, keeping consumers of news (the American public) informed about
questionable government practices counts in corporate cost-benefit analyses
about what, and how, to report. A news company cannot afford to alienate
its audience as this leads to lost advertising revenue. The company must also
look for breaking news that will increase ratings. Still, failure to break stories
that expose government breaches of public trust or other questionable gov-
ernment practices does not necessarily turn away customers and decrease
company revenues, especially if the public never even finds out the (whole)
truth anyway. So, in trading off between keeping the public informed and
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cooperating with government, the corporate mainstream media may incline
toward the latter.

For example, General Electric, presently the mother company to NBC,
builds the engines and other supportive components for the unmanned
“drones” armed with hellfire missiles that have been used by the Bush
administration and now by the Obama administration to attack suspected
al Qaeda officials in Pakistan and Afghanistan.? However, news coverage
of drone attacks by MSNBC has tended to stress the efficacy of such tech-
nology in killing alleged al Qaeda targets, and has been less open about
its drawbacks. For example, in the 60 known drone attacks in Pakistan
between January 2006 and April 2009, 14 al Qaeda leaders were killed but
also 607 civilians.? Yet, according to NBC national security analyst Dana
Priest, “Drones can’t be built fast enough for the demand,*a comment
that reads like a promotional ad for GE. In its present form, such technol-
ogy is aided by human judgment; however, now in its infancy it is the next
generation of autonomous, unmanned aircraft, which will have the pur-
ported ability to distinguish civilians from combatants. As General Electric
in cooperation with other military contractors, such as Lockheed Martin,
takes these flying robotic killers to market, it will be edifying to see how
closely the mainstream media will track “collateral damage.” Unfortunately,
without an autonomous newsroom, free from manipulation by politico-
corporate pressures, such facts are likely to be buried along with the dead
bodies of innocent civilians.

The Rise of Corporate Media Consolidation in America

This consolidated corporate media landscape has been facilitated by easing
of federal restrictions on how large a corporation can become. A landmark
legal reform of this nature, enacted during the Clinton administration, is
the 1996 Telecommunications Act. As prescribed by this act, the FCC raised
the national audience-reach limitation of broadcast TV companies from
25 percent to 35 percent.

In June 2003, with the support of the Bush administration, the FCC
raised the national media cap to 45 percent, thereby permitting broadcast
networks such as Fox and ABC to own local TV stations that reached
45 percent of the national market, a 10 percent increase from that permitted
by the 1996 Telecommunications Act. The FCC also let a single company
own up to three TV stations in the largest markets; and, in all except the
smallest markets, it permitted a company to have “cross-ownership” of both
a newspaper and a radio or television station in the same market.

In August 2003, these new media-ownership rules came under fire by
a media activist organization known as the Media Access Project (MAP),
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a team of civil rights lawyers, which represented in federal court, the
Prometheus Radio Project, an activist organization for advancing low-
frequency FM community radio. The MAP/Prometheus Radio Project
challenged the new FCC rules in the U.S. Court of Appeals for the Third
Circuit in Philadelphia, and was able to get the court to issue a stay on the
new rules.

In November 2003, another activist organization, The Free Press, orga-
nized a campaign aimed at stopping the new FCC rules from taking effect.
The campaign encouraged millions of Americans who were dissatisfied with
the new FCC rules to write letters to their congresspersons. Responding to
the public outcry, the Whitehouse slipped a rider into the Consolidated
Appropriations Act as a compromise with Congress, which rolled back the
national broadcast cap from 45 percent to 39 percent, still 4 percent higher
than the 1996 Act’s 35 percent cap.

On June 24, 2004, the U.S. Court of Appeals for the Third Circuit in
Philadelphia decided to send the FCC’s new media-ownership rules back
to the FCC until it could justify its claim that the rules would not adversely
affect competition. The court ruled, “The commission has not sufficiently
justified its particular chosen numerical limits for local television owner-
ship, local radio ownership, and cross-ownership of media within local
markets.” While several media companies appealed the case to the Supreme
Court, the Court refused to hear the case. As a result, the newspaper/
broadcast cross-ownership rule and the local TV multiple-ownership rule,
which were in effect prior to June 2003 were reinstated. As before, a media
company could not own both a newspaper and a radio or TV station in
the same market; nor could it own more than one TV station in the largest
markets.

The efforts expended by the MAP/Prometheus Radio Project and the Free
Press in helping to slow the rise of corporate media consolidation are instruc-
tive in that they show how grassroots movements can effect positive change.
Still, Congress’ rollback of the national broadcasting cap to 39 percent was
largely symbolic, because it was set at a percentage that still permitted Viacom
(CBS) and News Corp (Fox) to keep their current holdings. Both companies
had already been operating above the earlier 35 percent cap, just under the
new 39 percent. Other major media corporations operating substantially
below the 39 percent cap, such as General Electric (NBC) and Disney (ABC),
were also now permitted to increase their holdings without violating the law.
So, the legislative change still afforded giant media corporations the oppor-
tunity to continue their mergers and acquisitions.

Further, the 39 percent national cap on ownership of local TV stations
could in some cases actually be as much as 90 percent when the 50 percent
UHEF discount was figured. This discount, which had originally been provided



IGNORANCE IS STRENGTH 61

as an incentive for media companies to broadcast on frequencies on the
UHF dial (stations 14-83), counted only half of a company’s UHF market
reach for purposes of assessing ownership caps. In 2009, when conversion
to digital occurred, companies, such as Fox and CBS had their UHF stations
grandfathered in.

Further, the staying of the cross-ownership rule banning the ownership
of a newspaper and a TV or radio station in the same market was only
temporary. In 2007, in response to the 2004 Prometheus decision, the FCC
relaxed the newspaper/broadcast cross-ownership rule, thereby allowing a
media company to own a daily newspaper and a radio station in a top-20
designated market area (DMA), or a daily newspaper and a television station
in a top-20 DMA. However, the FCC retained the other media-ownership
rules that were in effect; and it did not revisit the 39 percent national TV
media-ownership cap enacted by Congress in 2003.

Cable companies have also been successful in extending their market
reach. In August 2009, Comcast succeeded in getting a U.S. appeals court to
strike down a Federal Communications Commission’s rule that disallowed
a cable operator from serving more than 30 percent of U.S. households.
Accordingly, companies such as Comcast and Time Warner Cable received
the green light to continue national expansion making likely further con-
solidation in the provision of cable services.

From this brief survey, it should be evident that the already-gigantic
corporate media companies continue to find the means to grow even larger.
Such expansion in the form of increased market reach means less competi-
tion in a given market, and, therefore, less independent alternative infor-
mation channels open to consumers. Given the vital role that mainstream
media and cable companies play in keeping Americans informed, the trend
toward ever-increasing control of the content and flow of information by a
few behemoth companies portends serious consequences for a democratic
and free state.

If these giant corporations had an internal moral compass and auto-
matically acted in good faith in keeping the public adequately informed
about issues of importance, especially matters of state, then we might
not see the danger of the trend toward consolidation. Unfortunately, this
would only be wishful thinking out of gear with the reality of how giant
media corporations operate.

The Replacement of Investigative Reporting with
Government Spokespersons

Corporate media consolidation has also played a role in the downsiz-
ing of independent, investigative-reporting divisions of the giant media
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corporations. The single-minded drive of corporate media to reduce costs
and increase profits has led to reliance on government spokespersons as
sources of news about government activities in lieu of more costly, inde-
pendent, investigative reporting. Thus, cable news networks, such as CNN
and Fox fill their 24-7 news holes largely with the statements of govern-
ment spokespersons, kept at close range to provide a continuous news
feed. The obvious problem with such a system is that government cannot
be relied on to objectively assess the veracity of claims against itself. This
would not be unlike placing a crime suspect on trial and settling the matter
by asking the accused if he or she is guilty of the charges, and then acquit-
ting the suspect based on the defendant’s denial.

Corporate media’s drive to eliminate the costs of original investigative
reporting has also set the stage for an even more insidious form of reli-
ance on government spokespersons. On April 20, 2008, the New York Times
disclosed that the Bush administration had been systematically recruiting
lobbyists, senior executives, board members, and consultants for military
contractors to serve as “military analysts” to give seemingly objective analy-
ses of war policy. According to the Times, the Bush administration sought to
“transform the analysts into a kind of media Trojan horse—an instrument
intended to shape terrorism coverage from inside the major TV and radio
networks.”> To effect this transformation the Bush administration con-
tracted with the Rendon Group, a public relations firm in Washington, D. C.
headed by John Rendon.® As discussed below, this company had been hired
by the Bush administration to “manage” public perception and to conduct
“information warfare,” including the use of Total Information Awareness
(TIA) technologies as a defensive weapon of mass deception against emerg-
ing news reports that were adverse to Bush administration policies.

According to a study conducted by a media watchdog group Media
Matters, between January 1, 2002, and May 15, 2008, the “military analysts”
named in the Times article collectively appeared or were quoted by main-
stream media more than 4,500 times as authorities on the Iraq war and
other national security or government policy issues. These media organi-
zations included ABC, ABC News Now, CBS, CBS Radio Network, NBC,
CNN, CNN Headline News, Fox News, MSNBC, CNBC, and NPR.

For example, Robert S. Bevelacqua, a retired Green Beret and former
Fox News analyst told the Times, “It was them saying, ‘We need to stick
our hands up your back and move your mouth for you.” Nevertheless,
Bevelacqua toed the Bush administration line in the early years of the Iraq
war by claiming that “Our current success in Iraq is testimony to the fact
that we have adequate force structure,”® and “Capturing Saddam would
‘go a long way toward a lasting democracy in Iraq.”® Unfortunately, the
American people were not informed by the mainstream media that the
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“experts” being quoted and interviewed were cogs in a government propa-
ganda machine to manipulate public perception.

Injection of Prepackaged News into the Mainstream Media

Another manner in which the mainstream media news has been manipu-
lated by government is the injection of prepackaged news. On March 13,
2005, the New York Times also disclosed that, under the Bush administra-
tion, the federal government had used public relations firms to create
prepackaged news feeds favorable to its policies and had it programmed
into network news local affiliates throughout the United States. “An exami-
nation of government-produced news reports,” stated the Times, “offers a
look inside a world where the traditional lines between public relations and
journalism have become tangled, where local anchors introduce prepack-
aged segments with ‘suggested’ lead-ins written by public relations experts.
It is a world where government-produced reports disappear into a maze
of satellite transmissions, Web portals, syndicated news programs and
network feeds, only to emerge cleansed on the other side as ‘independent’
journalism.”'?

The American public was not informed that these news feeds were the
products of public relations firms working for the federal government.
Instead, the corporate media were willing to relinquish their role as a
watchdog of government in order to save the expense of finding original
material.

The Government Accountability Office subsequently determined that a
federal agency cannot publish prepackaged news reports “that conceal or
do not clearly identify for the television-viewing audience that the agency
was the source of those materials.”

However, an indirect channel for injecting propaganda into the American
mainstream media still remained. As a charge of the Office of Disinformation,
the Bush administration sought to plant phony news favorable to its war
policy into the news coming out of foreign presses throughout the world. In
the current digital age, if a story is planted in the foreign media, it can “blow
back,” and, therefore, find its way into the American media.

On November 30, 2005, the Los Angeles Times broke a story that the Bush
administration had been injecting American propaganda into the Iraqi press
in an attempt to stem anti-American resistance among Iraqis. Thus, ironi-
cally, while the United States had allegedly invaded Iraq to liberate it from
oppression, it was systematically interfering with the fundamental right to
freedom of the press.

According to the LA Times, the Pentagon had hired the Lincoln Group,
a small Washington, D.C. public relations firm for this purpose. Lincoln’s
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Iraqi staff, or its subcontractors, had sometimes posed as freelance reporters
or advertising executives when they delivered the stories to Baghdad media
organizations. “The arrangement with Lincoln Group,” said the LA Times,
“is evidence of how far the Pentagon has moved to blur the traditional
boundaries between military public affairs—the dissemination of factual
information to the media—and psychological and information operations,
which use propaganda and sometimes misleading information to advance
the objectives of a military campaign.”!! This is not to mention the blowback
that can result from such foreign media deception.

Embedded Reporters as Purveyors of Government Propaganda

The Pentagon has also been injecting propaganda into mainstream media
through its embedded reporters program. Since the inception of the Iraq
war, reporters on the ground have not been permitted to function autono-
mously but instead must be “embedded” in military units. Such reporters
are required to pass all information through their military unit commanders
before the information can be released and turned into “news.” As a result,
embedded reporters become mouthpieces of government war propaganda.
As one forthright commander confessed, “Frankly, our job is to win the war.
Part of that is information warfare. So we are going to attempt to dominate
the information environment. Embedding journalists honorably served that
end.”!? John Rendon has also been quite clear about the purpose of embed-
ding reporters within army units, which he says is to control the media.'®

Judith Miller, a former reporter and embed for The Times, is an instruc-
tive example of an embedded reporter who became a mouthpiece for the
Pentagon. “During the Iraq war, the Pentagon had given me clearance to
see secret information as part of my assignment ‘embedded’ with a special
military unit hunting for unconventional Weapons,” she said. “I was not
permitted to discuss with editors some of the more sensitive information
about Iraq” Miller’s admission that she was not permitted to discuss “the
more sensitive information about Iraq” was, of course, an admission that
the government censored and controlled her stories.

Miller not only acquiesced in such government censorship; she also
helped the Bush administration to forge a war in Iraq on the basis of false
information. On December 20, 2001, Miller wrote an article for the New York
Times titled “An Iraqi Defector Tells of Work on At Least 20 Hidden Weapons
Sites,” in which she reported the false account by Saeed al-Haideri about
Hussein’s WMD program. “The interview with Mr. Saeed,” she said, “was
arranged by the Iraqi National Congress, the main Iragi opposition group,
which seeks the overthrow of Mr. Hussein. If verified, Mr. Saeed’s allegations
would provide ammunition to officials within the Bush administration who
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have been arguing that Mr. Hussein should be driven from power partly
because of his unwillingness to stop making weapons of mass destruction,
despite his pledges to do so.” Miller reported that al-Haideri had personally
worked on secret facilities for biological, chemical, and nuclear weapons and
added, “The experts said his information seemed reliable and significant.”'*

Unfortunately, what Miller did not report was that U.S. intelligence
had previously subjected al-Haideri to a polygraph test, which he flunked.
Instead, Miller reported the anti-Hussein propaganda of the Iraqi National
Congress (INC), an Iraqgi opposition group organized, even named, by
the Rendon Group for purposes of instigating a national uprising against
Saddam Hussein. As was discussed in Chapter 2, the Rendon Group was
hired by the George W. Bush administration to aid the Office of Strategic
Information (“Office of Disinformation”) to conduct a campaign of gov-
ernment propaganda and disinformation.'®

It is, therefore, ironic that, in 2009, in full light of its past history,
the Rendon Group should have been contracted for US$1.5 million by the
Obama administration to screen prospective embedded journalists before
embedding them with military units.!® According to the military newspaper,
Stars and Stripes, U.S. public affairs officials in Afghanistan acknowledged
that “any reporter seeking to embed with U.S. forces is subject to a back-
ground profile by The Rendon Group”!” According to Stars and Stripes,
the Rendon group had been hired to vet potential embeds to determine if
their recent reporting has been positive, negative, or neutral toward the U.S.
military. And, despite the denial by military public relations, it appears that
this vetting was for purposes of weeding out journalists who had been criti-
cal of the U.S. military. Thus, Stars and Stripes reported that, two months
earlier, U.S. Army officials in Iraq engaged in a similar vetting practice when
they refused to allow a Stars and Stripes reporter to embed with a unit of the
Ist Cavalry Division because “the reporter ‘refused to highlight’ good news
that military commanders wanted to emphasize.”!® Further, according to a
public affairs officer with the 101st Airborne Division, “when his unit was in
Afghanistan and in charge of the Rendon contract, he had used the conclu-
sions contained in Rendon profiles in part to reject at least two journalists’
applications for embeds.”"

Amid protest from journalism groups who called the arrangement
“alarming,” one week after Stars and Stripes disclosed that the government
had contracted with the Rendon Group to screen prospective embeds, the
Pentagon announced that it was canceling the contract. “The decision to ter-
minate the Rendon contract was mine and mine alone,” said Rear Admiral
Gregory J. Smith. “As the senior U.S. communicator in Afghanistan, it was
clear that the issue of Rendon’s support to US forces in Afghanistan had
become a distraction from our main mission.”? Nevertheless, it would be
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naive not to question the veracity of a Pentagon steeped in a campaign of
misinformation and deception, and which had deceptively announced ear-
lier that it was closing the door to its Office of Disinformation.

Information Warfare: Deployment of TIA Technologies to
Control Public Perception

John Rendon has described himself as an “information warrior” and a
“perception manager.” According to Rendon, “Because the lines are diver-
gent, this difference between perception and reality is one of the greatest
strategic communications challenges of war.” Accordingly, Rendon sees the
goal of information warfare as bringing reality into line with the desired per-
ception, that is, the perception that he is paid by the government to create.

Rendon’s perception management has several related tentacles. One
aspect consists of recruiting and training a team of “information warriors
to launch a worldwide propaganda campaign in developing and delivering
specific messages to the local population, combatants, front-line states, the
media and the international community.” Another aspect consists in online
“military deception” such as participation in chat rooms and creation of
news Web sites for the purpose of spreading false information and prowar
propaganda. Another aspect consists in coaching White House staff in
shaping the daily information that comes out of the White House.?!

Still another aspect of Rendon’s perception management involves
accessing negative news feeds before they are published, and then tacti-
cally attempting to neutralize them with media propaganda. When the
Office of Strategic Influence was allegedly shut down in 2002 by the Bush
administration, many of its operations were assumed by the Information
Operations Task Force (IOTF), a clandestine Pentagon operation charged
with manipulating news and information. The Rendon Group apparently
played a central role in managing these operations. According to Pentagon
documents, its charge was to construct an “Information War Room” to
monitor international news reports using high-tech computer technology
having the capacity to read and respond instantaneously with counter-
propaganda. This included a “proprietary state-of-the-art news-wire col-
lection system called ‘Livewire, which takes real-time newswire reports, as
they are filed, before they are on the Internet, before CNN can read them
on the air, and twenty-four hours before they appear in the morning news-
papers, and sorts them by keyword. The system provides the most current
real-time access to news and information available to private or public
organizations.”%

The idea of government knowing the headlines before they are published
is paradigmatic of a culture of control. Ideally, “information warfare” here
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equates to “Total Information Awareness,” which includes the ability to neu-
tralize any unfavorable information that might seep through the cracks of
a wall of censorship. Presumably, such an awesome power to read the news
before it goes online, airs, and hits the newsstands suggests that Rendon had
high-level NSA clearance to spy on journalists and access to state-of-the-art
TIA technologies, such as those discussed in Chapter 2. This would include
equipment capable of intercepting electronic communications before they
reach their intended recipients and copying and transmitting this informa-
tion to government databases for keyword searches and analyses.

Rendon’s “Live Wire” could not accomplish this formidable object alone.
The system is promoted on its Web site as “Early Warning Radar” and is
modestly described there as having the capability to “typically beat television
news and, in the case of print media, often drive the next day’s newspaper
coverage.”

While Rendon appears to be marketing “Live Wire” services to non-
governmental organizations, its program of information warfare pursued
on behalf of the government has been far more aggressive. According to
Pentagon documents, the Rendon Group has been authorized “to research
and analyze information classified up to Top Secret/SCI/SI/TK/G/HCS.”*

“SCI” refers to “Sensitive Compartmented Information,” which has a
classification status that exceeds “Top Secret,” while “SI” refers to “Special
Intelligence,” which signifies communications intercepted by the NSA; “TK”
refers to “Talent/Keyhole,” code for reconnaissance aircraft and spy satel-
lite images; “G” refers to “Gamma,” information intercepted from sensitive
sources; and finally, “HCS” refers to “Humint Control System,” informa-
tion from sensitive human sources. Therefore, Rendon had access to NSA
eavesdropping, imaging satellites, and human spies.?*

As was discussed in Chapter 2, Russell Tice, a former NSA officer, claimed
that NSA had been expressly targeting U.S. journalists and news organi-
zations as late as 2005. In this same time period, between 2001 and 2005,
the Rendon Group’s information warfare services were being used by the
Pentagon; Rendon was conducting its “Live Wire” early warning operations;
and also had access to electronic communications intercepted by the NSA.
Given these facts and the veracity of Tice’s claim, it is likely that the Rendon
Group was directly involved in the unlawful surveillance of journalists
and journalistic organizations as claimed by Tice. More exactly, it is likely
that it assisted in intercepting and analyzing electronic (e-mail, Internet,
and phone) communications of journalists and news organizations in
order to counter potentially damaging news stories with propaganda and
misinformation.

Given the clandestine nature of such operations, it is difficult to gauge
whether Rendon’s black op still operates under the Obama administration.
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However, consider the past history of this company, which included the tac-
tical use of media manipulation, deception, and misinformation (including
creating the phony intelligence used to defend the Iraq war), and (probably)
the eavesdropping on journalists’ private electronic communications; nev-
ertheless, the Obama administration was willing to contract with Rendon
for the purpose of censoring journalists in the field. Such willingness on the
part of the Obama administration cannot put the possibility of Rendon’s
current involvement in such black ops past reasonable doubt. Moreover, as
was discussed in Chapter 3, the oversight role of the FIS Courts has been
seriously diminished by the passage of the 2008 FISA Amendments Act,
which increases the chances that such clandestine, illegal NSA practices
could continue to be carried out beneath the radar of the courts.

The Web of Military-Industrial Inbreeding behind the TIA Project

As mentioned above, Rendon had been instrumental in organizing the
INC, which was part of a public relations campaign to create a worldwide
unsavory image of Saddam Hussein as a hated dictator. In fact, in May
1991, President George H. W. Bush directed the Central Intelligence Agency
(CIA) to “create the conditions” for Hussein’s overthrow. In response, the
CIA contracted with the Rendon Group to accomplish the said conditions.
Robert Gates, the current Secretary of Defense, was then Assistant to the
President and Deputy National Security Advisor and became Director of
the CIA in November 1991; he served in this position until January 1993.
During these years, in his capacity as CIA director, Gates worked with the
Rendon Group to try to bring about the overthrow of Hussein.

It is, therefore, not surprising that Gates, in his capacity as Secretary of
Defense in 2009 under President Obama would not have been reticent to
once again work with the Rendon Group. In fact, Gates’ own past history
had been flavored with involvement with the Iran-Contra scandal in his
capacity as Deputy Director of the CIA under President Ronald Reagan;
he had also been accused of falsifying evidence to make the Soviet threat
appear greater than it actually was. Accordingly, it is possible that Gates’ own
penchant for “perception management” may have informed his judgment in
hiring Rendon.

In 1993, Gates was also on the board of directors of another major
Department of Defense contractor, Science Applications International
Corporation (SAIC). Also trading in information warfare, SAIC is a behe-
moth Fortune 500 company, which serves the Pentagon with experts in areas
as diverse as Islamic studies, artificial intelligence, military intelligence, and
psychological warfare. In fact, Hicks & Associates, a fully owned subsidiary
of SAIC founded in 1986, was awarded a contract for US$19 million in
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2002 to build the main brain of TIA, the Information Awareness Prototype
System.? Hicks also built Genoa II (later renamed “Topsail” when it was
moved to ARDA).?

Gates’ relationship with SAIC/Hicks continued beyond his board
membership. In 2005, Hicks’ Senior Vice President, Michael Donley, became
the Director of Administration and Management for the Department
of Defense and served as Secretary of Defense Gates’ Chief Information
Officer in charge of information technology, which presumably included
management of the TIA Project. In 2003, Gates also served as an advisor
to VoteHere, an electronic voting machine technology company, which had
ties to SAIC. In fact, the Chairman of the Board of VoteHere at the time
Gates was an advisor to this company was W.A. Owen, who was also a for-
mer Vice Chairman of the SAIC Board.

Accordingly, an intimate military-industrial web of information warfare
has been assembled, which spins out deception, government propaganda,
and misinformation. This inbred environment, where the line between
Defense Department officers at the highest echelons and board members of
private defense contractors, has been breached, coupled with a systematized
culture of government-media quid pro quo and censorship has placed
American citizens in the challenging circumstance of having to distinguish
truth from a manufactured version of reality.
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Web of Deceit: The Tenuous
Future of Net Neutrality

According to a December 2008 Pew Research Survey, the Internet has
surpassed all other media except television as an outlet via which
people receive national and international news. According to the study,
40 percent of people receive most of their national and international news
from the Internet, as compared to 24 percent in September 2007. In this study,
only 35 percent of people surveyed cite newspapers as their main source of
news, whereas 70 percent still cite television as their main source.!

These statistics underscore the importance of keeping the free, open
architecture of the Internet alive as we move further into the twenty-first
century. Indeed, as digital technology continues to evolve, and to become
omnipresent (we already have it on our cell phones), it is likely that the
net will overtake television—or television, now digitized, will itself be an
indistinguishable part of it. Already, as was discussed in the Chapter 6, the
giant media corporations have Web sites that stream movies and television
shows over the Internet.

There is also an expanding presence of major media corporations on the
Internet. So, the Pew Study may be less impressive if one learns that most
people get their Internet news from a mainstream corporate media Web
site like Fox.com or MSNBC.com. What this suggests is that the absorption
of TV into an expanding cyberspace may also mean greater and greater
corporate control over of the Internet, and less and less Internet freedom
and democracy. Unfortunately, this is just what appears to be going on.

Now unfolding is a legal-political-corporate current moving closer
to turning a vibrant, democratic Internet into a global extension of the
corporate mainstream media, which would portend a web of manipula-
tion, censorship, and control over information. The signs exist, but the
stakeholders (the federal government and a small group of interconnected,
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powerful telecom and mainstream media monopolies) have kept them
from public awareness.

The days may now be numbered for surfing an uncensored, open-access
Internet, using your favorite search engine to search a bottomless cyber-
sea of information in the grandest democratic forum ever conceived by
humankind. Instead, you can look forward to “Googling” or “Binging”
about on a walled-off, carefully selected corpus of government propaganda
and sanitized information “safe” for public consumption. Indoctrinated and
sealed off from the outer world, you will inhabit a matrix where every ounce
of creative, independent thinking that challenges government policies and
values will be quietly squelched.

This is not groundless speculation about what may become of the
Internet. Behind the scenes, invisible to the public eye, governmental and
corporate forces have been placed in motion that, unless stopped, will turn
the Internet nightmare just described into reality. The corporate mainstream
media have been quiet about the telecom lobbies in Washington, and the
filing of suits in state and federal courts to halt production of community
Internet, all aimed at monopolizing and controlling the net. From Fox
News to CNN, there has been scarce mainstream media coverage as the free
open architecture of the net; so-called “net neutrality,” is being challenged
by the giant telecoms. One such challenge came in the form of a Supreme
Court decision that has changed the legal landscape of the Internet to lean
toward increased corporate control. Not surprisingly, neither this monu-
mental decision nor its implications for the survival of net neutrality have,
to date, been seriously broached by the mainstream media.

The Brand X Case: How the Telecoms Took Control of the Internet
Pipes While the Mainstream Media Censored the Story?

On June 27,2005,1n a 6 to 3 decision in National Cable ¢ Telecommunications
Association vs. Brand X Internet Services,® the United States Supreme Court
ruled that giant cable companies like Comcast and Verizon are not required
to share their cables with other Internet service providers (ISPs). The Court
opinion, written by Justice Clarence Thomas, was fashioned to serve cor-
porate interests. Instead of taking up the question of whether corporate
monopolies would destroy the open-access architecture of the Internet,
it used sophistry and legally suspect arguments to obscure its constitutional
duty to protect media diversity, free speech, and the public interest.

The Court accepted the FCC’s conclusion, reached in 2002, that cable
companies do not “offer” telecommunication services according to the mean-
ing of the 1996 Telecommunication Act, which defines telecommunication
purely in terms of transmission of information among or between users.
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According to the FCC, cable modem service is not a telecommunications
offering because consumers always use high-speed wire transmission as
a necessary part of other services like browsing the web and sending and
receiving e-mail messages. The FCC maintained that these offerings are
information services, which manipulate and transform data instead of
merely transmitting them. Since the act only requires companies offer-
ing telecommunication services to share their lines with other ISPs (the
so-called “common carriage” requirement), the FCC concluded that cable
companies are exempt from this requirement.

However, the FCC’s conceptual basis for classifying cable modem ser-
vices as informational was groundless. Not even the FCC could deny that
people use their cable modems to transmit information from one point
to another over a wire, regardless of whatever else they use them for. The
FCC’s classification could not possibly have provided a reasonable inter-
pretation of the 1996 Telecommunication Act since it was inconsistent
with it. Section 706 (C) (1) of this act defines “advanced telecommunica-
tions capability,” without regard to any transmission media or technology,
as high-speed, switched, broadband telecommunications capability that
enables users to originate and receive high-quality voice, data, graphics,
and video telecommunications using any technology.

Broadband cable Internet offers “advanced telecommunications
capability” since it clearly fits this legal definition. Therefore, cable modem
service must legally be regarded as telecommunications service.

To classify it as an information service is instead to treat high-speed
broadband Internet as though it were similar to cable services such as Fox
News and CNN. These networks send information down a one-way pipe
unlike Internet transmissions, which, in contrast, are interactive, two-way
exchanges resembling telephone conversations. The 9th Circuit Court of
Appeals made this quite clear in its decision in AT&T v. Portland.

Accessing Web pages, navigating the Web’s hypertext links, corresponding
via e-mail, and participating in live chat groups involve two-way communi-
cation and information exchange unmatched by the act of electing to receive
a one-way transmission of cable or pay-per-view television programming.
And unlike transmission of a cable television signal, communication with
a Web site involves a series of connections involving two-way information
exchange and storage, even when a user views seemingly static content.
Thus, the communication concepts are distinct in both a practical and a
technical sense. Surfing cable channels is one thing; surfing the Internet over
a cable broadband connection is quite another.

The Supreme Court had to strain to find some alleged legal basis to
defer to the FCC’s classification of high-speed Internet as an information
service; so it put the entire weight of its argument on the FCC’s claim that
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cable companies do not “offer” the telecommunication aspects of their
services to consumers. Instead, they “offers end users information-service
capabilities inextricably intertwined with data transport.” Justice Scalia,
writing the minority opinion in Brand X, analogized, you might as well
say that a pizza service doesn’t deliver pizzas because it also bakes them!
Countering with its own analogy, the majority rationalized that you might
as well say that a car dealership “offers” engines to consumers because it
offers them cars. According to the majority’s perspective, since the finished
product is the car and not the engine, it makes more sense to say they offer
consumers cars rather than engines. Similarly, it argued, the finished prod-
uct that cable modem customers seek is Internet services, such as being
able to surf the net, not simply a transmission over a wire.

The Court’s claim is makeshift and oversimplified. It obscures the
scope of consumer motivation by assuming that consumers have just one,
broad perspective that defines what a company “offers” them. Realistically,
consumers are also interested in the quality of the engines they get when
they purchase cars (whether it is a V-8, V-6, 3.8 liter, 2.0 liter, etc). From
this consumer perspective, the car dealer is indeed “offering” engines to
consumers (and bucket seats, antilock brakes, dual air bags, and all other
components that determine the car’s drivability, safety, comfort, design,
durability, speed, and so forth). Similarly, from the perspective of average
cable Internet consumers who care about how reliable and fast the cable
connection they purchase is, the cable company can, in a very practical
sense, be said to be “offering” a telecommunication service. The FCC’s dis-
tinction that cable modem data-transmission service is inextricably bound
up with information services—just as an engine is inextricably bound up
with a car—is, in this instance, a distinction without a difference.

In the end, the Court retreated to the claim that the Telecommunication
Act was ambiguous. So why did it side with the FCC’s interpretation even
though there was clear, prior legal precedent for classifying cable modem
services as telecommunication offerings?*

Citing its own decision in Chevron US.A. Inc v. Natural Resources
Defense Council, the Court maintained that “if a statute is ambiguous, and
if the implementing agency’s construction is reasonable, . .. a federal court
[is required] to accept the agency’s construction of the statute, even if the
agency’s reading differs from what the court believes is the best statutory
interpretation.” Therefore, it argued, since the FCC’s construction is rea-
sonable, it should determine what counts as “offering” telecommunication
services.

In the first place, the Court provided no legitimate legal, moral, or con-
ceptual basis to think the FCC’s construction was reasonable. If it really
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cared about what consumers wanted, it would have determined what was
reasonable for purposes of regulating competition of an Internet that was
designed to provide free, unfettered access to information in a democratic
society. Instead, the Court rested its substantive case on a specious argu-
ment advanced by the FCC:

The Commission concluded that ... broadband services should exist in a
minimal regulatory environment that promotes investment and innovation
in a competitive market. ... This, the Commission reasoned, warranted
treating cable companies unlike the facilities-based enhanced-service pro-
viders of the past. ... We find nothing arbitrary about the Commission’s
providing a fresh analysis of the problem as applied to the cable industry,
which it has never subjected to these rules. This is adequate rational justifi-
cation for the Commission’s conclusions.®

What “rational justification” was the Court talking about? The FCC made
an unsupported claim that giving cable companies monopolies on broad-
band Internet cable service, thereby doing away with open access, will
spawn more competition. Where was the empirical evidence that would
justify the claim? In reality, such deregulation portends less competition,
not more, from independent service providers.

Even if giving giant cable corporations monopolies on cable modem
service could encourage more investment in relevant technologies, not all
“innovations” are worth having and some may be grotesquely antidemo-
cratic, for example, using innovative filtering technologies to build a wall
around the Internet, and increasing the speed and efficiency by which
government propaganda reaches consumers. The Court’s decision simply
covered up the fact that there was in fact no justified defense given by
the FCC for its construction. The more plausible explanation (not at all a
justification) is this: by giving big cable business what it wants (namely, big
money), big government will get what it wants in return, which is control
over what people are permitted to know.

By deferring to the FCC instead of exercising its own judicial discretion
in determining what really was reasonable, the Court defeated the point of
having an independent, ultimate court of appeals in the first place. This is
to provide checks and balances on the activities of the other two branches
of government, and to settle controversial, politically significant cases with
far-reaching social consequences. Instead, it abandoned its constitutional
charge to protect the First Amendment right of all Americans to freedom
of speech in cyberspace from encroachment by big businesses acting in
tandem with federal government.
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In the second place, the Court’s appeal to Chevron may not have been
lawful by its own admission. The Court stated:

A court’s prior judicial construction of a statute trumps an agency construc-
tion otherwise entitled to Chevron deference only if the prior court deci-
sion holds that its construction follows from the unambiguous terms of the
statute and thus leaves no room for agency discretion. This principle follows
from Chevron itself.”

In 1999, before the FCC rendered its construction in 2002, the U.S. 9th
Circuit Court of Appeals, in AT&T v. Portland, held that its construction of
the 1996 Telecommunication Act followed from the unambiguous terms
of the statute:

Under the Communications Act, this principle of telecommunications
common carriage governs cable broadband as it does other means of
Internet transmission such as telephone service and DSL, “regardless of
the facilities used” 47 U.S.C. S 153(46). The Internet’s protocols themselves
manifest a related principle called “end-to-end”: control lies at the ends of
the network where the users are, leaving a simple network that is neutral
with respect to the data it transmits, like any common carrier. On this rule
of the Internet, the codes of the legislator and the programmer agree.®

Here, the 9th Circuit Court was quite clear that there was no ambiguity
about whether cable broadband must be regarded as a telecommunica-
tions service and, hence, subject to common carriage. It stated that “the
codes of the legislator and the programmer agree.” The only one who
claimed any ambiguity was the Court.

According to Chevron, agencies’ constructions are “given controlling
weight unless they are arbitrary, capricious, or manifestly contrary to the
statute.” As you can see, the FCC’s construction was all of these things. As
a result, giant cable companies can now enjoy a monopoly on high-speed,
cable Internet. As discussed below, not only are these monoliths poised to
noncompetitively control the price of their services, thereby preventing
poorer citizens from broadband access, they are now able to monitor and
control the content of information that can be accessed by millions of
American through these pipes.

The main alternative to high-speed Internet (broadband) via cable
is modem connectivity via Digital Subscriber Line (DSL) service over
telephone lines. Telephone companies have traditionally been required by
government to share their lines with other ISPs, thereby assuring greater
competition and diversity in content. But in Brand X, the Court gave the
FCC the right to abandon this common carriage requirement to render it
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consistent with the broadband cable industry. As a result, just three weeks
after the decision was handed down, the FCC seized the opportunity to
grant this right, effectively ushering in the beginning of the end of free-
access Internet.

The Telecom’s “Pay for Play” Plan: The Next Step toward the
Demise of Net Neutrality

Brand X set the legal stage for a further maneuver in challenging the free
Internet. As a consequence of the Brand X decision, the giant telecom and
telephone companies like Comcast, Verizon, and AT&T had overcome a
major hurdle in gaining control of Internet content, namely control over
the conduit of transmission. Now these behemoth companies want to
exploit this right by setting up tollbooths on the Internet.

According to this “pay for play” plan, only content providers with deep
pockets, such as Time Warner, News Corp, Viacom, and Disney would be
allowed optimum Internet connectivity (bandwidth). This would mean that
Americans logging on to the Internet would be able to connect quickly and
securely to the Web sites of these rich and powerful companies, while leav-
ing the rest of the Internet community spinning out in cyberspace, unable
to get their messages heard. The net result would be the demise of Internet
neutrality. No longer would all of us, including most independent media
Web sites, have an equal voice within a free and democratic forum. The
news Americans would receive online would instead resemble that of the
corporate news networks that presently monopolize the cable, radio, and
broadcast news.” As such, online news would be filtered through a politico-
corporate web of censorship, government propaganda, and deception.

Powerful telecom lobbies in Congress with the potential to make cam-
paign contributions to politicians who are willing to do their bidding give
the telecoms a formidable voice in the political arena; not to mention the
power of the vast telecom-media empire to give congresspersons who play
the game favorable airtime. On the other side of the equation is the awe-
some government power to grant corporate mergers, relax national media
caps, give tax breaks, offer lucrative government contracts (especially for
national defense), as well as “punish” an uncooperative company (Qwest is
one example) by taking away some of these perks—or perhaps regulating
the corporation out of existence altogether. Caught in this bilateral trajec-
tory of quid pro quo, it is not hard to see how the public’s right to a free
net can receive the short end of the stick.

Under the Obama administration, there have been some efforts to
protect net neutrality against these opposing politico-corporate forces. In
September 2009, FCC Chair Julius Genachowski proposed strengthening
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of the principles that guide the FCC in enforcing communications laws.!°
The previous principles adopted by the Kevin Martin chaired FCC in 2005
enjoined that network operators not prevent users from accessing lawful
content, applications, and services, and that they not prohibit users from
attaching safe devices to the network. Genachowski proposed adding a
principle of nondiscrimination, holding that “broadband providers can-
not discriminate against particular Internet content or applications”; and
a principle of transparency according to which, “providers of broadband
Internet access must be transparent about their network management
practices.”

The transparency principle comes after a ruling by the FCC in 2008
against Comcast, which had made a practice of controlling Internet traffic
by selectively blocking or slowing the transfer of large files that use certain
types of file-sharing software. While the FCC had instructed Comcast not
to block files, it still failed to assess a fine, and Comcast has continued to
argue that its management of bandwidth is legal.!!

Comcast’s practice of controlling Internet traffic was brought to the
attention of the FCC only because an Internet user figured out that his
attempts at sharing public domain recordings of old barbershop record-
ings were being stifled. It was only because of this person making it known
to others in the Internet community that the FCC was able to learn about
Comcast’s file-blocking activities. The proposed principle of transparency
aims at improving providers’ public accountability by increasing their
openness about their management policies.

Nevertheless, in the absence of any clear legislation that prevents such
violations of net neutrality, it is likely that the giant Internet service pro-
viders will continue to become more emboldened in their efforts to deter-
mine what content we can access through the net. For example, in 2005,
AT&T was gearing up to create a “pay for play” system, according to which
they would charge their premium web companies more for preferential
treatment of their traffic. In late 2006, AT&T agreed to put its plan on hold
as a condition of the FCC’s granting its merger with BellSouth.!?

The Congressional Battle over Net Neutrality

At the time of this writing, Congress has yet to pass legislation that clearly
protects net neutrality. In 2009, the Internet Freedom Preservation Act
was introduced in the House amending the Communications Act of 1934
to “protect the right of consumers to access lawful content, run lawful
applications, and use lawful services of their choice on the Internet.”!®
And President Obama had verbalized the importance of net neutrality.

However, there was ongoing, strong opposition in Congress, especially
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from Republicans, such as Kay Bailey Hutchison (S.R., Texas), who had
taken the standard telecom line that any such attempt to regulate the
Internet would stifle competition and decrease incentive to invest in the
Internet.!* There have also been resolutions, such as House Resolution 30,
“Expressing the sense of the House of Representatives that in order to
continue aggressive growth in our Nation’s telecommunications and tech-
nology industries, the United States Government should ‘Get Out of the
Way and Stay Out of the Way.”13

It is not clear how regulations of telecom and phone companies aimed
at preserving net neutrality could have untoward consequences on compe-
tition and investment. True, regulations aimed at preserving net neutrality
would decrease unfair competition by preventing giant corporations who
control the pipes from blocking and interfering with the content of their
competitors. Also true, such regulations could stem incentives to invest
in questionable Internet practices, such as in technology that unlawfully
tracks, censors, or blocks content.

Those who oppose regulating the Internet because they think that
restricting “free enterprise” is somehow undemocratic confuse distinct con-
cepts. It is a fallacy to suppose that profit maximization equates to democ-
racy. To the contrary, in the present corporate context, it equates to the
marginalization of any perspectives that are not cost-effective. Preserving
freedom and democracy on the net may not be cost-effective for the giant
telecoms.

The Internet owes its growth and present-day prosperity to its free,
interactive, and democratic spirit, not to an insatiable corporate appetite
for maximizing profit. It is, therefore, not surprising that, under the influ-
ence of the latter, in concert with self-interested government having lever-
age over these corporations’ bottom line, the Internet should undergo an
identity crisis. In fact, this change in identity has already begun. Witness
the ever-increasing, corporate presence of the likes of Fox and NBC on
the net.

As there does not appear to be an end in sight to such corporatiza-
tion, the Internet is presently in grave danger of becoming an extension
of the corporate media, owned and operated by a few giant corporations
that control the information Americans receive. This trend toward media
consolidation and oligopoly threatens to infect the Internet just as it has
radio, broadcast, and cable TV. In the case of these traditional media, the
transition has not been politically benign. As was discussed in chapter 6,
big money has teamed with politics to usher in an age in which quid pro
quo between mainstream media corporations and government largely
defines what Americans see and hear. Sadly, this is the same dysfunctional
relationship that now threatens to undermine net neutrality.
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But this does not mean that government cannot bear a functional, reg-
ulatory relationship with giant corporations, such as mainstream media
and telecom companies. For example, net neutrality and democracy can
be preserved by regulations that require ISPs to be more transparent about
their operating policies; or that prevent ISPs from discriminating against
the small Web site operator; or that prevent ISPs from selectively filter-
ing out Web sites on the basis of a political bias. In such cases, insisting
that government should “Get Out of the Way and Stay Out of the Way” is
both oversimplified and dangerous. The past decade has provided a lesson
about the need to regulate financial institutions. The lesson learned may
be equally as edifying with respect to the Internet. However, once Internet
freedom has been destroyed, it may be far more difficult to resurrect it
than it has been to affect an economic recovery. The history of oppressive
regimes has shown it easier to lose freedom than to regain it.

Nor is the value of freedom and democracy purely quantifiable in mon-
etary terms. This value is about the quality of the lives of Americans, not
about how much money is produced, even if this money “trickles down”
from big business to the average American. A very oppressive government
is still consistent with making economic provisions for those subject to it.
An America in which the Internet becomes a weapon of government to
control and manipulate its citizens is a danger to democratic and free
living, even if (and this is a stretch) it proved to be sound economic policy.
Unfortunately, politicians who are currently walking lockstep with the
telecoms in favoring “getting out of the way and staying out of the way”
have little vision of what America would be losing if the free and demo-
cratic nature of the net were usurped.

Searching for Truth in a Web of Deceit

It is not likely that we will wake up one day and discover that the Internet
is no longer free and democratic. The chilling truth is that we may never
find out. Like Alice in Wonderland, a false “reality” can be constructed that
is internally consistent even if it bears little resemblance to truth. Thus, few
Americans saw through it when the Bush administration fabricated foreign
intelligence to justify a war in Iraq, sent an army of “military analysts” into
the mainstream media to confirm these “facts,” and “edited” the reports
of embedded journalists to fit the war policy.

Relatively few Americans were able to realize that they were caught in a
web of deception. But those Americans who did realize it were kept informed
largely through news sources on the net, including alternative media and
news from foreign Web sites. For example, the American mainstream
media censored the Downing Street memo story, which had been leaked
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by the London Times. The Downing Street memo contained the minutes
of a July 22,2002, meeting of British officials discussing the Bush adminis-
tration’s attempt to fabricate a justification for going to war in Irag—"“the
intelligence and facts,” it said, “were being fixed around the policy” Were
it not for the Internet, which enabled access to the British press and inde-
pendent media sites that picked up the story and ran it, even fewer, if any,
Americans would have even known about it.

But what if the search engines did not search for independent media
and foreign Web sites? While the Internet comprises a vast sea of informa-
tion, a search engine is usually necessary to find what one is looking for.
Consider how much less resourceful the net would be if one could only
access sites for which one knew the URL. So, what if the behemoth cor-
poration Google and its more recent Microsoft rival, Bing, did not permit
Americans to readily access foreign and independent news sites? What if
Google.com were like Google.cn?

The latter is the version of the Google search engine that, since 2005,
had served the People’s Republic of China. Built in compliance with the
block list of the Chinese government, when searches for keywords prohib-
ited by the Chinese government are conducted, it displays the message,
“In accordance with local laws, regulations and policies, part of the search
result is not shown”; and in some cases, the search results are blocked
entirely.

In June 2009, the Chinese government ordered Google to suspend foreign
Web site searches entirely on the basis of a report by a Chinese government-
backed Internet watchdog, which claimed that Google was “disseminating
pornography and vulgar information” from abroad. Unfortunately, Google
capitulated.'®

In December 2009, Google became the target of a sophisticated cyber
attack aimed at accessing the gmail accounts of Chinese human rights
activists. While Google did not officially accuse the Chinese government of
sponsoring these attacks, the Chinese government denounced Google for
insinuating as much. On the other hand, the popular alternative Chinese
search engine, Baidu, enjoyed the support of the Chinese government,
making it difficult for Google to compete. Moreover, Baidu continued to
show large growth, nearly 40 percent in 2009, and by February 2010 had
captured 60.9 percent of the Chinese market share compared to Google’s
31.8 percent.!” In fact, Google characterized its own revenues from the
Chinese market as “insignificant.”!® Thus it was not surprising that, in
March, 2010, Google shut down its search engine in mainland China.

Citing its discomfort with the Chinese government’s censorship require-
ment as its official reason for discontinuing its mainland service, Google
took its operation to Hong Kong where it could operate outside Chinese
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law, including the Chinese government’s censorship requirement. Google
then redirected all Google.cn traffic within mainland China to Google.
com.hk in Hong Kong. So, all Google searches launched from inside the
Chinese mainland must now pass through the “Great Firewall” operated by
the Chinese government. That is, all traffic redirected from Google.cn to
its unfiltered search engine, Google.com.hk, is now filtered by the Chinese
government.

It remains to be seen how Google will respond in the future to the
changing tide of the Chinese market. However, Google’s past history of
complying with the Chinese government in building and maintaining a
government-censored search engine is a disturbing reminder of how cor-
porate power can yield to the authority holding the purse strings. Google
was willing to censor Web sites according to the demands of one of the
world’s most notorious transgressors of human rights. So, what reason
could there be to think that, as the world’s largest Internet search engine
provider, it would not also be willing, for profit, to build a “Great Firewall,”
around the rest of the world?

Clearly, how supportive of Internet freedom Google will be depends
largely on its cost-benefit analysis. Thus, while Google has defended net
neutrality over a tiered system, this could be predicted based on its narrow,
self-interested profit incentive. If a tiered system were implemented,
Google would have to pay ISP’s like Comcast for play; and since Google
is a major player, its operating costs would significantly cut into its profit.
On the other hand, if Google were to find out that it could attain a special
exemption due to its essential role as a search engine operator, it is predict-
able that Google would capitulate to a “pay for play system.” Accordingly,
profitability is an extremely fragile basis upon which to ground net
neutrality. Without government regulations, it is unreasonable to expect
behemoth corporations like Google (or Microsoft/Bing) to choose not to
“be evil”

Meanwhile, while corporate giants like Google and Comcast vie for
profit, the plot thickens as the Pentagon intercedes with its own plan for
amassing power and control over the world’s information network.
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The Global Firewall:
Internet as a Military Weapon
of Mass Deception and World

Domination

he idea of reinventing the free architecture of the Internet to a form

etched in state-control has historical antecedents. As was mentioned
in Chapter 1, in 1997, a neoconservative think tank emerged called The
Project for the New American Century (PNAC). Its main mission was to
promote corporate globalization and the increase in U.S. military domi-
nance throughout the world. This included defeating all regimes opposed
to U.S. corporate interests. In its blueprint of what would be required
for the transition, it stressed the necessity of government control of the
Internet. In one of its documents entitled “Rebuilding America’s Defenses”
(2000), the PNAC stated,

An America incapable of protecting its interests or that of its allies in
space or the “infosphere” will find it difficult to exert global political
leadership. ... [A]s with space, access to and use of cyberspace and the
Internet are emerging elements in global commerce, politics and power. Any
nation wishing to assert itself globally must take account of this other new
“global commons.”!

Speaking of “cyber-war” it stated:

Although . .. the role of the Defense Department in establishing “control,”
or even what “security” on the Internet means, requires a consideration of
a host of legal, moral and political issues, there nonetheless will remain an
imperative to be able to deny America and its allies’ enemies the ability to
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Table 8.1 Successive stages toward a state-controlled Internet

Stages Description

1 Corporatize Give telecoms the legal authority and means
to control the flow of information across the
Internet pipes and to establish the dominance
of mainstream corporate media on the Net.

2 Sanitize/Propagandize Censor information that is critical of
government policies. Inject false or deceptive
information favorable to government policy
into Internet news.

3 Militarize Bring total net content under government
control through use of filtering technologies
with algorithms and definitions
preprogrammed by government.

4 Globalize Enclose as much of the “free” world as
possible inside one “Global Firewall”

disrupt or paralyze either the military’s or the commercial sector’s computer
networks. Conversely, an offensive capability could offer America’s military
and political leaders an invaluable tool in disabling an adversary in a decisive
manner.?

It is disconcerting to think what the terms “control” and “security” might
portend for a militaristic government bent on defeating its “enemies.”
Indeed, we have already witnessed the erosion of privacy through the
passage of FISA protections that effectively allow warrantless spying of
millions of Americans. The Total Information Awareness (TIA) technolo-
gies are already being harnessed to police the Internet and e-mail activities
of American citizens. It is not much of a stretch from here to suppose
that government is (or soon will be) blocking and constraining content
it deems an affront to “national security.” At the present juncture, in light
of the aforementioned legal, political, and corporate realities, it is also not
difficult to envision the progressive stages the net might undergo in being
transformed into a vehicle of world domination:

Stage 1: Corporatizing the Net

As was discussed in the Chapter 7, the Brand X Supreme Court decision
has already “corporatized” the Internet by giving telecom and phone com-
panies like Comcast and AT&T the authority to control the Internet pipes;
and these companies are now aggressively attempting to establish a tiered
system in which only Web site operators who have the financial means to
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pay for fast bandwidth will have a decisive voice on the net. This would
include a handful of consolidated mainstream media corporations such as
Fox/News Corp, CBS/Viacom, Clear Channel, and the New York Times.

Stage 2: Sanitizing/Propagandizing the Net

As was discussed in Chapter 6, the conventional mainstream news venues
(broadcast television, cable, radio, newspapers) have already been substan-
tially “sanitized” and “propagandized.” The government has aggressively
enlisted the help of public relations firms, such as the Rendon Group
to engage in “information warfare” and “perception management.” Such
firms have screened embedded journalists on the basis of how supportive
they have been of government war policy; injected government propa-
ganda into foreign presses; placed phony news into local network affili-
ate coverage; recruited “military analysts” to use as “Trojan Horses” for
injecting government propaganda into network and cable television news
programming; used top secret National Security Agency (NSA) clearance
to spy on journalists using powerful TIA surveillance equipment; and,
thereby, anticipated unfavorable news reports so that responses could be
speedily generated, even before these unfavorable news stories break.

Insofar as mainstream media already has a strong presence on the
Internet, such sanitized and propagandized “news” is already a fact of the
worldwide web. If the corporate control of the Internet moves to the next
level of a tiered system of “pay for play,” it is predictable that this presence
will become dominant, and that independent news media will be largely
phased out. Web sites permitted on this now private roadway will be
required to comply with the demands of the net’s corporate owners, who
in turn will take marching orders from the government.

Stage 3: Militarizing the Net

Stage 2 paints a rather bleak picture of the future of the Internet; but it can
get even worse by moving to the next stage of being “militarized.” Stage 3
is the transformative level envisioned by the PNAC. It would involve har-
nessing e-mail and web-filtering technologies not merely to intercept
and disable service attacks, viruses, and other attempts to shut down the
Internet. It would also involve deployment of content-filtering technologies
using sophisticated algorithms to block e-mail and web transmissions of
whatever is deemed harmful to “national security.” “Harmful” in this con-
text might mean different things for different government administrations.
At the hands of an excessively paranoid and militant administration, it
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could involve the virtual annihilation of freedom of speech. Indeed, saying
that “American is no longer free” could be viewed as subversive. Further,
since such “subversive” speech would not only be blocked but could also
end up in quarantine for inspection by the “Internet police,” the potential
for abuse of human rights at this stage should not be underestimated.

In Stage 2 (Sanitizing/Propagandizing the Net) the NSA copies and
screens all electronic transmissions, including all domestic and overseas
e-mails, web searches, phone calls (voice-over IP and telephone modem
transmissions). Although the content of web pages and e-mail transmis-
sions is being “read” by the state, it is still not systematically being blocked
through the use of web and e-mail filtering technologies. However, these
technologies exist and the Department of Defense has had a long-standing
interest in them.

By the mid 1990’s, content-filtering technologies had in fact become a
major interest of the Department of Defense. Security software companies,
such as Secure Computing (now part of McAfee), which developed soft-
ware under national defense contracts to protect military and diplomatic
information, began to install content-filtering capabilities onto their fire-
wall security systems. For example Secure’s Sidewinder product incorpo-
rated “news filtering” capabilities:

News Filtering—If so selected by the System Administrator, the Sidewinder
will block posting to embargoed news groups. ... [T]he screening algo-
rithms can also be used to filter incoming and outgoing news on the basis
of content similarity to postings deemed to be in violation of the site’s
policy. Outgoing news which has been blocked by the filter is forwarded to
the System Administrator for disposition. Incoming news which has been
blocked by the filter is discarded.?

If used by the DOD to enforce government policies and protect “national
security,” such “news filtering” technologies could render the First
Amendment right to freedom of the press null and void. Moreover, such a
capacity to notify a system administrator “for disposition” portends a police
state. As was mentioned in Chapter 6, the NSA appears to have already
conducted surveillance of journalists and news organizations. However,
the stories generated by these journalists and news organizations critical
of government policy have not to date been systematically blocked by the
state. Nor have the purveyors of such news been subjected to the Orwellian
equivalent of serving time in the “Ministry of Love.”

However, server-side filtering technologies have been routinely used
in the private, corporate sector to block employee’s outgoing e-mail
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messages, and then to alert system administrators or quarantine blocked
messages for review by corporate officers. In fact, according to one recent
study, 41 percent of the largest companies surveyed (ones having 20,000
or more employees) reported that they hire staft for the sole purpose of
reading or analyzing the content of employees’ outgoing e-mail messages.
According to the same study, 26 percent of companies surveyed terminated
an employee for violating a company e-mail policy in the last 12 months.*
Such data is remarkable insofar as it signals the willingness of the private
sector, in particular giant corporations, to police employees.

The main purpose companies have for engaging in such policing of
outgoing e-mail is not to block forbidden news subscriptions, but rather
to prevent release of sensitive or confidential information, or otherwise
inappropriate content. Still, these concerns are largely or entirely bottom-
line driven. Thus, a company that felt its bottom line would be threatened
by not attempting to screen for news content would also be motivated to
do so. Since the state has the authority and power to tighten the reigns
on large companies that fail to conform to government demands, the dis-
position of large companies (not just telecoms and phone companies) to
violate the privacy of their employees sets the stage for state control.

In the militarized Internet stage, “national security” always trumps
privacy. Moreover, the state defines what is in the interest of national secu-
rity, which includes what conforms to the political interests of the powers
that be. In other words, the state determines what information we can
know, and it places us all under surveillance to ensure that the forbidden
information remains out of public reach. This is what we can expect if the
current progression away from net neutrality continues down the slippery
slope generated by each progressive stage.

Stage 4: Globalizing the Net

This last stage in the progression toward state control of the Net involves
encapsulating the world, or as much of it as possible, behind a “Global
Firewall” managed by government with the cooperation of the telecom-
munication giants. As conceived by PNAGC, this stage would use corporate
globalization as a mechanism to attain U.S. military dominance through-
out the world. According to this vision, the Internet would figure as a key
element “in global commerce, politics and power”; for whoever controls
the Internet (and cyberspace) has a decisive advantage in attaining global
control.

Indeed, it remains to be seen who will, in fact, control the Internet in
the future. As discussed in Chapter 11, there are presently antinationalistic
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currents moving the world toward world government. With the rise of
transnational corporations, the breakdown of trade barriers, and digital
technologies that connect the far corners of the earth, there has been move-
ment toward the breakdown of national boundaries and the restructuring
of the world into more globalized units—for instance, the European Union
and the significant possibility of a North American Union in the not-so-
distant future. Thus, while it is reasonable to suppose that the United States
would play a major role in such a “new world order,” the PNAC’s national-
istic concept of world domination may itself be transformed as the world
becomes more consolidated.

In any case, it is clear that the giant telecoms and phone companies,
such as Comcast and AT&T are poised to play a decisive role in helping the
United States or some other politico-corporate world organization attain
global, cyber-dominance. Now deferent to the United States government,
these companies already assist in monitoring all electronic communica-
tions that pass through American switches. Down the slippery slope, they
are also prepared to control the content of the Internet through a “pay for
play” system likely to be dominated by mainstream corporate media like
Fox, NBC, CBS, ABC, and CNN. These corporate media foot soldiers of
the U.S. government would accordingly present sanitized and propagan-
dized versions of reality that reflect the ideals and principles of the admin-
istration in power. Once militarized, NSA surveillance would progress to
a system of Total Information Control through content filtering, blocking,
quarantining, analysis, and enforcement of self-serving, politically moti-
vated, government policies.

Israeli wiretapping firms already appear to be assisting telecom and
phone companies, such as Verizon and AT&T in conducting the NSA’s war-
rantless spying program,’ so it is not unreasonable to suppose that Israel
will work cooperatively with the United States or other world authority
in helping it to expand the global outreach of its fire wall. Encapsulating
“liberated” nations, such as Iraq is also reasonable insofar as the United
States has already made inroads in injecting American propaganda into
Iraqi news (see chapter 6).

Echelon: The Global Total Information Awareness Network

In fact, progress has already been made toward encapsulating the world
inside a global, transnational TIA network. Since the 1970s, during the cold
war with the Soviet Union, the U. S. government has spearheaded a part-
nership with the United Kingdom, Canada, Australia, and New Zealand to
expand its surveillance capabilities globally. This involved deployment of
“Echelon,” the code name for a massive global surveillance network for data
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capture, exchange, and analysis. A 2001 European parliamentary investiga-
tive report described the system as follows:

Within Europe, all email, telephone and fax communications are routinely
intercepted by the United States National Security Agency, transferring all
target information from the European mainland ... to [The headquarter
of NSA] ... a global surveillance system that stretches around the world to
form a targeting system on all of the key Intelsat satellites used to convey
most of the world’s satellite phone calls, internet, email, faxes and telexes. . . .
[u]nlike many of the electronic spy systems developed during the cold war,
ECHELON is designed for primarily non-military targets: governments,
organisations and businesses in virtually every country.... Five nations
share the results with the US as the senior partner.... Britain, Canada,
New Zealand and Australia are very much acting as subordinate informa-
tion servicers °

Each member state of this so-called UKUSA alliance was purportedly
responsible for monitoring different regions of the globe. Thus, in 2000,
the United States was reported to have used its vast array of spy satellites
and listening posts to monitor most of Latin America, Asia, Asiatic Russia,
and northern China. Great Britain monitored Europe and Russia west
of the Urals, and Africa; Australia monitored Indochina, Indonesia, and
southern China; New Zealand monitored the western Pacific; and post-
cold war Canada monitored Central and South America.’

Information extracted by global outposts was then sent to the main hub
of Echelon at Fort Mead, Maryland, where it was analyzed by the NSA. Such
analyses of raw data were seldom shared with the other UKUSA members.
As technology shifted from transmission of information via microwaves
and radio waves to light traveling through fiber-optic cables, Echelon’s
space satellite technologies became outdated. Thousands of miles of fiber-
optic cables were laid deep beneath the surface of the ocean, making it
challenging to get at the cables. It also appeared that these cables could not
be effectively tapped. However, such methods as fiber-optic splitting proved
effective for data extraction and the obstacle of getting at the cables beneath
the sea was circumvented by developing submarines specially equipped
for purposes of installing taps. Accordingly, Echelon’s technologies were
updated and overhauled to address this changing climate of electronic
transmission.

Further, TIA technologies were supposed to have been integrated with
the global taps set up by the Echelon project. As such, the edifice may
now exist on which to build a global firewall. Thus, instead of having
optic splitters that copy but permit information to flow to the intended
recipient, intercepted electronic communications, including e-mail and
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web traffic could be blocked when it fails to conform to U.S. government
standards, thus globalizing American dominance in cyberspace. This gives
chilling substance to PNAC’s assertion that “access to and use of cyber-
space and the Internet are emerging elements in global commerce, politics
and power”; and that, “Any nation wishing to assert itself globally must
take account of this other new ‘global commons.”

Unfortunately, unless the present trend toward politico-corporate con-
trol of media is contained, the possibility that such a global firewall will
become a reality should be taken seriously. A significant key to halting or
slowing this incremental, degenerative decline of Internet freedom must
be to resist the attempt by the telecoms to implement a tiered system of
Internet use and access. Once such a system is implemented, there will
eventually be little to distinguish the content of the Internet from the pres-
ent state of broadcast and cable network news and information. In fact,
given the move to digital media, the Internet will become the primary if
not exclusive host to these traditional media platforms.

It is important to emphasize that this process will not be sudden but
will instead be subtle and gradual over time. Most Americans today do not
even realize that there is such a progressive degeneration at hand, largely
because the mainstream corporate media has downplayed or covered it
up. And, while the increasing presence of the giant media companies on
the net may be apparent to most Internet surfers, this is simply accepted
as a benign fact about the Net. We simply think that, since cyberspace is
unbounded, there will always be room enough for both behemoths and
small, independent web operators. We do not take seriously the real danger
that the former has the capacity (and the will) to crowd out and eviscer-
ate its competition. In fact, most people do not even know about the legal
and political forces now in motion, which aim at such crowding out of
competition.

Even a cursory study of the history of mainstream media will dem-
onstrate how media consolidation has provided the initial foray into the
stifling of competition and, ultimately, the narrowing of diverse, indepen-
dent voices speaking to us. It does not take rocket science to figure out that
the same thing can and is happening to the Internet.

However, there should be even more concern about this trend when it
comes to the Internet. This is because the Internet is a two-way, interactive
information highway rather than a one-way information delivery system.
It is a forum for free and independent discussion and back-and-forth
between countless Internet users in a global community. Thus, people liv-
ing clear across the world have the capacity to participate in an Internet
forum and to have their voices heard. The traditional media platforms were
never capable, nor were they ever conceived to create such a magnificently
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democratic forum. So the destruction of net neutrality and, ultimately, the
commandeering (and hijacking) of the Net by the state is an even more
serious and devastating assault on democracy than that which has taken
place elsewhere in the mass media. This is not to discount the seriousness
of the damage already done to the mainstream media. As discussed in
Chapter 5, the extent to which Americans have been manipulated and kept
in the dark by a vast military, industrial, corporate media web should set off
Orwellian alarms. Still, it can get so much worse if this media metastasis is
also permitted to devour the Internet.



9

War is Peace: The War on
Terror

In Orwell’s 1984, the true meaning of the Party’s slogan, “War is Peace,”
isrevealed in the revolutionary book, The Theory and Practice of Oligarchical
Collectivism, presumed to have been written by the enemy of state, Emmanual
Goldstein. As conveyed, the key idea is that, by embroiling a nation in
perpetual war, the ruling party is able to keep the masses ignorant, poor, and
dependent on government. This is because war economies direct production
to military arsenals instead of education, health services, and other social
goods that could otherwise have improved the lives of the masses. “War is a
way of shattering to pieces, or pouring into the stratosphere, or sinking in
the depths of the sea, materials which might otherwise be used to make the
masses too comfortable, and hence, in the long run, too intelligent.”!

Included in this Orwellian idea is that war is not fought to be won. In the
case of Oceana, war was unwinnable because there were two other super-
powers that were equally matched to itself in power:

The very word ‘war, therefore, has become misleading. It would probably be
accurate to say that by becoming continuous war has ceased to exist. . . . The
effect would be much the same if the three super-states, instead of fighting
one another, should agree to live in perpetual peace, each inviolate within
its own boundaries. For in that case each would still be a self-contained uni-
verse, freed for ever from the sobering influence of external danger. A peace
that was truly permanent would be the same as a permanent war. This . . . is
the inner meaning of the Party slogan: War is Peace.?

America’s Orwellian War on Terror

Ironically, depicted in this fictional account of war are some salient features
of waging a “war on terror” in twenty-first-century America:
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1. Like Oceana’s war, such a “war” is, in principle, incapable of ever
being won, because it is impossible to ever completely eradicate
terrorism. A war on terror is therefore, in principle, endless.

2. Like the enemy of Oceana, the enemy in a war on terror is obscure
and subject to change. Oceana had been allied with Eurasia and at
war with Eastasia, when all records were suddenly changed by the
Ministry of Truth to reflect the opposite. Similarly, in a global war on
terror, virtually anyone and everyone can be branded a “terrorist” or
“unlawful enemy combatant,” including, for example, an antiwar pro-
tester. Because these terms are vague, they can conveniently be pinned
on virtually anyone who opposes the government’s war policy or who
provides an excuse for going to war. Accordingly, Saddam Hussein
provided such an excuse for the Bush administration to invade Iraq.

3. In twenty-first-century America, as in Oceana, the idea of a war that
cannot be won finds it protractors in those who wield money and
power. Thus, for the corporate CEO, the gains of war are largely aimed
at feeding the corporate appetite for profit. For example, the goal of
a military contractor, such as Lockheed Martin is not to win a war
but rather to profit off of it. Therefore, the longer the war lasts, the
more profitable it becomes. In this manner, a war on terror, which is
perpetual war, is a corporate bonanza.

4. However, the present war on terror has helped the corporate sector to
expand its bottom line at the expense of the masses. On October 2009,
President Obama signed the largest military budget in world history,
US$680 billion for the Pentagon, which included US$130 billion
to fight wars in Iraq and Afghanistan. For top contractors, such as
Lockheed Martin, Northrop Grumman, and General Dynamics, this
meant lucrative wartime government contracts.

On the other hand, such enormous military budgets portend
reduction in funding for social services, education, and other non-
military employment opportunities. Thus, for 2010, the health and
human services budget was US$76.8 billion and, for education, only
US$46.7 billion.*> This compares with prewar totals for fiscal year
1997, under President William Jefferson Clinton, of US$270 billion
for national defense; US$124 billion for health; and US$53 billion for
education.*

Further, while corporate wealth may be presumed to “trickle down”
to the people through the creation of corporate jobs, more realisti-
cally, the drive for profit that propels giant corporations today has led
to outsourcing of cheap (including slave) labor and unsatisfactory
employee benefits and salaries for the working class. Accordingly, the
tendency of a twenty-first-century war economy aimed at fighting a
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perennial war on terror is to support big business, especially military
contractors, while failing to substantially offset the skewed distribu-
tion of wealth by adding jobs for the American people.

5. In this climate of perpetual war on terror, war ceases to exist and
becomes a state of peace wherein we, as Americans, live in a self-
contained universe, “freed for ever from the sobering influence of
external danger.” However, this “freedom” must be purchased at the
price of relinquishing our civil liberties, especially privacy. Not only
is a war on terror perpetual, it is also without boundaries, having no
geographical limits. It can be fought globally—in some far off corner
of the universe; but it can also be fought in the living room of an
American suspected of being a terrorist.

6. Mass, warrantless surveillance is, therefore, a necessary corollary of a
war on terror. In order to hunt down and capture terrorists, who may
be hiding anywhere and everywhere, it is necessary that government
have the technological means of mass search and seizure. It is in this
manner that the current war on terror has provided the pretext for
the systematic invasion of privacy of millions of Americans (indeed
billions of human beings throughout the world) through mass, war-
rantless surveillance. This is because such an Orwellian climate of
state control becomes indispensible to rooting out terrorists where
they hide—so the argument goes.

7. The current war on terror, like the perennial war waged in Oceana, is
based on mass manipulation and deception. It has been sold to the
American public on the basis of wholesale fabrication of the rationale
for going to war in the first place. The true basis for this pretext has
not been to protect the borders of America against future terrorist
attacks; relatively few dollars have actually been spent on securing
these boards. If this rationale has entered into the calculus, it has never
been a primary reason for going to war in Iraq and Afghanistan. The
primary reason has instead always been the amassing of geopolitical
power and world dominance. Unfortunately, this is not groundless
speculation. It can be documented.

The War on Terror as Pretext for Preemptive War

In a speech delivered on October 7, 2002, prior to taking the United States
to war in Iraq, George W. Bush declared,

America must not ignore the threat gathering against us. Facing clear evi-
dence of peril, we cannot wait for the final proof—the smoking gun—that
could come in the form of a mushroom cloud. ... Saddam Hussein must
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disarm himself—or, for the sake of peace, we will lead a coalition to disarm
him.’ (italics added)

In September 2002, the month prior to the delivery of these famous lines,
the Bush administration advanced its “National Security Strategy” for the
United States, which, it claimed, was necessary for dealing with the rising
threat posed by international terrorism. This document stated,

The gravest danger our Nation faces lies at the crossroads of radicalism
and technology. Our enemies have openly declared that they are seeking
weapons of mass destruction, and evidence indicates that they are doing so
with determination. ... And, as a matter of common sense and self-defense,
America will act against such emerging threats before they are fully formed. . . .
History will judge harshly those who saw this coming danger but failed to act.
In the new world we have entered, the only path to peace and security is the
path of action.®

Here was a new war strategy that contradicted international law and the
United Nations Charter, which prohibits the use of international force that
is not in self-defense after an armed attack or undertaken with the approval
of the United Nations.” The offical purpose of this new doctrine of justi-
fied warfare was to protect the U.S. homeland against “regimes that harbor,
support, and use terrorism to achieve their political goals” by preemptively
attacking them, even if these “regimes” happened to be sovereign nations.
It claimed a right to invade sovereign nations preemptively, just as long
as they were thought to be a threat to “national security.” In fact, this new
policy of preemptive war for fighting a “war on terror” was largely a pretext
for setting in motion a plan that would have been ill-received by most had
it been honestly stated.

Consider this telling advice of Hermann Goering, the Reich Marshal of
Adolph Hitler:

Why of course the people don’t want war. But, after all, it is the leaders of the
country who determine the policy and it is always a simple matter to drag
the people along, whether it is a democracy, or a fascist dictatorship, or a
parliament, or a communist dictatorship. Voice or no voice, the people can
always be brought to the bidding of the leaders. That is easy. All you have to
do is tell them they are being attacked, and denounce the peacemakers for
lack of patriotism and exposing the country to danger. It works the same in
any country.®

As was discussed in Chapter 6, the U.S. government had systematically
engaged in “information warfare” and “information management” aimed
at convincing the American public of the justness of the war in Iraq. In the
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years following the September 11,2001, attacks on the U.S. homeland leading
up to the launching of the Iraq war in March 2003, the Bush administration,
using the mainstream media as its mouthpiece, had kept the image of the
twin towers falling asunder emblazed in the minds of millions of Americans,
and had artfully linked Saddam Hussein’s Iraqi regime to this image, albeit
groundlessly. In this environment of heightened terror alerts and the repeated
reminder of “evil doers” who “hate our freedom,” it was patriotic to wave the
American flag and “support the troops.” This was what was expected of
“loyal” and “patriotic” Americans, while to demonstrate against the war or to
advocate bringing the troops home was “anti-American,” “unpatriotic,” and
even “treasonous.”

In fact, the Bush administration had sought to associate the peace move-
ment with those who advocated appeasement of Adolph Hitler (in particular,
with Neville Chamberlain’s appeasement policies in dealing with the Nazis).
“In the 20th century,” said George W. Bush, “some chose to appease murder-
ous dictators, whose threats were allowed to grow into genocide and global
war. In this century, when evil men plot chemical, biological and nuclear
terror, a policy of appeasement could bring destruction of a kind never
before seen on this earth.” The politics of fear was, thus, used to frighten
and intimidate American citizens into submissively supporting the new
American concept of just war in terms of preemption.

The “preemptive” war in Iraq and now the intensified “preemptive” war
in Afghanistan had been set in motion by forces having little or nothing to
do with fighting terrorism. In fact, these forces had been set in motion well
before the September 11, 2001 attacks, and well before the Bush adminis-
tration had come to power.

Preemptive War as a Pretext for Seeking Global Dominance

In 1992, under Dick Cheney’s Defense Department, in the final months of
the George H. W. Bush administration, White House staffers Paul Wolfowitz,
I. Lewis Libby, and Zalmay Khalizad, drafted the Defense Planning Guidance
(DPG). This document (which became known as the “Wolfowitz Doctrine”)
was an unofficial, internal document that advocated massive increases in
defense spending for purposes of strategic proliferation and buildup of
military defenses.

The Soviet Union had collapsed in 1991, opening up the opportunity
for the United States to claim the title of preeminent world superpower.
The purpose of the DPG was, thus, to fortify and maintain this status. To
this purpose, the document advocated attacks with nuclear, chemical, or
biological weapons on “regimes” that threatened its geopolitical interests;
and it boldly proclaimed that, “the U.S. must show the leadership necessary
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to establish and protect a new order that holds the promise of convincing
potential competitors that they need not aspire to a greater role or pursue a
more aggressive posture to protect their legitimate interests.” The DPG was
also abundantly clear about what should be the United States’s main objec-
tive in the Middle East, especially Iraq and Iran, which was to “remain the
predominant outside power in the region and preserve U.S. and Western
access to the region’s 0il.”?

However, to the dissatisfaction of Cheney and company, the DPG was
leaked to the New York Times and the Washington Post, who published
excerpts from it.!"® Amid a public outcry, President George H. W. Bush
retracted the document and it was substantially revised.

The original mission of the DPG was not lost, only postponed, however.
In 1994, Senator John McCain presided as President of the New Citizenship
Project, the main mission of which was to secure funding for the Project
for the New American Century (PNAC). The point of the PNAC was, in
turn, to advocate for the militant, geopolitical tenets of the DPG. In 1997,
under the direction of William Kristol and Robert Kagan, who shared the
“neo-conservative” ideals of the DPG, the PNAC was finally implemented.

As was discussed in Chapter 8, in 2000, the PNAC published a report enti-
tled, “Rebuilding America’s Defense” (RAD). This document was intended
as a blueprint for the incoming George W. Bush administration to follow in
affecting a transformation of the geopolitical military and national defense
strategies for the twenty-first century. In fact, in 1999, even before this report
surfaced, and before George W. Bush became president, the seeds were set
for the new strategy. In a little discussed speech presented on September 23,
1999, to the Citadel, Bush declared, “Even if I am elected, I will not com-
mand the new military we create. That will be left to a president who comes
after me. The results of our effort will not be seen for many years.”!!

It remains to be seen whether Barack Obama will emerge as the presi-
dent to “command the new military” or whether this awesome task will
be bequeathed to a subsequent American president, some other form of
global power, or if nearly two decades of strategizing will never be fully
actualized. Nevertheless, the Obama administration was bequeathed a war
machine already set in motion by the Bush administration. This included
the war in Afghanistan as well as Irag; billions of dollars already paid out
to a powerful military industrial complex; ongoing contracts with these
behemoth corporations; and thousands of American lives already spent.
Like Orwell’s nation of Oceana, America was geared up and steeped in a
culture of perpetual war.
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Obama’s War on Terror: Not
Change We Can Believe In

n January 22, 2009, speaking at the State Department, Obama stated,

“We are confronted by extraordinary, complex and interconnected
global challenges: war on terror, sectarian division and the spread of deadly
technology. We did not ask for the burden that history has asked us to
bear, but Americans will bear it. We must bear it.”! Here, at this early stage
of his administration, Obama made clear what he expected all Americans
to do, namely accept the “global” challenge of a “war on terror.” And, on
May 21, 2009, in his Guantanamo speech, in provocative terms reminiscent
of George W. Bush, he drove his point home:

In the midst of all these challenges, however, my single most important
responsibility as President is to keep the American people safe.... This
responsibility is only magnified in an era when an extremist ideology
threatens our people, and technology gives a handful of terrorists the
potential to do us great harm. We are less than eight years removed from
the deadliest attack on American soil in our history. We know that al Qaeda
is actively planning to attack us again. We know that this threat will be
with us for a long time, and that we must use all elements of our power to
defeat it.?

Here, Obama evoked the chilling image of the “deadliest attack on American
soil in history,” which he could have reasonably calculated would arouse fear
of another 9/11 in the hearts of Americans; and he admonished that this
threat would be with us “for a long time.” Still, he told Americans that they
must “defeat” it.

Obama’s presidential campaign promise of “change you can believe
in” has accordingly been muted by his demand that Americans accept
the challenge of a “war on terror.” While he has somewhat softened the
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rhetoric of war to include references to specific groups, such as war against
al Qaeda,’ this has been largely a cosmetic change dressed up to look like
genuine change. The chilling imagery of the “deadliest attack on American
soil in history” and a “war” waged against the militant religious extrem-
ists who were responsible for it is still being emblazoned in the hearts and
minds of Americans; and all the while playing in the background is the
somber tune of mounting casualties in two ongoing “preemptive” inva-
sions of sovereign states, allegedly in order to “root out” the terrorists and
“win the war.” This is not change with any substance; nor is it something
that one can (rationally) believe in.

Ever since the attacks of September 11, 2001, the American culture
has revolved around such a “war” On a daily basis Americans have been
inundated with movies, television shows, music, and mainstream media
that carry the theme of terrorism and its “defeat.” From counterterrorism
shows such as NBC’s “The Wanted” to the fear-mongering rants of Fox’s
Glenn Beck,* America has been transformed into a culture fixated on
averting the next terrorist attack. Unfortunately, while it is distracted by
this hobgoblin and its politico-corporate ambassadors, the veridical threat
of withering civil liberties amid a burgeoning Orwellian culture, moni-
tored and censored, festers beneath the radar of public consciousness.

Meanwhile, surveys poll Americans about whether we are “winning” this
so-called “war” and Americans respond with increasing optimism.> But
while the question is raised, there is rarely if ever raised the more sobering,
and logically prior, question about whether there really is, or should be,
such a war. This assumption is not typically questioned, because Americans
have already been convinced that this so-called “war” is not only a real war,
but also one that is vital to national security.

The War on Terror: Not Really War

In fact, the war on terror is a product and fabrication of an aggressive
media blitz and public relations initiative launched by the Bush adminis-
tration in the aftermath of the 9/11 attacks, which exploited these attacks
for purposes of frightening, intimidating, and indoctrinating Americans
into surrendering their civil liberties and rallying around the flag.

Speaking of a “war on terror” can only be understood in a metaphori-
cal sense not unlike speaking of a “war on drugs.” Fighting drugs in some
respects resembles a war, because it involves trying to remedy an evil that
“threatens” the well-being of a nation and its people. But such a “war”—
even one against a particular terrorist organization, such as al Qaeda—is
not a military matter; it relates to organized crime and is, as such, a matter
of law enforcement under the auspices of the criminal justice system.
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In a nonmetaphorical sense, wars are (conceptually and historically)
always temporally finite. They have a beginning and an end. They are also
waged against an “enemy” of a recognized state, and this enemy typically
wears the uniform of that state. Moreover, while we have experienced two
“world wars,” these wars have been geographically limited to the battle-
field, and the personal living quarters of civilians have been off limits, at
least in legitimate warfare.

As Michael Walzer explains, “The war convention rests first on a certain
view of combatants, which stipulates their battlefield equality. But it rests
more deeply on a certain view of noncombatants, which hold that they
are men and women with rights and that they cannot be used for some
military purpose, even if it is a legitimate purpose.”” Indeed, it is terrorism
itself—our purported “enemy”—that fails to meet the war convention on
account of its failure to distinguish between civilian and military targets.
And, ironically, a program of warrantless, mass surveillance of American
civilians as an alleged strategy for fighting a war on terror fails to satisfy
this convention, because it fails to respect the right of millions of civilians
not to be spied on, and hence not to be used for some military purpose,
“even if it is a legitimate one.”

Thus, the war on terror is not really a legitimate war; nor is it even cor-
rectly called “war” in any but a metaphorical sense. It has neither begin-
ning nor end; it is not waged against a recognized state, and, therefore, its
enemy does not wear a recognized state uniform; it is not limited to the
battlefield; and it does not obey the war convention of respecting the right
of civilians not to be used for a military purpose.

Nevertheless, Americans have been successfully indoctrinated fo believe
that they are immersed in the fighting of a legitimate, real war, and that,
as President Obama admonished, “we must bear it.” Thus, in a May 2006
Washington Post poll, when asked if, for purposes of detecting terrorist
activities, they would allow the National Security Agency (NSA) to keep
track of every phone call (both domestic and foreign) they made and
received, about two-thirds of Americans polled said it would be all right.
They were willing to accept such an invasion of privacy, notwithstanding
that it was illegal, for the sake of preventing another terrorist attack.

Unfortunately, in this climate of unblinking acceptance of a pseudo-
war on terror, it is likely that the Total Information Awareness (TIA)
project will gradually continue to escalate. That is, unless Americans begin
to thinking critically about what they are being asked to bear, they will
continue to accept more and more intrusions into their privacy—always
for “their own protection”—as government with cooperation from corpo-
rate accomplices finds newer and more innovative means to control and
manipulate the channels of public information.
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If this Orwellian trend is to be reversed, then the war on terror must be
unmasked for what it truly is, namely a clever and well-orchestrated use
of corporate media and public relations firms to transform America into a
militant culture of control aimed at world domination.

Unmasking the War on Terror

As was discussed in Chapter 9, a key mechanism of this global initiative is
the doctrine of preemptive war. Indeed, seen in the light of its historical
and ideological roots, “preemptive” here is largely euphemistic for wars
fought to advance the economic and political interests of America in the
maintenance of its preeminence as the world’s sole superpower.

In its report on Rebuilding America’s Defenses (RAD), The Project for
the New American Century (PNAC) clearly laid out some of the main
objectives under girding the preemptive war strategy. Unfortunately, these
objectives, which were initiated during the Bush administration, have to a
significant extent been embraced by the Obama administration.

Fighting and Winning Multiple, Simultaneous Major Wars

While winning the so-called “war on terror” is impossible, it does not
follow that winning decisive victories in the process of fighting this peren-
nial war is itself impossible. Among the core missions detailed in the RAD
report was the rebuilding of America’s defenses sufficient to “fight and
decisively win multiple, simultaneous major theater wars.”® And it explic-
itly advocated sending troops into Iraq regardless of whether Saddam
Hussein was in power. According to RAD, “While the unresolved conflict
with Iraq provides the immediate justification, the need for a substantial
American force presence in the Gulf transcends the issue of the regime of
Saddam Hussein.”

The RAD report also admonished, “Iran may well prove as large a threat
to U.S. interests in the Gulf as Iraq has. And even should U.S.-Iranian rela-
tions improve retaining forward-based forces in the region would still be an
essential element in U.S. security strategy given the longstanding American
interests in the region.”!? Therefore, it had both Iraq and Iran in its sight
as zones of multiple, simultaneous major wars for purposes of advancing
“longstanding American interests in the region”—in particular, its oil.

The Obama administration has not disclaimed the possibility of uni-
laterally invading a sovereign nation to protect our “vital interests.” In
fact, in his “American Moment” speech of April 23, 2007, in language
subject to interpretation, Obama admonished, “No President should ever
hesitate to use force—unilaterally if necessary—to protect ourselves and
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our vital interests when we are attacked or imminently threatened” (empha-
sis added).!! In August 2007, Obama warned Pakistani President Pervez
Musharraf, that as president he would be prepared to send U.S. troops into
Pakistan unilaterally if it failed to take action against Islamic extremists. In
no uncertain terms, he stated, “The first step must be to get off the wrong
battlefield in Iraq and take the fight to the terrorists in Afghanistan and
Pakistan.”'? Further, he asserted that “There will be times when we must
again play the role of the world’s reluctant sheriff. This will not change—
nor should it.”3

Accordingly, Obama has expanded Bush’s preemptive war on terror.
In 2009, Obama increased missile strikes on anti-Pakistani government
militants, which were carried out by unmanned drones inside Pakistan.
He has also escalated deployment of U.S. troops in Afghanistan to fight the
Taliban, and to fight al Qaeda along the Pakistani border.

Like the war in Iraq, the motivation for fighting a war in Afghanistan
appears to have been largely motivated from the start by corporate
interests. In 1998, Unocal, a major oil company had given up on its attempt
to build an oil pipeline through Afghanistan that could have allowed the
Central Asian republics to export energy to Western markets without
using Russian routes. However, plans for the pipeline were thwarted by the
Taliban, which refused to permit U.S. troops on the ground to guard the
pipeline against attacks by hostiles.

It was clear that the pipeline was a pipedream unless a government
was formed in Afghanistan that supported its construction; Hamid Karzai
was such a leader. “Flected” in December 2004, Karzai had firm ties to the
U.S. Defense Department and had allegedly also been a consultant for
Unocal. In addition, Zalmay Khalilzed, a former Unocal lobbyist and
consultant, became the U.S. Ambassador to Afghanistan in 2003.

Curiously, Condoleezza Rice, Secretary of State under George W. Bush,
was a former CEO of Chevron Oil, which in 2005 purchased Unocal, and
therewith its interest in the Trans-Afghan pipeline. In 2008, plans were
again made to build the pipeline through Afghanistan. Work was to begin in
2010, and completion of the project was anticipated by 2014. It is, therefore,
not surprising that in December 2009 Obama announced the deployment
of an additional 30,000 troops to Afghanistan in the coming months.

Obama’s penchant for the defense strategies of the Bush administra-
tion is also reflected by his having retained Robert Gates, the Secretary of
Defense under the Bush administration, as his own Secretary of Defense.!*
This was one way to preserve continuity with the previous administration
in war policies and planning. A break with the old guard might have sig-
naled a change in the direction of U.S. war policy. Unfortunately, no such
change appears imminent at the present juncture in time.
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Designing and Deploying Global Missile Defense Systems

RAD also emphasized, as an additional core value, the need to “transform
U.S. forces to exploit the ‘revolution in military affairs.” This included the
design and deployment of a global ballistic missile defense system consist-
ing of land-, sea-, air- and space-based components said to be capable of
shielding the United States and its allies from “limited strikes” in the future
by “rogue” nations, such as Irag, North Korea, and Iran.

Consistent with advancing the geopolitical interests of the U.S., the RAD
conceived such defense systems in the broader context of the promotion of
world domination:

Projecting conventional military forces or simply asserting political influ-
ence abroad, particularly in times of crisis, will be far more complex and
constrained when the American homeland or the territory of our allies
is subject to attack by otherwise weak rogue regimes capable of cobbling
together a miniscule ballistic missile force. Building an effective, robust,
layered, global system of missile defenses is a prerequisite for maintaining
American preeminence.'®

Here, the interest in such missile defenses was not that of shielding the
homeland from an unprovoked missile attack but rather from one arising
in the course of “projecting conventional military forces or simply assert-
ing political influence abroad.” In other words, the interest in such defenses
was to allow the United States to carry out “preemptive” wars and other
aggressive military and political actions aimed at world domination while
protecting the U.S. homeland and that of its allies from retaliation.

So far, Obama has remained committed to going forward with con-
tinued development of such antiballistic systems. In September 2009, he
decided not to locate a long-range, antiballistic missile system in Poland
and the Czech Republic. However, he has remained resolute about the
need for such missile systems for purposes of protecting against “rogue”
nations, in particular Iran and North Korea.

About Iran, Obama stated, “President Bush was right that Iran’s ballistic
missile program poses a significant threat. And that’s why ’'m committed
to deploying strong missile defense systems which are adaptable to the
threats of the 21st century.”!® Since Obama judged that a shorter-range
system would be more effective against the Iranian threat, he opted for
concentrating on building a mobile, sea-based system that could be
deployed closer to Iran. His concern was, therefore, with utilizing the most
expedient manner of deploying an antiballistic missile system, not with
whether or not to build such a system. Therefore, given Obama’s use of
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preemptive warfare to fight a perpetual war on terror, it is no stretch of the
imagination that, in line with the PNAC mission, he might make use of an
antiballistic missile system (such as a short- or medium-range, sea-based
system) in the course of “projecting conventional military forces or simply
asserting political influence abroad.”

The Use of Genocidal Biological Warfare for Political Expediency

Not only did RAD advocate the design and deployment of defensive
weaponry, it also stressed the updating of conventional offensive weapons,
including cruise missiles along with stealthy strike aircraft and longer-
range Air Force strike aircraft. But it went further in its offensive posture
by envisioning and supporting the use of genotype-specific biological
warfare. According to RAD, “advanced forms of biological warfare that
can ‘target’ specific genotypes may transform biological warfare from the
realm of terror to a politically useful tool.”!” In this chilling statement,
a double standard is evident. In the hands of al Qaida, such genocidal
weapons would belong to “the realm of terror,” but in those of the United
States, they would be “politically useful tools.” It is not clear how far down
this treacherous road our nation may have already traveled during eight
years of the Bush administration.

Since 1943, under President Franklin Roosevelt, the United States has
been actively involved in developing biological and chemical weapons.
However, while international law—such as the 1925 Geneva Protocol and
the 1972 Biological and Toxin Weapons Convention—and U.S. federal
law—such as the 1989 Biological Weapons Anti-Terrorism Act—ban such
weapons, there is evidence that the United States has still continued to
develop them. For example, it is known that the United States conducted
experiments with anthrax in the early 2000s under the George W. Bush
administration. Moreover, shrouded in secrecy, it is uncertain that the
United States’ current biodefense program does not also include research
into offensive uses of lethal or dangerous biological and chemical agents.®
Hence, the future of programs aimed at development of biological and
chemical weapons cannot simply be assumed to be laid to rest under the
Obama administration.

Rejection of the United Nations

PNAC also rejected the idea of a cooperative, neutral effort among the
nations of the world to address world problems, including the problem of
Irag. “Nor can the United States assume a UN-like stance of neutrality,”
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states the RAD report. “The preponderance of American power is so great
and its global interests so wide that it cannot pretend to be indifferent to
the political outcome in the Balkans, the Persian Gulf or even when it
deploys forces in Africa. Finally, these missions demand forces basically
configured for combat.”*?

It is significant that the Obama administration has not ruled out uni-
lateralism. In fact, Obama stated, “I would also argue that we have the
right to take unilateral military action to eliminate an imminent threat to
our security—so long as an imminent threat is understood to be a nation,
group or individual that is actively preparing to strike U.S targets.”?
Notwithstanding that such unilateral action as Obama described would be
against a force “actively preparing to strike U.S. targets,” it is still contrary
to Article 39 of the United Nations Charter, which states, “The Security
Council shall determine the existence of any threat to the peace, breach of
the peace, or act of aggression and shall make recommendations, or decide
what measures shall be taken in accordance with Articles 41 and 42, to
maintain or restore international peace and security.” And, according to
Article 51, the right to unilateral military action of which Obama speaks
exists in response to an armed attacked that has already occurred, not one
for which a force is “actively preparing.” Thus: “Nothing in the present
Charter shall impair the inherent right of individual or collective self-
defense if an armed attack occurs against a Member of the United Nations,
until the Security Council has taken measures necessary to maintain inter-
national peace and security” (emphasis added). It, therefore, appears that
Obama’s view of national defense goes further toward unilateral action
than that permitted by the international law set by the United Nations
Charter.

Nevertheless, as will be discussed in Chapter 11, Obama’s view of the
role of the United Nations as a world authority appears to depart substan-
tially from RAD’s nationalistic dismissal of this organization. It may be
that Obama’s preemptive war stance is in lieu of a UN that has political
capital and the power to enforce its mandates. But, as will become evident
in Chapter 11, Obama’s global vision is consistent with giving the UN a
more decisive role to play in setting national and international policy.

Control of Space and Cyberspace

PNAC’s quest for global domination transcends any literal meaning of the
geopolitical, and extends also to the control, rather than the sharing, of
outer space. Moreover, as was discussed in Chapter 7, it also has serious
implications for cyber freedom. Thus, RAD also states, “Much as control
of the high seas—and the protection of international commerce—defined



OBAMA'SWAR ONTERROR 107

global powers in the past, so will control of the new ‘international com-
mons’ be a key to world power in the future.”!

However, there is a difference between protecting the Internet from a
cyber attack and controlling it for purposes of amassing “world power.”
The former is defensive while the latter is offensive. Under the Obama
administration, there appear to have been substantial strides taken to
defend cyberspace from attacks. For example, in June 2009, Defense
Secretary Robert Gates established a subcommand focused on cyber
security, based in Forte Mead Maryland, which reports to U.S. Strategic
Command.?? Further, in October 2009, the Obama administration estab-
lished the National Cybersecurity and Communications Integration
Center (NCCIC), which has been described as “a 24-hour, DHS-led coor-
dinated watch and warning center that will improve national efforts to
address threats and incidents affecting the nation’s critical information
technology and cyber infrastructure.”*

In fact, the NSA will be involved in operation of the NCCIC, whose
principle role will be “to monitor and assure the security and safety of
civilian-government computer networks and to provide early warning to
private businesses about cyber-attack threats.”?* Clearly, the NSA’s role in
monitoring private civilian computer networks as well as military ones
represents a dangerous concession to state control of cyberspace. While
the threat to the economic infrastructure of the U.S. is a legitimate concern
of the federal government, its policing of “private property” in cyberspace
may be no less defensible in a presumed democratic and free nation than
is the policing of private real estate.

Moreover, given the NSA’s direct involvement with the TIA project, it
is not unreasonable to believe that the stated electronic monitoring will
interface with the NSA’s computerized data base and extraction and link
technologies discussed in Chapter 2. This appears likely insofar as the
interfacing of these technologies would help to identify potential threats
to cybersecurity. Further, it is possible that the NCCIC has been slated to
be the new central command and control facility (or at least a major hub)
for operation of the TIA project. This also suggests the possibility that the
Echelon system,?® which globally extracts, monitors, and analyzes elec-
tronic data, may be keyed into the NCCIC/NSA command and control.

Ending the War on Terror

Without the camouflage of fighting a war on terror, the TIA project will
be defused; for the official reason for conducting a warrantless, dragnet of
everybody’s personal electronic communications is the hunt everywhere
and anywhere for terrorists. Without a “war on terror,” covert operations



108 MASS SURVEILLANCE AND STATE CONTROL

to locate international criminals can be conducted as it had been pursu-
ant to the 1978 Foreign Intelligence Surveillance Act, namely by search
warrants approved by a FIS Court. Thus, the claimed need for FISA reform
in the first place has been largely misrepresented.

Unfortunately, the Obama administration has not surrendered the idea
of fighting a war on terror, and it has shown no signs of dismantling the
TIA system or of taking a lead in reforming the current FISA laws. In fact,
as discussed above, it appears to have substantially incorporated many of
the aforementioned components of the PNAC plan into its own policies.
Accordingly, there is now another version of PNAC taking root in America.
This one speaks in terms of world unity instead of in nationalistic terms. But
it is still a culture of control, albeit a global one.



World Government,

Incorporated:
The Bilderberg Plan

n a speech before the General Assembly of the United Nations on

September 23, 2009, President Obama said, “[T]he time has come for the
world to move in a new direction. We must embrace a new era of engage-
ment based on mutual interest and mutual respect, and our work must
begin now.”!

After eight years under a government administration that worked hard
at alienating most of the world, the prospect of “a new era of engagement
based on mutual interest and respect” would have seemed a welcome
change to any rational person. However, underlying such rhetoric of world
solidarity is another strategy for world domination that has taken root and
is feeding off the steady growth of giant multinational corporations. For
decades now, the corporate sector of America has enjoyed relative freedom
to merge, consolidate, and amass incredible profits and political capital.

In 1994, President Clinton signed the North America Free Trade Agree-
ment (NAFTA), which united North America by dissolving economic
borders between the United States, Mexico, and Canada. However, the price
paid for such a “unified” North America was not the engagement of “mutual
interest and mutual respect” but rather a bonanza for giant corporations
who seized the opportunity to exploit poor laborers in Mexico while taking
jobs away from Americans.

The Bush administration followed suit in supporting NAFTA and, by
creating a war economy, spurred the growth of the military-industrial
complex. From Blackwater mercenaries to Halliburton’s no-bid government
contracts to restore Irag’s oil infrastructure, the Bush administration helped
to foster a form of globalization that lived off invading sovereign nations.
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The recent Supreme Court decision in Citizens United v. Federal Election
Commission, giving corporations the unrestricted ability to pour a bottom-
less pit of money into campaign advertisements for candidates who sup-
port their special interests, will predictably further increase the political
clout of these companies.? Moreover, such unrestricted access to campaigns
at both state and local levels also has the potential of further breaking down
national boundaries by permitting foreign corporations to make campaign
advertising contributions.

Giant multinational corporations are now the glue that binds nations
together, and it is not likely these companies, which have insatiable appe-
tites for profit, will care about anyone else’s interests except their stockhold-
ers or show respect for anything other than what will produce dividends
for them.

The Bilderberg Plan

Obama’s penchant for a unified world order should, therefore, be viewed
in this context of giant corporations, which wield great political power
and influence. In fact, the Obama administration appears to have ties to
the Bilderberg group, an organization consisting of international bankers,
media moguls, oil barons, officers of the military-industrial complex, politi-
cians, influential academicians, and other major power brokers. The group,
which got its name from the Dutch hotel where it held it first meeting in
1954, meets yearly under a veil of secrecy and confidentiality to discuss
world affairs. There are typically between 100 and 150 members and special
invitees from North America and Western Europe.

Bilderberg’s primary ideology is the creation of a world government.
“The supranational sovereignty of an intellectual elite and world bankers
is surely preferable to the national auto-determination practiced in past
centuries,” said David Rockefeller, codirector of Bilderberg and founder of
its sister organization, the Trilateral Commission. And Rockefeller is quite
direct about his own role in attempting to bring about world government:

Some even believe we are part of a secret cabal working against the best
interests of the United States, characterizing my family and me as “interna-
tionalists” and of conspiring with others around the world to build a more
integrated global political and economic structure—one world, if you will.
If that’s the charge, I stand guilty, and [ am proud of it.?

While the cloak of secrecy behind Bilderberg’s meetings makes it difficult to
draw conclusions, some have claimed that the group has exerted profound
influence on world affairs. The European Union was allegedly a brainchild
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of Bilderberg. Daniel Estrulin, a journalist who has tracked Bilderberg
agendas for decades has maintained that such events as the collapse of
Lehmann Brothers, the downturn of the stock market, and the rising price
of oil were the results of decisions made by Bilderberg members. It is also
alleged that Bilderberg member James A. Johnson was responsible for
selecting presidential running mates, including John Edwards for Kerry and
Joseph Biden for Obama.*

Whether or not Bilderberg exerted such political influence, it is fact that
many movers and shakers in the Obama administration also appear on the
Bilderberg membership list. These include Robert Gates, Secretary of Defense;
Hillary Clinton, Secretary of State; James Steinberg, Deputy Secretary of
State; Kathleen Sebelius, Health Secretary,” Timothy Geithner, Secretary of
the United States Treasury; Paul Volcker, Chair Economic Recovery Advisory
Board; Ben Bernanke, Chair of the United States Federal Reserve; Richard
Holbrooke, special envoy to Afghanistan and Pakistan; George Mitchell,
special envoy to the Middle East; James Jones, National Security Advisor;
Lawrence Summers, Director of the White House’s National Economic
Council; and Lt. Gen. Keith Alexander, National Security Agency (NSA)
Director.®

While this intersection of the Obama administration with Bilderberg has
received scant if any coverage by the American mainstream media, it has not
escaped the notice of some independent, online news sources. According to
Judi McCleod, editor of Canada Free Press,

Bilderbergers pull the puppet strings of contemporary politicians. While the
media tends to present Bilderberger luminaries as bigwigs in pinstripe suits
attending endless secret meetings, they’re the global elitists pushing the enve-
lope on one-world government. . . . Barack Obama may look like the Messiah
For Change when in reality he’s just another Bilderberg Boy.”

Bilderberg’s influence is also evident in the global arena. For example,
reading like a book of who’s who in Bilderberg, all presidents of the World
Bank have belonged to this group since its inception in 1954 with the
one exception of Alden W. Clausen, who served between July 1981 and
June 1986. These Bilderberg members and World Bank presidents are
Eugene R. Black, Sr. (1949-1963), George D. Woods (January 1963—March
1968), Robert McNamara (April 1968—June 1981), Barber Conable (July
1986—August 1991), Lewis T. Preston (September 1991-May 1995), James
Wolfensohn (May 1995-June 2005), Paul Wolfowitz (June 2005-June
2007), and Robert Zoellick (July 2007—Present).

The current president, Robert Zoellick, was also a member of the
Project for the New American Century (PNAC) along with Paul Wolfowitz.
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Recently, Zoellick made clear his desire to give the World Bank, among
other international organizations, power over national policies. “If lead-
ers are serious about creating new global responsibilities or governance,”
stated Zoellick, “let them start by modernizing multilateralism to empower
the WTO (World Trade Organization), the IMF (International Monetary

Fund), and the World Bank Group fo monitor national policies.”®

The Council on Foreign Relations’ Global Governance Initiative

Bilderberg is also allied with the Council on Foreign Relations (CFR).
In fact, David Rockefeller has maintained a lifelong connection with the
CFR. Beginning his relationship in 1946, he became its director in 1949,
maintained its chairmanship from 1970 to 1985, and is currently its hon-
orary chairman. There is also a substantial intersection between CFR and
Bilderberg members.® Several Bilderberg members who are in the Obama
administration are also CFR members, including George Mitchell (a former
CFR director!?), James Steinberg, Timothy Geithner, Richard Holbrooke,
James Jones, and Lawrence Summers.

While CFR claims on its Web site to take “no institutional positions on
matters of policy,” its history suggests otherwise. In particular, in May 2005,
the CFR published a task force report, which provided a blueprint for a
North American Union merging the United States, Canada, and Mexico.
The CER stated,

Task Force proposes the creation by 2010 of a North American community
to enhance security, prosperity, and opportunity. We propose a community
based on the principle affirmed in the March 2005 Joint Statement of the
three leaders that “our security and prosperity are mutually dependent and
complementary.” Its boundaries will be defined by a common external tariff
and an outer security perimeter within which the movement of people, prod-
ucts, and capital will be legal, orderly, and safe. Its goal will be to guarantee a
free, secure, just, and prosperous North America.!!

The CFR called for building a common security border around North
America by 2010; free movement of people, commerce, and capital within
North America; and a North American Border Pass that would replace a
U.S. passport. It also called for a central North American government con-
sisting of a court, interparliamentary group, executive commission, military
defense command, customs office, and a development bank.'

The CFR report was prepared in tandem with the George W. Bush
administration’s Security and Prosperity Partnership (SPP) agreement
signed in Waco, Texas, on March 23, 2005, by President Bush, Mexican
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President Vicente Fox, and then Canadian Prime Minister Paul Martin.
According to a WorldNetDaily report, the Bush administration had set up
20 working groups under a special SPP office to implement the agreement
without congressional approval or oversight.!> As of August 2009, the SPP
initiative has allegedly been deactivated,* and the SPP Web site has been
updated to say, “This website is an archive for SPP documents and will
not be updated.”!®> However, the precedent has now been set to establish a
North American Union, and the thrust toward world government is still
in gear.

On May 1, 2008, the CFR announced the launching of a new five-year
CFR program called the, “International Institutions and Global Governance
Program: World Order in the 21st Century.” According to the CFR, the pur-
pose of this initiative is “creation of new frameworks for global governance,”
which it said, “will be a defining challenge for the twenty-first century, and
the attitude of the United States will be among the most important factors
in determining the shape and stability of the world order that results from
these efforts.” The CFR pointed to a host of issues that require a new global
agenda “from terrorism to climate change to the proliferation of weapons
of mass destruction—that no single country, no matter how powerful, can
address on its own.”!®

“Among the most important factors determining the future of global
governance,” said the CFR, “will be the attitude of the United States, likely
to remain the world’s most prominent actor at least until 2050.” The reasons
for what it perceives to be the United States’ “ambivalent and selective pos-
ture toward multilateral cooperation,” are “America’s overwhelming power,
its unique political culture, and its constitutional traditions.” More suc-
cinctly, Americans fear losing their sovereignty, their constitutional rights,
and their standing in the world. This “instinctual skepticism toward multi-
lateral cooperation,” said the CFR, was “particularly pronounced” during the
first term of the George W. Bush administration, and the CFR admits that it
is “unlikely to disappear.”!”

So the CFR’s “pragmatic and flexible” solution to this “attitude” problem
is to draft “blueprints for new structures of international cooperation that
are ... consistent with long-term U.S. national interests, and sensitive to
historic U.S. concerns about domestic sovereignty and international free-
dom of action”!® But, what is to be regarded as “long-term U.S. national
interests” and being “sensitive to historic U.S. concerns about domestic
sovereignty and international freedom of action™?

This may be a matter of widely varying interpretation. Thus, the Nazis
believed that it was in Germany’s “long-term national interest” to extermi-
nate Jewish people. Once the move is made to refashion domestic sover-
eignty along with the U.S. Constitution to accommodate a new world order,
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protections against encroachment of basic rights presumed to be guaranteed
to all Americans will no longer have legal effect.

As emphasized in this book, there have already been serious breaches in
constitutional protections. In particular, the Fourth Amendment has been
eviscerated as a result of passage of the U.S. Patriot Act and the 2008 FISA
Amendments Act. Unfortunately, as the United States is transitioned into a
new world order, it is likely that such programs as mass, warrantless surveil-
lance will become permanent fixtures. This is because the earlier privacy
protections, such as were built into the 1978 FISA Act, assumed domestic
sovereignty in the first place. According to this earlier act, electronic surveil-
lance could not target American persons without a court warrant, which
already assumes national sovereignty. Americans must be distinguished
from citizens of other nations in order for such a rule to be applied.

Americans would be justified if they frowned upon the CFR initiative.
They would also be justified if they demonstrated en masse against it. But
most Americans do not know about such an initiative in the first place,
because the mainstream media does not cover the story. Hence, it is curi-
ous that CFR points to the “attitude” of Americans as its major hurdle and
claims that Americans were especially “instinctually skeptical” of multilat-
eralism during the first term of the Bush administration. Perhaps it has
anticipated (and inferred) that such resistance will present an obstacle from
the display of nationalism that ensued in the aftermath of the September
11, 2001, attacks.

Yet there is something to be said for publicity. Subjecting a view to public
scrutiny can be a constructive way of determining if it is ethical. If the public
is skeptical of a view after it is given to careful public discussion, then there
is probably a serious ethical objection to it.!* Unfortunately, the CFR and its
government associates have launched their initiatives without public knowl-
edge, and there is therefore not likely to be any public discussion. Instead,
there may be gradual, incremental policy shifts away from domestic sover-
eignty and toward world government. Perhaps one such change will be the
creation of a world tax that is assessed and collected by a world authority.

Global Taxation without Representation

According to James Tucker, a Bilderberg tracker who claims to rely on
inside informants, Bilderberg has for many years sought to use its influ-
ence to establish a world tax to be collected by the United Nations. Such a
tax, paid to the United Nations could serve to give it standing as a world
government. According to Tucker, while such a tax is likely to be ill-received
by the public, over time the public will come to accept it. “Bilderberg,” he
predicted, “will dictate stories to the U.S. media about how ‘a fraction of a
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penny’ paid at the gas pump will feed the starving Third-World like Christ’s
magical loaves and fishes’ fed the multitude 2,000 years ago.”*

In fact, there have been some attempts made at establishing such a tax.
In July 2004, Inter Presse news service reported that a United Nations study
was being prepared that outlined several alternative global tax proposals
to be considered by the General Assembly at its September meeting. The
proposals outlined included global taxes on e-mails and Internet, a global
gas tax, and levies on airline travel. According to the news report, such a tax
would have committed American taxpayers to paying hundreds of billions
of dollars each year to the United Nations.?!

In February 2008, Accuracy in Media, a media watchdog organization,
reported that a bill called the “Global Poverty Act” (S.2433) sponsored by
then Senator Barack Obama, was to be voted on by the Senate. This bill,
which never became law, would have imposed a global tax on the United
States and would have given the United Nations control over a certain
percentage of U.S. foreign-aid spending.?

NAFTA and the Trend toward World Unification

According to Tucker, Bilderberg also seeks to use its political influence to
promote expansion of NAFTA to help solidify an “American Union” consist-
ing of all nations in North, Central, and South America.?® Such progressive
breakdown of trade borders is allegedly Bilderberg’s strategy for attainment
of a one-world order. In 1993, when campaigning for the passage of NAFTA,
former Secretary of State and early Bilderberg member Henry Kissinger
(since 1957), put the point bluntly: “NAFTA is a major stepping stone to the
New World Order.”

In fact, there has recently been movement in this direction with
Congress’s passage of the Free Trade Agreement between the United
States and Peru in 2007 and its implementation in 2009. While the FTA
was predicted to improve economic and social conditions in Peru, in the
one year since passage, according to a report released by Public Citizen in
February 2010, there has been rapid deterioration of economic and labor
conditions in Peru.** Again, as the trend toward corporate globalization
moves forward, the world continues to be “unified” at the expense of mass
exploitation.

A main goal of Bilderberg’s sister organization, the Trilateral Commission,
is currently stated as fostering “closer cooperation” among the core demo-
cratic industrialized areas of the world”—Japan, Europe (European Union
countries), and North America (United States and Canada)—“with shared
leadership responsibilities in the wider international system.”?® According
to Trilateral Commission cofounder, Zbigniew Brzezinski (former national
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security advisor to Jimmy Carter), “This regionalization is in keeping with
the Tri-Lateral Plan which calls for a gradual convergence of East and West,
ultimately leading toward the goal of one world government. National
sovereignty is no longer a viable concept.”?

Apparently, Brzezinski perceives Barrack Obama as being aligned with
such a new world order. Obama, he said, “recognizes that the challenge is a
new face, a new sense of direction, a new definition of America’s role in the
world.”? Brzezinski has also been a foreign policy advisor to Obama.?

The dissolution of national borders should be evident to anyone who
attempts to purchase fruits or vegetables, clothing, an automobile, or other
products. It should also be evident in the obvious outsourcing of service
jobs. A phone call or e-mail message to the tech support department of
a major technology corporation can predictably be expected to reach a
service provider in India or other nation where labor can be cheaply pur-
chased. The world is shrinking at a voluminous speed with the advent of
new and faster communication technologies. “Cloud” computing has now
largely replaced storage of data on one’s own hard drive, making it pos-
sible to access this information from anywhere on the globe, thus making
the concept of a geographical location of one’s data largely irrelevant for
practical purposes.

From PNAC to Bilderberg: The Emerging One-world Ideology

In this age of advancing digital technologies and corporate globalization, it
is not astounding that the ideological thrust of a group such as Bilderberg
would take hold and supersede the nationalism embedded in the PNAC.?
While the latter ideology drove the Bush administration in its first term,
PNAC officially closed its doors at the end of 2006. Curiously, however, the
founding members and major representatives of PNAC are also Bilderberg
members. This includes Paul Wolfowitz, William Kristol, Robert Kagan,
Richard Perle, Robert Zoellick, and Donald Rumsfeld.?®

Despite their fundamental disagreement over domestic sovereignty,
between these two diametrically opposed ideologies is unsettling com-
mon ground. At the core of each are corporate globalism and the blending
of big business and government in the attempt to control economic and
political outcomes. The PNAC ideology sought the fighting of simultane-
ous wars, feeding the bottom-line appetites of military contractors with
robust defense-spending budgets, and exploiting tragedies such as the 9/11
attacks as a pretext for invading a sovereign Iraq to gain control of its oil
resources.

Bilderberg’s ideology is also one that mixes political with corporate
wealth and power. Thus, as was discussed in Chapter 10, the Afghanistan
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War was in the vested interest of giant oil companies, notably Chevron,
which sought to build a Trans Afghan pipeline for the transport of energy
across this region. As mentioned, the former CEO of this company was
Condelezza Rice, who was also a member of Bilderberg.

Both Bilderberg and PNAC ideologies are versions of real politik.>! Their
main proponents such as PNAC cofounder William Kristol and Bilderberg
codirector David Rockefeller subscribe to the use of power, manipulation,
and deception to attain their ends. “We are on the verge of a global trans-
formation,” said David Rockefeller on September 23, 1994. “All we need is
the right major crisis and the nations will accept the New World Order.”*
Such a willingness to turn a national crisis to political advantage is remi-
niscent of the Bush administrations use of the 9/11 attacks as a pretext for
invading Iraq. It is also markedly akin to the PNAC’s chillingly prophetic
statement, made one year prior to the 9/11 attacks, that “the process of
transformation, even if it brings revolutionary change, is likely to be a
long one, absent some catastrophic and catalyzing event—like a new Pearl
Harbor.”??

Philosophically, the replacement of PNAC with Bilderberg as the rul-
ing ideology of the time may representative a Hegelian synthesis between
a thesis (PNAC) and antithesis (Bilderberg). Unfortunately, this synthesis
may be moving from a nationalistic culture of control to one of global
proportions.

Bilderberg and Mass Media Censorship

As stressed in this book, a culture of control seeks unilateral control of infor-
mation, that is, information that flows in only one direction. The government
of such a culture seeks total information while at the same time keeping citi-
zens in the dark. It appears that this is also the temperament of Bilderberg’s
management, for the secrecy that permeates the group’s meetings suggests an
almost obsessive drive to hide information while at the same time acquiring
it. Thus, David Rockefeller had no compunction in crediting mainstream
media for keeping its secrets. Stated Rockefeller,

We are grateful to the Washington Post, The New York Times, Time Magazine
and other great publications whose directors have attended our meetings and
respected their promises of discretion for almost forty years. It would have
been impossible for us to develop our plan for the world if we had been sub-
jected to the lights of publicity during those years.*

Such a clandestine environment of media censorship would not be neces-
sary if this organization were merely a forum for the free expression of
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ideas. It would make more sense in the context of an organization actively
seeking to implement its “plan” in action and did not wish to have outside
interference.

In fact, there are a sizeable number of mainstream media moguls who
are listed on the Bilderberg membership list. These include, among others,
Paul Gigot, Editor, Editorials, Wall Street Journal; Donald Graham, Board
Chair, The Washington Post; George Will, columnist, Washington Post;
Katharine Graham, former Publisher and Chairman of the Washington
Post; Rupert Murdoch, Chair, News Corp; George Stephanopoulos,
Chief Washington Correspondent, ABC News; Andrea Mitchell, reporter/
anchor, NBC News; Lesley Stahl, 60 Minutes, CBS News; Thomas
L. Friedman, columnist, New York Times; Phillip Crawley, Globe and Mail
Publisher (Canada); Osborn Elliott, former Editor-in-Chief, Newsweek;
Paul Finney, former Managing Editor, Business Week; Henry Grunwald,
former Managing Editor, Time Magazine; Arthur Taylor (1977), former
President, CBS; and Will Hutton, former Editor-In-Chief, The Observer
(London).*®

With the exception of a few independent reporters such as James Tucker,
Daniel Estrulin, and Alex Jones, Bilderberg has been remarkably successful
in keeping the media from disclosing its proceedings. In any other case,
inasmuch as, each year, the mainstream media is aware of 150 or so major
movers and shakers from the highest levels of political and corporate walks
of life assembling in one space, one would expect it to be covering it with
great detail. Consider the fact that the mainstream press is all over it when
even one celebrity comes to town. So why is media so compliant?

Members of Bilderberg, such as Rupert Murdoch, CEO of News Cor-
poration, are obviously interested in making money. The presumption
here is, therefore, that it is more profitable to keep mum than to get the
story out. Unfortunately, given the mainstream media blackout, this raises
many unanswered questions. This makes Bilderberg a breeding ground
for speculation.

This also makes those few independent journalists who are attempting to
investigate the group liable to being called “conspiracy theorists.” The effect
of this label is to destroy the credibility of any information they report. In
this way, Bilderberg can remain insulated from being taken seriously as a
politically influential organization.

Nevertheless, a rational investigation should not be short-circuited
by intimidation through the use of emotively pejorative labels. There
are bewildering facts in need of explaining (such as mainstream media’s
substantial representation in the group and its acquiescence in a media
blackout); and, therefore, it is rational to raise questions and to formulate
preliminary hypotheses.
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Bilderberg and the TIA Project

In particular, how much influence, if any, has Bilderberg wielded over
the development and deployment of the TIA network? Given that the
director of the National Security Agency (NSA) under Obama (Lt. Gen.
Keith Alexander) is also a Bilderberg member, there is at least a reason-
able suspicion that Bilderberg bears some connection to warrantless, mass
surveillance.

According to Tucker (who claims to have received his information
from unnamed inside sources), during the 2008 Bilderberg conference in
Chantilly, Virginia, a session was held on the possibility of mass, subcutane-
ous implanting of computer chips in human beings in order to track them
under the pretext of fighting the war on terror. Such a program would
permit “the ‘good guys’ ... to travel freely from airports so long as their
microchip could be scanned and the information stored in a database.”

According to Tucker, the session participants suggested that such a pro-
gram of mass-chipping could be sold to the public on the grounds that al
Qaeda has been recruiting individuals who do not “look like terrorists”—
blonde, blue-eyed westerners. Tucker also said participants discussed
the utility of such chipping to gain fast access to patient information in
hospitals in emergency situations. As will be discussed in Chapter 14,
such computer chips are already being implanted in certain select human
populations. Bilderberg’s alleged suggestion to implant surveillance chips
into all human beings is, therefore, not far-fetched.

Given Bilderberg’s global interests we would expect that Bilderberg
surveillance would indeed also be globalized and would therefore track
not just Americans but citizens of all other nations too. As was discussed
in Chapter 8, the infrastructure already appears to be in place to engage
global surveillance. This would portend a culture that transcends nation-
alistic or state control, one wherein the world is monitored and policed by
a single governing authority.

While the pretext for devising such a system has been to track terrorists,
the U.S. Patriot Act has already blurred the boundaries between foreign
intelligence gathering and criminal investigations in the U.S. Pursuant to
this Act, law enforcement can now use information acquired through ter-
rorism searches in criminal prosecutions that are unrelated to the terrorism
investigation. This means, in effect, that probable cause does not have to be
established in order to conduct an electronic criminal investigation of an
American person. This in turn means that warrantless mass surveillance
can in principle be used as a means of criminal law enforcement. This
raises the chilling image of Big Brother trolling for law offenders in order
to “bring them to justice.”
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The New World Order of Law Enforcement

Electronic surveillance law enforcement is already a fact of life in nations,
such as the United States and Great Britain, albeit with regard to enforce-
ment of traffic laws. Consider that a commonplace manner of being served
with a traffic violation is now through being contacted by mail after a sur-
veillance camera catches a traffic infraction. However, the legal floodgates
are now open to extend this model of electronic law enforcement to more
serious offenses. Further, with the increasing ubiquity of video surveillance
cameras, RFID tracking chips, and other new and emerging surveillance
technologies,*® we can expect facility for expansion of electronic criminal
law enforcement.

Insofar as this manner of law enforcement becomes a model for the
world, localized forms of law enforcement may gradually give way to more
centralized, electronically managed varieties. Virtual courtrooms located
in cyberspace may replace the current system of state and federal courts.
With gradual disintegration of geographical state and national borders,
the need for a world criminal court and a central authority to preside over
it will become increasingly more evident. At least, this appears to be what
Bilderberg anticipates.

In 2002, the United Nations established the International Criminal Court
(ICC), which is intended to have jurisdiction over all nations in the prosecu-
tion of individuals for such crimes as genocide, crimes against humanity,
war crimes, and crimes of aggression. More than one hundred nations
are presently members of this court.’’” While the United Nations is not
presently one of these nations, there is evidence that Obama supports the
United States’ membership. In response to a 2004 questionnaire conducted
by Citizens for Global Solutions, (then) Senator Barrack Obama indicated
that he supported U.S. ratification of the ICC Treaty, which would bring the
United States under ICC jurisdiction.*

According to Tucker, Bilderberg expects Obama to ratify the UN’s ICC
Treaty in the near future. “Bilderberg owns President Obama, who sees
himself as a ‘citizen of the world,” said Tucker. “He will be sweet-talking
Senate supporters who are afraid to back the treaty. He will be hoping for an
even more left-wing Senate after the 2010 election. His goal, as dictated by
Bilderberg, is to persuade the new Senate (to be seated in January 2010), to
ratify the ICC treaty late on a Saturday night, too late for the Sunday papers
or to make changes in the Sunday TV talkies.”*® At the time of this writing,
it remains to be seen whether the United States will indeed sign on to the
ICC under Obama. But, if it does, this will represent a further move toward
world government and away from national sovereignty.
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World Government: No Panacea for Liberals

The genuine possibility of a new world order in which there is a single gov-
erning worldwide authority may sound attractive to the liberal-minded. For,
like the Marxist ideology of communism, it may seem to suggest a world
united as one community of humanity and which human rights might be
preserved. However, as the experiment in communism has shown, pure
theory may lose something on its way to being practiced.

Under careful inspection, the Bilderberg ideology portends such a mate-
rial lose in its application. It’s reliance on corporate entities to set social and
political priorities has already shown its dangerous potential in terms of
exploitation of labor and the despoiling of the environment. Moreover, the
Bilderberg credo appears to be one that shuns transparency, operating in
private and seeing mass media as a tool to be manipulated for its own ends.
This is likely to be a Machiavellian world regime bent on the amassing of
power and the unilateral acquisition of knowledge, keeping an electronic
worldwide eye on all of us, and crushing any opposition to its own rule.
This is the Orwellian Big Brother on stilts.*°
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The American Death Squads

It was always at night—the arrests invariably happened at night.
The sudden jerk out of sleep, the rough hand shaking your shoulder,
the lights glaring in your eyes, the ring of hard faces round the bed. In the
vast majority of cases there was no trial, no report of the arrest. People
simply disappeared, always during the night. Your name was removed
from the registers, every record of everything you had ever done was
wiped out, your one-time existence was denied and then forgotten. You
were abolished, annihilated: vapourized was the usual word.!

hese are the words that George Orwell used to describe the “Thought
Police” This was the arm of government, a group of assassins, whose
job it was to kill any citizen who challenged the authority of Big Brother.

Every authoritarian regime has such a death squad. These assassins,
which operate in secret, report directly to the executive branch of govern-
ment and are not subject to oversight by any other branch of government.
The United States may now also have its own death squad.

In July 2009, the New York Times reported that a Central Intelligence
Agency (CIA) assassination program linked to former Vice President Dick
Cheney and concealed from Congress had been terminated by CIA direc-
tor Leon Panetta on June 23, 2009.> However, another fully operational
assassination program, operated by the U.S. Defense Department’s Joint
Special Operations Command (JSOC), may still exist. While the Obama
administration’s top national security officer, Dennis Blair, has contended
that the CIA program was not illegal, this contention is highly question-
able, and, unless rebutted, could obstruct a thorough and comprehensive
congressional investigation and leave the Cheney death squad intact.

In March 2009, New Yorker Magazine’s Seymour Hersh went on
MSNBC’s Countdown with Keith Olbermann and stated that the JSOC,
answering directly to Dick Cheney, has been “going into countries, not
talking to the ambassador or the CIA station chief, and finding people on
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a list and executing them and leaving. That’s been going on, well, in the
name of all of us” Hersh’s allegation came out of research he had been
doing for a new book, which he said might take a year or two before it was
published. There are two salient differences between the program reported
by the Times and that reported by Hersh. First, while the former program
had been operated by the CIA, the latter has allegedly been operated by
the JSOC, a military wing of the intelligence community separate from
the CIA; and second, the purported JSOC program was fully operational
while, according to Times sources, the CIA program was not. Given these
two fundamental distinctions between the programs in question, they
could not possibly refer to the same program.

In fact, in 2008, Hersh had reported that the Bush administration
believed that covert CIA operations were harder for the President to keep
from congressional oversight than clandestine military activities. So, it
classified anything secret as military rather than as CIA. This provides
a possible rationale for why the Bush administration may have had a
military intelligence program that operated independently of the CIA.

Assuming the accuracy of both Hersh’s and the Times’ sources, the logi-
cal conclusion to draw is that there might have been, and still may be, a
fully operational assassination program under the Obama administration,
notwithstanding the fact that the CIA program has now been ended. If this
is true, it represents a chilling aspect of a burgeoning culture of control in
America.

As discussed in Chapter 3, on July 31, 2008, President Bush issued an
amended version of Executive Order 12333, which placed the National
Director of Intelligence (NDI) in charge of the entire intelligence com-
munity, answerable directly to the President, and requiring the heads of
each agency, including the Defense Department, to “provide the Director
access to all information and intelligence relevant to the national security
or that otherwise is required for the performance of the Director’s duties.”
Therefore, if the JSOC program presently exists, then the current NDI,
Dennis Blair, is probably aware of its existence; in which case, Blair may
have reason to fear a thorough investigation of the CIA program inasmuch
as it may lead to exposure of the JSOC program. As such, it is possible that
the termination of the CIA program may serve as a red herring, deflecting
further attention from the existence of an assassination ring currently in
operation by the Pentagon.

There are two reasons why such a program would be illegal. The first is
that political assasinations were outlawed under the Gerald Ford adminis-
tration. In 1976, Gerald Ford issued Executive Order 11905, which stated,
“No employee of the United States Government shall engage in, or conspire
to engage in, political assassination” (5(g) Prohibition on Assassinations).
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Second, according to Title V—“Accountability for Intelligence
Activities”—of the amended 1947 National Security Act, consistent with
procedures established by the DNI to protect unauthorized disclosure of
classified information,

The President shall ensure that the congressional intelligence committees
are kept fully and currently informed of the intelligence activities of the
United States, including any significant anticipated intelligence activity as
required by this title.?

Still, DNI Dennis Blair denied that the CIA program breached the National
Security Act. While he agreed with Panetta that the CIA program should
be closed down, this was not because it was illegal. Rather, according to
Blair, the program raised serious questions among intelligence officials
about its “effectiveness, maturity and the level of control.” According to
Blair, the law did not require notification of congressional intelligence
committees but was instead “a judgment call.”*

A “judgment call?” The basis of Blair’s claim appears to derive from a
dubious interpretation of the National Security Act. According to the Times,
while the amended Act requires the president to make sure the intelligence
committees “are kept fully and currently informed of the intelligence activi-
ties of the United States, including any significant anticipated intelligence
activity,” the Act also

leaves some leeway for judgment, saying such briefings should be done
“to the extent consistent with due regard for the protection from unauthor-
ized disclosure of classified information relating to sensitive intelligence

sources and methods or other exceptionally sensitive matters.”

However, this interpretation of the Act is misleading at best because the
proviso that briefings be done consistent with “due regard for protec-
tion from unauthorized disclosure” is addressed in Section 1102 of the
Act, which requires that the DNI establish “programs and procedures
by which sensitive classified information relating to human intelligence
is safeguarded against unauthorized disclosure” by all employees of the
intelligence community.® This means that disclosure to congressional
intelligence committees must be made in accordance with programs and
procedures established by the DNI to guard against unauthorized disclo-
sure. This is far from saying that the DNI or any other member of the
intelligence committee has discretionary power as to whether or not to
disclose actual or anticipated covert intelligence activities to congressional
intelligence committees.
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Such an interpretation of the law, especially with regard to a program of
political assassination (which is already illegal), would fly in the face of the
point of the disclosure provision of the Act. This point is to guarantee that
there is adequate congressional oversight of the intelligence community.
Inasmuch as the DNI reports directly to the president and has authority over
all other elements of the intelligence community, a discretionary law would
be tantamount to giving the president unitary executive authority over
intelligence. While this is consistent with dictatorship, it is not consistent
with the system of checks and balances conceived by the Founding Fathers.

Accordingly, the National Security Act was violated insofar as the con-
gressional intelligence committees were not informed of actual or antici-
pated activities of the CIA or JSOC assassination programs. Indeed, if such
a law applies anywhere, it applies in the case of systematic programs aimed
at conducting political assassinations.

Given the legal requirement that the president keep congressional intel-
ligence committees informed of such activities, it is clear that President
Obama is legally required to ensure that such disclosure is made. While
this legal requirement appears to have been satisfied by the Obama admin-
istration regarding the CIA program, it remains to be seen whether it will
be accomplished regarding the allegedly more robust JSOC program.

At least, there are now two sufficient reasons for thinking that the Bush
administration violated the law by conducting its CIA assassination pro-
gram, even if this program was not fully operational and only “anticipated”
assassinating individuals on its list. Therefore, adequate closure of this issue
demands a thorough congressional investigation. Should this investigation
turn up the JSOC program that, according to Seymour Hersh, has been in
full operation, then the Obama administration may also have to do some
explaining.

A possible litmus test as to the involvement of the Obama administra-
tion in the continuation of the Bush death squads may be how cooperative
it is in the launching of a thorough, impartial investigation. Unfortunately,
Dennis Blair’s denial that the CIA program was illegal already casts doubts
on the Obama administration’s willingness to cooperate in conducting
such an investigation.

The Obama administration has persistently claimed allegiance to the rule
of law; but to date, it has been reticent to conduct investigations into viola-
tions of the rule of law by the Bush administration. If America is to move
beyond mere rhetoric in reestablishing itself as a moral leader, it should seize
this opportunity to prove its forthrightness in practicing what it preaches.
Unfortunately, the Obama administration’s Justice Department has so far
not conducted an investigation regarding the operation of such secret,
unlawful programs of political assassination.
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Nor has the mainstream media, including the New York Times, pursued
the matter. This does not bode well for restoring America’s moral author-
ity and regard for the rule of law. To the contrary, it represents another case
in which our system of checks and balances, those of both government and
media, has failed to operate.

The death squad that existed under the Bush administration and the
even more clandestine one that may exist now under the Obama admin-
istration do not literally read people’s thoughts to check to see if they are
guilty of crimes. However, as discussed throughout this book, government
agencies, such as the NSA, CIA, FBI, and undoubtedly the JSOC have
access to a vast system of Total Information Awareness (TIA) and warrant-
less mass surveillance. Inasmuch as this technology is imperfect and prone
to false positives, it can misidentify and link innocent people to terrorist
activities. Add to this, the existence of a secret assassination squad that
operates beneath the radar of congressional oversight and the prospect
of Orwell’s Thought Police, who come in the dark of night to “vaporize”
their suspects, is not farfetched. As if this were not enough to chill the air,
the Defense Department is now at work on the technology that literally
reads thoughts.”
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Big Brother is (Literally)
Watching You: The Manhattan
Security Initiative

s has been emphasized in this book, America has become a culture

fixated on fighting a bogus “war on terror.” National fear and appre-
hension about the possibility of the next terrorist attack have made average
Americans receptive to increasing levels of government interference with
their civil liberties. Americans have now become desensitized to hav-
ing their personal e-mail and phone messages searched by the National
Security Agency (NSA). They have accepted the fact that any books that
they purchase on a credit card or check out from the public library will be
added to an NSA database along with credit card, healthcare, and finan-
cial information. Now, in major U.S. cities, such as Los Angeles, Chicago,
and New York, Americans are facing another level of surveillance that
will make the Orwellian mantra of “Big Brother is Watching You” a literal
reality.

The Manhattan Security Initiative

In 2007, New York City began its “Lower Manhattan Security Initiative,”
which, when completed, will include a network of some 3000 televi-
sion cameras “designed to help ensure public safety and security, and to
detect, deter, and prevent potential terrorist activities.”! As of 2009, this
network spanned a 1.7-square-mile area, which included the New York
Stock Exchange, Federal Reserve Bank, Brooklyn and Manhattan Bridges,
World Financial Centers, World Trade Center memorial site, PATH train,
and other major financial institutions; and approximately US$24 million
in federal grants had been provided to expand the initiative to include
Midtown Manhattan. The system also includes chemical, biological, and
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radiological sensors intended to detect potential terrorist threats; and it
also includes license plate readers, which can zoom in on license plates of
suspects.?

While video cameras have previously been used in public and private
areas for crime prevention and monitoring, the new technology is sig-
nificantly different. Conventional cameras have the capacity to capture
and store moving video, but it must first be downloaded before it can be
viewed and analyzed; and this might only be done when the need arises.
In contrast, video captured by the new technology is sent directly to a central
surveillance center (the so-called “Lower Manhattan Security Coordination
Center”) where it is monitored and analyzed by a team of counterterror-
ism specialists. According to the New York Police Department, this Center,
which opened in October 2008, is staffed by police officers of the NYPD
Counterterrorism Bureau, but also includes staff from the private sector.’

However, in addition to involving the local police, the new cameras can
also transmit data in real time to federal agencies in Washington, includ-
ing the Department of Homeland Security and the Federal Bureau of
Investigation (FBI).* It appears, therefore, that the New York surveillance
system is, or will be, a component of the Total Information Awareness
(TIA) network, which can integrate the transmitted videos with all other
federal databases including the FBI’s biometrics database, which includes
fingerprints, DNA samples, iris patterns, face-shape data, scars, tattoos,
and unique mannerisms, such as the ways people walk and talk.’> This
also means that the data transmitted through the New York system can
be filtered and linked to data in these other databases through use of the
NSA’s various TIA software technologies as was described in Chapter 2.

The New York Security system also integrates private security cameras
as well as public ones. According to the NYPD, “When fully operational,
it will include data from several thousand cameras, a significant portion
of which are provided by private companies in the finance, banking, com-
merce, transportation, and telecommunications industries.”® This means
that surveillance is not limited to public areas such as streets, government
buildings, and parks. Given this breakdown in boundaries between public
and private zones, the chilling Orwellian image of telescreens in every
room may be on the horizon.

The London Ring of Steel

In fact, the New York surveillance system is not novel and was based on
the “Ring of Steel” system that surrounds London. The British govern-
ment began developing this system in August 1993 after the bombing
of Bishopsgate in London by the IRA. The system presently consists of a
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network of thousands of surveillance cameras that can read license plate
numbers, and identify faces. According to the Guardian, a British news-
paper, “It is understood the system also utilizes facial recognition software
which automatically identifies suspects or known criminals who enter the
eight-square-mile zone.”” But, in order to have this capacity, the cameras
must be keyed into a database, which contains biometric information used
by facial recognition software to provide matches.

This indeed raises questions as to whether information being received
through the London cameras is systematically being sent to British intel-
ligence for analysis. Thus, according to Gareth Crossman, Director of the
British human rights organization, Liberty, “We would be concerned that
it would be just a ‘fishing’ exercise where large amounts of data are passed
over to the police or the security services and they just sift through it” But,
according to a source for the Guardian, “data would only be passed onto
the intelligence and security services in the case of a genuine suspect or
known criminal, in keeping with the law.”®

Still, the use of facial recognition software to identify suspected ter-
rorists suggests that the London surveillance system must already be
interfaced with an intelligence’s database containing terrorist suspects in
order for it to find matches. According to the Guardian, “Images will be
cross referenced to intelligence and police databases of suspects.” So it
appears that the video cameras also routinely send digital images to British
intelligence computers, which in turn use facial recognition software to
look for matches between data stored in the government database and the
transported digital images.

This plot thickens still because, as was discussed in Chapter 8, Britain
is part of the UKUSA global surveillance alliance, which means that the
London “Ring of Steel,” through its interface with the British intelligence
system, may ultimately also interface with Echelon, the global network
based in the United States. So, what is caught on camera in London may be
shared with the NSA in the United States through an intricate and massive
surveillance web of network connections. In the least, it is quite clear that
the infrastructure is in place to accommodate such an incredibly complex
and throughgoing surveillance system. Hence, even if it is not currently
fully operational, this may be only a matter of time.

Breaching the Divide between Public and Private Zones

There are two questions that cannot rationally be avoided. How effective is
such a surveillance system likely to be in averting future terrorist attacks?
And, is whatever protection that might be afforded by this system worth
the sacrifice of privacy?
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Systems such as the New York and London surveillance networks will
have the capacity to learn the daily behavioral activities of average citi-
zens, capturing them on camera—anything from someone going to the
bathroom to a closet gay person having a “clandestine” rendezvous with
his or her lover. Indeed, no matter how open a person may be about his
or her personal life, everyone has secret, private things that he or she does
not want monitored by state authorities. As Jim Harper, the Cato Institute
Director of Information Planning, states, “When law abiding citizens go
out in public and move around, they don’t expect people to use new high-
tech surveillance technology in order to track us and monitor us, extract-
ing untold information in the process.”'

When such mass, warrantless surveillance also occurs in private (non-
public) zones, such as where one lives or works, the invasion of privacy is
unequivocally unlawful; for while one cannot (legally) insist on privacy
on a public thoroughfare, this is not the case when the invasion of privacy
occurs in a private facility. And, while it may be contended that one tac-
itly consents to such surveillance when one uses this facility, even this
lame argument unravels when surveillance cameras become ubiquitous
and cannot reasonably be avoided. Unfortunately, once the boundaries
between public and private domains have been breached, there are no
constitutional constraints left to stop the invasive progression.

Shortcomings of Camera Network Technologies to
Stop Terrorist Attacks

Given the inherent dangers of surveillance networks such as New York
and London’s, it is hard to see how these projects could be warranted
even if it they had the potential to stop a future terrorist attack. However,
there is no clear empirical evidence to suggest that a network of surveil-
lance cameras like the ones in New York and London will be effective in
stopping a further attack. Indeed, terrorists who are savvy enough to suc-
ceed at a terrorist attack will be aware of the existence of these cameras,
know their vulnerabilities, and will find ways to work around them. For
example, facial recognition software will be of little value if the suspect
has undergone cosmetic surgery or has otherwise covered up or removed
any identifiable markers on the basis of which the software could find a
match.

Moreover, it appears that such cameras may be more effective in provid-
ing information after the fact than prior to a terrorist attack. For example,
500,000 cameras may have proved useful in figuring out what went wrong
in the wake of the July 7, 2005, bombings in London when four terrorists
set off bombs killing 50 and injuring 700. The terrorists in question were
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not on any government watch list and, therefore, facial recognition soft-
ware could not have been of any use in the first place.

A more recent example is the May 1, 2010, attempt to explode a bomb
that was left inside a car parked in Times Square. A surveillance camera
captured footage of the suspect walking away from the car as he removed a
layer of clothing; however this footage did nothing to prevent the attempt
in the first place. Instead, a t-shirt vendor in the area noticed smoke
coming from the car and contacted the police. Thus, the potential threat
was already identified before the surveillance camera footage was even
reviewed.!!

Further, unless surveillance cameras are ubiquitous, terrorists can
always target an area where there are no such cameras. But if the cameras
are ubiquitous, then we will have won the battle at the expense of having
lost the war; for then we will have transformed into a full-fledged police
state.

Giving police and/or federal authorities the power to monitor law-
abiding citizens in the course of their daily activities portends serious
potential for abuse. In Chapter 6, it was seen how surveillance of elec-
tronic communications for the official purpose of searching out terrorists
morphed into also monitoring journalists and media organizations; and
how government’s handling of the program of embedded reporters led to
censorship, even to the point of using a public relations firm to screen out
journalists who disagreed with the government’s war policy. These and
myriad other instances of government abuse suggest untoward potential
for abuse in the case of systematic video camera monitoring of citizens.

For example, the system might be used to target antiwar demonstrators
exercising their right to peaceful assembly, and perhaps follow around
individual members. Technologies can also be attached to surveillance
cameras that can capture citizens in private areas that would otherwise
not be visible to other humans. For example, during the 2004 Republican
National Convention in New York City, a police helicopter videotaped a
nighttime demonstration, using a camera with special thermal-imaging
equipment designed to fight terrorists. The camera was then turned on a
couple having intimate moments on the terrace of a second avenue pent-
house. “High above Second Avenue, they seemed to be shielded from view
by a wall of shrubs and the nearly total darkness.”!? The video was eventu-
ally posted to the Internet.

Such incidents should underscore the fact that those who are watching
behind the cameras are human beings, and human beings do not always
play by the rules. If it is the job of an individual to sit behind a computer
all day and watch citizens in the course of their daily activities, it is inevi-
table that at least some of these watchers will become bored and use their
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awesome spying power for things unrelated to looking for terrorists or
criminals.

Add to this that new technologies have already been invented that can
literally see through walls with use of computerized equipment that uses
sound waves to capture three-dimensional images through a wall or door.*?
Military and law enforcement agencies already have designs on use of such
computer technology and it may not be long before it shows up attached to
mass surveillance systems like the ones in New York and London, thereby
further eroding privacy, even behind closed doors.

Further, given the human propensity toward unfair discrimination
(never mind police corruption), it would be naive to suppose that at
least some police officers would not be inclined to target an individual
as “looking suspicious,” say if this person looked to be Middle Eastern.
Indeed, as was discussed in Chapter 3, the FBI’s current surveillance rules
already permit such discrimination. Now with networks of surveillance
cameras, the state can not only target the electronic communications of
persons who have Middle Eastern names; it can also target them based
on how they look. Why not just program facial recognition software to
confirm someone’s Middle Eastern status by matching it up with a generic
set of racial characteristics? A Pandora’s box of unjust discrimination is
opened when the hunt for terrorists by officers of a culture at “war” against
terror is broadened to peering through incredibly powerful computerized
lenses at the congested streets of cities like New York and London, search-
ing for people who look “suspicious.”

Further, surveillance cameras utilizing facial recognition software are
inherently subject to error. In fact, according to studies sponsored by the
Defense Department, such software is accurate only 54 percent of the
time.! Its accuracy is also affected by such factors as glare on eyeglasses;
wearing sunglasses; long hair obscuring the face; poor lighting that over
or underexposes the face; or lack of resolution when the image is taken
at a distance.' Insofar as facial recognition software has the potential to
misidentify and confuse a law-abiding citizen with a suspected terrorist
included in an FBI database, surveillance systems that utilize such software
subject all of us to risk of being misidentified.

The Need for Technologies that Balance Security against Privacy

However, this does not mean that there are not any alternative technolo-
gies that may offer protection against terrorist attacks but are less likely
to abridge civil liberties. For example, both New York and London sur-
veillance systems include sensing technologies that can detect potential
terrorist threats. While these sensors are incapable of detecting all types
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of chemical and biological threats, and false positives are a factor, they
still are not likely to cause abridgments of privacy of the magnitude asso-
ciated with mass surveillance using a network of cameras tracked to a
main hub and keyed into the databases of federal agencies. Thus, a more
sober approach to fighting crime—which is what fighting “terror” really
is—might include deployment of such sensing technologies.

Such sensors might also be used in conjunction with security cam-
eras while still not placing millions of people under surveillance. This
would be true if such technology was interfaced with surveillance cameras
that switched on only if the sensors were triggered by certain chemical,
biological, or radioactive agents coming within range of the sensors; this
would also mean that only the camera within the proximate vicinity of the
agent in question need be activated. Such a system could accordingly offer
added protection against terrorist attacks without using mass surveillance.

This is not necessarily to recommend such a system, because the infra-
structure required to build it might still be used covertly to engage in mass
spying. Other safety valves would need to be built into the technology.
Unfortunately, in designing the infrastructure of the New York and London
surveillance systems, federal and state authorities have apparently not made
any such effort to balance the right to privacy of millions of Americans
against whatever security these systems might provide.

The proposal to build failsafe systems that do not conduct mass sur-
veillance is not likely to satisfy those who demand certainty in protecting
against a future terrorist attack. However, it should be borne in mind that
no technologies are perfect, and, as is true of any other type of crime pre-
vention, it is unrealistic to demand certainty. But the same thing could also
be said about mass surveillance through the use of a network of thousands
of cameras equipped with facial recognition software and technology
that could even see through walls, monitored by local police and federal
agents.
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Beyond 1984: New Frontiers of
Mass Surveillance

Surveillance cameras have finite ranges within which they can track a
person. However, there are currently other technologies that can be
used to track people in real time, which are not constrained by location.

Cell Phone Surveillance

One such technology is the common cell phone. Equipped with Global
Positioning (GPS) capacity, if such a wireless phone is turned on, its loca-
tion can be determined within 25 meters or less so that the individual
carrying it can be tracked in real time.

In February 2010, following a lead from the Bush administration, the
Obama Justice Department argued in favor of warrantless tracking of cell
phones. Regarding a case before a U.S. appeals court, it held, “An individual
has no Fourth Amendment-protected privacy interest in business records,
such as cell-site usage information, that are kept, maintained and used by a
cell phone company.”! If so, then the government can follow anyone about,
from place to place, without a warrant. Thus, not only can the content of
our electronic messages and Internet activities be monitored, our physical
location can also be tracked in real time.

In fact, the precedent for government to track our physical locations
through our cell phones was set as early as 1994 with passage of the
Communications Assistance for Law Enforcement Act under the Clinton
administration. According to Section 103 (“Assistance Capability Require-
ments”) of this Act, telecommunication carriers are required to ensure
that their equipment, facilities, and services are capable of supporting
government surveillance in the provision of “call-identifying information,”
such as the origin, direction, destination, and termination of each com-
munication generated or received by a subscriber. And it required that
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telecommunication carriers ensure that they have the capability of “expedi-
tiously isolating and enabling the government, pursuant to a court order or
other lawful authorization, to intercept . . . all wire and electronic commu-
nications carried by the carrier within a service area to or from equipment,
facilities, or services of a subscriber of such carrier.”? Unfortunately, in con-
travention of the Fourth Amendment, the FBI has exploited such capability
to conduct surveillance of individuals without warrant or probable cause.?

But cell phone surveillance is just the tip of a burgeoning technological
iceberg. Cell phones can be left behind or turned off at will. However, there
are new and emerging technologies that can be implanted in persons and
therefore can track them wherever they go in real time without being dis-
connected. The twenty-first century will predictably make such 24/7 sur-
veillance of millions of people a reality. The trend toward the development
of miniaturized surveillance devices (so-called nanotechnology) is picking
up momentum and these technologies are now beginning to be used.

Radio Frequency ID Technologies and Government Surveillance

One such technology is Radio Frequency Identification (RFID) microchips,
which can be smaller than a grain of sand. These devices have the capacity
to store data, which can be read at a distance by an RFID reader. Like our
cell phones, the emerging technology also has GPS capacity and can thus
be used to locate and track a person or object carrying the device.

A common use of RFID chips has been for inventory control. When
embedded in a product, it can provide product information when
scanned. In this respect, it functions like a bar code. However, unlike a bar
code, which provides generic numbers for product lines, RFID chips assign
a unique number to each particular item. Moreover, they can record the
name of the purchaser of the product as well as credit card information if
bought on credit. This means that the products with RFID chips in them
have the potential to supply personal information to those who have the
equipment to read them.

RFID chips have been embedded in animals such as livestock as well
as in pets to keep track of them. They can be found in numerous other
places, including driver licenses, passports, identification cards, automatic
toll systems, credit cards, vehicle identification systems, airport baggage
tags, and automatic gates.

Now RFID chips are also being implanted in human beings, not just
human artifacts. In 2004, the Food and Drug Administration approved the
use of RFID chips for subcutaneous implantation in patients in hospitals,
which could be used by medical staff to access computerized patient
information such as the patient’ medical history.* The maker of this chip,
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Verichip, has also lobbied the Department of Defense to embed RFID
chips in soldiers to replace the standard “dog tags.” Other human applica-
tions include implanting them in children, and even in prisoners.

No doubt, there are practical reasons for such applications to humans.
Thus, this incredibly versatile, new technology can not only be used to
identify a stolen vehicle but can now also be used to locate a missing
child. In fact, Solusat, the Mexican distributor for Verichip, has marketed
an RFID chip for this purpose under its VeriKid program.’ RFID chips
embedded in patients can provide quick access to patient information in
emergency situations and help to avoid medical errors; embedding RFID
chips in soldiers can hold more information and would be more difficult
to remove than a dog tag;® and as a form of “inventory control,” prisons
can better keep track of prisoners by RFID-tagging them.

In fact, the London justice department has begun to explore the idea of
using a hypodermic needle to inject such devices into the back of the arms
of certain inmates, such as sex offenders, then releasing them from prison,
thereby freeing up space in overcrowded British prisons. The prisoners
would be tracked by satellite and barred from entering certain “safe” zones
such as schools, playgrounds, and former victims” homes.”

An Emerging Internet of Humans

One wave of research concerns the creation of “an internet of things”
whereby RFID interfaces are constructed between cyberspace and physical
objects, thereby permitting two-way exchanges between online software
technologies and databases, on the one end, and objects in the material
world, on the other end. Thereby, these objects can be identified, tracked,
traced, monitored, and controlled.

The “internet of things” project began as a research project by
Massachusetts Institute of Technology’s Auto-ID Labs to help the
Department of Defense precisely track and control billions of dollars of
military inventory; but there is already concern by prominent technology
watchdog organizations, such as the Electronic Frontier Foundation, that
the government may also have designs on using such systems for purposes
of monitoring and collecting information on peoples’ interests, habits, and
activities through the things that they purchase.?

While giant retail corporations, such as Wal-Mart—a major proponent
of the use of RFID chips—would probably be motivated to use the acquired
information to tailor advertising campaigns to the purchasing inclina-
tions of potential customers, the government would still be able to acquire
this personal information from the commercial sector for surveillance
purposes. Further, since RFID chips have already begun to be embedded in
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human beings, the progressive development of such a project may come to
embrace human beings along with physical objects. Thus, with the advance
of an “internet of things,” human beings, like physical inventory, might be
“tagged” with an RFID chip and systematically tracked, traced, monitored,
and controlled.

Indeed, once the infrastructure is set for putting human beings online
using RFID technologies, it will be possible for government to take the war
on terror to new heights by keeping track of all persons residing or enter-
ing the United States, requiring that they have online tracking status. This
would be the logical conclusion of a “war” policy that subordinates privacy
to “winning” the war on terror. It would take to its logical conclusion the
technological imperative that says to use whatever surveillance technology
works best to stop terrorism.’

In fact, for purposes of fighting the war on terror, the 9/11 Commission
Report Implementation Act of 2004 was passed, which directs that the
U.S. plan for “a comprehensive integrated screening system” and a require-
ment for “biometric passports and other secure identification for all travel
into the United States by U.S. citizens and individuals for whom immigra-
tion and nationality documentation requirements have previously been
waived.” These provisions have been taken to provide the authority to
develop a national identification card. Such cards would utilize “biometric
technologies” and would “link to relevant databases and data systems,”
presumably including the FBI’s biometric database.!® For these purposes,
biometric “identifiers” might include anything from fingerprints to an
individual’s genome.

While such a card would not be embedded beneath our skin, we would
all be required to carry one at all times. Eventually, however, issues of expe-
dience, such as eliminating problems of loss, damage to RFID chips, and
greater efficiency in hunting down terrorists, could be used as rationales
to embed these chips in one’s body, perhaps at birth.

As the “internet of things” evolves and becomes more mainstream, the
need to establish checkpoints at which our cards (or our bodies) are scanned
by an RFID reader may become obsolete. The next logical step in fighting
the war on terror would then be to require that all citizens be wirelessly con-
nected to government central command and control at all times, thereby
assuring that we will each be constantly monitored in real or near-real time.

Are such possibilities speculative? Yes, but the potential of RFID tech-
nologies to become an incredibly oppressive kind of surveillance is not
speculative. As was discussed in the preceding chapters, there is now a
trend for government to override privacy for the sake of “winning the
war on terror.” Viewed in this light, it would be presumptuous to think
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that such technology would not be so used—at least if government does
not depart from its current tendency to abridge the right to privacy in the
name of national security.

RFID Surveillance Cameras in the City

RFID technologies are also currently being combined with surveillance
camera technology. For example, the Tokyo-based, high-tech corporation,
NEC, has created such a hybrid system that can provide continuous track-
ing of people and vehicles. When one of the system’s cameras recognizes
a moving object with an RFID tag, an RFID reader reads the tag. The
system can also track the position of the object using its RFID reader, even
if the object is not detected by the surveillance camera.'! Such technology
may well find its way into such surveillance systems as the New York and
London systems discussed in Chapter 13.

DARPA’s Persistent Stare Exploitation and Analysis System

As if such ground-based surveillance camera systems were not enough, the
Defense Advanced Research Projects Agency (DARPA) has also solicited
proposals for research into development of a “Persistent Stare Exploitation
and Analysis System” (PerSEAS),!? a software program “for automatically
and interactively discovering actionable intelligence from wide area motion
imagery (WAMI) of complex urban, suburban, and rural environments.”!?

This form of information system would use aerial surveillance cameras
and sensors to look for relationships and anomalies in WAMI data that
indicate “suspicious behavior, match previously learned threat activity, or
match user defined threat activity” To carry out these functions, PerSEAS
would also receive and send information from and to other intelligence
databases, and would, therefore, appear to be another anticipated compo-
nent of the existing Total Information Awareness (TIA) network of data-
bases and link and analysis technology. In this interactive, supercomputing
environment, PerSEAS would be able to issue near-real time alerts intended
to interdict developing threat activities.!*

We might, therefore, expect to see PerSEAS being deployed to avert
terrorist threats in major U.S. cities. In this case, we might look forward to
a time in the not-so-distant future when unmanned drones will fly over
the rooftops of our homes, businesses, and schools carrying airborne sur-
veillance technology; collecting data on our daily activities; and sending it
to an NSA supercomputer for analysis.
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The DARPA/IBM Global Brain Surveillance Initiative

Going beyond monitoring such aspects of human life as behavior, elec-
tronic messaging, and geographical location is the direct monitoring of
people’s mental aspects, such as their thoughts, perceptions, and emotions.
In December 2008, IBM and collaborators from several major universi-
ties were awarded US$4.9 million from DARPA to launch the first phase
of its “Systems of Neuromorphic Adaptive Plastic Scalable Electronics
(SyNAPSE) initiative.” Under this grant, IBM has launched its “cognitive
computing initiative” to develop a (literal) “global brain.”!> According to
Dharmendra Modra, IBM researcher and manager of the initiative,

So the quest is cognitive computing, which is about engineering aspects
of mind such as emotion, perception, sensation, cognition, emotion [sic],
action, interaction by reverse engineering the brain and then to deploy this
technology by connecting it to vast array of sensors, billions, trillions of sen-
sors, such as sight, hearing, taste, touch, and smell; but even going further,
to non-biological sensors: sensors monitoring the forest; sensors monitor-
ing the oceans; sensors monitoring people, animals, organizations, homes,
cars; and to stream this vast amount of data in real time or near real time to
[a] global brain that can extract patterns, large scale invariant patterns, from
the sensory overload and to act and respond to this data.'®

The enormity of this project is glaring. Nonetheless, its intentions seem
clear, and they include, among other things, the global monitoring of human
beings’ most intimate and personal space: what is going on inside their
minds; and then what is going on inside their organizations, their homes,
and even their cars.

A brain that literally contained everyone’s cognitions might be the
ideal of such a system of control, but even a less ambitious project of this
nature would be chilling. DARPA’s other research may provide a clue as to
what direction this project might take regarding the monitoring of human
subjects.

DARPA’s interest in brain machine interfaces has been ongoing at least
since 2000. It has succeeded in “reading” the brain of a monkey using
electrodes implanted into its cerebral cortex. In 2004, DARPA funded a
US$19 million program led by a Duke University neurobiologist, Miguel
Nicolelis, in which a monkey was able to control a remote robotic arm
hundreds of miles away, through a two-way wireless interaction between
the monkey’s cerebral cortex and the robotic arm.!”” DARPA’s military goals
for this project included giving combat soldiers the power to remotely
control military equipment and weapons at a distance through such brain
machine interfaces (BMI). As was mentioned in Chapter 1, another goal
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of DARPA is to remotely control the soldiers themselves through the use
of peripheral devices wirelessly interfacing with their brains, including
remotely controlling natural emotions, such as fear, and feelings, such as
that of fatigue, in combat situations.

According to DARPA, an objective in connection with building such
remotely controlled BMI interfaces is,

Extraction of neural and force dynamic codes related to patterns of motor or
sensory activity required for executing simple to complex motor or sensory
activity (e.g., reaching, grasping, manipulating, running, walking, kicking,
digging, hearing, seeing, tactile). Accessing sensory activity directly could
result in the ability to monitor or transmit communications by the brain
(visual, auditory, or other). This will require the exploitation of new inter-
faces and algorithms for providing useful nonlinear transformation, pattern
extraction techniques, and the ability to test these in appropriate models or
systems.!?

Here, there are profound implications for DARPA/IBM’s cognitive com-
puting initiative to build a “global brain.” If sensors that monitor and
control soldiers’ motor and sensory brain activities were “plugged into”
a global brain through BMI interfaces, the possibility would emerge of
remotely controlling and coordinating an entire army of soldiers by net-
working their individual brains with TIA link and analysis software, and
all databases of the remote, main brain. The stored data and supercom-
puting capabilities could then take account of exact coordinates of enemy
lines, military targets, geographical conditions, such as weather, terrain,
and climate, and a host of other relevant data input that could give an
army a marked, logistical advantage over a nonnetworked opponent.

Of course, this advantage would be purchased at the expense of turn-
ing human soldiers into military robots plugged into a literal network of
remotely controlled fighting machines. There would be little left that would
make them distinctively human. Their brains would serve as biological
peripheral devices of a main “motherboard” that would contain the pri-
mary hard drive, to which all sensory and motor input would be uploaded,
and from which all pertinent information and commands pertaining to real
time or near-real time military operations would be downloaded.

DARPA has already succeeded in learning how to remote control insects
such as the giant flower beetle using BMI interfaces:

The beetle’s payload consists of an off-the-shelf microprocessor, a radio
receiver, and a battery attached to a custom-printed circuit board, along
with six electrodes implanted into the animals’ optic lobes and flight mus-
cles. Flight commands are wirelessly sent to the beetle via a radio-frequency
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transmitter that’s controlled by a nearby laptop. Oscillating electrical pulses
delivered to the beetle’s optic lobes trigger takeoff, while a single short pulse
ceases flight. Signals sent to the left or right basilar flight muscles make the
animal turn right or left, respectively.’

While it may be possible to create nonbiological, robotic beetles, it appears
to have made more sense to DARPA to utilize the innate, natural flight
control capacities of the insect, integrating sensory feedback from its own
sensory systems, instead of attempting to replicate these systems robotically.
Analogously, DARPA’s goal of using BMI technologies to control biological
soldiers, rather than robotically replicating humans’ natural navigational
capacities, may have seemed to it the most expedient approach.

It is possible that, with the aid of a tiny surveillance camera attached to
its back, online insects like DARPA’s giant flower beetle could be used to
run search and rescue missions. However, this research clearly supports its
objective to produce remotely controlled soldiers. Seen with this goal in
view, DARPA’s remotely controlled beetle research portends an ominous
possibility for human subjects.

Having begun with implanting BMI interfaces in monkeys, graduating
to soldiers, the technology might then be extended to further populations,
for example, physicians performing delicate surgery. But why limit BMI
technology when it could also be used to improve parenting skills; expo-
nentially expand individual intellects and knowledge bases; and eliminate
or greatly reduce accidents on the highways, criminal activities, and, of
course, “win the war on terror.” In other words, why not make BMI/global
brain technologies mainstream.

If this technology were mainstreamed, it would portend new roles for
the giant telecoms. Thus, independent service providers for delivery of
SyNAPSE services might permit access to the global brain comensurate
with how much one could afford to pay. Those who could afford the
premium plan might operate in the “fast lane” of this neuvo-net, global
information highway, while those who could not, might maximally receive
“basic” service.

Given that FISA laws continue to require telecoms to cooperate with
government in monitoring all electronic communications passing through
its switches, we could expect that the global brain network would be
“administered”by the federal government. This would be a post-Orwellian
age, an age in which an “internet of things” had morphed into an internet
of humans, and humans into a network of peripheral, embodied brains
attached to a main brain. Fortunately, this vision is still in the realm of
science fiction. But the cyber infrastructure and basic technologies needed
to remove it from science fiction and place it in the realm of science are
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already realities. Indeed, DARPA’s BMI technologies have already arrived
and can be expected to improve.

Currently, sensors must be situated on the scalp or surgically implanted
inside the brain cavity in order to monitor neural brain impulses. In fact,
several patents have already been issued, which describe forms of brain
machine interfaces. Moreover, patents have been issued that improve the
techniques for wireless transmission of the brain patterns intercepted by
BMI interfaces. Much of this BMI research has been funded by DARPA,
which is likely to continue to make improvements on the methods for inter-
cepting brain activity, coding it, and transmitting it through cyberspace.

It has classically been a mark of paranoia for one to cover one’s head with
tin foil in order to prevent someone from “picking” one’s brain. However,
as BMI technologies improve, it is possible that new sensing means for
acquiring the cognitive content of one’s brain could be developed that allow
remote access to the brain, that is, without placing sensors on or inside the
skull. If this happens, then it will be possible for subjects to involuntarily
have their thoughts monitored, tracked, and (literally) stolen. This might
also open the floodgates for involuntarily connecting persons to a global
brain network, thereby having one’s sensory and motor brain activities
remotely controlled by others, notably by the federal government.

Such prospects will likely be perceived by most as very bleak. So
unthinkable are such applications of technology that we may conclude
that, even if technologically feasible, they will never come to pass. However,
this is to ignore the direction of DARPA research. It is also to ignore his-
tory, which has had its dark possibilities come to fruition. Ironically, it was
IBM that helped the Nazis keep track of Jewish people through the use of
punch-card, computing technology, which at the time was innovative. So
it would not be shocking if, in the present century, the same company were
to come to the aid of a government with totalitarian leanings by construct-
ing a formidable form of TIA technology such as that conceived under the
DARPA/IBM global brain joint venture.

A culture of control will not come to fruition overnight. It is a gradual
process commensurate with changes in technology. Evidently, future tech-
nologies such as BMI and SyNAPSE technologies will present a challenge
to the survival of privacy in the twenty-first century, and beyond. It is not
viable to simply hope either that we will not use these emerging monitor-
and-control technologies for oppressive purposes (for example, we will just
stick to using BMIs to help paralyzed people move a prosthetic limb, or we
will just restrict RFID technology to keeping track of inventory), or that the
technologies in question will simply not work. The stakes are just too high
to not react—and indeed overreact—to these dangerous possibilities.
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Reality and the Politics
of Power

n the morning of June 4, 1987, thousands of students filled

Tiananmen Square to protest against the oppression of the Chinese
Communist Party. But that evening the People’s Liberation Army rolled
in with tanks, opening fire, killing thousands of students, and injuring
thousands more.

This actually happened, and there were eyewitnesses. Nevertheless, the
Chinese government has refused to admit that the massacre even occurred.
The event is not mentioned in Chinese textbooks; Internet police patrol
the Internet and block access to information about the massacre; Chinese
media, which are state run, are forbidden from reporting about it; and
the government arrests dissidents who attempt to speak out against what
really happened. Instead, the Chinese government claims that the event
was merely “a political disturbance” of “counter-revolutionary hooligans”;
that civilians incited the violence; and that deaths were few.!

The sad truth is that, in a culture of control (of which Communist
China is an example), the government and its mainstream media accom-
plices have power over what passes as reality. In such a culture, it is not
facts but rather politics that defines reality. “We control matter because
we control the mind,” said a foot soldier of Big Brother in Orwell’s 1984.
“Reality is inside the skull.... There is nothing that we could not do.
Invisibility, levitation—anything. I could float off this floor like a soap
bubble if I wish to. I do not wish to, because the Party does not wish it.”?

And the possibilities for state-controlled reality are likely to increase
with new technologies. We are now entering an age of virtual reality where
facts existing outside human consciousness may not be readily distinguish-
able from those purely inside the mind. Currently, there exist virtual reality
(VR) Web sites that allow people to build a “second life” for themselves
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where they can interact with others in a virtual world. For example, one
such site called Keneva claims that it “blurs the line between the offline and
online world in a 3D virtual world where the virtual you is an extension of
the real you.”® As VR technologies continue to expand the virtual experi-
ence to encompass all the senses so that the qualitative experience becomes
indistinguishable from being in the offline world, the VR subject may even-
tually lose track of the distinction altogether.

In such a world, those who control the VR technologies will, like Orwell’s
Party, hold mastery over “reality” while the rest of us will be manipulated
like puppets. This idea can be gleaned from sources as ancient as Plato’s
Allegory of the Cave, and it has been popularly expressed in the film, the
Matrix, in which a cyber-intelligence keeps the minds of human beings
occupied and trapped inside a virtual world while it lives off the heat of
their bodies in seeking dominion over the offline world.

The idea of the state keeping its citizens focused on a make-believe world
while they are exploited for purposes of world domination is not at all
far-fetched. In fact, this has already happened, albeit in the low-tech world
of cable and network news. For example, as was discussed in Chapter 6, the
American public has been the target of information and media warfare and
“perception management” aimed at selling the war in Iraq.

This program consisted of mainstream media dissemination of phony
intelligence claiming that Saddam Hussein possessed weapons of mass
destruction. It capitalized off of the 9/11 attacks by falsely linking Hussein
to these attacks. It staged phony events such as the toppling of the statute
of Hussein in Baghdad (staged by American troops, not Iraqi citizens) to
symbolize an American victory;* and a morale-boosting, heroic tale of the
capture and escape of Private Jessica Lynch from an Iraqi hospital, which
turned out to be a PR stunt, compliments once again of the Rendon Group.’
This was not virtual reality; nor was it reality. But, for the average American,
it seemed real.

Building such bogus public perception may become an easier task with
the advent of new delivery technologies. Thus, in the future, VR technolo-
gies may make it possible for consumers of news and information to be
inserted into a news event and experience, in three-dimensions, being an
eye-witness to, or a participant in taking out a Taliban military installation
by remote controlling a predator drown. Indeed, virtual reality war games
used to train military already exist and a logical extension of this may be
to integrate them into a digital “news” package.

In fact, new digital technologies go beyond virtual reality to include
“augmented reality,” which is a hybrid between offline reality and virtual
reality. Recently Lockheed Martin received a contract from DARPA to
develop a set of lenses that would be capable of augmenting real objects with
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virtual images as well as data. For example, a soldier wearing these lenses
would be able to mark an object with a number and other soldiers wearing
the lenses would also be able to see the number superimposed on the object.
If such technology becomes mainstream, just how reality is transfigured
will depend on who is behind the controls. Matrix-like worlds are in the
offing. In the hands of a megalomanical government, “information warfare”
and “perception management” can take on new and chilling meanings.

Mediated Reality

It is not technology per se that is moving us toward a culture of control, for
technology does not have to be used to undermine autonomy. It can (and
should) be used to enhance it. For example, in 1877, the establishment
of the Bell Telephone Company marked a milestone for human communi-
cation that would change the face of business and interpersonal communi-
cations forever. However, few if any would have thought that this company
would be implicated in helping government spy on the phone calls of
millions of people throughout the world in the twenty-first century. For,
while telephony could be adapted for such a purpose, this use was parasitic
on its primary communications function.

To be sure, technology is a factor in this degenerative trend but that is
because of an underlying voracious appetite for money and power. What
giant media companies publish as news and information is largely deter-
mined by their bottom lines; and what governments enact as law is largely
determined by corporate lobbies, politico-corporate quid quo pro, cam-
paign finances, and the desire to stay in office. These politico-corporate
factors tend to shape the reality that Americans see and hear on network
and cable news shows.

Advertisers do not care to advertise on a network or cable TV station
if they will not stand to reach enough people to make the high costs of
advertising worthwhile. Thus, news and information must be assembled
in a manner that will keep viewers’ attention, and cater to their values and
interest, including their political views. Thus, attitude fitting is an impor-
tant part of the news.

At the same time, media companies walk a tight rope with the federal
government. In November 2004, right before Americans went to the polls
to cast their votes for a new president, a headline that read “Bush Lied
about Warrantless Wire Tapping of All Private Conversations” would have
certainly gotten the attention of millions of Americans, and might have
changed the course of American history; however, such a headline would
have angered a lot of power brokers atop Capital Hill. Consequently, in
2004, no such headline saw the light of day, even though the New York
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Times was aware of Bush’s unlawful surveillance program prior to the 2004
presidential election.®

A popular assumption of mainstream media is that the average con-
sumer of news and information has a low IQ and short attention span.
Thus, for the sake of holding their attention (ultimately for the sake of
maximizing advertising profits), what passes for reality on mainstream
media stations is a “dumbed down” piecemeal rendition of reality.

The happenstance renditions of reality depicted by mainstream news
media are also an important part of herding Americans into blind confor-
mity. A constant, 24/7 line of news feeds on cable networks such as Fox
and CNN would suggest that Americans are being kept well-informed;
however, by any reasonable standard of what it means to be informed, this
assumption is false.

What one gets when one tunes into mainstream network and cable news
is a simplistic stream of reports about disconnected events in the world
with little or no attempt to explain them. As Michael Parenti expressed,
“Instead we are left to see the world as do mainstream pundits, as a scatter
of events and personalities propelled by happenstance, circumstance, con-
fused intentions, bungled operations, and individual ambitions—rarely by
powerful class interests.” Being adequately informed requires understanding
these events. However, whatever underpins or supports such knowledge has
been removed. Thus,

we read or hear that “fighting broke out in the region,” or “many people
were killed in the disturbances,” or “famine is on the increase.” Recessions
apparently just happen like some natural phenomenon (“our economy is in
a slump”), having little to do with the constant war of capital against labor
and the contradictions between productive power and earning power.?

Such lifting out of context also makes it possible for mainstream media
to spin reality to the beat of a particular political agenda. Thus, being told
that the “Insurgents killed ten American troops” leaves out the fact that the
so-called “insurgents” were motivated to defend their homeland against
invaders—not unlike what motivated the Americans themselves to attack
British invaders during the Revolutionary War. Here, the absolutistic notion
that there is only one side to a story—the American side—is fortified with
emotionally charged pejorative language (“insurgent”). This further emo-
tional import manipulates rather than informs.

Headlines are also a common ground for placing emotively charged
language aimed at manipulating support for a given political agenda.
When America invaded Iraq, the mainstream corporate media ran the
headline, “Shock and Awe,” as though the dismembered bodies of innocent
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civilians—many women and children lying in heaps on residential streets—
were not human lives; and as though the experience of bombs and mortar
fire was not really “terrorizing” those whom the U.S. government claimed
to be liberating. Mainstream media concealed from the public this grue-
some reality about death and destruction while focusing instead on the
staged scene of a statue of Saddam being toppled. And now, under the
Obama administration, mainstream media is still not providing Americans
an accurate and complete accounting of deaths related to the U.S. invasions
of Iraq and Afghanistan.’

The Control of Higher Education

Higher education in America is perhaps the most stable bastion of
democracy. However, it is presently under attack by right-wing conservative
organizations, which are attempting to use the banner of “student rights”
to propagate its own right-wing agenda. One such organization is Students
for Academic Freedom (SAF). The announced purpose of the SAF is to
serve as “a clearing house and communications center for a national coali-
tion of student organizations whose goal is to end the political abuse of the
university and to restore integrity to the academic mission as a disinterested
pursuit of knowledge.”'°

In fact, the SAF is far from “disinterested.” It is a branch of the David
Horowitz Freedom Center founded in 1988 by conservative activist David
Horowitz. This center has received support from such right-wing organi-
zations as the Bradley Foundation and the Sarah Scaife Foundation, the
latter of which had ties to the Project for the New American Century.!!
The political agenda of the Horowitz Center has included stances against
affirmative action, reparations for slavery, support for escalating a war on
terrorism, and the doctrine of preemption.!?

Thus, what it construes as ending the political abuse of the university
and restoring integrity to academia can be read as an attempt to establish
a foothold in the universities, which have been the most ardent critics of
its own political agenda.

This center, acting through its SAF, has spearheaded attempts to pass
legislation giving legal teeth to its “Student Bill of Rights.” According to
this document,

Curricula and reading lists in the humanities and social sciences should
reflect the uncertainty and unsettled character of all human knowledge in
these areas by providing students with dissenting sources and viewpoints
where appropriate. While teachers are and should be free to pursue their own
findings and perspectives in presenting their views, they should consider and



152 MASS SURVEILLANCE AND STATE CONTROL

make their students aware of other viewpoints. Academic disciplines should
welcome a diversity of approaches to unsettled questions.'®

On the surface, there is obviously nothing wrong with “diversity of approaches
to unsettled questions.” However, the obvious question is who decides what
these viewpoints are and where they are “appropriate” Should an anthro-
pology professor be required to teach creationism along with evolution?
Should American history courses include the view that “Black Africans and
Arabs were responsible for enslaving the ancestors of African-Americans”
(a view that Horowitz himself entertained)?!* Should a sociology professor
be required to teach the view that affirmative action for minorities is based
on a lie since “African-Americans are failing because they are not prepared
by their families and their culture to succeed” (another view that Horowitz
has held)??

In fact, proposed legislation for such a student bill of rights would
authorize students to file suit against their professors for failing to satisfy
their expectations. Far from promoting academic freedom, such legislation
would have the effect of intimidating professors into offering views that
they themselves would deem inappropriate for inclusion in their courses. !

Such extreme subjectivism is paradigmatic of the Orwellian concept
that “reality is inside the skull” and that, therefore, descriptions of external
reality can be melded to whatever one desires. This is the incipient seed
that permits the rewriting of reality to fit one political agenda over another.
And this hidden political agenda can thereby be dressed up in the garb of
student rights and academic freedom whereas it is just the opposite.

The danger is that indoctrination will be substituted for critical think-
ing in the name of education. Some views are simply not respectable and
do not deserve to be taught. Thus, the claim that racism did not prevent
the advance of blacks in America flies in the face of empirical evidence.
(Who can rationally deny that Blacks did not receive an inferior education
in segregated America?) And while creationism may be grist for the mill of
a religion course, the attempt to pass it off as science is plainly out of gear
with the large body of scientific evidence that contradicts the claim that
the earth was formed about 6,000 years ago.

Also, while ethics is replete with hard cases and room for disagreement,
basic human rights cannot be dismissed as merely relative. When the
Chinese government killed thousands of student protestors in Tiananmen
Square, an atrocious violation of human rights was committed. And when,
in America, blacks and whites lived in segregated quarters, drank from
separate water fountains, used separate bathroom facilities, and received
separate educations, the injustice could not be covered up under the banner
of “separate but equal.”
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Such atrocious violations of human rights in our own backyard should
remind Americans that they are not immune to being indoctrinated to
accept great iniquity under some slogan or cover for oppression in the
form of law. Reality can be misrepresented in such ways. However, a bogus
claim or idea, no matter how artfully it may be dressed up to look like
truth, is still counterfeit.

Surveillance Video Cameras in the Classroom

The attempt to control curricula at institutions of higher education
becomes more disconcerting when it is coupled with a growing trend
to install surveillance video cameras on college campuses. Allegedly for
security purposes, at some universities, such as the University of Texas at
Austin, cameras have been installed in classrooms, which can monitor in
real time professors’ lectures and class discussions. The University of Texas
also successfully lobbied the Texas Legislature to change existing law to
permit it to keep information on its surveillance activities from the public.
This means that university administrators can legally monitor students
and faculty without their knowledge or consent.!”

As bastions of democracy, colleges and universities are supposed to be
free from abridgments of academic freedom; however, a consequence of
such monitoring is to intimidate both students and faculty from freely
expressing their views. The trend to install surveillance cameras, especially in
classrooms, therefore threatens to undermine the culture of autonomy
existing on college campuses and to morph this democratic forum into a
burgeoning culture of control.

An increasing number of public elementary and high schools in the
United States and Great Britain'® are also being fitted with surveillance
cameras, allegedly for security purposes. For example, in Biloxi, Mississippi,
each of its eleven public schools has had surveillance cameras installed in
every one of its classrooms.!” Moreover, some cameras have also been pur-
chased with federal money (such as ones in Canton, Mississippi), raising
the specter of federal monitoring of students’ activities.?

As a rule, state laws do not regulate the use of surveillance cameras in
schools, hence increasing the possibility that surveillance cameras will be
used for purposes other than maintaining security. However, some states
have attempted to address at least some aspects of the lack of regulation.
For instance, in 2009, legislation was introduced in the state of Washington
(pending at the time of this writing) requiring that notice be posted
outside public school rooms and buildings stating that occupants may
be subject to video monitoring.?! Unfortunately, such a proposal fails to
address the more fundamental issue of purposes of monitoring.
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If the recent FISA amendments are to serve as a model for prospec-
tive laws governing monitoring of students inside their schools, then the
“significant purpose” of such monitoring may be touted as maintenance
of security while also permitting monitoring for purposes unrelated to
this purpose. And, as with FISA, unless there are provisions made for over-
sight—such as monitoring the monitors—it is unlikely that such laws will
safeguard against abuse of information gleaned from classroom surveil-
lance, for example, the firing of instructors based on their political views.

In chapter 13, it was seen how surveillance cameras with interfaces to
federal agencies have already been installed in private as well as public
zones of major cities in the United States and Britain. It is, therefore, not
surprising that such cameras are now starting to be used in schools. A logi-
cal step in this movement toward a culture of control is to attach school
surveillance cameras to the massive total information network infrastruc-
ture already being operated by the federal government. If and when this
happens, there is the real and serious possibility that education in the
United States will become little more than state indoctrination, monitored
and controlled by federal agencies.

Unless the trend to use surveillance cameras in schools is stopped, it can
reasonably be predicted that this use will continue to expand. In fact, in one
recent case, without knowledge or consent of its students, a school district in
Philadelphia had allegedly gone so far as to install software in school-issued
laptops, which permitted school officials to remotely activate the computers’
webcams and to spy on the students in their homes.?> The School district
allegedly claimed that it had installed the software in the computers for
purposes of recovering lost or stolen computers. However, at the time of this
writing, a federal class action lawsuit against the school district is pending,
which in part argues that, pursuant to the Fourth Amendment, the students’
reasonable expectation of privacy with respect to the use of such comput-
ers had been violated.”> The outcome of this legal case will set a major
precedent. If the right to privacy is permitted to be overridden for such pur-
poses as keeping track of school equipment, then this will be tantamount to
having no reasonable expectations about privacy, even in one’s own home.

Common Confusions about Freedom and Democracy

The monitoring and controlling of education is a breeding ground for
religious intolerance and an opportunity to proselytize and indoctrinate
students to share a common faith. In this context, it is often automatically
assumed by the extreme right in America that God exists and that this God
is the one embraced by Christians. Ironically, despite such intolerance,
many members of this group still rate themselves as champions of freedom
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and democracy. The reason for this paradox appears to lie in a fundamental
semantic confusion about the meaning of “democracy” in relation to other
terms of political economy, such as “capitalism,” “socialism,” “communism,”
and “fascism.” While Karl Marx proclaimed religion to be the opium of
the people, and capitalism as a system of exploitation of workers aimed at
the destruction of a free and democratic society, these individuals have
gone to the opposite extreme of placing God and capitalism as the grounds
of freedom and democracy. Here, the distinction between “democracy”
and “theocracy” has been ignored along with separation of church and
state. And the definition of “a free nation” has somehow morphed into the
idea of a “free market,” albeit one that is controlled by just a few behemoth
corporations.

Having built a corporate dynasty on slave labor and the stifling of fair
competition, retail giants, such as Walmart, have become the symbol of
the free world, and many Americans have supported this new symbol-
ism by becoming faithful patrons. Thus, many Walmart shoppers neither
know nor seem to care about the expense paid in human freedom for this
monolithic shoppers’ paradise. Some may be too distracted by the savings
and the wide array of products displayed on the shelves of a “superstore”
to contemplate the gruesome reality behind it all.*

In America, colossal health insurance and pharmaceutical companies
reap large profits while millions go without adequate health care. Still,
many Americans condemn “socialized” medicine because any such social
constraints would mean the end of a free-market economy. The “logic” here
is black or white. We can be socialists or capitalists (but not both). Since we
are capitalists, we must reject socialism. This is precisely the kind of think-
ing that usurped the possibility of a public option in the recent attempt by
the Obama administration to pass healthcare reform.

The consequence of accepting this line of thinking is acquiescence in
a politico-corporate system that is markedly antidemocratic, exploitative,
and unjust. Instead of condemning this system, many who accept it do so
because they think it would be un-American (socialistic, communistic, and
even fascistic) to oppose it. Thus, in the name of freedom, they embrace a
free-market economy that is anything but free.

Mix into this brew an appeal to the great American tradition of free
enterprise; add how un-American and “socialistic” the alternative would
be; let the mix be stirred (“authorized”) by the president while the main-
stream media disseminate the mix and defend it against anyone who might
try to provide an antidote; and notice how many millions of Americans fall
into a trance of conformity. It is not hard for the politico-corporate media
establishment to have this effect when many Americans fail to think for
themselves.
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Against the dangers of not thinking for oneself, the eighteenth-century
British philosopher, John Stuart Mill, admonished, “He who lets the world,
or his own portion of it, choose his plan of life for him, has no need of any
other faculty than the ape-like one of imitation.” We each must do our part
in standing firm against the destructive influence of blind conformity. In
this post 9/11 era, we can do this by asserting and defending our civil lib-
erties instead of surrendering them; courageously confronting the threat
of terrorism instead of caving to government scare tactics and the contriv-
ances of a “war on terror”; cultivating tolerance and respect for others
instead of allowing ourselves to be stirred to irrational fear and hatred;
keeping ourselves alert and informed despite the failure of the mainstream
media to satisfactorily do its job; keeping our faith without becoming
dogmatists and fanatics; and living democratically by respecting (indeed
defending) the right of those with unpopular viewpoints to be heard; and
being an active participant and voice in opposing antidemocratic, oppres-
sive, and dangerous government policies. These things all Americans have
a duty to do. They all require thinking for oneself instead of in lockstep.
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Freedom is Slavery:
Authoritarianism and
Emotional Manipulation in
a Culture of Control

n Orwell’s 1984, a member of the “Inner Party” explains the party’s slogan,
“Slavery is freedom”:

[PJower is collective. The individual only has power in so far as he ceases
to be an individual. You know the Party slogan: “Freedom is Slavery”. ...
the human being is always defeated. ... But if he can make complete, utter
submission, if he can escape from his identity, if he can merge himself in the
Party so that he is the Party, then he is all-powerful and immortal.!

This is a core idea behind a culture of control, for such a culture relies on
the breaking down of individuality in favor of collectivism defined by blind
conformity to the will of the state. Such a culture relies on submission as
a means of achieving power. If an individual absorbs his identity into the
collectivity, into the state, then he has the power and authority of the state
behind him instead of against him. For those who submit, this is a psycho-
logical payoft.

Authoritarianism

Unfortunately, this sense of power is purchased at a high price; for blind
submission to state authority is also a recipe for the dismantling of civil
liberties. If citizens submit to state authority when it encroaches on basic
rights, it is predictable that the state will continue to escalate its power and
control over its subjects. Indeed, in the capacity of government workers and
citizens, such authoritarians made the rise of Nazi Germany possible.
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Here, “authority” signifies power and those who wield it—the ruling
party, a giant corporation, the rich and famous, the influential. Authorita-
rians are the groupies, yes-men, henchmen, and servants of such authorities,
who bask in the association with the powerful.

Now in America, government agents spy on American citizens without
a court warrant even if they privately believe that their state is asking them
to do something that is probably unconstitutional; workers for the telecoms
are willing to oblige; congressional authoritarians (both Democrats and
Republicans alike) walk lockstep in eviscerating the Foreign Intelligence
Surveillance Act; and citizens whose right to privacy is transgressed have
tremendous faith in their government and trust that it will protect them
against an invisible enemy who might otherwise strike at any time, without
warning, at our cities, schools, financial districts, and transit systems.

Surely such matters, so it is supposed, are best left in the hands of the
politicians and national defense agencies. What do ordinary people know
about these things anyway? To distrust state authority, to display lack of
solidarity with one’s nation when its very existence hangs in the balance, is
unconscionable. Instead, what is morally incumbent is allegiance to state
authority because the state in its infinite wisdom knows best. As for the spies
and their corporate accomplices, they are doing their jobs, following orders,
ultimately in the service of their nation, for the sake of “national security”
Never mind having independent thought and principles, and a conscience.
These are for the “surrender monkey,” “the liberal,” and “the traitor.”

Here, there is an analogy between those who would follow an unjust
state order and those who would work for an organized crime syndicate. If
the illicit act is ordered by the one with authority, then it must be heeded,
even if the target is innocent. Seldom are questions asked; for what matters
is that one does what one is told. Having absorbed personal individuality
into a collective identity, authoritarians always take on and define them-
selves in terms of the primary values, interests, and goals of the authority,
and, accordingly, tend to view their own personal worth in terms of this
association and alignment.

It takes an army of such blind conformists to conduct an immoral
and senseless war. The authoritarian speaks: “The president said there
are weapons of mass destruction in Iraq, so he must know. After all, he is
the president.” This vacant trust made it possible for the George W. Bush
administration to cancel the writ of habeas corpus, operate prison camps
that tortured detainees, contravene the Geneva Conventions, issue sign-
ing statements that nullified and trivialized the power of Congress, ignore
congressional subpoenas, fire federal prosecutors for political reasons not
relevant to their performances, deprive citizens of their first amendment
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rights to free speech and peaceful assembly, and a host of other illegal and
unconstitutional actions and policies.

In 2006, when the nonpartisan study group on the Iraq war issued
its recommendations to withdraw the troops from Iraq, the president
rejected it. Instead, he asked for an increase of troops—up to 200,000 or
more over a five-year period. Despite the fact that the military command-
ers warned against this action, Congress still funded it, and the then newly
sworn Secretary of Defense Robert Gates followed his orders obediently.
These actions were those of authoritarians, people who follow orders
because they come from an authority. To date, there is no clear evidence
that this “surge” really had any long-term, positive effect; although, such a
critical stance is not one the mainstream media has been willing to stress.

In contrast to the authoritarian are unsung heroes like Richard Barlow.
This name is not likely to ring a bell for most Americans, but he is an
example of what is sometimes required to overcome authoritarianism.
Once a top intelligence officer at the Pentagon who helped to uncover
Pakistan’s attempt to acquire nuclear weapons, in 1989, Barlow blew the
whistle on top-level officials in the George H. W. Bush administration and
was fired for it. These officers, including the deputy assistant secretary of
defense, were misleading Congress about Pakistan’s program, and Barlow
told the truth. Stripped of his security clearances, his intelligence career
ended along with his marriage. Despite the fact that federal investigators
found that he was unjustly fired, he was still unable to collect a federal
pension.?

Here is an example of someone who defied the government expecta-
tion that its officers act as loyal authoritarians, and he paid a price. It is a
price, however, that is unfairly borne by the few who, like Barlow, refuse
to walk lockstep rather than to surrender their moral integrity. But what if
people like Barlow were the rule rather than the exception. This is an ideal
not likely to be realized, but there is still the realistic goal of reducing the
numbers willing to walk lockstep with what they know or should know to
be wrong, and to instead stand on principle.

This is not to disavow the importance of authority or to recommend
anarchy as though the only choices were lawless contempt for authority on
the one hand and blind conformity on the other. Rather, the realistic choice
includes knowing when listening to authority has gone too far, as when one
is asked to do what one knows to be wrong. Hitler said “conscience is for
Jews” and he proceeded to exterminate them along with others including
those who had enough conscience to resist him. The fact is, dictators don’t
like people of conscience because they make poor puppets. A better world,
however, portends more persons of conscience and fewer authoritarians.
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Media Authoritarians

This applies to some reporters, particularly those who work in the main-
stream. Risking their lives on the battlefield and in other dangerous places
in order to get a story only to have the facts twisted and censored by their
editors, they should ask themselves if their talents could be better spent else-
where. Here, the authoritarianism lies in submission to giant conglomerates
that perceive the business of news as just another means for maximizing
their bottom lines. A salient example is the case of former New York Times
reporter, Judith Miller, whose work as an “embedded journalist” during the
George W. Bush administration placed her in harm’s way to help govern-
ment build public support for a dubious war policy.® Such journalists would
better serve the public by serving independent media organizations not
beholden to the government. This is because the job of the Fourth Estate
is not to serve the government but to provide a check and balance against
government’s misuse of power.

Media authoritarians also include “news” pundits and celebrities like
Chris Matthews of MSNBC, and former news anchor of CBS, Dan Rather.
These are corporate media equivalents of government officers like former
Attorney General Alberto Gonzalez who, sworn to execute the law, helped
the Bush administration underwrite violations of constitutional law, such
as the cancellation of habeas corpus, the use of torture on detainees, and
the warrantless spying on American citizens.

Chris Matthews, the host of MSNBC’s nightly news show, Hardball,
went to bat for George W. Bush and the Iraq war at the height of their
popularity but backpedaled when this popularity waned. For example, on
September 21, 2006, Matthews stated, “I have been a voice out there against
this bullshit war from the beginning.”* Yet on May 1, 2003, when Bush pro-
claimed, “[M]ission accomplished,” he was George W. Bush’s cheerleader:

He won the war. He was an effective commander. Everybody recognizes that,
I believe, except a few critics. .. . He looks for real. ... [H]e didn’t fight in a
war, but he looks like he does. . .. We’re proud of our president. ... Women
like a guy who’s president. Check it out. The women like this war. I think we
like having a hero as our president.

Matthews, therefore, appears to be a “voice out there” for the powers that
be, which include the current government administration and his corpo-
rate bosses at MSNBC.

Six days after the September 11, 2001, attacks, when former CBS news
anchor Dan Rather appeared on the Late Show with David Letterman
he stated, “George Bush is the president, he makes the decisions,” and
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“Wherever he wants me to line up, just tell me where. And he’ll make the
call”® As a journalist constitutionally entrusted to holding the feet of the
government to the fire, Rather’s docility and willingness to “line up” wher-
ever the president wanted him to, was a striking case of authoritarianism.
Instead of asking the “toughest of the tough questions” about how the
attacks managed to occur in the first place, why the Bin Laden family had
been whisked out of the country after the attacks instead of being inter-
rogated, why Bush was more interested in finishing his reading of The Pet
Goat than to spring into action, and a host of other glaring questions about
failed intelligence and botched national defenses, Rather was deferent.

Other authoritarian pundits and celebrities include neoconservatives,
such as Bill O’Reilly, Glenn Beck, and Sean Hannity, all of Fox News; and
Ann Coulter and Rush Limbaugh, among others. These “neoconservative”
authoritarians do not have an allegiance to the state as such, but rather
exclusively and narrowly to a state that is based on a particular party politics
associated with the extreme right-wing branch of the Republican Party.
They tend to be bellicose, mean-spirited, and prone to misstatement of fact
and inconsistency.®

O’Reilly, whose mantra is “looking out for the folks,” advocated a terrorist
attack on San Francisco. After a ballot measure was passed by 60 percent of
San Franciscans opposing military recruitment at public high schools and
colleges, O’Reilly proclaimed, “[I]f Al Qaeda comes in here and blows you
up, we’re not going to do anything about it. We’re going to say, look, every
other place in America is off-limits to you, except San Francisco.... You
want to blow up the Coit Tower? Go ahead.” It is difficult to imagine a more
dedicated foot soldier of News Corp (parent company of Fox News) or the
Bush administration.

On January 15, 2007, on Fox’s O’Reilly Factor, O’Reilly discussed the
case of Shawn Hornbeck, who had recently been found after having been
abducted at the age of eleven. In the four years during which he was held,
he was sodomized and tortured. His captor also threatened to kill him if he
tried to escape.” “There was an element here that this kid liked about his
circumstances,” said O’Reilly. “The situation here for this kid looks to me
to be a lot more fun than what he had under his old parents. He didn’t
have to go to school. He could run around and do whatever he wanted.”®
Here, O’Reilly’s words speak for themselves about his callousness and lack
of empathy for the plight of an innocent child.

Fox’s Glenn Beck has gone so far as to groundlessly accuse Barrack Obama
of discriminating against white people, and of being a racist.” On Fox and
Friends, on June 28, 2009, in the context of discussing the Henry Louis Gates
case, Beck referred to Obama as “a guy who has a deep-seated hatred for

white people or the white culture” and that “This guy is, I believe, a racist.”!?
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On April 22, 2009, Sean Hannity, on his Fox News show, discussed water-
boarding with his guest, actor Charles Grodin, who asked Hannity if he was
for torture. Hannity said he was for “enhanced interrogation,” but denied
that waterboarding was torture. Grodin asked, “Would you consent to be
waterboarded? We can waterboard you?” “Sure,” said Hannity, “I’'ll do it for
charity. I'll let you do it. I'll do it for the troops’ families.”!! However, after
having consented to having it done to him, Hannity never delivered on his
promise, despite the fact that MSNBC’s Keith Olbermann offered to donate
US$1000.00 to charity for every second Hannity withstood waterboarding.'?

This method of interrogation, which dates back to the Spanish Inquisition,
involves strapping the subject down, putting a cloth over the face, and pour-
ing water onto the cloth, resulting in the painful sensation of drowning.
Since water does in fact enter the lungs, this sensation is that of actually
drowning, not a mere simulation.

Although the Army Field Manual explicitly forbids waterboarding,
and U.S. courts have obtained convictions against individuals who have
employed it, the Bush administration used it at least three times on detain-
ees, calling it “enhanced interrogation,” and refusing to admit that it was
torture. So Hannity obediently reiterated the Bush administration’s official
line, yet his failure to allow himself to be waterboarded betrayed his words.

On October 5, 1995, radio talk show host Rush Limbaugh stated the
following:

There’s nothing good about drug use. We know it. It destroys individuals.
It destroys families. Drug use destroys societies. . . . And so if people are vio-
lating the law by doing drugs, they ought to be accused and they ought to
be convicted and they ought to be sent up. What this says to me is that too
many whites are getting away with drug use. ... The answer to this disparity
is not to start letting people out of jail because we’re not putting others in jail
who are breaking the law. The answer is to go out and find the ones who are
getting away with it, convict them and send them up the river, too.

However, Limbaugh, who himself illegally obtained thousands of dosages
of OxyContin and other painkillers, pleaded “not guilty” to “doctor shop-
ping,” a third-degree felony punishable by up to five years in prison, and he
took his case to the Florida Supreme Court to keep himself out of prison. So,
while he was willing to see others “sent up the river” who obtained and used
illegal drugs, he was not willing to accept the same fate for himself.

In her book, Godless: The Church of Liberalism, Ann Coulter attacked a
group of widows who lost their husbands in the 9/11 attacks and who have
been critical of George W. Bush’s handling of terrorism. Coulter writes,
“These broads are millionaires, lionized on TV and in articles about them,
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reveling in their status as celebrities and stalked by griefarazzis. I've never
seen people enjoying their husbands’ deaths so much.”*?

Unfortunately, examples like these can be expanded ad nauseam. The
lack of attention to evidence, intolerance for alternative perspectives, disre-
spectful treatment of others, and the refusal to practice what one preaches
make such media authoritarians poor role models for a nation priding
itself on being democratic. It may be of lesser concern what views they
espouse than how they reach them; to wit, through mean-spiritedness, false
and unwarranted factual claims, intimidation, hatefulness, hypocrisy, and
jingoism, all used to sway public opinion.

Anonymous Authoritarianism

Such media authoritarianism can promote cult-like, blind conformity
among consumers of news and information. For example, Rush Limbaugh
supporters are dubbed “Dittoheads” because they are expected to sim-
ply accept and reiterate the views of their media authority. Questioning
Limbaugh’s authority is thus out of the question. However, not all blindly
accepted views in the public arena are sustained by deference to an iden-
tifiable media (or government) authority. For, once a view gains popular
acceptance, even if it is false or irrational, the mere fact that it is popularly
accepted can help to sustain it.

According to social psychologist Erich Fromm, there is another form of
authoritarianism that has anonymous authority. In other forms of authori-
tarianism, there is always an identifiable authority—the President, the
United States government, News Corp., Rush Limbaugh, God. In contrast,
in anonymous authoritarianism, there is no identifiable authority.

According to Fromm, in this latter type of authoritarianism, “nobody
makes a demand, neither a person nor an idea nor a moral law. Yet we all
conform as much or more than people in an intensely authoritarian society
would.” Here, the authority is a vacuous “It” And what is “It”? It is “profit,
economic necessity, the market, common sense, public opinion, what
‘one’ does, thinks, or feels.” Since this “authority” is not overtly identifiable
it is unassailable. “Who can attack the invisible? Who can rebel against
Nobody.”!*

According to Fromm, anonymous authoritarianism trades on the per-
ceived need to fit in:

I ought to do what everybody does, hence, I must conform, not be different,
not “stick out”; T must be ready and willing to change according to the changes
in the pattern; I must not ask whether I am right or wrong, but whether I am
adjusted, whether I am not “peculiar,” not different. The only thing which is
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permanent in me is just this readiness for change. Nobody has power over me,
except the herd of which I am a part, yet to which I am subjected.’®

Here there is the in-group and the out-group—the social outcasts. This
simple bifurcation grounds the deductions, “I am not out, therefore I am in”
and “I am in, therefore I am not out” What drives such social conformity
is fear of rejection by one’s compatriots. It is this fear that sets the agenda,
not justice or respect for the rule of law. A groundless, destructive war, no
less than the rebuilding of New Orleans in the wake of Hurricane Katrina,
can receive full public support. For, it is not the relevant facts; nor is it ratio-
nal argument that decides what is to be backed, but instead fear of being
thought an oddball. It is blind emotion that moves this bandwagon.

The Kindling of Fear, Intimidation, and Blind Hatred

In a culture of control, the purpose of the state is to amass power and
control. But this goal is unattainable if one values fairness and justice; has
love for one’s fellow human beings; believes in individual freedom and
autonomys; seeks rational solutions to problems of living; and has cultivated
one’s powers of empathy for others. For, such values will invariably conflict
with and get in the way of the amassing of power and control over others.
On the other hand, a fitting recipe for one who single-mindedly seeks
dominion over others is a callous, even hostile, hateful, uncaring attitude
and willingness to breach the rule of law, violate due process, and deprive
others of their civil liberties. As George Orwell sums up the look and feel
of a culture of control,

always there will be the intoxication of power, constantly increasing and con-
stantly growing subtler. Always, at every moment, there will be the thrill of
victory, the sensation of trampling on an enemy who is helpless. If you want a
picture of the future, imagine a boot stamping on a human face—forever.!¢

Here, the enemy that gets “trampled” is anyone who refuses to submit to
state authority. This can include the peaceful, antiwar protestor; the journal-
ist who writes against the administration’s war policy; the congressperson
on the other side of the isle; the judge who rules against the administration
according to settled law; and the whistleblower who exposes the govern-
ment’s unlawful wiretapping activities. The amassing of power and control,
the oppression of other human beings who get in the way, is the ultimate
end of a culture of control.

In a budding climate of control, even apparently innocuous expressions
of free speech and dissent to state authority can be visited by large-scale,
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hostile retaliation. For example, on March 14, 2003, about a week before the
United States attacked Baghdad, lead singer Natalie Maines of the country/
pop group, the Dixie Chicks, said at a London concert that she was ashamed
the president came from her home state of Texas. In the aftermath of her
remarks, millions of Dixie Chicks CDs were burned throughout America,
and the Chicks had also received death threats.!” Feeding this national “hate
fest,” a few days after Maimes made her London comment, radio giant
Clear Channel (which operates more than 1200 stations throughout the
nation) took the Chicks off their play lists “out of respect for the troops.”!®
Here, “the enemy” became three musicians from Texas because they were
“unpatriotic.”

In fact, Clear Channel’s role in the uprising against the Dixie Chicks
was politically motivated. The vice president of this company was Thomas
Hicks, a former business associate of President George W. Bush and a major
contributor to the Bush presidential campaigns. The company had also been
instrumental in sponsoring pro—Iraq War rallies throughout the United
States.'

The case of the Dixie Chicks is instructive in showing how blind emo-
tion of the masses can be fired up and used for political advantage, and
how this can lead to abridgment of civil liberties—in this case, the First
Amendment right to freedom of speech and of the press. Whether the
targets are “witches,” blacks, Jews, Middle Easterners, or the Dixie Chicks,
history is replete with examples of how the blind, destructive passions of
large numbers of people can be kindled and manipulated by others who
have self-interested purposes.

In fact, what fuels a culture of control is hatred, fear, guilt, intimidation,
the desire for approval, and other strong emotions without due regard for
fact or logic. Citizens who can be manipulated by appealing to these raw
emotions are the backbone of any government administration bent on
attaining power and control over others. This is because people acting under
the influence of blind emotion can be manipulated to do almost anything,
especially when the manipulation is being artfully conducted by a dema-
gogic authority.

Fearmongering

As Plato observed, democracies are most often destroyed from within
rather than from without when a self-aggrandizing demagogue stirs up the
passions of a gullible, uninformed populace by falsely promising to keep
it safe. Blaming others for the woes of state, this self-styled “protector”
brings the alleged culprits to justice, winning the trust of the people, and
eventually seizing power and becoming a tyrant.
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Saddam Hussein was such a bogey man used by the Bush administration
to justify the invasion of Iraq. The strategy was classic. Want to support the
invasion of a sovereign nation that poses no threat to the homeland? Just
get the average citizen to think he might be the next victim of al Qaeda if
he fails to jump on the war bandwagon.?

Such fearmongering was practiced by the Bush administration in the
wake of the 9/11 attacks. When Vice President Dick Cheney claimed knowl-
edge that Saddam Hussein had “an established relationship with al-Qaeda,
providing training to al-Qaeda members in the areas of poisons, gases,
making conventional bombs,” the majority of Americans believed him, and
virtually no one in the mainstream media asked for verifiable evidence. No
matter that there simply was no such evidence for connecting Saddam and
al Qaeda. Facts and logic were discarded in the face of blind fear.

Consider the testimony of one Iraq veteran who wrote an anonymous
letter to the independent media Web site, Salon.com:

We now know most of the information given to us by the current admin-
istration concerning Iraq, if not all the information, was false. This was
information given to the American people to justify a war. The information
about weapons of mass destruction and a link to Osama bin Laden scared
the American people into supporting the war in Iraq. They presented an
atmosphere of intimidation that suggested if we did not act immediately
there was the possibility of another attack. Bush said himself that we do not
want the proof or the smoking gun to come in the form of a “mushroom
cloud” Donald Rumsfeld said, “We know where the weapons are.”*!

As was mentioned in Chapter 10, a 2006 Washington Post poll suggested
that a majority of Americans would give up their constitutionally protected
right to privacy and allow the government to monitor all of their electronic
communications and phone calls in the interest of searching for terrorists.
With the mention of the words, “terrorist attack,” most Americans appear
willing, out of fear, to relinquish one of their most important rights.

Well Poisoning

Well poisoning—the manipulative use of negatively charged emotive
language—was a prominent fear tactic employed by the Bush adminis-
tration to manipulate Americans into supporting the invasion of Iraq.
On September 20, 2001, when the dust from the 9/11 attacks had not yet
settled, Bush pronounced, “You're either with us or against us in the fight
against terror.” While he was addressing leaders of nations, his message was
clear from the start, and it was this message that set the agenda for Bush’s
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war campaign, including his invasion of Iraq. As columnist Gregory Dennis
expressed, “I could not help but think his threat was directed, not only
at foreign leaders, but at me as well. Is it true that if I disagreed with his
actions, I would be no better than the terrorists themselves; that I would be,
dare I say ... “un-American?”?? One is “un-American,” “unpatriotic,” and
maybe even a “terrorist” or a “traitor” if one does not stand with President
George W. Bush. Never mind the simplistic bifurcation of reality into black
and white with no shades of grey. One either jumps on the bandwagon or
one is with “the enemy.”

However, it was not just the average American who was being manipu-
lated. Mainstream media was also swayed by well poisoning. The govern-
ment manipulated the media by calling it “liberal” Once used to refer to the
free and democratic sharing of ideas among citizens, the term “liberal” was
converted by neoconservatives into an emotively pejorative term referring
to anyone and anything that is “un-American.” In this new sense, “liberal”
was not unlike “communist,” “traitor,” or “terrorist,” a catchall term used to
arouse hatred and fear. As a result, those who used to call themselves “liberal”
began to abandon the term and instead called themselves “progressive.”

Afraid of being accused of having a “liberal bias,” which would translate
into lost revenues, the mainstream media allowed itself to be intimated into
self-censorship. This is not to say that the mainstream media corporations
were not already predisposed toward self-censorship. As was discussed in
Chapter 6, predisposing these corporations toward treading lightly on cover-
age of questionable government practices was their fear of losing lucrative
government contracts, tightening of FCC regulations, increased tax burdens,
and other penalties.

But not all media corporations needed to be intimidated into cooperat-
ing. Most notably, News Corp’s Fox New continues to serve as a prominent
voice of the extreme right, helping to spread the myth of the liberal media
in order to distinguish itself as being the only “fair and balanced” news
network, and accordingly to ensure its own popularity among “patriotic”
Americans.

The Bush administration also tactically used well poisoning to sway
the emotions of the American public. In March 2003, taking a cue from
Bush’s “with us or with the terrorists,” Republican representatives Bob Ney
of Ohio and Walter Jones of North Carolina placed a sign at the register
of the House cafeteria, stating “Update. Now Serving in All House Office
Buildings, ‘Freedom Fries.” They did this after France refused to support the
U.S. invasion of Iraq. Many Americans followed the lead, denouncing and
mocking the French for their “beret-wearing, wine-drinking, cheese-eating,
Jerry Lewis-loving, literature-deconstructing, surrendering-to-the-Germans
ways.” The New York Post called France and Germany “the axis of weasel,”
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and they ran a front-page photo that grafted giant weasel heads onto the
French and German ambassadors to the United Nations.?

According to a Gallup poll taken in March 2003, the majority of Americans
disliked the French, which represented a reversal of the static trend in the
past decade for Americans to think favorably of the French.?* While most
Americans were at least able to see through the silliness of destroying French
wine and renaming French fries “freedom fries” and French toast “freedom
toast,” this reversal in attitude speaks volumes about the dangerous capacity
of most Americans to succumb to anonymous authoritarianism backed by
well poisoning.

Tempering Hatred and Fear

When blind conformity is so ignited by the flames of irrational passions
(hatred and fear), the dangers are inestimable. This is the sort of social
mindset that spawns hate groups dedicated to the destruction of others who
are “different”—that is, not in the in-group. For those who wonder how
such things as ethnic cleansing and holocausts are humanly possible, one
need not look beyond the power of blind conformity backed by intense,
irrational hatred and fear. Throughout history, megalomaniac governments
have found it useful to stir up such emotional juices in its citizens. Hitler
used the Jews as the target of blind hatred and fear. The Bush administra-
tion aided by mainstream media targeted Muslim extremists who “hate us
because we are free.” Many Americans have broadened this target to include
anyone of Middle Eastern descent. Unfortunately, a culture led by blind,
indiscriminate emotions instead of by reason is not likely to remain a free,
democratic one.

According to the eighteenth century German philosopher, Immanuel
Kant, in the throes of such emotions, we lose our capacity for independent,
rational judgment. This, he says, is bondage, not freedom at all. For Kant,
being free means being autonomous (that is, self-determining), which, in
turn, means having the power to make a rational choice. On this way of
thinking, when people let government (or media) pull their emotional
strings—for example frighten or intimidate them into submission—without
first rationally assessing the matter, they have already surrendered their
freedom. They have rendered themselves nonautonomous. They have
allowed themselves to become objects of manipulation.

Kant linked being rational and autonomous to being a person. For him,
the difference between a person and an object is that a person is guided by
a rational judgment and an object (or thing) is determined by an external
cause. A puppet is an object, because it has no rational capacity and must
be manipulated by the hand of another. In a culture of control, government
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makes objects (and in a sense puppets) of us all by appealing to irrational
emotions of hatred and fear instead of reason. In contrast, a democracy is
a culture of autonomy, that is, one in which citizens exercise rational self-
governance.

This does not mean that one should not have and express emotion. There
is an important difference between blind emotions and reasonable ones. The
ancient Greek philosopher Aristotle taught that rational control over one’s
emotions and behavior holds the key to living happily and democratically.
Extreme emotions and behavior are not rational, however.

Thus, extreme fear is cowardly while not enough is foolhardy. Courage
means being led by a rational judgment in the face of danger. An under-
standing of this Aristotelian distinction yields realistic concepts of courage
and patriotism. A patriotic American has the courage to oppose the unjust
policies of an authoritarian government, notwithstanding strong social
pressures to conform.
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An Ethics of Belief for a Free
America

n 1958, the Disney Corporation, which now owns ABC, produced a

film, “White Wilderness,” as part of its “True Life Adventure” series. The
film showed lemmings, small mouse-like rodents, supposedly commit-
ting mass suicide by leaping into the sea. The narrator, Winston Hibbler,
explained, “A kind of compulsion seizes each tiny rodent and, carried
along by an unreasoning hysteria, each falls into step for a march that will
take them to a strange destiny.” Here, in this “true life adventure” lies the
source of the common belief that with neither rhyme nor reason lem-
mings voluntarily, en masse march lockstep to their death.

In fact, the lemming scene in the Disney documentary was a fake. The
lemmings in the film were actually thrown off a cliff by the filmmakers.
There is no evidence that, in their natural habitats, these tiny survival-
seeking rodents are ever moved en masse by blind compulsion to commit
suicide.

The case of the lemmings shows how the ability of mass media to deceive
the people is largely a function of the willingness of people to believe what
they see and hear in the media. Consumers of news and information
can play a decisive role in how successful mass media is in disseminating
disinformation. The public can guard against being deceived by carefully
questioning claims before believing them.

As was discussed in Chapter 6, the primary motivation of corporate
media is maximizing profit, not truth as such. As a general rule, only if truth
pays will these companies report it. If their cost-benefit analyses routinely
included the risk of trying to deceive the discriminating eye of the aver-
age viewer, the value of deception would itself be lessened. Unfortunately,
the average viewer does not carefully question what the media says, and
these corporations know it.
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As was also discussed in chapter 6, the deception against which the
public must be on guard is a product of an elaborate interplay between
military, industrial, political, media, and public relations interests. These
are the forces through which news and information get filtered; and cen-
sorship, propaganda, and disinformation are the likely products of this
interplay.

Clifford’s Ethics of Belief

Americans do not need to be helpless victims of the politico-corporate
media establishment. However, they can defend against an encroaching
culture of control only if they base their judgments about what to believe
on evidence. As W. K. Clifford remarked in his famous essay on the Ethics
of Belief, “It is wrong in all cases to believe on insufficient evidence; and
where it is presumption to doubt and to investigate, there it is worse than
presumption to believe.”! In fact, Clifford maintained that each and every
one of us (and not just politicians, lawyers, journalists, and others who
bear a fiduciary relationship to us) has a duty to question things before we
commit them to belief. As he eloquently stated,

It is not only the leader of men, statesmen, philosopher, or poet that owes
this bounden duty to mankind. Every rustic who delivers in the village ale-
house his slow, infrequent sentences, may help to kill or keep alive the fatal
superstitions which clog his race. Every hard-worked wife of an artisan may
transmit to her children beliefs which shall knit society together, or rend
it in pieces. No simplicity of mind, no obscurity of station, can escape the
universal duty of questioning all that we believe.?

So, in the socio-political context of mass media manipulation, how can we
manage to avoid being deceived? The short answer is the one that Clifford
has given, namely to believe only on sufficient evidence. Presently, there
are online independent media and international news sources that make
it possible for the public to gather additional information and to cor-
roborate stories before believing them. As was discussed in chapters 7 and 8,
there have been significant steps already taken by corporate media and
telecom companies working in cooperation with government to turn the
Internet into an extension of the mainstream media. If this trend continues,
Americans will eventually find little to distinguish net content from what
they presently can find on network news. Fortunately, however, the Internet
is for the time being a vibrant source for news and information. Americans
need to seize the opportunity to reap the benefits of a democratic Internet
before it is too late. An informed public sector is the strongest defense
against graduating to a culture of control.
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However, this response assumes that we are able in the first place to dis-
tinguish fact from fiction and sufficient evidence from pseudo-evidence.
We must have a sense of what constitutes rational criteria of belief before
we can even begin to determine if we have a good reason to commit some-
thing to belief. After all, much of what passes as news and information on
the net does not come from veridical sources; so we risk exchanging one
set of misinformation for another unless we are careful.

This is possible, however, only if we are privy to the sophistical mecha-
nisms the politico-corporate media establishment uses to manipulate and
garner support.

For example, it is well-documented that prior to the invasion of Iraq,
the George W. Bush administration did not believe that Saddam posed a
serious threat to national security. Thus, according to the Downing Street
Memo, an official British document that reported a July 23, 2002, meeting
between Prime Minister Tony Blair and his inner circle of advisers, seven
months before the United States invaded Iraq,

It seemed clear that Bush had made up his mind to take military action,
even if the timing was not yet decided. But the case was thin. Saddam was
not threatening his neighbours, and his WMD capability was less than that
of Libya, North Korea or Iran.?

However, Bush wanted to garner support for invading Iraq and he rightly
believed that the American people were feeling insecure enough after the
9/11 attacks to support him if he told them the invasion was necessary to
prevent another terrorist attack. So he used this vulnerability to his advan-
tage in getting what he wanted. He manipulated support. “Bush wanted
to remove Saddam, through military action, justified by the conjunction
of terrorism and WMD. But the intelligence and facts were being fixed
around the policy.*

The Psychology of Rational Belief

The American people were deceived insofar as they believed Bush. The
old-fashioned psychology of radical behaviorism would say that there was
a cause-and-effect relationship between Bush’s claim that we needed to
invade Iraq for national security purposes and the majority of Americans
going along with him. On this psychology, our response was entirely predict-
able according to the natural laws governing human behavior. The people
really didn’t have any choice but to respond as they did. Associate Hussein
with the horror of 9/11, and fear supplants the demand for evidence.
On this psychology, human beings are complex biological machines that
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can be programmed or conditioned just by making suitable changes in
their environments. On this view, free will does not really exist and, there-
fore, it is unreasonable to hold people responsible or blame them for their
mistakes.

This, however, is an archaic psychology. According to the new
behavioral psychology, human beings do indeed have free will and can,
therefore, ordinarily be blamed and held responsible for their mistakes.
This new psychology is cognitive behavioral, not just behavioral. It stresses
the human ability to use reason and logic in making practical decisions.
It holds that our self-defeating behavior and emotions are largely due to
irrational thinking. For example, in stereotyping all Arabs as terrorists, one
is likely to experience anxiety in dealing with them, and to unfairly dis-
criminate against them. According to this psychology, one can avoid such
harmful emotions and behavior by replacing one’s stereotype with a more
rational belief (do not prejudge anyone on the basis of their race) and then
changing one’s behavioral response to accommodate the rational belief.

On this view, the American people were under no compulsion to
believe Bush. Instead, they had the ability to collect the facts and to draw
rational inferences from them. Had they sought evidence first, they might
have realized the implausibility that Hussein, a secular dictator, was some-
how in cahoots with al Qaeda, a radical sectarian terrorist group. This fact,
in turn, would have led to the demand for more evidence.

How Politico-Corporate Media Manipulation Works

The Bush administration and its corporate media associates encouraged
and cajoled mass faulty thinking. Since its war agenda could not be justified
rationally, the only way it had to get it through was by sophistical means.
It, therefore, resorted to the systematic use of manipulation, including
fear mongering (raising and lowering the terrorism alert level), well poi-
soning (calling people who oppose the war “un-American” or “traitors”),
making threats (threatening to jail journalists who published “classified”
government leaks), propagation of prejudice (media stereotypes of Arabs
as terrorists and suicide bombers), claiming a divine inspiration (as Bush
did in waging war in Iraq), jingoistic appeals (positioning the American
flag behind network news anchors), disseminating government pro-
paganda through the news networks (using “embedded” journalists as
Defense Department mouthpieces); injecting fake news stories into net-
work affiliate news, pressuring corporate media into self-censorship, and
other manipulative devices aimed at short-circuiting rational argument.
Government and media have played on the interests, values, and fears
of Americans. Many Americans have been willing to surrender their right
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to privacy when it was presented as a way to prevent another attack on the
homeland. The movement to pass a constitutional amendment defining
marriage as between a man and a woman gained support when presented
as a way of preventing the desecration of what is holy. The drive to reject
stem cell research appealed to “the culture of life.” Citizens have been
intimidated against protesting against the wars in Iraq and Afghanistan by
presenting such dissent as a refusal to “support the troops”; the Iraq war
was defended as necessary for “winning the war on terror”; and Obama
has employed the same rhetoric to defend the Afghanistan war.

From the Patriot Act to the Clear Skies Act, legislation adverse to common
interests of Americans has nevertheless been euphonized with a name that
implies support for the very interests it flaunts. Thus, certain provisions of the
Patriotic Act are unconstitutional (such as the “sneak and peek” provision)
and, therefore, markedly unpatriotic. Similarly, the Clear Skies Act (proposed
in 2003 and 2005) would have relaxed controls on air pollution instead of
cleaning it up.

Government and media organizations have formed a symbiotic alliance
aimed at amassing incredible amounts of money, power, and control over
the lives of Americans. Swayed by carefully contrived manipulation, many
Americans have permitted government and its big media helpmates to
systematically dismantle the systems of checks and balances against abridg-
ment of civil liberties, including the right to privacy, freedom of speech,
and of the press; devalue creativity and independent thinking in education;
wage unjust war; build a climate of hate, fear, and bellicosity; dumb-down
the mainstream portals of news and information; and take strident steps
toward politico-corporate undermining of net neutrality and toward trans-
forming cyberspace into a political weapon.

Bad Faith in America

According to French existentialist philosopher Jean-Paul Sartre, there are
no excuses behind which to hide one’s responsibility. Thus, the Nazi soldier
who proclaimed that he had no other choice but to follow the commands
of Hitler is living in “bad faith.” He is lying to himself, because there are
still other options—in particular, the “ultimate possibilities” of suicide and
desertion. The Nazi might prefer serving Hitler to the latter possibilities,
but that is still a matter of choice—which accordingly implies freedom and
responsibility.

By parity of reasoning, for Americans who live on U.S. soil, pay federal
taxes, and receive the benefits of being an American citizen, it is “bad faith”
to deny responsibility for U.S. policies, including its war policies. For, there
are still other options, such as leaving the nation or refusing to pay the taxes.
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In not choosing these options, the war effort becomes one’s own, and one
is responsible for the war even if one has not declared it. Thus, blaming it
entirely on the politicians will not pass muster.

But this responsibility runs deeper than living in this nation, reaping
its benefits, and paying taxes that support its destructive policies. This is
because, in not exercising our critical powers of independent thought,
allowing ourselves to be herded like ignorant cattle, we support a culture of
control, and thereby help it to thrive. But should we be sent to the slaughter
by our commanders, we are then more complicit than the cow. For, after all,
the cow does not support the beef industry.

As emphasized in this book, totalitarian regimes thrive on keeping the
masses ignorant. A thoughtful, rational citizenry is to a megalomaniac
government what garlic is to a vampire. When the people of a nation are
armed with reason, they are not easily manipulated. Accordingly, stopping
America from becoming a full-fledged culture of control requires arming
ourselves with reason.

This means identifying and abandoning the self-defeating, antiempiri-
cal, inauthentic, conformity-oriented styles of thinking by which we have
made gullible pawns of ourselves. It also means substituting for these
“fallacies,” rational, forward-moving, creative styles of thinking. While it
is beyond the scope of this book to develop such a democracy-promoting
set of critical thinking tools,” a logic of this nature must take as its first
principle the astute admonition of Clifford that, “it is wrong in all cases
to believe on insufficient evidence; and where it is presumption to doubt
and to investigate, there it is worse than presumption to believe.” A culture
based on this sturdy ethics of belief is one least likely to succumb to the
sway of a culture of control.®
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Total Information Awareness
and the Right to Privacy

As discussed in Chapter 17, a viable ethics of belief prescribes believing
things in proportion to the weight of the evidence. Unfortunately,
many Americans have uncritically accepted the official government line as
to why they should give up their right to privacy and permit warrantless
mass surveillance of their personal electronic communications.

But is there truly a rationally defensible moral argument for relinquish-
ing this right?

Under both the Bush and Obama administrations, it is clear what the
rationale has been for having created and deployed a program of mass,
warrantless surveillance. “I wake up every morning thinking about a
future attack,” said George W. Bush, on February 10, 2006, “and therefore,
a lot of my thinking, and a lot of the decisions I make are based upon the
attack that hurt us”! And on January 22, 2009, President Obama sided
with Bush when he urged a federal judge to set aside a ruling on whether a
U.S. president can bypass Congress and establish a program of warrantless
eavesdropping on Americans.?

Clearly, there is a legitimate law enforcement concern about acts of
terrorism just as there is about human trafficking, drug smuggling, serial
killers, and other illegal activities that pose a danger to others. However,
few would argue that mass, warrantless surveillance of American citizens’
personal electronic communications should be conducted in order to
catch drug smugglers, human traffickers, and serial killers, even if the sum
total of the lives these groups destroy, collectively or individually, is more
than the sum total of Americans Kkilled in terrorist attacks (which it is).
This is because it is a violation of the right to privacy presumed to be
guaranteed by the Fourth Amendment of the United States Constitution.
So what is the basis of the disparity in treatment?
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Utilitarian attempts to justify the TIA Project

The official reason advanced by the Bush and Obama administrations for
warrantless mass surveillance is a utilitarian one. Utilitarianism is a theory
of ethics that says that acts are morally justified according to whether they
maximize overall human welfare or happiness. According to this theory,
even if trolling through people’s personal communications, scanning the
full bodies of air travelers, and placing video cameras throughout a city
cause inconveniences and delays at airports and offend many, these are
relatively minor costs given the greater good these policies serve by protect-
ing human life. However, as appealing as this argument might seem at first
sight, utilitarian arguments like the aforementioned one can be used to jus-
tify many things that most of us would not agree are moral. Thus, it might
be possible to save thousands of lives each year by making speeding on the
highways a strictly enforced felony, which carries mandatory jail time. But
even if this punitive measure succeeded in its goal of preventing casualties
on the roadways, most of us would still object to such a law. This is because
we would feel that the punishment was not proportional to the crime, not-
withstanding the fact that it could be justified on utilitarian grounds.

And why stop there. Suppose that we could discover cures for diseases
that save millions of people by experimenting on a certain few without the
consent of these experimental subjects? If all we cared about was the net
balance of overall human welfare, then why not simply sacrifice these few
experimental subjects for the sake of the many? Never mind that these
subjects have not consented to being experimented on. Thus, a major
problem with utilitarian arguments is that they can be used to commit
great iniquity in the name of maximizing overall happiness.

So it is too with the utilitarian argument that it is okay to eavesdrop on
millions of Americans in order to try to catch some prospective terrorists.
Even if it worked, it would violate the right of millions of Americans to
privacy. And, again, this is assuming that such programs of mass surveil-
lance are actually effective in catching terrorists, which as was discussed
in Chapter 2 is highly questionable. Moreover, since such pure utilitarian
arguments do not have any side constraints to stop them from justifying
too much, there is the problem that they can be used to justify increasingly
greater degrees of intrusion. Thus, after the 9/11 attacks, airline passengers
were required to submit to having their baggage and personal carryon
items searched and having their bodies screened by metal detectors. Now
many airports are adding full body scanners that electronically undress
travelers. Next, in the offing might be having our brains scanned through
Brain Machine Interface technologies to determine if we are entertaining
dangerous thoughts. Again, if the goal is airline safety, then why just stop
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with body scans. This tendency of utilitarian arguments to escalate and
justify too much, combined with advancing surveillance technologies, por-
tends serious dangers for a culture with a propensity to spy on its citizens
in the name of “national security.”

However, the idea of “national security” as understood in terms of pro-
tecting against another terrorist attack appears to have been largely a pretext
for a broader, hidden agenda. Indeed, if this were the central goal of the Bush
administration, it would not have attempted to “make the facts fit the policy”
in order to justify invading Iraq.’

As discussed earlier, the Bush administration was guided by an
imperialistic ideology, which maintained that the world would be best served
if America (along with its allies) reigned as its preeminent superpower. This
goal itself was to be achieved by fighting multiple, simultaneous wars,
including one in Iraq, gaining control over natural resources, such as Middle
Eastern oil reserves, and economic globalization attained by feeding the
insatiable monetary appetites of giant corporations. The world envisioned
by the Bush administration was one in which Western values transfused the
Middle East and made them hubs and extensions of the West.

But this vision was myopic and failed to realize the backlash likely to
occur when one nation invades another and attempts to redefine this other
nation in its own image. The Bush administration failed to take a broader
multicultural perspective and to realize that Western religious, social, and
economic values were not likely to take root in a culture that was hostile
to these values. Hence, the Bush administration’s broad utilitarian calculus
was likely to fail from the start.

The warrantless mass surveillance program was born of such myopic
vision and intolerance. As unconstrained utilitarian arguments tend to do,
this program expanded its scope to include targeting certain journalists
and antiwar protesters, and was used to conduct “information warfare” to
neutralize stories that might have undermined the Bush administration’s
plans and policies. The enemy to be watched, thus, became anyone who
was against these policies, especially the war effort. Like any totalitarian,
bellicose regime, it fed on a paranoid or near-paranoid drive to be
“all knowing” while being itself as opaque and secretive as possible. The
Patriot Act breached the constitutional boundaries between criminal
investigations and intelligence gathering. Documents that had before been
declassified became classified and unlawful to possess. FBI rules were
revised to permit racial profiling as a basis for spying on Americans. The
press was kept on a short leash, with “embedded” reporters turned into
government puppets. These and many other attempts to unilaterally con-
trol the flow of information were put into practice. And all this was done
in the name of “national security.”
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This is why there is need for ethical constraints on what can be done in
the name of “national security” (or the “the common good”). And it is here
that recognition of the right to privacy is essential for the preservation of a
free and democratic society. Ignore this right long enough and the political
thirst for power and control, coached in terms of national security, will
intrude further and further into the affairs of citizens and eventually
undermine freedom, democracy, and human dignity.

The Right to Privacy

A right exists when there is an interest and a rule such that the said rule
forbids others from interfering with the said interest. Thus, one has a right
to life insofar as there is a rule that forbids others from taking one’s life.
A legal right exists when there is an interest that is protected by a legal rule.
The rights of Americans to be protected, “in their persons, houses, papers,
and effects, against unreasonable searches and seizures,” and not without
a warrant based on probable cause, are legal rights because the Fourth
Amendment protects the stated areas of interest against encroachment by
government. But these rights (involving searches and seizures of persons
or their property) are also moral rights insofar as the Fourth Amendment
also expresses a moral rule.

The right to privacy is a moral right that is (or at least is supposed to be)
legally protected. This right is related to the right to liberty (as included in
the Fourteenth Amendment’s protection against any person being deprived
of “life, liberty, or property”) in that one’s liberty or freedom can be dimin-
ished when personal information about oneself is shared with others. For
example, disclosure of the fact that one has received psychiatric care could
affect how one is treated by others and impede one’s career goals.

However, the right to liberty is logically distinct from the right to pri-
vacy, which has to do with the acquisition of personal information. The
right to privacy signifies the right not to have one’s personal information
shared with others. Such information includes the most intimate facts
about oneself. Not only does it include such facts as one’s medical history,
bank records, and credit history; it also includes personal beliefs, prefer-
ences, and desires, such as one’s social and political views, religious convic-
tions, sexual preference, sexual desires, fantasies, hopes, dreams, aspirations,
and deeply held moral convictions. Such information thus largely serves to
define one’s individuality, that is, the person one is. Therefore, violations of
one’s privacy can constitute violations of one’s individuality or personhood.
The rule that forbids others from invading this personal space is thus a
moral rule.
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Unlike legal rules, moral rules, as such, are not backed by sanctions
(penalties for noncompliance) applied by an authority that has an orga-
nized means of enforcement, such as a police force. This is why interna-
tional laws (laws existing between nations) are sometimes claimed to be
moral rules rather than legal ones—because they require an organized
means of enforcement, which assumes a world government with power
of enforcement.

Nevertheless, some moral rights apply to basic, universal, human inter-
ests and, therefore, ought to be protected by the legal machinery of the state.
Such rights, known as human rights, are often said to arise out of what it
means to be a human being and not simply out of some concept of net
utility.

The Right to Privacy as a Human Right

A theory of human rights of this kind was formulated by the eighteenth
century philosopher, Immanuel Kant. As was discussed in Chapter 16,
according to Kant, people have an inherent worth or value that does not
depend on their utility. This is in contrast to physical objects, which only
have value in relation to their utility. For example, if one’s pen ran out of
ink and could no longer be used to write, and if no other use could be
found for what remained of the pen, then it could be discarded, thrown
out for want of any worth or value. In contrast, human beings are not
to be discarded or thrown away (killed or destroyed) if we cannot find a
use for them. This is because their worth, said Kant, is a constant and can
never be diminished (or augmented) by their usefulness for some desired
end that others may intend. This is what makes it morally objectionable to
treat the poor, the disabled, and the elderly as “throwaway” or second-class
citizens—they still retain their human worth. They belong, said Kant, to
a “community of ends” and as such deserve to be treated with the respect
that any other person receives.

This human worth or dignity, according to Kant, derives from the fact
that human beings can make claims on others. This is because they are
autonomous beings. That is, they are capable of using their rational capacity
to decide for themselves. This is in contrast to physical objects, which are
always under the control, and are determined by others.

Therefore, the treatment owed to persons must be distinguished from
objects. To manipulate, deceive, cajole, or otherwise thwart the rational self-
determination of a person is to treat a person as an object. This is a logical
mistake as well as a moral one. Persons and objects are not the same and the
treatment of the one should not be confused with the other.
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According to Kant, utilitarianism engenders this general confusion
between persons and objects, for this theory discounts or weighs up and
subtracts the values of human beings as though they were physical things
to be tallied. Thus, sacrificing some human beings to maximize overall
happiness is to use or treat some people as means to the happiness of
others. It is to treat them as expendable commodities. However, Kant
admonishes us to “always treat humanity, whether in your own person or
in the person of any another, never simply as a means, but always at the
same time as an end.”* Utilitarianism treats persons “simply as a means”
(objects) instead of as “ends” (persons) and is, therefore, unacceptable.

Thus, on this theory, all human beings have a right to be treated as per-
sons and not as mere objects. They have human rights. These rights derive
from the self-determining nature of human beings. The right to privacy
is such a right. Human beings have a right not to have their personal,
private space invaded by others. This is to treat them as nonautonomous
beings, that is, as mere objects or things. Warrantless, mass surveillance of
Americans’ private phone calls, e-mail messages, and Internet activities is
in violation of this human right.

In response, it might be argued that the American people had the right to
waive their right to privacy by giving their consent to the government’s war-
rantless mass surveillance program. Thus, when it became known in 2005
that the Bush administration was monitoring Americans’ electronic com-
munications, many Americans said they were willing to accept this program
for the sake of national security. However, this “consent” was lame, because
it was after the fact. The program was already in effect, and Americans were
not given a choice.

So what would valid consent have looked like, that is, consent that
would have treated Americans as “ends”?

First, such consent would have treated the American people as autono-
mous agents by having provided them with a choice. Insofar as the govern-
ment was claiming to be invading their privacy on paternalistic grounds
(that is, for their own good), Americans should have been free to have
accepted or rejected it. This condition of valid consent could have been
fulfilled by the federal government’s having presented alternative national
security options to the American people in advance by opening up public
debate on these options (say via the Internet), taking national surveys, and
even by permitting state-by-state public referenda. Not only were such
public forums absent; the program operated in total secrecy and not even
Congress (the presumptive representative of the people) was given a voice.

Second, the American people would need to have been adequately
informed. This means providing relevant and true information about
the nature and extent of the surveillance. Unfortunately, even when the
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New York Times broke the story, the full extent of surveillance was not
revealed. Basing its report on government officials, the Times said that the
National Security Agency (NSA) had been monitoring without warrants the
international telephone and e-mail messages of hundreds or possibly thou-
sands of people inside the United States. In fact, the NSA was also monitor-
ing all domestic phone calls, e-mail messages, as well as Internet activities,
and the number of people being monitored was in the millions. So, even after
the fact, Americans were not given all the facts, and some of what they
were told was false, misleading, or inaccurate.®

Third, frightening the American people into compliance by evoking the
chilling image of the burning twin towers under siege (a popular device
used by the Bush administration with the help of the mainstream news
networks) was to manipulate the consent of Americans; whereas valid
consent needs to be freely given.

So, the “consent” that was obtained by the government was neither
informed nor freely given, nor did it respect Americans as autonomous
agents by giving them a choice. Accordingly, on Kantian standards, the
government contravened a basic human right of the American people (to be
treated as persons) when it systematically invaded their privacy.

A utilitarian Justification of the Right to Privacy

However, even if the Kantian doctrine of human rights is rejected, the legal
enforcement of a rule that protects the privacy of Americans against gov-
ernment encroachment can still be defended on utilitarian grounds. For
unless such a rule is in force, it is inevitable that state power will eventually
be used for narrow political purposes by a power-seeking government.
The right against government encroachment of one’s personal and private
space is an essential check in a functional system of checks and balances
against the rise of a totalitarian government regime that will oppress the
people and destroy their potential for a satisfactory life in common.

The human interest in privacy is essential to human happiness. To see
this, imagine a state in which whatever you think or say becomes public
knowledge. You wish someone dead and it shows up in a government registry.
You have sexual desires for another and the desire is immediately public
knowledge. You tell your attorney something that might incriminate you and
it is immediately sent to opposing counsel. Your physician sends the positive
tests results of an HIV test to your employer. You have diarrhea and it is all
over the Internet. In short, suppose all private information about you, regard-
less of whether it is potentially defamatory, damaging, confidential, or highly
embarrassing, becomes fodder for public examination. Such a world would
be one in which all or at least most of us would not wish live.
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True, different people have different priorities about what kinds of per-
sonal information are acceptable to share with others. For example, some
consider age or weight to be highly personal information, which they do
not care to share. But clearly, every competent human being would want
at least some personal information kept private. In a bona fide culture of
control, all personal information would in principle be subject to exami-
nation by the state. In such a culture, no one would have his or her interest
in privacy protected.

The creeping decline of privacy in America should, therefore, concern
all of us. Those who say they do not care if the state monitors their per-
sonal e-mail messages, phone calls, and Internet activities have as much to
fear as those of us who find such wholesale violations of privacy unaccept-
able. As the technological means continues to escalate, even to the degree
of being able to directly tap people’s personal thoughts, there is no limit to
how intrusive government surveillance will become.

This does not mean that the right to privacy is absolute. Thus, there are
always possible exceptions to a moral rule. For example, lawyer-client con-
fidentiality is a very strong privacy protection. Nevertheless, the American
Bar Association’s confidentiality of information rule permits disclosure
of confidential client information by an attorney to an appropriate third
party without the consent of the client “to prevent reasonably certain
death or substantial bodily harm.”®

So it may be asked, does the government’s alleged grounds for abridg-
ing the right to privacy of American citizens constitute a legitimate excep-
tion to the moral rule protecting the privacy of personal information?

Why the TIA System Wrongfully Violates the
Moral Right to Privacy

W.A. Parent has offered the following standards or guidelines for deter-
mining wrongful invasion of privacy:’

1. For what purposes is the undocumented [unpublished] personal
knowledge being sought?

2. Is this purpose a legitimate and important one?

3. Is the knowledge sought through invasion of privacy relevant to its
justifying purpose?

4. Is invasion of privacy the only or the least offensive means of obtain-
ing the knowledge?

5. What restrictions or procedural restraints have been placed on the
privacy-invading techniques?
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6. What protection is to be afforded the personal knowledge once it
has been acquired?

Unfortunately, taking the six, abovementioned standards into account, the
Total Information Awareness project fails to provide a legitimate and over-
riding reason for invading the privacy of millions of Americans.

For what alleged purpose is the government invading the privacy of
millions of Americans? According to both Bush and Obama administra-
tions, this purpose is to prevent another terrorist attack. So, is this purpose
legitimate and important?

Clearly, preventing another terrorist attack can be a legitimate and
important purpose for mass invasions of privacy only if the TIA system actu-
ally works efficiently to achieve such an end. However, as was discussed in
Chapter 2, the technology has technical problems. It requires construction of
algorithms sufficient to identify and distinguish patterns of terrorist behavior
from that of innocent people. However, in contrast to consumer shopping
habits and financial fraud patterns, terrorist activities do not occur frequently
enough to construct an adequate model for predicting them. Moreover, when
they do occur, which is one or two events every few years, their patterns of
preparation and planning tend to be distinct, thereby making it impossible to
divine a predictable pattern. Consequently, “The one thing predictable about
predictive data mining for terrorism is that it would be consistently wrong.”®
As such, this disposes such data mining engines to false positives, which in
turn, not only violates the privacy of innocent persons, but also exposes them
to the possibility of false arrest and detainment.

Is the knowledge government seeks through the invasion of privacy
relevant to preventing a terrorist attack? Unfortunately, the Patriot Act has
allowed that a significant purpose rather than the purpose of surveillance be
the collection of foreign intelligence. This means that such mass dragnets
of electronic information are permitted to capture information that is
entirely irrelevant to the purpose at hand—that of capturing foreign intel-
ligence. Thus, the program fails to satisfy the third standard.

Is invasion of privacy the only or the least offensive means the govern-
ment has of obtaining foreign intelligence? The 1978 FISA Act had also
provided for warrantless surveillance for foreign intelligence gathering but
it had to be sought as the primary purpose, not merely a significant purpose
for a wiretap; and it could not target American citizens without a warrant.
However, government could conduct surveillance of electronic communica-
tions involving an American citizen in the absence of a warrant for up to
72 hours in an emergency situation, and could subsequently apply for a war-
rant, thus allowing for situations where there was not enough time to apply



186  MASS SURVEILLANCE AND STATE CONTROL

for a warrant in advance. Thus, the earlier protections allowed acquisition of
the same information without the necessity of a mass dragnet and violation
of privacy. Accordingly, the TIA system is not the only and least offensive
means the government can have for acquiring foreign intelligence.

What restrictions or procedural restraints has the government placed
on its privacy-invading techniques? Unfortunately, as was discussed in
Chapter 3, the FISA Amendments Act of 2008 has eviscerated the role of
the FIS courts to largely reviewing the procedures in place for protecting
against unjustified invasions of privacy. However, the government does not
have to provide details, such as the names of persons and their addresses
to be placed under surveillance. Such blanket warrants eliminate judicial
oversight and permit a mass dragnet, thus allowing virtually unbounded
possibilities for invasion of privacy of millions of innocent Americans.
Moreover, as was also discussed in Chapter 3, the new FBI rules permit
racial profiling, thus opening up the floodgates for further racially moti-
vated invasions of privacy. As such, the program of warrantless mass
surveillance fails to satisfy standard 5 not only by having inadequate legal
procedures in place to safeguard personal information, but by adding pro-
visions that increase the likelihood of unjustified violations of privacy.

What protection does the TIA system provide for personal knowledge
once it has been acquired? There is evidence to suggest that the government
has failed to build adequate privacy protection into its mass, warrantless
surveillance program. This is true despite the fact that, at the inception of
the TIA Project in 2002, under the direction of John Poindexter, DARPA
had conducted research into technology that would have safeguarded the
privacy of personal information in the TIA databases.

At a 2002 conference in Anaheim, California, sponsored by DARPA,
Poindexter stressed the need for a “more systematic” way to protect pri-
vacy. Poindexter wanted to create a “privacy appliance” that would conceal
identifying information, such as names and addresses, exposing only pat-
terns of data to those having access to the TIA databases. If patterns were
discovered that documented that a certain group was planning a terrorist
attack, the government could seek a FIS Court warrant to disable privacy
protection for the specific identifying information related to the pattern in
question, leaving privacy protection in place for all other data. According
to a 2003 congressional report on TIA, “The idea is that this device, cryp-
tographically protected to prevent tampering, would ensure that no one
could abuse private information without an immutable digital record of
their misdeeds.” Moreover, according to the report, the details of use of the
privacy appliance would be made available to the public.’

Unfortunately, when Congress allegedly defunded TIA in 2003, and com-
ponents were transferred to the NSA’s Advanced Research and Development
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Activity (ARDA), research on the privacy appliance, which had been ongo-
ing at Xerox’s Palo Alto Research Center, was cancelled. Consequently, the
NSA’s warrantless mass surveillance program, which came to light in 2005,
included no such privacy safeguards.!?

It is, therefore, evident that, in the end, the government perceived pro-
tecting the privacy of millions of Americans as expendable. It was not that
the government did not have an idea about how to safeguard its massive
data warehouses. It simply decided not to continue to fund the research.
Moreover, given that the operation of such a safety appliance would have
been made available to the public had it existed, it is evident that the Obama
administration has not to date created a privacy appliance to safeguard
the stores of information it continues to collect on millions of American
citizens. Instead, the Obama administration has embraced the 2008 FISA
Amendments Act enacted under the Bush administration. This act makes
no software provisions for protecting the privacy of Americans. Indeed,
if the U.S. government insists on amassing private information of its citi-
zens, it should at least build into FISA “minimization standards”(standards
that require government to take reasonable precautions not to target
American citizens) the provision of a privacy protection appliance.

Hence, based on Parent’s six standards, the TIA project wrongfully
invades the right to privacy of millions of Americans. The moral impera-
tive is, therefore, to legally enforce the moral right to privacy. Presently,
the legal force of this right has been abridged by FISA reform, the Patriot
Act, and related legal reform, which remove the safeguards instituted by
the 1978 FISA Act in concordance with the Fourth Amendment of the U.S.
Constitution. Without the legal enforcement of this right as a side con-
straint on utilitarian attempts to justify increasingly greater abridgments
of privacy, America is destined to cross the point of no return, where the
concept of a free and democratic America will be yet another farce chiseled
in the minds of suggestible Americans by government and its corporate
media representatives.
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Change We Can Believe In

As the Total Information Awareness (TIA) project continues to gather
steam, government will continue to increase its ability to control those
subject to it, and America will eventually be transformed into a full-fledged
culture of control. This is not speculation. It is an inductive inference and
a matter of probability based on the information presented in the chapters
of this book.

Like a cancer that continues to spread, there will be a point of metastasis
when the infection can no longer be treated. Advances in surveillance tech-
nologies will help to circulate this infection inside every corpuscle through
every capillary, vein, and artery, and to every organ of the state body; so
that its constitution, along with its protective capacities, will eventually rot
away. This process has already begun with the evisceration of the Fourth
Amendment; and it is wishful thinking that there will be a spontaneous
remission. Something needs to be done, and soon. So what is to be done?

What Americans Can Do

Complacency of the American public with the status quo is part of the
disease. Referring to the masses of Oceana, the protagonist in Orwell’s 1984
declared, “Until they become conscious they will rebel, and until after they
have rebelled they cannot become conscious.” Unless Americans become
conscious of their dwindling civil rights, the signs and symptoms of this
decline, and the seriousness of this disease, they will remain in a state of
complacency, and the cancer will continue to spread.
Orwell’s protagonist continued,

If there was hope, it must lie in the proles [the citizens], because only there
in those swarming disregarded masses, 85 per cent of the population of
Oceania, could the force to destroy the Party ever be generated. . . . [I]f only
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they could somehow become conscious of their own strength, they would
have no need to conspire. They needed only to rise up and shake themselves
like a horse shaking off flies. If they chose they could blow the Party to pieces
tomorrow morning. Surely sooner or later it must occur to them to do it?
And yet—!" (Italics mine)

The power of Americans lies in their ability to organize and pool their
numbers. When a massive earthquake devastated Haiti, Americans joined
a common cause to raise millions for the Haitian relief fund. Here, there
was consciousness of a need, and Americans took action.

The loss of basic rights over time is more insidious than a natural disaster.
It is more like a silent cancer that spreads below the skin. It may not readily
be noticed until it is too late. The mainstream corporate media is also part
of this disease inasmuch as it has helped to conceal the signs and symptoms
of our diminishing privacy by censoring and downplaying its imminent
dangers. Nevertheless, the effect will be to undermine the fabric of democ-
racy in America. This is harm worthy of joining together to prevent.

Public consciousness is essential. In the absence of a reliable mainstream
media, Americans need to look elsewhere to obtain their information about
government malfeasance. At this juncture, there are still competent, inde-
pendent, online sources that can fill the mainstream void. The appendix
to this book includes selected online government, media, and corporate
watchdog organizations that keep their ears to the ground, and can be use-
ful in providing information about government activities, notably TIA and
related activities, that have not been adequately covered by the mainstream
corporate media. All of the listed organizations actively advocate for change
or otherwise provide the facility to make one’s voice heard. The activities
supported by these organizations include filing lawsuits, filing Freedom of
Information Act requests, creating petitions, sponsoring conventions, orga-
nizing students to engage in investigative reporting, planning peaceful dem-
onstrations, and other constitutional and democratic measures for affecting
change. Americans who want to become a part of the movement to end TIA
should become actively involved in some of the key issues and causes that are
addressed by these organizations.

In addition to these and other activist organizations, there are presently
many competent independent online news sources, which can provide per-
spectives not found in the mainstream media. A list of some of these outlets
can be found on the Project Censored Web site.> Americans can thereby
supply themselves with information and work toward having their collec-
tive voice heard. They can focus on governmental and corporate organiza-
tions (including media and telecom corporations) that are presently aiding
and abetting transformation from a culture of autonomy to one of control.
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Americans who have become conscious of this impending danger should
pass this knowledge on to others. It is crucial that the public be informed.

A public that is informed cannot easily be seduced and manipulated
into surrendering its civil rights. As discussed in Chapter 17, an antidote to
government programs of “information warfare” and propagandizing is that
of believing only on the basis of evidence. This means looking underneath
the superficiality of a government spokesperson quoted on the evening
news or on the CNN or Fox Web sites. It means giving up blind obedience
to a politico-corporate machine that has profited from taking away our
personal privacy and liberty. It requires building a new democratic ethics
of belief based on the quest for information, real information.

This quest is not just a reccommendation. As W. K. Clifford made clear,’ all
of us have a duty to question all that we believe. This universal duty includes
holding our representatives’ feet to the fire. In particular, President Obama
was elected on a platform of “change we can believe in.” However, a neces-
sary condition of any such change must be transparency in government,
not clandestine operations aimed at mass, warrantless spying on Americans.
This platform of candor to the public cannot include sending thousands of
troops to Afghanistan in order to create the conditions favorable for big oil
companies like Amoco to build an energy pipeline.

Transparency of government also requires candor in the way of ideo-
logical commitment. What is Obama’s view about the ratification of the
International Criminal Court? Does he favor a global tax? Does he think
that a North American Union is a good idea? What particular powers
should be delegated to the United Nations and what powers should be set
by nations? In the end, questions such as these, which relate to the place
of America in a global economy and to the status and future of American
sovereignty, should be debated and discussed in an open public forum, not
behind a veil of secrecy and mainstream media censorship.

The Obama administration should also affirm its claimed commitment
to transparency by filling the Privacy and Civil Liberties Oversight Board
established by Congress in 2007 to monitor protection of civil liberties. This
oversight board was supposed to be an independent arm of checks and bal-
ances on government with full subpoena power to investigate possible civil
liberties violations by the executive branch. However, to date, the Obama
administration, like its predecessor, the Bush administration, has failed to
nominate even a single member to serve on the five-person board. Nor has an
office or Web site for the Board been established.* The Obama administration
should, therefore, honor its claimed commitment to the protection of civil
liberties by taking appropriate and overdue actions to constitute this Board.

Obama has also claimed to support protection of net neutrality, so
presumably he values the opinions of Americans. The Internet could be
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a useful venue for the free expression of ideas about how America is to
define itself in relation to a globalized digital age. Such active participa-
tion of Americans in a public forum and exchange between the govern-
ment and citizens of the United States about issues that matter to us all,
or should matter, is the lifeline of a culture of autonomy. On the other
hand, confining these big issues to an inner circle of government officials,
media moguls, corporate executives and other power brokers is a mark of
a culture of control.

In an age in which new digital technologies have the potential to change
the face of human existence, from brain machine interfaces to an Internet of
things—and even an “internet of people” plugged into a surveillance system,
a democratic and free culture cannot remain democratic and free for long by
secretly developing and plotting to deploy such technologies in the name of
“national security.” The right to privacy is a fundamental moral right and as
such must be protected from such encroachment by government.

Americans and indeed all other citizens of the world have a right not to
be tagged, chipped, or otherwise electronically branded, tracked, traced, or
monitored. Yet we are becoming increasingly more accustomed to being
watched. Few seem to mind when the electronic eye of a video camera
stares blankly at them on a city street. Many claim not to mind that their
personal e-mail and phone messages and Internet activities are being
monitored. Most do not question the necessity, or the wisdom, of having
their credit card purchases, bank records, health records, and other personal
information stored in a government database. Few have become outspoken
critics of the new body-scanning technologies being used at airports. It is
now acceptable practice for companies like Google to store cookies on our
computers for purposes of acquiring our behavior patterns. Few are pro-
testing inclusion of their fingerprints, retinal images, or DNA in the FBI’s
biometric database. Few of us are even aware that every newborn child now
has a sample of his or her DNA stored in a government lab.> Of course,
all of these things have been defended by government—or by private
companies—on the grounds of being for our own good.

So, what will we be prepared to accept next? What about subcutane-
ously implanting RFID chips inside everyone’s body? Implantation of
such track and trace devices is already becoming more prevalent. And
why stick to reading our e-mail messages when government can read our
brains directly? The technology still needs to be refined but it is now a
reality. Likewise, what about remotely controlling our emotions, thoughts,
and deeds? After all, DARPA is now looking into making such automata
out of our military. And surely all of these things might also be
defended on grounds of “national security” and as necessary to “fighting
a war on terror.”



CHANGE WE CAN BELIEVEIN 193

Ending the Pseudowar on Terror

“Fighting a war on terror” must cease to be accepted by the American
public as a trump card to override fundamental human rights. The Obama
administration has both a moral and a legal obligation to protect the right
to privacy against capricious and needless abridgement, and all Americans
have a duty to insist on it.

So, what measures might this administration (or a subsequent one)
take to close down an unrealistic attempt to stop terrorism by waging an
Orwellian style “war”?

To its credit, the Obama administration has indicated its determination
to invest in alternative renewable, energy sources. However, it needs to get
beyond its rhetoric to take serious steps to resolve its energy problems
through development of such sources. Instead of pandering to the far right
and to big oil interests by keeping up the charade that such interests had
nothing to do with invading Iraq and Afghanistan, the Obama administra-
tion should be candid about past history, and denounce preemptive wars
aimed at seizing sovereign nations’ natural resources.

Only by denouncing preemptive war altogether, as being in violation of
international law, can the United States hope to avoid the outward appear-
ance of having such untoward motives. The appearance (and reality) of
conflict of interest might further be circumvented by replacing members of
the old guard, such as Secretary of Defense Robert Gates, who are aligned
with the Bush administration’s doctrine of preemption. Nor should those
who lead the Department of Defense have documented ties to military
contractors. The Obama administration should shut down the military-
industrial revolving door, which has played a significant role in the spawn-
ing and perpetuation of the TIA project.®

The Obama administration should also unequivocally denounce devel-
opment of biological and chemical weapons. This denouncement must
candidly speak to its own efforts and not merely the efforts of other nations
dubbed “rogue” nations. By secretly conducting its program of bio defense,’
the Obama administration has risked becoming a catalyst to a biological
and chemical arms race among nations distrustful of the United States’ true
intentions. The United States cannot consistently hope to secretly grant
itself special prerogatives to do that for which it would condemn other
nations. In the process of attempting to defend itself against terrorism,
it must not itself become one.

The Obama administration should discontinue the development of anti-
ballistic missile systems because they are destabilizing. They encourage the
buildup of nuclear arms by other nations in an effort to defeat these inher-
ently less-than-bulletproof systems. Other nations become “sitting ducks”
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for nations guarded by such defenses. Thus, they are encouraged to build up
their arsenals for self-protection.

Antiballistic missile systems also provide a first strike incentive and
advantage for any nation that feels threatened by a nation guarded by
such a system. Since the shield provided by the system is not bulletproof,
other nations can gain an advantage by attacking the shielded nation first
before it attacks them. If a nation attacks the shielded nation first, before
it is attacked and loses some of its ballistic missile capability, it has the best
chance of getting some of its missiles through the enemy’s shield to destroy
its arsenal before its own arsenal is destroyed.

This also means that so-called “strategic defenses” must be part of an
offensive posture that includes ballistic missiles. A major function of an
antiballistic missile system is to guard a nation’s ballistic missiles from being
destroyed during a first strike by another nation. Consequently, the United
States cannot at once stand for nuclear nonproliferation while building
weapons systems that encourage both the proliferation and the use of
nuclear weapons.

The United States should alternatively join multilateral attempts at
reaching diplomatic solutions to international disagreements, or work
toward the imposition of economic sanctions (where necessary); and, as
a last resort, work in concert with the United Nations Charter to reach
military solutions.® To its credit, the Obama administration has expressed
the need for diplomacy. Unfortunately, its rhetoric has largely been over-
shadowed by fighting a preemptive, perpetual “war on terror.” The latter is
antithetical to world peace, security, and freedom.

The Obama administration should draw a clear distinction between
defending cyberspace against cyber attacks and an offensive posture aimed at
policing and controlling it. Clearly, a program of warrantless, mass (global)
surveillance goes beyond defending cyberspace against cyber attacks.

Obama should also align his rhetoric with the terminology that pre-
ceded the George W. Bush administration. This would require consistently
referring to terrorists as criminals. Such a change in terminology would
have important legal significance, for it would rule out military tribunals
(still a part of the Obama administration’s treatment of detainees) and
restore the criminal justice system as the appropriate legal venue for adju-
dicating alleged crimes involving terrorism.

The Obama administration should dispense with the idea of “prolonged
detention,” which is de facto the punishment of detainees for crimes they
have not yet committed.

It should decentralize intelligence. By according the Director of National
Intelligence (DNI) authority over all other intelligence agencies—CIA, FBI,
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NSA, etc.—and by making the DNI answerable directly to the president,
the Bush administration established the infrastructure for unitary executive
authority. Agencies need to share intelligence, but they should not be con-
strained by the president acting through the DNI. This gives the executive
branch unchecked power to control intelligence and opens the floodgates
for abuse of power.

Legal changes we can believe in

FISA Reform

The FISA Amendments Act of 2008 should be revisited by Congress and
replaced by a FIS Act that, pursuant to the 1978 FISA Act, makes it illegal
to conduct warrantless, mass surveillance of Americans’ electronic com-
munications. This new act should also cancel the 2008 FIS Act’s granting
of retroactive and future legal immunity to telecom corporations, thereby
allowing American citizens a legal avenue for redressing abridgment of
their Fourth Amendment right to privacy by these giant corporations. FIS
Courts must also be restored to their traditional role of having judicial
oversight instead of virtual rubber stamps for the DNI and the Attorney
General (AG).

This means that certifications made to the FIS Court must provide
incontrovertible evidence that the procedures adopted for conducting
surveillance satisfy appropriate minimization standards for protecting the
privacy of American citizens. Such evidence should include the algorithm
being used to conduct the surveillance. It should also include particular
information, such as names, addresses, places, and other details. The court
should retain independent individuals with expertise in adequately assess-
ing the surveillance software for conformity to approved minimization
standards, and periodic court ordered audits should be conduct to make
sure that the software actually being used is that for which a certification
has been granted by the FIS Court.

At the time of this writing, H.R. 3846, the FISA Amendments Act of
2009, has been proposed to “provide additional civil liberties protections,
and for other purposes.” This bill has provisions for repealing retroactive
immunity to telecommunication corporations and a provision on “prohi-
bition on bulk collection under FISA Amendments Act.”® These measures
move in the right direction. The Obama administration should break its
concordance with the Bush administration’s program of mass, warrantless
surveillance, and, pursuant to the Fourth Amendment, support a viable
reform bill.
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Retraction of FBI Racial Profiling

The Obama administration should also retract any FBI rule that permits
racial profiling as it is a violation of the equal protection clause of the
United States Constitution.

PATRIOT Act Reform

Congress should revisit Section 18 of the PATRIOT Act, which eliminates
Provision 104(7)(B) of the 1978 FISA Act requiring that the purpose (not
“a significant purpose”) of conducting a warrantless electronic surveillance
be to obtain foreign intelligence information. The legal barrier between
intelligence gathering and criminal investigations that is required by the
Fourth Amendment must be reinstated. FBI should not be able to acquire
admissible criminal evidence against an American citizen without warrant
or probable cause under the pretext of conducting a terrorism investigation
unrelated to the criminal investigation.

In contravention of the Fourth Amendment, Section 213 of the PATRIOT
Act (The “sneak and peek” provision) allows law enforcement officers to
search the homes or businesses of private citizens without their knowledge
or permission. Because such searches can be conducted without giving the
subject of the search an opportunity to challenge the validity and extent of
the search warrant, this provision gives unchecked power to government
to intrude on citizens’ personal space. It should, therefore, be cancelled.
Similarly, Section 215 of the PATRIOT Act, which gives the FBI the war-
rantless power to access the books, records, papers, documents, and other
“tangible things” through the issuance of National Security Letters (NSL),
gives unchecked power to government to abridge the right to privacy. Such
authority to access personal property should require a search warrant based
on evidence showing probable cause; and those subject to the search should
be notified.

Unfortunately, far from so amending this provision, the Obama admin-
istration has reinstituted it, unchanged. On February 25, 2010, the U.S.
House of Representatives passed without modification. H.R. 3961 to
extend for one year, beginning on March 1, 2010, expiring provisions of the
PATRIOT Act.!® On February 27, 2010, President Obama signed this bill just
when the questionable provisions of the PATRIOT Act were due to expire.

These provisions included PATRIOT Act sections 206, regarding FISA
court orders for multipoint or “roving” wiretaps, and 215 (as discussed
above); and Section 6001(a) of the Intelligence Reform and Terrorism
Prevention Act of 2004 concerning “lone wolf” terrorists (individuals
acting alone with no connection to a foreign power).
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In fact, on November 5, 2009, the House Judiciary Committee favorably
reviewed an alternative bill, H.R. 3845, sponsored by Rep. John Conyers
(D. MI),!! which would have strengthened privacy protections under
Section 15 of the PATRIOT Act by requiring the government to justify
that the records it was seeking (business, library, or bookseller records)
in counterterrorism investigations were relevant to the said investigation.
It would have also required the government to notify recipients of a nondis-
closure (“gag”) order of their right to challenge the said order in court.

The bill would have also let the “lone wolf” provision expire—a case
that did not belong under the FIS Act in the first place; and it would have
required the government to describe its “roving target” in sufficient detail
for a judge to distinguish the prospective target from any other possible
individual who might get caught in a multipoint surveillance net. However,
H.R. 3845 was never considered by the full House and none of these protec-
tions made it into the bill that Obama signed. Thus, the same unconstitu-
tional provisions of the PATRIOT Act that were passed in haste by Congress
in the immediate aftermath of the 9/11 attacks now remain intact under
the Obama administration, at least until March 1, 2011. Regarding the
PATRIOT Act, the Obama administration, therefore, has another chance in
2011 to deliver change we can truly believe in.

Getting Rid of Military Commissions

In October 2009, President Obama signed the Military Commissions Act
of 2009 into law. This act, which replaced the Military Commissions Act
of 2006, has made some important improvements on the earlier Act. For
example, the 2006 Act gave the president the power to interpret the Geneva
Conventions, including Article 3 concerning what constitutes torture.
“The President,” it said, “has the authority for the United States to deter-
mine the meaning and application of the Geneva Conventions.”'> The
2009 Act does not contain such a provision. The 2006 Act also suspended
habeas corpus. However, pursuant to the 2008 Supreme Court ruling in
Boumediene v. Bush, the 2009 Act does not contain such a blatantly uncon-
stitutional provision.

Nevertheless, the core of the 2006 Act remains intact. While the earlier
Act authorized the president to establish military commissions for “unlawful
enemy combatants,” the 2009 Act authorizes the president to establish mili-
tary commissions for anyone declared an “unprivileged enemy belligerent.”
The differences between “unlawful enemy combatant” and “unprivileged
enemy belligerent” are largely cosmetic.!® As defined by the 2009 Act, an
“unprivileged enemy belligerent” is an individual who “(A) has engaged
in hostilities against the United States or its coalition partners; (B) has
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purposefully and materially supported hostilities against the United States
or its coalition partners; or (C) was a part of al Qaeda at the time of the
alleged offense under this chapter.”'* As for the definition of “hostilities,” it
means “any conflict subject to the laws of war.” However, what constitutes
“the laws of war” is left undefined; and given that the Obama administration
has followed the Bush administration in extending the meaning of “war”
to cover “hostilities” perpetrated anywhere and everywhere (including in
someone’s living room), “the law of war” can mean virtually anything any-
one wants it to mean.

Like the Bush administration’s 2006 version, Obama’s 2009 version
equates one who “supports” hostilities with one who actually engages in
them. This opens the floodgates to try individuals under military commis-
sions who have not, themselves, engaged in acts of terrorism. The assump-
tion that supporting hostilities (whatever exactly that is) is equivalent to
participation in hostilities has, in fact, already been rejected by several
federal judges.?

Further, the purpose of the 2009 Act is held to be “to try alien unprivi-
leged enemy belligerents for violations of the law of war and other offenses
triable by military commission” (emphasis added). This is in contraven-
tion of the equal protection clause of the Fourteenth Amendment since
it clearly establishes a double standard—one for citizens and another for
noncitizens. And if the military tribunal standards cannot be consistently
applied to everyone, then there is reason to believe it should not be applied
to anyone.!®

Such inconsistencies cannot be covered up by changing “unlawful” to
“unprivileged” or “combatant” to “belligerent.” The problem is due to an
inherently flawed and contradictory legal scheme. To render the system
consistent, military commissions must be abandoned along with the pretext
of fighting a war on terror (or a “war on al Qaeda”), and federal courts must
be consistently used to prosecute crime, which is what terrorism really is.
Obama’s adoption of Bush’s confusion of crime with war has led him deeper
into a legal quagmire. The consequence has been to continue on a path
toward a culture of control in which individuals who have not committed
acts of terrorism are treated the same as those who have, and the commis-
sion of “hostilities” according to “the law of war” can be used as a pretext to
deprive selected individuals of their right to equal protection of the law.

Changing the Corporate Landscape

Steady creep of globalization has changed the political realities. Giant
corporations spanning the globe now have the ability to influence deci-
sions, worldwide, made at the highest state levels. At the same time, these
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companies have no moral conscience and will do what’s in their best finan-
cial interest, including helping government create and operate the machin-
ery for systematically violating human rights. The TIA network, whose
tentacles span continents, demonstrates what such cooperation can do.

Telecommunication companies such as Comcast and AT&T now have
legal mandates to provide the infrastructure and facility for the NSA along
with its sister federal agencies to “immediately provide the Government
with all information, facilities, or assistance necessary to accomplish the
acquisition.”"’

At the time of this writing, Comcast has struck a deal with General
Electric to take control of NBC, including its newsroom. Comcast’s cable
and Internet services already reach 30 percent of American homes; and it is
now attempting to acquire NBC Universal’s assets, including 26 TV stations
in the largest U.S. markets, the NBC network, some of the highest-rated
cable TV networks, and the Universal film library.'®

The United States Justice Department is conducting a review of the
impending merger, and the outcome of this review as well as whether the
merger will be approved by the Federal Commerce Commission (FCC) is
not presently known. Nevertheless, the dangerous probability of a merger
of this nature eventually coming to pass should not be underestimated.

As was discussed in Chapter 7, the Supreme Court’s 2005 decision in
Brand X has cleared the way for cable companies like Comcast to control
the flow of information by keeping competitors from using their cables. If
Comcast acquires NBC, it will increase its ability and financial incentive to
favor its own programming and to exclude other cable networks from hav-
ing their programming carried on its cable system. Media Access Project’s
Andrew Jay Schwartzman has admonished the Senate Judiciary Committee,

There are scores of cable networks which have been unable to obtain car-
riage on Comcast and other cable systems. 'm here, and they are not,
because some of these companies have told me that they are afraid of
retaliation. Indeed, over the last several years numerous programmers such
as NFL Network, WealthTV and the Tennis Channel have unsuccessfully
pursued carriage complaints at the FCC.... Acquisition of NBC’s stable
of cable networks will greatly exacerbate the imbalance of power.. .. The
existing legal framework already gives Comcast every incentive to favor its
own programming over independently produced cable channels. This can
include refusal to carry competitors, paying them far less for carriage or
placing them on a lesser watched program tier.!?

The obvious consequence of this will be that the American people will
receive less independent programming. Instead, Comcast will increase its
power to control what Americans see and hear over its cable lines.
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In the case of news, this can further diminish the waning ability of
mainstream media to keep the people informed. For example, it would be
wishful thinking to suppose that Comcast’s NBC would inform the people
that it is working with government to intercept their phone calls and e-
mail messages; or that it is using its electronic equipment to monitor the
communications of journalists or to spy on its competitors. It takes only
a little creativity to imagine how serious the consequences of this conflict
of interest could be.

The Comcast/NBC merger also portends grave harm for net neutrality.
If the merger succeeds, then Comcast will increase its control over the con-
tent of the Internet. As discussed in Chapter 7 (on net neutrality), the very
real danger is that mainstream media will gain a dominating foothold on
the Internet. As gatekeeper of the cables, Comcast’s foray into controlling a
major slice of the mainstream media would be a major step toward bring-
ing the Internet and mainstream media under one common owner. This
would make the Internet an extension of mainstream media and would,
as such, mark the end of a democratic, free Internet. The fate of the
Internet is, therefore, now largely in the hands of the FCC, which will soon
decide whether to approve this merger.

The Disposition of the TIA Network

To date, the Obama administration has walked lockstep with the Bush
administration in attempting to seal up the ability of the American people
to seek redress from the Telecoms, such as Comcast and AT&T, for having
unlawfully violated their right to privacy. The retroactive immunity granted
by the 2008 FISA Amendments Act to telecoms against civil and criminal
liability and state investigations prevents the people from taking legal action
against these companies. So far, the Obama administration has not taken
any initiative in supporting the passage of FISA reform such as the 2009
FISA Amendments Act, which would subtract such retroactive immunity.

Further, in 2009, the Obama Justice Department argued that the
government could not be sued even for unlawful spying on Americans
pursuant to Section 223 of the U.S. PATRIOT Act, which says, “Any person
who is aggrieved by any willful violation” of the PATRIOT Act or of the
Foreign Intelligence Surveillance Act of 1978 “may commence an action
in United States District Court against the United States to recover money
damages.”*® However, since no “willful violation” occurred according to
the intended meaning of this term, argued the Obama administration, the
American people cannot sue the government for spying on them.?!

If the Obama administration wants to honor its promise to respect the
constitutional rights of Americans, including their Fourth Amendment
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rights, then it should not continue to use legal gymnastics to trump seri-
ous constitutional rights. In the larger context of constitutional law, it is
doubtful that such an interpretation of Section 223 of the PATRIOT Act
will hold up. For if this is what this provision really means then if, not the
Fourth Amendment, should be declared unconstitutional.

Clearly, the fate of the TIA project depends on the legal climate in
which it operates. Unfortunately, in the current legal climate under the
Obama administration, it is not likely this project will cease any time soon.
Americans must, therefore, be vigilant in attempting to change the law by
making their collective voice heard. For if this project continues to make
progress amid burgeoning technologies that have the capacity for increas-
ingly more intrusive modes of monitoring, tracing, tracking, and control,
then the outlook for the survival of the free world looks rather bleak.

Toward a System of Universal Privacy Protection

The 1978 FISA Act included so-called “minimization standards,” which
were also retained by the 2008 FISA Amendments Act. According to these
standards, specific procedures had to be adopted that were “reasonably
designed in light of the purpose and technique of the particular surveillance
to minimize the acquisition and retention, and prohibit the dissemination of
nonpublicly available information concerning unconsenting United States
persons.”? Clearly, the present TIA system has not adopted procedures rea-
sonably designed to minimize acquisition and retention, and prohibit dis-
semination of the personal information of millions of Americans. Instead,
this system is one that seeks total information, not minimized acquisition of
such information; such information is retained for an indefinite amount of
time; and there is no prohibition on its dissemination.

These procedures also require that “no content of any communication
to which a United States person is a party shall be .. . retained for longer
than twenty-four hours unless a court order ... is obtained or unless the
Attorney General determines that the information indicates a threat of
death or serious bodily harm to any person.”?* Clearly, storage of the per-
sonal information of millions of Americans for an indefinite amount of
time in massive databases without their express permission is in violation
of this FISA provision.

To satisfy the said minimization standards, there would at least need to
be safeguards built into the TIA system that would bar unrestricted acquisi-
tion and dissemination of stored personal information pursuant to a court
warrant. Technological means of fulfilling this function are possible and
would be an important step toward respecting privacy. As was discussed in
Chapter 18, when the TIA project was first conceived in 2002, DARPA had
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conducted research into creation of such a “privacy appliance” that would
have safeguarded the privacy of personal information in the TIA databases.

This appliance would have permitted applications of algorithms to
locate behavioral patterns indicative of possible terrorist plots but would
have also used encryption to lock out access to personally identifying
information, such as names and addresses of particular American persons;
it would have left an electronic trail of any unauthorized attempt to gain
access to the stored identifying information; and it would have only made
personally identifying information available to government pursuant to a
court warrant. Unfortunately, the research to develop such privacy protec-
tions was discontinued, and there is presently no reason to believe that
a device of this nature will be added to the TIA system.

No computer system is invulnerable to hacking, and there is no guaran-
tee that the TIA system would not still be abused by government if such a
privacy appliance were installed in it. Indeed, the most reliable safeguard
against government abuse of the people’s right to privacy is the disman-
tling of the TIA system altogether. The government simply does not need
this massive system of stored data to gather foreign intelligence and to
conduct lawful wiretaps. In fact, as discussed in Chapter 2, such a system
is not even effective in finding terroristic behavioral patterns and it tends
to produce false positives.

However, in the absence of dismantling this system, there is no rational
basis for arguing against developing and installing a security appliance to
protect the right to privacy of anyone—both Americans and non-Americans
alike—whose personal data is being stored in this massive data network. For,
such privacy appliances can be constructed to protect everyone’s privacy, not
just Americans.

The TIA system is transnational, capturing, storing, and searching the
personal data of persons worldwide. At the same time, the right to privacy
is a universal right, and not simply the right of Americans. It is everyone’s
right. Therefore, all people throughout the world have a right to the pro-
tection of their privacy.

As such, it is the right of all people of all nations to insist that their
personal information be safeguarded and protected against government
abuse. Since it is not only possible to harness technology to invade privacy,
but also to protect it, technologies that invade privacy should not be per-
mitted to proceed in the absence of technologies that protect it.

A surveillance system protected by such privacy-protecting technology
would at least have the following functionality:

1. Prevention of access to all personally identifying data, whether that
of an American or non-American person.
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2. Pursuant to new intelligence laws, a federal surveillance court war-
rant required to access personally identifying data.

3. All surveillance warrants based on probable cause established on
the basis of an electronically detected behavioral pattern indicating
a terrorist activity.

4. All surveillance warrants restricted to personally identifying infor-
mation related to such an electronically detected behavioral pattern.

5. No access granted to any data not electronically flagged as relevant
to such an electronically detected behavioral pattern.

An information system equipped with such privacy safeguards is no pana-
cea given the serious potential for abuse inherent in the very existence of
such a vast network of personal information under centralized control.
Moreover, such systemic change does not even begin to address the chal-
lenge to freedom of speech and of the press posed by corporate media
consolidation, globalization, and the dangers inherent in control of the
world’s wealth and political power by a relatively few giant multinational
corporations. Nevertheless, a system that incorporated such functional
privacy protection would be a step toward slowing the steady, metastatic
spread of cancer now infecting democracy.

Presently, no such privacy protection is operative, and all of us are
vulnerable to the exploitation and abuse of government power. As tech-
nologies with the capacity to track, trace, monitor, and control become
increasingly more intrusive, the ability of government (perhaps world
government) to exploit and abuse us all will exponentially increase. Unless
we all begin to speak out, now, against the systematic and global violation
of the right to privacy, we will have written the epitaph of democracy.
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Selected Organizations that
Advocate for Constructive
Change

1 of the following online organizations strive to promote and safe-

guard conditions essential to the existence and flourishing of a culture
of autonomy in a digital age, especially privacy; being kept informed about
government, mass media, and corporate activities that threaten to under-
mine freedom and democracy; and the public interest in shaping govern-
ment policy. All people throughout the world can do their part in helping
to stop the steady, oppressive, and transformative march toward a culture
of control as described in this book by supporting suitable, peaceful activi-
ties sponsored by these or other reputable organizations dedicated to the
same mission.

American Civil Liberties Union (ACLU, www.aclu.org)

Works through the courts, legislatures, and communities to protect
individual rights and liberties guaranteed by the Constitution and laws of
the United States.

Center for Digital Democracy (CDD, www.democraticmedia.org/)

Seeks to protect the public interest in digital communications. Works to
promote net neutrality; universal access to the Internet; diverse ownership
of new media outlets; and privacy. Activities include outreach to the press
and policymakers; writing reports, and blogs; conducting investigative
research; and organizing campaigns.
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Common Cause (www.commoncause.org)

Seeks to help citizens make their voices heard in the political process and to
hold their elected leaders accountable to the public interest; and empowers
members, supporters, and the general public to take action on major policy
issues.

CorpWatch (www.corpwatch.org)

Through investigative research and journalism, advocates for multinational
corporate accountability and transparency; exposes multinational corpora-
tions that profit from war, fraud, environmental, human rights, and other
abuses; and keeps the public informed about such matters.

Electronic Frontier Foundation (EFF, www.eff.org)

Defends free speech, privacy, innovation, and consumer rights pertaining to
digital technologies. Primary vehicles of change are the courts, where it brings
and defends lawsuits; mobilization of concerned citizens to oppose unac-
ceptable legislation; advising policymakers; and educating press and public.

Electronic Privacy Information Center (EPIC, http://epic.org/)

Publicinterest research center for protection of privacy, the First Amendment,
and constitutional values in issues arising from use and development of elec-
tronic information technologies. Publishes an e-mail and online newsletter,
reports, and books about privacy, open government, free speech, and other
topics related to civil liberties.

Fairness and Accuracy in Reporting (FAIR, www.fair.org)

National media watch group working with both journalists and activists
to expose media bias and censorship; advocates for greater diversity in the
press; defends muzzled journalists; advocates for structural reform in the
media; and encourages the public to become media activists rather than
passive consumers of news.

Free Press (www.freepress.net)

National media organization working to reform the media. Through edu-
cation, organizing and advocacy, seeks to promote diverse and independent
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media ownership, strong public media, quality journalism, and universal
access to communications.

Media Access Project (MAP) (www.mediaaccess.org/)

Represents the public interest in communications and technology issues
before the Federal Communications Commission (FCC), other policy-
making bodies, and in the courts. Advocates for open, diverse media;
equitable access to media and to telecommunications services; and for
public discourse on social issues.

Open Congress (Www.opencongress.org)

Seeks to make what is really going on in Congress accessible to the public
and to give the public a voice by merging official government data with
news, blogs, social networking, and public participation tools, such as
ways to contact Congress and an open platform for individuals and orga-
nizations to organize online communities around their political interests.
Sponsors Open House and Open Senate Projects aimed at identifying
ways in which the Congress can open up and allow greater public access
to congressional activities.

Openlnternet (http://openinternet.gov/index.html)

This Web site is government-run—by the Federal Communications
Commission (FCC). However, it provides an open forum to post ideas
about Internet freedom. This can be a way to have the FCC hear your ideas
about protecting Internet neutrality against encroachment by giant telecom-
munication corporations and government agencies that seek to monitor,
monopolize, and control it.

Project Censored (www.projectcensored.org/)

Teaches students and the public about the role of a free press in a free society
and brings significant news to light that has not been covered by the main-
stream media. Journalists, scholars, librarians, students, and concerned citi-
zens around the world submiit stories to Project Censored staff and students
from Sonoma State University, who review the submissions and select the
top 25 stories, which are then ranked in order of importance and published
in a yearbook.
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Prometheus Radio Project (www.prometheusradio.org/)

Builds, supports, and advocates for community radio stations. Primary goal
is to build low-power FM (LPFM) community radio stations in order to
democratize the media. Supports community groups at every stage of the
process of building community radio stations; facilitates public participa-
tion in the FCC regulatory process, and sponsors events promoting media
democracy and LPFM radio.

Public Citizen (www.citizen.org)

Consumer advocacy organization representing consumer interests in
congress, the executive branch and the courts. Advocates for government
accountability; consumer rights to seek redress in court; clean, safe, sustain-
able energy sources; just trade policies; affordable healthcare; and environ-
mental protections.
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