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Preface

The fourth edition of the International ICST Conference on Mobile Wireless
Middleware, Operating Systems, and Applications (MobilWare 2011) was held
June 22–24, 2011, at the University of Westminster, London. The development
of mobile computing has revolutionized contemporary society and greatly influ-
enced its economic and social progress in the last decade. Nowadays, the rapid
emergence of innovative hardware and software products in this area is due to
the diligent work of both researchers and practitioners and the great synergy in
research and implementation across disciplines and geographical boundaries.

MobilWare 2011 was a three-day event with several high-quality technical
and scientific papers that emphasized many aspects of mobile computing ranging
from communication infrastructures, networks, to societal scale mobile applica-
tions and their impacts. The conference featured two keynote addresses on topics
of emerging relevance to the field of mobile computing. Lajos Hanzo’s keynote on
“Shannonian Lessons for Wireless, the ‘World-Wide Wait’ and ‘Green’ Radios”
contrasted lessons from theory with the practical constraints imposed on state-
of-the-art multimedia communicators. Gordon Blair’s keynote on “Revisiting
Interoperability: The Case for Emergent Middleware” discussed interoperabil-
ity challenges in enabling dynamic connectivity at run-time to match current
context and requirements of heterogeneous devices and applications. There were
regular tracks of technical paper presentations in relevant topic areas including
mobile sensor networks, SoC for mobile applications, networking platforms, mo-
bile distributed systems, and mobile frameworks. Highlights of the conference
included a special session on mobile systems in education organized by Daphne
Economou, a panel on “Novel Infrastructures and Applications for Mobile Com-
puting” (featuring views from experienced researchers) and a poster session. The
rich and diverse program provided new perspectives on research in mobile com-
puting. It was particularly positive to see research efforts of a number of young
researchers included as papers in these proceedings and in the associated Posters
Session.

We would like to take this opportunity to acknowledge some of the volunteer
leaders. We are all deeply indebted to Aza Swedin’s all encompassing support
in every aspect of conference planning and organization. Publicity Chairs Car-
los Becker Westphall and Panagiotis Chountas together with our excellent Web
Chair Carlo Giannelli provided substantial help for the publicity of Mobilware
2011. We are also indebted to our Local Chair Alexander Bolotov for his sup-
port and enthusiasm for the local arrangements. Also, I wish to thank all the
reviewers for contributing their time and expertise and thus providing invaluable
help in the selection process. I would like to thank the Organizing Committee
members, Special Session Chairs, the Technical Program Committee members,
and all reviewers who contributed immensely toward the success of this event.



VI Preface

Finally and most importantly, thanks are due to all of the authors for their high-
quality research work, results, and papers that we are proud to publish in these
proceedings.

We very much look forward to another successful conference in 2012 in Italy
with MobilWare 2012, and in the forthcoming years.

Vladimir Getov
Stephan Steglich

Nalini Venkatasubramanian
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A-VIEW: Context-Aware Mobile E-Learning  
for the Masses 

Kamal Bijlani1, Shivsubramani Krishnamoorthy2,  
Venkat Rangan1, and Ranga Venkataraman1 

1 Amrita E-Learning Research Lab,  
Amrita Vishwa Vidyapeetham, Amritapuri Campus, Kerala, India 

{kamal,venkat}@amrita.edu, rangasv@am.amrita.edu  
2 MIND Lab, University of Maryland, College Park, MD 20842 USA  

shiv@cs.umd.edu 

Abstract. Developing countries typically have large populations in rural areas 
with inadequate resources for quality education. Concurrently, low-cost mobile 
devices are becoming quite popular in rural areas. The trends in the mobile 
industry show that a variety of mobile devices and choices in connectivity are 
becoming available and affordable. Synchronous e-learning is also starting to 
show immense potential with expert instructors being available to train teachers 
in other areas. The combination of these factors is unfolding a new era in 
mobile e-learning where the ubiquity of connected mobile devices has provided 
a tremendous potential for knowledge to reach large numbers of learners in 
rural areas.  

In this paper, we present a case study in a large developing country like 
India where a major national initiative has been undertaken for providing e-
learning to the masses. This program is addressing issues like nation-wide 
connectivity, affordable mobile devices and high-quality online content. As part 
of this program, we contribute a highly scalable framework called A-VIEW 
(Amrita Virtual Interactive E-Learning World) that provides live interaction 
between expert trainers and large number of learners. A-VIEW is designed to 
be context-aware, thus addressing the practical needs of a variety of users in 
various strata of society according to their available infrastructure, connectivity, 
bandwidth, local language and mode of learning. 

Keywords: mobile learning, A-VIEW, m-learning, mobile UI, ACE. 

1 Introduction 

Developing countries face significant challenges when attempting to make learning 
more accessible by using Internet technologies for poorer populations [1]. The 
availability of new technologies like mobile devices has improved access from 
developing economies to the world market, but they have done little to help deprived 
groups gain access to educational opportunities. Limited Information Technology (IT) 
infrastructure has been a major hurdle in developing countries. There is a need to 
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focus on and provide basic educational infrastructure to support low-cost, higher 
quality access in rural and deprived areas. This is important not only for equal access 
to learning, but also so that different groups may have the opportunity to contribute to 
the development of global knowledge.  

In this paper, we present a case in India where a national program NME-ICT 
(National Mission on Education via ICT) is being implemented for providing mobile 
education for the masses. This project is a billion-dollar initiative for providing e-
learning to the masses under the Ministry of Human Resources Development 
(MHRD), Government of India and is described on the website, www.sakshat.ac.in. 
The NME-ICT project has several facets for higher education. These include 
developing affordable mobile device, national connectivity, online content consisting 
of recorded lectures and other associated material like simulations, quizzes, and 
several other supporting projects. 

As part of this NME-ICT program, we contribute a highly scalable framework 
called A-VIEW [2, 3] that provides live interaction between expert trainers and large 
number of learners. The context-aware model of A-VIEW helps a variety of users 
with different levels of access to IT infrastructure and connectivity to work in a 
collaborative manner with other participants in the education process. 

In the next section, we describe the situations in developing and developed 
countries with regards to the education system and the potential of mobile 
technologies in these nations. We show that affordable basic IT infrastructure is 
necessary to dilute the digital divide between the rich and the poor. We discuss the 
issues in using mobiles in large and developing nations. In Sections 3, we present the 
A-VIEW framework and architecture, and show that it is able to address the needs of 
a wide variety of users, irrespective of their hardware and connectivity. We show that 
the context-aware capability of A-VIEW provides a custom solution and thus it is 
highly beneficial to a large variety of users. The synergistic approach of the A-VIEW 
server architecture with the national private educational network provides a strong 
foundation for making e-learning and m-learning practical and affordable to every 
learner in India. Initial user feedback from a survey of 300 professors around the 
country shows that A-VIEW is almost as good as a real class and easy to use. 

2 Mobile Technologies in Developing Nations - A Potential 
Platform 

In this section we discuss about how developing nations can benefit from mobile 
technologies. In developing countries the penetration rate of mobile phones surpasses 
that of desktop computers. The number of mobile internet users especially in 
developing countries has grown nearly five times in the last five years. For example, 
India has emerged as the second largest consumer of mobile Internet, after the US. 
India, with its 35+ million mobile internet users, ranks No.2 in the world. Around 14 
billion web pages were viewed by Indian mobile internet users in February 2010. The 
number of new data connections added globally this year will be higher on the mobile 
than on the PC. According to industry estimates total internet penetration in India is  
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about 7%-8% and out of that 4-5% internet is accessed through mobiles.  
Experts claim that mobile internet usage in India will touch 250+ million by 2015. By 
2013, mobile phones will overtake PCs as the most common Web access device 
worldwide. According to Gartner’s PC installed base forecast, by 2013, the combined 
installed base of smart phones and browser-equipped enhanced phones will exceed 
1.82 billion units and will be greater than the installed base for PCs thereafter [4]. 

The numbers in Table 1 show how internet usage through mobile devices is high in 
developing nations, even when compared to the developed nations [5]. 

Table 1. Percentage of mobile web only users 

Country 
Percentage 
mobile-only 

Country 
Percentage 
mobile-only 

Egypt 70% Indonesia 44% 

India 59% Thailand 32% 

South Africa 57% China 30% 

Ghana 55% US 25% 

Kenya 54% UK 22% 

Nigeria 50% Russia 19% 

Source: On Device Research (December 2010) Survey group:15,204 

     
The aim of mobile e-learning in developing countries is different from those of 

developed countries. In developed countries, motives to widen participation and 
lifelong learning for non-traditional learners are closely linked to the development of 
a strong knowledge economy. In contrast, developing countries’ motives for m-
learning are to provide basic and literacy education to large numbers of poor people 
[6]. The so-called 'digital divide' between rich and poor countries remains unchanged. 
Despite significant improvements in the developing world, the gap between the 
Information and Communication technologies (ICT) haves and have-nots remains. 

A number of factors are responsible for the low academic achievement in 
developing countries like India. Inequalities in access to education continue to pose 
major barriers in the developing world, and the delivery of cost-effective and quality 
education remains a persistent problem. Higher drop out ratios is being witnessed. 
Retaining students is an uphill task due to high teacher absenteeism, lack of adequate 
number of staff and low teacher motivation. There is also a lack of adequate training 
for teachers. Educational surveys have revealed that teaching activities are often 
limited to reading from textbooks, keeping children busy with written exercises, 
making them read aloud or memorize passages leading to student’s poor performance. 
Most government schools lack basic amenities like electricity, drinking water and 
toilets, proper furniture, playgrounds or adequate lighting and ventilation in 
classrooms.  The availability of resources is mainly concentrated in the urban regions. 
A mechanism that enables the rural population to tap these resources will be highly 
worthwhile. 
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Apart from the aforesaid, it’s crucial to have a study into the following 
information. There are 2351858 primary schools, 534 universities [7], 6014  
non-technical colleges [7] and 669 technical institutions in the country. In spite of this 
statistics, Indian education sector face the grave challenge of imparting right 
education to children. There is lack of adequate Infrastructure to meet the need of 26 
million babies born in India each year. The enrolment ratio is 7 % in higher education. 
Moreover, India needs 2000-3000 universities in next 10 years. NKC puts the 
requirement to 1500 universities by 2015 to increase the enrolment ratio from 7 to 
15%. In total, the need for educational institutions has quadrupled. 

In the attempt to find viable solutions to these challenges, much hope has been 
placed in new information and communication technologies (ICTs), mobile phones 
being one example. Of the many different forms of ICTs, taking account  that the vast 
majority of mobile phones support Internet browsing in local mode, mobile Web 
services have grounds to flourish;  mobile phones are thought, for several reasons, to 
be a particularly suitable tool for advancing education in developing regions. Mobile 
devices now allow teaching institutions to experiment with bringing distance teaching 
and learning to even more remote audiences. Mobile phone, the most prevalent ICT in 
the developing world, are an especially good ‘leap frogger’ since they use the radio 
spectrum and has to its credit greater user population and market potential. In addition 
to voice communication, mobile phones allow the transfer of data, which can be 
particularly useful for delivering educational content over long distances, even on a 
real time basis. 

Table 2. India’s current situation on the availabilities of mobile devices based on the strata of 
society 

Different 
strata  in 
society 

Mobile device 
Cost in 
INR (Rs.) 

Language Bandwidth 

Upper class High definition 
mobiles such as 
Smart phones and 
high end 3G 
Mobiles. 

15,000- 
35, 000 

Speaks English, 
and other Indian 
languages also. 

High 
Connectivity. 
512Kbps-7 Mbps 

Middleclass Middle range 3G 
Phones and Edge 
supported phones. 

4,000-   
15, 000 

Speaks, local 
language but often 
English. 

Medium 
connectivity. 
56Kbps-2 Mbps 

Rural class Low-range mobile 
phones 

600- 
4,000 

Speaks only local 
language. 

Low 
connectivity.  
28 Kbps 

 
Another assuring trend in developing countries like India is that mobile devices are 

becoming more affordable, thus becoming common even in the rural areas. Table 2 
shows the current situation in India on the kinds of resources that are available on a 
mobile device to the masses in the different strata of the society. Based on Table 2, a 
graph has been plotted, Fig. 1. It shows estimation about an exponential increase in  
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the number of smart phone users. The NME-ICT project described earlier has an 
objective of providing a mobile wireless tablet device to a large number of learners at  
a subsidized rate. If the price of this device is brought down, millions of learners will 
be able to afford such a smart mobile device.  Along with connectivity and good 
bandwidth, this will bring e-learning knowledge resources to a large number of 
learners. Thus mobile e-learning approach will definitely prove effective.  

 

 

Fig. 1. Graph showing cost of mobile phones v/s number of learners in different strata of 
society 

2.1 Challenges 

Unlike developed countries, developing countries see an evident divide between the 
rural and urban areas in the different strata of the society; there are few critical 
challenges that need to be addressed.  

Display. With different kinds of mobile devices available today, a different challenge 
of user interface is also to be addressed. Tablets and smart phones have different 
screen resolutions and the user interface needs to adapt to the available space and 
provide the education content most effectively. 

Bandwidth. Urban areas have the luxury of high bandwidth connectivity. Urban India 
is seeing the surge of broadband connectivity with the availability of 3G networks. 
But the rural areas are yet to catch up. Therefore, a mobile learning system should not 
only  be able to leverage upon the availability of high bandwidth but also should be 
able to perform efficiently in a low bandwidth situation. 

Language. India possesses diversified languages similar to Europe. Therefore, to 
implement mobile learning in a country like India we have to first take up the gauntlet  
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of localization of mobile learning content. Information can closely be knitted to the 
native language reading level or learning style of the user and could tailor 
programmed information into the handheld device. 

3 A-VIEW: Synchronous Collaborative E-Learning 
Framework 

In this section, we present the National Mission on Education via ICT (NME-ICT) 
project as a case study for distributing m-learning. This project is a billion-dollar 
initiative for providing e-learning to the masses under the Ministry of Human 
Resources Development (MHRD), Government of India and is described on the 
website, www.sakshat.ac.in. The NME-ICT project has several facets for higher 
education. These include developing high mobile device, national connectivity, and 
online content consisting of recorded lectures and other associated material like 
simulations, quizzes, etc. 

As part of this NME-ICT program, we contribute a highly scalable framework 
called A-VIEW that provides live interaction between expert trainers and large 
number of learners. A-VIEW is designed to be context-aware, addressing the needs of 
a variety of users according to their available infrastructure, connectivity bandwidth, 
language and mode of learning; thus providing a practical solution for the various 
strata of society. 

With its live teaching platform, A-VIEW delivers knowledge in a collaborative 
environment. In this framework, we target a set of nodes or places that are physically 
distant to be connected by an eLearning network. It consists of a set of tools that are 
provided for Live Lectures. The assumption is that the class can be transmitted 
simultaneously to a set of nodes. Several tools are provided for the instructor to use in 
a live lecture. The instructor has the ability to interact with the students, and there are 
tools for testing the awareness and basic understanding of the students during the 
class. During the live lecture, each receiving node becomes a live virtual university. 
The instructor can interact with each location, and they can share resources. The 
instructor node and all the student nodes together form the virtual world during the 
live lecture. 

A-VIEW is based on a mapping between a real and virtual classroom. It includes 
all the entities used in a classroom like teacher video for a real teacher, whiteboard for 
blackboard and documents for textbooks (with real-time automatic synchronizing 
feature). Apart from this, using A-VIEW, lectures can be recorded and viewed later.  

3.1 A-VIEW Client-Side Architecture 

Fig. 2 shows the client-side architecture for A-VIEW. This is the overall process for 
synchronous live interaction between the instructor and the learners. The instructor 
video is processed and encoded at multiple bitrates. This can be received by the 
learners at different bandwidths depending on their available infrastructure. For 
example, the high-quality stream can be received by a large class room or seminar 
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hall in which multiple large displays are available to be handled independently. The 
four major display components are the instructor video, the whiteboard, the 
presentation slides and an interaction window for chat and hand-raise facility.  
These four components can also be combined together as a single display. Figure xxx 
shows how the components can be viewed in multiple displays. The single display 
can be viewed on a desktop, laptop, tablet or a mobile phone. The A-VIEW system 
provides adaptive bitrates according to the available bandwidth. Thus, the image 
quality is dynamically adjusted so as to achieve optimum performance. 

 

Fig. 2. A-VIEW Client-Side Architecture 

3.2 A-VIEW Server-Side Architecture 

The ACE (Architecture for Collaborative Environments) framework that is discussed 
in our previous work [8], is implemented based on a distributed client-server 
architecture, primarily consisting of two server clusters (active and passive servers as 
shown in Fig. 3), that communicate among each other. The active cluster consists of 
live media servers and content servers, while the passive cluster consists of database 
servers and content servers. Users who are logging into A-VIEW get connected to 
passive servers and download all the needed files (e.g. 2D/3D graphics and 
documents needed for the session); after successful downloading, they are connected 
to active server. In short, the active cluster serves the live users and the passive cluster 
initializes the newly logged in users. This provides a practical way for load-balancing 
the servers. As the content in the active servers get updated by the live users, it is 
incrementally transmitted to the passive servers. Thus, the passive servers maintain an 
updated copy of the multimedia content. 
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Fig. 3. A-VIEW Server-Side Architecture 

As a part of the NME-ICT project, the clusters of servers are strategically placed 
all over the country to provide accessibility, minimize latency, and improve 
throughput.  Various heuristics are used to minimize the use of bandwidth in the A-
VIEW application [2]. 

3.3 A-VIEW and Its Features 

Some of the distinguishing features of A-VIEW are:  

• Configurable Multiple Displays (One to Many). A-VIEW can be run on 
any number of displays/screens based on the need of the user.  

• Adaptive Bandwidth Usage (56k to 2MB). Depending on the available 
bandwidth, video quality will be adjusted automatically 

• No Proprietary Hardware: A-VIEW uses existing hardware that is 
available like desktop, webcam, microphone 

• Crystal Clear Live Document Sharing. Documents or presentations can be 
shared with the available best quality at real time 

• Multi Device Compatible Whiteboard. To share users’ annotations with 
other users using mouse or writing pads 

• 2d/3d based animation/collaborative elements. To share animations 
(2D/3D) preserving their quality at real time  

3.4 A-VIEW on Mobile Devices 

A-VIEW has been designed to work in a variety of devices like desktop, laptops, 
tablets and mobile phones. Irrespective of the device on which A-VIEW is used on, it 
imparts the same experience to the users. One important aspect of A-VIEW is that it 
takes into consideration the context of the user and the device used for running the 
same. Fig. 4 shows A-VIEW running on an Android Tablet. 
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Fig. 4. A-VIEW in Tablet (Android)  

2D, 3D based contents & animations can be given as a complete package of 
collaborative elements which can be customized for the different versions of mobile 
in an effective approach which could serve mobile learning in a better way. Fig. 5 
shows a 3D model of human brain in mobile A-VIEW; it helps students to have a 3-
dimensional look and feel of the brain. 

 

Fig. 5. 3D animation content (human brain) on Mobile A-VIEW (Android)  

3.5 Mobile Quiz (On Simple Mobile Device) 

Students can answer a quiz using desktops or mobile phones with internet connection 
or through SMS(Short Message Service). Mobile Quiz enables students to answer a 
quiz even when students are not present in their classrooms/centers. The student has 
to use the same number given during the initial registration process of A-VIEW. This 
feature helps the students in rural areas to attend the quizzes from their home or 
school on a simple mobile device, where internet connectivity is not provided. 

The list of quizzes that the student has enabled as part of their course will appear 
on the client display once the teacher has done the settings for the same. The quiz can 
be answered through online or offline, through SMS. The application will evaluate 
responses to the quiz questions online & will display results at the end of the session, 
along with correct answers. For teacher, it also shows the number of students that 
have marked the correct answer, which can be used for knowing the level of 
understanding o the students about that particular course or topic. 
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Fig. 6. Quiz on simple mobile using SMS 

 

Fig. 7. Answer sheet analysis: A feature of quiz module which provides the percentage of 
students who gave the correct answer 

3.6 Mobile User Interface 

Designing user interfaces for various devices of different sizes poses a challenge. 
When the overall space available for the user interface is minimal, like a mobile 
device, the traditional design for user interface may not be effective. We completely 
abide with the Visual Info seeking mantra: Overview First, Filter and then Details-
on-Demand, as proposed by [9]. 

 
Fig. 8. Cluttered conventional UI of A-VIEW in mobile phones 



 A-VIEW: Context-Aware Mobile E-Learning for the Masses 11 

Using this paradigm the A-VIEW user interface has been designed exclusively for 
mobile phones. The overview is provided first; for example every feature like video, 
chat, whiteboard, document sharing etc can be viewed as a separate window with a 
single movement on the icons. The idea behind this simple User Interface is to save 
space and give better accessibility. Also the details are given as needed.  

 

       
                              (a)                                  (b)                                  (c) 

 

       
    (d)              (e)      (f) 

Fig. 9. Screen shots of the redesigned user interface of A-VIEW for MOBILE: (a) Login 
screen; (b) Home Screen; (c) List of Courses Screen; (d) Video Screen; (e) Whiteboard Screen; 
(f) Document Sharing Screen 

3.7 Multiple Language Support 

India possesses diversified languages similar to Europe. Therefore, to implement 
mobile learning in a country like India we have to understand localization of mobile 
learning content. Information can closely be knitted to the native language reading 
level or learning style of the user. The user interface controls can be made available in 
different languages. Also, the content is made available in different languages. 
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Fig. 10. A teacher taking classes in Hindi using A-VIEW 

3.8 Context-Aware Mobile E-Learning 

As described in the previous sections, A-VIEW is designed to be context aware so 
that every user receives optimum performance based on their available infrastructure 
like the type of hardware, number of displays, connectivity and the available 
bandwidth. This allows all types of users in various areas to access an A-VIEW live 
and interact seamlessly with the instructor.  

The context-aware mechanism enables switching between the different media 
modalities to provide a more wholesome experience for the end-user. The context-
aware framework is best suited for the rural areas with the adaptive bit-rate 
mechanism, according to the bandwidth available. The application is also available in 
different regional languages such as Hindi, Malayalam, etc.... 

3.9 Train the Trainers: Reaching the Masses 

The A-VIEW network can be used by an expert trainer for imparting professional 
training in any field to the novice or inexperienced trainers. For example, the Teacher 
Empowerment program was initiated by IIT- Bombay for improving the quality of 
teachers. The vision for this program has been provided by Dr. Deepak Phatak. Over 
1000 college teachers from around 500 professional institutions gathered at 32 nodal 
centers across the country and attended a 2-week online workshop from 13th to 22nd 
December 2010. The session was led by Dr. Sudarshan, IIT Bombay Professor and a 
renowned author of the standard international textbook on Database Systems. These 
32 remote centers used the A-VIEW (Amrita Virtual Interactive E-Learning World) 
system developed by Amrita University. 
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Fig. 11. “Train the Trainers” can result in large number of trainees 

4 Conclusion and Future Works 

Previous works have indicated that lack of proper IT infrastructure is a major hurdle 
in providing e-learning for the masses. In this paper, we presented a case study in a 
large developing country like India where a large national initiative has been 
undertaken for providing e-learning to every interested learner. This program is 
addressing issues like nation-wide connectivity, affordable mobile devices and high-
quality online content. As part of this program, we contribute a highly scalable 
framework called A-VIEW (Amrita Virtual Interactive E-Learning World) that 
provides live interaction between expert trainers and large number of learners. A-
VIEW is designed to be context-aware, thus addressing the needs of a variety of users 
according to their available infrastructure: hardware, connectivity, bandwidth, 
language and mode of learning; thus providing a practical solution for the various 
strata of society.  

Although cheap mobiles are getting very popular in developing nations, affordable 
smart mobile devices and connectivity are also needed so that m-learning can be 
effective. Expert teachers are few in number, yet, synchronous e-learning is starting to 
show immense potential with ‘Training the Trainers’ type of programs becoming 
practical with distance and location no longer being a barrier. In this regard, the role 
of context-aware ubiquitous mobile devices is pivotal to tap into the pools of global 
knowledge and quench the thirst of education in the large numbers of learners in rural 
and deprived areas in developing countries. 

 



14 K. Bijlani et al. 

Thousands of learners are using the existing A-VIEW system in higher education, 
and the initial feedback is extremely promising. We are conducting several empirical 
studies with a large number of users. The use of mobile A-VIEW is being extended to 
vocational training, schools, and governance of rural communities. 
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Abstract. This paper introduces an approach of using mobile Aug-
mented Reality (mobile-AR) in cultural organisations, such as muse-
ums and archaeological sites, for information provision and enhancing
the visiting experience. We demonstrate our approach by presenting a
mobile-AR educational game for iPhones that has been developed for
the archaeological site and the exhibition area at Sutton Hoo. This pilot
aids visitors’ understanding of the site and its history via an engaging
and playful game that connects the site with the British Museum where
the objects that have been excavated from the site are exhibited. The
paper discusses stakeholders’ requirements, the system architecture and
concludes with lessons learned and future work.

Keywords: Augmented Reality, smartphones, mobile-AR games, cul-
tural heritage, ARToolkit.

1 Introduction

In recent years, mobile phones and particularly smartphones, have developed into
an ideal platform for AR applications. This is significant because the widespread
adoption of smartphones means that this platform could be one of the dominant
platforms for AR applications in the near future. Mobile AR has been named
as one of the top 10 emerging technologies by MIT [1]. The potential of AR is
huge, particularly in the mobile space where research firm ARCchart forecasts
that by 2015 2.2 billion AR-enabled phones will be present in the market [2].
That growth has opened up a plethora of new possibilities in learning, teaching,
and the creative sector.

Current technology allows researchers and visual artists to investigate a va-
riety of application possibilities using mobile-AR in domains not commonly as-
sociated with computer technologies. Such domains are cultural heritage, and
performing arts [3,4,5,6,7]. The current study investigates the possibilities of-
fered by mobile-AR in cultural organisations like museums and archaeological
sites without necessarily investing in buying hardware infrastructure, but taking
advantage of devices own by the visitors. A survey in Europe showed that 35% of

N. Venkatasubramanian et al. (Eds.): Mobilware 2011, LNICST 93, pp. 15–22, 2012.
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museums have already incorporated Virtual Reality (VR) and AR presentations
to enhance their exhibitions [5]. While some projects are at an initial stage, the
rapidly growing number is an indication that museums start to understand that
AR can be an effective way to build user interest in museum collections and
exhibits by engaging users and prompting their participation within an exhibit.
Studies also, have shown that AR could provide an alternative mean for naviga-
tion, interaction and orientation in a museum especially when museums do not
have the space and resources required to exhibit their whole collection or the
nature of some of the objects prevent the museums to make them available to
the public.

While most of the studies in museums have been conducted indoors, there is
little literature involving outdoor mobile-AR without the use of fully embodied
and wearable systems [8,9]. It is more challenging to move an AR application
outdoor, into archaeological places and excavations where interactive storytelling
and environmental conditions could play a significant role in the user’s experi-
ence. Such a system would require an intuitive human-computer interface based
on metaphors, hotspots, logical clues, and portable technology. The users should
be able to interact with digital content naturally and get augmented informa-
tion of the excavated objects. Furthermore, the system should provide solutions
that enable the comparison and identification of artifacts, in different historical
periods, found in the specific archaeological place.

This paper presents an example of a multi-user mobile-AR educational ap-
plication for the Sutton Hoo site, a group of Anglo-Saxon burial mounds, for
SmartPhones. The site combines indoors and outdoors points of interest that
need to be connected. The AR tour is delivered in the form of a team-oriented
puzzle game. A number of teams of children visitors, age between 11 and 16,
are cast into the role of investigators trying to solve a number of puzzles that
involve finding specific exhibits from the excavation site. Every real excavated
object is augmented by its virtual counterpart in its physical environment with
the use of mobile-AR. The information space embeds all exhibits into the game
storyline and carries visitors along the Sutton Hoo site in an exciting way.

The remainder of the paper is organised as follows. Section 2 discusses the
potential of mobile-AR game-based in learning. Section 3 presents the Sutton-
Hoo case study. Section 4 discusses the interface aspects of mobile-AR and the
system architecture of the application, before we conclude in Section 5.

2 AR-Mobile in Education

One of the most promising aspects of AR is that it can be used for visual
and highly interactive forms of game-based learning as presented in this paper.
Learners are provided with a new tool that allows them to enhance the existing
environment by augmented it with extended knowledge. Learning activities can
follow different pedagogical approaches. The theory of Flow has been introduced
in game-based learning approach which addresses the issue of focusing in a learn-
ing activity and examines the issue of immersion. The psychologist M. Csikszent-
mihalyi [10] defined the optimal learning experience in the Flow theory which



Mobile Augmented Reality for Cultural Heritage 17

aims to achieve clear goals, concentration, a loss of feeling of self-consciousness,
distorted sense of time, immediate feedback of the current activity, balancing of
ability level against challenge, a sense of personal control, a motivated rewarding
activity, and high level of involvement in the proposed activity. This theory has
been applied to video games but also to educational activities [11].

The mobile-AR application discussed in this project incorporates: conven-
tional game-play mechanisms including interactive narrative and setting; master
goal divided into subtasks; choice and collaboration through which are intended
to enhance historical content interpretation; user engagement and inspiration. In
addition, novel pervasive game features are introduced to it with three types of
expansion: temporal, spatial, and social [12]. Temporal expansion defines game
sessions as possibly unlimited actions without explicit start or stop. Spatial ex-
pansion reflects the impact of the real world as a ‘playground’ in the game
environment. Social expansion takes into account multi-players that share the
playground. By integrating with these game-play features, dynamic simulation,
rich media datasets, and augmented content can be brought into a learner’s per-
sonal space at a scale and in a form easy to understand and work with others at
a social level through the mobile platform for communication and collaboration.

Thanks to these innovative features, it is seen that mobile-AR system can be
used to enhance various types of learning practices for Technology Enhanced
Learning (TEL) in terms of the creation, distribution, and access of learning
resources, collaboration and interaction, time and location independency, role
changing, and achievement of learning outcomes. In a broader context of educa-
tion, mobile-AR is appealing because it aligns with pervasive learning by offering
the technological innovations to the learner and their learning environment that
can support the delivery of flexible, seamless and personalised learning activities
to learners.

3 Sutton Hoo Case Study

The Sutton Hoo archaeological site is widely known about the burial ship which
is believed to be of an Anglo-Saxon King. However, what the site is really about
is a group of Anglo-Saxon burial mounds overlooking the River Deben in south-
east Suffolk, England containing artefacts from various periods of time, the most
important of which containing a sand-impression of a 27 metres ship which is
positioned around the 599 to 625AD and is believed to be the burial ship of an
Anglo-Saxon King. In the middle of the ship a burial chamber was found with a
deposit containing over 260 artefacts. The treasure includes weapons, symbolic
objects, gold and garnet jewellery, Byzantine silver, personal items, and objects
associated with music and feasting, a king’s helmet. However, when the visitors
arrive at the site they do not see a burial ship and any of the aforementioned
artefacts. After the completion of the excavation the mounds were closed and
only one has been reconstructed to its original 7th century size. Most of the
artefacts found at the site are on display in the British Museum and only very
limited objects and replicas are on display at an exhibition area at the site.
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For the visitor to appreciate the importance of the site, information needs to
be provided about various periods of times, such as the medieval period, as well
as the early 20th century when the excavation took place. Three places need
to be connected: the Tranmer House (Edith Pretty’s house the land owner who
initiated the excavation); the archaeological site; and the exhibition area that
consists of limited original objects found at the site, series of photos that provide
information about the excavation, replicas of objects and explanatory material
and a reconstruction of the Anglo-Saxon King burial chamber. There are also
certain characters that are important for the cultural heritage of the site such
as: Mrs Edith Pretty, the owner of the Sutton Hoo Estate; Basil Brown, a local
archaeologist who began the excavation of the largest mound on the site; Charles
Phillips, the archaeologist that coordinated and completed the excavation. So
there is a requirement for connecting the three points of interest and British
Museum and augmenting information over the real environment in order to aid
the visitors understanding about the site.

The application targets key stage 3 and 4 children (11− 16 years old) visiting
in groups, or with their parents. The application can be downloaded at visitors’
iPhones and involves them in a scenario where they have to use the application
to explore the site and discover objects that are offerings to the ”Dead King”.
The application consists of two versions: a standalone that can be played by
individual ad-hoc visitors and one which is multiplayer and is based on the fact
that organised groups of visitors participate at the same time at Sutton Hoo and
at British Museum.

In the standalone scenario the navigation starts at the reception area, the visi-
tors take the role of Basil Brownwho has been invited byMrs Edith Pretty to start
the excavation of the mounds. The application guides the visitors to the Tranmer
House to meet Mrs Pretty. Then Mrs Pretty directs them to the dinning room
where by pointing their iPhone on markers placed on the bay window the visi-
tors see the mounds as they used to be before the excavation (see Figure 1). The
visitors are then guided to the excavation area and are directed to start the ex-
cavation at mound 2. The users are provided with a basic archaeological toolset
that contains: a hand shovel; a trowel; a hand brush; and a find bag that plays the
role of a repository of objects that have been found. The visitors pick up a tool
and start digging. Tapping on the screen indicates the duration of the particular
action with the selected tool. After several taps an artefact is partially revealed
and the application indicates the user to choose the appropriate tool to fully re-
veal the object of importance. Markers placed at wooden stitches on a fence that
surrounds the archaeological site help superimposing multimedia content on top
of a phone’s camera feed of the real environment. This content is photographs that
show how the site looked during the excavation and after continuing the tapping
on the screen with a different tool selected, such as a brush, a 3D reconstruction
of artefacts is being revealed. Then the application involves the visitors in series
of quizzes and puzzles about the objects that have been found in order to help
them decide if the objects found could be offerings to the Dead King. Once all the
objects of a particular mound have been excavated, then the application guides
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Fig. 1. A sample view of superimposed information with location and direction to the
next mound. The inventory at the bottom of the screen displays the artefacts found in
this mound. Location of next mound is shown on top corner.

the visitors to the next mound to be excavated. Once the visitors have finished
the excavation and based on the information they have collected so far they have
to decide which of the collected objects are offerings. Then the visitors are guided
to the exhibition area with the reconstruction of the burial chamber to offer those
to the Dead King. Once the visitors reach the exhibition area they can walk
through the reconstruction of the burial chamber and then it is revealed to them
if the objects that they found are offerings or not.

The networked version of the application connects with the British Museum
and is based on the fact that at least two groups of visitors participate simulta-
neously at both sites. The visitors are involved in a treasure hunt scenario where
the ones at British Museum are more knowledgeable and guide the ones at Sut-
ton Hoo to find the required objects via a list of clues that they give them. The
visitors at British Museum use a web based application that provides informa-
tion about the visitors at Sutton Hoo location, the objects that they have found
and feed from their phone’s camera. The application allows the remotely located
groups to communicate with each other by instant messaging. The visitors at
Sutton Hoo use their phones to get instructions, directions and clues. The tools
for the excavation and the augmented content are the same for the ones provided
by the standalone application.

The winners of the game in both the standalone and the networked versions of
the application are the ones that identify correctly the objects that are offerings
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to the Dead King in the shortest period of time. To increase competition the
application provides some information about the stage of other groups that have
started playing the game at the same time.

4 System Architecture

Tracking rectangular fiducial markers is one of the most widely used tracking
solutions for mobile-AR applications. In recent years, many researchers have
worked towards the development of different APIs for mobile devices with the
most widely used the ARToolkit API [15]. Originally, the ARToolkit was designed
to run only on standard PCs but AR researchers like Wagner [13] and Henrys-
son [14] extended the ARToolkit tracking library to different phone
platforms.

For the Sutton Hoo mobile-AR project (SHMAR) the iPhone 4 is used, since
its wide screen and OpenCL technology for high performance computing, makes
it ideal for high resolution object visualisation and real-time game interaction, es-
pecially in an outdoor environment. The proposed system uses the ARToolkit for
iOS development platform, and the location-based educational game is written in
Objective-C. OpenGL ES, which is a subset of OpenGL made for mobile phones
and other embedded devices, is used for the 3D rendering. For marker track-
ing and pose estimation, a software development kit called Studierstube Tracker
(StbTracker) is used for the creation of multiple markers. Figure 2 presents an
example of multiple markers on the left, with virtual objects projected on the
markers on the right. The system incorporates a database server for the infor-
mation space, providing the multimedia content on demand, making it scalable
to a large number of visitors. The multimedia database is stored along with at-
tributes that relate each artefact to the geographic position. GPS information
extracted from the image tags, allow us to augment the images with navigational

Fig. 2. Virtual objects superimposed on different markers
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arrows and direct the visitors to the different mounds. The communication is ex-
tended to include different place sharing of information, so that a number of new
collaborative interactions are enabled, for example, guiding users to the differ-
ent mounds and confirming object selection from the excavation site. A basic
workflow of the SHMAR project at run-time is outlined in Figure 3.

Fig. 3. Architecture of SHMAR visualisation system

5 Conclusions and Future Work

In this paper we present an approach for designing mobile-AR applications to
enhance the visiting experience at cultural sites by providing information and
interpretations about the sites objects of interest. We demonstrate this by pre-
senting a mobile-AR educational game for iPhones that has been developed for
aiding visitor’s understanding about the archaeological site and the exhibition
area at Sutton Hoo. The paper presents the combination of various technolog-
ical advances, such as mobile wireless technologies, AR, multimedia and game
technologies that have all been brought together in a cultural context to pro-
vide meaningful information in a playful and engaging way. The application
demonstrates that mobile-AR technology offers great opportunities to cultural
organisations for providing added value to their visitors experience by investing
in developing applications for hardware owned by their visitors.

Currently the networked version of the project is developed. Once this part
of the project is completed a study on site with real users will provide evidence
about the effectiveness of the application in improving the visitors understanding
about the site, enhancing the visiting experience and addressing the visitors’ and
the cultural organisations’ requirements.
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Abstract. Educational organisations hold lots of valuable information and 
material in different forms that needs to be communicated to people with 
different profiles anytime, anywhere. Mobile phones offer great opportunities of 
accessing such information and services by using hardware owned by 
Educational Organizations’ members. This paper studies the requirements for 
such mobile learning (m-learning) tools for information and services provision 
to support learning and teaching and enhance student experience and 
satisfaction. To demonstrate this it uses the WMIN-MOBILE project as a case 
study. The WMIN-MOBILE is a prototype that provides general information 
about the School of Electronics and Computer Science (ECS) at the University 
of Westminster (UoW) and services like announcements, timetable and lab 
facilities and availability. The paper justifies the educational value of such m-
learning tools and reports requirements for developing such tools. It further 
describes the WMIN-MOBILE system design and architecture and concludes 
with lessons learned and further work. 

Keywords: m-learning, educational mobile, market analysis, web services, 
J2EE, JDBC, SOAP. 

1 Introduction  

Over the last decade information and communication technology have transformed 
the way in which we communicate, interact and learn as a community to our own 
sense of personal space, time and privacy. New forms of learning have emerged like 
e-learning which is the most recent development of computer-supported collaborative 
learning (CSCL) [1] – one of the most promising innovations to improve teaching and 
learning with the aid of modern information and communication technology. 
Networked communication systems serve as specific media to support e-learning 
processes [ 2]. E-learning applications and processes include Web-based learning, 
computer-based learning, virtual classroom opportunities and digital collaboration. 
The content which is disseminated to support e-learning has the form of text, images, 
animation, streaming video and audio. 
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Mobile devices and wireless technologies nowadays offer a number of important 
characteristics including: increasing portability; functionality; multimedia 
convergence; ubiquity; personal ownership; social interactivity; context sensitivity; 
location awareness; connectivity and personalisation [9], that makes them attractive 
from an educational perspective and expand on e-learning. Those capabilities of 
mobile and wireless technologies support new models of learning, that are provided 
“just-in-time, just enough, and just-for-me” [3]. The use of mobile and handheld IT 
devices, such as personal digital assistants (PDAs), mobile phones, laptops and tablet 
PC technologies, in teaching and learning is known as mobile learning (m-learning). 
M-learning has always implicitly meant mobile e-learning and its history and 
development have to be understood as both a continuation of conventional e-learning 
and a reaction to this conventional e-learning and to its perceived inadequacies and 
limitations [3]. 

However, despite the almost ubiquitous ownership of mobile phones, the adoption 
of mobile technologies in higher education is still in its infancy. Given the current 
financial climate it is decisive for educational organizations to make use of hardware 
owned by students to deliver content and services, rather than investing in procuring 
equipment. What needs to be understood thought is how students want to use m-
learning and deliver against their needs.  

The remainder of this paper is organized as follows in order to investigate ways of 
providing mobile applications and services to enable communication and 
collaboration among university students, faculty and staff to support education, 
learning and teaching and enhance information provision, communication and 
improve student experience and satisfaction. In Section 2 the benefits of m-learning 
are discussed. In Section 3 a marketing analysis is provided that demonstrates that 
there is a substantial market that possesses the technology based on which m-learning 
services can be provided and to justify the directions towards which m-Learning 
applications and services should be developed in order to satisfy student needs. In 
Section 4 a review of current m-learning platforms is provided, while in Section 5 the 
WMIN-MOBILE prototype is described as a means of evaluating user and technical 
requirements. Finally, Section 6 presents the conclusion and proposed future work. 

2 Market Analysis  

2.1 Mobile Phones Marketing Analysis  

Analysis of student IT services surveys conducted amongst various UK universities 
during the last 5 years shows that all students own increasingly sophisticated mobile 
phones [10]. In particular, approximately 80% of students have smart phones, 80% 
can access the Internet, 96% have a camera, 86% can record video and 80% can 
record audio. A US market survey showed that an average of 50% of students access 
email, Facebook and Twitter through their mobiles several times a day [12]. Research 
by Kaiser Family Foundation conducted within 2010 reported that children in the US 
spend approximately 8 hours a day using media, 20% of which is using cell phones. 
Those numbers are by much larger in Eastern countries. Those figures indicate that 
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there is a valuable audience that processes the required technology, has the technical 
skills and would be willing to use mobile technology as a means of communication 
with the university environment to get information related to their study and work 
literally on-the-move, anytime, anywhere, without the need to carry special equipment 
or being fixed in an environment with particular settings and get the required 
information “just-in-time, just enough and just-for-me”. 

2.2 User Requirements for Effective M-Learning Tools  

In March 2010 the Edinburgh University Information Services undertook a survey of 
approximately 2000 students to gather student requirements for developing a pilot 
“Mobile Campus” set of applications [1]. The survey asked the students what type of 
devices they owned, what they used them for and which University Information 
Services they would mostly prefer to see delivered on a mobile platform. The survey 
indicated that the top three University services which students would most like to see 
becoming available to their mobiles would be: 

• course information , like deadline notices, messages about courses, etc.; 
• exam and course timetables; 
• PC availability in open access labs. 

In November 2010 the Information Systems and Library Services (ISLS) of the UoW 
performed a similar online student survey that showed that 99% of the students would 
like to use dedicated applications and 96% of the students have or plan to get a 
smartphone whilst at the University. The survey also showed that the most desirable 
applications for students would be the following: 

• Blackboard access 96% 
• Library search 83% 
• Timetable  80% 
• Email/calendar 79% 
• Notifications  62% 
• Staff directory 61% 
• Events  57% 
• PC availability 51% 
• News feeds  50% 
• Student handbook 50% 
• Course Directory 45% 
• Maps  39% 
• Find a friend  36% 
• Social networking 28% 
• Video  24% 

Those results indicate that there is great demand for developing m-learning 
applications and services for information provision, dissemination of material and 
communication supporting different user profiles and mobile platforms and devises. 
This means that there are two important issues to be addressed:  
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a) developing student centric m-learning applications to aid higher education 
studies, improve retention, engagement and outcomes; 

b) bring together existing information in various platforms and formats and 
presenting it in existing technology that students use for their own 
communication and entertainment. 

An administrative statistics report for Blackboard usage created in March 2011 for 
modules registered for one of the four campuses of the UoW helped into 
understanding which are the most desirable services provided by this widely used 
amongst universities e-learning tool [13]. The report showed that 5420 modules have 
been set up for the New Cavendish campus only. From those: 

• 4396 have at least 1 student registered meaning that 1024 modules have 
been set up but there are no students registered with 81.10% of the 
modules with at least one student; 

• the course content area is populated in 2354 modules; 
• announcements are used in 2005 modules; 
• online tests are used in 108 modules; 
• assignments area is used in 130 modules; 
• wikis are used in 98 modules; 
• external links are used in 501 modules; 
• forum posts are used in 149 modules; 
• forums are used 350 modules. 

The difference between ‘forums’ and ‘forum posts’ seems to indicate that although a 
forum has been set up in a module, there are no posts on this. Actually there are forum 
posts in 149 modules out of the 350 modules where forums have been set up – this 
means that less than half of the forums are used as 42.57% of the forums have forum 
posts. 

The following percentages saw the usage of different areas and facilities on 
Blackboard out of the 4396 modules that have at least one student. Apparently the 
other modules are not used: 

• the course content area is populated in: 53.54%; 
• announcements: 45.60%; 
• online tests:  2.45%; 
• assignments:  2.95%; 
• wikis:  2.22%; 
• external links: 11.39%; 
• forum posts:  3.38%; 
• forums:  7.96%. 

From the above analysis, it becomes apparent that the ‘course content area’ is the 
most popular area of Blackboard and ‘announcements’ is the second most popular 
tool. Tools that facilitate interactivity and communication among students and among 
students and lecturers (such as forums, forum posts, wikis) are used in few modules. 
The most popular of these tools is ‘forums’, used by only 7.96% of all modules and 
the least popular of all tools is ‘wikis’ with only 2.22% of all modules to use it. This 
is quite remarkable. It seems that Blackboard is mainly used as a static tool where 
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lecturers can upload information for students in the form of ‘course content’ or 
‘announcements’ but it is not used for students to express their opinions or to interact 
with the rest of the class. The communication seems to be in one direction only: from 
lecturer to students. 

3 The Benefits of M-Learning 

Education is being constantly transformed with possibilities offered by technology. It 
is the new technology that allows educators to explore and improve new teaching and 
learning processes as well as different pedagogical methodologies. Several e-learning 
platforms (such as Blackboard and Moodle) and applications (such as test builders) 
have been developed and offered learners a different learning experience.  

Research has provided clear evidences that e-learning applications have positive 
impact for learners. Learners become more engaged in the learning process and 
learning goals accomplished more successfully. Several studies have shown that the 
use of e-learning leads to better results for students: pass rates are increased and 
failure rates fell [5, [6].  

The main advantage of these applications that makes this possible is that they 
allow students to personalise the learning process according to their needs and 
abilities. Learning process becomes really learner-centred. An e-learning application 
could serve this goal by allowing learners to personalise their learning experience 
while it offers them the chance to discover and build the knowledge by themselves.  

Furthermore, knowledge is socially and individually constructed on the basis of 
experience. e-learning applications and especially m-learning applications facilitate 
students to networking and communicate.  

In the last few years, it became more apparent the need of mobility: learners should 
have access to learning material regardless of time and place. The focus shifted to m-
learning platforms. A large number of universities – initially in the US – provided 
their students with portable and mobile devices where they can download specially 
formatted versions of lectures [7]. The development of m-learning platforms was the 
next step. The first step in this direction was the transfer of original web pages to 
mobile screen and also the incorporations of new modules such as feedback and quiz 
for mobile devices [7]. M-learning has all the advantages of e-learning: 
personalisation of studies; better engagement of students; communication. In addition, 
m-learning provides mobility and the possibility of delivering applications and 
services on students mobiles that address the learners’ needs. At the same time m-
learning tackles the issue of financial tighter funding opportunities for higher 
education as it provides the opportunity of using existing hardware infrastructure. 

4 Status and Trends 

There are various products and platforms that offer the infrastructure of providing 
campus information and services on-demand. Research incorporating over 40 of the 
UK’s leading e-learning companies and a number of other organizations and 
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individuals across Europe and North America, reported recently that European e-
learning market enjoys strong growth and that the UK remains the largest market 
within the continent [16]. The report estimates that, in 2010, the UK e-learning 
market will grow approximately 4.76% on the 2009 figure, which shows that there is 
a valid market to justify research and development towards this direction. 

The current mobile learning market has been driven by consumers and healthcare 
buyers, who spent more on mobile learning technologies despite the recession. 
However, academic institutions still contributed to the growth. Campus technology 
noted that Blackboard's Mobile Learn [14] was cited as "the most significant product 
in terms of a market catalyst", something which indicates that Blackboard access is 
one of the most desirable services for students. Students and faculty require to be 
provided with opportunities to experiment with new forms of informational, social 
and media access to next-generation digital platforms including Android, BlackBerry, 
iPhone, iPad and other smart phones.  

From another view point platforms like Blackboard Mobile Central [14] and 
CampusM [15], give students, faculty, and alumni information related to campus life 
and library access. There exists significant potential of further increasing this type of 
mobile services and support by engaging new forms of social and media 
communication paradigms. One such example is the Mobile Campus Assistant 
(MCA) software, which is a part of the MyMobileBristol project, that provided 
students with time and location sensitive data, like: where is there a PC available; 
when is the next bus to a certain destination; what events are happening today and so 
on. This in turn creates some questions and requires scalable solutions about the 
integration of these new services and infrastructures with the existing university 
systems in such a way so that the upgrade comes at the lowest cost and requires 
minimum disruption. 

5 WMIN-MOBILE Case Study 

5.1 WMIN-MOBILE Requirements and Specifications  

Experience at the UoW showed that various centralized ISLS services are very 
difficult to be managed and updated and do not always deliver the required 
information. Thus various schools have adopted home solutions to serve their needs. 
For example the ECS is using their own timetable services, which is more reliable and 
customized to the schools needs. The WMIN-MOBILE prototype application is 
targeting in providing information and services initially to students and staff at ECS, 
at UoW in order to study the ways m-learning tools could deliver effectively and 
efficiently information and services that address directly user requirements, support 
education, learning and teaching, enhance communication and improve student 
experience and satisfaction. It is also an exercise that allows understanding the 
technical implications of adopting an off the self solution or developing an m-learning 
platform from scratch.  
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The WMIN-MOBILE application focuses in delivering initially the following 
information and services: 

• information about the ECS, like location; 
• information about courses offered by ECS targeting current students, like 

modules per course level, short description, semester of delivery, module 
leader; 

• events at ECS; 
• timetable; 
• lab location, availability and facilities; 
• social networking by participation in a blog. 

The following section provides a technical description of the system architecture. 

5.2 WMIN-MOBILE System Architecture 

Faced with a fast changing mobile market (Android, Apple, Microsoft) and rapidly 
evolving technologies, the WMIN-MOBILE system strives to be as platform neutral 
as possible. To achieve such platform neutrality there must be a separation of 
concerns between the data model, data access, and user interface. Such an approach 
enables each domain to be developed independently, and assists in the adoption and 
evolution of the prototype to new technologies.  

The WMIN-MOBILE system follows a typical service-oriented architecture (SOA) 
and is comprised of three distinct elements: an external database; a web-service; and a 
mobile web-service client (see Fig. 1). 

 
 
 
 
 
 

 
 

Fig. 1. WMIN-MOBILE system architecture 

A web service is essentially a standardised way of communicating with web-based 
applications that share data and/or application logic over a network. In order for a 
mobile application to access the network, a client-server relationship between the web 
service and application is required. As such it is typical for mobile applications to act 
as a consumer (client) and the web service act as a provider (server). The mobile 
Web-service client is the actual WMIN-MOBILE application that is being installed 
locally on a mobile device. This locally installed application functions as the web-
service consumer, and requests and receives application data over a network 
connection such as WiFi or 3G. The web-service retrieves and serves data from the 
database, to the installed WMIN-MOBILE application as and when required.  

Network 
Connection Server Database 

Mobile 
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The database contains the course data that is provided by the application. Other data is 
being accessed via the Google API and other web services as necessary. It can be 
located on the same or a separate server to the web-service. Web-services also allow 
the system to be scalable since the web-services are essentially standardised enterprise 
applications that are hosted on publicly accessible servers. This means that the web-
services can theoretically be used by thousands of users at a time, on a wide range of 
mobile and desktop platforms (for example Windows, Mac OS, Linux, Unix, 
Android, BlackBerry and iPhone OS). 

For the locally installed application Google's Android platform has been chosen  
mainly due to minimal development cost. The targeted android versions is 2.2 and 
above, however earlier versions can be supported if there is a demand for it. Because 
of the Google maps integration in the application, the Google API needs to be present 
in the android version in order to be able to run the application.  

Android applications are essentially a mix of XML and Java which is converted 
into android bytecode that is eventually executed by the device. To port the 
application to iPhones the user interface can be implemented using Objective-C. The 
database and web services can then be accessed in a similar manner. 

The enterprise server environment for the current application is hosted on the UoW 
glassfish server that is administered by the ECS School. The web-service is a J2EE 
application that receives a request from the locally installed application, and responds 
with the required data. Communication between the mobile application and the web 
service uses the Simple Object Access Protocol (SOAP).  A SOAP message that is 
transmitted over a network connection is an standardised XML document. This 
standardised web-service protocol is what allows the web-services to be consumed by 
different mobile and desktop platforms (see Fig. 2). 

 

Fig. 2. WMIN-MOBILE system data flow diagram 
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Unfortunately all of the mainstream mobile programming languages (including 
Android) do not offer any libraries for making web-service calls using SOAP. This 
means that the programmer has to create this functionality or use a set of third party 
libraries. In the case of the prototype WMIN-MOBILE application the 'KSOAP2 for 
Android' libraries are being used in order to provide the programmer with a 
convenient and effective way of making web-service calls using SOAP. 

 

(a) (b) 
    

(c) (d) 

Fig. 3. Example screen shots of the WMIN-MOBILE application: (a) main screen; (b) main 
menu; (c) map Screen; (d) timetable screen 
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The web-service interacts with a MySQL database that resides on the UoW  
database server that is administered by the ECS school. The initial data model is 
designed to meet the main needs mentioned in Section 5.1. A secondary aim was to 
make it fully customisable so it can easily be adopted by other Universities. Any 
interaction between the web-service and database server is done using the appropriate 
Java Database Connector (JDBC) and using the structured query language (SQL). 

Web-services provide a convenient way for applications to serve dynamic data to 
users regardless of their location (if they have a working network connection). This 
ability to retrieve accurate and up to date information allows an enhanced learning 
experience by reducing the risk of old incorrect information. Figure 3 presents 
example screen shots of the application. 

The aims of the prototype were to provide for the most often used Blackboard 
functionality in order to deploy a useable system for further study. Once adequate 
useage statistics have been gathered the next step will be to identify course content for 
the most frequent users, and to study effective ways of dissemination and presentation 
of that content. 

6 Conclusions and Future Work 

The advance of new technologies including powerful, small devices, improved 
connectivity and has affected the nature of the way we as a society communicate, 
access information, and connect with friends, colleagues, staff and institutions. 
Provided the increasing use for smartphones and the critical financial situation 
globally higher education is facing a growing anticipation to make use of and to 
deliver services and content to students’ own mobile devices. Smartphone technology 
is powerful and affordable offering considerable potential to improve how higher 
education institutions channel relevant information and services to students especially 
when combined with back-end University technology. Students demand and expect 
better m-learning tools to enhance their learning experience, and given the raising fees 
in UK in particular this issue will be even more eminent. Smartphones technology 
presents an opportunity for higher education to reach its members in new and 
compelling ways, in addition creating the anytime, anywhere benefits of these 
ubiquitous devices. 

This paper justified the educational value of such m-learning tools and 
demonstrated such tools requirements, like information and services provision to 
support learning and teaching and enhance student experience and satisfaction. It 
demonstrated how partially those requirements can be met with the development of 
the WMIN-MOBILE application that provides general information about ECS, at 
UoW and services like announcements, timetable and lab facilities and availability. 

In order to test if the provision of such services can enhance student experience and 
satisfaction the application needs to be developed a bit further and get populated with 
real data, which is currently under development. Once the prototype is completed the 
application will be offered to new students at ECS, UoW in September 2011. A short 
period of time after the application will be offered to the students a usability testing 
study will be conducted to evaluate the effectiveness and efficiency of the application 
and test if it aids the learning experience and increases satisfaction. It will also gather 
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directions that the application should develop in terms of services and information to be 
provided via the application, technical aspects of the application, as well as platforms 
for which such applications should develop in order to be flexible and scalable. 

Acknowledgement. The authors are grateful to John Cronin for providing the 
statistics results from the UoW included in Section 2 of this paper. 
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Abstract. In 2009, only 3.6% of Kenya’s households owned at least one 
computer; conversely, 63.2% of households owned at least one mobile phone; 
this is true for many developing countries of Africa.  This implies that 
computing solutions that target mobile phone environments are bound to have 
greater impact in these countries.  However, the inherent constraints of mobile 
phones present a challenge in implementing viable applications.  One solution 
to this would be to adopt Service Oriented and/or Grid Computing on mobile 
phones. In this paper, we present results that demonstrate how Service Oriented 
Computing can enable computation on mobile phones. A java-based 
questionnaire was implemented as a set of services aimed at overcoming 
phones’ storage limitation. This was achieved via a middleware that was 
implemented to manage the services; communication among the services 
running on different phones was via Bluetooth. 

Keywords: Service Oriented Computing, Mobile Phone Grid, middleware, 
Developing Countries of Africa. 

1 Introduction 

1.1 Background 

The developing countries of Africa continue to experience various forms of ‘digital 
divides’ [1] one of them being the inability to offer information systems in basic 
sectors such as health and education. Although still experiencing a mobile phone 
penetration lag1 of close to 10 years, Africa has achieved an average penetration level 
of 41% [2] which is much higher than that of computers. For instance, according to 
Kenya’s 2009 population sensors [3], only 3.6% of households owned at least one 
computer in comparison with 63.2% of households that owned at least one mobile 
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1 The time gap between mobile phone penetration level in Africa, and the year that same level 

of penetration was achieved globally. 
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phone. With well-designed solutions, the use of these phones can be extended from 
the traditional use (as mare communication devices) to computing devices on which 
the much needed e-applications can be executed. However, most phones in use in 
Africa are low-end and hence presenting a further challenge of using them as 
computing devices. Due to their versatility, mobile phones offer a fast, cost-effective 
and accurate way of collecting data at the survey location; they can be used in place 
of paper questionnaires. Phones also support reliable ways and formats of transferring 
data for processing and may as well be used for automated pre-processing of the data.  
There are products and case studies utilizing this ability such the Nokia Data 
Gathering (NDG) initiative (https://projects.forum.nokia.com/ndg/).  NDG is 
gathering momentum with some success stories reported in projects in agriculture, 
health, census and child welfare.  In Africa, mobile phones have been used to collect 
data in projects such as [8], [9], [10], and [11]. 

1.2 Related Work 

Service Oriented Computing (SOC) may address many of the issues raised by the use 
of mobile phones in Africa.  This can be achieved by allowing phone users to access 
certain functionalities that are absent in their phones, as services from other phones. 
For instance, a user of a black-and-write phone may therefore have neither the ability 
to access a General Packet Radio Service (GPRS) service from which a map can be 
obtained, nor display a map, but may be able to get that service as directions in text 
format from a more sophisticated phone.  In this case, the latter device can first, get 
the map from an appropriate source, and then translate this to text directions, 
assuming the black-and-white phone sent it some known relative position(s).  

Full and/or partial implementation of the elements of the SOA framework 
described above can be found in the following service discovery protocols: Universal 
Description, Discovery and Integration (UDDI) (http://www.uddi.org), Jini 
(http://www.jini.org/wiki), Service Location Protocol (SLP) (http://www.ietf.org/rfc/ 
rfc2608.txt), Salutation by the Salutation Consortium (http://www.salutation.org), 
Microsoft’s Universal Plug and Play (UPnP) by an industry consortium 
(http://www.upnp.org) and the Bluetooth Service Discovery Protocol (SDP) 
(http://www.bluetooth.com ). Among these protocols, SLP and UDDI have promising 
results [6] and [7] for mobile computing environments similar to the one targeted in 
this paper. 

1.3 Contribution and Outline 

The Kenya Medical Research Institute (KEMRI) is an organization involved in 
disease-related research, focusing on malaria. For this, they require constant 
demographic data, which until recently was collected manually. Mobile phone based 
applications were developed for KEMRI (www.kemri.org), to address issues of 
recording clarity/accuracy and delays experienced in the manual data entry. Using 
mobile phones, data can now be collected faster, recorded more clearly and 
accurately.  Loading of the data into their computer systems is automated and no 
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longer requires data entry personnel. This system is ideal when all the data collected 
is textual – even the limited storage space of mobile devices will suffice. However, in 
cases where a researcher wishes to include photos in the collected data, storage space 
may become a concern.  

Building upon a simulation of this scenario to solve the limited storage capacity 
problem, this paper demonstrates how the use of service-based software applications 
in mobile phones can be utilized to overcome some of the common problems in 
mobile devices.  The elements of SOC implemented are service description, 
advertisement, discovery and invocation; service composition is not included in the 
implementation. Our application converts, by way of example, a part of the Steadman 
Group’s (www.steadman-group.com) quantitative survey process into an application 
that is based on SOC paradigm. The system attempts to replace the paper 
questionnaires with software forms to be run on mobile phones. The implementation 
concentrated on closed questionnaires, that is, questionnaires with questions for which 
there are predefined sets of possible answers. Data collected using the phone is saved 
locally, or for lack of sufficient storage, in a remote phone. This remote storage is 
presented and accessed as a service. 

The rest of the paper is structured as follows; section 2 describes our SOC system; 
it describes relevant details on the methodology used for its design. A detailed 
discussion of its implementation is presented in section 3 while section 4 presents our 
discussion and further work. A list of references is presented in section 5. 

2 The Service Oriented Computing System 

The main strength of Service Oriented Computing (SOC) is the concept of ‘services’; 
the design principles behind these services being autonomy, platform-independence, 
loose coupling, discoverability, reusability, and statelessness. SOC is built over 
Service Oriented Architecture (SOA), which is defined as “A paradigm for organizing 
and utilizing distributed capabilities that may be under the control of different 
ownership domains. It provides a uniform means to offer, discover, interact with and 
use capabilities to produce desired effects consistent with measurable preconditions 
and expectations”[4]. As such, SOA links Service Providers, Service Discovery 
Agency and Service Requester (Client) with each other through publish, find and bind 
operations[5]. 

2.1 Service Oriented Architecture (SOA) 

From SOA’s view, each of services is a complete piece of software (interface and the 
actual implementation) that implements meaningful business functionality. The key 
elements of the SOA Framework are: 

(a) Service Description – description of the function(s) and capabilities of the 
services in unambiguous syntax and semantics 

(b) Service Advertisement – ‘announcement’ of the presence of a given service 
description; this is usually done via the service registry or/and directly to 
service clients 
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Fig. 1. Basic SOA (Adopted from [5]) 

(c) Service Discovery – Formulates the requests for service, matches these requests 
to specific service description(s) and then initiates communication with the 
service providers. 

(d) Service Invocation – Transmits requests/results between the service provider 
and the service user.   

(e) Service Composition – is an optional element responsible for formation of 
composite services by automatically merging the functionalities of more than 
one service.  

2.2 System Development 

2.2.1   System Analysis 
This involved carrying out interviews with employees of Steadman Group, to find out 
the specifics of the organization’s research process. The collected responses formed 
the basis of the case study of the organization. Steadman is a research company that 
carries out research in the in areas of Market Research, Social Research, Media 
Monitoring and Management Training. Among other things, Steadman is best known 
in Kenya for presidential candidate opinion polls. Their research process largely 
depends on the kind of research project in question, whether qualitative or 
quantitative. For all projects, the following steps are followed: Field Work  Coding 
 Scanning  Data Processing Analysis and Reporting. 

2.2.2   System Design 
Using the analysis above a mobile phone application based on the Service Oriented 
Computing paradigm (as described in section 2.1) was proposed.  The application was 
to be installed on all the phones that the researchers carried to the field and worked as 
per the architecture shown below: 

Service Description 

Service Advertisement Service Composition 
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Fig. 2. System Architecture for implementing SOC on mobile phones 

As shown in figure 2, main component of the system is MobiSoc; the middleware that 
handles the SOC functions.  MobiSoc is made up of: 

(a) Service Provider – for each installed application, the Service Provider 
advertises the application, e.g. application 1 (with the Service Registry) as a 
‘service’ that can be invoked.  Once a client requests to use the service, it is  
the work of the Service Provider to invoke and bind the request to the 
application.  

(b) Service User – this is the interface between the client application (e.g. 
Application 2 running on Phone Z) and the service application (e.g. 
Application 1 running on Phone Y).  It is responsible for looking up 
appropriate (through the help of the Service Registry) service(s) on behalf of 
the client application.  In cases where a request for service is satisfied by more 
than one service, Service User handles ‘service composition’. 

3 System Implementation 

3.1 Overview 

Java2ME was used to implement the design described in section 3.4 as follows.  A 
prototype consisting of only one application; a software questionnaire for data 
collection was implemented. This was implemented in form a java class; 
storageService.java. In order to support the various SOC routines, three other classes 
(sProvider.java, sUser.java and qnMIDlet.java) were also implemented.  All phones 
were then treated as peers with each of them being installed with all the four classes. 
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Research assistants then took out the phones to the field to collect data. The 
hypothesis was that during the data collection process, some phones would run out of 
storage space; in this case, such phones would then transparently seek space 
advertised on other phones in their vicinity.  Once all the required data was collected, 
the phones were then taken back to the office for data extraction and subsequent 
processing. 

When a phone runs out storage, it seeks extra space as a service from a remote 
device. A layer of middleware (MobiSoc) that utilizes Bluetooth for communication 
abstracts the communication between the client and the service provider. The 
middleware comprised of: Service_Provider, which advertises and acts as a proxy for 
the service, and the Service_User, which seeks advertisement for services required by 
a requesting application on the same phone, and also acts as a proxy for the requesting 
phone (client) in the communication.  

Below is a description of each of the 4 classes 

(a) sProvider.java - is responsible for service advertisement and revoking of 
adverts. It abstracts the underlying communication details, so that a service 
asking to be advertised need not know of the Bluetooth connection details 
facilitating this advertisement. A service will create an new instance of the 
class as follows, to advertise itself  
sProvider myservice = new sProvider(String UniversallyUniqueID, String ServiceName); 
To revoke an advert, the following method is invoked: myservice.sRemove(); 

(b) sUser.java - is responsible for service discovery and invocation, which it does 
on behalf of a client who wishes to find and use a given service. It hides the 
Bluetooth communication details from the client. The use of sUser for 
discovery and invocation is as follows: 
sUser wantservice = new sUser(String data_to_be_stored, String UniversallyUniqueID); 

(c) storageService.java - is the actual service. It advertises itself by creating a new 
sProvider(), and stores whatever string data is passed as an argument by a 
remote instance of sUser() to the new instance of sProvider(). It uses the 
Record Management System, a set of classes that facilitate usage of a simple 
database for persistent storage in mobile devices.  storageService.java is the 
service used for demonstration ‘services’ concept of SOC. It is representative 
of any loosely coupled, remotely accessible service that might be run in a 
mobile device. 

(d) qnMIDlet.java - is an application used for collecting field data. When it 
specifies that data should be saved, it may either be saved locally or remotely. 
When saves are remote, the application sending the record to be saved is a 
client to the server and it is facilitated by the SOC middleware. The application 
creates a new instance of sUser(), as described above, to access a service. This 
class is the application used for demonstration of the working of the SOC 
middleware. It is representative of any mobile device application that would 
access a remote service in a remote storage service; the communication 
between client and another mobile device. 
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The classes interact as shown in the following sequence diagram: 
 

 

Fig. 3. Service Provider Advertising and Servicing Requests 

3.2 Extent to Which SOC Imperatives Are Implemented 

The four main aspects of SOA described in section 2.1 were implemented as follows: 

(a) Service Description 
The storage service profile is comprised of the UUID and the service name. It 
has no details on host mobility. As for resource availability, as long as a host is 
advertising the storage service, it means there is at least one space available for 
remote storage No other details on resource availability are included in the 
service profile. 

(b) Advertisement  
The advertisement consists of UUID, and a short service name. When a host 
device within Bluetooth range of a requesting client advertises storage 
availability, it is seen by a client no differently from an advert by another host in 
range, their differences in host address notwithstanding. This advert will also be 
seen by all requesting clients in range, as will all other advertised services. When 
a device is out of Bluetooth range, its advertisement will not be seen by clients, 
meaning a client cannot find an advert for a non-existent or unreachable service. 

(c) Discovery 
A client discovers an advertised service by using the service’s UUID. It need 
not know the address of the service host, or how the middleware finds the 
service – it simply makes a request and waits for a response. 

(d) Invocation 
When a list of similar services is returned to the requesting client, it selects the 
first one only. The client does not know what the middleware does to avail this 
service for its use; neither does the service know the identity of the client 

:service_user :Service_provider :Server_app 
(Mobile_app) 

record

Store_peer_record() 

Remove_service() 

Avail_service(storage) 

Create_service_record() 
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application. No motion profile was implemented to address the issue of 
unannounced disconnections, neither is there rebinding to a different service if 
unannounced disconnection occurs.  

3.3 System Testing and Evaluation 

3.3.1   System Start up 
On start-up, the system displays the index screen, which contains two options: to Run 
the Questionnaire application, and Display Saved Records. 

 

 

3.3.2   Run Questionnaire 
On selection of the Run Questionnaire option, the questionnaire application opens. 
Navigation of this is done using the phone’s up and down buttons. Selection is done 
using the phones select button. The only other commands possible are the ones on the 
soft-buttons at the bottom right and bottom left of the screen. The Menu has two 
options – Save or Cancel any entries made on this screen so far. The other alternative 
is to End the data-entry altogether without saving.  The screen capture below show 
two screens of Run Questionnaire operation. 
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3.3.3   Alerts 
Alerts are used to notify the user of Local Save (when the data is saved locally), 
Remote Save (when a device is running low on storage, and gets storage service from 
a peer device) and Local-Save-and-Exit (when no device offering service can be 
found). Alerts are used to notify the user of Local Save (when the data is saved 
locally), Remote Save (when a device is running low on storage, and gets storage 
service from a peer device) and Local-Save-and-Exit (when no device offering 
service can be found). 

Below are three examples of alerts 

         

4 Conclusion and Further Work 

This paper is a demonstration of the application of service-oriented computing on 
mobile devices. It provides a roadmap towards realization of software-for-all 
developing countries of Africa.  The latter has unique technological challenge/ 
opportunity where there are more phones than any other form of ICTs. It 
demonstrates how the concept of designing and implementing systems as a set of 
services can be used to aid in creating a platform for running applications on mobile 
phones, their low processing capability not withstanding.  SOC was in this case used 
to help overcome storage limitation. Though storage in mobile phones has today 
become less of a problem (many phones now have expansion slots for additional 
memory), this work is aimed at demonstrating that SOC is an option for expanding 
the computing capability of a mobile phone. The concept of applications being a set 
of services can be used to provide phones that have low processing power, the 
capability to seamlessly gain access to computing facilities on another phone. 
Applications that offer this capability can then be accessible to the client device as  
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services.  This way, applications such as health information system and e-learning can 
be realized in the remotest villages of Africa.   

This is an ongoing project and plans are underway to incorporate SOC within a 
mobile phone grid described in[12].  This will further extend the phone computation 
power to handle more complex scientific and business applications such as drought 
prediction.  In its current form, the implementation did not take care of security issues 
and this need to be addressed before the system can be deployed in a real application.  
In the current application, there is no ‘professional’ way of select among similar 
services running different devices. To solve this, an algorithm for selecting the ‘best’ 
service provider is being implemented using the bully algorithm approach.  Further 
research towards improving the system efficiency given the resource-constraint and 
mobility nature of mobile phones would provide an interesting extension to this work. 
Finally, Steadman, the organisation for which the application was developed, was 
acquired by another organisation (Synonvate) making system usage evaluation 
difficult. 
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Abstract. A central concern in the area of ubiquitous computing has been the 
integration of digital resources including devices and heterogeneous networks 
with the physical world and people. However, current systems are independent 
to each other, which means that resources for ubiquitous computing are 
separated and applications could not be created on cross-platform. The 
openness, simplicity, flexible and standardization of Web have given insights of 
building up a more uniform, open and scalable service environment for 
ubiquitous computing. Therefore, we propose the concept of Web of X (WoX) 
Service Environment for ubiquitous computing in this paper. In this article, we 
analyze the requirements of building a service environment for ubiquitous 
computing, and then the conceptual architecture of WoX Service Environment 
and some key technical solutions are proposed as well. 

Keywords: Ubiquitous Computing, Web, REST, API, Mashup. 

1 Introduction 

A central concern in the area of ubiquitous computing has been the integration of 
digital resources including devices and heterogeneous networks with the physical 
world and people. In particular, the “Internet of Things (IoT)” has essentially 
explored the development of applications built upon various networked physical 
objects [1]. However, current related researches mainly focus on building applications 
and vertical systems based on specific scenarios and industries, or considering how to 
leverage current broadband wired or wireless access technologies to interconnect 
everyday object, which means that the applications are usually built upon independent 
systems, resources could not be shared and efficiently utilized among different 
infrastructures and even the development of pervasive applications becomes tedious 
for common users for the reason that most of interfaces in a system are defined 
proprietarily and there is a lack of clear, standardized, and interoperable 
communication protocols that can be understood by fridge, TV set, sensors and 
networks, so a uniform service environment which is cross-industry, cross-network, 
cross-terminal and opened to users to create personalized applications is necessary. 
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With Web 2.0 applications the focus is on the user and user-generated content on 
the one hand, and on the other hand on a set of technologies (e.g., AJAX, RSS) that 
support the development of highly interactive interfaces that offer a rich user 
experience, similar to common desktop applications. As shown by the unparalleled 
scalability of the Internet, simple technologies (e.g. HTTP) can give birth to very 
efficient and flexible systems, where a large variety of hardware and software 
platforms coexist and interact smoothly. Open access to data through services on the 
Web has enabled information to be reused across independent system, therefore has 
lowered the access barrier that allows people to develop their own applications. 
Furthermore, the development of composite applications on top of the open and 
simple standards that made the Web so successful (REST, XML, HTTP, or Atom) to 
interconnect physical devices which called “Web of Things (WoT)” has now become 
another trend in the era of IoT and ubiquitous computing, which has given a vision for 
building a more uniform, open and scalable service environment for ubiquitous 
computing.  

Based on these observations, we propose to leverage the existing and ubiquitous 
World Wide Web (WWW) as common ground where everyday devices and networks 
could interact with each other, and a user-centric Web of X (WoX) Service 
Environment for ubiquitous computing is also proposed in this paper. The X in WoX 
means heterogeneous resources surrounding persons for ubiquitous computing, such 
as devices, network resources, as well as current Web resources in Internet, and WoX 
Service Environment aims to facilitate efficient prototyping ubiquitous computing 
application and enable users to generate service by themselves according to their 
requirements and preferences by integrating the capabilities of heterogeneous network 
and distributed devices (mobile phone, sensors, appliances and etc.) via Web 
technologies. 

The remainder of this paper is organized as follows: Section 2 summarizes related 
work. Section 3 describes the paradigms and requirements of designing a uniform 
service environment for ubiquitous computing. Section 4 proposes the conceptual 
architecture of the WoX Service Environment. Section 5 discusses the key technical 
issues related to constructing the service environment. Finally some challenges for 
future study are presented in the last section. 

2 Related Work 

A lot of work has proposed ideas to construct a cross-platform environment to 
eliminate the barriers between heterogeneous network infrastructures and different 
terminal platforms. 

MUSE is proposed by Ji Yang et.al in [2] as a vision for future service and 
architecture for ubiquitous networking and computing. MUSE brings in the concept 
that enabling Always Best Experience (ABE) to users in terms of context awareness, 
flexibility and ubiquitous intelligence, through cooperation among various 
heterogeneous wire or wireless networks and devices. The essence of MUSE is to 
abstract the capabilities of both networks and terminal devices and specific services 
could seamlessly compose suitable capabilities to deliver to end users according to the 
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requirements. Though the concept of MUSE brings in a vision of the trend of future 
ubiquitous computing, however, what exact technologies could be utilized in this 
concept is not discussed yet. 

With the development of Web technology, accessing non-web-enabled to the 
WWW is not a new idea yet, while more and more researches have focus on 
aggregating heterogeneous resources into the Web and letting Web act as a ubiquitous 
hub to interconnect devices, network infrastructures and applications, which gives a 
technical option for MUSE. For example, webinos [3] project defines and delivers an 
Open Source Platform and software components for the Future Internet in the form of 
web runtime extensions, to enable Web applications and services to be used and 
shared consistently and securely over a broad spectrum of converged and connected 
devices, including not only mobile phones, but also PC, home media (TV) and in-car 
units, as well as to offer a common set of APIs to allow applications easy access to 
cross-device functionality. Nevertheless, the motivation of webinos is to enable web 
application to run on different kinds of devices and access the underlying resources in 
uniform standardized interfaces, however, the resources of devices could still not be 
linked, shared and reused through Web into Internet. 

Thus, some researches are considering linking the Web and physical objects. For 
example, [4] put forward the concept of “Web of Things”: propose to reuse and adapt 
patterns commonly used for the Web, and introduce architecture for the Web of 
Things [5]. Their research is focused on the development of composite applications 
on top of the open and simple standards that made the Web so successful (REST, 
XML, HTTP, or Atom) to interconnect physical devices. They embed Web servers 
[6], [7], [8] on smart things and apply the REST architectural style [9], [10] to the 
physical world, so the resource on the smart things could be opened and shared into 
Internet.  

Furthermore, a number of implemented systems have already shown some features 
that integrating diversities of resources and being opened to the public as open APIs 
via web standard. For example, Pachube [11] is a global centralized website which 
could store, share/discover real-time sensor, energy and environment data from 
objects, devices & buildings around the world. It defines a uniform REST web API to 
gather third party resources and open to the public to implement applications, and also 
it defines an open data exchange format protocol which is called EEML[12] to 
guarantee that heterogeneous datum are packaged and exchanged in a uniform 
pattern. SenseWeb [13] is another unified system developed by Microsoft which 
could collect, share, process, and query sensory data from the globally shared sensor 
network. It aims to provide an open architecture such that third parties can easily 
register sensors or repositories of sensory data to contribute as part of SenseWeb by 
providing Sensor Gateways that provide a uniform interface to all components above 
it to get all sensors connected, and other components of SenseWeb access the gateway 
to obtain sensor data streams, to submit data collection demands, or access sensor 
characteristics through a standardized web service API. The gateway implements 
sensor specific methods to communicate with the sensor. Meanwhile, SenseWeb also 
enables third parties to easily develop sensing applications that use the shared sensing 
resources provided by SenseWeb. These approaches are based on a centralized 
repository and devices need to be registered before they can publish data, thus are not 
sufficiently scalable and are more concerned with data storage and retrieval. 
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3 Paradigms Required and Requirements Analysis 

To design a user-centric uniform service environment for ubiquitous computing, it is 
necessary to analyze the requirements from both the user’s and service’s points  
of view. 

What users concern about is how to access to a target service with the best user 
experience which could meet their requirements with the dynamic variance of the 
context and scenario. In a further stage, users are even not only the consumer of the 
service, but they could also act as a creator and manager of the service, which means 
that users could efficiently prototype new services within their preferences in different 
scenarios, and conveniently deploy them with as few configurations as possible. 

While from the perspective of service, with the evolution of network technologies, 
such as 3G/4G and the increase of diversities of terminal platforms, all services are 
required to be delivered via a uniform platform which need not care about the details 
of heterogeneous terminals and networks and services could acquire the terminal 
capabilities and network capabilities through standardized open interfaces provided 
by the platform, so services provider or end users can develop and deploy more high 
quality services more flexibly, and service could be customized more dynamically.  

Therefore, to feed the requirements above, several paradigms are required:  

Paradigm 1: (the most important) the user-centric service environment for ubiquitous 
computing should be based on Web. The development of Web has shown the success 
of it, and previous researches have proven that Web is simple, open, standardized and 
flexible. Moreover, the interaction style of Web is accepted by more and more 
common users, and the development of web application becomes more and more 
convenient for developers than other desktop and mobile platforms, which means 
users could rapidly prototype personalized applications and build up a healthy 
ecosystem. So Web should be a first option to integrate heterogeneous platforms and 
different current technologies, and all the terminal, network and other computing 
resources should be abstracted as web resources. 

Paradigm 2: User could share, manage and even deploy resources/services in the 
service environment. Web 2.0 and social network service has reveals the power of the 
involvement of end users into the sharing and innovating activities. More high-quality 
data and fascinating application appears. In pervasive computing, the more context 
data about specific user could share with others and the fewer configurations for 
users, the more customized applications could be created and the more possible the 
user’s requirements could be met. 

Paradigm 3: The architecture should be as flexible and scalable as possible. It is not 
only serving local area or specific scenario but also should support wide-area services 
and scenarios.  

Paradigm 4: Security and privacy must be guaranteed. In ubiquitous computing, 
there must some personal and private information, so to prevent this information 
being stolen and opened to public must be guaranteed. 
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Fig. 1. Requirements analysis of user-centric uniform service environment for ubiquitous 
computing from both user’s and service’s points of view 

According to the design paradigms, several specific technical requirements should 
also be met: 

Req 1: Follow RESTful-stlye architecture design principle. The essence of REST is 
to focus on creating loosely coupled services on the Web so that they can be easily 
reused [14]. REST is actually core to the Web and uses URIs for encapsulating and 
identifying services on the Web. Resources should be available through a uniform 
interface with well-defined interaction semantics, as is Hypertext Transfer Protocol 
(HTTP). For data exchange and resource description, On the Web, media type support 
in HTTP and the Hypertext Markup Language (HTML) allow peers to cooperate 
without individual agreements. For machine-oriented services, media types such as 
the Extensible Markup Language (XML) and JavaScript Object Notation (JSON) have 
gained widespread support across services and client platforms. Moreover, the 
interaction should be kept stateless which requires requests from clients to be self-
contained, in the sense that all information to serve the request must be part of the 
request. HTTP implements this constraint because it has no concept beyond the 
request/response interaction pattern; there is no concept of HTTP sessions or 
transactions. 

Req 2: Device and networks should access to Web. To make sure that the service 
environment is based on the Web and the capabilities provided by the service 
environment could be invoked in Web protocols, the devices and networks which are 
not support Web must be extended to support accessing to Web. 

Req 3: The resource of every object could be identified, named and addressed in a 
standard way. All the capabilities of objects such as terminal and network components 
are abstracted as web resources, so the service environment should name all the 
resources with unique URI and provide a mechanism to address them. 

Req 4: There should be a uniform resource or service model. A model/framework to 
describe resources and their relationships between them is necessary.  
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Req 5: Support Plug-and-Play (PnP). To ease the cost of device deployment for end 
user, the service environment should provide some mechanism for automatic resource 
discovery and configuration on devices with as fewer interferences as possible for 
common users. 

Req 6: Support resource access control, authorization and authentication. To 
guarantee secure access to the private or authorized resources provided by terminals 
and networks, the service environment should provide some authorization and 
authentication mechanisms to make sure that every resource is in a secure 
environment. 

Req 7: Enable context-aware. To provide more intelligent and personalized service, 
service environment should provide some context-aware computing capabilities based 
on semantic and ontology, such as context modeling, context storage, lookup and 
reasoning. 

Req 8: Provide a uniform user interface and engine for service mashup. To facilitate 
the quick prototype of customized application for non-tech users, service environment 
should provide an intuitive interface for user to create their own composite service in 
a drag-and-pull way, and a mashup engine is also necessary to support service 
orchestration based on the Web Service capabilities provided by terminals and 
networks. 

4 Web of X Service Environment Architecture 

In this section, we have proposed a conceptual architecture for Web of X Service 
Environment for ubiquitous computing according to the requirements analyzed in the 
previous section. 

 

Fig. 2. Web of X Service Environment Architecture 
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The WoX Service Environment consists of four main components as Figure 2 
shows: web-enabled Ubiquitous Terminal Service Environment (wUTSE), web-
enabled Ubiquitous Network Service Environment (wUNSE), Web of X Core Service 
Environment (WoXSE) and Ubiquitous Computing Service Environment (UCSE). 

wUTSE is a service environment surrounding terminals with web access which 
may include web-enabled devices (mobile handsets) with an embedded web runtime 
and non-IP devices (sensors, home appliance or in-car devices) brokered by web-
enabled gateways. It may be offered by single terminal equipment or a set of 
networking distributed components.  

wUNSE is a service environment based on heterogeneous networks which cover 
from wired network to wireless network, from IP network to non-IP network, from 
access network to core network, from telecom domain to Internet domain, such as 
Internet, IMS, UMTS, LTE, WiFi and even sensor network. wUNSE bridges the 
components of networks into the WWW by web middleware or web proxy, so the 
capabilities of different networks could be exposed as Web Service in uniform Web 
standard. 

The wUTSE and wUNSE shield the details of internal architecture of terminals and 
networks, and the connectivity between them. Moreover, the wUTSE and wUNSE 
also both offer services the information about terminal and network capabilities in a 
REST way, which means that the capabilities of terminals and network will uniformly 
be abstracted as Web resources with unique identities (URI) and could be accessed 
via HTTP in a stateless client-server way with uniform method (GET, PUT, POST 
and DELETE). 

WoCSE is a service environment which acts as a control components for all the 
exposed REST web service resources. The capabilities of networks and terminals are 
all opened as a REST web API and abstracted as web resources, so WoCSE should be 
responsible for managing these web resources, such as web service resource 
registration, update and discovery within global area, and data storage and 
management, as well as scheduling of service and authorization/authentication. The 
same as wUTSE and wUNSE, the capabilities of WoCSE are opened a REST Web 
APIs and could be invoked by applications as well. 

UCSE is a service environment for context-aware computing and Web searching 
to support intelligent and personalized services. Resources exposed from wUTSE and 
wUNSE are all service context information surrounding end users, so UCSE is 
responsible for context data modeling, storage and reasoning by invoking web 
services provided by wUTSE and wUNSE to retrieve raw date of context information 
from devices and networks. There may exist diversities of context-aware computing 
engines and semantic web searching engines which are built upon cloud computing 
infrastructures according to different scenarios. Also these computing capabilities are 
opened as REST Web APIs and could be invoked by services. 

Furthermore, as a user centric service environment, WoX Service Environment 
also provides some kind of User Generated Service (UGS)/Mashup engine for both 
tech-savvy users and non-tech users to create composite services by their own need 
and preference based on the Web API provide by the devices and networks. The 
UGS/Mashup engine could provide an intuitive interface for user to drag-and-pull 
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components to generate target services at front end and process dynamic service 
orchestration at back end, so that users only need only concern about the logic of  
the service. 

5 Key Technical Issues Discussion 

For WoX Service Environment, there remain some key technical issues that should be 
discussed, such as how to access resources on non-web devices into Web and how to 
discovery resources based on WoX Service Environment, and some solutions should 
be proposed as a reference to implement and deploy the WoX Service Environment. 

5.1 Resource Access 

To build up a Web-oriented service environment, it is necessary that the non-web 
resources, especially the resources on the non-web devices, such as mobile phones, 
sensors, actuators, and home appliance could be accessed via Web interface. In Fig 3, 
two ways to get non-web devices’ resources accessed via RESTful Web interface are 
proposed as follows: 

  

Fig. 3. Two ways to get heterogeneous resource accessed via Web 

Most embedded devices do not always have an IP (Internet Protocol) address and 
are thus not directly addressable on the Internet. However, it is very likely that more 
and more real-world devices will become IP-enabled and have embedded HTTP 
servers (in particular with 6LowPAN), making them able to understand the Web 
languages and protocols [15] [16]. Such Web-enabled devices can be directly 
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integrated and make their RESTful APIs directly accessible on the Web. This 
integration process is shown on Fig 3: each device has an IP address and runs a Web 
Server on top of which it offers a RESTful API to the mashup developer, and we call 
it RESTful Web Runtime Middleware.   

While such Web-enabled devices are likely to be widely spread in the near future, 
direct integration of real-world devices into the Web is still a rather cumbersome task. 
In particular, when devices do not support IP or HTTP as is usually the case with 
wireless sensor networks (WSN), a different integration pattern is needed. So we 
propose to use the concept of RESTful Smart Gateways as intermediate element that 
bridges the Web with devices that do not talk IP. The RESTful Smart Gateway is 
composed of three main components. The Plug-ins acts as drivers to discover the 
devices on a regular basis by scanning the environment in other communication 
protocols, and for each kind of communication there is a plug-in, such as plug-in for 
Bluetooth API and plug-in for Zigbee APIs, so the Smart Gateway could directly 
access data via native requests of different proprietary communication protocols. The 
HTTP engine acts as an embedded web server which handles HTTP requests and 
responses. The RESTful Environment acts as a REST framework to support REST 
operations, and it could map the URLs to the resources the devices possess and 
provide uniform interfaces (HTTP Method: GET, PUT, DELETE, POST) to interact 
with the resources.  

5.2 Resource Discovery 

To lower the cost of deployment and management for end user, the WoX Service 
Environment should be as free as possible from explicit human administration. This is 
especially challenging in ubiquitous computing, where devices can dynamically enter 
and leave the network. If all the devices require explicit configuration to work 
together, the burden of administration quickly overwhelms any potential benefit, so 
some kind of PnP mechanism is required to eliminate the burden of administration.  

In the vision of WoX Service Environment, the capabilities of global networks and 
devices are abstracted as RESTful web resources which are identified by HTTP URI, 
so a large-scale, multi-domain service infrastructure requires a resource discovery 
system that is open, scalable, robust and efficient to a greater extent than a single-
domain system. For existing discovery system, two common models are usually 
adopted. One is non-directory based way; the other is directory-based way. For 
globally resource discovery, the directory-based way is the most suitable model [17].  

Therefore, in the WoX Service Environment, a directory-based resource discovery 
model is proposed. It is assumed that the resources are distributed into different 
domains according to specific features, such as location, type of device, etc. and there 
is unique directory in each domain which is responsible for registration, update and 
discovery of resource in the domain. Furthermore, every identified resource should be 
described in a uniform descriptive record to describe its address (URL) and its 
attributes, such as its location, type, owner and the method to invoke it. In the 
proposed model, the whole framework is divided into three logic entities: 
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Resource Agent (RA) is a logical entity that possesses web resources on smart 
objects, such as web-enabled devices and smart gateway. In each RA, its resources 
will be identified with URLs as a RESTful web service interface.  

WoX Proxy/Directory Agent (WP/DA) is a logical entity that maintains resource 
descriptive information and processes queries and announcements from RAs and 
clients, and each WP/DA will be responsible for managing all the RAs in its local 
domain. The topology of the WP/DA could be hierarchical or Peer-to-Peer structure, 
and the descriptive information of registered resources will be maintained and 
synchronized among these WP/DAs in certain mechanism. 

Bootstrap Agent (BA) is a logical entity where clients and services attempt to 
initiate the discovery process via establishing the first point of contact within the 
system. With initial configuration, the BA will manage lists of all WP/DAs’ 
information including the address and the domain information in its charge. 

 

Fig. 4. Directory-based resource discovery model in WoX Service Environment 

Specifically, the process of the resource discovery could be viewed in four steps as 
Figure 4 shows: 

•Bootstrapping: the RA will query BA to find the local or the nearest WP/DA and 
BA will return the address of target WP/DA that is responsible for its registration. 

•Resource Advertisement: the RA advertises itself by registering with the target 
WP/DA a description file. This record follows the XML schema and represents a 
description of the attributes of the resource and contains series of operations to that 
resources as well as the URL of the resource.  

•Querying: the client will look for a desired resources. The querying process is 
handled by the WP/DA with which a RA is associated; the client may first ask any 
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WP/DA to find out which WP/DAs provide a desired resource, i.e. the resource that 
matches the description file provided by the client, and finally select one and ask its 
related WP/DA to retrieve the description file from it. The lookup process among 
WP/DAs could be based on a tree-like hierarchical structure or P2P structure [18]. If 
the attributes of the resource is refreshed, the WP/DA can periodically check the 
availability of the resource and update its description file. 

•Resource Handle Retrieval: the client receives the description record of desired 
resource and access to the target URL via RESTful web service API provided by the RA. 

6 Challenges for Future Study 

As a design for future service and architecture, there are still lots of open issues in the 
WoX Service Environment design for further investigations.  

In WoX Service Environment, the capabilities of devices and networks are 
abstracted as Web resources in REST way; however, a uniform resource 
representation framework is still needed to describe heterogeneous resources. A 
semantic-based or ontology-based method might be adopted that not only human 
could understand the language but also could machine understand to support 
automatic and intelligent resource discovery and configuration. 

Security is always a critical factor in system design. Without the guarantee by an 
all-around and powerful security mechanism, any system will become far from 
practical services and applications. Since existing security mechanisms are designed 
for certain kinds of applications, networks and terminals, although fulfilling the tasks 
well in their fields, they are definitely insufficient when dealing with the complicated 
heterogeneous network environments, varied services and terminal environment in the 
future, where the access control of resources on different devices and networks, 
delegated authentication mechanism for third party mashup should be considered 
much. Therefore, a customized, complete and effective security architecture is very 
important and absolutely necessary for this open, cross-platform, heterogeneous and 
multi-serviced environment of WoX. 

Moreover, since WoX Service Environment introduces more decentralized and self-
organized paradigms in resource discovery, allocation and management, the peer-to-
peer mode service provisioning should be supported in the whole architecture, not only 
in connectivity aspects, but also in operational and business aspects. There is some 
peer-to-peer solution available already. Therefore, how to utilize these peer-to-peer 
solutions into the WoX Service Environment needs to be well studied in the future. 

7 Conclusion 

In this paper, we propose that Web technologies are — contrary to popular belief — a 
suitable protocol for constructing a uniform service environment for ubiquitous 
computing and building applications on top of services offered by different devices 
and heterogeneous networks. After summarizing the core design paradigms and 
requirements of the future ubiquitous computing service environment, we have 
proposed a conceptual architecture for the WoX Service Environment based on 
RESTful architectural principles. Then several key technical issues in constructing the 
WoX Service Environment, such as resource access framework and resource 
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discovery mechanism, are discussed and relative solutions are also proposed. Finally, 
some challenges, such as the resource representation model, security mechanism, as 
well as peer-to-peer solution are also discussed for future study. 
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Abstract. The evolution and popularization of mobile devices and wire-
less networks give rise to the creation of a new interaction paradigm,
where the devices cooperate to execute short tasks. In this scenario, the
problem of how to handle environment changes, which may increase the
complexity of distributed mobile applications management and mainte-
nance, needs to be addressed. This paper presents an autonomous and
evolutionary model to permit a prompt adaptation of essential services
(i.e. message exchange, service description service discovery, service coor-
dination, mobility support and security) to context changes. To validate
it, a mathematical model describing the time complexity to diffuse an
efficient implementation of an essential service (strategy) taking into ac-
count the number of devices is proposed. Finally, the diffusion approach
is implemented in a simulator to reason about its impact on the overall
efficiency of the essential services and, consequently, the performance of
the application.

Keywords: Mobile Middleware, SOA, Autonomic Computing.

1 Introduction

The popularization of mobile devices and wireless communication technologies
has influenced the architectural design of networks and applications. Networks
evolved from centralized, static and cable-based to mobile and wireless [1]. In
addition, the communication between mobile applications that use different net-
work interfaces simultaneously has become common.

Although it increases flexibility and robustness, it can make the development
and management of these applications more complicated. The core of this prob-
lem is that application-level protocols are designed considering a limited subset
of information from the executing environment. While protocols designed to ar-
chitectures like Wi-Fi and cellular networks may use centralized approaches,
protocols developed to ad-hoc networks are fundamentally decentralized [3].

Throughout this paper, application-level protocols will be called essential ser-
vices. They are key services used to create service-oriented mobile applications,
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such as message exchange, mobility support, service description, service dis-
covery, service coordination and security. For instance, a chat application may
require that message exchange, service description and discovery are available
and a museum guide running on a PDA might also need service coordination.

To implement essential services, application developers can rely on abstrac-
tions provided by middlewares [2]. Here, these implementations are called strate-
gies. For example, remote method invocation and tuple-based are two strategies
for implementing message exchange. The strategy to be used in the application
is defined at design time and coded using middleware libraries. Although it may
reduce development time and complexity, it may also produce a rigid design that
is unable to cope efficiently with changes in the execution environment.

Changes in the execution environment occur in two levels: network and ap-
plication. An example of the former is the use of a different network interface
or variation in the communication latency. Changes in the latter may be the
unavailability of a centralized server or the use of a different language to de-
scribe services. The consequences of binding the application and middleware at
design-time may vary from loss in performance to application crashing.

This paper presents AMESMA, an autonomous and evolutionary middleware
model for essential services in distributed mobile applications. It promptly selects
the best strategy (most efficient) for an essential service according to changes
in the environment. Here, efficiency is described by a quality of service (QoS)
descriptor, which depends on the application and essential service. For instance,
service discovery efficiency can be measured by the number of services discovered
or the average time to discover one service. Thus, by autonomously choosing the
most efficient strategies, the model tries to improve the overall performance of
the essential services. It also permits new strategies to be incorporated on-the-fly,
with a minimum effort to maintain the essential services.

The benefits of this approach are threefold: firstly, strategies for an essential
service can be replaced more easily, according to their efficiency. Secondly, an
autonomous layer, placed between the applications and the strategies, rapidly
defines which strategy should be used when changes in the environment are
detected. Thirdly, instances of the model running on different devices cooperate
to define efficient strategies. As devices interact and the efficient strategies are
identified, these strategies are diffused throughout the network. After a short
period of time, the strategies being used should converge to one or a small set of
efficient strategies, increasing the overall performance of the essential services.

AMESMA was evaluated according to an analytical model that described the
time to diffuse one strategy to all devices. That time is affected by the probability
of diffusing an strategy (fanout factor). A higher fanout factor means a faster
diffusion, but at a higher cost. The analytical model described how to adapt this
factor, minimizing the cost on the network with an acceptable diffusion time.
The second evaluation investigated in a simulator how the overall performance
of the essential services varied as efficient strategies are diffused.

The rest of this paper is organized as follows. Section 2 gives a brief overview
on the background of essential services. Section 3 details the AMESMA model
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and an analytical model used to describe the strategy diffusion, while section
4 presents some simulation results. Section 5 compares our approach to some
related work and, finally, section 6 presents the conclusions and future work.

2 Essential Services for Mobile Applications

Service orientation (SOA) permits applications to be decomposed in atomic parts
called services [6], facilitating their deployment and management. SOA-based ap-
plications require mechanisms to describe, find, access and compose these parts
in a secure, fault-tolerant and context-aware manner. Here, these mechanisms
are called essential services. Due to space restrictions, this paper only describes
service discovery strategies, since this is the essential service implemented to
validate the proposed model.

2.1 Service Discovery

Service discovery allows services to be discovered and accessed when available,
permitting the creation of loosely-coupled and robust applications, since service
information is accessed at runtime. Service discovery strategies can be divided
according to how service information is published and how it is stored [3].

There are two strategies to publish a service: push-based, where information
is published when the service becomes available, and pull-based, which publish
information when requested. The former has a lower discovery latency and a
higher cost on the network. The latter has a higher latency and a lower cost.

How service information is stored refers to the number and location of ser-
vice registries and can be implemented by three strategies: centralized, totally
distributed and hybrid. Centralized strategies publishes information in a single
registry. It is easy to implement and less resilient to failures. In totally dis-
tributed strategies, every device is a registry, which increase failure resilience. In
hybrid strategies, few devices act as service registries. This strategy is harder to
implement than the other two strategies, but has a lower cost on the network
than the distributed strategy and is more resilient to failures than the centralized
strategy.

3 AMESMA

AMESMA is an autonomous and evolutionary middleware model to increase the
performance of mobile applications by autonomously monitoring and searching
for more efficient strategies. The main characteristic of the model is try-and-
error, from evolutionary computing, in which new solutions are generated and
tried in the environment and efficient solutions out live inefficient ones. The goal
is to allow a rapid adaptation of the essential services to momentary conditions of
the execution environment, along with minimizing coupling between application
and middleware, facilitating the maintenance of the essential services.
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Different strategies for an essential service are monitored at runtime and dy-
namically chosen based on information collected from the application layer. To
use an essential service, an application informs its quality of service (QoS) de-
scriptor, a particular metric relevant to that application. In a service discovery
essential service, the QoS descriptor may be the number of services discovered
or the average number of sent messages necessary to discover one service.

When new strategies are discovered in a nearby device, the efficiency level of
the remote strategies is compared to the efficiency level of the equivalent local
strategies. More efficient remote strategies are deployed locally. Strategy moni-
toring and substitution is performed transparently to the applications. When an
application requires the execution of an essential service, it invokes an interface
associated to that service. The actual strategy used is defined by the model using
the QoS descriptor informed by the application and the efficiency values of the
strategies. The most efficiency strategy is used to invoke this essential service.

3.1 Middleware Architecture

Figure 1 divides the architecture of the middleware model into essential service
interfaces, which are packed with the application at compile-time, and mid-
dleware core, responsible for managing the essential services, i.e., the strategy
selection and evolution. The middleware core is deployed in each device and is
divided into QoS and context management and Middleware management. We
discuss theses modules of the architecture in more details below.

Fig. 1. Middleware architecture

Essential Services Interfaces. Applications invoke the essential services using
an interface for each service, compiled with the application. Strategy selection
is performed by the middleware management module based on QoS descriptor
and context information received from the QoS and context module.

This separation between interface and execution is possible if different strate-
gies are accessed equally. Considering the service discovery essential service, re-
gardless whether the strategies and centralized, distributed or hybrid, they have
similar service discovery messages. The fields in this message can be summurized
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in 1) ID, that uniquely identifies a device/application; 2) available or required
resources; 3) service description, that contains information about a service (Pull
model) or search parameters (Push model); 4) Time to Live, number of times a
message can be retransmitted and 5) amount of time message remains valid.

Different strategies from devices distributed in the network communicate us-
ing the service discovery message. Amongst its fields, the service description is
application-dependent. Instead of standardizing service description to guarantee
interoperability, it should be defined by each application to promote flexibility.

QoS and Context Manager Module. This module manages QoS require-
ments from the application. When an application invokes an essential service, it
informs its QoS descriptor for that service. That descriptor helps to define which
strategy should be picked from a local strategy repository and to compare two
strategies to define the most efficient.

This module stores information about strategy efficiency in different contexts.
Upon context change, it informs the middleware management module of this
new context. Based on context information received from the QoS and context
manager, the middleware management module decides whether or not to change
the strategy being used.

Context information may be acquired by different sources. It can be accessed
using sensors presented in the device itself or from context provision services
present in the environment.

Middleware Management Module. Autonomy and evolution are imple-
mented in the middleware management module. It autonomously monitors, de-
tects and diffuses efficient strategies and receives essential service invocation.
Upon receiving an invocation, the middleware management module access the
QoS and context management module to define which strategy is the most ef-
ficient at that specific moment. Applications only invoke an interface for an
essential service and are unaware of which strategy will be used. Additionally,
evolution is accomplished by diffusing efficient strategies and minimizing the
presence of inefficient ones.

3.2 Middleware Internals

The mechanisms executed by the middleware are: essential service invocation
and strategy diffusion. To invoke an essential service, an application informs
its QoS descriptor, its ID and the parameters of the required essential service.
Since this invocation is unblocking, the application can continue its execution
and access the result later, using an object returned to the application. That
invocation triggers an event to the middleware management module, which de-
fines the correct strategy to be executed using the QoS descriptor and context
information, accesses the strategy repository and executes the selected strategy.

The QoS descriptor is also important in a distributed execution of a strategy.
For instance, a service discovery based on a distributed strategy is executed by
numerous devices throughout the network. The service discovery message carries
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the QoS descriptor, which is used to select the correct strategy. This approach
allows all devices to struggle to provide a higher efficiency according to the
required QoS metric.

Simultaneously to the essential service invocation, the middleware manage-
ment module periodically contacts a subset of its neighbors searching for more
efficient strategies. If efficient strategies are found, a compatibility test is per-
formed to define whether that remote strategy can be deployed locally.

The number of neighbors chosen to compare the strategies is called fanout
factor. A lower fanout factor means that strategies will be diffused slower, with
a lower cost on the network. On the contrary, a higher fanout factor means faster
diffusion and higher cost on the network. Therefore, it is relevant to understand
how the fanout factor impacts on the strategy diffusion time and cost on the
network.

3.3 Strategy Diffusion Analytical Model

The dynamic nature of mobile networks requests quick adaptation of essential ser-
vices to network conditions. Hence, it is important to understand how long diffus-
ing one strategy takes and how it impacts on the overall efficiency of the essential
service. This analytical model is based on a paper published by Groenevelt [13],
which analyzes the mean time to diffuse a message to an specific node. However,
our goal is to understand when all nodes receive the message. Furthermore, our
model allows nodes to leave the network, creating a birth-death model.

Suppose there are N nodes in the network, moving independently according to
the random way point mobility model [26], with a limited connection range. Each
node has its own strategy si, i ∈ E, where E is the set of strategies. Moreover,
initially only one node has the most efficient strategy, called se. Whenever that
node contacts another node, that strategy is diffused. This approach is called
contact-and-infect or epidemic diffusion [25].

Strategy Diffusion Delay. Assume that the system is in state k whenever
there are k nodes using strategy se. The system starts at state 1 and reaches an
absorbing state N . Figure 2 shows a Markov Chain for the states the system can
enter. Once the system enters state i, it never returns to state i− 1, since there
is no strategy more efficient than se and this model assumes that all nodes do
not leave the network during the diffusion process.

Fig. 2. Strategy diffusion Markov chain

Instead of diffusing the strategies to all nodes it meets, one node chooses
a subset of these neighbors to compare their strategies. The fanout factor v
represents the percentage of neighbors chosen to compare their strategies.
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That approach tries to minimize the number of messages being exchanged with-
out compromising the diffusion time.

Suppose there are i nodes with strategy se, then it leaves state i to i + 1 at
a rate λi(N − i)v (I), where λ represents the meeting rate and dependends on
the average node speed, mobility pattern, area and antenna range. That meeting
rate follows an exponential probability distribution [13]. If Si represents the total
time the process spends in state i, then Si =

1
λi(N−i)v .

Let TS be the time the process reaches state N (diffusion time) , then

E[TS ] =

N−1∑

i=1

Si =

N−1∑

i=1

1

λi(N − i)v
=

2

λvN
[log(N − 1)+γ+ o(

1

N − 1
)], where

γ is the Euller constant.

Birth and Death Model.The previous model assumed that nodes do not leave
or arrive in the network. This restriction is now relaxed by considering that one
node leaves the network at a rate μ and another node enters the network at the
same rate. It keeps the number of nodes constant but varies the number of nodes
using the efficient strategy.

Fig. 3. Strategy diffusion Markov chain with departure

Figure 3 shows the strategy diffusion Markov chain with node departure. The
process leaves state i to i + 1 when an efficient strategy is diffused at a rate
i(N − i)λv and from state i + 1 to i when an node with an efficient strategy
leaves the network at a rate iμ. It is important to highlight that this analysis
assumes that λv > μ, or otherwise the strategies would not be diffused. From
that, the diffusion time expectation is E[TJ ] =

2
λvN−μ [log(N − 1)+γ+ o( 1

N−1)].

Graphics. The main objective is to understand how the number of neighbors
chosen to compare the strategies impact on the strategy diffusion time. Figure
4 shows the strategy diffusion delay for both scenarios, without departure on
Figure 4a, and with departure on Figure 4b.

In the graphic without departure, when the number of nodes is less than 20
nodes, a fanout factor of 0.5 has a similar delay as if all neighbors were chosen.
When the number of nodes increases, even a fanout of 0.3 behaves similarly as
the fanout factor 1.

In Figure 4b, the node departure was considered, and the fanout factor cho-
sen was 0.3. This value was chosen to analyze the impact of the node departure
rate, and it presents a good trade-off between diffusion time and cost. When the
number of nodes is smaller than 20 nodes, the diffusion time increases consider-
ably and the fanout factor must be increased. However, as the number of nodes
raises, the departure rate gradually loses its influence.
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(a) (b)

Fig. 4. (a) Strategy delay without departure varying the number of nodes. (b) With
departure varying the number of nodes.

The fanout factor may be adapted based on the number of neighbors known
at a given moment. According to [15], if davg is an estimate for the average
number of neighbors and n the total number of nodes, then davg = π lnn. Thus,
using this estimate and the number of 20 nodes from Figure 4b as an adaptation
parameter, the fanout factor can be adapted as follows:

v =

{
0.5 If davg < 9,
0.3 Otherwise

This estimate makes assumptions about the node density and mobility pattern.
Since the goal is to obtain an approximation to guide the adaptation process
instead of knowing the exact number of nodes, and the maximum and minimum
number of neighbors is of the same magnitude as the average number of neighbors
[15], this estimate gives an acceptable adaptation guide.

4 Simulation Results

AESPmob was implemented in the Jist/Swans [16] network simulator to verify
how the strategy diffusion mechanism impacts on the overall performance and
cost on the network. Simulation parameters are shown in Tables 1 and 2.

Table 1. Simulation parameters Table 2. Model parameters
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The simulation aims to analyze how the overall performance behaves as the
strategies are diffused, varying the number of devices and the fanout factor. The
number of nodes ranged between 20 and 100, and the fanout factor from 0.2 to
0.8. Each scenario was simulated 500 times, with the average values shown.

Three important concepts about the simulation must be understood. The first
one is the service discovery strategies that were implemented. In this work, four
strategies have been implemented: a Flooding-based, a probabilistic gossip-based
[18], a reliable push-based, called RAPID [19], and a hybrid strategy [3].

The second one is the QoS metric used to evaluate the efficiency of the strate-
gies: 1) number of services discovered, where strategies that find more services
are diffused, 2) ratio between number of services discovered and number of mes-
sages sent, where a higher ratio defines the strategies that are diffused and 3)
average latency time, where a lower latency means a higher efficiency.

The third one is how the efficiency information is collected. The more precise
this information is, the higher the probability that more efficient strategies are
diffused. The first approach called local view decides which strategy is more
efficient based only on information locally collected. The second approach is the
cooperation view and uses a combination of information locally collected with
information obtained from devices nearby. While the third approach is called
global view and the decision about which strategies are more efficient is based
on information shared by all devices.

4.1 Overall Efficiency

The overall efficiency of an essential service is the sum of the efficiencies of
all strategies. For instance, the overall efficiency of a service discovery essential
service is the total number of services discovered in a period of time by all
devices. The individual efficiency is the number of services discovered by one
strategy in the same period.

The Y-axis in Figure 5 shows how the overall efficiency of the service discovery
essential service varies during the execution as the strategies are diffused. The
X-axis represents the simulation time.

The global view has a higher chance of making correct decisions. This was
confirmed by simulation, since the global view was the most efficient in all sce-
narios simulated. However, distributed global information is hard to collect and
update. Moreover, it usually introduces an overhead that very often prohibits
its use. The cooperation view is not as efficient as the global view, but has a
considerable lower impact. Decisions based on local information are less reliable,
but it has the lowest cost.

Figure 5a and 5b shows the overall efficiency varying as the strategies are
diffused according to the QoS metric called number of services found. The over-
all efficiency of the global view approach increases until the execution time of
approximately 160 seconds, when the most efficient strategy is totally diffused
and all devices are using the same strategy. After that, the overall efficiency is
constant.
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The cooperation and local view increase the efficiency at a lower rate. It
happened because they are not as reliable as the global view, and inefficient
strategies were diffused. However, despite inefficient strategies may eventually
be diffused, the strategies that performed better are diffused after all. These two
approaches presented a better performance that the scenario without diffusion.

Figure 6 shows how the ratio between the number of services discovered and
messages sent varies as strategies are diffused. All approaches with diffusion
presented an efficiency gain. The difference between the Global View and Co-
operation View is smaller. This happened because strategies based on flooding
and gossiping send more messages than the other two strategies. It makes the
value of the ratio to decrease and facilitates the identification of the efficient
strategies, which are the other two.

Figure 7 shows the QoS metric that considers the average time to discover
one service. As the simulation happens, services requests sent at the beginning
of the simulation arrive, which makes the average time to discover one service
to increase. The no diffusion approach initially behaves more efficiently, but
as time passes, the other three approaches with strategy diffusion behave more
efficiently. This happened because initially, even using the global View approach,
inefficient strategies were diffused. After a while, the average time started to
become constant, or decrease in the case of the global view. This means that the
time to discover one service is actually decreasing, since services requests sent
at the beginning are still arriving (higher discover time), but the average time
is being kept constant, or decreasing a little, which shows again that the overall
efficiency is indeed increasing (smaller time to discover one service).

4.2 Diffusion of Efficient Strategies

Initially, the four strategies were randomly assigned to the nodes according to
an uniform probability distribution. During simulation, the number of strate-
gies used may increase or decrease according to their efficiency. The goal is to
maximize the number of efficient strategies and to minimize inefficient ones.

(a) 20 nodes and a fanout factor of 0.4 (b) 60 nodes and a fanout factor of 0.2

Fig. 5. Number of services discovered during the simulation
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(a) 80 nodes and fanout factor of 0.6 (b) 60 nodes and fanout factor of 0.8

Fig. 6. Ratio between the number of services discovered and messages sent

(a) 40 nodes and fanout factor of 0.2 (b) 60 nodes and fanout factor of 0.6

Fig. 7. Average discovery time

(a) Global View (b) Local View

Fig. 8. Number of each strategy for 100 nodes and a fanout factor of 0.4

Figure 8 shows the number of each strategy during simulation, using the num-
ber of services found to guide the diffusion. Figure 8a shows how the number
of each strategy varies using the global view and Figure 8b presents the local
view. The Hybrid strategy has a better performance than the other strategies,
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and it is diffused. The global view (Figure 8a) diffuses this strategy faster than
the Local view (Figure 8b). Approximately at 160 seconds, all nodes are using
the Hybrid strategy in the global view approach and all other strategies are
eliminated. While in the local view, the Hybrid strategy is not totally diffused,
and there are a few nodes left using the other strategies at the end of simulation.

Analyzing Figure 5, it is interesting to verify that the global view presents a
peak in performance at approximately 160 seconds. This is the same time that
Figure 8a shows that the Hybrid strategy was diffused and all devices were using
the most efficient strategy. Analyzing the local view in Figure 5, the number of
services discovered increases until 160 seconds, where it remains constant. Figure
8b shows the number of the Hybrid strategy tending to remain constant after 160
seconds. At the end, strategies that are not the most efficient are still present.

5 Related Work

AdHocWS [22] allows service migration and allocation according to QoS policies
defined by the system administrator. Additionally, service migration and usage
occurs according to benefit functions. These functions consider environment con-
ditions to decide which service instance is more appropriate at that moment. The
difference is that while the AdHocWS considers application services, AMESMA
is concerned about the efficiency and evolution of essential services.

Kramer and Maggee [23] propose an architectural model composed of three
layers for self-managed systems: 1) goal management considers high-level goal
specification and system state to generate a plan; 2) change management adapts
the system architecture in response to change in the plans and 3) component con-
trol, formed by the system components providing state information to the higher
layers. This model proposed by Kramer and Maggee can be used to implement
the middleware management layer of AMESMA.

SLACER [24] self-organizes its nodes into an artificial high-cooperative P2P
social network. SLACER has the same mechanism of service evaluation and
evolution. However, while it is concentrated in P2P services, the interest of
AMESMA is on essential mobile services. AMESMA also permits application
QoS description and service execution according to Qos restrictions.

6 Conclusion and Future Work

This paper presented AMESMA, an autonomous and evolutionary model to
adapt essential services on mobile applications. It consists of a middleware layer
where different strategies are selected according to their efficiency, increasing
the probability that the most efficient strategies are used by the applications.
Our major contribution is the improvement in the overall performance of mobile
applications. In addition, our model eases the maintenance and evolution of the
essential services, since new strategies can be automatically found and deployed.

A mathematical model investigated the time it takes to diffuse one strat-
egy. That model showed how to minimize the cost on the network inserted by
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AMESMA without compromising the diffusion time, by adapting the fanout
factor based solely on information collected locally by the devices.

Simulation results indicated that decisions based on global view would lead to
an efficiency gain when compared to cooperation and local view. It also showed
that any form of diffusion improves the efficiency when compared to the no diffu-
sion approach. Although global view proved to be more efficient, it is impractical,
or at least inefficient, in dynamic mobile applications due to the cost associated
to gathering and updating information. The goal is to investigate more efficient
forms of collecting information locally and regionally.

The problem addressed here is complex and needs to be thoroughly investi-
gated. Validation is performed by means of simulations, where results showed
that the general efficiency of the essential services has been improved, giving us
confidence that similar results will be obtained when the model is implemented
in real devices. We have started the development process to produce a concrete
solution of our model. Moreover, we envisage other essential services being an-
alyzed and how to improve the local and cooperation view, while keeping the
cost at an acceptable level. Furthermore, we intend to scrutinize existing QoS
description models to decide how these models can be used in our approach.
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Abstract. This paper deals with broadcasting warning / emergency
messages in mobile ad hoc networks. Traditional broadcasting schemes
tend to focus on usually high and homogeneous neighborhood densi-
ties environments. This paper presents a broadcasting protocol that lo-
cally and dynamically adapts its strategy to the neighborhood densities.
The behavior of the protocol is tuned using various internal parameters.
Multiple combinations of those parameters have been pre-computed as
optimal solutions for a range of neighborhood densities, and the most
relevant one is dynamically chosen depending on the locally perceived
environment. The combinations were determined by coupling an evolu-
tionary algorithm and a network simulator, using a statistically realistic
radio-propagation model (Shadowing Pattern). This approach is com-
pared with other probabilistic methods while broadcasting an emergency
message in vehicular ad hoc networks with variable and heterogeneous
vehicle densities. In such a context, it is expected from the network to
enable each node to receive the warning message. The results show that
our protocol covers the whole network, whereas other methods only have
a probability of 0.57 to 0.9 to cover the entire network.

Keywords: MANET, VANET, Flooding, Broadcast Storm Problem,
Evolutionary Algorithm.

1 Introduction

The broadcast is a regularly used mode of communication in Mobile Ad hoc
Networks (MANETs). It is used by routing protocols for route discovery and
maintenance. In such networks, a wide spread of packets is possible only if they
are relayed by some nodes. However, nodes share the wireless channel and an
inappropriate relay strategy can lead to a channel saturation or packets losses
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and prevent a wide dissemination. The diffusion scheme depends on the network
density. Several broadcasting methods have been proposed for MANETs to opti-
mize the channel use. Notably, probabilistic methods determine the probability
P to retransmit a packet for every node, and each packet is retransmitted at
most once per node. This solution reduces the number of redundant packets.

In general, existing solutions have not been designed for very low densities net-
works. This paper proposes to add new parameters to probabilistic broadcasting
methods to adapt the diffusion strategy to various network densities. Accord-
ingly, it expands the search space and the complexity of the problem. Therefore
an evolutionary algorithm is used to determine the parameter combinations that
best fit to various levels of the network density. A network simulator (ns-2) is
used to assess the dissemination of packets using each parameter combination.
The proposed broadcast protocol is then compared to three other probabilistic
methods on a problem of sending an emergency message in a vehicular ad hoc
network, e.g. to indicate the presence of ice on road or an ambulance approach-
ing a traffic jam. This is an example, it does not restrict the areas of application
of the proposed protocol which is more general. Initially, comparisons are made
for networks with homogeneous densities, then for a heterogeneous network.

The remainder of this paper is organized as follows. Section 2 presents an
overview of MANETs broadcasting methods. Section 3 describes the proposed
adaptive broadcast protocol. The experiments for both homogeneous and het-
erogeneous networks are outlined in Section 4. Section 5 presents concluding
remarks and outlines future work.

2 Broadcasting Methods in Ad Hoc Networks

Message broadcasting, in MANETs, involves sending a packet from one node
to every node within its transmission range. This kind of communication is a
recurring task which is specially used by routing protocols for route discovery.
To reduce the risk of interference and thus optimize the use of the radio channel,
several broadcasting methods have been proposed for MANETs. They could be
classified with respect to the nature of the algorithms: deterministic or stochastic.
Some methods are dedicated to delay tolerant networks.

2.1 Deterministic Methods

They are methods whose behaviors are (quasi-)predictable, and whose deci-
sions are not based on random variables1. This group, gathers simple flooding,
neighbor-knowledge approaches and multi-point relay methods.

Simple Flooding: Is the simplest broadcasting strategy. Each node relays received
packets exactly once. Duplicate messages are discarded. This method does not

1 This notion of determinism concerns only the decisions of the broadcast but not the
channel access (layer 2) which may be based on random methods.
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take into account the neighborhood density of nodes. In high density networks,
the simple flooding wastes the bandwidth and may leads to network contention.

Neighbor Knowledge-Based Methods: Using “Hello” packets, nodes build a 1-hop
or 2-hop neighbors lists. These lists are suffixed to the broadcast packets so that
the receiver (r) can compare the sender’s list to its own list.This comparison
determines the additional nodes that will receive the message if r forwards it.
For static or low mobility networks, it is a fair method. But when the node’s
velocity is high, the information about the neighbors become quickly inaccurate.
Alba et al. [1] have proposed an improvement of the knowledge-based methods
using a cellular multi-objective genetic algorithm.

Multi-Point Relay (MPR): It is a variation of knowledge-based techniques. To
reduce the number of redundant broadcasts of a packet in the network, each node
chooses several nodes among its neighbors that will relay its communications.
The selected nodes are called MPRs [2]. When a node sends a packet on the radio
channel, all its neighbors will receive it, but only the MPRs of the source node
will relay the message. That means each node will have a list of all nodes that
have chosen it as their “repeater” (MPRs selectors list). The MPRs are selected
among the 1-hop neighbors so that they enable the node that has chosen them
to reach all its 2-hop neighbors. The goal is to have the smallest list of MPRs in
the network. The MPRs require a bidirectional link.

2.2 Stochastic Methods

Probabilistic Methods: They aim to improve the simple flooding method. Upon
the reception of a packet, the node forwards or discards it depending on a given
probability P [3] [4] [5]. A challenge is to set the value of P . Although Li et al.
[6] suggest that values between 0.6 and 0.8 are optimal, it is obvious that they
are not optimal for all network densities. If P = 1, this method is equivalent to
simple flooding.

Counter-Based Schemes: They require nodes to count the number of the redun-
dant copies of a single message over a short period of time called Random Access
Delay (RAD) [7]. When the RAD expires, if the number of copies is less than
a given threshold (ct), the message is forwarded. Otherwise, it is dropped. This
method involves additional latency.

Location-Based Methods: Before relaying a message, the node evaluates the ad-
ditional coverage area that will result from this retransmission. This technique
does not consider whether nodes exist within that additional area or not. To
evaluate the extra coverage area, the node can use the distance between itself
and each node that has previously relayed the message (distance-based scheme)
or the geographical coordinates (location-based scheme). In both distance-based
and location-based schemes, a RAD is assigned before the message is relayed (if
the additional coverage area is higher than a fixed threshold) or dropped.
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2.3 Diffusion Methods Dedicated to Delay Tolerant Networks

In a sparse environment, communications in Vehicular Ad hoc Networks
(VANETs) behave like those studied by the Delay/Disruption Tolerant Net-
work (DTN) community. Thus, flooding protocols developed for DTN might be
used in VANETs. The epidemic routing [8] scheme proposes that a node relays
the message to all the nodes it crosses, which did not know about it. This is a
monotone relay strategy. The PRoPHET protocol [9] (Probabilistic Routing Pro-
tocol using History of Encounters and Transitivity) applies probabilistic routing
instead of doing blind epidemic replication of bundles through the network. it
uses a metric called delivery predictability established at every node A for each
known destination B.

Because of the low reception rate found in such environments, most of these
protocols schedule multiple transfers of the same message. The number of replica
may range from one copy (e.g., direct transmission protocol [10]) to an infinite
as in epidemic routing. As it has a direct impact on the network load, much
effort has been undertaken to leverage the cost of forwarding by finding the
most valuable tradeoff between cost and reliability [11]. It should be noted that
most of the advanced schemes are tuned for sparse environments, and do not
scale to be used in medium or high density environments.

3 A New Neighborhood Density-Aware Method

3.1 Challenges

One major challenge of broadcasting problems in wireless ad hoc networks is to
reach the maximum number of nodes while avoiding useless repeats. Recent work
in this field shows the need to reduce the number of relay nodes in high-density
networks. However, as mentioned in Section 2, a part of those improvements is
to the detriment of the delay, especially because a waiting time (RAD) is added.
Another weakness of existing methods is the impracticability of their proposals
in very sparse networks (i.e. the probability that a node has a neighbor is very
low) and environmentswhere the broadcast packetsmay be lost. Indeed, according
to the WiFi standard, broadcast packets are not acknowledged. Thus, the source
node cannot be sure that the packets are received. To solve this problem, it is nec-
essary to retransmit packets more than once in certain cases. In our proposal, we
suggest to improve the existing probabilistic methods by adding new parameters.
We use the following four parameters to regulate broadcast in MANETs:

– The probability (P ) to relay a packet. Upon the reception of a packet, each
node decides to forward or to drop it depending on the value of P . This is
the main parameter of the probabilistic methods.

– The total number of times each packet will be repeated (Nr). In the case of
low-density mobile networks, a node may not have a neighbor in its coverage
area when it forwards a packet. By repeating the packets more than once,
this node increases its chance of being heard by another mobile node. This
parameter can also be useful when the initial transmission is lost due to
collisions or other phenomena related to radio propagation conditions.



Smart Adaptive Flooding in MANET 75

– The delay (Dr) between two successive repeats. Indeed, if a node has to
repeat the packets several times, one must determine the frequency at which
the redundant copies should be sent. Note that in a dense network, low values
of Dr could lead to the increase of the number of collisions.

– The TTL (Time To Live). This parameter permits to confine the spread of
messages in a given geographic area. It specifies the number of hops allowed
to the packets.

The variation range of these parameters is given in Table 1. Using these four
parameters, the solutions are simulated thanks to the Network Simulator 2 (ns-
2) [12]. As the simulations are stochastic processes, each solution is evaluated
by the simulator 500 times2 to obtain statistically reliable results. ns-2 assesses
the solutions using the four following criteria:

Table 1. Variation ranges of decision variables

Parameter P Nr Dr (in seconds) TTL

Lower bound 0 1 0 10

Upper bound 1 30 2 40

– NC: the average number of collisions;
– PT : the average propagation time (the time spent until all the nodes in the

considered area receive the message);
– R: the average number of retransmissions during the simulation.
– FR: the full reception ratio. It is the ratio between the number of successful

simulations3 and the total number of simulations (500 in our experiments).

Relying on these parameters and criteria, our method is based on three steps:

– simulating ad hoc networks with different neighborhood densities to deter-
mine the appropriate values of P , Nr, Dr and TTL in every context;

– enabling the nodes to determine their neighborhood density (without sending
“Hello” packets, or adding a waiting time);

– making the nodes able to automatically change their broadcasting strategy
by choosing the one that best suits the environment of each node.

The following subsections detail these three steps.

2 This value is determined empirically. It represents a good compromise between the
result confidence interval and the simulation time.

3 For each of the 500 simulations, if the channel is saturated, the number of collisions
may prevent the message from being normally transmitted to all the nodes. In very
low density networks, communications between nodes may also break or deterio-
rate gradually and prevent a complete reception by the nodes. In these cases, the
simulation is stored as a failed simulation.



76 W. Abdou et al.

3.2 Setting Broadcasting Parameters for Various Densities

The variation ranges given in Table 1 result in a search space that contains
9.1016 possible combinations. Running each combination requires from a dozen
seconds up to a few minutes according to the considered neighborhood density.
Simulating all possible cases with ns-2 would take a long time. That is why
an evolutionary algorithm (EA), inspired by the theory of natural evolution, is
used to assess a subset of interesting solutions. Figure 1 illustrates the three
main modules of the proposed approach and their interaction.

Firstly, the EA randomly generates a set of n possible solutions called initial
population. Each solution, i.e. a set of possible parameters, must be evaluated
and fitness is assigned to it. In our case, the evaluation process is done in two
steps: the first is performed by the “Network simulator” and “Log analyzer”
modules; the second is assessed by the EA. First, each set of parameters is trans-
mitted to the network simulator. The latter integrates the received parameters
into the simulation scripts. Thereafter, the simulations are run and some log files
are built. These files describe the network behavior. The log files are passed on
to the log analyzer that extracts the values of the objective functions. The cal-
culated objective values are then conveyed to the optimization engine that ranks
the solutions according to these values, using the concept of Pareto dominance.
Pareto solutions are those for which improvement in one objective involves the
worsening of at least one other objective. Four Pareto ranks (also called fronts)
are built (R1, R2, R3 and R4. R4 represents the dominated solution list). There-
after two individuals (called parents) are selected for recombination.Each parent
is chosen by two random selections. The Pareto front is first selected according
to a computed probability. The probability to select each list both takes into
account a priority level associated to each list’s and the list length. This favours
the best solutions while preventing the dominated solutions from having very low
values of fitness, in order to preserve the diversity of the successive populations.
Then an individual is randomly selected among the individuals belonging to this
front, using equal probabilities for all these individuals. Each pair of selected
parents is recombined using a simulated binary 10-point crossover (variables are
first converted into binary strings). The k-point crossover operator was chosen
because it is a classical method of recombination. The value of k was empiri-
cally tuned. Finally, a uniform mutation is applied: a gene is randomly chosen
and the EA generates a new value for this variable with respect to its variation
range. These operators permit to generate a list of offspring, whose fitness is
again computed using ns-2 simulations. Each offspring replaces the first parent
it dominates in the population list. If the offspring does not dominate any par-
ent, it is not added to the list of individuals of the next generation. All these
steps (evaluation, selection, crossover, mutation, replacement) are repeated until
a given stop criterion is met. The EA finally returns an archive of R1 built over
generations. In Figure 1 the “P0 ?” condition is used to check if the current
population is the initial one.

The evolutionary algorithm used is detailed in [13] where we presented our
first results in smaller homogeneous networks with a narrow search space.
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Fig. 1. Flow chart of the optimization tool

3.3 Detection of the Neighborhood Density

When it is assumed that nodes have identical and uniform transmission range
(d), the number of nodes (Ni) at a distance less than d from i can be used as an
indicator of neighborhood density of each node i. This is particularly the case
when using a deterministic propagation model. However, when using a model
that spreads the packet losses depending on the distance, this definition becomes
inapplicable. Therefore, we consider for each node the number of active neighbors
it has detected. As an indicator of density, we used this number of neighbors,
weighted by the reception ratio.

Through communications in the network, each node builds a local view of its
neighborhood. This view is mainly based on the number of different neighbors
repeating the same packet. To this end, each node keeps a history of the number
of neighbors it overhear repeating each packet.Whenever a node receives a packet
for the first time, it saves the packet’s identifier and set the number of sources for
this packet to 1. This number is incremented each time a copy of this packet is
received for the first time from a neighbor. This allows to observe the evolution
of communications over time. It should be noted that multiple repetitions by
a single source do not increment the number of sources. In order to both save
the mobile nodes memory and keep information up-to-date, the packets sources
history has limited size and older information are discarded.

The current number of neighbors, denoted ngh is an average computed from
the number of neighbors that sent the packets received in the recent history.

In this paper each node uses a simple and passive algorithm to evaluate the
actual number of neighbors. As we focus on applications in which information
messages are generated regularly, we can manage without active “Hello” packets.
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3.4 Dynamic Choice of the Dissemination Strategy

For the implementation of the Smart-flooding, several density levels have been
studied using the optimization approach described in Section 3.2. An average
weighted number of neighbors corresponds to every neighborhood density. For
each density level a combination of input parameters (P , Nr, Dr and TTL) is
proposed by the optimization tool. The nodes have a matching table between
the network density (number of neighbors) and the strategy to use. After each
update of ngh, every node chooses the dissemination strategy which is the most
appropriate for its environment.

However when the packet reception history is empty, the node has no infor-
mation about the network density. Thus, if it intends to send packets it should
use a special strategy called “initialization strategy”. The latter consists of:

1. sending the packet;
2. waiting for a time period t and then controlling ngh;
3. adjusting the communication strategy based on ngh;
4. waiting for a time period t then refining the dissemination strategy depending

on the new value of ngh.

4 Experiments

4.1 Validation of the EA

The Elitist Simulated Binary Evolutionary Algorithm (ESBEA) [14] is used for
the following experiments. ESBEA is first compared with three EAs found in
literature: two well-known EAs (NSGA-II [15] and SPEA2 [16]) and a more
recent one (DECMOSA-SQP [17]).

The four algorithms are compared using the CEC 2009 competition procedure
on two constrained multi-objective problems proposed in this competition (con-
strained problems 1 & 2) [18]. As shown by the results presented in [14], ESBEA
provides positive gains for the comparison when using the Inverted Generational
Distance (IGD) metrics recommended in CEC 2009 competition.

4.2 Experimental Procedure

The proposed broadcasting protocol is compared with Simple Flooding (which is
known as the reference method for broadcasting problems in MANETs) and two
probabilistic methods with probability values respectively equal to 0.6 and 0.8.
These four broadcasting methods are initially evaluated in homogeneous density
networks. The simulated networks are Vehicular Ad hoc Networks (VANETs).

VANETs can enhance safety on the roads by communicating traffic informa-
tion, accidents, bypass, etc. In the remainder of this section, we evaluate the
behavior of the broadcasting methods when a vehicle sends a warning message.
It is obvious that, under such circumstances, it is essential to spread the message
as quickly as possible and most importantly, the message must reach as many
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vehicles as possible in the vicinity of the transmitter. The experiments were car-
ried out using network simulator 2 (ns-2.34). We had to be careful concerning
the simulation models because the radio environment has a very strong impact
on communications, especially in the very hostile VANET condition. We chose
to use the Shadowing Pattern [19] propagation model which is a realistic and
probabilistic model based on outside monitored communications and it is well
suited for our needs. It can produce particularly realistic statistical errors distri-
butions, such as slow and fast fading, but it is still computationally easy enough
to be carried out on medium to large simulations. Radio communications can be
impacted among others by the topography, the buildings, the cars and vehicles
passing by, the presence of trees, other radio communications, antenna design
and even the weather. Shadowing Pattern does not aim at exhaustively simulat-
ing all the complex occurring phenomena. Instead it makes use of experimental
calibration to exhibit a global statistical behavior much closer to reality than
that of a more realistic but partial model.

We conducted experiments andmade use ofVanetData Representation (VDR),
a software we developed in order to make the analysis of the massive amount of
real data collected easier. As shown on Figure 2, VDR displays on a single window
various configurable metrics along with the context presented as a dynamic map
and even video when available.

Fig. 2. Vanet Data Representation (VDR) - a tool to analyse real world experiments
and to calibrate the Shadowing Pattern radio propagation model
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4.3 Tests in Homogeneous Networks

For experiments in a homogeneous context, we considered four levels of neigh-
borhood densities. For each network, we built a chain topology that illustrates
cars lined up on 10 km. We varied the distance between two consecutive vehicles
to regulate the density as mentioned in Table 2. In medium density context,
each message may be received by about twenty of nodes. Low density topology
is similar to a highway network.

The Very low-density network represents a collection of vehicles in a rural
area where traffic generally flows steadily. A vehicle might have no neighbor
in its coverage area. To simulate such a sparse vehicule distribution, we built
a network topology that mimics the very intermittent presence of neighbors.
Thus a given vehicle can communicate only periodically. For this density level
the total of communicating periods is about 20% of the simulation time for
each vehicle (during the remaining time, the vehicle is considered to be without
any neighbor). This scenario is simulated using an average distance of 1000 m
between vehicles.

For these various density levels, the evolutionary algorithm returned a set of
solutions (those in the first Pareto front) [13]. We then sorted the best solutions
in order to select the one that offered the best balance between the reachability
and saturation of the channel. These results are presented in Table 3.

The average propagation time as well as the average number of collisions only
concerns the runs of simulations that have covered the whole study area (among
the 500 runs). For very low density networks, the simple flooding and the other
probabilistic methods are not applicable. They have almost zero probability of
spreading a message to all the nodes over a distance of 10km. Thus, figures 3 to 5
provide no result for those methods in very sparse networks.

Figure 3 compares the considered broadcasting methods with respect to the
full reception ratio. That is the probability for those techniques to ensure a com-
plete coverage of the study area. In high density networks, the four methods
ensure complete coverage of the study area. However, when the network den-
sity decreases, the quality of results provided by the Simple flooding and two
probabilistic methods degrade. In such networks, ensuring a wide dissemina-
tion of messages depends on the number of times the relays repeat the packets.
When this number is low (equal to 1 for example), packet reception ratio de-
creases gradually as they propagate and communication eventually stops. This
phenomenon is particularly noticeable for networks with very low density. These
results show that when a vehicle has about 20% of chance to have a neighbor
that receives its packets, the message must be repeated twenty times (see Ta-
ble 3). In this table, we immediately notice a gray box. Indeed, when the total
number of retransmissions is equal to 1, the delay between retransmissions (Dr)
has no meaning. Moreover, one can observe that in networks with low-density
neighborhood, it is necessary to retransmit the packets twice, with a probability
of about 0.9. If the packets are retransmited only once (probability equals to 1)
in sparse networks, the chance of being received by all the nodes (FR) is about
95% (see Figure 3).
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For full coverage in very low-density networks, Smart-flooding advocates to
resend packets several times. The protocol assumes that collisions or distance be-
tween the source and the destination may cause an interruption of the broadcast.
The message will reach all nodes after a new issue. The histogram in Figure 4
illustrates this by the relatively high propagation delay of the Smart-flooding
in the low density levels. We conclude that the total coverage of the network
is at the expense of dissemination speed. In dense or very dense environments,
the propagation time of the different broadcasting methods are equivalent. This
reflects the fact that in such cases, the first front of broadcast (Nr = 1) enables
the dissemination of the emergency message throughout the study area. As ex-
pected, the number of collisions decreases with network density (Figure 5). The
difference between the four broadcasting methods is slight. Even when Smart-
flooding repeats packets more than once, it regulates the broadcast using good
P and Dr values.

Table 2. Network densities

Density
level

Inter-
vehicle
distance

Number
of nodes

Weighted
average
neighbors

Very low 1000 m 10 0.468
Low 200 m 50 7.07
Medium 75 m 134 20.496
High 25 m 400 63.888

Table 3. Smart-flooding solutions

Density
level

P Nr Dr (in
seconds)

TTL

Very low 0.999 21 0.559 20
Low 0.916 2 0.729 28
Medium 0.776 1 26
High 0.359 2 0.676 18
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4.4 Tests in a Heterogeneous Network

The density of VANETs is not generally homogeneous. In a urban environment
for example, the density is not the same at a downtown and on the outskirts of
the city. The network topology depicted in Figure 7 is used to compare the four
broadcasting methods. This network is composed of three main levels of density:
low-density, medium-density and high density.

The results of experiments in the heterogeneous network are shown in Fig-
ure 6. The warning message is sent by the rightmost node of Figure 7. The strat-
egy used by Smart-flooding slightly slow down the spread of the message when
it reaches the high density area to avoid a too high number of collisions. Col-
lisions may prevent a wide dissemination of the message. Thus, Smart-flooding
tolerates the first broadcasting front fail. It also allows nodes retransmit packets
twice (Nr = 2) in very dense environments. This redundancy allows wide dis-
semination of the message, even if it causes a slightly greater delay than the three
other gossip methods (order of a few hundredths of seconds). Please note that
this redundancy has no impact on the saturation of the channel since Smart-
flooding uses low probabilities for very high density network (see Table 3). This
is also illustrated by a collision rate significantly lower than for other methods.
When considering the third criterion of comparison, the simple flooding and
the other two probabilistic methods do not provide full coverage of the network.
Their coverage is between 57% and 90% whereas Smart-flooding covers the whole
network. The purpose of this experiment was to evaluate the behavior of broad-
casting protocols in a heterogeneous environment. The goal is to transmit the
message quickly and to make it reach all nodes in the studied area. The slight
difference of propagation time does not diminish the Smart-flooding results. The
difference with the results of other protocols is only a few hundredths of seconds.
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Fig. 7. Heterogeneous network topology

5 Conclusion

A new broadcasting protocol for MANETs (Smart-flooding) is proposed in this
paper. Its parameters are determined by an evolutionary algorithm. Smart-
flooding is compared to three other probabilistic methods on a sending emer-
gency message problem in a VANET with low, medium and high densities. This
comparative study shows that Smart-flooding covers the whole network while
other methods have a lower coverage probability (from 57% to 90% coverage)
for the same network. The average number of collisions and the average time
of propagation remain almost equivalent for the four methods, except that the
propagation time increases to about 14 seconds in very low-density. But in this
case, Smart-flooding manages to spread the warning message to all nodes, while
other methods fail. The two main prospects of this work are to extend this pro-
tocol to dynamic multi-radio networks, and integrate a criterion of minimizing
energy consumption in order to define the best compromise between performance
and longevity of the network.

References

1. Alba, E., Dorronsoro, B., Luna, F., Nebro, A.J., Bouvry, P.: A cellular multi-
objective genetic algorithm for optimal broadcasting strategy in metropolitan
manets. In: IPDPS 2005: Proceedings of the 19th IEEE International Parallel and
Distributed Processing Symposium (IPDPS 2005) - Workshop 6, p. 192.1. IEEE
Computer Society, Washington, DC (2005)

2. Nguyen, D., Minet, P.: Analysis of mpr selection in the olsr protocol. In: AINAW
2007: Proceedings of the 21st International Conference on Advanced Information
Networking and Applications Workshops, pp. 887–892. IEEE Computer Society,
Washington, DC (2007)

3. Karthikeyan, N., Palanisamy, V., Duraiswamy, K.: Optimum density based model
for probabilistic flooding protocol in mobile ad hoc network. European Journal of
Scientific Research 39(4), 577–588 (2010)

4. Hanashi, A.M., Siddique, A., Awan, I., Woodward, M.: Dynamic probabilistic
flooding performance evaluation of on-demand routing protocols in manets. In:
CISIS 2008: Proceedings of the 2008 International Conference on Complex, In-
telligent and Software Intensive Systems, pp. 200–204. IEEE Computer Society,
Washington, DC (2008)



84 W. Abdou et al.

5. Hanashi, A.M., Awan, I., Woodward, M.: Performance evaluation based on sim-
ulation of improving dynamic probabilistic flooding in manets. In: WAINA 2009:
Proceedings of the 2009 International Conference on Advanced Information Net-
working and Applications Workshops, pp. 458–463. IEEE Computer Society, Wash-
ington, DC (2009)

6. Li, L., Halpern, J., Haas, Z.: Gossip-based ad hoc routing. In: Proceedings of the
IEEE INFOCOM. IEEE Computer Society (2002)

7. Bani Yassein, M., Al-Dubai, A., Ould Khaoua, M., Al-Jarrah, O.M.: New adaptive
counter based broadcast using neighborhood information in manets. In: Interna-
tional Parallel and Distributed Processing Symposium, pp. 1–7 (2009)

8. Vahdat, A., Becker, D.: Epidemic routing for partially-connected ad hoc networks.
Technical report (2000)

9. Lindgren, A., Doria, A.: Probabilistic routing protocol for intermittently connected
networks, internet draft. Technical Report draft-irtf-dtnrg-prophet, Internet Engi-
neering Task Force (February 2010),
http://tools.ietf.org/html/draft-irtf-dtnrg-prophet

10. Spyropoulos, T., Psounis, K., Raghavendra, C.S.: Single-copy routing in intermit-
tently connected mobile networks. In: IEEE Communications Society Conference
on Sensor and Ad Hoc Communications and Networks, pp. 235–244 (2004)

11. Fall, K., Farrell, S.: DTN: an architectural retrospective. IEEE Journal on Selected
Areas in Communications 26(5), 828–836 (2008)

12. The Network Simulator Project - ns-2, http://www.isi.edu/nsnam/ns
13. Abdou, W., Henriet, A., Dhoutaut, D., Spies, F., Bloch, C.: Optimizing communi-

cations in vehicular ad hoc networks using evolutionary computation and simula-
tion. In: Int. Conf. on Soft Computing as Transdisciplinary Science and Technology,
CSTST 2008, pp. 158–165. ACM, Cergy-Pontoise (2008)

14. Abdou, W., Henriet, A., Bloch, C., Dhoutaut, D., Charlet, D., Spies, F.: Using
an evolutionary algorithm to optimize the broadcasting methods in mobile ad hoc
networks. Journal of Network and Computer Applications (2011)

15. Deb, K., Agrawal, S., Pratap, A., Meyarivan, T.: A fast and elitist multiobjective
genetic algorithm: Nsga-ii. IEEE Trans. Evolutionary Computation 6(2), 182–197
(2002)

16. Zitzler, E., Laumanns, M., Thiele, L.: Spea2: Improving the strength pareto evo-
lutionary algorithm. Technical report, Computer Engineering and Networks Lab-
oratory (TIK), Swiss Federal Institute of Technology (ETH) Zurich (2001)
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Abstract. Cellular mobile devices, and in particular smartphones, have become 
ubiquitous. While bandwidth has steadily increased from 2G devices with Edge 
to 3G and now 3G LTE (4G), so has the demand for bandwidth intensive 
applications and streaming of multimedia content. Supporting high densities of 
such users in urban environments has become a challenge. In this paper, we 
describe an approach to peer-to-peer cooperative networking that exploits the 
WiFi interface in peer-to-peer mode in order to reduce the demand on the 
cellular network while at the same time increasing the reliability of data 
delivery. We describe multiple scenarios that benefit from such middleware and 
present some experimental results. 

Keywords: Cooperative Networking, Peer-to-peer Networks, Multimedia 
Streaming, Information Dissemination, Opportunistic Communications. 

1 Introduction 

Mobile phones have evolved from simple devices that supported voice calling and 
text messaging into powerful and sophisticated multimedia devices with audio and 
video streaming. While the design capacities of the cellular networks have increased 
steadily from 2G devices with Edge to 3G and now 3G LTE (labeled 4G by some 
vendors), so has the user appetite for bandwidth intensive applications. Given that the 
cellular bandwidth is shared across multiple users, the available bandwidth quickly 
diminishes with an increase in user density. For example, the 3G LTE specification 
calls for a minimum of 100 Mbps downlink, but also a minimum support for 200 
users in one cell. With large numbers of users, that reduces the bandwidth per user to 
500 Kbps. Given the unreliability of wireless communications, the actual bandwidth 
realized is significantly lower, especially with users in indoor environments and with 
users on the move. Therefore, there is a requirement to alleviate the congestion on 
cellular networks and to increase the reliability of data delivery. 
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One approach to solving this problem lies in exploiting with WiFi interface in order 
to offset the load on the cellular interface. Most mobile phones provide support for 
WiFi, which typically provides a shorter-range, higher-bandwidth communications 
link. Mobile phones are able to automatically switch their data access to the WiFi 
interface when an access point is available, in order to offload the cellular network. 
With Unlicensed Mobile Access (UMA), mobile phones are able to automatically 
switch their voice calls to the WiFi interface as well. This feature is often used with 
access points at home in order to compensate for poor cellular coverage in remote 
areas. While such an approach reduces the load on the cellular network, we propose an 
alternate approach that does not require WiFi access points. 

This paper describes an approach to peer-to-peer cooperative networking among 
mobile phones in order to reduce cellular network load as well as increase reliability 
of data delivery. In particular, we propose to allow mobile phones to communicate via 
their WiFi interfaces, but in ad-hoc mode, with their peers. This peer-to-peer 
communication can be used to compensate for data loss on the cellular network by 
allowing one mobile phone that has received the data successfully to provide the data 
to another mobile phone that failed to receive the original data. We describe an 
abstract method to realize this capability, as well as a concrete implementation based 
on our DisService peer-to-peer information dissemination service. We begin by 
describing some scenarios. 

2 Scenarios 

2.1 Live Multicast Streaming 

We begin with the simplest scenario – streaming live audio or video via a multicast 
transmission. This scenario involves multiple mobile phone users receiving a 
multimedia stream from a provider via their cellular network. Examples include 
watching live events such as a newscast, a show, or a sporting event. In this scenario, 
the multimedia stream being provided to each user is the same, regardless of when 
they subscribe to the stream. Therefore, the stream can be multicast over the cellular 
network and requires only the bandwidth for a single copy of the stream. We contrast 
this to a later scenario, where users can begin a stream from an arbitrary point on 
demand, which requires that the stream be potentially unicast to each user. 

Cooperative networking in this scenario involves mobile devices using their peer-
to-peer network to request and exchange packets that they did not receive successfully 
over the cellular network. In the absence of cooperative networking, a device that has 
missing packets would either have a break in the rendered media, or would have to 
request missing packets over the cellular network, requiring further bandwidth. 

2.2 Live Multicast Relaying 

This scenario is a variation of the simple streaming scenario above. In this situation, 
some of the mobile devices have either a poor or non-existent cellular link and hence 
cannot receive the multicast stream directly. For example, consider multiple users in 
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an office environment, where some users may be in interior rooms (with poor 
connectivity) whereas others may be in exterior rooms with good connectivity. 
Cooperative networking in this scenario involves one or more mobile devices that 
have a good quality connection relaying the stream that they are receiving to the 
disconnected (or poorly connected) mobile devices via the peer-to-peer WiFi link. 

2.3 On Demand Streaming 

This scenario differs from the previous two scenarios in that each mobile phone has 
an independent multimedia stream that is transmitted on demand. This scenario arises 
when users select viewing an archived multimedia stream from a website1. Given that 
the multimedia stream is not synchronized across users, it would not be possible to 
multicast the stream to multiple users. However, we make the observation that 
multiple users may watch a subset of popular videos at any given moment in time2. 
Consider a crowd of users gathered at an urban area, city center, or at a sporting 
event. Cooperative networking in this scenario involves one or more mobile devices 
caching their multimedia content for a period of time after it has been rendered in 
order to provide it to other peers on demand, over the peer-to-peer WiFi link. The 
duration of the cache may depend on a variety of factors, including recency of use and 
storage space available. 

2.4 Generic Web and Data Caching 

This final scenario is a generalization of the on-demand streaming and turns mobile 
phones into dynamic web and data caches. In this scenario, when a mobile phone 
decides to download content via the cellular network, it first queries other mobile 
devices via the WiFi link in order to determine if any of the peer devices already have 
the desired data in their cache. When a device retrieves an object (either via the 
cellular or WiFi link), the device caches the object in case it can provide the object to 
other peers at a later point in time. As in the above scenario, the duration of the cache 
may depend on a variety of factors. 

The following section discusses related work that provides capabilities relevant to 
the above scenarios. 

3 Related Work 

Many research studies have focused on data replication in ad hoc networks. 
Padmanabhan et al. [1] and Derhab and Badache [2] provide a comprehensive survey 
of the topic. However, most of the proposals focus on the realization of medium to 
long term availability of data that gets rarely updated [3], and try to address related 

                                                           
1  YouTube® is a popular worldwide example, along with Netflix® and Hulu® in the United 

States. 
2  This phenomenon is sometimes referred to as Cyber Rubbernecking. 
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issues such as network partition-aware [4] or energy consumption-aware [5] 
replication solutions. Other solutions leverage on federated tuple-spaces and 
configurable replication profiles [6]. Instead, we are interested in short term, time 
limited, and localized dissemination of data. 

Among the existing proposals that seem to address a similar scenario to the ones 
presented in Section I, the most interesting one seems to be REDMAN [7]. However, 
REDMAN focuses on replica placement and does not address the problem of replica 
updates. 

Researchers have also addressed the problem of reliable group communications in 
ad hoc networks. Several reliable multicast protocols designed to operate on top of an 
IP multicast infrastructure, such as NORM [8] and PGM [9], have also been proposed 
on mobile ad hoc networks. In addition, researchers recently started studying 
opportunistic communications, paying a particular attention to social networking 
concepts [10] [11] [12] [13] [14]. 

4 DisService 

4.1 Overview 

DisService is a peer-to-peer dissemination service that realizes cooperative 
networking for mobile devices. DisService is middleware that sits between the 
application and transport layer and offers an information dissemination service that 
provides a message-oriented, publish-subscribe paradigm. 

DisService was designed to perform in mobile ad-hoc networks, and relies on the 
assumption that in this context, the cost of unicasting and broadcasting are equivalent 
and therefore the latter is always preferred to the former. The use of broadcast has the 
important feature of allowing all the neighboring peers to receive and 
opportunistically cache data that are not directed to them at no additional cost. We 
call this capability "opportunistic listening." Opportunistic listening allows a higher 
degree of availability and survivability of the data and ultimately allows greater 
overall dissemination performances. 

Note that while we use the term broadcast in this paper to describe the exchange of 
data between DisService instances, DisService can also be configured to use multicast 
instead. The only requirement would be a mechanism to select a specific multicast 
address to be used by nodes. For example, all the devices that are receiving a specific 
live stream may subscribe to a single multicast group, which could be specified as 
part of the broadcast from the cell tower. 

DisService implements several dissemination protocols, such as probabilistic 
(epidemic) protocols, reliable flooding, and heuristic protocols; the choice of which 
algorithm better suits the particular scenario is left up to the user. Furthermore, 
DisService lets the applications choose, for each of their subscriptions, whether they 
want the data to be delivered in a reliable and/or sequenced fashion. 

Unlike most protocols, when reliable transmission is chosen, the receiver will be in 
charge of requesting the missing messages. This approach has the advantage of 
leaving the decision to request the missing fragments up to the receiver; it is possible 
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that different applications that subscribed to the same group have different reliability 
requirements. Moreover, this approach allows the receiver to autonomously retrieve 
the missing messages from different subsets of peers. 

The guaranteed decoupling between sender and receiver as a result of the 
publish/subscribe architecture, the extensive use of broadcasting, and the use of 
"reliable reception" instead of "reliable transmission" all make DisService an effective 
architecture to deal with unreliable networks by means of cooperative caching. A 
more detailed architectural view of DisService is presented later, following an 
example of using DisService for the scenarios presented above. 

4.2 Live Multicast Streaming Scenario 

Consider the live multicast streaming scenario presented in section 2.1. Figure 1 
below shows a snapshot of two users receiving a live feed from a cell tower and using 
cooperative networking in order to improve their reception. Each mobile device has a 
FIFO buffer that is used to hold packets that have been received via the cellular 
interface but have not yet been consumed and rendered by the device. Such a buffer is 
normally used to offset any jitter that might occur in the reception of data. In this 
scenario, this same buffer is also used to fill-in missing packets by requesting that 
data from neighboring peers, over the WiFi interface. For example, User 1 did not 
happen to receive packet n+4 and n+6 and User 2 did not receive packet n+3 and n+6. 
Each of them requests the packets they are missing from other users, with the result 
that User 1 receives packet n+4 and User 2 received packet n+3. Neither of them 
received packet n+6, so that would result in some degradation in the received stream 
despite the cooperative networking capability. 
 

 

Fig. 1. Live Multicast Streaming Scenario with DisService 
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While the example above demonstrates a two user scenario, this is easily extensible 
to multiple users, in which case a user’s device may receive the missing packets from 
any of the other devices. In the DisService architecture, the request for a missing 
packet is broadcast to all the other devices within reach, and any of them that have the 
desired data may respond. 

Also note that the stream being transmitted over the cellular network will likely use 
Forward Error Correction, which embeds some redundant information in each of the 
packets in order to support recovery of missing packets. The DisService approach to 
cooperative networking is fully compatible with such streams of data. In the example 
above, the decoder for the multimedia stream may still be able to recover the data 
missing in packet n+6, which was not received by either user. Using DisService 
decreases the number of missing packets, which increases the quality of the rendered 
stream as well. Cooperative networking will also reduce the quantity of redundant 
error correction information that is selected to be included in the stream, which 
reduces the bandwidth required. 

We are currently working on also realizing variations of DisService to support the 
other three scenarios described in sections 2.2, 2.3, and 2.4 respectively. In the 
following section, we describe the overall architecture of DisService. 

4.3 DisService Architecture 

DisService provides efficient and peer-to-peer dissemination of data without any 
reliance on centralized components. There are no assumptions made about the 
presence of stable network connectivity. Instead, DisService dynamically adapts itself 
to network changes and disseminates information as best as possible. Figure 2 shows 
the DisService architecture. The DisService components are described in the 
following subsections. 

DisService has been realized on a variety of platforms, including the Android 
platform for mobile devices. The core capabilities of DisService are built as a C++ 
library using the Android Native Development Kit (NDK), with a Java Native Method 
Invocation (JNI) layer to support Java applications. Therefore, native Java 
applications are able to use the full capabilities of DisService. On non-android 
devices, DisService also supports C++ and C# applications by means of a proxy layer. 

4.3.1   Message Propagation Service 
This service provides two capabilities for efficient use of bandwidth: message 
consolidation and piggybacking. The first capability allows DisService to send 
multiple individual messages that are automatically consolidated into network packets 
in order to minimize the number of packets injected into the network. The 
consolidation capability allows DisService to include a delay tolerance in each 
message transmission request. This specifies how long the message should be kept in 
order to consolidate it with other messages. In addition, message consolidation allows 
DisService to send multiple, small messages without having to worry about the 
number of packets being generated. This is particularly important for some packet rate 
limited radios. 
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Fig. 2. Architecture of DisService 

4.3.2   Data Cache 
The design choice for DisService is to aggressively cache data on every node, limited 
only by the local storage capacity. Therefore, any data that has been previously 
pushed or received by a node is held in the Data Cache. This allows the node to 
readily provide the data both to local applications as well as any peer nodes that need 
the data. The current implementation of the Data Cache uses the SQLite library [15], 
a public domain embeddable SQL database library. The Data Cache can be 
configured to suit application requirements. For example, for the live multicast 
streaming scenario described in section 2.1, the Data Cache only needs to hold as 
many packets as the overall streaming buffer size. However, each of the subsequent 
scenarios described require more and more caching of data. 

Expiration of data is controlled via an Expiration Controller that can take into 
account different policies for expiration, based on the group, sender, last request time, 
and potentially other parameters for selecting data to expire. 

4.3.3   Message Transmitter 
The Message Transmitter handles fragmentation of large messages and controls the 
bandwidth utilization of outgoing traffic. Messages that are larger than the Maximum 
Transmission Unit (MTU) are automatically fragmented. Each message contains a 
header that identifies the portion of the data contained in the message. Messages that 
are transmitted may be rate-limited in order to not overload the network. When 
multiple messages are awaiting transmission, the message priority is used to 
determine the transmission order. 
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4.3.4   Incoming Message Handler 
Messages received by the Message Propagation Service are handled by the Incoming 
Message Handler, which examines the header to identify the nature of the message. 
An incoming message may contain payload data or control data. For payload data, the 
handler checks if the whole data is present in the current message or the data has been 
fragmented. Fragmented data is handled by the Message Reassembler. Before 
delivering the data to the application, the sequencing rules for the subscription are 
checked. If sequencing has been requested, an out of order message is not delivered. 
After that, the message is delivered to the correct applications. 

Control messages are handled differently. Two types of control messages are 
possible. A World State message includes information about a neighbor node and is 
handed off to the local World State component. The second type is a Data Request 
message. When a data request arrives, the Incoming Message Handler checks both the 
Message Reassembler as well as the Data Cache. This is because partially received 
messages are stored in the Message Reassembler until they are complete before being 
stored in the Data Cache. In situations where only partial data is available, the local 
node will transmit the subset of data that is available. This contributes to satisfy the 
request. 

4.3.5   Message Reassembler 
This component takes incoming data fragments and reassembles them in the correct 
order. If reliable delivery has been requested by the subscribing application, the 
Message Reassembler identifies missing fragments, requests them from other nodes, 
and performs the reassembly procedure when all the missing fragments have been 
received. If an application has subscribed to the group with a request for sequenced 
delivery, two possibilities exist. If reliability is requested too, messages received out 
of order are buffered until the missing messages are received and then delivered in 
order to the application. If no reliability is requested, old messages that are received 
later are simply dropped. That is, delivery of a message with sequence number n 
ensures that no message prior to sequence number n will ever be delivered. The 
Message Reassembler periodically checks for missing messages or messages that 
have missing fragments and sends out a request to the peers for retransmission of the 
missing fragments. 

4.3.6   World State 
The World State maintains the best known information about the state of other nodes 
in the network, including the messages that they contain. Given the distributed nature 
of the system, this information might not be accurate and up to date. Each node 
maintains its own view of the world in the local World State component. As part of 
the World State, each node maintains information about local neighbors and their 
subscriptions, as well as all known remote nodes. The information held for a remote 
node includes the distance to the remote node (in terms of the number of network 
hops), the path to the remote node, and the lowest link capacity, which limits the 
overall bandwidth available to that node. A sequence number is attached to each 
World State, which is incremented at every change to the World State. Periodically 
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each node will broadcast its presence and the sequence number of its World State. 
This broadcast is received by all the peer nodes, which may request the complete 
World State if the node is new or if the sequence number has been updated. This 
reduces unnecessary transmissions of the World State. 

4.4 Unique Features of DisService 

The DisService design and implementation incorporate four unique features that are 
described in this section. 

4.4.1   Self-describing and Self-contained Packets 
DisService includes sufficient metadata in each packet transmitted on the network in 
order to allow any node receiving an individual packet to be able to interpret the 
packet correctly. In particular, each packet contains the identity of the sender, the 
group context for the message, the unique message sequence number for the message 
(unique from the perspective of a sender in a group), as well as the offset and length 
of the packet payload in the context of the message. This metadata allows any peer 
node in the network to receive and cache packets, and be able to respond to missing 
fragment requests from other peers. 

4.4.2   Aggressive Broadcasting and Caching of Data 
As described earlier, DisService always transmits data by broadcasting (or 
multicasting) the data, and aggressively caching the data on any node that happens to 
receive it. Combining this capability with the above notion of self-describing packets 
allows DisService to realize the notion of cooperative networking as described in this 
paper. Data that is cached is stored in the SQLite database, which is used to realize 
the data cache inside of DisService. 

4.4.3   Neighbor Dependent Probabilistic Response Model 
An important aspect of DisService is that a request for data may be received by 
multiple peers, which act independently from each other. In such cases, the receiver 
may get multiple responses for the same data request, wasting network capacity. In 
order to reduce this duplicated traffic, the probability of a node responding to a 
request is computed based on the number of neighbors of the requesting node. Each 
node maintains the number of its neighbors. When a node transmits a request for data, 
the request is received by all the neighbors. All of them potentially reply and transmit 
duplicate copies of the data. To avoid this, the requesting node includes its neighbor 
number, in the data request. Each node will then transmit with a probability that is the 
inverse of the number of neighbors. It is also possible that some nodes don’t have the 
data sought. For instance, if just one neighbor has the data, the requesting node may 
not receive the data sought, due to the nature of the probabilistic response model. To 
alleviate this situation, when a node sees a repeated request for data, the probability 
measure is ignored and the requested data is always transmitted. 
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4.4.4   Reliable Reception Instead of Reliable Transmission 
When reliable data transmission is desired, traditional network protocols such as TCP 
rely on the sender to ensure that the data being transmitted is received by the 
recipient. The DisService model differs significantly from the point-to-point model 
assumed by TCP. The first difference is that communication in DisService is point-to-
multipoint: several peer nodes may be recipients of some data transmitted by one 
node. The second difference is that each recipient may independently request or not 
request reliable reception of data. The third difference is that the set of nodes that are 
reachable may change continuously. For instance, if a node is pushing information to 
another, and the second node moves away and loses network connectivity with the 
pusher, the TCP model would result in having the pusher node continuously 
attempting to retransmit data to the receiver. In the DisService model, when the 
receiver moves away, the pusher node does not care. Eventually, if the receiving node 
comes in contact again with the original pusher or some other node which has the 
messages, then the receiver will request and receive the missing messages at that time. 
Another difference is that the recipient node does not need to go back to the original 
transmitting node to get the missing information. This is because it may be obtained 
from any other peer node that has the desired information. This is an effective strategy 
for reliable delivery, especially when coupled with the design choice to aggressively 
cache as much data as possible at each node. 

5 Experimental Results 

The following experimental results show the benefits of cooperative networking with 
mobile cellular devices. We use a scenario consisting of 10 mobile devices that are 
receiving data from one transmitter via a cell tower. We use different settings for the 
reliability of the network link, and report on the number of packets that are received 
with or without the use of cooperative networking via DisService. Figure 3 below 
shows the scenario for the experiment. 
 

 

Fig. 3. Cooperative Networking Experiment Scenario 
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The experiment has been setup on the NOMADS Testbed, which emulates mobile 
ad-hoc networks and wireless links. The testbed allows control of the capacity, 
reliability, and latency of each individual network link in the network being emulated. 

We set the capacity of the link between the cell tower and the mobile nodes to 256 
Kbps, while the mobile nodes are connected in a full topology with links of 1 Mbps of 
capacity. The reliability of the cellular link varies from 70% to 80% in the first case, 
and from 30% to 50% in the second case. The results, in Table 1, show how the 
capacity to retrieve messages from cooperating peers benefits the performances in 
terms of number of delivered messages. Furthermore, as expected, the results show 
that the improvement is higher when the reliability of the cellular link is lower. 

It is important to note that when a link reliability is set to a certain value (e.g., 
70%), the implication is that the independent probability of a packet being delivered 
correctly to each node is 70%. Hence, when a specific packet is sent to the set of six 
nodes, the probability of at least one of the nodes receiving the packet and sharing it 
with the other nodes over the peer-to-peer link is high. 

Table 1. Performance Improvement of Packets Received with DisService 

Cellular Link P2P Network Packets
Reliability Reliability Sent Multicast DisService Multicast DisService

70% to 80% 80% 1293 976.0 1293.0 75.48% 100.00%
30% to 50% 80% 1305 546.6 1297.1 41.89% 99.39%

Success RatePackets Rcvd

 
 

As described earlier, one of the benefits of cooperative networking is to save 
bandwidth by transmitting less Forward Error Correction (FEC) data. Using NORM 
[8], we sent a data stream of 800 KB in total to each of the 10 mobile nodes. We set 
the cellular link quality to 70%, and measured the number of nodes that successfully 
received the complete stream intact, with varying amounts of FEC data. Note that in 
the case of DisService above, all 10 nodes successfully received the complete stream. 

The results, shown in Table 2, indicate that in order for all 10 nodes to receive the 
complete stream, NORM must be configured to use 48 FEC blocks per 64 blocks of 
real data (i.e., an FEC overhead of 75% and a total measured overhead of 94%). This 
extra bandwidth could be used for transmitting other useful data, or be used to 
improve the quality of the stream, such as increased resolution. As the results 
indicate, using cooperative networking significantly reduces the bandwidth 
requirements on the cellular network while at the same time improving the reliability 
of the data delivered. 

Table 2. Forward Error Correction Performance in NORM 

FEC Blocs 
per 64 Data 

Blocks

Stream Size 
(Bytes)

Total Bytes 
Transmitted

Nodes 
Successfully 

Receiving Stream
FEC Overhead Total Overhead

16 811008 1102640 0 25.00% 35.96%
32 811008 1339760 4 50.00% 65.20%
36 811008 1399040 8 56.25% 72.51%
40 811008 1458254 9 62.50% 79.81%
48 811008 1576484 10 75.00% 94.39%  
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6 Challenges for Cooperative Networking 

Security is one of the primary challenges raised by cooperative networking as 
suggested in this paper. In particular, a user may be concerned with a peer user 
maliciously modifying the content of a packet that is being forwarded through another 
peer. To some extent, such a problem occurs with other peer-to-peer protocols such as 
BitTorrent [16] as well. BitTorrent addresses the tampering problem by using 
checksums. Each block of data has an independent checksum that is included in the 
original meta information that is downloaded by each peer. DisService can also 
implement a checksum scheme. Since the data is being continuously streamed from a 
central location, an effective approach is to using a rolling checksum, which computes 
a checksum over the last x packets. For example, if x is set to 6, packet n would 
contain cumulative checksums for packets n-5, n-4, n-3, n-2, n-1, and n. Such a 
checksum mechanism would allow a peer to receive and validate missing packets 
from other peers. As long as the rolling checksum did not exceed the buffer window 
size, each node can validate the packets prior to attempting to consume them (e.g., by 
trying to decode the multimedia stream). 

A second challenge raised by cooperative networking is resource utilization of the 
peers. For example, mobile devices would have to activate their WiFi interfaces in 
addition to their cellular interfaces, which could consume additional power. This is a 
tradeoff between improved reliability, lower bandwidth utilization over the cellular 
link, and increased battery utilization of the mobile devices. 

A third challenge is being able to setup the mobile devices to use WiFi networks in 
Ad-hoc mode. For example, a current limitation in the Android operating system 
prevents many handsets from creating ad-hoc peer-to-peer networks between 
themselves. A workaround is to have another node (e.g., a PC) create the ad-hoc 
network, and have the mobile nodes join the ad-hoc network. Another possibility is to 
use base stations to create the WiFi networks. 

7 Future Work 

Much work remains to be done to further explore and exploit the notion of 
cooperative networking for mobile devices. We are currently enhancing the 
DisService-based solution to also address the other three scenarios mentioned in this 
paper. We are also integration DisService into an Android-based application to show 
video, either streaming, or archived (e.g., from YouTube®). Finally, we are 
conducting additional experiments to measure the advantages of cooperating networks 
under different network conditions. 
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Abstract. More and more applications appear in delay tolerant networks (DTN) 
with the popularity of mobile devices such as smart phones and PDAs.  The 
one-to-many routing nature of Publish/Subscribe applications brings new 
challenges to DTN routing design. This paper proposes a one-to-many routing 
protocol (PSD) for Publish/Subscribe applications in DTN, which combines two 
one-to-one routing protocols of Spray&Wait and epidemic routing. Simulations 
confirm that PSD can achieve high delivery rate, low latency and low cost.  

Keywords: DTN, publish, subscribe, routing, one-to-many. 

1 Introduction 

With Bluetooth and WiFi technology widely exploited today, mobile devices such as 
smart phones and PDAs can easily form networks to exchange information or share 
data [1]. Such kind of networks are feature of that there may not exist a complete 
message routing path between source and destination, for the links between nodes 
aren’t always connected, which is called delay tolerate network (DTN) [2]. 

DTN brings more and more new applications to our daily lives. For example, 
shopping centers, fast food restaurants and cinemas, etc. want to advertise their product 
information to the public. People who are interested in such news may hope to receive 
them periodically by their mobile devices. However, such kind of publish/subscribe 
(Pub/Sub) applications bring new challenges in DTN environment.  

Pub/Sub problems in DTN need to consider performance metrics of delivery rate, 
delay, and cost. Firstly, users always need to receive the subscribed news in certain 
time interval, so the message delivery rate should be high and the delivery latency 
should be limited by the timeliness of the news. And communication power 
consumption is one major concern for handheld devices, which requires the news 
dissemination to limit the number of rely times. 

Most previous researches in Pub/Sub system are implemented under the assumption 
that there is a complete path between source and destination. Relay node forwards the 
message to next hop without storing the message. In DTN, the node may carry the 
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message when no links around itself can be used to transmit it. As a result, traditional 
Pub/Sub routing algorithm cannot completely meet the requirement in DTN 
environment. 

DTN routing strategy based on replication usually injects a number of copies into the 
network, where any copy reaching the destination represents a successful delivery. The 
core of such a mechanism is to determine an optimum number of injected copies. The 
easiest way is direct transmission [3], where the source node keeps the message until it 
encounters the destination node, which will not add additional overhead, but the 
delivery latency is high and the delivery rate is low. Conversely, epidemic routing [8] 
increases the number of copies to ensure delivery rate and latency, in which the 
message will be copied to all its neighbors when the message holding node encounters 
other nodes without that message. Redundant messages will be largely increased in 
epidemic routing. It is important to limit the times of transitions or the number of copies 
in performance optimization. Spray&Wait routing [5] injects a fixed predefined 
number of copies into the network. In each encounter, the node holding messages will 
assign half of the tasks to the meeting node. In such routing, fundamental metrics like 
message delivery ratio, goodput, and end-to-end delay are greater than routings 
introduced above, which causes wide attention of scholars. However, all the DTN 
routing protocol only focus on one to one message delivery problem. Previous DTN 
routing protocols [6-7] cannot fully comply with Pub/Sub application demand, which is 
one-to-many routing as its nature. We propose a routing strategy called PSD for 
Pub/Sub problem in DTN, which aims to achieve the tradeoff between deliver rate, 
latency and cost. The core of PSD is to combine Spray&Wait routing and epidemic 
routing together to fulfill the target of one to many message dissemination in DTN.  

In PSD, publication sources will inject certain number of copies of current news into 
the network according to the number of subscribers. The routing process of such 
messages is mostly conducted under the protocol of Spray&Wait. However, 
subscribers and helpers (non-subscribers satisfying some condition) will operate in 
limited epidemic transmission style for its last copy of current news. By integration of 
Spay&Wait and epidemic transmission, PSD achieves flexibility in solving one to 
many routing problem of Pub/Sub in DTN. 

The contributions of this paper are: (1) we propose a new routing protocol of PSD, 
which solves one to many routing problem for Pub/Sub applications in DTN; (2) 
Extensive simulations confirms performance of PSD on delivery, rate latency and cost. 

The rest of the paper is organized as follows. Section 2 presents the design of PSD. 
Section 3 discusses the simulation results in details. Section 4 concludes this paper. 

2 Design of PSD  

In this section, we first review the design of Spray&Wait routing protocol in Section 
2.1, which is the basis of PSD. Section 2.2 presents the core design of PSD, which 
focuses on illustration of difference between PSD and Spray&Wait. Section 2.3 gives 
an example of PSD routing scenario. 
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2.1 Introduction on Spray&Wait 

In Spray&Wait routing [5], the number of message copies is determined by the source 
node. This protocol contains two components in message routing process: Spray stage 
and Wait stage. At Spray stage, when one node carrying news encounters another node 
that hasn’t cached this news, it will relay this news to that node and gives it half of the 
copies. Then half number of copies will be further relayed by that node. When there is 
only one copy left, the node will go into Wait stage. The node in Wait stage will hold 
the news until the target node appears, and deliver the message to the target node, 
which finishes the delivery process of this news. 

Spray&Wait routing can achieve the balance of delivery rate and cost in one-to-one 
routing. PSD scheme is to improve Spray&Wait routing to fulfill one-to-many routing 
nature of Pub/Sub applications, containing three major differences which will be 
discussed in details in next section.  

2.2 Core Design of PSD 

In Pub/Sub applications, there will be many nodes who subscribe to the same source. 
The number of the subscribers is dynamically changed over time. The target of Pub/Sub 
applications is to make sure that all subscribers can receive the news published from the 
source before such kind of news messages loses its effectiveness. Therefore, for 
Pub/Sub applications the success delivery contains a time limit in its nature, which 
shows delivery latency should also be taken into consideration.  

As mentioned above, Spray&Wait routing protocol aims to deliver one copy of 
message from one source to one target. The source injects predefined number of copies 
into the network to ensure certain deliver rate of that message. The first difference 
between PSD and Spray&Wait routing is that the number of copies injected by the 
source is determined according to the number of subscribers in PSD, not like according 
to the target delivery rate in Spray&Wait routing. We will show that there is no need for 
the copy number of published message to be higher than the number of subscribers in 
the simulation section, which helps in limiting the delivery cost and still keeps certain 
delivery rate.  

It may be questioned how every subscriber can get one copy of the news message, if 
the copy number of that message is lower than the subscriber injected by the source. 
The answer lies in the second difference between PSD and Spray&Wait. PSD changes 
the method of direct transmission of Spray&Wait routing in Wait phase, which exploits 
limited epidemic routing in that phase. The word “limited” is to illustrate that such kind 
of epidemic transmission does not happen between any nodes in Wait phase. Only 
when one subscriber holding one copy of published news meeting another subscriber 
without that message, the epidemic transmission happens, where the holding one will 
create one more copy and transfer that copy to another subscriber. So with this limited 
epidemic routing, the copy number can be increased in the transmission process. 

However, there is still one more problem how PSD can keeps the delivery rate and 
latency requirement of Pub/Sub applications, if the number of subscribers is very low. 
The answer lies in the third change of PSD to Spray&Wait routing. PSD introduce a 
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new role of “helper” for non-subscribers in Pub/Sub applications that some 
non-subscribers will operate in limited epidemic routing mode like the subscribers 
under two conditions. The first condition is that the non-subscriber only holds one copy 
of published news message; otherwise, it can directly transmit half number of its copies 
to the subscriber according to Spray&Wait routing rule. The second condition is the 
density of subscribers. Nonsubscribers record the recent T encounters to estimate the 
density of subscribers. If the proportion of subscribers in T encounters is less than a 
certain rate, the node changes its status to be a helper; on the contrary, if more than that 
rate, the node will change its helper role back to ordinary non-subscriber role. The 
appropriate rate plays an important role in keeping the delivery rate and latency, which 
will be carefully evaluated through simulations.  

As a conclusion, PSD is a one-to-many routing protocol, which combines 
Spray&Wait and epidemic routing to fulfill Pub/Sub applications. Epidemic routing 
only happens on certain subscribers and helpers in order to increase the copy number in 
message delivery process. With such kind of epidemic routing, the source can inject 
certain number of copies only according to subscribers’ number.  

2.3 Example of PSD 

In order to illustrate PSD clearly, we give an example in Fig. 1 to describe the operating 
scenario of PSD. Figure 1 shows a snapshot of a Pub/Sub application in a DTN system.  

 

Fig. 1. Example of PSD operating process. Rectangles represent copies conducted by the 
publication, the black ones is original copies; the red ones represent the copies conducted by 
helpers or subscribers; while, the white is the original black ones being transferred. 

In PSD, mobile nodes may send request message to subscribe interesting news at 
any time, which is labeled as blue person in Fig. 1. The subscribe message will be 
transferred through one-to-one routing protocol like Spray&Wait. After sending out the 
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subscribe message, such node changes into a subscriber labeled as red person in Fig. 1. 
And subscribers can send quit message to cancel the current subscription at any time. 
When it sends out quit message, it will turn into nonsubscriber again. 

The publication source creates new message periodically. Certain number of news 
copies will be injected into the network through Spray&Wait protocol when there are 
some nodes passing by. The initial number of news copies is determined according to 
the count subscriber number on publication source. Figure 1 shows the publication 
source still has 8 copies of the current news to be transferred through Spray&Wait 
protocol. 

When some node holding more than one copy of the current news, it will transfer 
half of copies through Spray&Wait protocol. As shown in Fig. 1, the copies transferring 
between node 1 and node 2, node 3 and node 4, node5 and node 6 belong to 
Spray&Wait protocol. 

Limited epidemic transmission happens when a subscriber carrying one copy or a 
helper meets another subscriber. The transferring between node 7 and node 8 in Fig. 1 
shows the epidemic transmission between two subscribers. Node 9 is a nonsubscriber 
with the last copy of current news, which changes into helper (labeled in yellow) after 
meeting several nonsubscribers. Node 9 will conduct epidemic transmission when it 
meet node 10, which is another subscriber. 

3 Simulations 

This section first introduces the simulation environment, then illustrates the 
performance parameters and presents the results in details. We used the Opportunistic 
Network Environment simulator (ONE [8]) as our simulator. The environmental 
parameters are shown in Table 1, including node number, movement speed, 
communication range, mobility model， and storage capacity. The timeliness of 
published news is half an hour, so the source node counts the number of subscribing 
requests and broadcasts news message every half an hour. Other nodes can send 
subscribe requests or cancel messages at any time. 

Table 1. The environmental parameters used in this experiment 

parameter number  
speed 
(m/s) 

range 
(m) 

mobility model  
storage 
capacity 

(M) 

Group1 1 -- 10 fixed node 50 

Group2 40 2.7-13.9 10 ShortestPathMapBased 50 

Group3 40 7.0-9.0 10 ShortestPathMapBased 50 

Group4 41 7.0-10.0 10 MapRoute(tram3.wkt) 50 

Group5 2 7.0-10.0 10 MapRoute(tram4.wkt) 50 

Group6 2 7.0-10.0 10 MapRoute(tram10.wkt) 50 

Group7 50 8.0-10.0 10 MapRoute(tram10.wkt) 50 

Group8 75 6.0-8.0 10 ShortestPathMapBased 50 
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We introduce several labels in the simulations. S represents the number of 
subscribers which the source has counted in current time. L is the initial value of news 
copies that will be injected into the network by the source. T represents the encounter 
number of unsubscribe nodes in order to determine the density of subscribers in the 
network. Subscriber rate (SR) is the threshold for the unsubscribed node to change to 
helper. If one unsubscribed node holding only one copy of some news find that the 
proportion of subscribers met in T encounters is low than SR, it will make a conclusion 
that the density of subscribers on such news is too low and change itself into “helper” 
role. We repeat the simulations by using different values of above four parameters to 
evaluate the performance of PSD. 

In our simulations, four metrics are evaluated and defined as following: 

Delivery rate (DR): DR is defined as the proportion of subscribers that successfully 
received the news in current timeliness of that message.  

Average Latency (LA): LA is defined as the average latency of all news messages 
successfully delivered. We count it in seconds. 

Cost:  Cost is defined as the ratio of the message relayed to the message 
successfully received by the subscribers.  

DR/Cost (DRC): DRC is defined as the ratio of DR to Cost, which represents the 
tradeoff between delivery rate and cost.  

For the first simulation scenario, we chose T=15 to statistic the proportion of 
subscribers. We set L/S= 20%, 25%, 33.3%, 50%, 100% and conduct five groups of 
experiments. In each group, we further chose different SR values as 0%, 10%, 20%, 
30%, and 40%. We compare the performance results with original Spray&Wait 
protocol in Fig. 2, which shows all the results of PSD are better than Spray&Wait 
routing.  

Figure 2(a) illustrates the results on delivery rate, which first shows that high 
threshold of subscriber rate leads to high delivery rate. Because more unsubscribed 
nodes will become helpers when the subscriber rate is high, the actions of limited 
epidemic routing between helpers and subscribers will increase. And the delivery rate 
has not clear increase when the subscriber rate is higher than 20%. For the same value 
of subscriber rate, larger L/S value, larger delivery rate. This is directly benefited from 
more copies injected into the network. 

Figure 2(b) shows the results on cost. It shows that the cost gets larger when the 
subscriber rate gets larger. This conclusion is somehow not intuitive. The key is the 
action of limited epidemic transmission of helpers, which only happens when a helper 
meets a subscriber. All such limited epidemic transmissions are effective actions, 
which will help in decreasing cost. If the subscriber rate is very high, e.g. 100%, every 
unsubscribed node will become helpers, which will surely help decrease cost, but will 
cost the cache space of such nodes. And the cost has not clear decrease, when SR is 
over 20%, there is no need to further increase SR. Figure 1(b) also shows that large L/S 
leads to high cost.  

Figure 2(c) shows the results on average delivery latency. It shows that the latency 
gets lower when the subscriber rate gets larger or L/S gets larger. As the timeliness of 
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the news is of 30 minutes, all the average latency values are lower than that value. So in 
our simulations, every result keeps the timeliness. Moreover, SR=20%, it is still an 
inflection point for average latency. 

In Fig. 2(c), we can calculate that the difference between maximum and minimum 
on average latency is about 300s, no more than 5 minutes; therefore, we focus on the 
ratio of delivery rate to cost in Fig. 2(d). It shows CDR of L/S=50% is higher than other 
L/S values, so L/S=50% achieves better tradeoff of delivery rate and cost. Moreover, 
CDR gets its maximum value for L/S =50%, when SR=20% in our simulation 
environment. 
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Fig. 2. Simulation results of five groups on different values of SR and L/S (a) delivery rate (b) 
cost (c) latency (d)delivery rate/cost (the percent number in legend presenting the value of L/S)  

In another simulation, we evaluate the impact of parameter T. We compare two 
groups (T=15 and T=20) with Spray&Wait routing. In Spray&Wait routing, we let the 
initial value L of news copies to be one and two times of the subscriber number. The 
result is shown as in Fig. 3. No matter L/S=100% or 200%, the performance in 
Spray&Wait routing is far lower than PSD. And the result difference between two T 
values is not that clear, especially when subscriber rate is over 20%. So we can 
conclude that the encounter interval T has little impact on the performance of PSD. 
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Fig. 3. Results of PSD on T=15 and T=20(L/S=50%) (a)delivery rate (b)cost(c)latency 

We further evaluate the impact of subscriber quantity under the best configuration of 
L/S=50% and SR=20%. Fig. 4 depicts that the delivery rate, average latency and cost 
almost are the same under different proportions of subscribers. X axis presents the 
proportion of subscribers to all nodes in the system, labeled as SP (subscriber 
proportion).This kind of stability comes from the impact of limited epidemic 
transmission of helpers, which make up to the quantity of such routing only between 
subscribers. This confirms the feasibility of PSD: the performance stays stable, no 
matter how many subscribers there are. 
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Fig. 4. Simulation results of CD, CDR, Cost and LA on different proportions of subscribers 

4 Conclusion  

Pub/Sub applications bring new challenges to DTN routing design. Traditional 
one-to-one routing protocol cannot solve Pub/Sub problem efficiently. This paper 
proposed the combination of Spray&Wait and Epidemic routing to solve one-to-many 
routing problem of Pub/Sub applications in DTN. The simulation results confirm that 
the proposed PSD protocol achieves better performance in delivery rate, cost and 
latency than Spray&Wait and can realize the tradeoff between delivery rate, cost and 
latency in Pub/Sub applications.  
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Abstract. Satellite communications (Satcom) networks are increasingly 
integrating with terrestrial communications networks, namely Next Generation 
Networks (NGN). In the area of NGN the Evolved Packet Core (EPC) is a new 
network architecture that can support multiple access technologies. When 
Satcom is considered as another access technology, EPC can provide the 
multiple access features and to integrate Satcom and NGN services. The current 
paper outlines the opportunities for NGN and Satcom integration, focusing on 
the mobility issues between EPC and DVB-RCS standards (representing the 
Satcom network) under a common Mobile IP based EPC core network. 

Keywords: Next Generation Networks, Evolved Packet Core, Satellite 
communications, DVB-RCS, Mobile IP. 

1 Introduction 

Satellite communications (Satcom) are emerging in the broadband access market. The 
development of standards like DVB-RCS [1], that were initially intended for 
broadcast applications, have expanded the satellite communications market towards 
more interactive applications such as the Internet access in remote areas or the back 
up network for disaster scenarios.  

There is a general trend in satellite communication to move away from Satcom 
specific stove-pipe architectures (e.g. Satcom access combined with Satcom specific 
core network and service architectures) to an integration of Satcom access with Next 
Generation Networks architectures. Within the concept of a Next Generation 
Network, the Satcom access will become one of the available access technologies; 
next to fixed, cellular and wireless access network technologies. 

In the area of Next Generation Mobile Networks there is a new network 
architecture that can support multiple access technologies: the Evolved Packet Core 
(EPC) network [2]. The EPC is developed by 3GPP as the core network for the new 
LTE radio interface, but it also supports other access technologies like WiMAX, 
WLAN, and CDMA.  

There are two versions of the EPC. One version is based on GPRS mobility 
management and is geared to mobility between LTE, UMTS and GSM. The other 
version is based on Mobile IP [3] technology and is more suited for mobility between 
LTE/UMTS and access network technologies like WLAN and WiMAX. Integration 
of Satcom with EPC is a logical extension of the two above trends.  
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This paper focuses on how mobility would be supported across a DVB-RCS 
Satcom and a terrestrial access network, through a common Mobile IP based EPC 
core network. 

2 Scenario  

Alfred, who is travelling with his mobile phone in a cruise in the Mediterranean, 
would like to use his mobile phone for both voice and data services during his trip. 
Luckily his mobile network operator has an integrated satellite network or has an 
agreement with a satellite network provider that ensures the continuity of their 
services. 

The mobile phone can connect to both the 4G network (LTE) and WLAN 
networks, depending on the coverage. When the cellular network coverage is lost, the 
mobile phone has the capability to switch to WLAN automatically if this network is 
available. 

Alfred embarks the ship and when the ship leaves the port, there is a point when 
there is no more terrestrial network coverage. Inside the ship there is a WLAN that 
has access to land based telephony networks and Internet, thanks to the satellite 
connection. Alfred can make and receive phone calls when connected to the WLAN 
of the ship. He can also browse the Internet; his user experience is not affected by the 
change of access technology. 

When the ship reaches the cellular coverage again, the mobile phone switches back 
to the terrestrial cellular network. 

Although current technologies allow the mobile phone to switch from/to WLAN 
under 3G coverage, it is still to be studied how to combine the new EPC network with 
the satellite network in scenarios like this. 

In the remainder of this paper, the feasibility of an implementation of the above 
scenario will be examined. 

3 Technical Overview 

3.1 DVB-RCS/C2P/Satellite Networks 

Satellite Networks are widely used for commercial and governmental applications. 
The currently deployed satellites generally do not have any on-board digital 
processing, and the ground terminal basically uses the satellite to reflect its 
transmission to the coverage area (beam). Traditionally, the beam covers both the 
destination and also the transmitting terminal (single beam). 

In other words, these satellites are classified as transparent satellites; they are 
either a bent-pipe satellite or a satellite that is able to perform physical layer switching 
without demodulation of the signal. Regenerative satellite is the term for satellites that 
include an on board processor, involving demodulation and capability of processing 
the data stream.  
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Within this paper, the role of the satellite is only to transmit the signal (i.e. a 
transparent satellite), since on board processors are not yet widely deployed and it is 
still unclear to what extend it will be deployed in the future. 

As a representative of Satcom communications in this paper we chose DVB-RCS 
[1]. DVB-RCS is currently in the scope of the main activities of the European Space 
Agency (ESA) and standardization bodies such as ETSI with regards to the 
integration of Satcom and NGN, including the work towards the next DVB-RCS2 
version of the standard. Also the DVB-RCS standard, together with the C2P protocol 
[4], provide the functionalities that are needed to bring further the topic of the satellite 
and terrestrial interworking. 

DVB-RCS was recently updated with the DVB-RCS+M version, which provides 
support for a variety of types of terminals including mobile and nomadic terminals. In 
addition to this, it provides enhanced support for direct terminal-to-terminal 
communication (mesh connectivity).  

 

Fig. 1. Star Transparent Network Reference Scenario [4] 

In DVB-RCS, any terminal can directly communicate with a specific hub (e.g. 
localised in the terrestrial network) and via the hub to the other terminals (e.g. with 
other ships, trains and so on). The management of the satellite connection is realized 
via (see Fig. 1): 

− The Network Control Center (NCC) controls the satellite network, provides 
session control, routing and resource access to the subscriber RCSTs. 

− The Return Channel Satellite Terminal (RCST) is the interface between the 
System and the external users. It can have different equipment attached to it, like a 
WLAN router. 
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− The Regenerative Satellite Gateway (RSGW) provides interconnection with 
terrestrial networks (e.g. Internet or in our case EPS). At the same time it manages 
all its subscribers, guaranteeing their Service Level Agreement. Since it is  
acting as the interface with the terrestrial sources, it supports Generic Routing 
Encapsulation1. 

In Fig. 1 we can see the generic view of an Interactive Network (formed by the 
RCSTs and the NCC), where a star configuration is represented. The NCC/GW can be 
located anywhere geographically as long as it is within the satellite beam. The RSGW 
would be located where the NCC is in the figure, acting as a bridge between the 
Satcom network and the terrestrial network. 

The subscriber RCSTs work as routers in front of the final user terminals and 
provide IP connectivity, QoS, security and multicast facilities. 

The connection control requires the usage of a signaling protocol between the 
satellite terminals and the Network Control Center (NCC). The Connection Control 
Protocol (C2P) provides this interaction between RCSTs/RSGWs and NCC to support 
set-up, modification and release of connections and channel bandwidth modification. 

DVB-RCS defines an Interactive Network as a group of RCSTs and a NCC. There 
will be one unique NCC per Network. The NCC is in charge of executing control and 
management plane functions for the interactive network, while a co-located GW is in 
charge of executing user plane functions. 

The DVB-RCS Terminals (RCSTs) provide the interface with the end users 
equipment. The RCSTs transmit bursts according to the DVB-RCS air interface 
standard and receive a forward link based on the DVB-S/S2 air interface standard. 

In a star transparent network the communication between Return Channel Satellite 
Terminals (RCSTs) and Network Control Centre (NCC)/Gateway (GW) is based on a 
transparent satellite. In a mesh scenario, the RCSTs are capable of receiving DVB-
RCS return signals transmitted by other RCSTs in addition to the DVB-RCS/S2 
signals transmitted by the NCC/GW, allowing single-hop mesh communication 
between RCSTs. 

The Regenerative Satellite Gateway, RSGW, provides the RCSTs internetworking 
capabilities to external networks such as Internet and PSTN (or EPS in the case we 
are studying). Furthermore, the RSGW provides QoS support such as service 
differentiation, QoS guarantees and traffic shaping. 

3.2 The Evolved Packet System 

EPS (Evolved Packet System) (see Fig. 2) is the evolution of the current mobile 
networks. It is formed by a new access radio network, LTE (Long Term Evolution) 

                                                           
1  Generic Routing Encapsulation (GRE) is a protocol designed for performing tunneling of a 

network layer protocol over another network layer protocol (e.g. IP). It can encapsulate a 
wide variety of network layer protocol packet types inside IP tunnels, creating a virtual point-
to-point link to various brands of routers at remote points over an Internet Protocol (IP) 
internetwork. It is used for example, in EPS mobility.  
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and a new core network, the EPC (Evolved Packet Core). A main characteristic of this 
system is that it is all based on IP protocols, removing the dependency on the  
previous circuit switched networks. The new all-IP network brings about a reduced 
number of nodes, better capacity and performance, and lower latency. Furthermore,  
it is backwards compatible, supporting previous mobile technologies (2G, 3G, 
HSPA).  

Another important feature of the EPC is the capability to interwork with other 
access networks [5]: WiMax, WLAN, et cetera. EPC defines the mobility and 
connectivity with these systems (based on Mobile IP protocols). 

 

Fig. 2. Evolved Packet Core (EPC) general overview 

The PDN-GW is the mobility anchor between 3GPP and non-3GPP accesses. It 
performs: 

• User Equipment IP allocation 
• Policy enforcement 
• Per user packet filtering  
• Charging support 
• Lawful interception 
• Packet screening. 

The UE (User Equipment) can discover new access networks in the vicinity through 
the ANDSF (Access Network Discovery and Selection Function). 

EPC is connected to various access networks through peripheral gateways, referred 
generically as Access Networks Gateways (ANGWs). They constitute the interface 
between the access networks and the Evolved Packet Core performing IP address 
allocation, mobility functions, QoS enforcement functions, et cetera. 
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4 IP Mobility and the Evolved Packet Core 

The basic IP stack does not provide support for mobility. Problems arise when the UE 
moves and attaches to different networks acquiring different IP addresses, so packets 
destined to the UE’s old IP address will not reach it and get discarded.  

Mobile IP protocols [3] provide support for session mobility. With MIP the UE can 
change its point of attachment while maintaining its IP address for current transport 
sessions. The Home Agent (HA), in the Home Network, maintains the binding 
between both the local IP address and the IP address in a foreign network (called Care 
of Address or CoA). The role of the HA will be taken by the PDN GW of the EPC 
network in our scenario. When the UE attaches to a foreign network, it sends its new 
Care of Address to the Home Agent, which maintains the binding between the home 
address of the UE and the Care of Address. This way, the HA can route the packets to 
its destination when another UE (Correspondent Node) wishes to contact the mobile 
user (Fig. 3). 
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Fig. 3. Mobile IP concept 

There are different variants of MIP, but we will focus on two of them: DSMIPv6 
(Dual Stack MIP) [6] and PMIPv6 (Proxy MIP)[7], since both are supported by the 
EPC.  

Dual Stack Mobile IP supports both IPv6 and IPv4. Although IPv6 will be 
introduced gradually, it is expected that IPv4 networks will still be present for some 
time. In EPC, the philosophy is that IPv6 is mandatory and IPv4 is optional, so it 
supports both IPv6 and IPv4. The foreign access network can be easily configured to 
support both IP versions as well. In case that the Satcom network between the home 
network and the foreign network supports only IPv4, the IPv6 packets from the UE 
are encapsulated in IPv4 packets. This does not mandate the RCST to support IPv4 
since DSMIP can handle both versions of the IP protocol. The requirement that is 
imposed by DSMIP is that the UE must have an IPv6 Home Address in the EPC 
network. In case that IPv4 is used throughout all the access networks, EPC can 
support the use of MIPv4 as well [8]. In MIPv4, the Foreign Agent (FA) is the router 
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that provides mobility services to the UE and where the UE is also registered (in the 
foreign access network). 

Proxy MIPv6 (PMIP) shares a lot of things with MIPv6; the main difference is that 
it is a network-based mobility protocol, meaning that the UE is released from the 
mobility procedures and it doesn’t need to have any mobility protocol implemented. 
Another entity, called the Mobility Access Gateway (MAG), acts on behalf of the UE 
as the Mobile IP client. In our scenario the RCST would perform this role. The Local 
Mobility Anchor (LMA) maintains the binding between the Home Address of the UE 
and its current point of attachment (the IP address of the MAG), see Fig. 4. The role of 
the LMA is very similar to the Home Agent in MIP, and it would also be performed 
by the PDN GW. 

 

Fig. 4. Proxy Mobile IPv6 concept  

The MAG makes sure that the UE gets the same IP address (Home Address) and 
other IP configuration so that the UE is not aware at IP level that it has changed the 
network. In order to do this, the LMA establishes a bidirectional user plane tunnel 
with the MAG. The MAG informs the LMA about its IP address (CoA) when the UE 
registers into the new network, and gets the information of the Home Address of the 
UE in response. 

PMIPv6 supports dual-stack enhancements, so the foreign access network could be 
IPv4 only and IPv6 messages would be then encapsulated. 

5 Mobility across DVB-RCS and EPC Networks 

Fig. 5 depicts the architecture for mobility across the terrestrial network and the 
Satcom network. The architecture consists of three IP networks interworking with 
each other, detailed in the following sections. 
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Fig. 5. System architecture EPC in combination with Satcom 

In the proposed architecture we assume that the satellite has no on board processor. 
In other words, we are considering transparent satellites in this scenario. 

The moving vehicle (ship, train, etc...) is not expected to move beyond the beam of 
the satellite (geographic extension that it is being covered). The beam of one satellite 
generally spans a very large geographic area. Switching between satellite beams 
would require a switch between two different satellites to ensure session continuity, 
which is not something we have considered in this paper. 

The UE is makes use of the Evolved Packet Core as long as there is cellular 
coverage. When this coverage is too weak or lost the UE switches to the WLAN. In 
this network, the RCST assigns a local IP address to the UE. The UE continues 
sending and receiving IP packets, but these are now delivered through the RCST. The 
RCST encapsulates the packets and sends them through the satellite access network 
by making use of the DVB-RCS protocol. The DVB-RCS protocol has a return 
channel that can be used to receive the data destined to the UE.  

There are two kinds of mobility to be considered here: 

• The mobility of the RCST, which switches from the terrestrial network to the 
satellite network and back. This mobility is handled with the DSMIPv6 protocol. 
The PDN GW would keep track of the RCST mobility. 

• The mobility of the UE, which switches between the LTE network and the WLAN. 
This mobility is handled with the PMIPv6 protocol. The RCST would act as a 
proxy on behalf of the UE, whereas the PDN GW would keep track of the mobility 
of the UE as well. 

Once the packets reach the other end, the RSGW, they are de-capsulated and sent to 
the PDN-GW. In case that the UE in the WLAN is sending data to another UE in the 
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terrestrial network (Correspondent Node), the PDN-GW makes sure that the packets 
reach their destination on both sides by keeping the binding between the home IP 
address and the WLAN IP address of the UE that is moving. 

The RCST in the moving LAN acts both as a gateway and as a RCST (endpoint in 
the satellite network). The RCST receives broadcasts via DVB-S or DVB-S2, and it 
sends data by using the return channel and the C2P protocol specified in DVB-RCS.  

The RSGW acts as the link between the satellite and the terrestrial network. It 
receives the IP packets from the moving network and forwards them after des-
encapsulating, to the PDN GW via the standardized interface S2a (being either 
DSMIP or PMIP the protocol used). The RSGW works as the Access Gateway in 
3GPP terms, serving as the link between both networks. The interface with the PDN 
GW has to support both DSMIP and PMIP, in order to serve the two kinds of 
mobility: the RCST mobility in DSMIP and the UE mobility in PMIP. 

The interface between the RSGW and the PDN GW (S2a) is based on PMIP. There 
is also an interface between the UE and the PDN GW based on DSMIP (S2c). These 
messages have to be encapsulated and delivered through the Satcom network as well. 

The PDN Gateway acts as a Home Agent (HA) as specified in MIP, or Local 
Mobility Agent (LMA) in terms of PMIP, storing the IP Home address of the RCST 
in the mobile network and its IP assigned by the satellite network (Care of Address). 
In this way it keeps track of the RCST wherever it is attached. It also stores the IP 
home address of the UE in order to forward the packets that are sent to the terminal 
when it is attached to the mobile network.  

5.1 The Moving Network (LAN/WLAN) 

The issue of a moving network has been widely studied [9], with some of the 
solutions leading already to the definition of the Mobile IP protocols. Nevertheless, in 
this case we need to make some new considerations since we have a moving element 
moving in and out of a moving network. 

The means of transportation studied in this scenario, a ship, a train, a car, etc…has 
implemented a Local Area Network. The UE attaches to this network when the 
terrestrial network (LTE) is no longer available. This requires from the UE that it has 
a dual WLAN/LTE mode in order to switch between these networks. The UE 
switches according to the network conditions (e.g. coverage) or to the policies of the 
network operator (e.g. “switch from WLAN only when LTE is available” or “switch 
to WLAN only when no 2G/3G/LTE network is available”).  

The gateway of the network is the RCST, which acts both as a router and as an end 
point for the Satcom network. It also implements PMIP for the mobility of the  
UE, and DSMIP for its own mobility when it attaches/detaches to the terrestrial 
network. It also performs the switching according to some predefined policies that can 
be static. 

The scenario of this moving network does not differ too much from what is 
described in the NEMO (Network Mobility) [9]. Mobile IP protocols (DSMIP and 
PMIP) are used in order to support the mobility of both the UE and the RCST. The 
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RCST stores the IP addresses of the terminals attached and it activates a flag on the IP 
header along with the IP prefix of the network to the PDN GW in order to 
communicate that it is a mobile router or proxy instead of a UE (as specified in 
NEMO [9]). It also distributes the IP packets destined to each of the terminals 
attached to the WLAN. 

5.2 RCST Mobility 

The RCST acts both as a router and as an end-point in the satellite network (see Fig. 
6). When the RCST is connected to the terrestrial network (e.g. when the ship is in the 
port or the train is in the station), it behaves as an UE registered in the EPC network. 
It also behaves as a member of the WLAN, so it has multiple interfaces, for both 
WLAN and the satellite network. 

WLAN

SATCOM

RCSTRCST

UEUE

LTELTE
EPCEPCRSGWRSGW

 

Fig. 6. RCST and UE mobility 

When the RCST moves outside the coverage of the terrestrial network, it switches 
to the satellite network. The RCST in this case is connected to the RSGW that bridges 
the communication towards the PDN GW of the terrestrial network maintaining the IP 
connectivity. The mobility is handled by using DSMIP, a host-based protocol, so the 
RCST needs to have implemented the necessary software to support the protocol.  

The RCST, as mobile equipment, sends its Care of Address (CoA) to the PDN 
GW, which keeps a table with the Care of Address and the original IP address of the 
RCST (Home Address). The PDN GW, or the Home Agent in MIP terms, sends the 
packets addressed to the RCST (via the RSGW) and/or the UE that is in the WLAN.  

The PDN GW keeps track of the mobility of the moving WLAN, since every time 
the RCST attaches to a different network, it sends a BIND UPDATE message to the 
PDN-GW. Generic Routing Encapsulation encapsulates the packets that are sent 
through the Satcom network. They are later de-capsulated in the RSGW. 
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5.3 User Equipment Mobility 

The UE is not aware of the mobility of the network. This means that it does not need 
to have implemented any mobility mechanisms. The procedures are simplified since a 
proxy, in this case the RCST, handles the work on behalf of the UE. The protocol that 
fits better here is PMIP.  

The RCST acts as a proxy, it stores the original IP address of the UE and sends its 
own IP address to the PDN GW (LMA, or Local Mobility Agent in PMIP terms). The 
PDN GW knows about the RCST address and is aware of delivering the packets 
destined to the UE to that address. 

The UE can switch back to a terrestrial network once it detects the coverage of a 
3GPP network. It can also discover the available networks through the Access 
Network Discovery and Selection Function (ANDSF), as detailed in [5]. The Access 
Network Discovery and Selection Function can be used by the UE to understand the 
operator policies with regards to handover, for example whether to stay in the 3GPP 
network or switch to the WLAN in the ship or vice versa. 

5.4 Quality of Service 

With regards to the interworking between Satcom and EPS, the most important 
application is undoubtedly the Voice over IP (VoIP) service. DVB-RCS is mature 
enough and reliable to provide with VoIP transport. With the addition of QoS 
differentiation VoIP can have precedence to the available bandwidth when the up-link 
is congested. Dynamic resource allocation of bandwidth brings both satisfactory QoS 
for voice and maximizing bandwidth utilization.  

However, there is still a lack of common design for the IP telephony features and 
applications over satellite, and for the Radio Resource Management and QoS that 
support VoIP. Standardisation activities should find optimized solutions for protocols, 
inter-working techniques and QoS mechanisms in this scenario.  

Achieving end-to-end QoS is also a challenge, which would imply studying the 
mapping and interworking of the mobile terrestrial techniques (e.g. QCI in EPS) and 
satellite network techniques (dynamic bandwidth allocation). This is complicated by 
the fact that nowadays there is no standardized end-to-end QoS technique, since most 
satellite Bandwidth on Demand algorithms are proprietary.  

It is also worth considering the inclusion of the Policy and Charging Control (PCC) 
framework [10], which is already an important part of the EPS and IMS systems, for a 
more dynamic QoS control of the sessions. For instance, one approach would be to 
implement the Bearer Binding and Event Reporting Function (BBREF) functionality 
in the RSGW, as specified in [5], to make the EPC system aware of session events 
(e.g. disconnection). Policies could be enforced in the RSGW, although this would 
need a standardized interface between the RSGW and the Policy and Charging Rules 
Function (PCRF). This possibility is being currently studied in ETSI SES (Satellite 
Earth Stations and Systems) BSM (Broadband Satellite Multimedia). 
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6 Conclusions  

In this paper we have proposed a possible solution for the scenario of a Satcom 
network interworking with an EPS network in order to keep the IP connectivity when 
a mobile UE is switching between both.  

Mobility between EPS and non-3GPP networks has been already specified in the 
standards, although the satellite network has not been considered yet as a possible 
access network to interact with the Evolved Packet System. 

The solution comprehends using a double tunneling of PMIP and DSMIP protocols 
that cover the mobility of the wireless router/Satcom endpoint and the mobility of the 
UE. In both cases the PDN GW in the terrestrial network acts as an anchor that keeps 
the binding between the home address of the UE and the local IP address (CoA) in the 
WLAN. The IP packets are encapsulated and sent through the satellite network by 
using the DVB-RCS protocol.  

Further work on the integration of DVB-RCS with the Evolved Packet Core is 
needed. Especially in the area of policy and QoS control there is further work to do. 
To get some more practical feedback on the challenges of integrating an EPC with a 
DVB-RCS access, we are planning to implement a test network that combines an 
Evolved Packet Core trial environment with a simulated DVB-RCS link.  
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Abstract. In this paper, a Packets Reassembly and Segmentation
(PRAS) protocol is proposed, to be used in conjunction with the Blue-
tooth sniff mode, to re-assemble small host controller interface (HCI)
(ACL) data packets to larger ones so that the link controller can use a
larger baseband packet type (e.g. 3-DH5) as appropriate. The associated
Bluetooth operations and control procedures of the PRAS protocol are
given. The analysis shows that this protocol reduces Bluetooth’s use of
small size baseband packets and significantly enhances packet transmis-
sion efficiency with lower overhead in Bluetooth sniff mode.

Keywords: Bluetooth, Packets Reassembly and Segmentation protocol,
Sniff mode, Packet transmission efficiency, Wireless Sensor Networks.

1 Introduction

Nowadays, Bluetooth [1] devices frequently have to use small payload packets
to deliver low rate data in WSNs and waste energy by performing the required
polling operations to maintain channel synchronization. Sniff mode is a low power
mode on a Bluetooth BR/EDR Controller, which can reduce the unnecessary
polling operations and allow devices to enter a low power state. The Bluetooth
protocols don’t provide the opportunity to take full advantage of sniff by adopt-
ing more efficient baseband packet payloads. Hence, a new protocol is required
and the result is the Packets Reassembly and Segmentation (PRAS) protocol.

2 The PRAS Protocol

The kernel PRAS protocol functionality is as follows: 1) when the Bluetooth
device uses sniff mode and the BR/EDR controller caches small size HCI ACL
data packets, the link manager (LM) can re-assemble the small size packets
before delivery; 2) when the Bluetooth receiver receives a re-assembled packet, it
can be segmented and restored to the original small size HCI ACL data packets;
3) the operations above shall be negotiated by a LM command and implemented
in the controller.
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3 LMP Negotiation and Re-assembled Packet’s Identifier

The PRAS protocol can be an extended feature in the BR/EDR controllers by a
new LM Protocol (LMP) command LMP PRAS. The re-assembled packet shall
be encapsulated in a Bluetooth baseband packet and identified by the other
Bluetooth device. We recommend using an LLID value of ’00’ in the payload
header, which is currently undefined in the Bluetooth standard, to indicate that
a re-assembled L2CAP message is being transported in the payload.

4 Packets Reassembly and Segmentation Process

During the sleep slots of the sniff interval period, the PRAS protocol re-assembles
the HCI ACL data packets stored in a buffer for each common user ACL link
(ACL-U). The payload re-assembly process in the baseband buffer is shown in
Fig.1.

Current baseband packet payload

L2CAP PDU
LLID
=10 or 

01
Flow Length

Coming baseband packet payload

L2CAP PDU
LLID
=01 or 

10
Flow Length

Re-assemble LLID
=00 Flow New

Length Payload1 Payload2

New baseband packet payload

Payload 1 Payload 2

…...

…...

Fig. 1. The PRAS protocol payload re-assembled process

When the controller receives a packet with the LLID set to ’00’, the LM and
HCI shall segment the packet’s payload and restore the original packets.

5 Evaluation the PRAS Protocol and Conclusion

This protocol transparently exchanges the L2CAP PDUs and it doesn’t affect
other operations (e.g. encryption) in the LMP. The overhead of PRAS protocol
is very low and only adds a two byte payload header.

The target application is low rate data Bluetooth-based sensor networks.
The PRAS protocol can reduce the number of slot operations of the Bluetooth
BR/EDR controller and enhance packet transmission efficiency, thereby improv-
ing power efficiency with sniff mode.
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Abstract. Android has gained significant popularity in the smartphone
market since its introduction in 2007. While Android applications are
written in Java, Android uses its own virtual machine called Dalvik.
Other smartphone platforms, most notably Apple’s iOS, do not permit
the installation of any kind of virtual machine. App developers who want
to publish their applications for different platforms are required to re-
implement the application using the respective native SDK. In this paper
we describe a cross-compilation approach, whereby Android applications
are cross-compiled to portable C code. With this approach it is not nec-
essary to have a Dalvik virtual machine deployed on the target platform.
We describe different aspects of our cross-compiler, from byte code level
cross-compilation, memory management, to API mapping. A prototype
of our cross-compiler called XMLVM is available under an Open Source
license.

1 Introduction

Android is a software stack for mobile devices initially developed by a company
called Android, Inc. before being bought by Google in 2005. Since 2007, mem-
bers of the Open Handset Alliance (OHA) collaborate on the development of
Android which nowadays has become one of the main development platforms
for smartphone applications. Although Android employs Java as a programming
language as well as a subset of the standard J2SE API, it does not make use of
Oracle’s (formerly Sun Microsystem’s) virtual machine technology for technical
and political reasons. Android features its own virtual machine, called Dalvik
[5], for running Android-based applications. In contrast to the Oracle virtual
machine, Dalvik is based on a register-based byte code instruction set. Running
Android applications therefore requires the Dalvik virtual machine on the target
platform.

Developers targeting smartphones ideally want their applications to be avail-
able on as many platforms as possible to increase the potential dissemination.
Given the differences in the way applications are written for smartphones, this
incurs significant effort in porting the same application to various platforms. The
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Dalvik virtual machine is not available on all smartphone platforms of interest.
In particular, Apple explicitly forbids the use of virtual machine technology on
their iOS devices, making it impossible to run applications that rely on Dalvik.

In this paper, we introduce a cross-compilation approach, whereby an Android
application can be cross-compiled to portable C code. The solution we propose
not only cross-compiles on a language level, but also maps APIs between different
platforms. Since C is allowed for iOS development, Android applications can
therefore be cross-compiled to Apple’s devices. The benefit of our approach is
that only skill set for the Android platform is required and only one code base
needs to be maintained for both devices.

This paper is organized as follows: Section 2 provides an overview of Android
and iOS as well as the deficiencies of previous work. Section 3 presents our
cross-compilation framework that can cross-compile Android applications to iOS
devices. In Section 4, we discuss our prototype implementation of this framework
as well as a monitoring application that was cross-compiled using our toolchain.
Finally, Section 5 provides a conclusion and an outlook to future work.

2 Background

We first provide a brief overview of Android and iOS from a programmers per-
spective highlighting the differences in their programming models (Section 2.1)
followed by a discussion on the shortcomings of previous work (Section 2.2).

2.1 Overview of Android and iOS

Although smartphones are relatively similar with respect to their hardware ca-
pabilities, they differ greatly in their native application development models.
Android is a mobile operating system running on the Linux kernel. Android is
not exclusively targeting smartphones, but is also available for netbooks and
settop boxes. Next to Android, Apple claims a firm position in the smartphone
market with their proprietary iOS platform. Its user interface is called Cocoa
Touch which is an extension of the Cocoa framework that is used on Apple
desktop and laptop computers.

Targeting Android as well as iOS devices requires significant skill sets and
overhead.Whereas Android uses Java as the development language, Cocoa Touch
uses Objective-C. Those two languages are radically different. While Java fea-
tures strong typing and garbage collection, the version of Objective-C used on
iOS devices supports dynamic typing, but no garbage collection.

Similarly, differences exist in the APIs and programming models defined by
Android and Cocoa Touch. An Android application consists of a set of so-called
activities. An activity is a user interaction that may have one or more input
screens. An example for an activity is to select a contact from the internal
address book. The user may flip through the contact list or may use a search
box. These actions are combined to an activity. Activities have a well-defined
life cycle and can be invoked from other activities (even activities from other
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applications). Besides a variety of widgets, Android also allows the declarative
description of user interfaces. XML files describe the relative layout of a user
interface which not only simplifies internationalization but also allows to render
the user interface on different screen resolutions.

The only official language offered by Apple for iOS devices is Objective-C. Sim-
ilar to C++, Objective-C is an object-oriented extension of the C programming
language. Analogous to Smalltalk, an object can be sent any message. Since the
version of Objective-C used for iOS devices does not integrate a garbage collector,
the programmer has to use a low-level reference counting mechanism for memory
management. The design of Cocoa Touch makes extensive use of Objective-C’s
dynamic typing. Cocoa Touch offers a variety of UI elements. However, unlike
Android, Cocoa Touch offers no layout manager: all UI elements have to be
positioned in terms of absolute coordinates on the screen at design time.

2.2 Previous Work

We have worked on cross-compilation in the past [10]. Our cross-compiler, called
XMLVM, translates Java byte code instructions represented in XML to a high-
level programming language. In the past, the exclusive target for cross-compiling
Android applications were iOS devices. For this reason, Java byte code instruc-
tions were cross-compiled to the native programming language for iOS devices,
namely Objective-C. XMLVMmapped Java classes to Objective-C classes.While
this proved to be a simple mapping, it also led to various problems. For one,
Objective-C allows overriding but not overloading of methods. Since Java sup-
ports both, method names need to be name mangled with their signature when
generating Objective-C method names. While name mangling solves the prob-
lem of method overloading in Objective-C, the one-to-one mapping of the object
models leads to other problems. E.g., Objective-C does not allow to override
instance members, so the following Java program cannot be cross-compiled with
the Objective-C backend of XMLVM:

1 // Java

2 class Base {

3 int x;

4 }

5

6 class Derived extends Base {

7 int x;

8 }

Another shortcoming stems from the fact that Apple did not include a garbage
collector in the version of Objective-C used for iOS applications. XMLVM’s
backend make use of iOS’ reference counting mechanism by inserting retain
and release instructions into the generated Objective-C code. One issue with
this approach are cyclic data structures which cannot be reclaimed via ref-
erence counting. In order to avoid memory leaks, it is the programmer’s re-
sponsibility to break cycles by using java.lang.ref.WeakReference. Instances
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of WeakReference are ignored by the garbage collector when constructing the
reachability graph. Another problem is caused by multi-threaded applications:
because it is impossible to know what other threads are doing with individual
objects, the inserted reference counting instructions need to be conservative and
retain objects for the duration of their use. This leads to significant overhead be-
cause the majority of the generated code is related to the retaining and releasing
of object references.

Because of these shortcomings we decided to replace the Objective-C backend
with a code generator for the C programming language. Since C is a strict subset
of Objective-C, the cross-compiled code can still be targeted for iOS devices.
Generating C code also allows support for the full Java language as well as
compile-time optimizations. The following section gives a detailed overview of
the C code generator in XMLVM.

3 Cross-Compilation Framework

In this section we introduce XMLVM, a flexible, byte code level cross-compiler,
that allows to translate an Android application to iOS devices. In Section 3.1
we give an overview of the XMLVM toolchain. Section 3.2 explains our byte
code level cross-compiler to the C programming language. In Section 3.3 we
outline the API mapping and finally in Section 3.4 we discuss the integration of
a Garbage Collector.

3.1 Toolchain

We chose Android as the canonical platform. This means that a developer only
needs to be familiar with the Android system and can then cross-compile an
Android application to other smartphones. There are several reasons for choos-
ing Android. First of all, we believe that there is a wide skill set for the Java
programming language and there are powerful tools to develop for Java. We view
this as an advantage over Objective-C.

The design of Android itself offers various advantages. For one, Android was
not exclusively designed for smartphones, but for a wide range of mobile devices.
Android’s API allows to explore the device’s capabilities to give the application
the chance to adapt accordingly. Android offers layout managers that can adapt
to different screen resolutions at runtime. Cocoa Touch on the other hand expects
the programmer to position every widget in terms of absolute coordinates. Since
Apple offers with the iPhone 3GS, iPhone 4, and iPad three devices with different
screen resolutions, the burden is placed on the programmer who has to manually
design three UIs. Since Android applications can more easily adapt to different
devices, it makes them ideal candidates to be cross-compiled to other platforms.

The XMLVM toolchain is a byte code level cross-compiler. The output of a Java
compiler is first translated to an XML document to allow easy transformations
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based on XSL stylesheets, as will be shown in the following subsection. XMLVM
makes use of Android’s Dalvik virtual machine [5] for representing byte code
instructions. Dalvik is based on a register-based virtual machine which allows
for the generation of more efficient code in the target language compared to
Oracle’s stack-based virtual machine instructions [8]. On the basis of the inter-
mittent XML representation we generate code in the target language, which in
our case is C. In the following examples we focus on the register-based format
of XMLVM as the starting point of the cross-compilation. The following three
subsections explain in detail the cross-compilation process, the API mapping via
a compatibility library as well as memory management via garbage collection.

3.2 Byte Code Level Cross-Compilation

A unique property of our toolchain is that we cross-compile from byte code to
high-level programming languages. We make use of the byte code instructions
introduced by the Dalvik instruction set to allow more efficient code generation.
In a previous project we have used a similar approach to cross-compile byte code
to JavaScript for AJAX applications [9]. Using byte codes has several advantages.
For one, byte codes are much easier to parse than Java source code. Several
high-level language features such as generics are already reduced to low-level
byte code instructions. The Java compiler also does extensive optimizations to
produce efficient byte codes. To illustrate our approach, consider the following
simple Java class:

1 // Java

2 public class Account {

3 int balance;

4 boolean overdraftProtection;

5

6 // ...

7

8 void deposit(int amount) {

9 balance += amount;

10 }

11 }

Class Account has a method called deposit() that adds a given amount to
the balance of an account. The source code is first compiled to a Java class file
via a regular Java compiler. The binary class file is then fed into our XMLVM
tool. The first transformation performed on the resulting XMLVM is to convert
the stack-based byte code instructions to register-based instructions introduced
by Dalvik [5]. The conversion from a stack-based to a register-based machine has
been researched extensively [3,11]. Internally, XMLVM generates the following
XMLVM document based on class Account:
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1 <vm:xmlvm ...>

2 <vm:class name="Account" ...>

3 <vm:field name="balance" type="int" />

4 <vm:field name="overdraftProtection" type="boolean" />

5 <vm:method name="deposit" ...>

6 <vm:signature>

7 <vm:return type="void" />

8 <vm:parameter type="int" />

9 </vm:signature>

10 <dex:code num-registers="3">

11 <dex:iget class-type="Account" field="balance" vx="0" vy="1" />

12 <dex:add-int vx="0" vy="0" vz="2" />

13 <dex:iput class-type="Account" field="balance" vx="0" vy="1" />

14 <dex:return-void />

15 </dex:code>

16 </vm:method>

17 </vm:class>

18 </vm:xmlvm>

The reason our tool is called XMLVM is because the structure of the class
file as well as the byte code instructions of a virtual machine are represented via
appropriate XML tags. On the top-level, there are tags to represent the class
definition (line 2), field definitions (lines 3 and 4), method definition (line 5), and
the signature of the method (line 6–9). The children of tag <dex:code> (line
10) represent the byte code instructions for method deposit(). The attribute
num-registers denotes the number of registers required to execute this method.

In the following we give a brief overview of the byte code instructions gener-
ated for method deposit(). Upon entering a method, the last n registers are
automatically initialized with the n actual parameters. Since method deposit()

has three registers labeled 0 to 2, register 2 will be initialized with the one actual
parameter of that method (the amount). The implicit this-parameter counts as
a parameter and will therefore be copied to register 1. The byte code instruc-
tions read and write to various registers that are referred to via attributes vx,
vy, and vz, where vx usually designates the register that stores the result of the
operation. The first instruction <dex:iget> (instance get) loads the content
of field balance of the account object referenced by register 1 into register 0
(line 11). The <dex:add-int> (add integer) instruction in line 12 will add the
integers in registers 0 (the current balance) and 2 (the actual parameter) and
store the sum in register 0. This instruction performs the operation vx = vy+vz.
The <dex:iput> (instance put) instruction in line 13 performs the opposite of
<dex:iget>: the content of register 0 is stored in field balance of the object
referenced by register 1.

Once an XML representation of a byte code program has been generated,
it is possible to cross-compile the byte code instructions to arbitrary high-level
languages such as C, by simply mimicking the register machine in the target
language. Individual registers are mapped to variables in C. Since a register can
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contain different data types, we introduce a C-union that reflects these data
types:

1 // C

2 typedef union {

3 JAVA_OBJECT o;

4 JAVA_INT i;

5 JAVA_FLOAT f;

6 JAVA_DOUBLE d;

7 JAVA_LONG l;

8 } XMLVMElem;

Registers can only store object references, integers, floats, doubles, and longs.
Shorter primitive types such as bytes and shorts are sign-extended to 32-bit inte-
gers. With the help of the union XMLVMElem, it is possible to use XSL stylesheets
[12] to produce code in the target language. In the following we show how the
aforementioned byte code instruction <dex:add-int> is mapped to C source
code:

1 <!-- XSL template -->

2 <xsl:template match="dex:add-int">

3 <xsl:text> _r</xsl:text>

4 <xsl:value-of select="@vx"/>

5 <xsl:text>.i = _r</xsl:text>

6 <xsl:value-of select="@vy"/>

7 <xsl:text>.i + _r</xsl:text>

8 <xsl:value-of select="@vz"/>

9 <xsl:text>.i;</xsl:text>

10 </xsl:template>

Register variables are always prefixed with r followed by the register number.
The definition of these helper variables are based on union XMLVMElem. These
variables are automatically generated by other XSL templates during the code
generation process. With the help of these variables, the effect of individual byte
code instructions can easily be mapped to the target language. Applying all XSL
templates to the XMLVM of class Account shown earlier yields the following C
source code:

1 // Generated C

2 void Account_deposit___int(JAVA_OBJECT me, JAVA_INT n1)

3 {

4 XMLVMElem _r0;

5 XMLVMElem _r1;

6 XMLVMElem _r2;

7 _r1.o = me;

8 _r2.i = n1;
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9 _r0.i = ((Account*) _r1.o)->fields.balance;

10 _r0.i = _r0.i + _r2.i;

11 ((Account*) _r1.o)->fields.balance = _r0.i;

12 return;

13 }

The code in line 10 was generated by the XSL template for the<dex:add-int>
instruction explained earlier. Every method of a class is mapped to a C function
whose name is mangled from the class and method name as well as the method’s
signature. For each class, a so-called Type Information Block (TIB) is generated
(see Figure 1). The TIB contains all relevant meta-data about a class such as fully
qualified name, base class, all implemented interfaces, etc. When a class is instan-
tiated, enough memory is allocated for all the instance members plus a pointer to
the TIB. Since XMLVM cross-compiles byte code to C, there is no notion of dy-
namic class loading as usually found in a Java VM. A particular challenge poses
the Java reflection API. In order to support dynamic method invocations via the
reflection API, XMLVM creates method dispatchers for each class.

Fig. 1. Type Information Block

Since XMLVM cannot load classes dynamically at runtime, all classes that
are needed for an application need to be known at compile time. XMLVM per-
forms a static dependency analysis to determine the transitive closure of all
referenced classes. Since XMLVM operates under the Closed World Assump-
tion (i.e., all referenced classes are known a priori) it is possible to perform
powerful compile-time optimizations, especially for method invocations. Java
distinguishes between two different dynamic method invocations on byte code
level: <dex:invoke-virtual> is used for calling methods on an object, where
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as <dex:invoke-interface> is used to invoke methods via an interface type.
The reason for two different invoke instructions has to do with the fact that Java
allows single inheritance for classes but multiple inheritance for interfaces. For
the former it is possible to build a so-called vtable which essentially is an array of
function pointers. An <dex:invoke-virtual> instruction references a vtable
index to the appropriate implementation of a method. Because of the Closed
World Assumption it is known at compile-time whether a method is overridden
in a derived class or not. If a method is not overridden, it can be called directly
without the need of allocating an entry in the vtable.

Similar optimizations can be done for <dex:invoke-interface>. Here
XMLVM computes an itable (analogous to the vtable) for interface methods. Be-
cause of the ClosedWorld Assumption it is possible to compute an itable that can
be indexed via one indirection. The technique is known as selector coloring and
is described in [4]. The overhead of performing an <dex:invoke-interface>
is identical to performing an <dex:invoke-virtual>.

The following code excerpt shows how a method invocation in Java (line 2) is
represented in XMLVM (lines 5–10) and how it is mapped to C code. If method
deposit() is not overridden in a derived class, it can be invoked via a direct
function call (line 13). Otherwise method deposit() needs to be invoked via a
vtable (lines 16–17). First, FPTR is defined as a function pointer of the proper type
that reflects the signature of method deposit(), then the vtable is accessed via
the TIB. In this particular example the function pointer for method deposit()

is stored at vtable index 11.

1 // Java

2 account.deposit(amount);

3

4 <!-- XMLVM -->

5 <dex:invoke-virtual class-type="Account" method="deposit" register="0">

6 <dex:parameters>

7 <dex:parameter type="int" register="1" />

8 <dex:return type="void" />

9 </dex:parameters>

10 </dex:invoke-virtual>

11

12 // C (direct)

13 Account_deposit___int(_r0.o, _r1.i);

14

15 // C (via vtable)

16 typedef *(void (*)(JAVA_OBJECT, JAVA_INT)) FPTR;

17 (FPTR ((Account*) _r0.o)->tib->vtable[11])(_r0.o, _r1.i);

3.3 API Mapping

Any Java program builds upon external API. The most common are the APIs
defined as part of J2SE such as data structures. XMLVM leverages the Open
Source project Apache Harmony for these purposes. Since much of the J2SE API
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is itself written in Java, we simply cross-compile this to C as well. On system-
level, Apache Harmony uses native Java methods to access functionality of the
underlying operating system. In XMLVM we have implemented those native
methods based on the Posix API. E.g., the Java thread API is mapped via the
native methods to pthreads.

Other APIs such as the one defined by Cocoa Touch are platform specific.
Such API needs to be accessible from a Java application. E.g., if a Java-based
iOS applications needs to place a label on the user interface, a Java-based API of
class UILabel is required. The following shows the Java version of class UILabel
that is part of the XMLVM library:

1 // Java

2

3 package org.xmlvm.iphone;

4

5 class UILabel extends UIView {

6 //...

7 void setText(String label) { /* Ignored */ }

8 }

We call classes such as UILabel wrapper classes since their only purpose is
to provide a Java API against which the developer can implement an applica-
tion. For that reason, the method implementation of wrapper classes can be left
empty. Wrapper classes are treated special by XMLVM’s cross-compiler. The
implementation of a method in a wrapper class is ignored and instead special
comment markers are emitted. The programmer can inject manually written
code between these comment markers. The following code excerpt demonstrates
this concept for method UILabel.setText():

1 // Objective-C (generated with injected code)

2

3 void org_xmlvm_iphone_UILabel_setText___java_lang_String(JAVA_OBJECT me,

4 JAVA_OBJECT n1)

5 {

6 //XMLVM_BEGIN_WRAPPER

7 NSString* text = toNSString(n1);

8 org_xmlvm_iphone_UILabel* thiz = me;

9 UILabel* label = thiz->fields.wrappedObject;

10 [label setText:text];

11 [text release];

12 //XMLVM_END_WRAPPER

13 }

Note that while the generated wrapper code is C, the code injected by the
developer between the comment markers (lines 6–12) is Objective-C. This is
necessary because the wrapper effectively wraps an Objective-C object. The
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code above essentially converts a java.lang.String instance to an Objective-C
NSString via a helper function (line 7) and retrieves the wrapped Objective-C
UILabel instance (line 9). The field wrappedObject is part of the UILabel in-
stance and points to the native Objective-C object. Next, the setText:message
is sent to the Objective-C object (line 10) and finally the NSString instance is
released (line 11).

Exposing the Cocoa Touch API in Java is the prerequisite for our Android
Compatibility Library (ACL). The purpose of the ACL is to offer the Android
API to an application while using the Java-based Cocoa Touch API for its own
implementation. The ACL is therefore written in Java and maps the Android
API to the Cocoa Touch API. It offers the same API to the application as
Android does but is implemented using the Cocoa Touch wrapper classes. The
following code excerpt shows how an Android TextView is mapped to a Cocoa
Touch UILabel:

1 // ACL (Java)

2 package android.widget;

3

4 public class TextView {

5 private UILabel label;

6 // ...

7 public void setText(String text) {

8 label.setText(text);

9 }

10 }

Therefore, an application using an android.widget.TextView is effectively
using a UILabel on iOS devices via the ACL. The above code excerpt is also
cross-compiled to C and is part of XMLVM’s implementation of the ACL. In
other cases, such as Android’s layout manager, we cross-compile source code from
the Android project that is available under an Open Source license. This way
the layout manager can be used on iOS devices. Other UI idioms cannot easily
be mapped such as Android’s physical “Back” and “Menu” buttons. Mapping
those features is left for future work.

3.4 Garbage Collector

XMLVM makes use of the Boehm Garbage Collector [1]. The Boehm GC is
a conservative garbage collector using a mark-and-sweep algorithm. It allows
finalization code to be invoked when an object is collected. Whenever a class
is instantiated, the GC MALLOC() function of the Boehm GC is used to allo-
cate memory thereby registering the new object with the GC. Making use of
GC MALLOC() is therefore all that is necessary in terms of memory management
for self-contained Java applications cross-compiled to C.

However, special attention needs to be given to wrapper objects such as UI
widgets from Cocoa Touch. Although version 2.0 of the Objective-C program-
ming language introduced a garbage collector, Apple decided to remove this
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feature for iOS devices. Apple’s reason for doing so is most likely related to
the undeterministic behavior of a garbage collector that might disrupt the user
experience. Instead of garbage collection, an iOS developer has to resort to a
reference counting mechanism for memory management.

Base class NSObject of the Cocoa Touch library offers methods retain and
release, that increment and decrement respectively the reference count of an
object. Objects are created with reference count of 1 and when the reference
count drops to 0, the Objective-C runtime automatically deallocates the object.
It is the iOS developers responsibility to retain and release objects according to
the object ownership rules of Cocoa Touch.

Wrapper classes such as the aforementioned UILabel act as a bridge between
the generated C code and native objects from Cocoa Touch. In the following we
refer to the term “C object” as the cross-compiled version of a Java object. As
depicted in Figure 2, each Objective-C object that needs to be accessible from
Java (such as UILabel), needs to be wrapped by a C object. The C object will
retain the Objective-C object to claim ownership and register a finalizer with
the GC. When the C object is destroyed by the GC, the finalizer will release
the wrapped Objective-C object as well. Special attention needs to be paid
to associations between Objective-C objects. Whenever a wrapped Objective-C
object holds a reference to another wrapped Objective-C object, the association
needs to be mirrored among the wrapping C objects as well (see Figure 2). If
this were not the case, the GC could not construct a correct reachability graph
since it is unaware of Objective-C associations.

Fig. 2. Wrapper objects

4 Prototype Implementation

We have implemented a prototype based on the ideas described in this paper. We
make use of BCEL [2] and JDOM [6] to parse Java class files and build up the
XMLVM files. Saxon [7] is used as the XSL engine to apply the stylesheets that
are responsible for the code generation. The implementation of the Java to C
cross-compilation is fully Java compatible including garbage collection, thread-
ing, and reflection API. Our tool does not offer the same kind of completeness for
the API mapping. Considering that both the Android and the Cocoa Touch API
consist of thousands of methods, XMLVM currently maps approximately 30%
of the API. However, the currently supported API already allows for complex
applications.
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Fig. 3. Layout mapping example

XMLVM has been used to cross-compile Android applications to the iOS by
various companies. In the following we highlight one of these applications to
demonstrate the power of cross-compilation. A German consulting company im-
plemented a monitoring application for IBM datapower devices. A datapower de-
vice is a SOA appliance that can be monitored via SOAP requests over HTTPS.
The monitoring application was written for Android and cross-compiled to iOS
devices using XMLVM. The Android version makes extensive use of layout man-
ager, Android-specific UI widgets as well as custom widgets, HTTPS requests
and XPath queries to SOAP replies. All this functionality was successfully cross-
compiled to iOS devices.

Figure 3 depicts the original Android version of the monitoring application
on the left side and the cross-compiled iOS version to the right. Apart from the
obvious mapping of labels, buttons and images, the Android version makes use of
a radio button group. The corresponding widget under iOS is called a segmented
control that serves the same purpose. Since a segmented control is wider than
higher in contrast to Android’s radio button group that is aligned vertically,
the cross-compiled layout manager places the segmented control underneath the
graph-drawing custom widget. As can be seen in Figure 3, the custom widget is
automatically stretched in the iOS version to the full width of the screen.

5 Conclusion and Outlook

The popularity of smartphones makes them attractive platforms for mobile ap-
plications. However, while smartphones have nearly identical capabilities with
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respect to their hardware, they differ substantially in their programming envi-
ronment. Different programming languages and different APIs lead to significant
overhead when porting applications to various smartphones. We have chosen
Android as the canonical platform. Our byte code level cross-compiler XMLVM
can cross-compile an Android application to portable C code that can be run
on iOS devices, therefore not requiring the Dalvik virtual machine on the target
platform. We have demonstrated that a cross-compilation framework is feasible,
thereby significantly reducing the porting effort.

In the future our goal is to support debugging of cross-compiled applications.
The idea is that a Java application that was cross-compiled with XMLVM can be
debugged with any standard Java debugger such as the one integrated in Eclipse.
In order to accomplish this, an implementation of the JWDP (Java Wire Debug
Protocol) needs to be available on the target platform. We plan to use the Open
Source Maxine project that features a Java implementation of JWDP. With
the help of the Java-to-C cross-compiler we will cross-compile Maxine to C to
support debugging on any Posix compliant platform. The challenge of this task
will be to interface with the generated C code to determine the memory layout
(such as stack and heap) at runtime.

XMLVM is available under an Open Source license at http://xmlvm.org.
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Abstract. A context-aware mobile framework must support and
handle complex context data which is dynamically manipulated in the
distributed mobile network. Research in this area has focused on the
efficient design of such a framework. However, there are still key prob-
lems such as dynamic adaptation, reusability, interoperability, high en-
ergy and memory consumption. Our approach to solve the problems of
Context-Aware Mobile Applications (CAMA) is to design a framework
architecture by using Service Oriented Architecture (SOA). The reusable,
loosely-coupled local and external services allow CAMA to communicate
with the CAMA Framework, OS and external service providers using
minimum interfaces. The framework supports interoperability, dynamic
adaptability and context handling in a frequently changing environment.
In this work-in-progress paper, we define SOA, usability and testing re-
quirements for a prototype CAMA and the CAMA Framework. We con-
clude that our approach will enhance mobile framework architecture to
provide solutions to the key problems of CAMA.

Keywords: context-awareness, context-aware mobile applications
(CAMA), service oriented architecture (SOA).

1 Introduction

Mobile technology has been broadly adapted in business and entertainment do-
mains with increasing demand. Users can access context data, workflows and
systems anywhere anytime. A robust mobile framework that can handle differ-
ent context data, process it and make it accessible to lightweight applications for
users without time, place and network restrictions is an important requirement.

Context is the “situational information of entities such as person, places or ob-
jects, that are relevant to the interactions between a user and an application” [6].
We define CAMA as context-aware mobile applications where context data and
services are manipulated in dynamic environments. We agree with Pauty [15],
that “the services are aware of the current context of the user and self-adapt to
context changes”. Thanh [19] states, that mobile services are realized by com-
bining different SOA services. SOA features are essential in an environment de-
pending on non-robust connections and multi-device user access to services [18].
Also, SOA provides the advantages of flexibility, implementation abstraction and

N. Venkatasubramanian et al. (Eds.): Mobilware 2011, LNICST 93, pp. 135–142, 2012.
c© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2012
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interoperability [13,17,2], that are very important in dynamic mobile computing
platforms. SOA can address multiple client devices in distributed environments
where the client heavily relies on the interaction with a server system. The server
exposes only one interface to various clients and acts as provider of autonomous
interfaces [16]. Because of these advantages over traditional mobile web services,
our framework is motivated to implement SOA.

In this work-in-progress paper, our first step towards a solution is to intro-
duce the example of a Calendar-Location-Weather (CLW) application and then
summarize its requirements. We explain how our framework is designed to over-
come the general challenges and problems of context-aware frameworks. Our
framework supports key SOA features such as reusability, interoperability, loose
coupling as well as dynamic adaptability and context handling in dynamic envi-
ronments. The contribution of this paper is an architecture design by using the
CLW example of a CAMA, usability and testing requirements. The structure of
this paper is as follows. Section 2 covers the CLW application scenario, followed
by a summary of requirements of the CAMA framework in section 3. We present
the current architecture design in section 4 and compare it to related work in
section 5. A conclusion and future work is found in section 6.

2 The Calendar-Location-Weather (CLW) Application

Imagine a user wants to be woken up in the morning to travel from Essen to
Berlin to attend a meeting. He opens the CLW application, enters the event’s
name, date, time, location, means of transportation (train) and saves it. Weather
forecast and related services are enabled by him as well. The CLW will wake
him up on time, give weather information and, if it rains, it reminds him to take
an umbrella. In case the train is late, it will inform him and provide a list of
alternatives (e.g., other trains, buses, renting a car). The CLW application will
alarm the user when it is time to go to catch the train at Essen main station.

The CAMA framework stores the event data in the Context Database and
communicates with external provider’s databases. The framework checks the
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Fig. 1. The CLW application integrates three types of context information
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date whether it matches the calendar date in the Context Database using
the Inference Rule Set. The Inference Rule Set supplies commands to update
the data of the CLW application and queries location and weather updates,
e.g., the German railways or a weather forecast.When the context changes, it is
displayed at the current location map and the weather information.

3 Requirements of the CAMA Framework

Mobile SOA. Using SOA for mobile architectures is an emerging area and
several researches have been done in different aspects of context-awareness. In
this research, we analyzed the specific problems related to CAMA while using
SOA, which was considered during the design of framework architecture. High
level requirements based on business goals and the usage context are: instant ac-
cess to relevant applications, services and data required by mobile device users
through a highly usable unified user interface of composite CAMA. These are
not supported by traditional framework approaches as explained by IDC Re-
search Report [11]. Monitoring of the mobile context of user and environment is
frequently needed, as it changes continuously. In traditional frameworks, this is
difficult for the reasons of tight coupling, non-interoperability and modes of op-
eration as described by Ennai et al. [7]. Interoperability and reusability of local
and remote context data and services are often required by mobile device users
such that a large number of CAMA are using the same context data and services
multiple times. Transferring large amounts local context data is difficult when
there arise any problems with the device such as network, memory, battery. In
present mobile devices, storage space and computing capability are increased.
Yet, problems exist to deploy large complex applications and data on a mobile
device as explained by Tergujeff et al. [18].

Usability of CAMA. CAMA running in our proposed framework should be
highly usable. Usability is closely related to other qualities, such as performance,
robustness, fault-tolerance, security, modifiability and adaptability. Hence, we
decided to design the framework architecture using the Software ArchiTecture
analysis of Usability Requirements realizatioN (SATURN) method [1]. During
this research, the method is applied in an iterative architecture-based develop-
ment process with alternating analysis and design activities.

In SATURN, requirements are expressed through scenarios, which are de-
scribed and/or selected from pattern-based knowledge base of generic scenarios.
Regarding usability, we selected the scenarios Canceling Commands, Feedback,
Context-Aware Interaction, Positioning and added Evaluating the application.

Evaluating the scenarios, the open questions are (1) which structure and be-
havior of components and interfaces can realize the use cases of a scenario; and
(2) how responsibilities can be distributed between the CLW application, the
CAMA framework and the mobile platform.

Testing CAMA. Due to the high dynamics of changing context and service
topology, testing CAMA imposes a novel set of requirements to the design of the
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CAMA framework, the design of test cases and the testing process. CAMA de-
pend on multiple internal and external services whose availability may change at
any moment, either inducing a service discovery process or rendering the applica-
tion inoperative. Test engineers must design functional test cases and sufficiently
control the CAMA’s execution environment including context data. Rather than
concentrating on the system under test, the testing of a CAMA requires the test
environment to produce and manipulate context data on demand.

As it is complicated to artificially reproduce context information for testing
purposes, the design of the CAMA framework needs to implement features to
facilitate testing of CAMA. The key questions regarding an integrated testbed
in the architecture design are: (1) how context information can be generated;
(2) how test cases need to be designed to react properly to changing context
information; and (3) what test coverage criteria need to be applied.

Test cases require the artificial setting of position data and the creation of
weather, traffic and travel information. Besides the local sensor readings, most of
this information is derived from the context-aware system of the CAMA frame-
work which in turn consumes data from external sources. Hence, the CAMA
framework needs to employ a testing mode which allows the artificial provision-
ing of context information, overriding the actual context data, to create a valid
and reproducible test environment.

4 Mobile Framework

The framework architecture is designed to support the customized CAMA devel-
opment for different mobile platforms and features service-oriented functionality.
Its design is focused on the dynamic adaptability to frequent and unpredictable
changes in context and user requirements to provide continuously available ser-
vices. The integration of context-aware data and services is executed in real-
time. Therefore, our framework architecture as seen in Fig. 2 is designed to
fulfill some of the requirements to solve the above addressed problems and chal-
lenges. Mobile applications act as clients and may heavily rely on context data
and context-aware services. Different components of the architecture play a vital
role for accessing the requested data. The components of our mobile framework
are briefly discussed as follows.

The Service Provider creates a mobile service and publishes its interface in
Fig. 2 label (2) and access information to the Service Registry. The Service
Provider sends the context data (21) received from the Context Interpreter to
the Service Consumer. The sub-components of Service Provider such as Publish-
ing Manager, Service Interface Handler and Service Manager helps to publish
service interfaces. The Publishing Manager is responsible for publishing the ser-
vice interface of different services. Service Manager decides in which category
the service should be listed in the Service Registry and list all potential service
recipients. It decides which service to expose, regarding the service charges and
how to make trade-offs between security and availability. It is responsible for
what Service Level Agreements (SLAs) are required to use the service. Service
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Fig. 2. CAMA Framework Architecture and CLW Application

Interface Handler acts as an interface for the service contract request between
service provider and service consumer using the SLA.

The Service Consumer (e.g., CLW Application) of a client locates entries in
the Service Registry with the help of a find-bind mechanism (1,2,3,4) and re-
quests the Service Provider to invoke one of its services. After the discovery
of a service in the Service Registry, the Service Consumer sends a service re-
quest (5) that is executed by the Service Provider. The Service Registry is a
reference database containing information about services, service definitions, in-
terfaces and parameters. The Service Descriptor is a database containing data
and metadata maintained and updated (3) by the Service Registry.

The Service Provider, Service Consumer and Service Registry utilize SOA for
using the services from the Context Database. For the communication and the
request/response mechanism of SOA, the framework uses HTTP based Represen-
tational State Transfer (REST) protocol, which has advantages on the client side
in mobile communication compared to the SOAP/WSDL protocol like in tradi-
tional frameworks as discussed by [7] where communication is more focused be-
tween multiple backend systems. According to [14] REST implementation of the
data transmission proved to be more efficient compared to SOAP. Our CAMA
framework utilizes the REST implementation as it features lightweight, flexible
contracts and interfaces – a uniform way to interconnect with web resources and
a balance between security and usage of resources.

Context Interpreter sends the request (6) to the Rule Checker, and checks for
valid context when the Service Provider requests context data. It collects data
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from the Context Database (19) and makes it available to the Service Provider
(20). The Rule Checker checks in (8a) the Inference Rule Set whether the rule for
the specific context matches with the predefined rule. The Rule Checker sends
requests to the Context Transformer (8b). The Context Transformer sends a
request (9) to the Context Classifier to get data (15) from the Context Data
Aggregator. It uses the rule (17) from the Inference Rule Set and applies it on
the received data (16) from the Context Classifier. The Inference Rule Set is
a part of the Context Database, which consists of a set of rules and facts and
sends context update commands. It defines rules for each context. Then the
Context Transformer finally stores the data (18) in the Context Database. The
Context Database makes records about what context data the Context Inter-
preter request to it. It sends (19) the context data to the Context Interpreter
and updated context information to the Service Registry. The Context Classifier
classifies the context in different categories so that the Context Database can
store and manage it in different databases, e.g., location, weather. The Context
Data Aggregator aggregates the context data (12) from the local or the (14)
external database. The main purpose of this aggregation is to get detail infor-
mation about particular groups based on context parameters. When the context
data is requested, the Context Data Aggregator first checks if it is available in
the Local Database and then External Database. The Local Database provides a
small set of generalized data which is frequently used by CAMA, e.g., calendar
database located on the mobile device.

CAMA framework retrieves context data at first from the Context Database.
The data is processed and stored in the Context Database from the Local
Database. If data is not found in the Context Database, it searches the Exter-
nal Database and the External Service Provider as they provide more detailed
context information. The Authentication Database holds the user credentials
and manages secure login and access. The context services originate across var-
ious channels. The CAMA framework provides automatic session management
such as session-time out, secure access of external service provider and multiple
service providers.

5 Related Work

The traditional SOA framework on the client has been proposed by Tergujeff
et al. [18] does not address context-awareness. Gehlen et al. [8] present a client
proxy that executes requests and routes responses, but it does not support real-
time change of context. A mobile middleware for CAMA on rule-based data
monitoring is discussed by Costa et al. [5] but specific concerns (e.g., lack of
user context, integration of services, etc.) have not been addressed. A mobile
web service framework is described by Kim et al. [12]. However, it does not
support hosting and migrating services in a context-aware environment. A tra-
ditional SOA framework that moves all the processing to the server and leaves
only user interactions and user interface on the client side is mentioned by Kozel
and Slaby [13]. In contrast, our solution is more focused on lightweight client-
side processing. A reflective middleware for dynamic adaptability proposed by
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Ghim et al. [9] does not address SOA features and uses mobile agents instead.
A dynamic framework for context-aware mobile services by Chang et al. [4] de-
scribes a problem classification and a complexity model of context-aware mobile
services into 3D dynamic problems. Our approach uses another classification of
context, that is less complex.

CARISMA [3] mainly deals with the conflict between profiles of applications,
that are kept as meta-data of the middleware and consist of passive and ac-
tive parts. Policies are used to provide context services. CARISMA addresses
issues related to the usage of context for dynamic adaptation of applications,
but there are no application interfaces with local and external services and it
mainly focuses on policy conflicts.

SOCAM [10] middleware is built on top of the OSGi service platform, and
its architecture presents a formal context model based on ontology. It provides
support for the tasks of dealing with context by context reasoning. External or
internal context can be used by services directly or by Context Providers. The
Context Interpreter consists of the Context Reasoner and the Context Database,
which contains instances of the current ontology. The context is updated by a
triggering mechanism. SOCAM has been deployed mainly for intelligent vehicle
environment which may not be suitable for other mobile environments.

Conventional mobile distributed systems using web services have proven suc-
cessful for the design of SOA in mobility, yet they could not overcome the chal-
lenges of context-awareness. Therefore, our SOA framework for lightweight and
flexible CAMA is a more suitable solution.

6 Conclusions and Future Work

In this work-in-progress paper, we defined mobile SOA, usability and testing
requirements for our mobile framework implementing a SOA based on a spe-
cific CAMA, i.e. the CLW application expressed through a scenario. Our CAMA
framework architecture design provides a number of solutions to the problems in-
troduced by context-awareness.We showed the conceptual design of the SOA and
the context-aware mobile framework architecture. By using a SOA-architecture,
we met requirements regarding instant access to applications, services and data
and frequent monitoring of the mobile context of user and environment.

In our current work, we focus on the architecture design of the context adapta-
tion and aim at realizing the usability and test requirements striving for a highly
usable unified user interfaces of CAMA. Open questions and motivational future
work comprise the data transfer on p2p interactions with near-by mobile devices,
managing network problems and processing requests without context data in the
Context Database and metadata in the Service Registry.
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Abstract. In this paper we describe our concept, design and current prototype 
implementation of a new middleware for mobile phones and UICC. The 
purpose of the middleware is to be used as an interface between applications, 
loaded in mobile phones, and functionalities of the corresponding supporting 
modules (applets) stored in UICC. At the moment, our middleware supports 
only security and mobile payment functions. Our primary goal was to explore 
the features that multi–application chips provide and to create a new way for 
handling of sensitive information when stored and used in mobile phones.  
Another goal is to extend the middleware to hide technology details of 
underlying UICC and their applets, so that applications developed on the top of 
the middleware are independent of the underlying mobile phone technologies. 
We plan to extend the current version of our middleware module to be used 
with other UICC applications and alternative mobile operating systems.     

Keywords: UICC, middleware, mobile phones. 

1 Introduction and Goals 

In recent years mobile phones have become a necessity in our everyday life. Since the 
number of mobile phones used globally exceeded 5 billion in July 2010 [1], one can 
understand the importance of mobile technologies. Mobile phones have evolved a lot 
since their first release and nowadays they are not just communication devices to 
make calls and send SMS messages. 

A significant number of today’s mobile devices has a complete operating system 
enabling them to execute all sorts of applications. From Symbian and BlackBerry’s 
O.S. to the iPhone’s O.S. and Android, mobile devices provide powerful platforms for 
communications, but also for execution of applications. Browsing the Internet is 
simpler than ever. With GPRS/3G/4G and wireless Internet connections, mobile 
phones can easily connect to the Internet and enhance browsing experience. 

However, along with the new capabilities and opportunities come extended needs 
and demands, especially for security. One of the first and the most important is secure 
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storage of data in mobile phones. At the moment, most of the applications loaded and 
executed in mobile devices, regardless of the phone’s manufacturer, use the phone’s 
memory (or memory card) to store data. It is similar to the use of a hard disk in PCs. 
However, the trend is to store data and use security functions based on capabilities of 
new, Javacard chips in mobile phones, called Universal Integrated Circuit Card 
(UICC) [9].  

One of the goals of our research was to design and implement middleware that will 
provide to mobile applications a new, safer and more secure way of handling data 
operations, by using UICC [12]. Therefore, our middleware is a layered structure, at 
the top providing high–level Application Programming Interfaces (APIs) to mobile 
phone applications and at the bottom level communicating with UICC applets based 
on Application Programming Data Units (APDUs).  

Besides secure storage, functionalities are also provided by the UICC to enable 
mobile applications to securely execute their functions and use their internal data. 
Such functionalities include financial transactions (credit card payments, electronic 
cash, etc.), security enhancements (private and public key generation, storage and 
verification of certificates, encryption, etc.) and administrative commands. 

2 Interactions with Mobile Applications 

High level applications, which are available to mobile phone users, use high-level 
programming APIs provided by the upper-end of the middleware. On the other hand 
UICC applets “understand” only APDU commands. Therefore, in order to make 
communications between mobile applications and UICC applet as smooth as possible, 
we introduced the middleware layer. 

The middleware provides high level APIs to mobile application developers. These 
APIs do not require from application developers any knowledge of UICC internal 
functions and therefore they can be easily used through corresponding APIs. 
Moreover, the middleware communicates with UICC and applets using APDUs. So, 
middleware in fact performs communications between the mobile applications and the 
UICC by “translating” application-enabled APIs to card-level APDUs. 

There are two basic approaches to implement the middleware. The first one is to 
extend an existing application with some extra features that will provide this 
functionality. The second approach is to create a separate module – the middleware 
that will provide communication between an application, which wants to use UICC 
functions and data storage in chip, and the UICC itself.  

2.1 Middleware as a Separate Module 

In this case the middleware is designed and implemented as a module separate from 
any application. It runs simultaneously with the application that use UICC  
functionalities. This means that there are two different layers in which the middleware  
 



 Secure Middleware for Mobile Phones and UICC Applications 145 

 

provides communication. The upper layer deals with communication between the 
application and the middleware, while the lower layer deals with communication 
between middleware and UICC and its applets.  

When considering communication at the upper layer, we actually need two 
functionalities:  

− To pass data, sent to the UICC, between the application and the middleware or to 
execute some function of the underlying applets, in a secure way 

− To receive feedback, positive or negative, of the communication process, i.e. 
whether data was successfully sent to the UICC or not and the result of the invoked 
operation. 

At the lower layer we handle APDU commands exchanged with the UICC and its 
applets. In order to do that, an application must first create a connection with the 
UICC in order to communicate with an applet. This connection supports exchange of 
APDU messages in a format standardized by ISO 7816-4 [2]. Each connection has a 
logical channel reserved for its use. Our current implementation supports up to twenty 
logical channels for communication with the UICC chip, so our middleware truly 
supports multi–application UICC [8, 9]. The details of upper and lower layer 
communications depend also on the operating system of the mobile phone.  

2.2 Middleware Integrated with an Application 

An alternative approach is to create the middleware not as a separate module, but as 
an extension of an application that uses it. This means that the application calls 
middleware’s APIs internally without using external invocation methods. The 
advantage of this approach is that upper layer communication and exchange of data 
between the application and the middleware can be done directly without the need to 
adjust to the mobile phone’s operating system. As for the communication towards 
UICC, the approach is exactly the same as when the middleware is used as a separate 
module.  

This approach makes the communication between the middleware and the 
application much easier to implement. No extra connection is needed between the two 
entities and transfer of data towards the UICC is performed smoothly. Moreover, 
since the middleware is integrated into the application, it can be completely adjusted 
to the application’s specific needs and as a result, it is more efficient and effective 
during its use and operations. 

3 Design Principles  

Designing the middleware requires a different approach than creating a standard 
application. As it is intended to be used by mobile phone application developers, it  
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does not provide any user interface, but it needs availability to easily connect to and 
communicate with other mobile applications. Therefore, some requirements are 
immediately obvious from this approach.  

Developers do not need to know how the middleware works. It is not necessary to 
have knowledge of the internal logic of the middleware and of the way it implements 
its internal methods. This new way of using UICC and their applets should not change 
the way the user interacts with a phone. As Saltzer and Schroeder's Psychological 
Acceptability design principle suggests, if the new security features change the way of 
interaction and make it harder, users will simply avoid using them [3]. 

Moreover, the process must be transparent to the upper layer applications. The 
upper layer should not understand any difference between receiving and storing data 
to the UICC and manipulating data internally by its own applets. As a result, the 
middleware must provide friendly, easy to use and simple interface especially at the 
upper, API level. 

The middleware must have no semantic knowledge of any data that it parses and 
passes in both directions. It must treat all data in the same way and not be dependent 
on different types of variables and values. This enables the middleware to handle data 
which are encrypted at the upper layer. Nonetheless it should have no knowledge of 
any passwords or keys that are used for authentication or cryptography. Implementing 
the middleware in this way makes it much more secure, flexible and easy to use. 

Another important property of the middleware is to try to access and use UICC as 
infrequently as possible. UICC’s lifetime is highly dependent on the frequency of its 
use. Although new UICCs tend to have bigger endurance to read/write cycles 
(100,000 cycles for [14]) we consider essential that the middleware should be 
designed in such a way that it reads and stores data on the chip as few times as 
possible. 

4 Implementation Example  

Within this research and development, we not only designed our middleware, but we 
also implemented and tested a prototype version of it. As our tool for designing and 
developing the middleware we used Java ME. Java ME is the most used independent 
development and operational platform. It is currently used in over 8000 devices and it 
is supported by many different vendors (Nokia, Sony Ericsson, LG, Samsung, and 
many others) [4]. Moreover, it has the Security and Trust Services API (SATSA), 
which enables communication with the UICC with the use of APDUs [5]. 

In order to test the middleware in a real case scenario we used our Secure Mobile 
Wallet application [6]. We extended the Wallet with middleware functionality as 
described in section 2.2. As a result, interactions between the Wallet and the 
middleware are performed internally. On the lower layer, communication towards the 
UICC is achieved with the use of the SATSA-APDU package. 

An example of how the middleware is used can be seen in Figure 1. An upper layer 
application wants to retrieve some values from the UICC. In order to do so, it calls the 
corresponding methods from the middleware. The first time the middleware is called 
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it establishes a connection with the UICC and leaves it open throughout the execution 
time of the upper layer application. Afterwards, since the connection is open, the 
middleware communicates with the UICC and fetches the data buffer, which contains 
the values that are requested. Then it parses the buffer and returns to the upper layer 
application the correct value. 

In our implementation we provide the following API categories to the upper layer: 
Identification Data, Financial Data, Mobile Application Data, Security Data, System 
Data, PIN Commands and Middleware Operations. Each category further consists of a 
different set of buffers which store corresponding data. For example,  
the Identification Data category consists of the Wallet Owner, the Wallet Issuer and 
the SAFE System data buffers. Each of these buffers handles specific values, like the 
ones shown in figure 1. Each buffer has a different access method that can require 
authentication before giving read/write rights to the upper layer. Therefore strong 
access control can also be enforced. 

 

Fig. 1. An example use of the middleware. The upper layer application wants to retrieve three 
attributes from the UICC. To do so it calls the corresponding methods from the middleware.  
a) Call corresponding middleware method. b) Request data buffer which contains the desired 
variable. c) Send the requested buffer. d) Save the buffer in the memory. e) Parse the buffer, 
return the value. f) Read the buffer from the memory 

For our middleware we introduced internal working memory. So, when the 
middleware reads a buffer from the UICC, it stores it temporary in its memory. As a 
result, when the middleware needs to fetch another value that belongs to the same 
buffer, it will first check if it has already stored that buffer in its memory and then 
read the data from there. This leads to a significant decrease in the number of 
transactions with the UICC and hence makes the whole process a lot faster to 
complete while at the same time it extends the UICC’s lifetime. 

The decision of how to manipulate the memory is left to the mobile application 
developers. For example, they may choose not to use the memory at all or use it as  
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much as possible in order to minimize the transactions with the UICC. This can 
depend on the hardware specifications of the UICC. If the UICC can support a very 
large number of read/write cycles, [13] for instance supports 500,000 cycles, use of 
memory buffers may not be needed. 

5 Interactions with UICC 

UICC is the new generation of chips used for mobile communications, usually known 
as Subscriber Identity Module (SIM). It is introduced by organizations like ETSI, ISO 
and GSM that promote next generation of SIM chips as an open and service-oriented 
platform. UICC is no longer a closed environment and technology, but a multi-
application hardware and software environment [7]. It allows other applications, 
besides standard SIM application, to reside and run on the same chip. SIM and other 
applications are parallel and managed simultaneously by the card operating system, 
i.e. Global Platform [8]. Figure 2 shows the infrastructure of the UICC [9]. 

UICC

WIM

Ticketing

EMV

USIM SIM

Electronic
Purse

Phonebook

(U)SAT

GSM Purse
 

Fig. 2. The Internal Structure of UICC and Its Applications (adopted from [9]) 

Another significant innovation of UICC technologies is that they are now enabled 
by the Java virtual machine. So, all UICC internal applications are developed using 
Javacard Framework, which is much smaller and more compact compared with other 
platforms, for instance Java EE. These on-card Java applications are called Javacard 
applets. Even though the on-card Javacard language and environment is a subset of 
full Java language and environment, it integrates some other technologies specially 
created for SIM chips, called SIM Toolkit. The SIM Toolkit is a set of international 
standardized commands. Using it Javacard applets can construct their own Graphical 
User Interface [10]. Javacard technology and SIM Toolkit make it easier to develop a 
complete application for UICCs. 

Javacard applets reside on the UICC and they are accessed by the middleware. 
Actually, Javacard applets stored in UICC support and respond to the middleware’s 
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requests. The middleware provides high level APIs to upper layer developers by 
“translating” them into sequences of corresponding APDUs. After that, it sends those 
APDUs to Javacard applets. All APDUs are predefined and standardized. In our 
implementation, we have two types of APDUs: for standard functions of Javacard 
applets we use standard APDUs [8]. However, for our Wallet application that uses our 
Wallet applet, there are no standard APDUs, so we have created our own APDUs 
supporting secure mobile payment functions and data handling. Only the middleware 
and the specific applet loaded in the UICC understand the meaning of these APDU 
commands, so they can successfully communicate with each other. When the UICC 
receives an APDU, the command is analyzed by the on-card operating system and 
then the corresponding applet is activated. The applet executes specific function that 
the APDU requires and sends back the response. The whole process is completed 
within the UICC; data are passed back to the middleware through a secure channel, so 
UICC provides support to and guarantee full data security. The complete process is 
shown in Figure 3 (adopted from [11]). 

The secure channel that is created between the UICC and the reader (handset) is 
based on authentication using each one’s set of Master keys. The middleware residing 
in the handset uses connection tools (SATSA for example) sending APDUs to UICC 
chips. The master keys of the chip are pre-set in the connection tools. During the 
authentication the security requirements, i.e. encryption, integrity, are negotiated. 
Finally, with a set of temporary keys, deriving from the Master keys, the session keys 
are established. This whole process is transparent to the upper layer and is described 
in the GlobalPlatform Card Specification [8]. 

There are two different approaches in order to load the applet into the UICC. The 
first one is to load the applet before the UICC SIM card is removed from the plastic 
housing. The application is loaded into the card with other applications, i.e., 
communication applications. This is done by the network operator during the chip 
personalization process. 

The second approach is to load the applet using the OTA protocol. OTA protocol is 
designed to load and manage applications in UICC modules after they are delivered to 
subscribers. The back server sends a set of commands to the UICC module in order to 
update either the applications or the data. OTA protocol provides the possibility for 
service providers to maintain their applications OTA, whenever it is necessary. 

To implement the OTA protocol, several issues should be solved. These are: over-
the-air barrier to transport applications; methods to update applications and data in 
UICC modules; approaches to manage applications remotely. The solutions for these 
issues are all standardized. The barrier used to transport applications can be 
standardized message services like SMS. 3GPP TS 11.11 specifies commands for 
UICC modules that are operating files and if these commands are carried in class 2 
SMS messages, the UICC modules can recognize and execute them. Global Platform 
Card Specification V2.2 [8] specifies the administration operations to the 
applications. To prevent the OTA administration approach being used illegally, 3GPP 
TS 03.48 specifies the security mechanisms.  
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Fig. 3. The Process of Exchanging Data between the Upper Layer and the UICC 
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6 Conclusions 

With the design and even prototype implementation of our middleware, we are now 
able to store data in a secure way on the UICC module and retrieve it with ease. We 
also implemented many functions and data handling operations for secure mobile 
financial transactions. The process of using those APIs is transparent to upper layer 
applications what makes the middleware very easy to use. No extra knowledge is 
needed in order to take advantage of its capabilities. Moreover, the whole process is 
as “light”, from a computational point of view, as possible, so that no extra hardware 
capabilities are needed.  

Users of mobile phone applications that are based on our middleware can now 
securely store data on their UICC and take advantage of the capabilities it provides. 
They can be confident that data cannot be retrieved by an unauthorized person. In 
addition, they can take advantage of the UICCs mobility. Namely, users can transfer 
their UICC to another phone and all the data will be available to them as if nothing 
changed. This gives users the possibility to enjoy true mobility of their mobile phone 
applications.  

7 Future Research 

During this research we implemented the middleware using Java ME which was built 
into an existing application (Secure Mobile Wallet). Further research, however, could 
involve the process of making the middleware totally independent from any specific 
mobile phone application. It should be created as a standalone functional module that 
communicates with other applications in a secure way and then stores and retrieves 
data from the UICC.  

Moreover, besides secure storage, various additional functionalities should also be 
added. The middleware should be able to provide an interface for all the 
functionalities that are supported by all applets stored on the UICC. It should be also 
possible to support over–the–air applet management functions, such as the possibility 
to load and unload new applets or to check the available memory.  

Finally, further research could also focus on implementing our middleware for 
other platforms. Although Java ME is the most ubiquitous application platform for 
mobile devices, the fast spread of Android, as well as the already popular iPhone 
O.S., makes the need of creating a middleware that is able to run with those operating 
systems absolutely necessary. Unfortunately, by the time this paper was written, there 
were no standardized APIs for the above operating systems supporting exchange of 
APDUs with a UICC. However, it is most likely that such APIs will be soon available 
to developers. 
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Abstract. Mobile applications are growing fast due to pervasive usage
of mobile devices. With inherently limited on-device resources, plenty of
research has been conducted on job partitioning/outsourcing strategies
to execute mobile computing tasks on external sources, such as public
clouds or nearby computers. However, little is known about the perfor-
mance difference to mobile users on these external computing sources.

In this paper, considering the user’s response time and the battery
power consumption on mobile devices, we first show that outsourcing
mobile applications to public clouds may not outperform outsourcing
to nearby residential computers, particularly for delay sensitive
applications. To facilitate efficient mobile outsourcing to residential com-
puters, we propose to build a framework RoseMic (ROad-SidE-MobIle-
Computing). In RoseMic, a resource overlay network is built with users’
idle residential (home) computers. To encourage the sharing of idle resi-
dential computers, RoseMic also includes a credit based incentive mech-
anism that can be enforced automatically without users’ interferences
in order to defeat collusion attacks. To demonstrate the performance of
RoseMic, we run several real-world applications. The results show that
RoseMic outperforms Amazon EC2 by 3 times and 4 times on average in
terms of response time and the battery power consumption, respectively.

1 Introduction

With the fast development of micro-chip and wireless technologies, mobile de-
vices are gaining increasing popularity. According to International Data Corpo-
ration, the total number of hand-held devices sold in 2009 is 1,127.8 million [4].
Among them, 174.2 millions (15.5%) are smartphones, which is a 15.1% increase
from the previous year.

The pervasive usage of mobile devices has enabled fast growth of mobile ap-
plications. Compared to traditional mobile phones that are mainly used for voice
communications, today a smartphone is capable of common tasks that were only
possible on desktop computers, such as surfing the Internet, taking and editing
pictures, gaming, document processing, etc.

However, mobile devices, albeit their fastly increasing CPU speed and memory
size, are not as capable as modern desktop computers when running these appli-
cations. In particular, mobile devices are ultimately constrained by the limited
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battery supply and a prolonged computation process or a computing intensive
application can quickly exhaust the limited battery power.

To address the fundamental challenge posed by the limited on-device resources
for computing-intensive tasks, plenty of research has been conducted on design-
ing various job partitioning/outsourcing strategies [7,12,15] to outsource mobile
computing tasks to external sources. Today external computing sources are widely
available, such as public clouds or nearby surrogate computers. However, little has
been done to investigate the outsourcing performance to mobile users on different
computing sources. This is particularly important for some delay sensitive mobile
applications. In practice, a mobile user in motion may only have sporadic WiFi
connections with very short connection duration. For example, previous work [14]
has shown that with a typical WLAN with 200 meters of range, a user in motion
with a speed up to 120 Km/h can have Internet access for about only 6 - 12 sec-
onds. It is thus very desirable for a mobile user to complete the outsourcing and
get the result back as soon as possible, best in this time frame.

In this paper, we set to investigatewhere to effectively outsourcemobile applica-
tions on the road. Considering the response time to the user and the battery power
consumption on mobile devices that are critical to mobile users in motion, we first
show that outsourcingmobile applications to cloudsmaynot outperformoutsourc-
ing to nearby residential computers, particular for delay sensitive applications.
Thus, to facilitate efficient mobile outsourcing to road-side residential computers,
we propose to build a framework RoseMic (ROad-SidE-MobIle-Computing), aim-
ing to reduce the user’s response time and battery power consumption. InRoseMic,
a resource overlay network is constructed with participating users’ idle residential
(home) computers. Furthermore, to encourage users to participate in this resource
overlay, an incentive mechanism is built and enforced automatically without any
user’s interference in order to defeat collusion attacks.

To demonstrate the performance of RoseMic, we have built a prototype and
experimented RoseMic with several real-world applications, including text search-
ing, face detection, and image processing. The results show that RoseMic not
only outperforms on-device computing by 8 times and 10 times in terms of
response time and the battery power consumption, respectively, but also out-
performs Amazon EC2 by 3 times and 4 times on average, respectively.

The remainder of the paper is organized as follows. We present our motivation
in Section 2 and RoseMic overview in Section 3, followed by the detailed design
in Section 4. We present some preliminary evaluation results in Section 5 and
discuss related work in Section 6. We make concluding remarks in Section 7.

2 Motivation

Previous research has proposed that mobile devices can outsource computing
intensive jobs to public clouds or surrogate computers. To test the performance
of outsourcing to the public clouds and nearby residential computers, we have
conducted some preliminary experiments with Amazon EC2 and our local com-
puters. The experiment is to find a string in a text file. Three approaches have
been tested out.
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– Android: This is to perform computation on the mobile device itself. In
the experiment, we use Google Nexus one SmartPhone with Android 2.2
Operating System and 1 GHz CPU and 512 MB RAM.

– Amazon EC2: This is to send the data file and the computing task to
Amazon EC2. We rent EC2 and follow the instructions to get our rented
portion initialized first. Our portion of slice uses a CPU of 5 GHz and 1.7
GB of memory. The wireless network speed is 300 Kbps on average.

– Residential Computers: This is to send the data file and the computing
task to nearby computers. In the experiment, we use the Android phone to
send to the local computer in the same network via 802.11b with a speed of
10 Mbps. The local computer has a CPU of 2 GHz and 3.2 GB of RAM.
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Figure 1 shows the user response time when the same program is executed with
different approaches along the increase of the file size. It also shows that although
EC2 has a much faster CPU, the local machine outperforms EC2 by about 7
times and the performance on EC2 is even worse than the performance when it
is executed on the mobile device itself. Figure 2 further shows the corresponding
energy consumed on the mobile device for executing the program with different
approaches. Not surprisingly, outsourcing to nearby computers consumes the
least amount of energy on Android based on Power Tutor [5].

We have also conducted experiments with several other applications and ob-
tained similar results. These results show that when outsourcing mobile com-
puting tasks, the network tranferring time, i.e., the available bandwidth, has to
be taken into consideration and sometimes this may be a dominant factor. Un-
der such situations, outsourcing to nearby residential computers may be more
beneficial than to public clouds.

3 Overview of ROad-SidE-MobIle-Computing (RoseMic)

RoseMic is proposed to assist mobile computation outsourcing by leveraging
nearby residential computers. In RoseMic, we assume that data transferring in
this procedure can only be done through WiFi instead of cellular connections
considering its cost and relatively small bandwidth.

Figure 3 depicts the architecture of RoseMic. As shown in this figure, there is
a resource overlay that a participating mobile user can leverage for computing
in motion. The resource overlay consists of normal users’ residential (home)
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Fig. 3. Architecture of RoseMic

computers. In general, when a user is in motion, her home computer is often
idle, offering available CPU cycles and WiFi connections that can be utilized.
A user can register her home computer in the resource overlay (Step 2) before
her departure through the rendezvous points (Step 1). At present, we assume
there is one to one map between the mobile user and her home computer on the
overlay. It is easy to expand to the one to many case.

When the user is on the road and wants to execute some computing intensive
application, she submits the job to the RoseMic client running on her mobile
device (Step 3). The RoseMic client will contact the overlay (Step 4) by vis-
iting a well-known bootstrapping site. Such contact could be done through the
cellular connection if WiFi is not available. In the response to this request, the
user is directed to the rendezvous point (Step 5). Based on the geographical
location of the mobile user, a list of nearby residential computers on the over-
lay are identified by the rendezvous point. The rendezvous point also maintains
the credit information for each user. The scheduler running on the rendezvous
point further selects some of these computers based on its scheduling policy. The
scheduler can take a lot of factors into consideration, such as the current load
on the machines, the distance to the user, the available credit of the requesting
machine, etc.

Once the list of residential computers in the connectivity range is determined,
the list of the machines is sent back by the rendezvous point to the mobile user
(Step 5). From now on, all communications are done through WiFi connections.
Based on the list, the mobile user connects to these nearby computers and can
start the execution. If the RoseMic scheduler decides to execute the job on-device,
then it does so and returns the result to the user (Step 3). If outsourcing is more
economical, RoseMic then submits the job to the most appropriate residential
computer and waits for the result (Step 6). The RoseMic then also returns
the result to the user’s application (Step 3). Upon the completion of the task,
RoseMic automatically sends the completion information to the rendezvous point



Mobile Application Outsourcing on the Road 157

so that the credit scores of the involved users are updated (Step 7). That is,
the credit of the mobile user who requests the computation outsourcing should
be deducted accordingly and the credits of owners of the computing machines
should be increased.

Note that in practice RoseMic does not prevent the user from leveraging
public clouds when necessary. For example, when there is no nearby residential
computers available, public cloud can be used.

4 Design of RoseMic

The previous section shows that RoseMic consists of (1) a resource overlay, (2)
an incentive model and (3) a scheduler. In this section, we further present our
design of these three parts.

4.1 Resource Overlay Network

To utilize nearby residential computers, in RoseMic, a resource overlay network is
constructed by mobile users’ residential computers that would otherwise be idle.
Note that our assumption is that there is a one-to-one map between a mobile user
and her residential computer on the overlay. That is, there is a same id used to
identify the mobile device and the corresponding overlay computer. In addition,
a rendezvous point is used to store the credit made by the corresponding overlay
computer for each mobile user. Basically, the rendezvous point provides directory
services and maintain a database of record <id, location, status, credit> for
each user. Note the location is the geographical location of the mobile user’s res-
idential machine, and the status is the load state on that machine. The location
is denoted as a pair of <latitude, longitude>. The status could be one of the
following: idle, medium, busy, and is determined simply based on the CPU uti-
lization on the machine. In the following context, we assume the node and the
residential computer are interchangeable unless noted otherwise.

Node Joining. If a user wants to register her node to offer services, she can in-
struct the joining node to first contact the bootstrapping site via a Web browser
(assume the same Web site www.RoseMic.org). In the response, the rendezvous
point (RP) is returned to the joining node. Subsequently, the joining node con-
tacts the RP for joining. In the joining request to the RP, the id and location

information is also required. However, we do not assume GPS or GPS-capable
functions on the home computer. Instead, we rely on the Google Geolocation ser-
vice by enabling the “sharing your location” in the web browser. Such a request
leverages Google Geolocation service to identify the location of the requesting
computer based on nearby access points and other wireless information [3].

With the id and location information, the RP can retrieve its available
credit from the database. Furthermore, the RP sets this computer status to idle
initially, and sorts the available computers based on their location. After joining
the resource overlay network, the joining node does not keep its connection with
the RP. Instead, a participating node sends periodic heartbeat message to the
RP to notify it aliveness.
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Node Departure. A user’s residential computer may depart from the resource
overlay network for many reasons. For example, the user may want to use her com-
puter exclusively or it may simply crash. Accordingly, we classify node departure
into two categories. The first is normal departure. In a normal departure, the node
notifies the RP about its un-availability and requests to be taken off from the avail-
able list maintained by the RP. Correspondingly, the RP removes this node from
the available computer list. Since a participating node periodically sends keepalive
message to the RP, it is easy to deal with abrupt departure. Basically, if there is
no keepalive message received for a certain timeout period, the node is assumed
to be dead. Correspondingly, the node is removed from the available list.

4.2 Credit-Based Incentive Model

To encourage the contribution of idle CPU cycles and bandwidth from residen-
tial computers, we propose to build a credit-based incentive mechanism on the
overlay. The motivation behind users’ offering their residential computers is as
follows. While a user is in motion, her residential computers is often idle. So
is the residential WiFi connection. Thus, a user in motion can use other users’
computers for computation as a return of offering her computer and WiFi con-
nection for others when she is on the road. To guarantee fair sharing, users who
offer CPU cycles from their computers get credits that they could use in the
future (when they need to use other users’ computers or WiFi connections).

To keep track of the credit of each user, the credit is stored on the RP. To
deal with collusion attacks, RoseMic also includes a credit system. While more
details will be provided later, the high level idea is: upon the completion of a
task, a transaction module in RoseMic automatically reports to RP about the
computing tasks conducted on the relevant computers. Basically, the transaction
module reports 1) the id of computing requester, 2) the ids of the computers
used, 3) the amount of CPU cycles and bandwidth being used from each of
the involved computers. The RP uses this information to calculate the credits
that should be deducted from the requester and distribute these credits to the
involved ids proportionally.

For example, if user A uses the residential computer of C, the credit of user
C should be increased by the equation 1:

creditAC+ = α× CA + β ×DA, (1)

where CA represents the total CPU cycles used by user A, DA represents the
total bandwidth usage by user A, denoted by the amount of data transferred
to the computer of C from A’s mobile device for the computation. Based on
the same principle, user A’s credit is reduced. Note in equation 1, α and β are
normalization factors that can be determined experimentally and/or based on
the resource demand and supply. Initially, each user has no credit but we allow
negative credits in the system.

Our credit-based incentive model is enforced without direct involvement of
the users. This is to deal with collusion attacks that some users may launch to
claim credits for bogus transactions. Unless our transaction module in RoseMic
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is attacked and modified, no collusion attacks could be launched. In addition,
we can also enforce that a user cannot use other users’ computer unless her
computer is on the resource overlay in order to deal with free-riders.

4.3 RoseMic Scheduler

The RoseMic scheduler is responsible for finding the most appropriate residential
computers for the mobile user who requests the computation outsourcing service.
In our current design, the scheduler runs on the RP.

In finding the most appropriate computers to execute the task, the RoseMic
scheduler considers the following:

1. User’s credit: A user with a high credit score has a high priority to get her
job outsourced. This is to encourage more users to participate in the resource
overlay network.

2. Job Type: When requesting the computation outsourcing, the mobile user
also indicates the job type. Based on both the CPU and the bandwidth
demand and the data locations, nearby residential computers or the user’s
home computers are determined.

3. Bandwidth: In searching for the most appropriate residential computers for
outsourced computation, the computer with the highest bandwidth is always
selected first if other conditions are the same.

4. Node Status: Since RoseMic targets delay-sensitive applications, the status
of selected computers may affect the response time. Furthermore, it is also
important for the RP to maintain load balance across different residential
computers on the resource overlay.

Considering the above factors, RP employs its optimization function by compar-
ing the predicted response time of different task assignment strategies. It takes
a number of input and outputs the best execution strategy.

Algorithm 1. RoseMic Scheduler(I,J,L)

1: LC ← The set of available computers nearby including the mobile device and home
computer of the user calculated from I,J and L

2: LCF ← empty set
3: for each node i in LC do
4: if Jc ≤ ic then
5: add i to LCF
6: end if
7: end for
8: for each node i in LCF do
9: idt ← JD − ids
10: candidate valuei ← (ic − JC)× γ − (idt ÷ ibw)× σ − (|L− il| ÷ ibw)× λ
11: end for
12: return node i = max{∀ i ∈ LCF: candidate valuei}

In the above algorithm, I represents the user’s id, from which the credit of
the user can be retrieved. If multiple users compete for the same residential
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computers, user with higher credit gets the priority. L is the location, which is
needed to find the nearby computers available for computation outsourcing. J
represents the job type. JC indicates the CPU cycle demanded, and JD indicates
the amount of data needed to the transfered for computation. LC is the list of
the available computers, which holds the following informations for each node
in that list: 1) ic: computation power available on node i ; 2) il: location of node
i ; 3) ibw: bandwidth of the channel from the mobile device to the node i ; 4)
ids: amount of data stored in prior for a job J in the node i ; 5) idt: amount of
data needed to be transferred from the mobile device to node i. γ, σ and λ are
constants to add weight on different components. Note that we assume profiling
can be used to obtain these parameters for mobile applications.

Note that we include the mobile device and the home computer of the user
as potential candidates to execute computation as well, because computation
may be economical to execute entirely on the mobile device or the user’s home
computer, where most of the data may reside.

As shown in the algorithm, in the first step, RoseMic reduces the set of avail-
able computers nearby LC to the set of feasible computers LCF. If any node has
enough CPU to execute the job, it is a candidate and added to set LCF. The
candidate value for each node i is calculated based on the latency, bandwidth,
amount of data needed to be transferred and computation power available on
that node. The scheduler then selects the node with highest candidate value to
outsource the computation.

5 Preliminary Evaluation

To evaluate the performance of RoseMic, we conduct experiments with a RoseMic
prototype and compare its performance against when executing on the mobile de-
vice as well as executing on the public cloud Amazon EC2. In these experiments,
the credit system is not being evaluated as these experiments are conducted lo-
cally as proof-of-concept.

5.1 Experiment Setup

We use Google Android Nexus One with 1 GHz CPU and 512 RAM as the
mobile device for the local execution. We use computers with dual-core CPU
with 2GHz and 2 GB RAM to emulate overlay residential computers. The remote
EC2 Ubuntu instance has a 5 GHz CPU with 1.7 GB of RAM. We use Power
Tutor [5] to measure the power consumed by the applications running on the
smartphone. The WiFi is 10 Mbps and the average bandwidth from the Android
Phone to EC2 instance is around 300 Kpbs on average.

We have conducted experiments with three applications, 1) Text Searching,
2) Face Detection, and 3) Image Sub-Pattern Searching.

In the experiments, we emulate a 3 user model and they have identical res-
idential computers and mobile devices. The latitude and longitude of the first
user’s residential computer is 38.901222 and -77.26526, while the other two users’
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residential computers are at 38.846224 (Lat.) and -77.306373 (Lon.). The EC2
instances rented are at Northern Virginia Data Center of Amazon. We profile
each application to deduce the average CPU cycle and data transfer requirement
and we run each application in the following different environments.

– On-device(OD): This is to run the application on the mobile device di-
rectly.

– Computation+Data(CD): This is to outsource the computation program
and the data. The RoseMic client running on the mobile device gets con-
nected to the resource overlay and the rendezvous point to explore the neigh-
boring residential computers and outsource the computation with the data
file.

– Computation+Data+Node Failure(CD+F): This is to consider the
node failure in the above environment to study the impact of node failure.
When a node fails, we contact the resource overlay and the rendezvous point
once again to find another neighboring residential computer and restart the
job. To emulate node failure case, we deliberately turn off one computer in
the middle of an on-going computation when the computation is 90% com-
pleted. Then RoseMic detects the failure based on timeout and it contacts
resource overlay and rendezvous point to find another nearby residential
computer.

– Computation(C): This is to outsource only the computation for these
applications. This is to emulate the scenario when the selected residential
computer is the user’s home computer, which has the data of the task and
the mobile device only needs to transmit a small portion of data.

– Computation+Node Failure(C+F): This is to consider the node failure
in the above environment. Note that here for both the failed node and the
new node, we outsource only the computation. We emulate the node failure
case as we have done for CD+F.

– EC2 (EC2): We outsource the computation to the remote amazon EC2
instance with 5 GHz of CPU and 1.7 GB of memory. We assume that EC2
is always available and 100% reliable.

We use Java and outsource the computation class in byte code format and use
java dynamic class loader to execute the computation. We assume the computing
environment is set in advance. In these experiments, we mainly focus on the
response time and the energy consumption on the mobile device.

5.2 Experiment Results

In this section, we describe the performance of the different approaches we have
tested for the three applications. We repeat each experiment five times and
present the average of the results.

Text Search. In this experiment, the user searches a string in a text file and
the frequency of occurrence of that string is returned to the user. This simple
string counting application takes an input file of 2.6 MB. We use string matching
to find the total number of occurrence of that string in that text file.
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Fig. 4. Text Search

Figure 4 shows the performance of the application when it is executed on
the Android and the computation is outsourced. Figure 4(a) shows the response
time of the execution. Figure 4(b) shows the corresponding energy consumption
on the mobile device. In this application, if the data needs to be outsourced, it is
2.6 MB. Otherwise, only the computing program needs to be outsourced, which
is 1 KB.

As shown in Figure 4, outsourcing to EC2 results in the worst performance in
terms of both the response time to the user and the amount of energy consumed,
which are significantly larger than if the application is executed on the mobile
device itself. On the EC2, the response time is over 50 seconds. If we consider
the average connection time of a mobile user with a roadside WiFi ranges be-
tween 6-12 seconds [14], this is impossible for a mobile user to get the result in
time in the same communication session although EC2 has a faster CPU speed
(note that Amazon Northern Virginia Center is in the same region where these
experiments are conducted). This would be a critical problem for delay sensitive
mobile applications that a user waits to get the result back.

Figure 4 also shows that although outsourcing to nearby residential computers
demands some bandwidth for file transferring, the response time and the total
energy consumption on the mobile device are 69% and 59% less than that when
the application is executed on the mobile device itself, respectively, indicating
the benefit of the outsourcing.

As residential computers may not be reliable for many reasons (e.g., a user
comes home and wishes to use her computer dedicatedly), we also study the node
failure for this application. Figure 4 shows with node failure, the performance
of outsourcing still outperforms the on-device computing in terms of both the
response time and the total energy consumed on the mobile device, although
there is a 76% and 200% increase compared to if there is no node failure.

Face Detection. In this experiment, we take a picture of a human face and
try to match it with all the pictures in a folder previously taken. We use Cross-
Correlation Function [2] to find the correlation between an image pair. Based
upon that, we detect a particular person. We have each image in a different jpg
file. The correlation between the files has been calculated by taking input from
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three different streams for 3 RGB values. The resultant size for the reference
images is 575 KB in total and the newly taken image size is 145 KB. So the total
size of the data file is 720 KB, and the computation program is 3 KB.
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Fig. 5. Face Detection

Figure 5 shows the performance results when the program is executed in dif-
ferent environments. For this application, Figure 5(a) shows that executing on
the Android takes the longest time of about 94.5 seconds. In all the outsourc-
ing scenarios, the response time is significantly reduced. Not surprisingly, the
corresponding energy consumption is the largest for the on-device execution.

While in all the outsourced computation scenarios, both the response time
and the energy consumption are reduced, the reduction when the program is
outsourced to the nearby residential computers is more pronounced than when
the program is outsourced to EC2: on the residential computer, the response time
is about 10.25 seconds and 11.90 seconds without or with the data transferred.
This indicates that it is possible for the user to get the result back with the same
connection when the user is in motion. Correspondingly, the energy consumed
is only about 23% and 36%, respectively, when the computation is outsourced
to nearby residential computers.

Even when there is node failure, Figure 5 shows that both the response time
and the energy consumption increases by 107% and 127% compared to their
counterpart without any node failure, the results are still comparable or better
than those when outsourcing to EC2, in terms of response time and energy
consumption, respectively.

Image Pattern Search. In this experiment, we take a picture and try to find
the picture as a part of another large picture in a folder previously taken. We
use Cross-Correlation Function [2] and 2D Logarithmic Search [13] to find the
sub-image. We have each image in a different jpg file. The correlation between
the files has been calculated by taking input from three different streams for 3
RGB values. The resultant size for the reference image is 1.7 MB and the newly
taken image size is 260 KB.

Figure 6 shows the performance results when the program is executed in
different environments. For this application, Figure 6(a) shows that executing on
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Fig. 6. Image Pattern Search

the Android takes the longest time of about 163.9 seconds. In all the outsourcing
scenarios, the response time is significantly reduced. Correspondingly, the energy
consumption is the largest for the on-device execution.

While in all the outsourced computation scenarios, both the response time
and the energy consumption are reduced, the reduction when the program is
outsourced to the nearby residential computers is more pronounced than when
the program is outsourced to EC2: on the residential computer, the response time
is about 13.37 seconds and 14.52 seconds without or with the data transferred.
Correspondingly, the energy consumed is only about 10% and 11%, respectively,
when the computation is outsourced to nearby residential computers without or
with the data transferred respectively.

When there is node failure, Figure 6 shows that both the response time and the
energy consumption increases by 40% and 136% compared to their counterpart
without any node failure. These results are still much better than those when
outsourcing to EC2.

Summary: The experimental results show that while computation is outsourced
to local residential computers, the overall performance is better than when the
computation is outsourced to EC2, though EC2 is much more powerful than
nearby residential computers in terms of the CPU speed. The average gain for
the response time is about 8 times and 3 times compared to if the computation is
executed on Android or outsourced to EC2. The corresponding energy reduction
is 10 times and 4 times, respectively.

We also note that EC2 performs the worse than on-device execution in Text
Searching but performs better in the other two applications. This is due to
the nature of the applications. Face Recognition and Image Pattern Searching
applications are more CPU intensive than Text Searching. Thus, even executing
on Android is faster than outsourcing to EC2, where data transferring becomes
a dominant factor.

Note that the above results are case studies because a different user who has
a different distance to EC2 or have conducted experiments on EC2 at different
times or have conducted experiments with different applications with different
data size and bandwidth may have different results.
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6 Related Work

Outsourcing computing tasks from mobile devices to powerful computing re-
sources, also referred to as remote execution, has been researched for over a
decade [7,12,15,8]. The increasingly popular and pervasive usage of mobile de-
vices makes this imperative. To outsource the computation, two classes of ap-
proaches have been studied. The first is to create the computing environment
without modifying the applications. For example, work [9] proposes a full virtual
machine clone technique that can enable the applications to be run without any
modification on the cloud. This approach, however, has to consider the signifi-
cant overhead of cloning the mobile environment, which may be expensive and
delay the computing process, whether on the public computing clouds or nearby
surrogate computers [16].

Instead of cloning the computing environment, the second approach is to parti-
tion the job between the mobile device and external computing resources [7,8,10].
Many of existing studies mainly aim to simplify such a process. Balan et al. [7,8]
propose to augment the computation and storage capabilities of mobile devices
by exploiting the nearby (surrogate) computers. Rudenko et al. [15] suggests
that if the total energy cost of sending the task else where and receiving the
result back is lower than the cost of running it locally, then remote process ex-
ecution can save battery power. Flinn et al. [12] also propose a similar idea,
in which remote execution simultaneously leverages the mobility of mobile de-
vices and the richer resources of large devices. Studies [17,10] demonstrate the
ability to partition the application and associate classes and thus outsourcing
them. MAUI [11] is recently proposed to partition the program dynamically and
submit it on surrogate computers.

Nevertheless, there is little research on where mobile applications should be
outsourced. We consider this problem because the response time and the battery
power consumption are critical to mobile users in motion. In addition, RoseMic
leverages the idle CPU cycle and bandwidth sharing to assist mobile application
outsourcing on the road. This is different from SETI@home [6] and BONIC [1],
where participants purely voluntarily contribute their CPU cycles to a scientific
problem. In RoseMic, participants share CPU and bandwidth with each other
in a P2P fashion in order to get services.

7 Conclusion

The pervasive usage of mobile devices demands a flexible and effective compu-
tation outsourcing mechanism. While a lot of work has been conducted on job
partitioning/outsourcing, in this study, we have investigated the effectiveness
of outsourcing to nearby residential computers, particularly for delay-sensitive
applications. To reduce the user response time and the energy consumption on
mobile devices, we have designed a framework RoseMic to effectively support
mobile computation outsourcing. We have experimented with several applica-
tions and our preliminary results show that our approach can more effectively
improve the user response time and reduce the energy consumption on mobile
devices than outsourcing to public clouds.
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Abstract. Interactive mobile applications require a highly available
multicast service for information dissemination and collaboration, while
being able to withstand mobility-induced network connectivity problems.
However, efficient and reliable wireless multicast has remained a difficult
challenge. We propose a novel wireless multicast scheme that allows more
efficient and mobility-proof multicast in mobile cloud environments. Our
scheme uses a distributed caching and deferred acknowledgement (ACK)
technique to reduce delivery ACK traffic during a multicast session. Pack-
ets with pending ACK are cached in selected network nodes to provide
fast re-delivery. A distributed multicast tree construction algorithm is
also utilized to provide fast topology repair under dynamic network con-
ditions. The tree maintenance requires each node to keep track of its
2-hop neighborhood connectivity. Our scheme’s ability to overcome fre-
quent network topology changes leads to a low message exchange over-
head to correct local topology errors.

Keywords: multicast, mobile cloud, reliability, mobility, fail-recovery,
MAC protocol, wireless network.

1 Introduction

Cloud computing with mobile devices [10–12] enables many new exciting appli-
cations that were unavailable in the past. For example, a mobile cloud could
be made of smart phones to process real-time data (e.g., video and audio feeds,
GPS coordinates). Other mobile cloud applications might involve realtime con-
trol/actuation (e.g., to physically turn on a ventilating fan) in wireless powered
sensor networks. Such new applications need a capable and reliable communica-
tion infrastructure (both wireless and wired portions) to move large amount of
data between mobile nodes in a timely manner.

One challenge in the intersection of mobile and cloud computing is the lack of
mobility-tolerant middleware services. Reliable wireless multicast service would
greatly enhance many mobile cloud applications. For instance, a mobile ap-
plication utilizing a cloud of street video cameras can support a wide range
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of image-based searching tasks (e.g. missing children, terrorist suspects). Such
applications would depend on a reliable multicast service to distribute target
pictures to all cloud nodes. Other wireless-based applications can also benefit
from the service tremendously. Network-wide information dissemination, such as
distributing new program/firmware across a re-programmable sensor network,
could be performed more efficiently.

However, multicast in wireless mobile networks is expensive and significant
network resource and energy must be committed to overcome a wide range of
communication problems, from device failures, short term link lost, to packet
delivery failures due and node movements. The fundamental challenge of mul-
ticast reduces to the efficient construction and maintenance of a multicast tree.
The problem has been studied by many researchers [1, 3, 6] for both wired
and wireless networks as an instance of the Minimum Connected Dominant Set
(MCDS) problem, and recent work focuses on distributed multicast protocols
[7]. Distributed solutions are attractive since localized decision making is more
adaptive to a changing mobile environment.

When reliable packet delivery is added to the requirement, the problem be-
comes even more challenging. An intuitive solution requires all target nodes to
acknowledge the receipt of each multicast packet. The multicast source is forced
to schedule retransmissions until all nodes confirm a packet reception. If the
multicast network contains more than one level of relay structure, the ACK
traffic must be relayed back to the source node through the same network (but
in reverse direction). To further complicate the matter, node movements during
the multicast session will cause topology change and possibly interrupt the ACK
process. The ACK from a moving node might have to be relayed to its origi-
nal parent node to avoid unnecessary retransmission. All scenarios considered,
significant amount of network traffic would be induced to an already congested
network.

We observed that multicast traffic is sessional by nature: multicasting a video
frame at the application layer will result in a stream of multicast packets from
the same source node. Such traffic pattern is utilized in our design to im-
prove reliability at a moderate message cost. Our solution consists of two key
techniques:

1. We use a distributed caching and deferred ACK protocol to reduce the re-
quired ACK messages while still providing reliable tracking of data delivery.
Multicast packets are cached throughout the network to provide a swift
retransmission of dropped packets. The readily available of large flash mem-
ory in today’s mobile devices provides significant cache benefit. Specifically,
we are able to save significant ACK-related messages through the deferring
scheme.

2. For route construction, we use a modified Distributed Local-Gain-Maximizing
(DLGM) algorithm [17] to form a decentralizedmulticast tree that avoids net-
work flooding. The scheme utilizes a multicast session concept so that multi-
cast packets belongs to the same session can be handled with efficiency by
reusing the routing path of a previous packet. Our DLGM-s algorithm, short
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for DLGM-with-Session, is designed to handlemulticast failure caused by node
movements and reuse routing decision from previous packets. The uniqueness
of our algorithm is that the multicast tree is formed during the media access
stage and the algorithm is executed by all nodes to determine whether or not
it should relay, delay, or ignore a new multicast packet. The algorithm is in-
herently distributed and adaptive to topology changes. Each node’s local de-
cision takes into account a dynamic multicast-gain calculated from the local
connectivity and relaying activities at nearby nodes.

The rest of this paper is organized as follows: Section 2 provides a summary of
related work; Section 3 shows the architecture of the proposed scheme and its
packet delivery performance; Section 4 provides a qualitative analysis of relia-
bility against device mobility for the relevant methods; Section 5 concludes this
paper.

2 Related Works

Cloud computing [8] originates from service-oriented computing where hardware
and software resources are provided as services and applications are regarded as
consumers. Recently, the cloud computing model is extended to utilize mobile
devices (such as smart phones) as hardware farms [13] at the cloud side to aug-
ment its computing capabilities. Mobile cloud applications can leverage all of the
advantages from the conventional cloud concept, such as computation offloading
to data centers [11]. In [14], an Android based smart phone and the Elastic Com-
pute Cloud service of Amazon Web Services (http://aws.amazon.com/ec2/) is
used to create a mobile cloud traffic light detector application. The smart phones
are used mainly as video capture devices, and Amazon’s cloud receives and pro-
cesses the video frames.

Reliable multicast in a traditional network requires two all-to-one transmis-
sions per packet: the Confirm-To-Send (CTS) stage and the ACK stage. Both
consume considerable network resources. Several solutions were proposed in the
past to use certain delay strategies to avoid CTS/ACK collision, or use selective
CTS/ACK replying to reduce the problem to a manageable scale. However, most
of this work is performed within a single hop network and there is no consid-
eration to support multicast session. We observe that many practical multicast
tasks would consists of many packets from the same source. We thus believe
that, instead of replying ACK immediately, a deferred ACK scheme at the ses-
sion level could allow a node to reduce ACK traffic without compromising the
overall network trackability.

On the routing side, many existing multicast protocols construct a multicast
tree through network flooding. However, simple flooding is known for its low
efficiency due to many overlapped transmissions. Traditional multicast protocols
are mostly best-effort type of services without delivery confirmation to save
bandwidth.

The construction of the multicast tree can be formulated as an instance of
the Connected Dominant Set (CDS) problem. CDS is known as an NP-complete
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problem and many heuristic algorithms have been discussed [5], some of which
are distributed solutions for ad-hoc networks [4, 6, 7]. The method by Wieselth-
ier et al.[15] shows that discovering the minimum-size multi-point relay set
(MSMRS) is NP-hard. Qayyum et al. proposed MRP (Multipoint Relay
Protocol)[3] where each relay node must select some of its 1-hop neighbors to
further relay the multicast packet. A source-initiated CDS is thus formed as the
broadcast packet is relayed throughout the multipoint relays.

The algorithm discussed in [5] is based on a generalization of Chvatal’s greedy
algorithm for the set cover problem. The algorithm obtains a dominant set S first,
then it grows the dominant set by searching S’s neighbor nodes and including
vertexes of the highest degree. The MCDS algorithm requires the global knowl-
edge of the network topology, which is expensive to implement in a distributed
environment. Wan [4]shows that at least O(nlogn) messages are required.

Wu and et.al. [1] [2] use a two-stage algorithm that takes an opposite ap-
proach. Their algorithm initially obtains a relative redundant CDS by choosing
nodes whose neighbor sets are not completely overlapped. This is followed by a
prune process to eliminate as many locally redundant nodes as possible while
maintaining the required connectivity. The mark process and the original two
prune rules require N2 neighbor knowledge and is a purely discrete algorithm.
Wang et.al, [17] use a concurrent CTS method to reduce the CTS overhead and
DLGM algorithm to construct a hidden routing tree. The work presented here
could be considered as an extension of this work in multicast session scenarios.

3 Overview

We assume a hybrid ad-hoc wireless network architecture that consists of three
types of nodes: (1) A central node (C-Node) for monitoring and controlling
purpose; (2) a set of stationary relay nodes (R-node) whose sole purpose is to
facilitate routing and packet forwarding; (3) and a dynamic set of mobile nodes
(M-node) who provide application specific computing, sensing, and actuating
resources needed in mobile cloud applications. The concept of R-node is com-
monly used in the Wireless Sensor Network (WSN) community to alleviate the
packet routing problem, similar to wireless access point in WLAN or base station
in cellular networks. In addition to the fixed R-nodes, any M-node could claim
itself as an R-node based on its position in the topology. Compared to other
work, one distinct difference of our network architecture is that M-node assume
a critical role in packet routing and delivery confirmation. As will be demon-
strated later, such design greatly enhances the network’s ability to operate even
in high node mobility situations. Figure 1 shows a mobile cloud application at
our institute where the proposed network architecture will be used to create a
smart high-tunnel greenhouse. The demonstration network consists of wireless
sensor devices, both static and mobile, to collect crop growth information and
control irrigation/ventilation/pesticide delivery.
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Fig. 1. Smart High-tunnel Mobile Cloud Demonstration Network

3.1 Problem Description

Many events can interrupt packet delivery during a multicast session: a node
might be temporary out of reach, a packet might be dropped due to interference,
or a node might experience hardware failure. To simplify our discussion, we
exclude situations when packet delivery is physically impossible, which translates
to the assumption that all nodes are connected and there is no permanent node
loss. It is further assumed that all nodes are aware of the existence of some
other nodes in the network and their ID, though the global network topology is
unknown.

To achieve reliable multicast, the network must have a proper packet tracking
ability and retransmission mechanism. Traditionally multicast packets are not
cached other than in the source node, thus all packet delivery confirmations
must be forwarded to the source node. If some packets need to be retransmitted,
the process will start from the source node and possibly go through the entire
network again even if many nodes might have already received it. In our scheme,
the problem is solved by using dedicated multicast cache (M-cache) at all nodes
for packet caching. Given that today’s mobile device have access to gigabyte-
level inexpensive flash memory for secondary storage this caching mechanism is
practically achievable. The wide availability of cached copies of multicast packets
is what makes the proposed scheme reliable and efficient.

3.2 Node Behavior: Deferred ACK

The rationals behind a deferred ACK scheme is the assumption that the mul-
ticast session might consist of many packets. Since a previous packet could be
acknowledged through a piggy-back ACK from a later multicast packet (of the
same session), it is unnecessary for all nodes to ACK for every new packet.
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With carefully designed ACK and caching policy, it is possible to save much
of ACK related network traffic. In the following discussion, we will use a dot
notation when a specific field of the signalling packet is mentioned, e.g., RTS.seq
represents the seq field of the RTS message.

The deferred ACK protocol is based on a modified RTS-CTS MAC layer
function to regulate transmission activities in a given 2-hop cell. To relay a
multicast packet, an R-node r needs to first transmit an RTS message to start
acquiring the wireless channel. In a conventional multicast protocol, all nodes
neighboring with r should reply with an CTS message to complete the channel-
reservation process. If the R-node does not receive all CTSs, a data packet will
not be transmitted to avoid collision. In our new protocol, the RTS packet will
contain an ctslist field to specify m representative nodes for reply. If an M-node
is selected, its CTS packet should be transmitted at a time slot indicated in
the the corresponding RTS message. The CTS message will also function as a
piggy-back ACK for its expected data packet. We hence use the term CTSACK
for the modified CTS message.

After the RTS stage, the R-node will wait for m + 2 time slots to collect
CTSACKs where the first m slots are reserved for the polled M-nodes, and the
last two slots are open to any new nodes that just joined the current cell. Each
CTSACK message also contains a source ID field so the R-node can update
its local topology as well as the delivery status for cached packets. The R-node
also interprets CTSACK.seq + 1 as the next expected packet of the respective
M-node. If the CTSACK.seq+1 is less than the sequence number of the current
pending packet, an implicit retransmission requests would be entered for the cor-
responding packet into transmitting queue. Finally the R-node decides whether
the current DATA packet should proceed, or a the RTS must be repeated.

The M-node behavior after receiving a RTS is fairly straightforward:

On Receiving an RTS

1. If the sender is not my uplink node, skip,
2. If the sender is not in my neighbor list, prepare a CTSACK message with

subtype TU (topology update) and content for one of the two free CTS slots.
3. Otherwise, if the local node ID is listed in the ACK responder field of the

received RTS, prepare CTSACK and transmit it at the designated slot. The
current expected packet sequence number is included in the CTSACK.

For both R-node and M-node, a newly arrived multicast packet will be added to
the local M-cache. For each entry in the M-cache, a node v maintains two lists: a
ACK list and a CTS list to keep track of the status of its M-nodes. The ACK list
contains all M-nodes that are associated to v. The CTS list will be changed if a
node change its association or is not interested to a particular multicast packet.
The ACK list is initialized to CTS list and updated accordingly when an CTS
packet is observed. The pseudo-code in Figure 2 described the detailed protocol
of the R-node to manage the multicast cache and determine its retransmission
activity.
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R-Node Protocol
st ∈ {READY , mRTS, rRTS, DATA, IDLE
T0 : timer; recvcount : integer; WSIZE : integer

(st==READY) and (have new packet in M-cache)
send RTS
set T0 = m+ 2 CTS slot and start T0

��� st := mRTS
(st == mRTS) and (T0 not expired) and (received a CTSACK packet)

seq = CTSACK.seq
if cache[seq+1] does not exist

insert rtxUP event
else

insert rtxlocal event
src = CTSACK.src
cache[seq]->ack[src] = 1
cache[seq]->ackcount ++
if (cache[seq]->ackcount > 1/2 * N) mark replaceable flag
CTScount++
if (CTScount > 1/2 * m)

��� st := DATA
(st==DATA)
send data packet
st:=IDLE

(T0 expired)
if (CTScount < 1/2 m)

��� st = rRTS
TUTrigger -=1

else reset TUTrigger
(st == rRTS)

determine the new list of ACK[wait] list
append the code ids in
the MRTS packet.
reset T0 and re-send MRTS packet
st:= mRTS

st==IDLE & rtxlocal event
select the oldest packet from
cache that is marked for retranmission

remove its retx flag
add the packet into tranmission buffer
st := READY

st=IDLE & rtxUP event
compile the missing packet ids

and send request to upstream.
st=IDLE TUtrigger==0

broadcast topology update ’hello’ message

Fig. 2. R-node behavior. N is the size of local cell. m is the length of ACK list field.
The protocol requires at least 50% of polled nodes to ACK.



174 J. Wang et al.

3.3 Routing Behavior

Defining cell N(v) as node v’s neighbor set, the multicast routing problem is
formulated to a MCDS problem [4, 6, 7]. Denoting graph G(V,E) for the under-
lying network and s ∈ V the multicast source node, the problem of seeking the
optimum multicast tree is to find the smallest tree T , such that

⋃

v∈T

N(v) = V

and
s ∈ T

We now discuss how a distributed multicast scheme would be constructed by
maximizing the local multicast gain.

Since a distributed routing solution can’t assume the knowledge about the
global topology G(V,E), we seek to maximize the number of newly covered
nodes per transmission during a multicast session. The basic routing method
is the DLGM (Distributed Local Gain Maximum) algorithm in [17]. The main
modification here is the mechanism to reuse past routing decisions. For clarity,
we summarize some of the key features of DLGM.

Unlike other routing methods where each node must maintain a list of neigh-
bor node for local relay, DLGM rely on each nodes making individual decision
based on a locally calculated gain factor. To maximize multicast coverage, the
self-nominated relaying nodes should cover as many new nodes as possible. Mean-
while, the relaying nodes should be sufficiently separated each other to allow par-
allel relaying actions. Such design has obvious advantageous in a highly dynamic
environment where the bulk of effort for routing tree update could be spared.

The DLGM algorithm requires that each nodes keep track of multicast status
in its neighbor area. For each node v ∈ V , we denote its direct neighbor set by
N(v). At each node v, we maintain (1) N(v), and (2) N(u) for each u ∈ N(v).
That is, each node knows the network topology of its 2-hop neighborhood. The
2-hop neighbor set surrounding v is denoted by N2(v) = N(v)

⋃
i∈N(v) N(i).

The modified DLGM algorithm will be executed by all nodes when receiving
a data packet to decide whether the received packet will be relayed, delayed or
discarded (the protocol behavior is based on an arbitrary node v). The algorithm
utilizes previous relaying experience to accelerate decision making. For a new
packet from node u, node v will examine weather the N2 neighbor of u has
been changed since last relay. If nothing has been changed, v will delay the same
dbackoff slot before MRTS. The assumption is that other nodes in N(u) will
make a similar decision to use their old delay slot. Since there is no conflict
among the delay selection in the previous packet, the probability of no collision
is high with the local topology unchanged.

Distributed Local Gain Maximizing with Session (DLGM-S)

– For each node i ∈ N(v), define a multicast gain function g(i) as the number
of nodes in N(i) that are not marked. Initially all nodes are not marked,
thus g(i) = |N(i)|.
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– When receiving an MRTS packet from a node u, mark all nodes in N(u) as
received.

– For each node i ∈ (N(v)
⋂

N(u))/v, update their g(.) function accordingly.
Particularly, g(u) will become zero.

– If there exists a node i ∈ (N(v)
⋂

N(u))/v such that g(i) >= g(v), node v
will mark a delay flag. and wait.

– wait for the data transmission from node u to complete.
– If N2(u) topology is intact, and the past packet from u is relayed

without collision
• wait dbackoff slot as determined in the previous multicast packet.
• enter MRTS stage for the pending packet.
• If MRTS collision, redraw dbackoff and mark collision flag.

– if N2(u) changed since last packet, or there were MRTS collision in the last
relay attempt
• backoff a random period from dbackoff = [1 g(u)] slots;
• otherwise send an MRTS to relay the multicast packet.

3.4 Protocol Analysis

In this section, we demonstrate some properties of the DLGM algorithm by
proving two facts: (1) the deferred ACK algorithm is correct, in the sense that
all nodes will receive the multicast packet as long as the network is connected,
and (2) the DLGM-S algorithm provides the local greedy propagation.

Proposition 1: Let G(V,E) be the graph representation of a wireless network
under consideration, S be the multicast source node and M be the data packet;
then for ∀v ∈ V , v will receive M in a finite period of time.

Proof: The proof for a stationary network is given in [17], hence we focus on
the scenario where node v missed a packet after its movement or other topology
change. Assume that v is associated to a new upstream node u, and u has com-
pleted broadcasting of p before v join. According to the deferred ACK protocol
in Fig 2, node u employ a round robin selection for its ctslist, which imply that
each of its neighbor, including v, will be selected to CTSACK at some time.
Since node v’s CTSACK.seq field serve as the last received packet at node v,
this gives node u a chance to lookup its local cache and schedule a future re-
transmission (see the rtxlocal and rtxUp state in Fig 2. If the local cache in u
does not contain such packet (due to replacement), the retransmission request
will be passed up to node u’s upstream until the request can be served. �
Proposition 2: Let node S be the multicast source node andM the data packet.
LetN(S)1 be S’s neighbor andN(S)2 be S’s two-hop neighbor set. After S sends
out M , the next relaying node r must have the largest degree in N(S)2−N(S)1.

Proof: Since the extension in DLGM-S is concentrated on the determination
of waiting slot. It inherit most of the features in DLGM, including the logic
to determine local relay behavior. In particular, each node still must track the
delivery status of its neighbors, thus the proof in [17] still apply. A new cases
need to be addressed where N(u) is changed at the time of relay decision at node
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v. This could be argued in a similar fashion as in [17] under the assumption that
the join of a new node needs to be broadcasted from node u, thus all exisiting
neighbor of u will learn the topology change at the same time. �

3.5 Performance Evaluation

The performance of the proposed protocol stack is evaluated by simulations. The
goal is to observe and compare the performance of the proposed scheme under
different network configurations such as network size, density, and mobility.

As in [17]. our simulations consider a 1000*1000 square meters area. To ex-
clude noise of extreme topology, the testing network is generated such that a
specified network size and node density requirement are satisfied. To determine
the connectivity of a generated network, a uniform radio transmission range
R ∈ [50100] meters is assumed. Any pair of nodes is connected if their distance
does not exceed R.

3.6 Multicast Cost

We are first interested in the multicast transmissions attempts during a multicast
session in a static setting. Note the transmission number Tx does not include
the RTS/CTSACK signaling packets.

We increase the number of network nodes m from 10 to 150 in the simulated
area. Randomly generated topologies are used to test relevant multicast protocols
including MPR and the DLGM/CTSACK methods.

Figure 3.(a) shows the overall multicast transmit time for networks of different
size. The average connectivity is fixed as D = 4. The size of ctslist is denoted by
the variable beta. We set p to 0.75 and 0.4 to represent two relaying behaviors:
with beta = 0.75 representing a relatively conservative protocol where the R-node
demand 75% of its neighbors to reply. beta = 0.4 being a moderate aggressive
protocol where the R-node only require 40% of its neighbors to transmit data
packet. Our DLGM with p = 1 achieves another 5% reduction in the total delay
time. The size of ctslist offers an effective control of protocol behavior over
large dynamic range. A small beta value allow a R-node to quickly enter to data
transmission stage, but might suffer increased probability of collision since other
R-nodes might also have collected its needed CTS votes. With beta = 1 the most
stringent media reservation policy is enforced, and the collision is minimized.

3.7 Transmission Energy Expenditure

To study the protocol behavior over different network topologies, we take a close
look at the transmission number Tx, which has strong correlation to the total
energy expenditure in a multicast session and how fast multicast can be done.
Figure 4 shows Tx of the proposed scheme for two network topologies of different
node density. One topology has a node density of D = 4 and contains m = 30
nodes, and the second topology has D = 4 and m = 60. The result set for
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each case represents 500 randomly generated network topologies of the specified
average network density.

Figure 4.(a) shows Tx-vs-topology for the first result set. It is observed that
the performance of the multicast protocol varies significantly from topology to
topology even when the total node number and degree are the same. The lowest
transmission cost is observed at topology #27 with Tx as three time slots. This
best-case topology is isomorphic to a degree 4 complete tree. It is worth noticing
that Tx = 3 is the lowest transmission cost achievable for a network with d =
4,m = 30 ( since 2 < log4(30) < 3). The longest transmission delay observed in
this set of simulations is 20 time slots. Topologies with long delay usually have a
long single chain and a cluster of nodes forming a clique. The existence of clique
increases the average node degree, while the long single chain causes the long
multicast time.

Figure 4.(b) shows the distribution of Tx. The observed distribution approx-
imates a well-defined Gaussian function with a mean multicast time Tx of 12.
Figure 4.(c) and (d) show the results for networks with 60 nodes (N = 60). The
corresponding best scenario result is 7 time slots, and the worst case result is 36
time slots. A similar Gaussian distribution is observed.

4 Fault Recovery and Handoff Processing

Node failures/mobility might cause packet delivery problems to an extended
network portion for ongoing and consequent multicast sessions. As shown in
[17], packet loss could be caused by the poor handling of node movement even
the network is physically connected. Ramani et.al, [16] reported that the break-
and-reconnect period of 802.11 networks in infrastructure mode could be several
seconds. Large portion of the delay is due to DHCP exchanges between the
moving node and the new R-node. During the handoff period, a node will be
unable to receive any packets (the decoding of overheard packet require the
knowledge of the encryption key).

A more complicated scenario is that an R-node itself goes through a handoff
process. As a relay vehicle moves away from its own gateway, the uplink channel
quality will degrade and eventually the node needs to re-establish a connection
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Fig. 4. (a) transmission attempts for D=4, m=30; (b)histogram of transmission time
for D=4, m=30; (c) transmission attempts for D=4, m=60;(b) histogram of transmis-
sion time for D=4, m=60;

to a new gateway. This might force all downstream vehicles to execute a sec-
ondary handoff procedure. The aggregated delay will be far too long for certain
applications, such as unmanned aerial vehicle control.

For simplicity, our analysis only consider the topology changes caused by the
movement of one node. The node detected the topology change is denoted as
node x, and the node that causing the topology change is denoted as y. To keep
the multicast tree intact, the recovery protocol must satisfy two conditions: (1)
the current 2-hop neighbor of node x must be reconnected, and (2) node y must
be covered by some other nodes.

4.1 Recovery Analysis for MPR

In the worst case, MPR protocol would have to recalculate the entire MPR set
whenever there is a topology change. Thus theoretically MPR is capable of self-
healing to topology change and fault-tolerant. The retransmission policy could
be integrated to MPR for dropped packets.

When node y moves out of its current position, all nodes that use y as MPR
relaying node must update their MPR set, including x. These nodes will solicit to
their current neighbor to obtained new 2-hop information. They will then execute
the MPR algorithm to establish a new local MPR set to assure connectivity. This
procedure requires a message cost ofD.M2 whereD is the maximum node degree
and M is the maximum size of 2-hop neighbor.
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To reconnect y to a new R-node, y will broadcast a ”request-to-join” packet
to its new neighbors. All nodes that receive this packet will execute the MPR
algorithm to include y in their multicast tree, which will count for another D.M2

message exchange.

4.2 Recovery Analysis for DLGM-s

The handoff procedure for DLGM is briefly described in [17], here we reexamine
the basic mechanism and provide some recent results. Still assuming that node
y leaves its current neighbor, the method in [17] could not fix the topology error
until some packet delivery failures in y’s neighbors. This is because the DLGM
algorithm does not specify a fixed R-node among mobile nodes, hence there is
no fixed upstream node for any nodes. According to RTS/CTSACK signaling
procedure, y’s upstream node x will find that node y fails to respond to the
MRTS packet and thus can determine y’s absence. However with the deferred
ACK and reduced ctslist in the R-node, it would take several packets drop before
x realized that y is missing. A improvised procedure allow y’s neighbor to act
at the earliest time to reduce the packet drops in the transient period:

– let node z ∈ N(x) share a non-empty neighbor as y: N(y)
⋂
N(z) �= ∅.

– If ∃w ∈ N(y)∩N(z) such that seq(w) < seq(local) + 1, node z can presum-
ably decide x’s absence.

– x will remove y from N(z).
– X broadcast y’s absence.
– For each node u in N(x), y will be removed from the N() of u’s neighbor

N(u).

The above procedure will generate exactly M(x) messages where M(x) is x’s
degree. The M(x) messages will trigger updating process in the original N2(x)
neighbor. It can be shown that the N2 information around x’s two-hop neighbors
will remains consistent after this procedure. Compare to the procedure in [17],
the topology repair occurs almost immediately after a node left. Re-connecting
y to its new neighbors remain the same. This stage of updating requires 2 ∗
M2 +M + 1 packets. Thus the overall message complexity is still in the order
of O(M2) per single node topology change.

5 Conclusion

We proposed a completely distributed, reliable MAC-layer algorithm for wireless
multicast. The uniqueness of our method is that each node decides its behavior
(to relay a message or not) based on the realtime neighborhood status. Our
simulations show that this method is more efficient than other schemes especially
when the network topology is highly dynamic.
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Abstract. The motivation for the virtual device is to facilitate the seamless use 
of application services residing on different devices in the vicinity of the user. 
Due to heterogeneity of devices in the user’s pervasive environment, multiple 
potential combinations to support a required task may exist. This work aims to 
determine the best possible media services considering all instances. The best 
services are selected and composed to satisfy a user task. Recent works propose 
using user preferences, environment capabilities and similarity between 
requested and available services to determine service fitness. We consider 
potential local and remote content sources and destination devices, with 
similarity, user preferences and environment capabilities to determine fitness. 
Services are selected for composition based on fitness. We model and simulate 
this issue and explain the results of our experimentation. Optimal multimedia 
service composition from varying devices provides the user with the best 
possible multimedia consumption and production experience. 

Keywords: Virtual device, Atomic service fitness, service composition, media 
service selection. 

1 Introduction 

Future multimedia networks will be a ubiquitous communication platform where 
users will enjoy continuous multimedia services in any location on any device [1]. 
Today users are surrounded by technology that is heterogeneous, pervasive, and 
variable [2]. Consequently a user has a rich set of media services available to them 
when undertaking multimedia tasks in a multimodal, device independent manner. The 
virtual device supports user tasks such as audio video communication by combining 
media services from different devices. These devices include; small hand held multi-
functional devices with limited processing and display capabilities, enhanced single 
function dedicated devices or powerful multifunctional multimedia systems (e.g. 
PDA, PCs, HDTV’s, Network Speakers, surround sound systems). 

Considering these devices, overlaps may exist in the types of services provided. 
The fitness (suitability) of individual services is calculated to distinguish between 
instances. By selecting and composing the blue-chip services of different devices, the 



182 N. Murray et al. 

 

virtual device supports user task satisfaction beyond what a user companion device 
can offer. The principles of Service Oriented Architecture (SOA) provide the basis for 
a suitable approach. The focus of this paper is one of those principles, service 
composition [3].  

A service is defined as an indivisible, self contained application unit that performs 
a processing function on multimedia content. Internet accessible consumer devices 
provide one-to-many services. The virtual device supports the user task by composing 
the best service(s) of different devices within the context of the same session. The 
“single service for every device” vision of the webinos project [4] fits neatly into this 
paradigm. 

Fig. 1 below illustrates the types of services we refer to. It also includes what we 
define as content manipulation services, which is outside the scope of this work.  

  

Fig. 1. Multimedia Content Service types 

Concurrent services require strict functional and/or timely synchronization [5]. It is 
a multi-source, multi-destination service composition challenge. A natural method on 
which to model task or composite multimedia service composition is using graph 
theory as has been done in [6][7][8][9][10].  

This work focuses on how to achieve the maximum quality media service 
composition by considering context. If this selection process is not performed 
properly, the search will generate non optimized results, causing a low Quality of 
Service (QoS) perception from the consumer point of view [11]. Simply choosing the 
most powerful device or service does not always result in the most efficient and most 
favourable user experience. It may not be the user’s preferred mode of 
communication. In addition, there is no advantage in choosing a powerful display 
device if a very limited video production device is producing the video content. 
Unnecessary execution of manipulation content services in Fig. 1 can be minimized 
through intelligent decision making. 

We propose the consideration of local and remote content consumption and 
production services in selecting local services, in conjunction with user preferences 
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and device resources. Considering remote services enables early elimination of 
unusable services and we suggest that it facilitates reduced media processing costs 
and delays i.e. if we can match a particular encoding format source and destination 
between distributed compositions – no transcoding service would be required. Finally, 
it provides a method to overcome the dependency [12] on service users’ feedback. 

The overall contributions of this paper are: 

1. Defining the service selection and composition problem to include local 
and remote services as well as user preferences and device resources. 

2. We model and define the fitness of a service as a function of device 
resources, user preferences, availability, encodings and potential remote 
services.  

3. We present the results of our experiments displaying the benefits of using 
our proposed algorithm. 

This paper is organized as follows: Section 2 defines our problem with the aid of a 
sample scenario. Section 3 describes how the service composition problem is 
modelled in terms of local services, user preferences, device resources and remote 
services. Section 4 presents the algorithms for service composition. Section 5 explains 
our experimentation and simulation results. Section 6 outlines related work. Finally in 
section 7 we conclude this paper, discuss our contributions and outline future work. 

2 Problem Definition 

We envisage public and private environments consisting of multiple mobile and 
stationary nodes. These nodes provide one or more content related services as per Fig. 
2a, which shows an audio-video camera providing five possible services. All nodes 
are Internet connected devices where resident services can be invoked by peer nodes. 
These devices may include; small hand held multi-functional devices with limited 
processing and display capabilities, enhanced single function dedicated devices or 
multifunctional multimedia systems. 

Consider the following scenario defined as real time communication between 
distributed compositions. Brian is talking with John on his virtual device enabled 
smart phone and is walking from his office to his car. John is working from home and 
is using the microphone from his personal computer and surround sound speaker 
system to converse with Brian. Also in John’s study are a PC connected camera and a 
large display screen. Once Brian sits in his car and places the phone in the holder, his 
call is automatically transferred from his handheld device to the services available in 
his car. He is now using the microphone embedded in the sun visor, speakers from the 
car radio system and can see John on the LCD panel integrated into the car panel. 
John can also now see Brian because of the camera built into the steering wheel. 
Local services from Brian’s perspective are the services resident on devices within his 
vicinity that he uses to communicate with John (e.g. the microphone embedded in the 
visor). Remote services from Brian’s perspective are the services available to John for 
communication (e.g. microphone in his personal computer). 

Considering this scenario and Fig. 2b, many of the devices in a user’s vicinity may 
provide similar functional services. Differences may exist between these services in 
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terms of capabilities, availabilities, user preferences and usage costs. In the scenario 
outlined, the user may want to use a number of different types of services (e.g. video 
and audio consumption and production services) in a communication session. 
Consequently there are multiple constraints in terms of what the user requires, and 
multiple choices in terms of devices providing different services to solve these 
problems. Like [2], we consider determining the quality of compositions a variant of a 
0-1 Knapsack problem, named multiple dimensional, multiple choice 0-1 Knapsack. 
The multiple dimensions refer to the multiple constraints and the multiple choices 
refer to choosing one among a set of similar items. In optimizations research this 
problem has been proven to be NP-complete [13]. 

  

Fig. 2. (a) shows how a video camera device can provide many content related services. (b) 
shows a flavour of some of the devices providing one-to-many services denoted by Si that could 
be used in service composition to create the virtual device.  

Our work aims to achieve the best service composition by selecting the highest 
scoring instances of the individual service types, through consideration of local and 
remote services, device resources and user preferences. 

3 Service Composition System 

To compose services from distributed devices, a number of steps are required. Many 
of these steps are outside the scope of this document but for completeness we air 
some views on potential approaches. As per Fig. 3 below, it is assumed that an 
Internet scale network exists. Devices provide their content production, storage, 
consumption and manipulation services for execution by peers. The following entities 
are the basis for the system. 

• User Companion device: it is assumed that a task requiring atomic service 
composition is initiated from the user companion device. It is likely that the user 
companion device will always be in the vicinity of the user and hence, in the 
vicinity of devices providing atomic services.  

• Atomic service: an application level service that provides content processing 
functionality in one of the four defined areas of consumption, production, storage 
and manipulation.  
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• Service component devices: mobile or stationary devices hosting any of the four 
types of content services of Fig. 1. The user companion device can also provide  
atomic services for composition. 

• Coordinator: it coordinates the discovery and selection of the atomic services. It 
is typically a mobile or stationary device that has high computation and 
processing ability and is in the vicinity of devices supporting a rich set of atomic 
services. The selection of the coordinator device has been addressed in [14][15]. 
The coordinator executes the algorithm introduced as part of this work. 

• Composite service: multiple atomic services composed to satisfy a user task.  
• Task: an application level user request that is satisfied by an atomic service or 

composite service.  
• Service composition specification: is a specification of a user defined task. 

Considering the sample scenario in section 3, it is a specification of the atomic 
services required for real time communication between distributed compositions. 

  

Fig. 3. Internet-Scale Network where devices provide their services for composition to support 
communication between distributed compositions 

3.1 Network Model 

This network can be represented by a graph, G. Each node N, in the graph represents a 
device that provides one-to-many services. F represents a set of links between each of 
the nodes. 

{ }FNG ,=  
(1) 

The resources of a device reflect the non functional characteristics. The resources 
R(n) are quantifiable [16] values such as CPU (X), battery power (P), network 
bandwidth (B) and memory (M). These resources are used to calculate the fitness of 
the service component device that supports the service. This also provides a measure 
of service availability. The value of R(n) for each device is a function of local device 
values XL, PL ,BL and ML and the maximum values of Xmax, Pmax, Bmax and Mmax 
considering all devices that provide services.  

( )MBPXnR ,,,ƒ)( =  (2) 
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The services available on a particular node S = {S1, S2,…Sk} is a set of Fig. 1 type 
services. The services supported by a device n are denoted by Si(n) where  ST(s) 

{ }AESTnS i ,,)( =     , where 0 ≤ i ≤ k (3) 

represents the service type as per Fig. 1, E represents the content compression formats 
supported and A(si) represents the availability status of the service. It is assumed that 
all nodes in the network can exchange information.  

3.2 Service Composition Specification 

In order to compose a set of services to address a user task, a specification of the 
services required is necessary. Similar to [6][7][9], we detail this specification using 
graph theory. Like in [17], a multi level approach to service composition is employed. 
Local and remote services, availability, device resources and user preference are 
considered. The user’s task is modelled as a task graph, TG.  

{ }FUSMSTG riL ,,,,=  (4) 

( ) ( )rrrLLL PCandSPCS ∪⊂∪⊂  
 

 

 

SL are the local content consumption and production services. Sr are the remote content 
consumption and production services. CL and PL are the local content consumption 
and production services respectively whilst Cr and Pr are the remote content 
consumption and production services respectively. Mi represents content manipulation 
services. F represents the data flows between Pr to CL and PL to Cr potentially through 
Mi intermediary manipulation services. U is a set of user preferences related to 
consumption and production services for the task. User preferences are specified as 
part of the task description and explicitly provided by the user once available services 
are determined. The novel aspect of this work is the use of Pr and Cr to decide the 
combination of PL and CL selected. It is assumed that nodes providing services for 
composition are physically located close to each other. 

Real time communication between distributed compositions will result in multiple 
concurrent bi-directional content streams. The aim is to select a set of local services, 
mapping from TG to G, considering user preferences, device resources, local and 
remote services to achieve the best context based composition.  

For all nodes N, multiple services may exist providing similar functionality. 
Selection of different instances of the same service types, results in different 
mappings from the service specification to device’s services. Between services, 
different values exist in how closely a service instance matches a service request. A  
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user may prefer one service instance over another. Different values of R(n) will exist 
between devices that host the same service types. Considering these factors, the goal 
is to select the best possible composition set for the user. 

3.3 Local Atomic Service Fitness Calculation Considering Local Information 

A two step suitability function is used to calculate the fitness of atomic services of the 
same type. We consider the QoS function of Perttunen et al. [18] an excellent base to 
perform this task. This model is extended to produce atomic service type league tables 
based on atomic service fitness. We assume a reasonably small number of atomic 
services for each service type are discovered; otherwise per service fitness calculation 
could become an exhaustive process. Equation 5 shows each of the parameters used to 
generate atomic service fitness. The maximum value for each of these parameters is 
one; hence highest potential atomic service value (ASV) is one. A league table is 
created based on the ASV for each of the services (i) within each atomic service type (t). 

)()(),()()()( iiiitit sAsUASRSSimsWnRsASV ××××=  (5) 

• R(n) as previously introduced denotes the device resources of the service 
component device hosting the service.  

• Wt(s) [18] is a user inputted weight associated with a particular service type 
specified by the user. It signifies how important a user views one particular 
service type e.g. the user may feel audio is a more important service to have over 
video in a given context, hence a higher weighting is selected for audio. 

• Sim(RSi, ASi) [18] is a similarity function comparing the requested service (RSi,) 
and available service (ASi). Certain user preferences like preferred screen size are 
considered as part of the similarity function execution. This parameter is not 
applicable for all service types. If it is not applicable, a default value of one is 
applied.  

• A(si) represents if an atomic service is available for use as part of a composite 
service. In [18], the availability function is a measure of current availability state, 
usage policy, lease information, queue for usage and user groups. For simplicity, 
only current availability state is considered here.  

• U(si) is the user preference for a particular atomic service instance. The 
incorporated user preference model is derived from [16]. Users specify a 
preference value reflecting their approval or disapproval for a particular service  
instance. An option of “Avoid this service instance” facilitates the user to specify 
that they do not wish to instantiate a particular service instance.  

Table 1. User Preferences Table 

Importance Level Preference Value 
Desired Service Instance 1.0 
Satisfactory Service Instance 0.7 
Acceptable Service Instance 0.3 
Avoid this service Instance 0.0 
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3.4 Local Atomic Service Fitness Calculation Considering Remote Services 

The next contribution of this paper involves a comparison of all atomic service tables 
with the equivalent remote services. The benefits of this step are: (1) it ensures all 
required services can be supported i.e. what the user would like to do is actually 
possible, considering real time communication between distributed compositions. (2) 
It checks for commonalities in terms of encoding formats between the potential local 
and remote content sources and destinations. Considering this removes the necessity 
for execution of some of the intermediary manipulation services (e.g. transcoding), 
thus reducing processing costs and delays. For local services that have commonalities 
with a remote side, we add an additional weight to the ASVt(si) which results in the 
final service value (FSVt(si)). Local sources that have a remote “partner” service and 
support a common encoding are given a default value of 1 for use in service fitness 
calculation. Local sources that have a remote “partner” service but do support a 
common encoding format are given a default value of 0.5 for use in service fitness 
calculation. Finally, local services that do not have a remote “partner” service are 
given a default value of 0 for use in service fitness calculation. If a partner service 
does not exist, this means that this service cannot be used in the communications 
session; hence the value of 0 is assigned. As shown in table 2, FSVt(si) is the product 
of the respective weightings and ASVt(si).  

3.5 Atomic Service Composition 

The final league tables comprise atomic services ordered in terms of FSVt(si). These 
tables represent the set of all available atomic services for the communication session. 
The top scoring services in each table are selected for composition. These services 
make the selected service set (SSS). If during the session, a particular service 
becomes unavailable (for example due to node mobility), the next most suitable 
service type can be easily retrieved from the respective table. Hence this system 
provides an efficient service failure recovery mechanism. Only one service is selected 
from each of the service tables at any one time. The resultant selected composition is 
a set of the highest scoring services calculated based of FSVt(si). The overall rating for 
this composition is the sum of the max FSVt(si) for each atomic service type. 

4 Service Fitness and Composition Algorithms 

This section outlines in pseudo code the various steps of the two algorithms. Service 
discovery provides the coordinator with information regarding available atomic 
services to satisfy the user task. This information is used to calculate the service 
availability A(si) and device resource capabilities R(n). It also provides the available 
service information (ASi) required for Sim(RSi, ASi). The user inputs their user 
preferences U(si), weightings for service type Wt(s) and the requested service 
information (RSi). Considering these inputs from the discovery and user, it is possible 
to execute Algorithm 1 and calculate ASVt(si) as per equation 5. 
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Algorithm 1. Generation of Atomic Service Value (ASVt(si))Tables 

1. List of required atomic services (RAS) to satisfy task 
2. List of local discovered atomic services (DAS) to satisfy task 
3. Create a fitness table for each required atomic service type 
4. For each RAS type 
5.       For each DAS type, If match( RAS, DAS) // service types match  
6.                      Determine Sim(RSi, ASi)// similarity  
7.                      Determine A(si) // service availability                     
8.                        Determine R(n) //resource capability from [X,P,B,M] 
9.                      Determine U(si) // user preference 
10.                      Determine Wt(s) // atomic service weighting 
11.                Calculate ASVt(si) 
12.                Upload score & details to fitness table 
13. Return FitnessTable 

 
    Additional differences may exist between atomic service types in terms of 
compression formats supported. This information is used to further calculate the 
fitness of the local atomic services considering the formats of the remote services. 
Algorithm 2 compares the services in the tables generated in Algorithm 1 with the 
remote services. The aim is to find remote “partner” services for each of the local 
atomic service types e.g. a local video consumption device could partner with one-to-
many remote video production services. If no “partner” service is found, the score for 
this service instance is set to 0 as it is not possible to support this service type in the 
communication session. If a partner service is found, a comparison in terms of 
encoding formats supported is executed. If a common encoding exists, an extra 
weight is added to this particular local service as per lines 6 and 7 of Algorithm 2. 
Table 2, column “Algorithm 2 (Encoding Match)” shows that encoding matches were 
found for the following services: HDTV, panel display, smart phone display and 
hence the weighting value of one. No encoding match was found for the PC Display 
and as a result it is given the weighting of 0.5. The highest scoring atomic services in 
each of the final set of fitness tables are selected for composition as discussed. The 
composition is the highest quality mapping from TG to G.  
 

Algorithm 2. Comparison of Atomic Services with Remote Services  
                     and Optimal Service Composition

1. Local atomic service fitness tables to satisfy task 
2. Remote atomic services 
3. For each Service Type table 
4.       For each Remote AS, check service type //e.g. video consumer 
5.             If partner(DAS, RAS) // service types  
6.                   If (encodings match) //  
7.                   Update FSVt(si) // see table 2 
8.       return All Fitness Tables 
14.       For each FSV table 
15.            SelectTopScoringService() 
9. Compose Set of setOfTopScoringServices 
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5 Simulation Results and Analysis 

Simulations are performed on a Windows Vista Ultimate OS with 4.00 GB RAM and 
Intel® Core™ 2 Quad Q6600 @ 2.4GHz. The simulated environment models ten 
devices that can potentially provide one-to-many services within the vicinity of the 
user. Table 2 below shows a sample generated league table for a video consumption 
atomic service showing all execution points of Algorithms 1 and 2. As mentioned 
previously, the maximum value for each of the parameters is one, hence the highest 
possible scores of ASVt(si) and FSVt(si) is also one. Inspecting the values, considering 
resource capability (R(n)) and similarity with requested service Sim(RSi, ASi), the PC 
Display service scores as the strongest candidate. All instances are available and 
given the same weighting, hence A(si) and Wt(s) are equal to one. It is not until 
Algorithm 2 and encodings matching takes place that the HDTV service scores 
highest and rises to first position in the table with the PC Display moving to second 
place. Based on this execution, the HDTV video consumer service is selected as part 
of the composition to satisfy the user task. 

Table 2. Video Consumption FSVt(si) Fitness table after execution of Algorithm 1 and 2 

AS Type: 
Video 
Consumer 

R(n) Sim(RSi,  
ASi)   

A(si) U(si) Wt(s) ASVt(si) Algorithm 2 
(Encoding 
Match) 

FSVt(si) 

HDTV 0.93 
 

0.857 
 

1.0 0.7 1.0 0.56 
 

1.0 0.56 
 

PC 
Display 

1.0 0.928 
 

1.0 0.7 1.0 0.65 
 

0.5 0.325 
 

Panel 
Display 

0.85 
 

0.5 1.0 0.3 1.0 0.127 
 

1.0 0.127 
 

Phone 
Display 

0.73 0.333 1.0 0.3 1.0 0.073 
 

1.0 0.073 
 

 
Figure 4a below reflects the ratings of the services as their information is processed 

through each of the stages of Algorithms 1 and 2. R(n) reflects the resource capabilities 
of the devices supporting the services. The Sim(RSi,ASi) function determines the 
similarity between the user request and the available services. U(si)/ A(si)/Wt(s) are the 

user preferences, availability and weightings for each of the services. Once these five 
parameters are executed, ASVt(si) is calculated which reflects Algorithm 1 processing. 
Algorithm 2 performs the encoding matching check which as illustrated results in a 
changing of places between the HDTV and PC Display services. Because a common 
codec exists between the HDTV and remote video production service, an extra 
weighting is given to the HDTV display service which results in it becoming the highest 
scoring service in the video consumer service table. 

As mentioned earlier, the composed services are a set of the highest individual 
scoring atomic services. For explanation purposes, Fig. 4b compares the fitness of the 



 Virtual Device: Media Service Fitness, Selection and Composition 191 

 

highest scoring SSS with a set comprised of medium scoring atomic services, and two 
compositions with sets of low scoring atomic services. Comparing the highest SSS 
with services (s1,s6,s10,s14) and lowest SSS with services (s4,s8,s12,s17) have scores 
of 3.2 and 0.7 respectively as shown in Fig. 4b. This clearly demonstrates the validity 
of the algorithms and the approach taken as part of this work. 

   

Fig. 4. 4a reflects the change in scores after each of the steps of equation 4. 4b compares the 
scores of a set of high fitness services with a set of medium fitness services and a set of low 
fitness services calculated. One atomic service from each of: Audio Consumption set 
(s1,s2,s3,s4,s5), Video Consumption set (s6,s7,s8,s9), Audio Production set (s10, s11, s12, s13) 
and Video Production set (s14, s15, s16, s17) are selected for each composition. 

6 Related Work 

A broad range of related work involving task based service composition in pervasive 
environments and MANETS, content delivery and adaptation, the connection of 
devices in pervasive environments exists.  

Similar to our work, Sousa et al., in [2] describe an approach to finding the best 
match between the user’s requirements and the environments capabilities. Hossain et 
al., in [19] determine the best possible composition as a function of gain (the extent of 
which a media service satisfies a user in a particular context) and cost of the service. 
In [20], Karmouch et al. define service composition in MANETS as a distributed 
constraint satisfaction problem. Similar to us they use a QoS model based on the work 
of Pertuttan et al., [18]. We borrow facets of and extend this model with device 
capability and consideration of the remote services. Mukhtar et al., define an approach 
for task composition considering user preferences and device capabilities [16]. In [9], 
they use graph theory to define the user task. In [12] Atrey et al., use how regularly a 
service has been composed with another service to determine a reputation for a 
service. In [21] Jiang et al., address service composition based on prospect of 
minimum disruption. None of these works consider the potential atomic remote 
services to select local atomic services. 

In relation to selection of the coordinator device, Karmouch et al., in [15] 
implement a broker based distributed service composition protocol which extends the 
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work of Chakraborty et al., [14] for service composition. Basu et al., [7] define graph 
based approaches to distributed application composition approaches in MANETS. 

[22][23][24] propose different approaches for connecting devices in pervasive 
environments. In [22], Schuster et al., provide a service orientated architecture for 
virtual device composition utilizing middleware on all devices. In [23], Senthivel et 
al., construct ad hoc service overlay networks (SON) based on service requests. In 
[24], Park et al., propose an interoperability framework based on the JXTA protocol. 
In [25], Ibrahim et al., survey middleware approaches to service composition and 
define service composition as a four step process: translation, generation, evaluation 
and execution. In [10], Kalasapur et al., propose a SOA based middleware platform 
which also incorporates graph theory. In [26], Lee et al., propose an approach based 
on a virtual device software manager, a middleware manager and hardware 
adaptation. In [27], Grigoras et al., address MANET formation based on device 
constraints like bandwidth and battery power. 

Much service composition research has focused on media delivery. In [28], Gu et 
al., propose SpiderNet which provides Statistical QoS assurances for service 
composition. In [29], Jafarpour et al., strategically place content adaptation nodes in 
an overlay network to reduce costs in terms of communication and computation. In 
[30], Qian et al., determine lowest delay in service oriented multimedia delivery in 
pervasive environments. Xu et al., [31] propose a distributed Storage-assisted Data-
driven overlay network to support P2P Video-on-Demand services.  

In [32] Nahrstedt et al., introduce and discuss challenges with web services based 
approaches to multimedia delivery. SPovNet [33] is an overlay based solution that 
facilitates the spontaneous deployment of distributed network applications and 
services. In [34], Kim et al., discuss an emerging trend of media orientated service 
composition with SON’s and outline challenges. They also dicuss virtualized resource 
components as a futuristic solution. In [35], Buford et al., suggest an Internet-scale 
P2P Overlay to facilitate expanding the capability of a device.   

To the best of our knowledge, the use of remote potential services has not been a 
driver to calculate fitness, select and compose local atomic services. In [6], Nahrstedt 
et al., discuss a novel scoring function based on importance of objects in media 
streams to decide what is displayed on what portion of a shared screen. In our work, it 
is the capability and the availability of services in the remote composition that we use 
as an eliminator for irrelevant service components as part of the composition process.  

7 Conclusion 

This paper has presented a framework to calculate service fitness and select services 
for composition. This novel approach uses the remote potential capabilities as input to 
deciding the local service composition in addition to user preferences and resource 
capabilities. We formally model the user task taking into consideration all of the 
aforementioned factors. A two step suitability algorithm produces league tables for 
required atomic services based on service fitness. The result provides a user with an 
optimized selection of services, whilst providing an efficient service failure recovery 
mechanism. The simulation and experimentation show how each of the factors 
considered; local services, remote services, resource capability and user preferences 
affect the service scoring and how the best possible set of services are selected. In 
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future work, we aim to define group synchronization schemes to address requirements 
of cluster applications where multiple correlated media stream with variable end-to-
end delays exist. 
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Abstract. The deployment of applications in mobile networks is hindered by 
limited resources and frequent network disconnection. Data replication can 
improve data availability in mobile networks but also introduces the challenge 
of adequately disseminating data without abusing user and network resources. 
In this context, we present CReaM, a user-Centric REplicAtion Model for 
mobile environment that gives priority to the users by letting them determine 
the amount of resources they assign to the system. In this paper, we focus on 
CReaM’s autonomic behavior that generates replication requests based on 
resource monitoring and user settings. Then, we present a simulation-based 
evaluation of CReaM, which shows its efficiency comparing with a periodical 
model; indeed, CReaM gives the same rate of data availability while it causes 
50 less overhead.  

Keywords: Mobile Ad-Hoc network, Replication, User centric, Data 
availability, Simulation. 

1 Introduction 

A mobile Ad hoc NETwork (MANET) consists of nodes that communicate in an 
autonomous way without any centralized server. Most often, these networks are 
deployed on devices with limited resources. Moreover, MANETs have to face the 
problem of frequent networks topology changes that may lead to unanticipated 
network partitioning and cause incomplete data transfers between the nodes. These 
characteristics make it difficult to guarantee data availability, hindering the wide-
spread deployment of distributed applications over MANETs. In this context, a 
possible solution is the use of data replication techniques. 

However, applying data replication in MANETs is not a trivial task for several 
reasons: (1) the network topology changes frequently and unexpectedly. (2) The data 
to be replicated must be carefully selected because of the limited storage space of the 
devices. (3) The data may be updated so mechanisms for maintaining data consistency 
are necessary. In addition, (4) the devices have limited power, which means that 
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efficient methods must be adopted to reduce the communication between nodes. In 
view of all these issues, specific data replication mechanisms for MANETs are 
required. 

Previously proposed MANET replication models replicate data by taking into 
account resource availability and the access frequency of the data items. Most of them 
replicate periodically the important data items and place the replica on the devices 
with the most available resources. Such top-down approaches may lead to an abuse of 
user resources, as in the worst case they might use all of a user's resources in order to 
achieve their goal. To the contrary, we feel that users should be at the center of the 
systems. We propose a user-centric approach in which users are in control of the 
amount of resources that they share; these resources are then used to enhance data 
availability, while the rest of the resources are reserved for the users to be able to 
accomplish their tasks. 

To illustrate the motivation of our work, let us consider the following scenario: 
Marie, a journalist, is in a stadium. She connects to the local MANET, which provides 
a data sharing service. Marie records interviews with the players and takes photos of 
them on her notebook. Other users are interested in such photos, but as they sit in the 
back rows of the stadium, they cannot take them themselves, and thus send requests 
for such data to the data sharing service. The service connects them to Marie. 
However, after a while, the load on Marie’s device becomes too high and she cannot 
answer any more requests. We can see here how a system that automatically creates 
copies of the data when the load on one device becomes too high due to other users’ 
requests would be useful. Indeed, by copying on other devices of the MANET, it 
would provide relief to Marie as the next requests would be directed to those devices 
rather than to hers. Let us assume that such a system is in place; when creating a 
replica, it must decide on which node to place it. According to the criteria of existing 
replication model of the literature, the device of George (another journalist covering 
the event) would be selected, because his device has the highest capability. However, 
from another point of view, the mobile phone of another spectator may be a better 
choice, simply because it is currently not used, whereas George needs the resources of 
his device to accomplish his work. But later on, if the spectator needs his resources to 
accomplish a task, the replication mechanism should again evolve cleverly by 
dynamically choosing another target device(s) to hold the replica. 

Several challenges need to be overcome to develop such a system. First, the system 
must react dynamically to the resources’ consumption on each node to keep all users 
satisfied. However, reacting each time a change occurs might be ineffective. It is 
therefore necessary to identify the right factors on which to react as well as the right 
granularity of reaction. Furthermore, if the system reacts starting from the users’ 
needs, another challenge appears: the system must take local decisions to satisfy these 
needs, but it must also consider the interest of the whole system. Finding a balance 
between these two factors is necessary to avoid problems such as replica duplication, 
network saturation and free riding. 

To address these issues, we propose the user Centric REplicAtion Model (CReaM). 
This model places users in the centre by letting them define their level of participation 
in the system. Thus, the model operates with respect to the user desire; it replicates 
automatically when the user is overloaded and places replicas on other users’ devices 
that can support the load instead. The system is therefore driven by the wishes of the 
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users, which is, in our view, a key requirement of a realistic approach. To do so, our 
model is based on a monitoring mechanism that periodically gathers the consumption 
of features such as memory, battery, etc, and attributes a status to the peer that reflects 
the user activity level implied by the monitored values. Each status conditions the 
peer’s local decision about whether to accept or reject other peers’ replica demands, 
whether to generate replication requests, and if need be about which data to replicate. 

The paper is organized as follows. Section 2 is an overview of related work. In 
section 3 we present the proposed model CReaM; we introduce some definitions, and 
detail the model itself. Section 4 contains the performance evaluations. Finally, we 
conclude the paper and present directions of future work in section 5. 

2 Related Work 

Several replication strategies have been proposed to increase data availability in 
mobile environment. A first criterion to categorize them is the level of autonomy of 
the peers. In this regard, one can distinguish between centralized (requiring a fixed 
host) and decentralized solutions. We focus on the latter which can be further divided 
into group-based and fully decentralized strategies. 

From the group based strategies, [7] proposes an economic model for dynamic 
allocation in M-P2P networks where the price of a data item depends on its access 
frequency among other values; the solution deploys a super-peer architecture where 
groups are formed and each group is managed by a service provider that collects 
information and makes the replication decision. In [1], the replication is done 
periodically based on the access frequency. Three methods are proposed: in the first 
one, the most accessed data item is replicated in priority, while the other two reduce 
replica duplication among neighboring hosts or those in stable groups. In [4], the 
replica allocation methods are extended, by considering the correlation among data 
items; correlated data items are replicated together in one node. All these techniques 
have the drawback of requiring that all hosts have a global view on the available data 
items and the corresponding access frequencies. Such an assumption is not adapted to 
highly mobile environments; it requires that all nodes broadcast information to all 
other nodes, which will cause significant undesirable network traffic overhead. 
DRAM [8] is also a group based replication solution where the group mobility is 
studied to avoid the broadcast of information to all nodes. Examples of fully 
decentralized strategy are REDMAN [9], and [15]; [9] presents a middleware that 
manages, retrieves, and distributes replicas and maintains approximately the desired 
resource replication degree. However, this solution is restricted to dense MANETs 
where the number of connected node in a region is high. The solution proposed in 
[15] distributes the storage, bandwidth and energy load through a resource-efficient 
adaptive caching scheme; each node flags a data item to be replicated when it 
discovered high bandwidth utilization for that data item. The primary difference 
between [15] and our method is the consideration of the user needs as a trigger for the 
replication process.  

From another point of view, replication strategies need a trigger to start the process 
and criteria to decide where to place the replicas. In [1, 2, 3, 4], the replication is 
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performed periodically at specific time points, at which all nodes identify the most 
accessed data of last period and decide to replicate them on suitable hosts. Moussaoui 
et al. [11] propose two replication processes: primary replication, for new data items, 
and dynamic replication, executed periodically to relocate replicas near the interested 
nodes. Tsuchida et al. [10] handle location-dependant queries in their method Skip 
Copy; the data are replicated on hosts within a specific area using the protocol 
Geocast. Other research works [2, 12, 9, 13] consider other criteria to choose data 
items to replicate and the target hosts such as the stability of the radio link, the 
available storage space, the remaining power, and so on. Boulkenafed et al. [12] 
calculate the expected time within the group. They use it in addition to the available 
storage space and the available energy, to avoid weak hosts. Hara et al. extend their 
work presented in [1] by considering the network partitioning and the host’s battery 
power. In [2], if the radio link between two nodes is weak, the nodes are not 
considered as neighbors and are allowed to hold replicas of the same data item. In [4], 
the idea is to decrease the data transmission by increasing the number of replicas but 
in the same time the methods do not place replicas on nodes with low battery. Chen et 
al. [13] use advertising messages to communicate available data. These messages 
include some parameters that can assist the choice of replica holders, e.g., the free 
storage space, the remaining energy, the processor idle time, etc. 

The replication solution proposed in this paper is a fully decentralized solution 
without any fixed point and does not require regular communication between 
neighbors. Replication decisions are made locally by each peer. We argue that this 
strategy is more suitable for highly mobile and dynamic environments where the 
communication between neighbors is not always possible.  In addition, our model is 
user-centric. The users are in control of their level of participation in the replication 
process and of the amount of resources that they make available. Then the replication 
system acts automatically to keep them satisfied; it adapts to the user’s needs by 
replicating when resource consumption exceeds the chosen limit. In this paper, we 
will first present our model then an overall view of the architecture with a focus on its 
main component (PSM) that implements the key ideas of our model. In a second part, 
we will present our experiments that validate and confirm the efficiency of our model 
with good level of user satisfaction. 

3 CReaM: User-Centric Replication Model 

In this section, we describe our user-Centric REplicAtion Model for mobile 
environments (CReaM). CReaM is a decentralized user-centric replication that takes 
replication decisions at the node level with the goal of increasing data availability. 
The model is user-centric as it is driven by user-chosen threshold to decide when to 
replicate. Indeed, the model depends on monitoring the consumption of three 
resources: the CPU, the battery and the storage. If CReaM notices some decreases in 
the available resources that are unacceptable with respect to the user level of 
satisfaction, it acts to decrease the resource consumption. The reaction is to replicate 
data in order to reduce the load on the peer. CReaM is also decentralized as it takes its 
decision based on local information: the consumption of the above mentioned 
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resources, the user-specified thresholds, but also the requests observed by the node. It 
uses this information to select the data to be replicated and requests other peers to 
hold it. CReaM also manages incoming replication requests in a user-centric way by 
deciding whether to accept replica placement depending on its effect on user 
satisfaction with respect to the consumption of its resources. Before detailing the 
model, we first define some important concepts that are related to it. 

3.1 Definitions 

Access Frequency (AF). It indicates the number of requests received by a specific 
node for a specific data item. It is an accumulation starting from zero and increased 
by 1 after each received request. It is initiated when the data item is created on the 
node. 

Temperature Degree (TD). It indicates the current importance of a data item; the 
importance is defined for a given time period and from the point of view of neighbor 
nodes. TD starts from 0; it is updated periodically at specific time points based on a 
predefined time window. If AF increased during the last time interval, TD increases 
by the same value. However, if AF remained at the same level, TD starts decreasing 
to reflect the fact that the data item is important but not requested with the same 
intensity. At time Ti, TD is updated based on the following rules: (1) TD increases by 
X if AF increased by X during the time interval [Ti-1, Ti]. (2) TD decreases by a 
parameter Y if AF remains unchanged between Ti-1 and Ti. 

In some cases, the data item might still be important to the nodes even if AF starts 
to be constant.  To avoid decreasing TD too rapidly, we define a third rule as follows: 
TD remains unchanged at Ti if AF starts to be stable at Ti-1. 

However, in all cases, when AF remains stable for more than two consecutive time 
periods, TD starts decreasing. In the following illustrative example (Fig. 1), AF 
remains at 7 between T4 and T6, but TD starts decreasing by Y=1 at T5 until T7 when 
AF starts increasing again. 

The Threshold α. It is a numeric value related to TD used to identify important data 
items: when a data item DI has a TD value that reaches α, it is considered as hot on 
this node TD(DI) ≥ α. 

 
Fig. 1. Example of evolution of AF and TD over time 



200 Z. Torbey et al. 

 

The Tolerance Thresholds. These thresholds represent the allowed level of resource 
consumption specified by the user. We define three thresholds: β, the allowed load 
level on the node’s CPU, µ, the allowed level of remaining battery, and δ, the allowed 
level of remaining storage space. 

These thresholds will be used to monitor the peer’s status and take the replication 
decisions; for example when the remaining battery reaches µ, outgoing replication 
requests will be generated, and when the remaining storage space reaches δ incoming 
replica placement requests will no longer be accepted. 

3.2 The User Centric Replication Model 

As any replication model, CReaM answers the following questions: (1) who starts the 
replication process, (2) when to start it (3) what data to replicate and (4) where to 
place the replica. Let us consider a MANET consisting of n mobile nodes: MANET = 
{M1, M2… Mn}: n ϵ N. 

When. The replication model starts the replication process depending on the peer’s 
status (its available resources, the temperature of data items held by the node). Node 
Mi (1≤i≤n) must verify at least one of the following conditions in order to start the 
replication process: 

• Condition 1: a DIi becomes hot for node Mi.  In this case replicating DI will 
increase its availability. 

• Condition 2: the user becomes unsatisfied from the availability of its resources. We 
define three functions to calculate the consumption of the three previously 
mentioned resources (CPU, battery, storage). The output of these functions is 
compared to the tolerance thresholds µ, δ and β respectively, to determine whether 
a user should be unsatisfied with the level of his/her resource. If this is the case, the 
system reacts to improve the situation. For this purpose, we define the function 
NoR(Ti-1,Ti) that returns the number of requests processed by the node during time 
interval [Ti-1, Ti] that corresponds to the CPU load, the function  BL(T) that returns 
the remaining battery at time T, and the function SS(T) that returns the available 
storage space at time T. 

The answer to the "when" question depends on the set of the conditions named 
CONDITIONSM = {TD(DI)≥α, BL(T)≤µ, SS(T)≤δ, NoR(Ti-1,Ti)≥β}. When at least 
one condition becomes true the replication process starts. 

Who. CReaM being a fully decentralized model, any mobile node that has at least one 
verified condition in CONDITIONSM starts the replication process. 

Where. A good distribution algorithm must be applied in order to properly distribute 
the replicas and avoid DI duplication on two neighbors. At the same time, the replicas 
must be placed near the most interested nodes. The peer participates also in the replica 
placement process; the system makes the decision to place/refuse the replicas using 
the tolerance thresholds configured according to the user needs. We are currently 
working on an algorithm including all these aspects to take the replica placement 
decision. 
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What. The data item that must be replicated depends on the condition that has 
triggered the replication process (i.e. true conditions among the set CONDITIONSM). 
Thus, several cases need to be considered. For example, if NoR(Ti-1, Ti) ≥ β, then the 
appropriate solution is to replicate the most requested DI in order to decrease  
the requests coming to the node, consequently decreasing the CPU load and satisfying 
the user desire. In another example, if a DI becomes hot, it should be replicated in 
order to increase its availability. 

We classify the DI(s) of each node into several categories; a DI may belong to one 
or more categories at the same time. These categories are defined as follow: 

DIα: includes the hot DI(s). A DI joins this category when its TD becomes equal or 
greater than the threshold α and leaves it when it is no longer hot. 
DIβ: contains the requested DI(s) of the last period of time. It is constructed 
periodically each time T by adding the DI(s) with modified AF during last period of 
time. 
DIr: includes the rare DI(s) that are important but rarely found on the peers; we are 
interested to consider such category in order to prevent the data lost occurred when 
the nodes containing such rare items disconnect.   
DIo: includes “not important” DI(s). A DI which its TD reaches zero is added to this 
category, and removed from it when its TD starts increasing. 

As stated above, an action is initiated in case the user is unsatisfied i.e. a condition 
from CONDITIONSM becomes true. Below, each resource is studied separately in 
order to define what actions to take when necessary: 

The CPU: when the number of requests exceeds the threshold β, the node selects a DI 
to replicate in order to share the load of requests with other nodes and to reduce its 
NoR. The candidate DI (cdi) must be a hot DI that was requested during last period 
(cdi ϵ DIα∩DIβ). If this set is empty, the best choice is to select an element from DIβ 
that causes the load regardless if the elected element is hot or not. 

cdi ϵ DIα∩DIβ  if  DIα∩DIβ<>{}  else  cdi ϵ DIβ                                    (1) 

However, if the load of the CPU keeps increasing, it would not be appropriate to keep 
replicating endlessly; instead, the node needs to take more radical actions in order to 
immediately preserve its resources. Therefore, we define two values for the threshold 
β, soft value β1 and hard value β2 (β1< β2). If the soft threshold is exceeded (NoR(Ti-1-
Ti)≥β1) the node replicates a DI as explained in (1). If the number of requests reaches 
the hard threshold (NoR(Ti-1-Ti)≥β2), the node will stop responding to any request. 

The Storage space: following the same logic, we define two values for the threshold 
δ. If the available storage space becomes less than the soft threshold (SS(T)≤δ1) the 
node accepts only the incoming urgent replication requests; the requests’ urgency is 
evaluated in terms of data importance and  requestor nodes’ availability. If the hard 
threshold is exceeded (SS(T)≤δ2), the node removes a DI from the set DIo by applying 
one of the well known cache replacement algorithms. 

The Battery: As with the other resources, it is necessary to define also two values for 
the threshold μ. Then, if the remaining battery becomes less than the soft threshold 
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(BL(T)≤µ1), the same action is applied as defined in (1). If the hard threshold is 
exceeded (BL(T)≤µ2) the probability of disconnections becomes high, thus, it is more 
appropriate to replicate one or more rare DI from the set DIr in order to avoid data 
loss. However, unnecessary replication may occur, if each node replicates a rare DI 
and loads the network by data that might be unhelpful to the remaining nodes. To 
avoid this situation, we give priority to a DI from the set DIα∩DIr that is rare and hot 
at the same time. 

In addition, a node might prevent critical situations of disconnection by reacting 
when noticing rapid battery consumption even before the thresholds (soft or hard) are 
reached.  Thus, we define an additional value µ3 for the threshold µ. The battery 
consumption between Ti-1 and Ti is calculated using the function BC = BL(Ti-1)–
BL(Ti). When BC becomes less than the threshold μ3, the node reacts preemptive by 
replicating data items according to formula (1). 

Table 1 summarizes all cases. It contains the conditions, the peer’s status and the 
executed actions. We proposed architecture to implement the model of CReaM; the 
details of this architecture are presented in details in [14]. 

Table 1. Summary of the peer’s status 

Condition Peer’s status Action 

NoR(Ti-1,Ti) ≥ β1  CPU-Overloaded Replicate from DIα∩DIβ / DIβ  

NoR(Ti-1,Ti) ≥ β2  CPU-Scarce Stop responding 

SS(T) ≤ δ1  S-Overloaded  Response just to urgent RQ 

SS(T) ≤ δ2 S-Scarce Delete replicas from DIo 

BL(T) ≤ μ1  B-Overloaded  Replicate from DIα∩DIβ  / DIβ  

BL(T) ≤ μ2  B-Scarce Replicate from DIα∩DIr  

BC ≤ μ3  HB-Consumption Replicate from DIα∩DIβ  / DIβ  

4 Performance Evaluations 

4.1 Simulation Design 

In this section, we present the simulation that was carried out in order to validate the 
key functionalities of our proposed model and to evaluate its performance. The 
simulator has been developed using the OMNet++ and INETMANET frameworks1.  

The experimental scenario is the following. A fixed set of nodes (100) interact for 
a given period of time; each node runs CReaM. The nodes move according to a given 
mobility model (see below) within a predefined region (square region of 1500m x 
1500m). Each node is initialized with a set of data items chosen from a predefined list 
of 75 to 150 documents. The size of a data item is fixed at 1,5 kB. The interaction 
consists in nodes issuing requests for documents according to a requests generation 
model detailed below. As the nodes run CReaM, replication requests are also 
generated and processed during the simulation. The communication layer is simulated 
using AODV [19] to route requests and data, UDP broadcast to transmit all messages 

                                                           
1 http://www.omnetpp.org 
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and IEEE802.11n in the MAC layer. The bandwidth is set at 2 Mbit/s. For the 
parameters of CReaM, we have fixed the tolerance thresholds as summarized in Table 
2, the number of replicas is determined experimentally to 2 after each PSM’s reaction; 
and finally the selection of the replica holders has been done randomly, in the 
meantime of implementing the Replica Distributer behavior.  

Table 2. CReaM’s Parameters  

Threshold of tolerance  β1= 4R, β2= 10R, μ1=60%, μ2=75% 
Threshold Alfa 30 
Time period for PSM 7s 
Time life for each query 3s 

In the following, we explained successively, the mobility model of connected 
nodes, the data generation and distribution model, and finally the query distribution 
model.  

Mobility Model: The nodes move according to the Random Way Point model which 
is widely used in MANETs simulations and as it seems to be the closest to typical 
movement patterns of the real mobile nodes. The moving speed of each mobile host v 
was chosen randomly in the range 0..3 m/s and pause time was 3 seconds. The initial 
position of each host was also set randomly. 

Data Generation Model: The number of data items on the network changes during 
simulation runs in order to study its impact on the different measurements. The data 
items are distributed on all mobile nodes in the beginning of the simulation based on 
the Zipf distribution2, which has been frequently used to model non-uniform 
distribution.  

Data Requests Generation Model: Is based on the Poisson model [19] with a mean 
of 4 requests each 2s. The packet length of a request message is 128 bytes including 
UDP and IP header. Periodically, the simulator selects randomly mobile nodes to send 
the requests and the subjects (DI) of the requests. The selected requestor nodes 
broadcast the requests to their neighbors and wait for responses. When a mobile host 
that receives a request message holds a replica of requested data item, it sends back a 
response message containing the replica. The response message may be simply 
forwarded to requesting node by unicast reply using the reverse route of the request. 
The size of all reply messages was set to 1500 bytes including replying route in our 
simulations. Each requested host copies the replica to its local storage after it receives 
the replica. Actually, we assume the new-copied replicas are read-only. 

4.2 Experimental Results 

As explained before, CReaM starts the replication process on an ad-hoc basis, when 
the resources consumption exceeds the levels specified by the user. This is different 

                                                           
2 http://www.nslij-genetics.org/wli/zipf 
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from most existing works, in which each node periodically decides whether to 
replicate some of its (hot) data items. Thus, to validate our model, we have developed 
a simulation with the goal of comparing it to a periodical replication model. Three 
metrics were defined for these experiments, namely data availability, overhead, and 
user satisfaction. For each particular setting, the simulation was executed 25 times. 
We now define each metric then, present and analyze the corresponding simulation 
results. 

Data Availability (DA): This metric represents the rate of data availability during the 
simulation (i.e.) the ratio of successful requests. Formally, it is defined by the 
following formula: DA=(NoSR/NoTR)*100, where NoSR and NoTR are respectively 
the number of successful requests and the total number of requests during the 
simulation. The replication system’s goal is to increase the DA as much as possible. 

 

Fig. 2. Data availability with time 

Some experiment studies of the positive effects of CReaM and the influence of the 
data item’s number on DA were done; indeed, CReaM increases the data availability 
in a significant manner and it was proven experimentally that making two replicas in 
each replication request gives a compromise between the overhead and the 
augmentation in DA.  

Fig. 2 shows the obtained results of comparing CReaM with a periodical 
replication system with respect to the time. We see here that the periodical replication 
model increases the data availability better than CReaM in the beginning of the 
simulation; but with time, CReaM increases also the DA as the periodical replication 
does. In other words, CReaM gives the same performance with time, because the 
replicas on the network are created only when it’s needed. From other point of view, 
because CReaM creates the replicas when needed, it causes less overhead. From here 
the second metrics overhead is necessary to show the utility of CReaM. 

Overhead (OVH): This metric represents the total number of exchange messages 
needed for the replication system during the simulation time. Formally, it is defined as 
OVH=∑ NoMin

i=1  where NoMi is the total number of messages needed for the 
replication system and sent from node i and n is the number of nodes in the system. 
The aim of any replication system is to decrease the overhead as much as possible. 
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A comparison between the overhead caused by CReaM and by the periodical 
replication was done. Fig. 3. shows that during the simulation, CReaM causes much 
less overhead than the periodical model. This is because CReaM only sends 
replication requests when one of the conditions monitored by the PSM is reached. We 
are planning to further study this when the component Replica Distributer will be 
ready. Indeed we are designing to this end an algorithm that does not require many 
additional messages to select the replica holders and expect that appropriate replica 
placement will contribute to maintain the overhead caused by our replication system 
low as possible with better data dissemination according to requests origins. 

In a second series of experiments, we have studied the influence of the number of 
data items on the overhead created by CReaM. In Fig. 4, we can observe very 
different results between the overhead caused by CReaM and by the other model. 
Moreover, we note that the positive effect of CReaM on the overhead gets more 
significant as the number of data items increases. At the same time, as shown in Fig. 5 
the global rates of data availability are similar in all cases. For example, when the 
number of data item is equal to 150, CReaM causes less than half overhead than the 
other model while they provide the same rate of data availability. 

 

Fig. 3. Overhead with time 

User satisfaction US: This metric aims to determine the fraction of simulation time 
during which a user remained satisfied from their resources’ consumption; indeed, the 
idea of maintaining resource consumption within user defined boundaries is at the 
centre of the design of our model, as it distinguishes it from other replication models. 
Thus, user success is a critical criterion to evaluate the success of the approach. 
Formally, the metric is defined for each user as USi = (NoTSi/T)*100, where NoTSi 
is the total time during which the ith user remains satisfied over the whole simulation, 
and T is the duration of the simulation. 

Fig. 6 shows individual results for a sample of 10 users. We can note that CReaM 
increases the user satisfaction. This tends to show that CReaM has the desired effect 
of better distributing the load of data requests on less busy nodes, which helps 
keeping the user satisfied.  
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Fig. 4. Influence of data items’ number on Overhead 

  

Fig. 5. Influence of data items’ number on data availability 

 

Fig. 6. User Satisfaction 

In addition to the US, we define the Total User Satisfaction (TUS) to observe the 
effect of CReaM on the whole network. It is defined as the TUS=Σt(NoUSt), where 
the NoUS is the number of satisfied users during time period T. Fig. 7 shows that with 
CReaM the number of satisfied users is higher than with the periodical replication 
model that not care in the user satisfaction but rather resources availability. That 
confirms the results obtained for 10 nodes; thus, considering the whole set of users, 
with time, CReaM also has the desired effect of distributing the load of data requests 
on all connected nodes, thus keeping the users satisfied.  

To summarize, we can conclude from this experimental study that CReaM 
maintains data availability at level comparable to those of periodical replication 
systems but with an overhead that is significantly lower than that of the adversary. 
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This enable CReaM to reach its goal and save the available resources (network and 
devices resources) for the applications deployed on the MANET. At the same time, it 
keeps the users satisfied of the level of consumption of their resources, a point that is 
hardly considered by other replication systems, whereas we argue that this is a crucial 
and more realistic feature that a real large-scale system should provide. 

 

Fig. 7. The total user satisfaction 

5 Conclusion and Future Work  

In this paper we have presented CReaM, a user-centric replication model for 
MANETs. CReaM addresses the important problem of maintaining data availability 
in mobile environments. The model is user-centric, as each node only contributes 
under the condition that doing so does not cause excessive resource consumption. In 
this paper, we have focused on the autonomous behavior of the nodes, according to 
which each node bases on its user needs and available resources to trigger replication 
requests. This process is based on settings chosen by the user and on monitoring of 
the resources that are at the user’s disposal. CReaM has been evaluated using a 
simulation-based implementation using the OMNet++ simulation environment. The 
experimentations show that CReaM increases the data availability in a significant 
way, with high rate of user satisfaction and low level of overhead.  

Another series of experimentations are currently in progress. Their goal is to 
determine experimentally the best values for the tolerance thresholds that are 
important parameters of the model. In addition, we are working on the Replica 
Distributer component; our objective is to design it so that it also enhances 
proactively the data availability from a semantic point of view and the user 
satisfaction by a better choice of nodes that can hold new replicas, taking into account 
data distribution.  
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Abstract. Handling inaccurate and noisy sensor readings are among important 
challenges while implementing augmented reality applications on smartphones. 
As a result, we need to smooth the sensor readings for steady operation. 
However, no smoothing algorithm performs best in all cases as there is an 
inherent tradeoff. On one hand, excessive smoothing slows down the effect of 
device movements, hence makes applications less responsive. On the other 
hand, insufficient smoothing causes objects on the screen to constantly move 
back and forth even while the device is steady, hence makes applications too 
responsive. Clearly, both of the extremes cause augmented reality applications 
to be less effective in terms of human-computer interaction performance. In this 
paper, we propose an adaptive smoothing method based on the rate of change in 
device view direction. Basically, the method adjusts the smoothing level 
adaptively based on the phone movement. Our experimental results show that 
our adaptive approach, in comparison to previous proposals, achieves a better 
smoothing for various cases of phone movements.  

Keywords: Augmented reality, sensors, noise, smoothing. 

1 Introduction 

An Augmented Reality (AR) system combines real and virtual objects in a real 
environment, registers (aligns) real and virtual objects with each other, and runs 
interactively, in three dimensions, and in real time [1, 2]. Even though initial work on 
AR systems started in 70’s, functional and practical systems appeared in 90’s [7]. 
These elements required for AR systems, such as displays, sensors, batteries and 
computers were too bulky, heavy and expensive for mobile or everyday use. Starting 
with the new millennium, the mobile device display units enhanced and grew in size 
and capability. Moreover, variety of sensors, cameras, GPS receivers, accelerometers, 
and magnetometers were integrated into smartphones. The sensor integrations and 
other enhancements provided the necessary components for the realization of AR 
systems on smartphones [11, 3]. After the introduction of iPhone and Android 
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devices, the concept became hype and many applications popped-up one after 
another. Layar1 and Wikitude2 are two popular AR applications among many others. 
In our company, we also developed a similar AR browser that mainly presents points 
of interests (POIs) (i.e., restaurants, clubs, cinemas, pharmacies etc.) around user 
location, and capable of automatic POI filtering based on user context. 

An important problem in AR is to track the user or object movements so that 
virtual and real objects can be aligned properly. This is also referred as the 
registration problem. The methods can be categorized into two: (i) computer vision 
based approaches [6], and (ii) sensor based approaches. Computer vision based 
approaches track the manually placed markers in the scene and determine the position 
and orientation of the camera. Clearly, this prevents AR systems to be used in outdoor 
applications. This approach is not well-suited to smartphones, since limited memory 
and CPU processing capabilities of these devices may not allow costly computer 
vision based tracking methods to be applied in real time. For the mentioned reason, 
AR systems on smartphones use the sensor based approaches. Magnetic field and 
accelerometer sensors together with GPS receivers are used to determine the 
orientation of the camera. Even though this approach does not require manual markers 
and enables outdoor usage, noise in mobile phone’s magnetic field and accelerometer 
sensors adversely affect the quality of AR applications, and this fact adds another 
challenge into the problem [5].  

In the literature, various smoothing techniques are applied in different fields, 
including signal processing [8, 10], statistics [9], and information retrieval [12, 4] in 
order to remove noise from the data. These methods vary in complexity and accuracy. 
To the best of our knowledge, Gotow et al. [5] presents a pioneering work towards 
this problem in the context of AR systems and smartphones. The authors propose 
compass filter algorithm to smooth the readings from magnetic field sensor. This 
algorithm identifies outliers in the noisy sensor readings based on a deviation 
threshold parameter. If the deviation of a new sensor measurement from the mean of 
sample is higher than the deviation threshold, then this measurement is interpreted as 
outlier.  

In this paper, we propose an adaptive smoothing method for sensor noise 
cancellation. The main contributions of this study are as follows: 

• We first analyze the noise in sensor readings for various cases of phone 
movements such as phone-stationary at hand and phone-rotating about an axis.  

• We propose an adaptive smoothing method which adjusts the level of smoothing 
to the phone movement. This is achieved by monitoring the change in phone 
view direction. 

• We show in our experiments that the proposed approach provides us with far 
better results over the three previous methods, simple, exponential, and compass 
filter [5] smoothing algorithms.  

The rest of this paper is organized as follows: In the next section, we present the 
alternative smoothing methods in the literature, which are applicable to smartphones. 

                                                           
1 http://www.layar.com/ 
2 http://www.wikitude.org/ 
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This section also introduces our adaptive smoothing method. Later, we evaluate and 
compare the proposed approach and alternative smoothing algorithms in the 
experimental section. We close the paper with our conclusions. 

2 Smoothing Methods 

In this section we present three smoothing approaches (namely, simple moving 
average, exponential moving average and compass filtering algorithm) that are 
applicable to smartphones from the literature, and describe our adaptive smoothing 
method afterwards.  

In a typical mobile augmented reality application, the objective is to present the 
nearby points of interests (POIs). This requires a mapping of 3D object locations to 
the 2D smartphone screen. It is trivial to find nearby POIs given the locations of the 
device and POIs. However, the exact location of POIs on the smartphone screen 
changes based on the phone orientation. The orientation is computed using the values 
read from magnetic field and accelerometer sensors. However, the noise in these 
sensors causes the location of the POI to be noisy which in turn results in POI to be 
going back and forth even though the device is steady at hand. This causes a 
frustrating user interface especially when the user wants to click the POI for further 
detailed information. 

We apply smoothing for magnetic field and accelerometer sensor values using a 
history of measured values. Let Si to be the ith measurement from a sensor (For the 
sake of simplicity, we will assume one sensor measuring one value. It is 
straightforward to extend this to the case where a sensor giving a vector in 3D.). We 
define the history array of sensor measurements as follows, where HL denotes the 
length of the measurement history array: 

H = [S0, S1, …, SHL-1] 

Each time we get a new value from the sensor, the history array shifts by one position; 
causing the least recent measurement (in this case, S0) to be forgotten, and the new 
measurement to become the most recent measurement (in this case, SHL-1). Finally, the 
smoothed value is computed based on the smoothing function (fs) and history array (H). 

2.1 Simple Moving Average  

This approach simply takes the mean of the recent measurements as follows: 
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The drawback of simple moving average is that it incurs a significant lag to the latest 
data point. The lag duration is directly proportional to the length, HL, of the history 
array. The computation complexity of this approach is O(1) assuming that the current 
sum is kept and constantly updated. 
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2.2 Exponential Moving Average  

The simple moving average assigns the same weight to all recent data points 
independent of the time of the measurement. However, in some cases, it is desirable 
that more recent measurements should have higher weights in comparison to older 
measurements. Exponential moving average achieves this criterion by giving 
exponentially decreasing weights to older data points [9]. The formula for this 
smoothing function is given below: 
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The drawback of this method is the need to tune the parameter alpha, a fraction 
between 0 and 1. The value of alpha needs to be close to 1 when phone is rotating and 
making sharp moves, but when the phone is stationary choosing a value closer to 0 is 
better as this selection assigns the same weight to all history values. Therefore, no 
magic alpha value can cover all the use cases. Moreover, the method is relatively 
costly, especially on smartphones, since the formula requires many floating point 
operations. 

2.3 Compass Filtering Algorithm  

Gotow et al. [5] discuss that noise reduction in smartphone sensors as one of the 
challenges for augmented reality applications, and as a result they propose a custom 
smoothing algorithm. The main idea behind their method, called compass filtering 
algorithm, is to identify outliers in the noisy sensor values. The outliers are detected 
based on a deviation threshold parameter. If the deviation of a new sensor 
measurement from the mean of sample is below the deviation threshold, then this data 
is interpreted as a non outlier, and inserted into the data buffer. Otherwise, it is tagged 
as outlier and put into another buffer, called outlier buffer. The simple average of 
values in the data buffer is returned as the smoothed sensor value (see [5] for the 
details of the algorithm). 

2.4 Adaptive Smoothing Method 

Our smoothing method is adaptive in the sense that the rate (level) of smoothing is 
dynamically adapted to the smartphone rotation.  The basic idea is to use prolonged 
history values when the device is stationary and not rotating, and otherwise focus on 
only the most recent values. This achieves the smoothing of noisy values and prevents 
POIs to be appearing going back and forth constantly even the device is stationary at 
hand. If the phone is rotating or making sharp moves, we use fewer history values in 
order to respond to the rapid changes in the POI location in a reasonable time so as to 
diminish the lag time as much as possible. We first describe how we identify that the 
phone is rotating, and then present the details of our algorithm. 

For our method, we need to introduce rotation matrix (R) which is calculated based 
on values from magnetic field and accelerometer sensors (Note that this rotation 
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matrix performs the projection of object location in world coordinates to phone 
coordinate system). We re-compute R each time we have a new sensor reading. The 
third row of a rotation matrix gives the phone view direction of the camera. We call 
this row vector as the view vector (V). Suppose that Rp denotes the rotation matrix 
computed in the previous sensor update, and Vp is the view direction based on Rp. 
Then, the rate of change (C) in the view direction is computed by the magnitude of 
the view difference vector computed as follows: 

pVVC −=  

We measure the rate of the change value for different phone movements such as 
phone-stationary at hand, and phone-rotating about an axis. More details on this will 
be provided in the next experimental section. In the light of our experiments, we 
determine a value, Cthr, for the threshold parameter. If the rate of change value is 
below this threshold then the phone is predicted to be stationary, otherwise it is 
assumed rotating. Our smoothing algorithm is based on this decision. 

The main idea in our method is to keep a virtual history length (VHL) that changes 
based on the phone movement. Whenever we read raw sensor values Mraw and Araw, 
from magnetic field and accelerometer sensors, respectively, we store these values in 
history arrays HMag and HAcc. We determine the phone rotation based on threshold 
value (Cthr) and rate of change (C) computed as described previously. If the device is 
predicted as stationary, we increase VHL by α, otherwise we decrease it by β. Finally, 
we restrict the value of VHL to change between a lower, HLmin, and an upper, HLmax, 
bound. Then, the sensor value is smoothed by the simple moving average of last VHL 
values in the respective history array (HMag or HAcc). This way, we achieve an adaptive 
smoothing based on phone movement.  

3 Experiments 

To demonstrate our approach to noise removal in an AR application, we experiment 
with an HTC G1 smartphone running Android operating system. The phone has a 
magnetic field sensor and an accelerometer sensor. In the experiments, we configure 
sensors in order to get the data as fast as possible. According to our measurements, in 
this mode, magnetic field and accelerometer sensors output about 50 and 40 readings 
per second, respectively. In the following, we first present the experimental results for 
the detection of the phone rotation. Then, we compare three smoothing algorithms 
against our method. 

Our experiments consist of four different phone movement scenarios. First, we 
leave the phone steady on the table and read the sensor values. Next, we hold the 
phone at hand but do not move it at all. In the third and fourth cases, we rotate the 
phone about X and Y axis, respectively around ±90 degrees. The experimental results 
obtained with this setup are presented in the following. We present figures for only 
two most representative and relevant of these four cases, namely phone is steady at 
hand and phone is rotating about Y axis (Other two cases show similar trends). 
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3.1 Detection of the Phone Rotation 

In this section, the objective is to measure the rate of change value (C) in the view 
direction for different phone movements. We empirically fixed the value for the 
threshold parameter Cthr. The plot in Fig.1a shows the value of C when the 
smartphone is steady at hand. In this case, the values are noisy and the value of C 
varies considerably. However, we observe that there is a minor movement while the 
phone is at hand, therefore the absolute value may exceed 0.0020. Fig.1b shows the 
case when the phone is rotated about Y axis. The results show that C increases up to 
the range [0.015-0.020]. The reason for the decrease is that we first rotate the phone 
in some direction and we stop at some point for a while, and then rotate the phone 
back to its original orientation, i.e. like a swing move.  

The experimental results are used to estimate the threshold value for the rate of 
change in the view direction. In particular, this value is set to 0.0020 such that if C is 
less than this value, the device is predicted to be stationary. Otherwise it is rotating. 

 

 
                                        (a)                                                                    (b) 

Fig. 1. Rate of change in phone view direction when a) phone is steady at hand, and b) phone is 
rotating about Y axis 

3.2 Comparison of Smoothing Methods 

In this section, we first evaluate our method for different phone movement scenarios. 
Then, we compare our approach against the other smoothing techniques. In the 
experiments, we set the value of HLmax to 120 (representing roughly two seconds of 
sensor data) in order to ensure that when the phone is stationary, and thus the POIs 
will not move back and forth. We do not allow the VHL value to decrease to one so 
that it does some sort of smoothing but only relies on last 20 values (HLmin). It is 
observed that considering the last 20 sensor values does not cause any distracting 
delay for users. The threshold value for view vector change (Cthr) is experimentally 
tuned and found to be 0.003 which gives the best case. We experimented with 
different values for α and β parameters. If we set α (the increase factor for VHL if we 
detect that the phone is stationary) to a value bigger than 1, it is observed that the 
sensor value fluctuates even though the device is kept stationary. We conjecture that 
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the reason for this behavior is that when we increase the VHL value larger than 1, this 
causes the history values to include raw sensor values that belong to the time when 
the phone is rotating. This causes the smoothed value to be fluctuating even though 
the device is stationary for some time.  Therefore we set both α and β parameters to 1 
in order to handle this case. This ensures that when we increase the VHL value, we 
always grow the history array towards the new values (future direction) instead of old 
values (past direction). 

Fig2 presents how the proposed approach performs for smoothing original sensor 
values. In particular, Fig. 2a shows the smoothing when the phone is stationary at 
hand. The curves named “original” and “adaptive” correspond to the original and our 
smoothed sensor values, respectively. We also show the virtual history length (VHL) 
values based on the secondary Y axis on the right side of the plot. As it is expected, 
VHL values remain to be the maximum history length (HLmax = 120), and our 
smoothing algorithm stabilizes the sensor values as much as possible. This achieves 
POIs to be left almost stationary on the phone screen without affected by the sensor 
noise. Fig. 2b shows the case when the phone is rotating about Y axis. We see that 
VHL value peacefully responds to the change in sensor values and adapts the 
smoothing accordingly. Note that there are peaks in VHL values in Fig. 2b. This is 
due to the fact that, as we mention previously, when we rotate the phone about an axis 
for some degree, we stop at that point for a while, and then rotate back to the original 
position. This causes the change in sensor values (so does the change in phone view 
direction) to remain minimal for that small time period. This increases the VHL value 
for a while (since the phone is stationary at that time) but later the change becomes 
larger than the threshold and VHL recovers itself.  

     

   
(a)                                                                      (b) 

Fig. 2. Our smoothing algorithm and virtual history length (VHL) value when a) phone is steady 
at hand; and b) phone is rotating about Y axis 

Secondly, we compare our smoothing algorithm with simple moving average and 
compass filter algorithms. The results are plotted in Fig. 3. Note that compass filter 
algorithm proposed in [5] requires two parameters: a) data buffer length (like history 
length in some sense), b) the deviation threshold to determine outliers. We examine 
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with different parameter values, and observe that it behaves like a simple moving 
average method in the sense that if you increase the value of data buffer size, it makes 
more smoothing but when the phone is rotating it incurs more delay as depicted in 
Fig. 3. We set the buffer size to 60 and the deviation threshold value to 1 for compass 
filter smoothing. In order to show the delay due to smoothing, we draw drop lines in 
the plot where the sensor value reaches to its maximum after the rotation (Points 
numbered as 1, 2, 3, and 4 show the cases for original sensor value, our adaptive 
smoothing, compass filter and simple moving average, respectively). We observe that 
our adaptive approach incurs the shortest delay due to smoothing while simple 
moving average has the longest delay. The smoothing delay can be computed 
quantitatively as follows: For example, the number of sensor readings between points 
1 and 2 is divided by the number of sensors readings per second (in our case, this is 
approximately 90 values per second, for both sensors, in total). This computes the 
delay due to smoothing. According to our measurements, the delay between original 
and our adaptive method is only 130 msec, while compass filter and simple moving 
average smoothing incurs 330 msec and 800 msec delays, respectively. Note that this 
same behavior is also observed when sensor value drops to its local minimum points 
(sensor readings around 200-250, and around 500-550). In this way, our AR 
application can respond to phone rotations quickly and change the POI locations 
without any distracting delay. Furthermore, we repeat this experiment 10 times and 
observe the same typical trend as in Fig.3.  

 

Fig. 3. Comparison of smoothing methods when the phone is rotating about Y axis. We draw drop 
lines in the plot in order to show the delay due to smoothing. Points numbered as 1, 2, 3, and 4 
show the cases for original sensor value, our adaptive smoothing, compass filter and simple 
moving average, respectively. Our smoothing approach incurs the shortest delay while simple 
moving average has the longest delay. 

Finally, we compare our approach with exponential smoothing method in Fig. 4. 
The plot in Fig. 4a, shows the case when the phone is rotating about Y axis. As we 
previously mention, the alpha value in exponential smoothing must be tuned for 
different cases. For example, we tune this parameter to 0.1 when phone is rotating and 
the result seems that exponential smoothing does better than our approach because it 
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does not incur any delay. However, this value of alpha does not work when phone is 
stationary as shown in Fig. 4b. In this case, the exponential smoothing algorithm 
cannot handle the noise in sensor values unlike our algorithm. Therefore, it is 
impractical to select a single value for alpha which works in all cases. Compass filter 
smoothing incurs slightly more fluctuation of sensor values than our approach. Note 
that, when the phone is stationary, simple moving average exhibits exactly the same 
behavior as our approach. In order to show the smoothing quantitatively when the 
phone is stationary, we use the linear least squares fit of a straight line to the sensor 
values (since we expect the sensor values to be almost the same when the phone is 
stationary as shown in Fig.2.a) and measure the root mean square error from the fitted 
line. According to the results, the original, exponential smoothing, compass filter 
smoothing, and the proposed adaptive smoothing have 0.66, 0.36, 0.17, and 0.09 error 
rates, respectively. The results reveal that our approach achieves far better results 
compared to the alternative methods. 

  

 (a)                                                                      (b)  

Fig. 4. Comparison of our smoothing approach and exponential smoothing when a) phone is 
rotating about Y axis, and b) phone is steady at hand. It is observed that it is possible to tune the 
exponential smoothing for the case of phone rotation as in a), but this tuning does not perform 
well if the phone is stationary as in b). However, our smoothing approach is a good compromise 
between these two extreme cases and adapts itself to the device movement. 

4 Conclusions 

Noise reduction in smartphone sensors is one of the challenges for AR applications. 
In this paper, we propose an adaptive smoothing approach, which is movement-aware 
in the sense that it adapts the level of smoothing based on the phone movement 
behavior. We conducted experiments based on real sensor values read from a 
smartphone for various phone movement cases (e.g. steady at-hand and rotation). Our 
results show that even though it is possible to tune alternative smoothing techniques 
to perform well in specific cases, our adaptive smoothing method achieves a better 
smoothing performance in the overall case. Although our approach was applied on a 
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HTC G1 phone, we expect the same smoothing performance on other smartphones. In 
the future, we will evaluate the performance on other smartphones especially for 
Apple’s iPhone. In addition, we plan to provide a general method to determine the 
value of the Cthr threshold as it was determined experimentally in this paper. 
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Abstract. The widespread and ubiquitous nature of mobile devices
makes them attractive as providers of information collected from their
rich equipment of sensors (camera, microphone, GPS, etc.), and also
from external sensors (placed on persons, or in the environment). Thus,
we envision large-scale sensor networks that use mobile devices as raw
data sources, but also aggregated information producers - merging basic
data coming from sensors distributed in the environment.

In this paper we propose an architectural framework for agile devel-
opment and deployment of mobile cloud applications, harvesting hetero-
geneous sensor data. The novelty of the architecture is the possibility to
dynamically manage multiple internal and external sensors, and generate
graphical user interfaces to collect user inputs and present semantically
integrated information, in a cloud-based personalized fashion.

Keywords: context-aware networking, cross platform development, mo-
bile cloud.

1 Introduction

Recent years have seen the relentless market success of mobile devices (PDAs,
smart-phones, MIDs, PMPs, net-books, etc.), whose ever increasing capabilities
make them attractive to a growing number of network applications in business
and infotainment domains, that now can be fully experienced in mobility.

At the same time, the widespread and ubiquitous nature of mobile devices
makes them attractive as providers of information collected from their rich equip-
ment of sensors (camera, microphone, accelerometers, compass, GPS), and also
from external sensors (placed on persons, or in the environment). Thus, we en-
vision large-scale sensor networks that use mobile devices as raw data sources,
but also aggregated information producers - merging raw data coming from sen-
sors distributed in the environment. There are several important challenges in
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realizing such types of distributed applications, e.g. providing efficient meth-
ods for sensor nodes to make their data available to the network, allowing data
access from potentially disconnected and highly mobile devices, ensuring that
privacy constraints are met, and allowing application developers to build mod-
ular, service-oriented applications.

With the growing of the mobile application market, new solutions for soft-
ware distribution have been recently introduced, with the dominance of online
application stores (such as AppStore and Android Market). These virtual mar-
ketplaces have solved many problems to developers and common users, allowing
for easy dissemination and installation of apps with specific security and update
management policies. If on one hand this approach allows for widespread dis-
tribution of applications, on the other hand it appears to quite unsuitable for
highly dynamic scenarios where application needs may change very frequently
within a week or even the same day, according to user credentials, location or
purposes [5].

In this context, we propose an architectural framework for agile development
and deployment of mobile cloud applications, harvesting heterogeneous sensor
data. The novelty of the architecture is the possibility to dynamically manage
multiple internal and external sensors, and generate graphical user interfaces to
collect user inputs and present semantically integrated information, in a cloud-
based personalized fashion.

The proposed architecture is characterized by two main functional modules,
namely the service platform and the mobile platform. The former is charac-
terized by a semantic service engine, that allows for dynamic composition of
sensed data, to be presented to mobile users in a personalized fashion. The
latter is a lightweight mobile application that is able to manage sensors and
interact with the service platform for storing/retrieving data. The mobile plat-
form is designed for running over different mobile operating systems (such as
iOS, Symbian/RIMM, Windows Mobile and Android) and tolerating the rapid
obsolescence of technologies and, consequently, of devices that are frequently
substituted by models with different features and functionalities. Its flexibility
support the ”install once, run forever” paradigm, thus solving the previously
discussed software distribution issue.

The paper is structured as follows. Section 2 presents the state of the art in
the field of sensor-based mobile architecture. Section 3 specifies the proposed
architecture. Section 4 introduces two example scenarios and describes the first
prototype of a demo application we are developing. Finally, section 5 concludes
the paper summarizing achieved results and proposing some future develop-
ments.

2 State of The Art

Integration of mobile devices and sensor networks for context awareness is a
hot topic in the field of distributed systems. Context-aware computing is a mo-
bile computing paradigm in which applications can discover and take advantage
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of contextual information (such as user location, time of day, nearby people
and devices, and user activity). In their recent work [12], Soylu et al. integrate
and extend fundamental and promising theoretical and technical approaches for
the development of adaptive, context-aware software systems. Moreover, they
present an interesting view point for context-aware pervasive application devel-
opment, particularly based on higher abstraction where ontologies and semantic
web activities, also web itself, are of crucial importance. The long and short of it
is that perception, adaptivity, interoperability and standard compliance are key
enablers of pervasive computing.

Perception means (especially) sensing the environment. In [4], Bednarz et
al. present a multi-sensor XML-based communication protocol, called Human
System Integration Protocol (HSIP). Hard-wired or wireless sensors are assumed
to be connected to a data server to which, after registration, they to transmit
information.

Sensor networks consist of tiny low-powered computing devices with extremely
restricted computational, communication and battery capabilities. Each device
may be equipped with a physical sensor for reading temperature, sound, pressure
or other physical phenomena and can operate both as a sensor and a wireless
router. One of the major tasks of sensor networks is the distributed collection
and processing of sensor readings over extended periods of time. Scalability, self-
configuration, ease of deployment and low cost have made sensor networks a very
attractive solution for a wide range of environmental monitoring, distributed
surveillance, healthcare and control applications. In many situations, collecting
data at a certain fixed location is neither possible nor practical. Having mobile
collectors (that collect data and transfer messages between individual sensors
[8]) can be the only way to solve the problem - a thesis that we support in this
paper.

Another approach, suggested by Kansal et al. [9], is to implement a sensor
network of mobile phones, to be provided as a shared system, as opposed to
a system where a single application owns and uses a dedicated set of mobile
devices carried by users or vehicles. Using mobile devices as sensors has a signif-
icant advantage over unattended wireless sensor networks in that deploying the
sensing hardware and providing it with network and power is already taken care
of. Secondly, mobile phones can provide coverage where static sensors are hard
to deploy and maintain. Thirdly, each mobile device is associated with a human
user, whose assistance can sometimes be used to enhance application functional-
ity. For instance, a human user may help by pointing the camera appropriately
at the target object to be sensed.

On the problem of creating device-independent interfaces, in literature we
found some interesting works. Among others, in [10] Nichols et al. present the
Personal Universal Controller (PUC), an approach for improving the interface
to complex appliances by introducing an intermediary graphical or speech inter-
face. A PUC engages in two-way communication with everyday appliances, first
downloading a specification of each appliance’s function, and then automatically
creating an interface for controlling that appliance.
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3 Proposed Architecture

We propose a mobile device -centric approach for sensor-based distributed ap-
plications. The main idea (sketched in figure 1) is that mobile nodes collect data
from sensors (their own ones, or those placed in the surrounding environment),
and share such data within the network, by means of cloud services [7]. Au-
thorized users can visualize data thanks to mobile web applications (that are
independent from the mobile platform) and dynamically compose the user inter-
face according to currently selected data visualization services, to context and
to user profiles.

Fig. 1. Mobile device -centric approach

As we know, mobile terminals such as smart-phones and tablets allow to col-
lect a huge amount of data from local and external inputs and sensors connected
by multiple interfaces such as Bluetooth, WiFi or USB. Concurrently, user in-
puts may contribute to enhance the quality and effectiveness of the application,
by enriching collected data before they are shared within the network.

Such a mobile device -centric approach has a number of advantages over the
centralized approach for sensor data collecting, namely:

– Energy efficiency In a mobile scenario, sensors will store data locally and
provide them to mobile collectors. Data can be sent directly when the ap-
propriate connection is available, or in a subsequent time, according to user
preferences and always trying to preserve sensor battery lifetime.

– Improved availability of sensor networks Mobile devices may act as gate-
ways for sensor networks that, for some reasons, are disconnected from the
Internet.

– Ubiquity Users can query the network and collect data from any location.

Figure 2 illustrates the global architecture, where the following elements are
highlighted:

– Mobile Device (MD) - Is the principal entity of the system, interacting with
external sensors to collect data, exchanging them with the cloud, and allow-
ing user to enter extra information.
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– The Cloud - Provides personalized environments with services for storing
information generated by MDs, as well as mobile Web user interfaces (UIs).

– External Modules (EMs) - Represent external software entities that, accord-
ing with their authorization level, can interact with the Cloud to consume
its services, or to provide new ones, for example to integrate multi-source
data and provide new information.

– MD Communication Layer - Allows the communication between the Cloud
and the MD in terms of login procedures, data exchange, UI specification
transmission and notifications pushing to the device.

– EM Communication Layer - Allows the communication between the Cloud
and EMs to transmit and receive data.

Fig. 2. The proposed architecture

In the following we describe the mobile platform that runs over the MD, and
the service platform used by the Cloud and EMs.

3.1 Mobile Platform

On the mobile side, there is the necessity to communicate with different types
of external sensors and to generate a rich user interface to collect user input. To
these purposes, a cross-platform solution (e.g. HTML-based, such as PhoneGap
[11]), for the development of the mobile engine, may not be efficient (not provid-
ing thread management and synchronization mechanisms). Similarly, a mobile
code solution, where software pieces are transferred between systems (i.e. trans-
ferred across a network or via a USB flash drive) and executed by the recipient
on a local system, has several issues, related to runtime generation of the user
interfaces on multiple platforms, and also to the management of different sensors.

For these reasons, in our opinion the mobile platform need to be developed
using native programming languages - such as Java, C++ or Objective-C - for
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each platform, and provided with the ability to automatically generate, starting
from a standardized UI Specification Language, all user interfaces for interacting
with available sensors in the environment, and accessing remote services. This
approach allows for reduced complexity of the mobile platform dissemination
and update process, too (the mobile platform needs to be downloaded once, for
example from an app store). This approach is also highly scalable, allowing for
real-time, context-driven adaptation of the application, e.g. taking into account
user location, environment settings, etc.

Fig. 3. The Mobile Platform

Figure 3 describes the mobile platform, whose main components are:

– Mobile Engine - The intelligent core of the mobile platform, interacting with
other mobile modules to send and receive data from local and remote sources,
and dynamically generating the GUI that allows the user to enrich sensor
data with other useful knowledge.

– Sensor Communication Layer - Middleware enabling the communication with
internal and external sensors/inputs through different channels, according to
the device profile.

– Service Communication Layer - Middleware allowing the interaction with
the Cloud to discover services, test their QoS, send/retrieve data, etc.

Aggregated sensor data are presented to the user on his mobile device by the
service platform in a personalized fashion, by means of a Web-based application.

3.2 Service Platform

Mobile devices exchange data with the Cloud, that is enabled by a service plat-
form (illustrated in figure 4) provided with the following components:

– Semantic Service Engine - The core of the service platform, managing all
available modules in order to provide different types of services to final users.
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– Database Communication Layer - A middleware for storing and retrieving
data and information from system databases.

– Service Ontology - A Web 3.0 knowledge base encompassing all the charac-
teristics of each service, user, sensor and inputs.

– Client Communication Layer - A middleware that enables mobile devices to
connect transmit and receive data.

– Security Layer - A middleware that provides protocols for securing the com-
munication between service platform and mobile clients.

– Web Interface Builder - A component that builds dynamic Web pages for
showing real-time or cached data in personalized fashion, according to user
needs, profile and credentials.

Fig. 4. The Service Platform

Services exposed by the Cloud have specific input parameters (representing
sensor data). The Mobile Engine discovers such information at runtime. A service
can be used only if the Mobile Engine is able to provide all needed sensor data.
The service description should be something like:

– Service. Defines a specific functionality with different UI sections and a list
of required sensors with the following parameters.
• Name: Unique identifier of the service.
• Storing Type: Defines the storing procedure of input and sensor data.
The service may enable immediate or delayed data transmission (the
latter would require that the Mobile Engine temporarily stores data in
a local file) - possible parameters being REMOTE and LOCAL. This dual
opportunity allows the user, once the service description has been re-
trieved, to execute the service offline, by caching data and uploading the
locally stored file later, when connectivity is available.

• Storing Location: In case of a remote storage procedure, this tag contains
the service endpoint; otherwise, in case a local storage on the mobile
device, it contains the filename.
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– UI-Section: Defines a single section of service’s UI allowing the designer
to divide data entry in different slices, that may be either mandatory or
not, and may contain labels and figures to show useful information, or input
fields.
• Name: Unique identifier of the section.
• Description: Short text containing general information about presented
data, or the instructions about required data.

• Mandatory: Boolean field to specify whether the section can be skipped
or not.

– Input: Represents a generic input for the data entry.
• Name: Unique identifier of the field.
• Type: Defines the type of requested data, e.g. string, numeric, list, boolean
etc. According to the input type and to the specific platform, the Mobile
Engine will properly generate the UI to simplify data collection.

• Mandatory: Boolean field to specify if the section must be filled or not.
– Label: Represents a text label with an associated image.

• Name: Unique identifier of the label.
• Text: Label’s text.
• Image: Associated image.

– Sensor List : Contains the list of sensors required by the service.
– Sensor

• Type: Defines the sensor type according to the Service Ontology. By
means of this field, the Mobile Engine can search among already discov-
ered and bound sensors to verify if service needs can be satisfied.

• Mandatory: Boolean field that specifies whether the sensor must be avail-
able or not.

• Working Frequency: Specifies the sampling rate of the sensor’s data.
• Reading Limit Type: Defines if the sampling of sensor data will stop after
a specific time, or upon reaching a specific number of collected samples
(possible parameters are TIME and SAMPLES).

• Reading Limit Value: Represents the amount of seconds or the number
of samples after which the sampling of sensor data will stop.

The Mobile Engine reads and shows to the user the list of available services.
Once a service has been selected, the operator can choose among available and
bound sensors which he/she wants to use for the service. If more than one sensor
of the same type are available, the user can select which of them must be used.
Similarly, if one or more mandatory sensors are no more available, the engine
shows an error message and prevents next interaction. After the sensor selection
phase, the Web Interface Builder dynamically generates the required UI accord-
ing to service description allowing the user to add manual inputs associated with
the data that could be retrieved from the sensors.

Dynamic UI generation for data visualization is provided by the Web Interface
Builder of the service platform, and published to the mobile client as a person-
alized Web interface. Using platform-specific CSS sheets, such a Web interface
can be customized. Finally, the Security Layer allows to visualize information
only to users that are provided with the right credentials.
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3.3 QoS and QoI Management

In the proposed mobile device -centric architecture, quality of service (QoS)
management is very important. Each service may specify a minimum guaranteed
quality of service, defined in terms of transmission rate, packets error, computa-
tional power, connection type, etc. During the connection establishment phase,
the server could ask to the client to check if it is able to send data with the
requested QoS. This kind of test could be also repeated periodically during the
data delivery phase, to identify possible lowering of performance and QoS.

Another important aspect we took into account is the quality of information
(QoI), that refers to the ability to figure out if available information coming from
sensors is fit-for-use for a particular service. Let us consider a scenario in which
several PDAs want to use services that require sensors provided by a Wireless
Sensor Network (WSN). Each service has to execute tasks that need resources
from the network. QoI management provides mechanisms for investigating new
task admission and resource utilization, for controlling the individual QoI pro-
vided to new and existing tasks. This can be done using real-time feedback-based
monitoring systems. The QoI can be characterized by a set of quality attributes,
such as accuracy, latency, and spatio-temporal relevancy. To this purpose, as
suggested in [13], we can consider three key design elements: (a) the QoI satis-
faction index of a task, which quantifies the degree to which the required QoI is
satisfied by the WSN; (b) the QoI network capacity, which expresses the ability
of the WSN to host a new task with specific QoI requirements without sacrificing
the attained QoI levels of other existing tasks, and (c) an adaptive, negotiation-
based admission control mechanism that reconfigures and optimizes the usage
of network resources in order to optimally accommodate the QoI requirements
of all tasks.

4 Analyzed Scenarios and Prototype

In this section we analyze two appealing scenarios that perfectly match with
our dynamic architecture. The first scenario is related to an industrial environ-
ment where one or more operators make an inspection of different production
line, whereas the second one is associated to an e-Health system that collects
information about patients through sensor interaction and user feedbacks. The
important aspect is that both scenarios can be realized with the same mobile
engine implementation, without specific development or efforts on the mobile
side, thus reducing costs, focusing on service characteristics and increasing scal-
ability. We have started the development of applications for both scenarios. In
the last subsection we describe those being implemented for the industrial one.

4.1 Industrial Scenario

Mobile applications have become an important means for improving industrial
service processes [2] [3]. Since their increasing complexity should not reduce
usability, the personalized UI approach we propose appears to be highly suitable.
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Let us consider a small/medium company whose core business is to bottle any
type of drink, from water to wine. A large amount of this business is based on
the perfect functioning of the production line, that is costly in terms of safety
and security. Periodic controls and ordinary maintenance are very important to
prevent accidents and to assure the correct working of the system.

Each industrial machine endows one or more sensors that collect status in-
formation, allowing to detect potential problems all along the production line.
Traditional plants have pipelined machines, each one being cabled with a com-
puter that stores data sent by the machine, and operates on the machine’s actu-
ators. Usually the software running on master machines is not standard-based,
for which it is difficult to collect and integrate data from several machines, unless
they are made by the same vendor.

Our approach would require a unique server running the Service Platform, and
a set of mobile devices running the Mobile Engine. Company operators would
perform machine maintenance according to the following procedure:

– collect sensor data using a smartphone;
– check bottlers’ status by evaluating received data;
– eventually discover any change in the composition and structure of the ma-

chines;
– make interviews with workers of the warehouse, to investigate any question-

ing or difficulty concerning machines, and to enrich gathered data;
– immediately update all collected information.

Fig. 5. Industrial scenario

Suppose that the company has started a new, more efficient bottling line.
The chief operator notifies this change to the operations centre, by adding the
sensors of the new line to the list of monitored ones, using his smartphone. The
chief operator may also collect feedbacks from workers in order to enrich sensed
information provided to the operations centre. The mobile device can also work
in offline mode, by locally storing important information and uploading them as
soon as a connection is available.
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4.2 e-Health Scenario

The proposed architecture can be used in a number of healthcare scenarios.
In particular, some diseases require to monitor the status of patients that fol-
low specific treatments, assigned by their doctors. Patient monitoring may be
very costly, when manually performed by a specialist. Our architecture can help
simplifying this process, by automating patient monitoring. Figure 6 shows a
scenario we plan to address, related to individuals with walking disabilities, pro-
vided with Ankle-foot orthoses (AFOs) to aid in their walking (we prepared and
published online an AFO demonstrative video [1]).

Fig. 6. e-Health scenario

Despite the widespread use of AFOs, their performance is not well evaluated,
because the quantitative assessment is currently limited to short-term in-clinic
observation. To better understand how AFOs perform in aiding individuals with
walking disabilities and further enhance the AFO efficacy, a continuous, non-
invasive measurement method is necessary. After a careful investigation by Gait
analysis experts, ankle angle is selected as a primary Gait parameter for assessing
the efficacy of AFO.

Our RimLab is working on a sensor-provided AFO, able to collect data about
the ankle angle. Thus, a patient could use her/his PDA to send AFO data and
insert additional qualitative information (e.g. how much the AFO is comfort-
able). The Doctor may access such collected data to monitor the patient and to
evaluate the effectiveness of the proposed treatment.

The AFO case study can be generalized, considering any set of sensors, tar-
geting different diseases. The PDA is used to access services that allow to send
sensed data, to manually insert additional information, and to get treatment
updates, doctor’s feedbacks, etc. Similarly, the doctor uses services to read in-
formation coming from sensors or user inputs, to define new inputs that the
patient has to insert, and to modify the treatment.
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4.3 Prototype

In order to evaluate our architecture and our approach we have designed and
developed a first prototype of the system and a demo application (a video is
available at [6]). Main developed components are:

– Semantic Service Engine based on PhP technology to provide the list of
available services and their description.

– Database and associated Communication Layer to parse, store and retrieve
data.

– Mobile Engine prototype on the iOS platform (namely, iOS-ME) in order to
test its scalability and usability.

Up to now we have been mainly focusing on dynamic user-friendly interface gen-
eration, data exchange, and onboard sensor interaction, while leaving external
sensor interaction as future work. iOS-ME, that has been implemented in the
Objective-C programming language, presents to the user three main ”views”
(shown by screenshots in figure 7). We recall that, in the iOS development en-
vironment, a view is a screen presented to the user.

(a) Service list. (b) Sensor discovery
and pairing

(c) Filling Machine
needed sensors

(d) Filling Machine
input fields

(e) Data exchange
interface

(f) Remote data vi-
sualization

Fig. 7. iOS Mobile Engine Prototype
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The ”Setting” tab emulates external sensor management and is used by the
Sensor Communication Layer to show discovered external devices and already
paired sensors. The ”Services” section allows to discover Cloud services, with
associated description, and to visualize them in a table structure. When clicking
on an available service, iOS-ME shows a summary of required sensors, and the
list of those that are already available or missing. The user is allowed to select
sensors that she/he wants to use for the specific service. After that, the user can
move to the next ”view” - the one devoted to data entry. As described before,
each UI-section contains both mandatory and not mandatory fields, differently
highlighted (red and black). Until all mandatory fields are correctly filled, the
engine prevents the user from moving to next view. After that, when all user
data are collected and sensors are correctly configured, iOS-ME starts the data
exchange with the server and shows a report about each operation in order
to show possible communication errors to the user. This task continues until
the user clicks the stop button, that ends the uploading procedure. The last
application tab is related to data visualization, that (as described in section 3)
is based on a mobile Web technologies, with an appropriate style sheet for each
device type.

5 Conclusion

In this paper we have illustrated a novel architecture for agile development and
deployment of mobile, sensor-based applications. The distinctive feature of such
an architecture is the mobile device -centric approach, for which mobile devices
are providers of information collected from their rich equipment of sensors (cam-
era, microphone, GPS, etc.), and also from external sensors (placed on persons,
or in the environment). We have illustrated two significant example scenarios,
and a prototype we have developed and tested.

As future work, we are going to complete the development of the Service
Platform, improving the semantic service engine. Moreover, we are going to
develop versions of the Mobile Engine for other platforms than iOS - e.g. Android
and BlackBerry.
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of Smartphone Sensor Networks
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Abstract. This paper introduces a subset of mobile wireless sensor net-
works, called smartphone sensor networks, where large numbers of smart-
phone devices cooperate to perform sensing tasks. While these emerging
networks show high potential, little work has been done on design-time
verification and validation to ensure that a designed system will meet the
specified goals. This paper introduces Empower, a simulation environ-
ment for smartphone sensor networks that simulates smartphone-specific
properties of a sensor network, such as data collection policies, and out-
puts high-level system metrics, such as coverage of the environment be-
ing monitored. Experimentation is used to demonstrate that Empower’s
ability to derive system design parameters, such as the minimum number
of smartphones required for proper operation, or the most appropriate
data collection policy for the production environment.

Keywords: smartphones, mobile wireless sensor network, simulation.

1 Introduction

From 2009 to 2010, smartphones sales increased by 96% worldwide [1]. The
resultant rise in the number of available smartphones has generated interest
in the area of smartphone sensor networks, where consumer-owned smartphone
devices are utilized as sensing platforms, and sensing results are aggregated
into a coherent final product, such as a map of noise pollution in an urban
environment. The primary motivations for using smartphones as sensor network
nodes include: available sensing hardware such as GPS chipsets and modern
cameras, significant local storage and processing power, access to a network
infrastructure, end-user maintenance and upkeep, frequent battery recharging,
and ubiquitous deployment platforms for dispersing applications to end-users [2].
Moreover, the natural distribution and mobility of end-users provides an ideal
environment for data collection.

Numerous smartphone sensor networks have been developed, such as applica-
tions to track and analyze CO2 emissions [3], detect traffic accidents and provide
situational awareness services to first responders [4, 5], measure traffic [6], and
monitor cardiac patients [7]. Additionally, citizens living in the Gulf Coast re-
gion have been using smartphone sensors, such as cameras and GPS, to enter

N. Venkatasubramanian et al. (Eds.): Mobilware 2011, LNICST 93, pp. 233–247, 2012.
c© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2012
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data on the ecological impact of the Gulf Oil spill, thus providing scientists with
a wealth of field data on this disaster that can then be used to generate impact
analysis and recommendations [8]. A key challenge, however, is that verification
and validation of smartphone-powered sensor networks is hard. As shown in Fig-
ure 1, there are a large number of components contained in a smartphone sensor
network, including the smartphones and their associated properties (e.g., move-
ment, location accuracy at a given time and location, available battery life), the
environment being monitored, the algorithms to aggregrate the incoming sensor
data, and other components.

Fig. 1. Architecture of a Smartphone-based Cellular Coverage Mapping Application

Open Problem⇒ Emergent and context-dependent aspects of smart-
phones make verification and validation challenging.

Because smartphone sensor networks rely on end-user smartphones, then in-
troduce challenges that are not present in a more traditional wireless sensor net-
work model, including complex system properties such as system adoption rate
and cellular network infrastructure, context-dependent aspects such as unan-
ticipated smartphone reconfiguration, and emergent system properties. Due to
these issues, it is tough for smartphone sensor network developers to have con-
fidence that the chosen system architecture, protocols, and policies will work
as expected and desired in the environment being monitored. Additionally, the
costly nature of changing software system designs late in the development cycle
motivates making good system design decisions as early as possible.

Verification and validation of systems early in the development is critical to
reduce the overall system cost, and critical to ensure successful creation of a
smartphone sensor network that will properly monitor the environment of inter-
est. Typical verification and validation of a sensor network (SN) is done either
through formal methods, using tools such as Real-Time Maude [9], or model
checking, using tools such as SPIN [10]. Neither of these approaches are feasible
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for verifying and validating smartphone sensor networks because they fail to ac-
count for the context-dependent aspects of smartphones, such as movement of the
smartphone by its end-user. Moreover, wireless sensor networks have primarily
been investigated in the context of small, very low-power sensors communicating
through an ad hoc network, usually not interacting with an end-user, and with
very limited computing resources.

Solution Approach ⇒ Simulation of smartphone data collection sys-
tems to enable design-time verification and validation. To address the
need to verify and validate smartphone sensor networks, we present a platform
for the Evaluation of M obile PhOne W ireless Environmental data Reporting,
or ‘Empower’. Empower allows design time verification and validation of smart-
phone sensor networks, ensuring the system meets specifications and fulfills the
posed systems goals, taking into account complex system parameters and poli-
cies, such as rate of change in the number of participating smartphones, run-time
smartphone context changes, and data collection/reporting policies. In Section 5
we present empirical data showing Empower can also be used to identify emer-
gent properties of smartphone sensor networks.

This paper provides the following contributions to the study of smartphone
sensor networks:

– we introduce and describe Empower, which is a simulation environment for
smartphone sensor networks,

– we describe Empower’s formal simulation model,
– and we present emperical data from experiments from using Empower to ver-

ify and validate a smartphone-based sensor network for dynamically mapping
cellular coverage

The remainder of this paper is organized as follows: Section 2 describes a con-
tinuous map of cellular network coverage, which we use as a motivating example
throughout the paper; Section 3 discusses the challenges that are faced when
attempting to verify the effectiveness of a designed smartphone data collection
system; Section 4 covers the Empower framework; Section 5 presents empiri-
cal results from analyzing multiple designed smartphone data collection systems
and demonstrates Empower identifying system failures and bottlenecks; and Sec-
tion 7 presents concluding remarks and lessons learned.

2 Motivating Example: Continuous, Accurate
Measurement of Cellular Network Coverage

In order to motivate the challenges associated with verifying and validating
smartphone sensor networks, we present a motivating smartphone application
for dynamically mapping cellular network coverage using end-user smartphones.
In order to create a smartphone sensor network that accurately monitors cellular
network coverage and conforms rapidly to any changes in coverage, there are a
number of needed system components, many of which were shown in Figure 1.
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First, a smartphone application must be programmed and deployed to nu-
merous smartphones, which are preferably well geographically distributed. As
smartphones are moved geographically, they use the built-in cellular chipsets to
sample the cellular coverage in their region. Figure 2 shows Empower visualizing
the simulated real cellular network coverage map. When a smartphone’s inter-
net connection is enabled, these coverage readings, along with meta information
describing the location and time of each reading, the network chipset on the
smartphone, and the particular operating system being run, can be transmitted
to a centralized cloud-based data aggregation server. As readings are entered,
data aggregation algorithms are used to combine the data into a smaller format
that can then be represented as a coverage map. Figure 3 shows a cellular cover-
age map Empower has generated by aggregrating the incoming network coverage
readings. System policies can be used to control various aspects of the process,
such as the rate of data collection, the speed at which data becomes outdated,
or the method used to aggregate the incoming data.

3 Challenges of Verifying and Validating Smartphone
Wireless Sensor Networks

Smartphone wireless sensor networks (WSN) have a large number of potential
applications, such as real-time traffic monitoring, accurate weather monitoring,
or rapid network analysis after a disaster. Unfortunately, it is difficult to ensure
that a set of smartphone data collection policies will meet the desired objectives,
as the success of these systems is heavily dependent on emergent properties of
end-user smartphones. For example, the number, distribution, and movement
of smartphones influences coverage, the properties of the network being used
to transmit data impact timeliness of data reporting, and the change in the
environment heavily impacts the rate at which data ages. When developing sys-
tem policies to deal with these and other issues, developers face a number of
challenges.

Fig. 2. Empower Visualization of Simu-
lated Real Cellular Network Coverage

Fig. 3. Empower Visualization of Gener-
ated Cellular Network Coverage Map
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3.1 Challenge 1: Unpredictable Smartphone Availability Makes It
Hard to Estimate the Minimum Number of Nodes Required to
Ensure System Goals Are Reached

The availability of nodes e.g. smartphones in a smartphone sensor network is
highly unpredictable, as smartphones may appear and disappear rapidly from
the network in a complex fashion dictated by their end-users, and the overall
trend in system adoption can follow different patterns. While the number of
smartphones participating in a smartphone WSN clearly has an impact on the
probability of system success, it is tough to know how significant the impact
is. Additionally, it is hard to know the number of smartphones required, on
average, for the system to meet a specific goal, such as acquiring 80% coverage
of the environment.

For example, a key verification and validation challenge of building a smart-
phone WSN to dynamically map a cellular network is determining how many
smartphones are needed on average to generate a coverage map that is 80%
accurate. Given the number of complex factors included in determining the ex-
act number of smartphones available to participate in generating a map of the
cellular network, such as population measurements and adoption studies, it is
critical that system designers have a concrete number for the minimum den-
sity of participating smartphones required in order to assess the risk of system
failure.

3.2 Challenge 2: The Complex and Emergent Properties
of Smartphone Based Opportunistic Sensing Systems Make
Determining the Impact of Various Policy Decisions Difficult

In order to verify and validate a smartphone powered WSN, it is important to
understand the impact of system policies, such as data collection controls, on
system metrics, such as the accuracy of incoming data or the utilization of system
resources. The complex relationship between system policies, system parameters,
and emergent properties makes it difficult to know what system policies should
be used in which situations, or even which policies can be used without violating
system constraints.

For example, if a system to map cellular network coverage was powered by
postal service workers carrying smartphones, a data collection and reporting pol-
icy that took too many superfluous readings and wasted battery power could be
expensive or cause premature battery exhaustion during the workday. Further, if
the data collection policy only collects a limited set of measurements each day, a
policy that chooses optimal locations for data readings may have a direct impact
on the system success or failure. However, verifying and validating that the loca-
tion selection method is efficient and selects the appropriate data samples across
thousands of phones is hard. Section 4.3 describes how Empower aids validating
these design decisions by allowing system designers to plug and simulate custom
data collection and reporting policies across thousands of smartphones.
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4 Empower: A Simulation Environment for Verifying
and Validating Smartphone Sensor Networks

To address the need to verify and validate smartphone sensor networks, we
present Empower, a simulation environment for the Evaluation of Mobile PhOne
Wireless Environmental data Reporting. As shown in Figure 1, smartphone pow-
ered opportunistic sensing systems contain multiple configurable components.
Empower can be used to model various aspects of these systems, including: the
smartphones in an environment, the network being used to transmit information
between the data collection server and the clients, various system-level policies
such as data collection and reporting policies, the algorithms used for data eval-
uation, system-level metrics, and system goals.

Figure 4 shows an overview of the Empower application, including the visual-
ization that Empower uses to represent a given environment, the formal model
that is used to back the executing simulation, the output (which si both shown
on-screen and logged), as well as small visualizations for each smartphone object.
In section 4.2 we discuss how Empower can be used by developers to derive criti-
cal system design parameters, focusing on the minimum number of smartphones
required to achieve system goals as a design parameter of interest. In section 4.3,
we discuss Empower’s approach to system-level policies, such as data collection
frequency and data reporting decisions, and show how Empower can be used to
identify the most appropriate policies for various operational environments.

Fig. 4. Overview of Empower Software

4.1 Empower Formal Simulation Model

Empower uses a simulation engine based on a formal model for smartphone-
based opportunistic sensing. The model is based on the 8-tuple:

M =< E,D,V e0, V d0, δE(V ei), δD(V di), O(V ei, V dij),M(V ei, ωi) > (1)
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|E| = |V ei| (2)

∀V dij ∈ V di, |V dij | = |D| (3)

δE(V ei) = V ei+1 (4)

δE(V di) = V di+1 (5)

O(V ei, V dij) = ωij (6)

M(V ei, ωi) = Meti (7)

where:

– E is the set of parameters or variables that describe the environment that
the smartphones are operating in.

– D is the set of parameters that describe each smartphone in the simulation.
– V di is a set of vectors containing the parameter values describing the state

of each smartphone at time i.
– V dij ∈ V di is a vector describing the state of the jth smartphone at time i.
– δE(V di) is a function that maps the state of every smartphone at time i,

V di, to their new states at time i+ 1, V di+1.
– δD(V ei) is a function that maps the state of the environment at time i,

V ei, to its new state at time i+ 1, V ei+1.
– ω is a set of metric outputs, such as the overall coverage and accuracy of the

perceived network, at time i.
– O(V ei, V dij) is the smartphone sensor sampling function which determines

the sensor values, ωij, read by the jth smartphone at time i. The sensor
values that are produced are a function of the state of the smartphone,
V dij , and the state of the environment, V ei.

– ωi is the set of all smartphone sensor value vectors at time i.
– M(V ei, ωi) is a function that, based on the current state of the environment

and set of sensor outputs from all smartphones, calculates the values, Meti,
for the verification and validation metrics of interest. For example, the overall
accuracy of the perceived cellular signal strength map versus the actual
cellular signal strength map could be an output metric.

The core of the formal simulation model are the functions δE(V di) and δD(V ei).
These functions evolve the states of the smartphones and the environment over
the course of the simulation. Empower includes implementations of the functions
that are optimized for modeling environments that change based on geographic
coordinates and the movement of smartphones through those areas. Both func-
tions can be customized or replaced for simulations that do not focus on sensor
data collection that is tied to the geolocation of a smartphone. Section 4.2 dis-
cusses the parameters and operation of these functions.

In order to verify and validate a set of data collection and reporting poli-
cies in a specific smartphone scenario, developers must be able to incorporate
their application-specific policies into the Empower formal model. The func-
tion O(V ei, V dij) is designed to be configured by the user to accurately model
the data collection and reporting policies of the application. At each time step,
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O(V ei, V dij) determines what data is sampled, based on the sampling policy of
the application. Moreover, O(V ei, V dij) also determines which of these samples
are actually reported to the aggregation system by the smartphone by limiting
the values that are output into ωij . For example, although the data collection
policy may determine that a particular sensor is sampled at a given timestamp,
O(V ei, V dij) may not output that sensor value until a later time step to simu-
late buffering of data on the phone. The base implementation of O(V ei, V dij) is
described in Section 4.3.

The final critical aspect of the formal model is the set of metrics that are
calculated by Empower and used for verification and validation. The function
M(V ei, ωi) can be adjusted to calculate any metrics that are a function of the
environment state, smartphone state, or sensor values.

4.2 Solution 1: Using Simulation of Smartphones to Derive System
Design Parameters

Section 3.1 introduces the system design parameter of minimum required number
of nodes. In order to assist system designers in identifying the minimum number
of smartphones required to ensure that system goals are met, Empower allows
designers to vary the minimum number phones in a smartphone sensor network,
and then simulate the system to determine the probability of system goals being
reached. By varying simulation parameters, developers can identify a baseline
for the minimum number of smartphones required to achieve the system goals
that is specific to the future production environment of their smartphone sensor
network, such as a highly-dynamic environment with a low density of highly
mobile smartphones that frequently input data readings.

Empower allows design time control of the following smartphone properties:

• Initial number of smartphones in the system. System designers specify
this as a constant number. For some situations, such as a mandatory adoption
policy, this number can be significantly high. For other systems, the rate of
adoption (discussed below) is more important.

• Rate of Adoption determines how many smartphones are participating
in the opportunistic system at various times. This is controlled by a designer-
specified function that accepts time, which is tracked by the simulation envi-
ronment and used to relate the simulation results to a real-world timescale, and
returns the approximate number of smartphones that should currently be inside
of the data collection system. By implementing the rate of adoption function, a
designer can arbitrarily control the number of smartphones in the system at any
given time.

• Smartphone Properties and Settings, such as smartphone location
or network connectivity enabled versus disabled, can be specified by the sys-
tem designer using high-level functions. Empower controls configuring individ-
ual smartphone objects, ensuring that overall distributions match the desired
settings. For example, a developer can specify that 60% of the smartphones in a
network should initially have their GPS chip enabled. Designers can control each
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smartphone property by specifying a function that accepts time as a parameter
and returns the appropriate distribution of that property at the given time.

• Frequency and Magnitude of Smartphone Movement can be con-
trolled via developer-specified functions. Developers can input high-level values
specifying how frequently smartphones move during the simulation execution,
and how significant each move is in terms of meters travelled per movement. This
is a fairly simple model of movement, and the authors are actively attempting
to build a more flexible movement function that would allow integration of re-
search on human movement patterns, with a goal of allowing system developers
to simply select a pre-defined movement pattern which has been vetted by prior
research.

By testing numerous property configurations, system designers can under-
stand which properties are most critical to data collection and reporting policy
success and take steps to ensure that those properties are met. For example,
Empower can allow a system designer to pinpoint the minimal number and di-
versity of smartphones required for the system to achieve the metrics of interest
by modifying these configuration parameters and executing the simulation. This
information is quite valuable for the successful deployment of such a system.

4.3 Solution 2: Exposing Policy Decisions As a Configurable
Simulation Property

As Section 3.2 outlines, the complex parameters and emergent properties of
a smartphone-powered opportunistic sensing system make it difficult to under-
stand the effects of system-level policy decisions. To address this issue, Empower
allows various system-level policies to be configured, both at the beginning of
the simulation and during the simulation execution. This enables system design-
ers to verify that their chosen policies will improve metrics of interest under
the conditions they believe most likely to occur in the operational environment.
By testing these different policies with various parameter combinations, system
designers are able to determine the most optimal policy for different operational
environments. Moreover, it is possible to identify various emergent properties
and understand the impact of those properties on system metrics.

Empower currently allows two system-level policies to be specified:

• A Data Collection Policy for the smartphones in the system can be spec-
ified. This policy determines which smartphones attempt to collect data, based
on the properties of each smartphone. In the experiments outlined in Section 5,
we compare a data collection policy that favors highly-mobile smartphones for
data collection over less mobile phones to a mobility-independent data collec-
tion policy. System designers can specify the data collection policy by creating
a function which accepts as input the properties of a smartphone (current loca-
tion, available sensors, mobility frequency and magnitude) and returns a boolean
value indicating if that smartphone should attempt to collect data.

• A Data Reporting Policy determines how smartphones report data back
to the central server. Interesting issues that this policy aims to address are the
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limited network connectivity on smartphone platforms (both in terms of network
availability and network throughput), the rate at which data becomes useless
after it has been collected, and the amount of available persistent storage on
individual smartphones. System designers can specify a function that receives
the amount of available storage, the current network connectivity, and all other
smartphone properties. Based on these properties, the function can return that
data should be discarded, cached, or sent to the data collection server.

5 Using Empower to Determine System-Level Policies

In this section we present results from experiments performed using Empower
that evaluate the impact of data collection policy decisions in the smartphone-
based cellular network mapping example from Section 2, such as data collection
policy, on overall system properties such as accuracy and wastefulness. Addi-
tionally, we perform experiments to derive system design parameters, such as
the minimum number of smartphones required to achieve system goals. These
results show that Empower can be used to verify the design of a smartphone
sensor network by ensuring that system goals are met. Moreover, these results
show that Empower can be used to determine critical system design parameters.

5.1 Experimental Platform

These experiments were performed on a 2.66 GHz Intel Core i7 machine with
4 GB of 1067 Mhz DD3 ram, running the Mac OS X 10.6.6 operating system.
Empower is written with Java, and the Eclipse IDE was used to both aid devel-
opment and to run the simulations.

5.2 Experiment 1: Measuring the Combined Impact of Smartphone
Quantities and Data Collection Policy Decisions on System
Accuracy

Sections 3.1 and 3.2 discuss the challenges that arise due to unpredictable smart-
phone counts and system policy decisions. In particular, it is tough for a system
developer to determine the minimum number of smartphones required to en-
sure system goals are met. Additionally, it is tough to determine the effect of
system policies due to the complex nature of the system properties and the po-
tential for emergent properties. In order to measure the effect of system policy
decisions, while also considering system properties, we simulate multiple system
policies in conjunction with multiple combinations of system properties of en-
vironment topology and smartphone quantities. The simulated policy for each
iteration is one of two possible data collection policies, where the first policy is
a constant data collection policy in which smartphones are taking readings as
rapidly as possible, and the second is a context-aware policy where more mobile
smartphones collect data more frequently.
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Hypothesis: A Constant Data Collection Policy Will Result in Mini-
mum 20% Higher Accuracy For all System Property Permutations.We
expect that the constant data collection policy, given the much higher number
of inputs, would yield significantly higher accuracy. Additionally, we believe our
results will allow a clear determination of the minimum number of smartphones
required to a system accuracy of 80%.
Experiment 1 Results. Figure 5 shows, for a static environment and various
smartphone counts, the accuracy over time for each of the two chosen data collec-
tion policies. Figure 6 shows, for a dynamic environment and various smartphone
counts, the accuracy over time achieved by the two data collection policies.

Fig. 5. Measuring the effect of smart-
phone count on the accuracy in static
environments

Fig. 6. Measuring the effect of smart-
phone count on the accuracy in a dy-
namic environment

Figure 6 shows multiple dips in accuracy, which we identified as being the
times at which we changed the real environment, and therefore the current per-
ceived environment is incorrect. The magnitude of these dips noticeably de-
creases over time, which is discussed in Section 5.4. As expected, the constant
data collection policy does result in a small, but notable, increase in accuracy for
both types of environments. However, the acceptable performance of the context-
aware data collection policy was unexpected. The context-aware system policy
did not result in a significant loss in accuracy, indicating that our hypothesis
was incorrect. However, it is easily discernible, for each type of represented envi-
ronment, the minimum number of smartphones required in order to ensure that
80% accuracy is achieved. For both of the environments tested, independently
of the type of data collection policy, 80% accuracy cannot be achieved within
1460 simulation hours without a minimum of 900-1000 smartphones.

5.3 Experiment 2: Determining the Wastefulness of Various Data
Collection Policies

Given that Experiment 1 has shown that a context-aware data collection pol-
icy is acceptable under some circumstances, the next logical experiment was to
attempt to determine, for a given circumstance, if a context-aware policy was ac-
ceptable. Experiment 1 has already shown data on the slight increase in accuracy
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that a constant data collection policy results in, and therefore we choose to mea-
sure the wastefulness of each of the policies. In order to do this, we counted the
number of data readings that resulted in absolutely no change in the accuracy
of the system, and accumulated those numbers over time.

Hypothesis: Constant Data Collection Is Accurate But Wasteful. Our
hypothesis for this experiment is that a constant data collection policy e.g. having
each smartphone constantly collect data would be accurate but also notably
wasteful of system resources.

Experiment 2 Results. Figure 7 therefore represents the difference between
the constant data collection policy and the context-aware data collection policy.
The six series result from the three options for smartphone counts (200, 500,
1000) combined with the two options for environment topology (static, dynamic).

Fig. 7. The number of wasted readings for constant versus mobility-based data
collection

As expected, the constant data collection policy resulted in higher number of
wasted readings, with more smartphones resulting in a larger difference.

5.4 Analysis of Results

The experimental data provided both expected and unexpected results. For Ex-
periment 1, we were able to determine the minimum number of smartphones
required to ensure that system goals were met for each operational environment
we tested. However, our experimental hypothesis was ultimately proved incor-
rect, as the context-aware data collection policy resulted in much higher accuracy
than was expected. In Experiment 2, we were able to show relative wastefulness
of a constant data collection policy versus a context aware data collection policy.

One interesting result was the unexpected significance of our metric imple-
mentations. For example, transitioning from having no knowledge to having some
(potentially incorrect) knowledge makes it difficult to approximate the accuracy
of the overall simulation. In our experiments, we chose to count regions where we
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knew no information as the absolute worst possible values (e.g. the values far-
thest from the real network). This in turn had significant implications - the effect
of an unknown region on overall accuracy was very bad, and therefore coverage
had a significant relation to accuracy. Essentially, all values that were input re-
garding a region, no matter how incorrect, were likely to be better than the worst
possible value. This effect was determined to be responsible for the reduction in
magnitude of the dips shown in Figure 6 as the simulation progressed.

6 Related Work

This section compares Empower with related research from two key areas. First,
significant research has been performed in the area of mobile sensor networks.
Second, prior research in opportunistic sensing discusses some of the issues
present with this paradigm.

Mobile Wireless Sensor Networks. While smartphone sensor networks have
many differences from conventional mobile wireless sensor networks, such as a
reduced need for ad hoc networking, some similarities do exist. Much mobile
wireless sensor network research focuses on methods for networking and power
reduction in mobile ad hoc networks. For example, Jain et al. show that by
exploiting mobile nodes as intermediate data carriers it is possible to significantly
reduce the amount of power required to transmit information between remote
sensors and base stations [11]. However, smartphone sensor network nodes can
be assumed to have fairly regular direct connection to the Internet, and are
regularly recharged.

Mainwaring et al. explores building a wireless sensor network to perform habi-
tat monitoring, because “the connection with its immediate physical environ-
ment allows each sensor to provide localized measurements, [. . . ] integration
of local processing and storage allows nodes to perform complex filtering, [. . . ]
and ability to communicate allows information to be retrieved and nodes to be
retasked in the field” [12]. However, methods of system-level verification and val-
idation are not addressed, and there are no guarantees that such as system can
meet its described goals. Most verification and validation research for wireless
sensor networks has been done in the context of individual nodes, and little work
has been done in full-system verification and validation.

Opportunistic Sensing. Research in opportunistic sensing has been increasing
in popularity as sensors rise in availability. However, much of this research has
been preliminary, and has not had a focus on the overall success of the oppor-
tunistic network. Lilien et al. describe a framework standard, intended to allow
components to be added and removed from any opportunistic network during
the system production [13]. This may be a promising future approach, but in our
research we have simply allowed mobile applications and previously-established
standards, such as Hyper text transport protocol, to manage the interactions
between opportunistic sensing components. Eisenman et al. discuss techniques
for implementing intelligent network in a network largely consisting of mobile



246 H. Turner and J. White

nodes [14]. Our research focuses on smartphone systems, which typically have
an available network connection. However, in disaster scenarios this ad hoc net-
working would become invaluable, and therefore Empower allows the network
components of the simulation to be handled by third party network driver soft-
ware. This allows other researchers to integrate the work done with Empower
and work being performed in the area of ad hoc networks.

7 Concluding Remarks and Lessons Learned

In this paper we discussed the emerging importance of smartphone-based data
collection systems. We described the current problems with building these sys-
tems, which largely arise because the properties of these systems are highly
emergent. This makes verification and validation of these systems at design time
quite difficult.

In order to address this issue, we developed a simulation environment titled
Empower that allows smartphone based data collection systems to be simulated.
This simulation allows smartphone-specific system properties, such as data col-
lection policies and smartphone count, to be specified, and provides system-level
metrics that can be used to identify if the system achieved the goals of inter-
est. By simulating the system with different properties, system designers can
have informed opinions on the effectiveness of their system during the produc-
tion phase. From our research on simulating smartphone sensor network data
collection systems, we learned the following important lessons:

1. Smartphone-based Data Collection Systems have Very High Po-
tential. Through our research, we were able to realize that smartphone-
based data collection systems, when properly focused and directed, can have
an enormous impact with a very small user base. While we have only per-
formed initial research on quantifying these values, further work in this area
is likely to be very promising.

2. Calculation of Metrics for Data Collection Systems is Hard. In our
research the environments were divided into discrete regions, enabling us to
perform system metrics much more simply than if we had truly continuous
environments. This had significant impacts on many parts of the system, such
as inputting data readings, speed of execution, and accuracy of calculations.
In future work we plan to investigate continuous environments in order to
address this gap.

Empower and data from the experiments described in this paper are available
in opensource form from https://github.com/crabpot8/Empower.
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