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At the end of this module students will: 

· To familiarize students with the security issues and technologies involved in modern information systems, including computer systems and networks and the various ways in which information systems can be attacked and tradeoffs in protecting networks.
Course Objectives 
This module teaches the basic concepts, principles and practices associated computer security and aware students with the security threats, vulnerabilities and security mechanisms.

The aim of this module is  :

· State the basic concepts in information security, including security attacks, security vulnerabilities, security policies, security models, and security mechanisms.

· Explain concepts related to applied cryptography, including plain-text, cipher-text, techniques for crypto-analysis, symmetric cryptography, asymmetric cryptography, digital signature, message authentication code, hash functions, and modes of encryption operations.

· Discuses about the basic concepts, principles and practices associated with database security, program security, Operating system security and network and Internet security.

· Explain and compare security mechanisms for conventional operating systems, including memory, time, file, object protection requirements and techniques and protection in contemporary operating systems.

· Describe threats to networks, and explain techniques for ensuring network security, including encryption, authentication, firewalls, and intrusion detection. 

·  Explain the requirements and techniques for security management, including security policies, risk analysis, and physical threats and controls.
Teaching Method:    Methods to be used:   The class will be presented in lecture form. 

Student role in the course: Students are expected to attend all lectures, participate in class discussions, and complete assigned homework, Seminars, programming assignments, and examinations. 

Teaching Materials: 

Computer, White Board, markers and some necessary teaching materials
COURSE OUTLINE

Computer  Security

1. Introduction and course overview, overview of security, Basic notions of confidentiality 

       availability

2. Authentication , Authorization , Confidentiality , Data Integrity

3. Introduction and Historical Ciphers

4. Private Key Encryption Schemes , Public Key Encryption Schemes , Block Ciphers

5. Base Number Theory,  Public Key Encryption, RSA 

6. Security Protocols

7. Operating System, Web and Database System Security
8. Types of Attacks, Malware,  Access Control

Assessment/Evaluation & Grading System:

	Mid semester Exam
	30%

	Final semester Exam
	40%

	 Individual Assignment
	10%

	 Presentations
	10%

	 Group assignment /Project
	 10%


Required Text and Reference:

1. “Computer Security: Principles and Practice”, 3rd Edition, William Stallings and Lawrence Brown, Pearson, 2014, ISBN-13: 978-0133773927

2. GoodRich M.T. and Tamassia R. (2010). Introduction to Computer Security. Addison Wesley

3. Dulaney, E. (2008). CompTIA Security+ Deluxe Study Guide: SY0-201. Sybex
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