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Introduction

This book provides a look at computer networking from the point of view of the network
administrator. It guides readers from an entry-level knowledge in computer networks to
advanced concepts in Ethernet networks; router configuration; TCP/IP networks; routing
protocols; local, campus, and wide area network configuration; network security; wireless
networking; optical networks; Voice over IP; the network server; and Linux networking.
After covering the entire text, readers will have gained a solid knowledge base in
computer networks.

In our years of teaching, we have observed that technology students prefer to learn “how
to swim” after they have gotten wet and taken in a little water. Then they are ready for
more challenges. Show the students the technology, how it is used, and why, and they will
take the applications of the technology to the next level. Allowing them to experiment
with the technology helps them to develop a greater understanding. This book does just
that.

Organization of the Text

Thoroughly updated to reflect the latest version of CompTIA’s Network+ exam,
Networking Essentials, 4th Edition, is a practical, up-to-date, and hands-on guide to the
basics of networking. Written from the viewpoint of a working network administrator, it
requires absolutely no experience with either network concepts or day-to-day network
management. This first volume has been revised and reorganized around the needs of
introductory networking students, and assumes no previous knowledge. Throughout the
text, the students will gain an appreciation of how basic computer networks and related
hardware are interconnected to form a network. This involves understanding the concepts
of twisted-pair cable, fiber optics, interconnecting LANs, configuring TCP/IP, subnet
masking, basic router configuration, switch configuration and management, wireless
networking, and network security.

Key Pedagogical Features

* Chapter Outline, Network+ Objectives, Key Terms, and Introduction at the
beginning of each chapter clearly outline specific goals for the reader. An example
of these features is shown in Figure P-1.
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: i (Intemetwork Opemting System) softwars for configuring routers. Clsco 105
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7-3 The Console Port Coon Summary Cisco TutEr interface. Thare are many chotces for ouTers in the markes;
7-4 The Router's User Mode Questions and Problems. however, Cisco moutars have set the standard. Also, Cisco sertifications such
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eommand line fnterfme oB-9 caahle I
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CONP COMI, COM2. . Routericonfig much as rosters puter’s seral comnunication softwae and selecting the proper cable and hardware
COE 3 far conpecting the consale port to a computer. Sections 74 sad 7-5 introduce the
: — lfoverasis Retseaiconly Tue)t CENA stepn lor sccpasing s pogmmming the router isterface. The user EXEC mode
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flat pctwork user EXEC mode oo shatdown (e shirt} " sections teach the smdent hevw b work with the Ciace 108 sommiand structure nd
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319 EE CHAFTER 7: INTADOUCTION TO ROUTER CONFIGURATION

A1

Key Terms for this Chapter
FIGURE P-1

* Net-Challenge Software provides a simulated, hands-on experience in configuring
routers and switches. Exercises provided in the text (see Figure P-2) and on the CD-
ROM challenge readers to undertake certain router/network configuration tasks. The
challenges check the students’ ability to enter basic networking commands and to set
up router functions, such as configuring the interface (Ethernet and Serial) and
routing protocols (that is, RIP and static). The software has the look and feel of
actually being connected to the router’s console port.




Net-Challenge exercises are found Exercises challenge readers
throughout the text where applicable to undertake certain tasks

\

“The status of (e sorial interfaces can be checked using the sh ip int brigf command Conncetion
i demonstrated hene: shown previdgsly in Figure 7 An arrow is pointing 1o the buttons used 10 es-
Reiters sh ip ias briet tablish a consile connection, Clicking a button conneets the selected routerto a
Tkt oM CONL  meaRs e Uesmosn terminal consoly session. enabling the simulated console terminal access o all three
Foaibibasintd. 10,080,316 T  eaiak e routers. The roulrs are marked with their default hostnames of Router A, Router
PantBtharnetd  10.10.200.1 VRS i ip B, und Router €.\ his challenge tests your ability o wse router comemands in the
privileged EXEC kode, ilso called the crable mode. Click the Ner-Challerte V4,

cach router is provided by clicking one of the three roster butions

FantBtharnet 210.100.1  TER  manual up up x ; ¥ o .
Berialo .10.338.3 RS sanual up up e file to start the Yeltware, Neat, click the Select Challenge hullm! o open HYIN ;
Suriall ST YhE  mangk » el of challenges availaMe with the software. Select the Chapler 7 - Privileged EXEC

Mode challenge W ofen a check box sereen, Each challenge will be checked when

. o Se the task has been suockssfully completed:

Router Configuration Challenge: The Privileged EXEC Mode o v 1
Use the Net-Challenge softwire included with the companion CE-ROM 1o com- 1 ::ln‘nl\;ww you are comnected o Router A by clicking the appropriate selection
plete this exercise. Place the CO-ROM in your compuier’s drive. The software s *

loculed in the NetChatienge folder on the CD-ROM, Open tse falder and lick the Demivistrate that you ean enter the rouler’s privileged EXEC mode, The router
Ner-Challeng ¢ file. The program will open on your desktop with the sereen screen should display Rotter#, The password i Chile.

shown previously in Figare 7-15, The Net-Challenge software is based on o three
router cainpus network setting, The tapology for the network can be viewed by

]

. Ploce the router in the terminal configuration mode [Router(configh¥]

elicking the View Topalagy butlon, The network lopology used In the softwire s 4. Use the hostmare command 1o chunge the router hostname o RouterA,
shown in Figure 7-20. The softwin allows the user to configun: cach u[‘llil' thre %, Set the enable fure o e ooy il
routers and 1o configure the network interface for computers in the LANs sttoched R
to ¢ach muter. Clicking one of the router symbols in the topoloagy will enable you to B, Set the viy passwerd to ConCamne.
W ¢ o o 2 i
i s 11 ke Sz e soriter soquited far i oo garation 7. Configure the three FastEthernet inerfaces on RowterA as follows:
FastEthernetD/0 i£a0/0) 10.10.20.250 I55.255.285.0
FastBtharmero/l  (£af/1)  10.10.300.1 245.256.285.0
FastEthernec0/d  (0aG/3)  10.10.190.1
K. Enable ench of the router FestEthemet imerfisces axing the no shut commimd
9. Use the sh ip inferfisce briel (sh ip int briel) command 1o verify (hat the
interfaces. have been configured and are functioning, For this challenge, the
interfaces on Router B and Router € have already been configured.
10, Configure the serial imerfuces on the router. Serial interfice 00 is the DCE
The clock rate should be set 1o S6000. (uso clock rute S6000) The 1P uddresses.
and wubnet masks are as follows:
Sorial 0/8 10,10.130,1 255.256.255.0
ferial 0/1 10.16.64.1 288.265.268.0
1Es Use the ship int briel command fo verify thit the serial inferfuces are properly
configured. For this challenge, the interfuces on Router B and Router C have
already been configured.
12, Use the ping commuand 1o verify that you have 2 network connection for the
following interfaces:

= RouterA PAO/ 110.16.290.1) to RoutecS PAG/2 [10.18.200.3)
FIGURE 7-20  The netwark topology far Net-Challenge, The amews indicate where ta click Rowters EAG/2 [10,10.180.1) to RouterS PAG/2 (10.19.120.3)
to display the router 1P address coafigurations. " 4
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FIGURE P-2

* The textbook features and introduces how to use the Wireshark Network Protocol
Analyzer. Examples of using the software to analyze data traffic are included
throughout the text. Numerous worked-out examples are included in every chapter to
reinforce key concepts and aid in subject mastery, as shown in Figure P-3.




Examples using the Wireshark
protocol analyzer are included
throughout the text where applicable
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FIGURE 11-4 The echo reply from computer 2.

Using Wireshark to Capture Packets

The first exercise with the Wireshark software demonstrated how to use the prota-
col analyzer to inspect captured packets. [n most cases, the user will want to cap-

tume data packets from her own network. The following steps describe how to use

the software to capture packets.

1. In Windows, chick Start > Programs > Wireshark > and select Wireshark to
start the program.

2. To capture packeis on an operating network, you first need to select the in-
terfaces in which you would like to obtain the capture (sce Figure 11-5). You
can do this by going to Capture > Interfaces. Afier selecting your interfaces,
click Start to stant capturing as shown in Figure 11-6. You can also get to the
mterface list by clicking on Interface List from the Wireshark home screen.

3. To exammne the packeis, stop the simulation by chicking Capture > Stop. Re-
member, there must be some activity on your network for packets to be trans-
ferred. You might see little traffic activity if your network is in the lab and there
15 limited network activity. You can always use the ping command to generate:
some network data activity if needed.

To open a saved capture file, click File > Open or click Open from the Wireshark
home sereen.

To change capture options, click Capture > Options to change the options to your
prefemred settings.
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* Key Terms and their definitions are highlighted in the margins to foster
inquisitiveness and ensure retention. Illustrations and photos are used throughout to
aid in understanding the concepts discussed. This is illustrated in Figure P-4.



Key terms are
highlighted in the
text and defined
in the margin

Extended Service Sat
(ESS)

The use of multiple
access points to exbend
uzar mobility

Hand-off

When the user's
computer establishes an
association with another
aocess point

Roaming

The term used to
dascribe a user’s” ability
to maintain network
connectivity as he moves
through the warkplace

If data is being sent from PC-A to PC-D, the data is first sent to the access point
and then relayed to PC-D. Data sent from a wireless client to a client m the wired
LAN also passes through the access point. The users (clients) in the wireless LAN
can communicate with other members of the netwodk as long as a link s estab-
lished with the access point. For example, data traffic from PC-A to PC-E will first
pass through the access point and then to PC-E in the wired LAN.

he problem with the Basic Service Set is that mobile users can travel outside the

io range of a station's wireless link with one access point. One solution is to add
access points to the network. Multiple access points extend the range of

a wireless client in the LAN. This arrangement is called an Extended
Service Set (ES5). An example is provided m Figure 4-3. The mobile computer will
establish an authorized connection with the access point that has the strongest sig-
nal level (for example, AP-1). As the user moves, the signal strength of the signal
from AP-1 will decrease. At some point, the signal strength from AP-2 will exceed
AP-1, and the wireless bridge will establish a new connection with AP-2. This is
called a hand-off. This is an automatic process for the wireless client adapter n
802.11, and the term nsed to describe this 1s reaming.

Network access in 802,11 uses o technique called carrier sense multiple access!
collision avoidance (CSMA/CA). In (SMA/CA, the client station listens for other us-
ers of the wireless network. If the channel 15 quist (no data transmission), the client
station can transmit. If the channel is busy, the stationis) must weit until transmis-
siom stops. Each client station uses a unique random back-off time. This technigue
prevents client siations from trving to gain access to the wireless channel as soon

CSMA/CA as it becomes quiet. Cumrently four physical layer technologies are being used
Carrier sense multipls 802.11 wireless networking. These are direct sequence spread spectrum (DS S8,
access,collision frequency hopping spread spectrom (FHSS), infrared, and orthogonal frequency
£ avoidance division multiplexing (OFDM). DSSS is used in 802. 1 1b/g/n wircless networks,
and OFDM is used m 802.1 la, 802.1 g, and 802.11n. Note that 802, 11g/m use both
D85S and OFDM technology .
Lapion
Computer
¥
FIGURE 4-3  An example of an Extended Senvice Set used for increased user mobilite
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* Extensive Summaries, Questions and Problems, Critical Thinking, as well as

Network+-specific Certification Questions are found at the end of each chapter, as

shown in Figure P-5




Summary of Questions and problems Critical Thinking questions and problems
key concepts are organized by section further develop analytical skills

\ / \

SUMMARY

This chapter preseated an overview of wircless

40. Usc bae Intemet to find o source of omnidirectional and dircctional antennas for

ponents mto the network can easily o
understand the following from reading o
* The operating charactenstics of thafB02.11 wircless networks 2.11a

* The purpose of access points, wirgless LAN adapters. and wireless bridges

* How to configure the network §fr user mobility
* How to plan multipoint wi distribution

Prepare o §st of three manufacturers for each antenna type. Include cost figures.

arking technologies have greatly simplificd
you are warking with R there is a chance of CRITICAL THINKING
unexpected interference and nojfe. A well-planned RF installation requires a study
of all known interference and gfscarch for any possible interference. An RF stady 41. A wireless network receiving site is experiencing oceasional loss of signal due
will also include signal path slidics that enable the user to prepar a well-thought- to intezference. Discuss the sicps you waould take to correct this problem.

out plan and allow an exe it prediction of received signal level. The bottom line
is to obtain support for condfeting an RF study.

A final note: The new wircless o
plamming and mstallation. Anyti

QUESTIONS AND PROBLEMS

Section 4-2

42, Prepare a memo Lo your supervisor i hy itis important to T i

L. List two advantages of wireless networking. tion on your wireless network.

2. What arc the three arcas defined for the IEEE 802,11 standard?

0 Wit ot et e e ok 43, Your company has a it in a business complex, Another company in the suite

next to you has a wireless 802.1 1b network with an 8SID of “Company A" You
can pick up theif signal from your suite. Your company would like to put up its
own wirless network with two access points. Discuss how you would set up
4. What is the purpose of an Extended Service Set? these two access points so that your company can obtain optimal performance.
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 An extensive Glossary is found at the end of the book and offers quick, accessible
definitions to key terms and acronyms, as well as an exhaustive Index (see Figure P-
6).
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Accompanying CD-ROM

The CD-ROM packaged with the text includes the captured data packets used in the text.
It also includes the Net-Challenge Software, which was developed specifically for this
text. The CD-ROM also includes sample videos on the topic of network virtualization
from the CompTIA Network+ N10-006 Complete Video Course. See the special offer for
a discount on the full version of this product in the sleeve in the back of the book.



Chapter 1. Introduction to Computer Networks

Chapter Outline
1-1 Introduction
1-2 Network Topologies
1-3 The OSI Model
1-4 The Ethernet LAN

1-5 Home Networking

1-6 Assembling an Office LAN

1-7 Testing and Troubleshooting a LAN
Summary

Questions and Problems

Objectives
 Explain the various LAN topologies
* Define the function of a networking protocol
* Describe CSMA/CD for the Ethernet protocol
* Describe the structure of the Ethernet frame
* Define the function of the network interface card
* Describe the purpose of the MAC address on a networking device
* Discuss how to determine the MAC address for a computer
* Discuss the fundamentals of IP addressing
* Discuss the issues of configuring a home network

* Discuss the issue of assembling an office LAN

Key Terms
local area network (LAN)

protocol

topology
Token Ring topology

token passing
IEEE

deterministic




Token Ring hub
bus topology
ThinNet

star topology
hub

multiport repeater
broadcast

switch

ports

mesh topology
OSI

OSI model

physical layer
data link layer
network layer
transport layer
session layer
presentation layer

application layer
CSMA/CD

frame

network interface card (NIC)
MAC address
organizationally unique identifier (OUI)

Ethernet, physical, hardware, or adapter address
ipconfig /all

IANA

IP address

network number

host number
host address
ISP



private addresses

intranet
IP internetwork
TCP/IP

wired network

wireless network

Wi-Fi

wireless router

range extender

hotspots

Service Set Identifier (SSID)
firewall protection

Stateful Packet Inspection (SPI)

virtual private network (VPN)

Network Address Translation (NAT)

overloading

Port Address Translation (PAT)
CATG6 (category 6)

RJ-45

Mbps

numerics

pOrts

crossover

straight-through

uplink port

link light

link integrity test

link pulses

ping

Internet Control Message Protocol (ICMP)
ipconfig




1-1 Introduction

Each day, computer users use their computers for browsing the Internet, sending and
retrieving email, scheduling meetings, sharing files, preparing reports, exchanging images,
downloading music, and maybe checking the current price of an auction item on the
Internet. All this requires computers to access multiple networks and share their resources.
The multiple networks required to accomplish this are the local area network (LAN), the
enterprise network, the campus area network (CAN), the metropolitan area network
(MAN), Metro Ethernet, the personal area network (PAN), and the wide area network
(WAN).

This text introduces the essentials for implementing modern computer networks. Each
chapter steps you through the various modern networking technologies. The
accompanying CD-ROM comes with the Net-Challenge simulator software developed
specifically for this text. This software provides the reader with invaluable insight into the
inner workings of computer networking and with the experience of configuring the router
and switch for use in the computer networks.

The ease of connecting to the Internet and the dramatic decrease in computer systems’ cost
has led to an explosion in their usage. Organizations such as corporations, colleges, and
government agencies have acquired large numbers of single-user computer systems. These
systems might be dedicated to word processing, scientific computation, process control, or
might be general-purpose computers that perform many tasks. This has generated a need
to interconnect these locally distributed computer networks. Interconnection allows users
to exchange information (data) with other network members. It also allows resource
sharing of expensive equipment such as file servers and high-quality graphics printers or
access to more powerful computers for tasks too complicated for the local computer to
process. The network commonly used to accomplish this interconnection is called a local
area network (LAN), which is a network of users that share computer resources in a
limited area.

Local Area Network (LAN)

Network of users that share computer resources in a limited area

Table 1-1 outlines the CompTIA Network+ objectives and identifies the chapter section
that covers each objective. At the end of each chapter section you will find a review with
comments of the Network+ objectives presented in that section. These comments are
provided to help reinforce the reader’s understanding of a particular Network+ objective.
The chapter review also includes “Test Your Knowledge” questions to aid in the
understanding of key concepts before the reader advances to the next section of the
chapter. The end of the chapter includes a complete set of questions as well as sample
certification type questions.



Domain/ Domain/Objective Description Section Where

Objective Objective Is
Number Covered

1.0 Networking Architecture

1.1 Explain the functions and applications of various 1-5

network devices

1.2 Compare and contrast the use of networking services  1-5
and applications

1:3 Install and configure the following networking 1-5
services/applications

1.4 Explain the characteristics and benefits of various WAN 1-1
technologies

1.5 Install and properly terminate various cable types and 1-6
connectors using appropriate tools

1.6 Differentiate between common network topologies 1-2

1.7 Differentiate between network infrastructure 1-1, 1-5, 1-6
implementations

1.8 Given a scenario, implement and configure the 1-4, 1-5

appropriate networking addressing schema

1.12 Given a set of requirements, implement a basic 1-1, 1-2
network

2.0 Network Operations

2.4 Explain the importance of implementing network 1-5
segmentation

2.6 Given a scenario, configure a switch using proper 1-4, 1-5

features




2 Install and configure a wireless LAN infrastructure and 1-5
implement the appropriate technologies in support of
wireless-capable devices

3.0 Network Media and Topologies

3.2 Compare and contrast network vulnerabilities and 1-5
threats

3.3 Given a scenario, implement network-hardening 1,4 1-5
techniques

4.0 Troubleshooting

41 Given a scenario, implement the following network 1-3, 1-5, 1-7

troubleshooting methodology

4.2 Given a scenario, analyze and interpret the output of  1-4, 1-7
troubleshooting tools

5.0 Industry Standards, Practices, and Network Theory

5.1 Analyze a scenario and determine the corresponding 1-3
0SI layers

5:2 Explain the basics of network theory and concepts 1-4

5.3 Given a scenario, deploy the appropriate wireless 1-5
standard

5.4 Given a scenario, deploy the appropriate wired 1-5, 1-6
connectivity standard

5.8 Explain the basics of change management procedures  1-6

5.4 Compare and contrast the following ports and 1-3
protocols

TABLE 1-1 Chapter 1 CompTIA Network+ Objectives

1-2 Network Topologies

Local area networks are defined in terms of the protocol and the topology used for
accessing the network. The networking protocol is the set of rules established for users to
exchange information. The topology is the network architecture used to interconnect the
networking equipment. The most common architectures for LANs are the ring, bus, and
star, as illustrated in Figure 1-1.



(a) Star network (b) Ring network

Cobo060

(c) Bus network

FIGURE 1-1 Network topologies. (From Modern Electronic Communication 9/e, by
G. M. Miller & J. S. Beasley, 2008 Copyright © 2008 Pearson Education, Inc.
Reprinted by permission of Pearson Education, Inc., Upper Saddle River, NJ.)

Protocol

Set of rules established for users to exchange information

Topology

Architecture of a network

Figure 1-2 shows an example of a LAN configured using the Token Ring topology. In
this topology, a “token” (shown as a T) is placed in the data channel and circulates around
the ring, hence the name Token Ring. If a user wants to transmit, the computer waits until
it has control of the token. This technique is called token passing and is based on the
IEEE 802.5 Token-Ring Network standard. A Token Ring network is a deterministic
network, meaning each station connected to the network is ensured access for transmission
of its messages at regular or fixed time intervals.
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FIGURE 1-2 The Token Ring network topology.
Token Ring Topology

A network topology configured in a logical ring that complements the token
passing protocol

Token Passing

A technique where an electrical token circulates around a network—control
of the token enables the user to gain access to the network




IEEE

Institute of Electrical and Electronics Engineers, one of the major standards-
setting bodies for technological development

Deterministic

Access to the network is provided at fixed time intervals

One disadvantage of the Token Ring system is that if an error changes the token pattern, it
can cause the token to stop circulating. Additionally, ring networks rely on each system to
relay the data to the next user. A failed station can cause data traffic to cease. Another
disadvantage of the Token Ring network is from the troubleshooting and maintenance
point of view. The Token Ring path must be temporarily broken (path interrupted) if a
computer or any device connected to the network is to be removed or added to the
network. This results in downtime for the network. A fix to this is to attach all the
computers to a central Token Ring hub. Such a device manages the passing of the token
rather than relying on individual computers to pass it, which improves the reliability of the
network. It is important to note that the Token Ring network has become a “legacy” now
in computer networking. Ethernet technology has replaced this in almost all modern
computer networks.

Token Ring Hub

A hub that manages the passing of the token in a Token Ring network

Figure 1-3 illustrates a bus topology. In a bus system, the computers share the media
(coaxial cable) for data transmission. In this topology, a coaxial cable (called ThinNet) is
looped through each networking device to facilitate data transfer.
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FIGURE 1-3 The bus topology.



Bus Topology

The computers share the media (coaxial cable) for data transmission

In a bus topology, all LAN data traffic is carried over a common coaxial cable link.
Referring to Figure 1-3, if computer 1 is printing a large file, the line of communications
will be between computer 1 and the printer. However, in a bus system, all networking
devices will see computer 1’s data traffic to the printer and the other devices will have to
wait for pauses in transmission or until it is complete before they can initiate their own
transmission. If more than one computer’s data is placed on the network at the same time,
the data will be corrupted and will have to be retransmitted. This means that the use of a
shared coaxial cable in a bus topology prevents data transmission from being very
bandwidth-efficient. This is one reason, but not the only reason, why bus topologies are
seldom used in modern computer networks.

The star topology, shown in Figure 1-4, is the most common networking topology in
today’s LANs. Twisted-pair cables (see Chapter 2, “Physical Layer Cabling: Twisted
Pair”) with modular plugs are used to connect the computers and other networking
devices. At the center of a star network is either a switch or a hub. This connects the
network devices and facilitates the transfer of data. For example, if computer 1 wants to
send data to the network laser printer, the hub or switch provides the network connection.
If a hub is used, computer 1’s data is sent to the hub, which then forwards it to the printer.
However, a hub is a multiport repeater, meaning the data it receives is broadcast and
seen by all devices connected to its ports. Therefore, the hub will broadcast computer 1’s
data traffic to all networking devices interconnected in the star network. The data traffic
path for this is shown in the solid black arrowed lines going to all networking devices in
Figure 1-4. This is similar to the bus topology in that all data traffic on the LAN is being
seen by all computers. The fact that the hub broadcasts all data traffic to the devices
connected to its network ports makes these devices of limited use in large networks.
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FIGURE 1-4 The star topology.

Star Topology

The most common networking topology in today’s LANs where all
networking devices connect to a central switch or hub

Hub

Broadcasts the data it receives to all devices connected to its ports




Multiport Repeater

Another name for a hub

Broadcast

Transmission of data by a hub to all devices connected to its ports

To minimize unnecessary data traffic and isolate sections of the network, a switch can be
used at the center of a star network, as shown in Figure 1-4. Networking devices such as
computers each has a hardware or physical address. (This concept is fully detailed in
section 1-4.) A switch stores the hardware or physical address for each device connected
to its ports. The storage of the address enables the switch to directly connect two
communicating devices without broadcasting the data to all devices connected to its ports.

Switch

Forwards a frame it receives directly out the port associated with its
destination address

Ports

The physical input/output interfaces to the networking hardware

For example, if a switch is used instead of a hub, the data from computer 1 is transmitted
directly to the printer and the other computers do not see the data traffic. The traffic path
for the switched network is shown in the dotted lines in Figure 1-4. The use of a switched
connection greatly improves the efficiency of the available bandwidth. It also permits
additional devices in the LAN to simultaneously communicate with each other without
tying up network resources. For example, while computer 1 is printing a large file,
computers 5 and 6 can communicate with each other, as shown in the dashed line in
Figure 1-4. For troubleshooting and maintenance, individual computers can be removed
without negatively affecting the network in a star or extended star topology. Also the
upgrade from a hub to a switched topology can be accomplished without requiring a
change in the cable infrastructure and therefore at minimal downtime and expense.

Another topology is the mesh topology, shown in Figure 1-5. In this topology, all
networking devices are directly connected to each other. This provides for full redundancy
in the network data paths but at a cost. The additional data paths increase the cabling costs
and the networking hardware cost (for example, expense of multiple network ports for
each device connected to the network). Not only that, but the mesh design adds more
complexity. This topology can be suitable for high-reliability applications but can be too
costly for general networking applications.
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Mesh Topology

All networking devices are directly connected to each other




Section 1-2 Review
This section has covered the following Network+ Exam objectives.
1.6 Differentiate between common network topologies

This section presented the star, ring, bus, and mesh network topologies. You should
be able to identify each topology and understand how data travels in each network
topology. You should also have a basic understanding of the difference between a
topology and protocol.

1.12 Given a set of requirements, implement a basic network

This section also introduced some basic networking hardware, such as the hub and
switch. Make sure you have a basic understanding of each device. You should also
have developed an understanding that data from a hub is replicated out all ports.
This means that the information is seen by all networking devices connected to its
ports. You should also know that a switch will filter unicast frames out of the
appropriate ports, unlike a hub.

Test Your Knowledge

1. What is the most common network topology today?
a. Star
b. Hub
c. Ring
d. Mesh

2. A hub is also called a multiport repeater.
a. True
b. False

3. The term deterministic means
a. Access to the network is provided at random time intervals.
b. Access to the network is provided using CSMA/CD.
c. Access to the network is provided at fixed time intervals.
d. None of these answers is correct.

4. A protocol defines the network architecture used to interconnect the networking
equipment.

a. True

b. False




1-3 The OSI Model

An open systems interconnect (OSI) reference model was developed by the International
Organization for Standardization in 1984 to enable different types of networks to be linked
together. The model contains seven layers, as shown in Figure 1-6. These layers describe
networking functions from the physical network interface to the software applications
interfaces. The intent of the OSI model is to provide a framework for networking that
ensures compatibility in the network hardware and software and to accelerate the
development of new networking technologies. A discussion of the OSI model follows as
well as a summary of the seven layers outlined in Table 1-2.

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data link

1. Physical

FIGURE 1-6 The seven layers of the OSI reference model.

Layer Function Examples
7. Application  Support for applications HTTP, FTP, SMTP (email)
6. Presentation Protocol conversion, data translation ASCII, JPEG
5. Session Establishes, manages, and NFS, SQL
terminates sessions
4. Transport Ensures error-free packets TCP, UDP
3. Network Provides routing decisions IP, IPX
2. Data link Provides for the flow of data MAC addresses
1. Physical Signals and media NICs, twisted-pair cable, fiber
TABLE 1-2 Summary of the OSI Layers
OSI

Open system interconnect




OSI Model

The seven layers describing network functions

1. Physical layer: Provides the electrical and mechanical connection to the
network. Examples of technologies working in this layer are Electronic Industries
Alliance/Telecommunications Industry Association (EIA/TTA) related
technologies, UTP, fiber, and network interface cards (NICs).

Physical Layer

Provides the electrical and mechanical connection to the network

2. Data link layer: Handles error recovery, flow control (synchronization), and
sequencing (which terminals are sending and which are receiving). It is
considered the “media access control layer” and is where Media Access Control
(MAC) addressing is defined. The Ethernet 802.3 standard is defined in this area,
which is why the MAC address is sometimes called the Ethernet address.

Data Link Layer

Handles error recovery, flow control (synchronization), and sequencing

3. Network layer: Accepts outgoing messages and combines messages or
segments into packets, adding a header that includes routing information. It acts
as the network controller. Examples of protocols working in this layer are
Internet Protocol (IP) and Internetwork Packet Exchange (IPX).

Network Layer

Accepts outgoing messages and combines messages or segments into packets,
adding a header that includes routing information

4. Transport layer: Is concerned with message integrity between source and
destination. It also segments/reassembles (the packets) and handles flow control.
Examples of protocols working in this layer are Transmission Control Protocol
(TCP) and User Datagram Protocol (UDP).

Transport Layer

Is concerned with message integrity between source and destination

5. Session layer: Provides the control functions necessary to establish, manage,
and terminate the connections as required to satisfy the user request. Examples of
technologies working in this layer are Network File System (NFS) and Structured
Query Language (SQL).




Session Layer

Provides the control functions necessary to establish, manage, and terminate
the connections

6. Presentation layer: Accepts and structures the messages for the application. It
translates the message from one code to another if necessary. This layer is
responsible for data compression and encryption. Examples of technologies
working in this layer are American Standard Code for Information Interchange
(ASCII) and Joint Photographic Experts Group (JPEG).

Presentation Layer

Accepts and structures the messages for the application

7. Application layer: Interacts with application programs that incorporate a
communication component such as your Internet browser and email. This layer is
responsible for logging the message in, interpreting the request, and determining
what information is needed to support the request. Examples are Hypertext
Transfer Protocol (HTTP) for web browsing, File Transfer Protocol (FTP) for
transferring files, and Simple Mail Transfer Protocol (SMTP) for email
transmission.

Application Layer

Interacts with application programs that incorporate a communication
component such as your Internet browser and email

Note

Network administrators often describe networking problems by layer number. For
example, a physical link problem is described as a layer 1 problem; a router
problem is layer 3; and so on.

The network administrator needs to have a good understanding of all seven layers of the
OSI model. Knowledge of the layers can help to isolate the network problem. There are
three basic steps in the process of isolating the network problem:

* Is the connection to the machine down? (layer 1)
* Is the network down? (layer 3)
* Is a service on a specific machine down? (layer 7)

The network administrator uses the OSI model to troubleshoot network problems by
verifying functionality of each layer. In many cases, troubleshooting the network problem
requires the network administrator to isolate at which layer the network problem occurs.

For example, assume that a network is having problems accessing an email server that
uses SMTP—a layer 7 application. The first troubleshooting step for the network



administrator is to ping the IP address of the email server (layer 3 test). A “ping” to an IP
address can be used to check quickly that there is a network connection. (Note: The ping
command is discussed in detail in section 1-7, “Testing and Troubleshooting a LAN.”) A
“reply from” response for the ping indicates the connection to the server is up. A “request
timed out” response indicates the network connection is down. This could be due to a
cabling problem (layer 1) or a problem with a switch (layer 2) or a router (layer 3), or the
email server could be completely down (layer 7). In the case of “request timed out,” the
network administrator will have to go directly to the telecommunications closet or the
machine to troubleshoot the problem. In this case, the administrator should first check for
layer 1 (physical layer) problems. Many times this just requires verifying that a network
cable is connected. Cables do get knocked loose or break.

Section 1-3 Review
This section has covered the following Network+ Exam objectives.

4.1 Given a scenario, implement the following network troubleshooting
methodology

The network administrator needs to have a good understanding of all seven layers
of the OSI model. Knowledge of the layers can help to isolate the network problem.
Remember, there are three basic steps in the process of isolating the network
problem:

1. Is the connection to the machine down? (layer 1)
2. Is the network down? (layer 3)
3. Is a service on a specific machine down? (layer 7)
5.1 Analyze a scenario and determine the corresponding OSI layers

The OSI layers have been presented in this section. Develop some method to
remember the name, the function, and examples of the seven layers of the OSI
model. A good overview of this is presented in Table 1-2. This provides a good start
for understanding how the OSI model relates to applications, devices, and

protocols.
5.9 Compare and contrast the following ports and protocols

This chapter presented several protocols such as HTTP, TCP, and UDP and how
they fit into the OSI model.

Test Your Knowledge
1. TCP functions at which layer of the OSI model?
a. Layer 4
b. Layer 2
c. Layer 3
d. Layer 5
e. Layer 7



2. HTTP functions at which layer of the OSI model?
a. Layer 6
b. Layer 5
c. Layer 4
d. Layer 7
e. All of these answers are correct.
3. IP is an example of a protocol that operates in which layer of the OSI model?
a. Layer 7
b. Layer 6
c. Layer 5
d. Layer 2
e. None of these answers is correct.
4. The NIC operates at which layer of the OSI model?
a. Layer 1
b. Layer 3
c. Layer 5
d. Layer 7
e. All of these answers are correct.
5. The network address is another name for a layer 4 address.
a. True
b. False

1-4 The Ethernet LAN

The networking protocol used in most modern computer networks is Ethernet, a carrier
sense multiple access with collision detection (CSMA/CD) protocol for local area
networks. It originated in 1972, and the full specification for the protocol was provided in
1980 via a joint effort among Xerox, Digital Equipment Corporation, and Intel. Basically,
for a computer to “talk” on the Ethernet network, it first “listens” to see whether there is
any data traffic (carrier sense). This means that any computer connected to the LAN can
be “listening” for data traffic, and any of the computers on the LAN can access the
network (multiple access). There is a chance that two or more computers will attempt to
broadcast a message at the same time; therefore, Ethernet systems must have the
capability to detect data collisions (collision detection).



CSMA/CD

The Ethernet LAN media-access method, carrier sense multiple access with
collision detection

The information in an Ethernet network is exchanged in a frame format. The frame
provides grouping of the information for transmission that includes the header, data, and
trailer. The header consists of the preamble, start frame delimiter, destination and source
addresses, and length/type field. Next is the actual data being transmitted, followed by the
pad used to bring the total number of bytes up to the minimum of 46 if the data field is
less than 46 bytes. The last part of the frame is a 4-byte cyclic redundancy check (CRC)
value used for error checking. The structure of the Ethernet packet frame is shown in
Figure 1-7 and described in Table 1-3.

Preamble

Start
frame
delimiter

Destination
MAC
address

Source
MAC
address

Length
type

Data

Pad

Frame
check
sequence

FIGURE 1-7 The data structure for the Ethernet frame. (From Modern Electronic
Communication 9/e, by G. M. Miller & J. S. Beasley, 2008. Copyright © 2008 Pearson
Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper Saddle
River, NJ.)




Preamble An alternating pattern of 1s and Os used for synchronization.

Start frame A binary 8-bit sequence of 1010 10 1 1 that indicates the
delimiter start of the frame.

Destination MAC Each computer has an Ethernet network interface card (NIC)
address and source or network adapter that has a unique media access control.

MAC address MAC address associated with it. The MAC address is 6 bytes
(12 hex characters) in length.

Length/type An indication of the number of bytes in the data field if this
value is less than 1500. If this number is greater than 1500,
it indicates the type of data format—for example, IP and IPX.

Data The variable length of data being transferred from the source
to the destination.

Pad A field used to bring the total number of bytes up to the
minimum of 46 if the data field is less than 46 bytes.

Frame check A 4-byte CRC value used for error detection. The CRC is

sequence performed on the bits from the destination MAC address
through the Pad fields. If an error is detected, the frame is
discarded.

The minimum length of the Ethernet frame is 64 bytes from the destination MAC address through the frame check
sequence. The maximum Ethernet frame length is 1,518 bytes; 6 bytes for the destination MAC address; 6 bytes for the
source MAC address; 2 bytes for length/type; and 1,500 bytes for the data.

Source: Adapted from Modern Electronic Communication 9/e, by G. M. Miller & J. S. Beasley, 2008. Copyright © 2008
Pearson Education, Inc. Adapted by permission of Pearson Education, Inc., Upper Saddle River, NJ.

TABLE 1-3 Components of the Ethernet Packet Frame

Frame

Provides grouping of the information for transmission

How are the destination and source addresses for the data determined within a LAN?
Networked devices, such as computers and network printers, each have an electronic
hardware interface to the LAN called a network interface card (NIC) (see Figure 1-8) or
integrated network port. The NIC contains a unique network address called the MAC
address. MAC stands for “media access control.” The MAC address is 6 bytes, or 48 bits,
in length. The address is displayed in 12 hexadecimal digits. The first 6 digits are used to
indicate the vendor of the network interface, also called the organizationally unique
identifier (OUI), and the last 6 numbers form a unique value for each NIC assigned by
the vendor. IEEE is the worldwide source of registered OUISs.




FIGURE 1-8 A 3COM network interface card (courtesy of 3Com Corporation).

Network Interface Card (NIC)

The electronic hardware used to interface the computer to the network

MAC Address

A unique 6-byte address assigned by the vendor of the network interface card

Organizationally Unique Identifier (OUI)

The first 3 bytes of the MAC address that identifies the manufacturer of the
network hardware

The MAC address, also called the Ethernet, physical, hardware, or adapter address,
can be obtained from computers operating under Microsoft Windows by typing the
ipconfig /all command while in the command mode or at the MS-DOS prompt. The

following is an example of obtaining the MAC address for a computer operating under
Windows 7, Windows Vista, or XP.

Ethernet, Physical, Hardware, or Adapter Address
Other names for the MAC address




ipconfig /all

Enables the MAC address information to be displayed from the command
prompt

In Windows XP and Vista, the first step is to enter the command window by selecting
Start and then Run. The Run window, shown in Figure 1-9, displays. Enter cmd as shown
and click OK to open the command prompt. In Windows 7, you can the cmd at the search
field of the Start menu or find it by selecting Start > Programs > Accessories > cmd.

= Type the name of a program, Folder, document, or
Internet resource, and wWindows will open it For wou,

Qper: W

[ (0] 4 H Zancel ][ Browse, ., ]

FIGURE 1-9 The Run window used to enter the command prompt in Windows 7.

In the command prompt, enter the ipconfig /all command as shown in Figure 1-10. The
/all switch on the command enables the MAC address information to be displayed—for
this example, the information for computer 1. Note that the Host Name for the computer is
Computer-1. This information is typically established when the computer’s operating
system is installed, but it can be changed as needed. The MAC address is listed under
Ethernet adapter Local Area Connection as shown in Figure 1-10. The Media State—
Media disconnected text indicates that no active Ethernet device, such as a hub or switch,
is connected to the computer. The Description lists the manufacturer and model of the
network interface, and the Physical Address of 00-10-A4-13-99-2E is the actual MAC
address for the computer.



e C:AWINDOWSSystem 3 2emd. exe

C:sipeconfig sall

Windows IP Configuration

Host Mame . . . . . . . . . . . . & GCOMPUTER-1
Primary Dns Suffix . . . . . . . =

Mode Type . . . . . . . . . . . . = Broadcast
IP Routing Enabhled. . . . . . . . : Ho

WINS Proxy Enabled. . . . . . . . : Mo

Ethernet adapter Local Area Connection:

Media disconnected
Intel{R> PRO-188+ MiniPCI
BE-18-A4-13-99-2E

Media State . . . . . . . . . . .
Description . . . . . - - - . . .
Physical Address. . . . . . . . .

-

FIGURE 1-10 A typical text screen result when entering the ipconfig /all command in
the command window.

Table 1-4 lists how the MAC address can be obtained for various computer operating
systems.



Operating System Command Sequence Comments

Windows 98 Click Start > Run, type winipcfg, and  The Adapter Address
press Enter. is the MAC address.

Windows NT Click Start > Run and type winipcfg. In The Physical Address
the command prompt, type ipconfig/all is the MAC address.
and press Enter.

Windows 2000 Click Start > Run and type cmd. In the The Physical Address
command prompt, type ipconfig/all, is the MAC address.
and then press Enter.

Windows Vista/XP  In Windows XP and Vista, enter the The Physical Address
command window by selecting Start and is the MAC address.
then Run. In the command prompt, type
ipconfig/all, and then press Enter.

Windows 7, 8, 10  In Windows 7, 8, 10 the text cmd can ~ The Physical Address
be entered at the search field of the is the MAC address.
Start menu. In the command prompt,
type ipconfig/all, and then press Enter.

Linux At the command prompt, type ifconfig. The HWaddr line
contains the MAC
address.

Mac 0S (9.x and Click the Apple, and then select Control The Hardware Address

older) Panels > AppleTalk and click the Info  is the MAC address.
button.
Mac 0S X Click Apple > About this MAC > more  The Hardware Address

info > Network > Built-in Ethernet. 1s the MAC address.

TABLE 1-4 Commands for Obtaining the MAC Address for Various Operating
Systems

In summary, the MAC address provides the information that ultimately enables the data to
reach a destination in a LAN. This is also how computer 1 and the printer communicated
directly in the star topology example using the switch (refer to Figure 1-4). The switch
stored the MAC addresses of all devices connected to its ports and used this information to
forward the data from computer 1 directly to the printer. The switch also used the MAC
address information to forward the data from computer 5 to computer 6 (refer to Figure 1-
4).

MAC addresses are listed in hexadecimal (base-16). The complete MAC address consists
of 12 hexadecimal digits. The first 6 digits identify the vendor. The last 6 form a serial
number assigned by the manufacturer of the network interface card. A searchable database
of IEEE OUI and company ID assignments is available at http://standards-
oui.ieee.org/oui.txt. Table 1-5 lists a few examples of MAC addresses. Also large
companies may have many OUI numbers assigned to them. For example, the OUI 00-AA-
00 is only one of Intel’s many OUISs.



http://standards-oui.ieee.org/oui.txt

Company ID-Vendor Serial # Manufacturer (Company ID)

00-AA-00-B6-7A-57 Intel Corporation (00-AA-00)
00-00-86-15-9E-7A Megahertz Corporation (00-00-86)
00-50-73-6C-32-11 Cisco Systems, Inc. (00-50-73)
00-04-76-B6-9D-06 3COM (00-04-76)
00-0A-27-B7-3E-F8 Apple Computer, Inc. (00-0A-27)

TABLE 1-5 A Sample of MAC Addresses

IP Addressing

The MAC address provides the physical address for the network interface card but
provides no information as to its network location or even on what LAN or in which
building, city, or country the network resides. Internet Protocol (IP) addressing provides a
solution to worldwide addressing through incorporating a unique address that identifies
the computer’s local network. IP network numbers are assigned by Internet Assigned
Numbers Authority (IANA), the agency that assigns IP addresses to computer networks
and makes sure no two different networks are assigned the same IP network address. The
web address for IANA is http://www.iana.org/.

TIANA

The agency that assigns IP addresses to computer networks

IP addresses are classified as either IPv4 or IPv6. IP version 4 (IPv4) is the current TCP/IP
addressing technique being used on the Internet. Address space for IPv4 is quickly
running out due to the rapid growth of the Internet and the development of new Internet-
compatible technologies. However, both IPv4 and IPv6 are being supported by
manufacturers of networking equipment and the latest computer operating systems. The
details about IPv6 are addressed in Chapter 6, “TCP/IP.” IPv4 is currently the most
common method for assigning IP addresses. This text refers to IPv4 addressing as “IP
addressing.” The IP address is a 32-bit address that identifies on which network the
computer is located and differentiates the computer from all other devices on the same
network. The address is divided into four 8-bit parts. The format for the IP address is:

IP Address

Unique 32-bit address that identifies on which network the computer is
located as well as differentiates the computer from all other devices on the
same network

A.B.C.D

where the A.B.C.D values are written as the decimal equivalent of the 8-bit binary value.
The range for each of the decimal values is 0-255. IP addresses can be categorized by
class. Table 1-6 provides examples of the classes of IP networks, and Table 1-7 provides
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the address range for each class.

Class  Description Example IP Maximum Number
Numbers of Hosts
Class A Governments, very large networks  44.x.x.x. 2%4=16,777,214
Class B Midsize companies, universities, 128.123.x.x 210=65,534
and so on
Class C  Small networks 192.168.1.x 2%=254
Class D Reserved for multicast groups 224.X.X.X not applicable

TABLE 1-6 The Classes of IPv4 Networks

Class A 0.0.0.0 to 127.255.255.255

Class B 128.0.0.0 to 191.255.255.255
Class C 192.0.0.0 to 223.255.255.255
Class D 224.0.0.0 to 239.255.255.255

TABLE 1-7 The Address Range for Each Class of Network

Examples of network addresses also are shown in Table 1-6. The decimal numbers
indicate the network number, which is the portion of the IP address that defines which
network the IP packet is originating from or being delivered to. The x entries for each
class represent the host number, which is the portion of the IP address that defines the
address of the networking device connected to the network. The host number is also called
the host address. The network number provides sufficient information for routing the data
to the appropriate destination network. A device on the destination network then uses the
remaining information (the x portion) to direct the packet to the destination computer or
host. The x portion of the address is typically assigned by the local network system
administrator or is dynamically assigned when users need access outside their local
networks. For example, your Internet service provider (ISP) dynamically assigns an IP
address to your computer when you log on to the Internet. Remember, you can check the
[P address assigned to your computer by your ISP using the ipconfig command in the
command prompt.

Network Number

The portion of the IP address that defines which network the IP packet is
originating from or being delivered to

Host Number

The portion of the IP address that defines the location of the networking
device connected to the network; also called the host address




Host Address

Same as host number

ISP

Internet service provider

For this chapter and the rest of the text, a group of IP addresses called private addresses
will be used for assigning IP addresses to networks. Private addresses are IP addresses set
aside for use in private intranets. An intranet is an internal internetwork that provides file
and resource sharing. Private addresses are not valid addresses for Internet use because
they have been reserved for internal use and are not routable on the Internet. However,
these addresses can be used within a private LAN (intranet) to create an IP internetwork.
An IP internetwork uses IP addressing for identifying devices connected to the network
and is also the addressing scheme used in TCP/IP networks. TCP/IP stands for
Transmission Control Protocol/Internet Protocol and is the protocol suite used for
internetworks such as the Internet. The three address blocks for the private IP addresses
are as follows:

10.0.0.0-10.255.255.255
172.16.0.0-172.31.255.255
192.168.0.0-192.168.255.255

Private Addresses

IP addresses set aside for use in private intranets

Intranet

An internal network that provides file and resource sharing but is not
accessed from the Internet

IP Internetwork

A network that uses IP addressing for identifying devices connected to the
network

TCP/IP

Transmission Control Protocol/Internet Protocol, the protocol suite used for
internetworks such as the Internet

The topic of IP addressing will be examined in greater detail throughout the text. For
Chapter 1, the objective is to use the IP addresses for configuring the address of the
computers for operation in a TCP/IP network.



Section 1-4 Review
This section has covered the following Network+ Exam objectives:

1.8 Given a scenario, implement and configure the appropriate addressing
schema

It is important that you understand the structure of the IPv4 address and what bits
define the network address and which bits are the host bits. Make sure you
understand the structure of both the MAC address and the IPv4 address and know
how to get this information from many types of computers.

4.2 Given a scenario, analyze and interpret the output of troubleshooting tools

Remember, you can check the IP address assigned to your computer by your ISP
using the ipconfig command in the command prompt. Issuing the ipconfig /all
command enables the network administrator to determine whether the network
interface card is connected to a network and to determine the MAC and IP address
of a networking device.

5.2 Explain the basics of network theory and concepts

The most common networking protocol, CSMA/CD, has been introduced in this
section. Make sure you understand how this protocol manages network access from
multiple devices.

Test Your Knowledge
1. How do the IP address and MAC address differ? (Select one.)
a. They are the same.
b. The MAC address defines the network location.
c. The IP address is only used as part of the ARP request.

d. The MAC address provides the physical address of the network interface
card.

2. The MAC address on a Windows computer can be accessed by typing ipconfig
/all from the command prompt.

a. True
b. False
3. The OUI for the MAC address 00-10-A4-13-99-2E is 13992E.
a. True
b. False
4. Define the acronym NIC.
a. Network Interface Card

b. National Integrated Communicator



c. Network Integration Card
d. National Integration Communicator

e. None of these answers is correct

1-5 Home Networking

Setting up a home network is probably one of the first networks that the student sets up.
This is an exciting opportunity for the student to demonstrate his/her knowledge of
computer networks, but setting up the home network can also be quite a challenge. One of
the first questions asked is, “Do I want to set up a wired or wireless home network?” A
wired network uses cabling and connectors to establish the network connections. A
wireless network uses radio signals to establish the network connection.

Wired Network

Uses cables and connectors to establish the network connection

Wireless Network

Uses radio signals to establish the network connection

Section 1-6, “Assembling an Office LAN,” introduces setting up wired networks for both
office and home networks; however, the home networking technologies are presented in

this section.

A wireless home network is probably the most common home network configuration in
use today.

Table 1-8 lists the advantages and disadvantages of both wired and wireless networks.

Advantages Disadvantages

Wired network  Faster network data transfer ~ The cable connections typically
speeds (within the LAN). require the use of specialized

Relatively inexpensive to set s

up. The cable installation can be

: .., labor-intensive and expensive.
The network is not susceptible P

to outside interference.

Wireless network User mobility. Security issues.
Simple installations. The data transfer speed within
the LAN can be slower than wired
No cables.
networks.

TABLE 1-8 Wired and Wireless Network Advantages and Disadvantages

Wireless networks also go by the name Wi-Fi, which is the abbreviated name for the Wi-



Fi Alliance (Wi-Fi stands for wireless fidelity). The Wi-Fi Alliance is an organization
whose function is to test and certify wireless equipment for compliance with the 802.11x
standards, which is the group of wireless standards developed under IEEE 802.11. IEEE is
the Institute of Electrical and Electronics Engineers. The most common IEEE wireless
standards include

Wi-Fi

Wi-Fi Alliance—an organization that tests and certifies wireless equipment
for compliance with the 802.11x standards

» 802.11a (Wireless-A): This standard can provide data transfer rates up to 54Mbps
and an operating range up to 75 feet. It operates at 5GHz.

* 802.11b (Wireless-B): This standard can provide data transfer rates up to 11Mbps
with ranges of 100—150 feet. It operates at 2.4GHz.

* 802.11g (Wireless-G): This standard can provide data transfer rates up to 54Mbps
up to 150 feet. It operates at 2.4GHz.

* 802.11n (Wireless-N): This standard provides data transfer rates up to 4 x 802.11g
speeds (200+Mbps). It operates either at 2.4GHz or 5GHz.

* 802.11ac (Wireless-AC): This is the latest wireless standard. It provides single-
station data transfer rates of 500Mbps and operates in the 5GHz frequency band.

Figure 1-11 illustrates the placement and type of equipment found in a typical wired or
wireless home network. Figure 1-11 (a) shows a wired LAN that is using cabling to
interconnect the networking devices. A router is being used to make the connection to the
ISP. The router can also contain a switch and a broadband modem. The switch is used to
interconnect other networking devices, and the broadband modem is used to make the data
connection to the ISP. The most common broadband connections to the ISP are via a cable
modem and DSL. In some cases the router, switch, and broadband modem will be separate
devices, but most often they will be integrated into one device. One of the computers may
also have the configuration settings for managing the router, which can include the
settings for connecting to the ISP.
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FIGURE 1-11 Examples of (a) wired and (b) wireless Wi-Fi home networks.

Figure 1-11 (b) shows a wireless LAN that is being used to interconnect the networking
devices. A wireless router is being used to make the data connection to the ISP, which is
typically via a cable or DSL. modem. The wireless router also has a wireless access point
and will typically have a switch to facilitate wired network connections. Sometimes the
broadband modem is integrated into the wireless router. The access point is used to
establish the wireless network connection to each of the wireless computers.

Wireless Router

Device used to interconnect wireless networking devices and to give access to
wired devices and establish the broadband Internet connection to the ISP

The components of a home network can include the following:

* Hub: This is used to interconnect networking devices. A drawback to the hub is that
it broadcasts the data it receives to all devices connected to its ports. The hub has
been replaced by the network switch in most modern networks. Figure 1-12 provides
an image of a hub.



FIGURE 1-12 Linksys EtherFast ® 8-Port 10/100 Auto-Sensing Hub (courtesy of
Linksys).

* Switch: This is the best choice for interconnecting networking devices. It can
establish a direct connection from the sender to the destination without passing the
data traffic to other networking devices. Figure 1-13 provides an image of a switch.

FIGURE 1-13 Linksys 24-Port 10/100/1000 Gigabit Switch (courtesy of Linksys).

» Network adapter: Wired and wireless network adapters are available. The type of
network adapter used in desktop computers is called the network interface card
(NIC). Figure 1-14 provides an image of a wired network adapter. This type of NIC
is inserted into an expansion slot on the computer’s motherboard and is a wired-only
adapter.



FIGURE 1-14 Linksys Instant Gigabit Network Adapter (courtesy of Linksys).

The PC Card adapter connects to notebook computers and provides an RJ-45 jack
for connecting to wired networks. RJ stands for registered jack. This device supports

connections to both 10Mbps and 100Mbps networks. Figure 1-15 provides an image
of a PC card adapter.

FIGURE 1-15 Linksys EtherFast® 10/100 32-Bit Integrated CardBus PC Card
(courtesy of Linksys).

The Wireless-N adapter inserts into a notebook or laptop computer PC Card slot.



The Wireless-N technology offers a data transfer speed that is faster than Wireless-G
and is also compatible with both Wireless-B and Wireless-G technologies. Figure 1-
16 provides an image of a Wireless-N adapter.

FIGURE 1-16 Linksys Wireless-N Notebook Adapter (courtesy of Linksys).

Another option for connecting to networks is to use a network adapter that attaches
to a USB port on the computer. This device has the USB type A connector on one
end and an RJ-45 jack on the other and will support connections to both 10Mbps,
100Mbps, and 1000Mbps data networks. Figure 1-17 provides an image of a USB
network adapter.



FIGURE 1-17 Linksys Compact USB 2.0 10/100 Network Adapter (courtesy of
Linksys).

* Router: A networking device used to connect two or more networks (for example,
your LAN and the Internet) using a single connection to your ISP. A modern home
networking router can also contain a switch and a broadband modem. Figure 1-18
provides an image of a router.

FIGURE 1-18 Linksys EtherFast® Cable/DSL Firewall Router with 4-Port Switch
(courtesy of Linksys).

* Access point: Used to interconnect wireless devices and provide a connection to the
wired LAN. The data transfer speeds for access points are dictated by the choice of
wireless technology for the clients, but this device will support Wireless-N. Figure
1-19 provides an image of an access point.



FIGURE 1-19 The Linksys Wireless-N access point.

* Wireless router: This device uses RF to connect to the networking devices. A
wireless router typically contains a router, switch, and wireless access point and is
probably the most common way to interconnect wireless LANs to the ISP’s access
device. Note that these devices also have wired network connections available on the
system. Figure 1-20 provides an image of a wireless router.
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FIGURE 1-20 Linksys Wireless-G Broadband Router (courtesy of Linksys).

* Broadband modem/gateway: This describes the device used to provide high-speed
data access via your cable connection or via a telephone company’s DSL connection.
A gateway combines a modem and a router into one network box. Figure 1-21
provides an image of a broadband modem/gateway.



FIGURE 1-21 Linksys Wireless-G Cable Gateway (courtesy of Linksys).

 Cable modem: This device is used to make a broadband network connection from
your home network to the ISP using your cable connection. This setup requires a
splitter to separate the cable TV from the home network. Access to the Internet is

typically provided by the cable TV service provider. Figure 1-22 provides an image
of a cable modem.



FIGURE 1-22 Linksys Cable Modem with USB and Ethernet connections (courtesy of
Linksys).

* DSL modem: This device is used to make a broadband network connection from
your home network to the ISP using the telephone line. Broadband access to the
Internet is provided via the phone company or a separate ISP. The DSL connection
requires the placement of filters on all telephone lines except the one going into the
modem to prevent interference. Figure 1-23 provides an image of a DSL modem.

FIGURE 1-23 Linksys ADSL2 Modem (courtesy of Linksys).

Several issues should be considered when planning for a home network, including the



following:

* Data speed: This will be determined by whether you chose to implement a wired or
wireless home network. Wired networks offer the best data transfer rate inside the
home network, up to 10Gbps. The best data transfer rates for a wireless home
network can be obtained using 802.11n (Wireless-N) technology. This is the next
generation of high-speed wireless connectivity providing data transfer rates up to 4 x
802.11g speeds (200+Mbps).

* Cost: Implementing a high-speed wired network can be quite expensive. With the
networking hardware, cabling, and related hardware, you can incur an unexpected
additional cost for implementing the high-speed wired home network. The cost of
switching to or implementing an 802.11n Wireless-N network is minimal and is a
suitable alternative to a wired network. But remember, the maximum data rate for a
Wireless-N network is still much lower than that possible with a wired LAN.

* Ease of implementation: A wireless home network is probably the easiest to
implement if the cabling and connectors for a wired network are not already
installed. The time required to install the wireless home network is usually minimal
as long as unexpected problems do not surface.

» Appearance: A wireless home network offers the best choice in regards to
appearance because there won’t be cables and networking hardware scattered around
the house. The wireless home network will require a wireless router and an external
wired connection to the ISP (refer to Figure 1-11(b)).

* Home access: The choice of wired or wireless technology will not affect home
access. However, the wired network will offer the best data transfer speed internal to
the network, but the wireless network offers the best choice for mobility.

* Public access: The choice of wired or wireless technology will not impact public
access. The data rate for the connection to/from the ISP will be the limiting factor
for the data transfer rate for public access.

It is not uncommon for a wired or wireless home network to stop functioning, although the
downtime is usually minimal. The steps for troubleshooting wired and wireless home
networks include the following:

Step 1 Check to ensure that the proper lights for your networking device that connects
you to your ISP are properly displayed. Incorrect lights can indicate a connection
problem with your cable modem, DSL modem, or telephone connection. Your ISP
might also be having a problem, and you might need to call them to verify your
connection.

Step 2 Next, to fix basic connection problems to the ISP, you should reboot the host
computer (the computer connected to the router) and reboot the router. This usually
will fix the problem, and the correct lights should be displayed. In some cases, you
might also have to power down/up your broadband modem. (Note that the
broadband modem might be integrated with the router.) Once again, check to see
whether the correct lights are being displayed.

Step 3 You should always verify your hardware cable or phone connection is in place



and has not been pulled loose. Make corrections as needed. You should also verify
that all wireless units have a network connection. The following are steps to verify
wireless connectivity for Windows 10/8/7, Windows XP, and Mac OS X:

» Windows 10/8/7, Windows Vista: Go to Control Panel > Network and Sharing
Center. The wireless connection will show enabled if there is a wireless connection.

* Windows XP: Right-click My Network Places. The computer will indicate
whether there is a wireless network connection.

* Mac OS X: Click the Apple icon > System Preferences > Network. If you are
connected:

* A green AirPort icon is displayed, and the words “airport is connected to
network” appear.

* A yellow icon indicates that AirPort is turned on but is not connected to a
network.

* A red icon indicates AirPort is turned off.

Also note that if you are connected to a wireless network, a radio wave icon will
appear at the top of the screen in the menu bar to indicate you are connected to a
wireless network.

Step 4 Sometimes you might need to verify your network settings. This can happen if
your computer has lost the data for the settings. In this case, follow the steps
provided by the manufacturer of your broadband modem or your ISP.

The following are the basic steps for establishing the wireless connection for a wireless
notebook computer running Windows 10/8/7, Windows Vista, XP, or Mac OS X:
Windows Vista, XP, or Mac OS X:

* Windows 10/8: Go to Control Panel > Network and Sharing Center—Set up a
new connection or network. You need to choose the Connect to the Internet
option and then select Wireless to establish a wireless connection.

* Windows 7: Click Start > Control Panel > Network and Sharing Center—Set
up a new connection or network. You need to choose Connect to the Internet
option; then select Wireless to establish a wireless connection.

* Windows Vista: Click Start > Settings > Network Connections and then right-
click Wireless Network Connection. You might need to click Enable and/or
Connect/Disconnect to establish a wireless connection. A red X indicates a wireless
connection is not established.

* Windows XP: This can vary depending on your wireless card. Click Start >
Programs and select the setup program for your wireless card. Follow the steps
displayed on the screen to establish a wireless network connection. You will need to
know the name of the network you want to join as well as the SSID. The SSID is the
Service Set Identifier and is used to identify which wireless devices are allowed to
connect to the network.

* Mac OS X: Click the Apple icon > System Preferences > Network, and then click



Show > Network Status > Connect > Turn AirPort on. Close the AirPort window
and click Configure > By default join a specific network. Enter the wireless
network name (SSID) and password (WEP code); then click Apply Now. A radio
wave should now appear at the top of the screen in the menu bar, which indicates the
network is connected.

There are many choices of wireless technologies for configuring a wireless network. The
802.11b, g, and n (Wireless-B, -G, and -N) technologies are compatible even though they
offer different data speeds. If compatible but different wireless technologies are being
used, the data transfer speeds will be negotiated at the rate specified by the slowest
technology. For example, the 802.11n (Wireless-N) standard offers a faster data rate
(comparable to Wireless-G), but when devices of both technologies are present, the data
transfer rate will be negotiated at the Wireless-G data rate.

In some cases, the wireless signal might not be reaching all the areas that need coverage.
In this case, a device called a range extender can be used. This device relays the wireless
signals from an access point or wireless router into areas with a weak signal or no signal at
all. This improves the wireless remote access from all points in the home. This same
technology can also be used to improve connectivity in stores and warehouses and can
also be used to provide excellent connectivity in public places such as hotspots. Hotspots
are defined as a limited geographic area that provides wireless access for the public.
Hotspots are typically found in airports, restaurants, libraries, and schools.

Range Extender

Device that relays the wireless signals from an access point or wireless router
into areas with a weak signal or no signal at all

Hotspots

A limited geographic area that provides wireless access for the public

Securing the Home Network

Many potential security issues are associated with a wireless network. Securing the home
wireless network is extremely important because a wireless signal can be intercepted by
the wrong person, and they can possibly connect to your network. The following are some
basic steps that can be used to help protect the home network.

1. Change the default factory passwords. Wireless equipment is shipped with
default passwords that are set at the factory. These default settings are known by
the public, including people who would like to gain access into your network and
possibly change your settings. It is best that you select your own password that is
a combination of alphanumeric characters.

2. Change the default SSID. The SSID is the name used to identify your network
and is used by your access point or wireless router to establish an association.
Establishing an association means that a wireless client can join the network. The
SSID can be up to 32 characters and should be changed often so hackers who



have figured out your SSID will no longer have access to your home network.

Service Set Identifier (SSID)

Name that is used to identify your wireless network and is used by your
access point or wireless router to establish an association

3. Turn encryption on. Probably the most important thing to do is turn on the
security features that include data encryption. These options include Wired
Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA), and WPA2. WPA?2 is
a product certification issued by the Wi-Fi Alliance. It uses a stronger encryption
than WPA and is also backward compatible with adapters using WPA. WPS is
the Wi-Fi Protected setup. WPS simplifies the configuration process, enabling
the user to set up WPA PSK without having to enter a long string of symbols,
random numbers, or letters. This provides a feature to protect wireless networks,
but it is susceptible to brute force attacks.

4. Turn off the SSID broadcast. Wireless systems broadcast the SSID so that the
network can be easily identified as an available network. Hackers can use this
information to possibly gain access to your network, so you should turn off the
SSID broadcast. The exception to this is in hotspots where public access is
available. Please note, hotspots make it easy for the user to gain wireless access
but hackers can also be on the same network, so it is important to have
encryption turned on.

5. Enable MAC address filtering. All computer devices use a unique MAC
address for identifying the device. This can be used to select which devices can
be allowed access to the network. When MAC address filtering is turned on, only
wireless devices that have specific MAC addresses will be allowed access to the
network.

Another important security concern is limiting outside access to your home network via
your connection to the ISP. The following are some things that can be done to protect the
home network from outside threats:

* Network Address Translation: The outsider sees only the router IP address
because the IP addresses of the internal networking devices are not provided on the
Internet. Only the ISP-assigned IP address of the router is provided. The home
network typically uses a private address that is not routable on the Internet. (Private
IP addresses are blocked by the ISP.)

* Firewall protection: A common practice is to turn on the firewall protection. The
purpose of a firewall is to prevent unauthorized access to your network. Firewall
protection is available in both the Windows and MAC operating environments. A
type of firewall protection is Stateful Packet Inspection (SPI). This type of firewall
inspects incoming data packets to make sure they correspond to an outgoing request.
For example, you might be exchanging information with a website. Data packets
that are not requested are rejected. The topic of firewalls is covered in more detail in
Chapter 12, “Network Security.”




Firewall Protection

Used to prevent unauthorized access to your network

Stateful Packet Inspection (SPI)

Type of firewall that inspects incoming data packets to make sure they
correspond to an outgoing request

* Establish a VPN connection when transferring sensitive information: A virtual
private network (VPN) establishes a secure network connection and is a way to
protect your LAN’s data from being observed by outsiders. The VPN connection
capability is available with Windows 10, Windows 8, Windows 7, Windows Vista,
Windows XP, and Mac OS X. A VPN connection enables a remote or mobile user to
access the network as if they were actually physically at the network. Additionally,
the VPN connection is encrypted, providing privacy for the data packets being
transmitted.

Virtual Private Network (VPN)

Establishes a secure network connection and is a way to protect your LAN’s
data from being observed by outsiders

IP Addressing in the Home Network

A common question asked about home networks is, “How is IP addressing handled for all
the computers connected to the Internet?” The home network typically has only one
connection to the ISP, but multiple computers can be connected to the Internet at the same
time. The answer is that IP addressing for the home network is managed by the router or
wireless router that connects to the ISP. The ISP will issue an IP address to the router from
an available pool of IP addresses managed by the ISP. The computers in the home network
should be issued private IP addresses (applicable ranges are 10.0.0.0-10.255.255.255;
172.16.0.0-172.31.255.255; 192.168.0.0-192.168.255.255) using a technique called

Network Address Translation (NAT).

Network Address Translation (NAT)

Translates the private IP address to a public address for routing over the
Internet

Figure 1-24 provides an example. A routable public IP address is issued by the ISP for the
wireless router. This public IP address enables all computers in the home network access
to the Internet. The wireless router issues private addresses to all computers connected to
the network.
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FIGURE 1-24 A home network using a wireless router connected to the ISP.

NAT translates the private IP address to a public address for routing over the Internet. For
example, computer 1 in the home network (see Figure 1-24) might establish a connection
to an Internet website. The wireless router uses NAT to translate computer 1’s private IP
address to the public IP address assigned to the router. The router uses a technique called
overloading, where NAT translates the home network’s private IP addresses to the single
public IP address assigned by the ISP. In addition, the NAT process tracks a port number
for the connection. This technique is called Port Address Translation (PAT). The router
stores the home network’s IP address and port number in a NAT lookup table. The port
number differentiates the computer that is establishing a connection to the Internet because
the router uses the same address for all computers. This port number is used when a data
packet is returned to the home network. The port number identifies the computer that
established the Internet connection, and the router can deliver the data packet to the
correct computer.

Overloading

Where NAT translates the home network’s private IP addresses to a single
public IP address

Port Address Translation (PAT)

A port number is tracked with the client computer’s private address when
translating to a public address

For example, if computer 1 establishes a connection to a website on the Internet, the data
packets from the website are sent back to computer 1 using the home network’s routable
public IP address. This first step enables the data packet to be routed back to the home
network. Next, the router uses the NAT lookup table and port number to translate the
destination for the data packet back to the computer 1 private IP address and original port
number, which might be different. Figure 1-25 demonstrates an example of the NAT



translation process for a home network. The home network has been assigned Class C
private IP addresses (192.168.0.x) by the router. The x is a unique number (from 1 to 254)
assigned to each computer. The router translates the private IP addresses to the public
routable IP address assigned by the ISP. Additionally, the router tracks a port number with
the public IP address to identify the computer. For example, the computer with the private
IP address of 192.168.0.64 is assigned the public IP address 128.123.246.55:1962, where
1962 is the port number tracked by the router.

192.168.0.64 128.123.246.55 : 1962

192.168.0.65 128.123.246.55 : 1970

Router

192.168.0.66 192.168.0.1 128.123.246.55 : 19/3

FIGURE 1-25 The NAT translation using PAT.

Section 1-5 Review
This section covered the following Network+ Exam objectives:
1.1 Explain the functions and applications of various network devices

This section has presented a look at the wireless router, switch, access point, and
the firewall. All of these devices are key for providing wireless network access. The
purpose of a firewall is to prevent unauthorized access to your network.

1.2 Compare and contrast the use of networking services and applications

The benefit of incorporating a VPN connection for your wireless network is
presented. A virtual private network (VPN) establishes a secure network connection
and is a way to protect your LAN’s data from being observed by outsiders.

1.3 Install and configure the following networking services/applications

This section presents an overview of both NAT (Network Address Translation) and
PAT (Port Address Translation).

1.7 Differentiate between network infrastructure implementations

Hotspots are introduced in this section. Hotspots are defined as limited geographic
areas that provide wireless access for the public.

1.8 Given a scenario, implement and configure the appropriate networking
addressing schema

This section presents an overview of both NAT (Network Address Translation) and
PAT (Port Address Translation).

2.4 Explain the importance of implementing network segmentation

This section includes many discussions on the various wireless standards available



today. There are many choices of wireless technologies for configuring a wireless
network. It is very important that you understand the advantages and limitations of
each wireless standard.

2.6 Given a scenario, configure a switch using proper features

This section introduces MAC address filtering. When MAC address filtering is
turned on, only wireless devices that have specific MAC addresses will be allowed
to access the network.

2.7 Install and configure wireless LAN infrastructure and implement the
appropriate technologies in support of wireless-capable devices

A wireless router typically contains a router, switch, and wireless access point and
is probably the most common way to interconnect wireless LANSs to the ISP’s access
device.

3.2 Compare and contrast network vulnerabilities and threats

WPS is the Wi-Fi Protected setup. WPS simplifies the configuration process
enabling the user to set up WPA PSK without having to enter a long string of
symbols, random numbers, or letters. This provides a feature to protect wireless
networks, but it is susceptible to brute force attacks.

3.3 Given a scenario, implement network-hardening techniques

Probably the most important thing to do is turn on the security features that include
data encryption. These options include Wired Equivalent Privacy (WEP), Wi-Fi
Protected Access (WPA), and WPA2.

4.1 Given a scenario, implement the following network troubleshooting
methodology

The basic steps for troubleshooting the wireless network were discussed in this
section. Step 1 is to verify that the proper lights are being displayed on your modem
connection.

5.3 Given a scenario, deploy the appropriate wireless standard

This section includes many discussions on the various wireless standards available
today. There are many choices of wireless technologies for configuring a wireless
network. It is very important that you understand the advantages and limitations of
each wireless standard.

5.4 Given a scenario, deploy the appropriate wired connectivity standard

The cable modem is used to make a broadband network connection from your home
network to the ISP using your cable connection.

Test Your Knowledge

1. Which of the following issues should be considered when planning for a home
network?

a. Data speed



b. Public access
c. Cost
d. All of these answers are correct.
2. How does MAC address filtering help to secure a wireless network?
a. This is used to help prevent the theft of network interface cards.

b. This requires an additional login step requiring the user to enter his MAC
address.

¢. MAC address filtering is seldom used anymore because of NIC restrictions.

d. This can be used to select which networking devices can be allowed access to
the network.

3. Which of the following are examples of wireless technologies?
a. 802.11a
b. 802.11g
c. 802.11n
d. All of these answers are correct.
4. What is NAT?
a. Network Asynchronous Transfer
b. Network Address Translation
c. Network Address Transfer

d. None of these answers is correct.

1-6 Assembling An Office LAN

An example of assembling an office-type LAN is presented in this section. The Ethernet
protocol will be used for managing the exchange of data in the network, and the
networking devices will be interconnected in a star topology. There are many options for
assembling and configuring a LAN, but this example presents a networking approach that
is simple and consistent with modern computer networking. It will also provide a good
introduction to the networking topics presented in the text.

For this example, three computers and one printer are to be configured in the star
topology. Each device in the network will be assigned an IP address from the private
address space. The following step-by-step discussion guides you through the process of
assembling, configuring, and testing an office LAN:

Step 1 The first step in assembling an office LAN is to document the devices to be
connected in the network and prepare a simple sketch of the proposed network.
Each device’s MAC and IP addresses should be included in the network drawing
documentation.



Figure 1-26 provides an example of a small office LAN. The desired IP addresses
and the actual MAC addresses for each computer and printer are listed. Remember,
each NIC contains a unique MAC address and the IP addresses are locally assigned
by the network administrator. The MAC addresses were obtained by entering the
ipconfig /all command from the command prompt in Windows 7. Repeat this step
for all computing devices connected to the LAN. Table 1-9 provides the results of
the MAC address inquiries. Each networking device will be assigned an IP
address. Table 1-9 also lists the planned IP addresses of the devices used in this

office LAN.
MAC Address 00-10-A4-13-99-2E
IP Address 10.10.101
— CATE cable
g CAT6 cable g———=——m CATG cable
2 ‘_| i, s
__ || Switch =
. Laser printer
MAC Address 00-10-A4-13-6C-6E MAC Address 00-10-83-0B-A6-2F
IP Address 10.10.10.2 IP Address 10.10.10.20
— CATE cable
| |
pu

MAC Address 00-B0-D0-25-BF-48
IP Address 10.10.10.3

FIGURE 1-26 An example of a small office LAN star topology

Device (Hostname) MAC Address IP Address
Computer 1 00-10-A4-13-99-2E 10.10.10.1
Computer 2 00-10-A4-13-6C-6E 10.10.10.2
Computer 3 00-B0-D0-25-BF-48 10.10.10.3
Laser Printer 00-10-83-0B-A6-2F 10.10.10.20

TABLE 1-9 The MAC and Assigned IP Address for the Devices in the Office LAN



Note

In this text, you will function as the network administrator. The network
administrator must know how to obtain all IP and MAC address information for
devices connected to the network. This requires that the network administrator keep
good documentation of the network.

Step 2 Connect all the networking devices using the star topology shown in Figure 1-26.

At the center of this star topology network will be a switch or hub. Recall that
either can be used to connect the networking devices. The switch is the best choice
because the hub broadcasts data it receives to all devices connected to its ports, and
the switch enables the devices to communicate directly. Although hubs are not as
sophisticated as switches and are not reflective of modern computer networking,
the hub is still suitable for use in small networks.

The connections from the switch to the computers and the printer will be made
using premade twisted-pair patch cables. The cable type used here is CAT6
(category 6) twisted-pair cable. CAT6 twisted-pair cables have RJ-45 modular
connectors on each end, as shown in Figure 1-27, and are capable of carrying
1000Mbps (1 gigabit) or more of data up to a length of 100 meters. Chapter 2
covers the twisted-pair media and its various category specifications. If the
network hardware and software are properly set up, all computers will be able to
access the printer and other computers. Chapter 2 addresses issues associated with
the proper cabling including CAT 6/5e.

FIGURE 1-27 The RJ-45 twisted-pair patch cables (courtesy of StarTech.com).

CAT®6 (category 6)

Twisted-pair cables capable of carrying up to 1000Mbps (1 gigabit) of data up
to a length of 100 meters

RJ-45
The 8-pin modular connector used with CAT6/5e/5 cable
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Mbps
Megabits per second

The media used for transporting data in a modern computer network are either
wireless, twisted-pair, or fiber-optic cables. The principles behind selecting,
installing, and testing twisted-pair cabling are presented in Chapter 2. Table 1-10
lists the common numerics used to describe the data rates for the twisted-pair
media and the older style copper coaxial cable used in a LAN. Common numerics
for fiber-optic LANSs are also listed. Numerics are an alphanumeric description of a
technology. For example, 100BaseT means that this is a 100-Mbps, baseband,
twisted-pair technology.

Numeric  Description

10Base2 10Mbps over coaxial cable up to 185 m, also called ThinNet (seldom
used anymore)

10Base5 10Mbps over coaxial cable up to 500 m, also called ThickNet (seldom
used anymore)

10Basel 10Mbps over twisted-pair

10BaseF 10Mbps over multimode fiber-optic cable

10BaseFL ~ 10Mbps over 850 nm multimode fiber-optic cable
100BaseT  100Mbps over twisted-pair (also called Fast Ethernet)
100BaseFX 100Mbps over fiber

1000BaseT  1000Mbps over twisted-pair

1000BaseFX 1000Mbps over fiber

10GE 10GB Ethernet

TABLE 1-10 Common Numerics for Ethernet LAN Cabling

Numerics

A numerical representation

The RJ-45 plugs connect to the switch inputs via the RJ-45 jacks. Figure 1-28
shows a simple 8-port switch. The inputs to the switch are also called the input
ports, which are the interfaces for the networking devices. The switch inputs
marked with an “x” or uplink port [Figure 1-28(b)] indicate that these devices are
cross-connected, meaning the transmit and receive pairs on the twisted-pair cable
are crossed to properly align each for data communication. The term for a cable
that has cross-connected TX/RX data lines is crossover. Some of the switches
might have the port labeled “Uplink,” which indicates the cross-connect capability.
Furthermore, some of the newer switches nowadays are equipped with automatic
crossover detection, so the users don’t have to worry about whether to use a



straight-through cable or a crossover cable. Examples of straight-through and
crossover cables are presented in Chapter 2.

RJ-45 Jack
X
The switch used to connect the networking devices (cross-connected input)
(a) (b)

FIGURE 1-28 (a) The switch used to connect the networking devices; (b) close-up
view of “x” input indicating an uplink port (courtesy of Anixter, Inc.).

Ports

The interface for the networking devices

Crossover

Transmit and receive signal pairs are crossed to properly align the transmit
signal on one device with the receive signal on the other device

Figure 1-29(a) provides an example of this cross-connected concept. Switches
usually have at least one port that can be switched or selected for use as either a
cross-connected or straight-through input. A straight-through port is also called
an uplink port. The uplink port allows for the connection of a switch to a switch
or hub without having to use a special cable. Devices requiring the cross-connected
input port are computers, printers, and routers. Devices requiring a straight-through
connection are uplink connections to other switches or hubs. Figure 1-29(b)
provides a block diagram explaining the concept of a straight-through input.
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FIGURE 1-29 (a) An example of the wiring on an “x” type input on a hub; (b) an
example of straight-through wiring.




Straight-through

Transmit and receive signal pairs are aligned end-to-end

Uplink Port

Allows the connection of a switch to another r switch without having to use a
crossover cable

A networking connection can be verified by examining the link light on the switch
or hub. The presence of a link light indicates that the transmit and receive pairs are
properly aligned and the connected devices are communicating. Absence of the
light indicates a possible cabling or hardware problem. The Ethernet protocol uses
the link integrity test to verify that a communication link between two Ethernet
devices has been established. The link light remains lit when communication is
established and remains lit as long as there is a periodic exchange of link pulses
from the attached devices. Link pulses are sent by each of the connected devices
via the twisted-pair cables to indicate that the link is up, but the link pulses are not
part of the Ethernet packet and are sent at regular intervals when data is not being
transmitted.

Link Light

Indicates that the transmit and receive pairs are properly aligned

Link Integrity Test

Protocol used to verify that a communication link between two Ethernet
devices has been established

Link Pulses

Sent by each of the connected devices via the twisted-pair cables when data is
not being transmitted to indicate that the link is still up

Step 3 Configure the IP address settings on each computer according to the assigned
addresses provided in Table 1-7.

The following describes how the network administrator configures the computers to
operate on the LAN. This requires that each computing device be assigned an IP address.
The assigned IP addresses for this LAN are provided in Table 1-7. Examples of
configuring the computers in the office LAN using Windows 10/8/7, Windows Vista,
Windows XP, and Mac OS X follow. A printer is also attached to the network and setup
for printers is discussed later in the text.

* Windows 10/8 Go to Control Panel > Network and Internet—Network and
Sharing Center. Click Local Area Connection and select Properties, and then



click Continue. This opens the Local Area Connection Properties menu. Double-
click Internet Protocol Version 4 (TCP/IPv4). This opens the Properties menu.
Now select Use the following IP address, enter the IP address and subnet mask, and
click OK.

* Windows 7: Click Start > Control Panel > Network and Internet—Network and
Sharing Center. Click Local Area Connection and select Properties, and then
click Continue. This opens the Local Area Connection Properties menu. Double-
click Internet Protocol Version 4 (TCP/IPv4). This opens the Properties menu.
Now select Use the following IP address, enter the IP address and subnet mask, and
click OK.

* Windows Vista: Click Start > Network Connection or click Start > Control
Panel > Network and Sharing Center. Right-click Local Area Connection and
select Properties, and then click Continue. This opens the L.ocal Area Connection
Properties menu. Double-click Internet Protocol Version 4 (TCP/IPv4). This
opens the Properties menu. Now select Use the following IP address, enter the IP
address and subnet mask, and click OK.

* Windows XP: To set the IP address in Windows XP, click Start > Settings >
Control Panel and click Network Connections. Right-click Local Area
Connection, and then click Properties. You should see the Local Area Connection
Properties menu. Make sure the TCP/IP box is checked and the words Internet
Protocol TCP/IP are highlighted (selected). Click the Properties button. You
should now see the Internet Protocol (TCP/IP) Properties menu. At this point you
must specify whether the IP address is to be obtained automatically or if you are to
use a specified (static) address. For this example, click Use the following IP
address. Type the desired IP address and subnet mask and select OK.

* Mac OS X: Click Apple > System Preferences > Network, and then click
Network Status and select Built-In Ethernet. A new screen should appear and with
the option Configure IPv4; select Manually. This option lets you manually set the
IP address and subnet mask. Fields should now be displayed for inputting both the IP
address and subnet mask. Enter the desired IP address and subnet mask, and select
Apply Now.

The IP addresses and subnet mask being used in the office LAN example are listed in
Table 1-7. The IP address for computer 1 is 10.10.10.1, and in this example, a subnet mask
of 255.255.0.0 is being used. Chapter 6 examines subnet masking in detail. For now, leave
the remaining fields empty; their purpose will be discussed later in the text. Your network
configuration for computer 1 should now be complete. These steps are repeated for
computers 2 and 3 in this LAN example.

Section 1-6 Review
This section has covered the following Network+ Exam objectives.

1.5 Install and properly terminate various cable types and connectors using
appropriate tools

The popular RJ-45 plugs and jacks are introduced in this section. You will find this



type of connector on all computer networks. Table 1-10 provides a good description
of the common networking cable types.

1.7 Differentiate between network infrastructure implementations

This section introduces the basic steps for implementing a LAN (local area
network).

5.3 Given a scenario, deploy the appropriate wired connectivity standard

The common numerics for Ethernet LAN cabling are listed in Table 1-10. This
provides a good start for understanding the different types of cable used in Ethernet
LANs.

5.4 Given a scenario, deploy the appropriate wired connectivity standard
Table 1-10 provides a good description of the common networking cable types.
5.8 Explain the basics of change management procedures

The first step in assembling an office LAN is to document the devices being
connected to the network. It is easy to skip this step, but it is critical that good
documentation be a priority.

Test Your Knowledge

1. The “X” on the input to a switch represents a router-only port.
a. True
b. False

2. A cross-connected input port indicates that
a. The transmit and receive pairs are crossed.
b. Is only used on connections to routers.
c. The cable is wired incorrectly.
d. Must be avoided on hub and switch port inputs.

3. A lit link light indicates that (select all that apply)
a. The Link Integrity Test is operational.
b. Link pulses are being shared by all devices in the LAN.
c. A 10Mbps data link has been established.
d. A 100Mbps data link has been established.

e. All of these answers are correct.




1-7 Testing and Troubleshooting a LAN

When the network configurations on the computers are completed and the cable
connections are in place, you will need to test and possibly troubleshoot the network. First,
verify that the computers are properly connected on the network. Do this by verifying that
you have link lights on each switch port that is connected to a computer or other
networking device. Link verification will typically appear as a lit link light. An example of
a switch with the link light activated is shown in Figure 1-30.

LR s d

FIGURE 1-30 An example of the link light on a hub.

After you have verified that the networking devices are physically connected, use the ping
command to verify that the networking devices are communicating. Ping uses Internet
Control Message Protocol (ICMP) echo requests and replies to test that a device on the
network is reachable. The ICMP protocol verifies that messages are being delivered. The
ping command is available in the command window of Windows to verify the networking
devices are communicating. The command structure for the ping command is as follows:

Click here to view code image

Usage ping[-t][-a]l[-n count) [-1 size][-f -1 TTL][-v TOS] [-r count][-s
count]

[[-] host-1list]:[-k host-list][-w timeout] destination-list

Options

-t Ping the specified host until stopped

To see statistics and continue, type Control-Break
To stop, type Control-C

-a Resolve addresses to host-names

-n count Number of echo requests to send

-1 size Send buffer size

-f Set Don’t Fragment flag in packet
-1

TTL Time To Live v

TOS Type Of Service

r count Record route for count hops

s count Timestamp for count hops

J host-list Loose source route along host-list
k host-list Strict source route along host-list
w timeout Timeout in milliseconds to wait for each reply



Ping

Command used to test that a device on the network is reachable

ICMP

Internet Control Message Protocol

For example, the command ping 10.10.10.1 is used to ping the IP address for computer 1.
The IP address 10.10.10.1 is the destination address. Another example would be the
destination IP address for computer 3; in this case ping 10.10.10.3 would be used. (Refer
to Table 1-9 and Figure 1-26 for the IP addresses of the computers in our sample network.)

The following is an example of pinging another computer on the network to verify that the
computers are communicating. In this example, computer 1 is used to ping computer 2.
Remember, the ping command is executed from the command window.

Click here to view code image
ping 10.10.10.2
Pinging 10.10.10.2 with 32 bytes of data:
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Reply from 10.10.10.2: bytes 32 time<lms TTL 128
Ping statistics for 10.10.10.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

The text shows that 32 bytes of data are being sent to the computer with the IP address of
10.10.10.2. The “Reply from 10.10.10.2” indicates that computer 2 received the message.
If the computer at IP address 10.10.10.2 did not respond, the message “Request timed
out.” is displayed:

Click here to view code image

ping 10.10.10.2

Pinging 10.10.10.2 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 10.10.10.2:
Packets: Sent = 4, Received = 0, Lost= 4
(100% loss),

At times you might want to verify the IP address of the computer you are working on.
Remember, a method of obtaining the IP address is to enter the command ipconfig at the
command prompt. You don’t need to include the /all switch after the ipconfig command
unless you also want the MAC address information displayed. Figure 1-31 shows an
example of displaying the IP address for computer 1.



Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .:
I BOAress. e i D 1 Do 101

atbnget Mask.....xl 285255010
Default Gateway .........:

(a
107 Z2f0F 2.6 PV

Configuration Name A ||Interface Type P Address
AirPort enl AirPort 128.123.244.53
Bluetooth Bluetooth-Modem PEP (PPPSerial)

Built-in Ethernet end Ethernet 10.10.20.1
Internal Medem modem FFP (PPFSerial)
Built-in Ethernet:

Interface: enl

Type: Ethernet

IP Address: 10.10.20.1

Subnet Mask: 255.255.255.0

Broadcast Address: 10.10.20.255

Ethernet Address: 00:0d:93:c2:d8:74

(b)

FIGURE 1-31 (a) An example of displaying the IP address for computer 1 using the
ipconfig command in Windows and (b) an example of the displayed IP address in Mac
OS X for the built-in Ethernet connection.

ipconfig

Command used to display the computer’s address




Section 1-7 Review
This section has covered the following Network+ Exam objectives.

4.1 Given a scenario, implement the following network troubleshooting
methodology

This section introduces the important step for verifying network connectivity using
the ping command. Several examples of using ping to troubleshoot the network are
presented.

4.2 Given a scenario, analyze and interpret the output of troubleshooting tools

An important step in verifying connectivity between two networking devices is to
issue the ping command using the destination IP address for the other. The ping
command is available from the command window in Windows. Make sure you know
how to issue the command and the options available with the command such as
implementing continuous pinging and setting the buffer size.

Test Your Knowledge

1. The network administrator needs to verify a network connection. Which of the
following steps should be taken? (Select two.)

a. Verify the link lights.
b. Use the ping command to verify network connectivity.
c. Perform an ARP request.
d. Ping the MAC address.
2. The ping -t ip address command (select all that apply)
a. Pings the host_at the specified IP address until it is stopped.
b. Pings the MAC address of the host at the specified IP address.
c. Allows the ping to pass through routers.

d. Allows the ping command to be executed from the command prompt.

Summary

This chapter introduced the basic concepts of computer networking. The technologies and
techniques for assembling a computer network using the Ethernet protocol have been
presented. The student should now understand the following major topics:

* The various LAN topologies

* The concept of CSMA/CD in the Ethernet protocol
* The structure of the Ethernet frame

* The purpose of the network interface card

* The purpose of the MAC address



* How to determine the MAC address for a computer
* The purpose and structure of the IP address
* The concept of private IP addresses

* The OSI Model

* The network topologies and technologies used to implement twisted-pair computer
networks

* How to configure and verify a computer’s IP address
» How to configure a home network and an office LAN
* The purpose of the link light

* The purpose of using ping to test a network connection
Questions and Problems

Section 1-1

1. State whether the following network descriptions are describing a MAN, WAN, or
LAN:

a. A network of users that share computer resources in a limited area

b. A network of users that share computer resources across a metropolitan area

c. A network that connects local area networks across a large geographic area

2. Expand the acronym NIC.

3. Expand the acronym MAC.

4. Expand the acronym LAN.

5. Expand the acronym WAN.

Section 1-2

6. Define the term protocol.

7. Define the term topology.



8. Define the term deterministic.

9. A disadvantage of the Token Ring system is that if an error changes the token
pattern, it can cause the token to stop circulating. This can be eliminated by adding
which of the following?

a. Router
b. Multiport repeater
c. Token passer
d. Token Ring hub
10. State the network topology being used in Figure 1-32 (Bus, Star, Ring, or Mesh).
a. Mesh
b. Bus
c. Ring
d. Star



FIGURE 1-32 The networks for question 10.

11. What is the difference between a hub and a switch?

Section 1-3
12. What are the seven layers of the OSI model?



13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23

Which OSI layer is responsible for adding a header that includes routing

information?

Which OSI layer is considered the media access control layer?

Which OSI layer combines messages or segments into packets?

What layer does a router work at?

Which OSI layer is responsible for the mechanical connection to the network?

The OSI layer responsible for data compression and encryption is which layer?

TCP functions at what layer of the OSI model?

HTTP functions at what layer of the OSI model?

IP and IPX are examples of protocols that operate in what layer of the OSI model?

The network interface card operates at what layer of the OSI model?

Why are the layers of the OSI model important to the network administrator?

Section 1-4
24. Define the acronym CSMA/CD and the protocol that uses CSMA/CD.

25.

What information is not included in an Ethernet frame?
a. Frame size

b. Source MAC address

c. Pad

d. Frame check sequence

26. What is the minimum size of the data payload in an Ethernet frame?



27. What is the minimum and maximum size of an Ethernet frame?

28. Define the acronym OUI. Where is the OUI used?

29. What does the OUI represent?

30. In Windows Vista or Windows XP, how would you find the Ethernet (MAC)
address?

31. INTERNET SEARCH: Find the device manufacturer for the following Ethernet
devices:

a. 00-C0-4F-49-68-AB

b. 00-0A-27-B7-3E-F8

c. 00-04-76-B6-9D-06

d. 00-00-36-69-42-27

32. State the class of address (A, B, or C) for the following IP addresses:
a.46.39.42.05__
b. 220.244.38.168_____
c. 198.1.04__
d. 126.87.12.34__
e. 99.150.200.251___
f. 128.64.32.16___
33. Expand the acronym TCP/IP.

Section 1-5

34. Cite the three advantages of a wired network.



35. Cite three advantages of a wireless network.

36. What does it mean for a wireless networking device to be Wi-Fi compliant?

37. What are the most common types of equipment that are used to establish a
broadband connection to the ISP?

38. Name six issues that should be considered when planning a home network?

39. Why is checking the lights of the networking device that connects to the ISP
important?

40. What is the purpose of a range expander?

41. What is a hotspot?

42. List five steps that can be used to protect the home network.

43. You have the choice of selecting a networking device with WEP and another with
WPA. Which offers better security and why?

44. What are the potential problems of using the default factory passwords?

45. What is the purpose of the SSID, and what can the network administrator do to
protect the network from hackers who might have learned the SSID?



46. What is the purpose of MAC filtering on a wireless network?

47. How does NAT (Network Address Translation) help protect outsider access to
computers in the home network?

48. What is Stateful Packet Inspection?

49. What is a VPN, and how does it protect the data transferred over a wireless
network?

50. How is IP addressing typically handled in a home network?

51. What is Port Address Translation (PAT)?

52. A router on a home network is assigned an IP address of 128.123.45.67. A computer
in the home network is assigned a private IP address of 192.168.10.62. This
computer is assigned the public IP address 128.123.45.67:1922. Which IP address is
used for routing data packets on the Internet? Is overloading being used?

Section 1-6

53. Which of the following is not a step in building an office LAN?
a. Obtaining proper government permits
b. Configuring the network settings
c. Connecting the devices together
d. Network documentation

54. What does RJ-45 represent?
a. A 45-pin connector for CAT6
b. An IEEE standard for data speed
c. An 8-pin modular connector for twisted pair Ethernet
d. Protocol used to verify a communications link

55. What is an uplink port?

56. What is the maximum speed and length for Category 6 cabling?



57. What do the link lights on a hub represent?

58. What does cross-connected mean?

59. Documentation: Draw a network diagram similar to Fig 1-33 consisting of three
computers, a switch, and a printer. Use the MAC addresses given in Table 1-9.
Assign each network device an IP address from the private address space
192.168.5.x network. You are the network administrator and may choose the host
address for each device.

MAC Address: 00-10-A4-13-99-2E
IP Address: 192.168.5.1

1
= 1
- CATE6 cable
2 g CAT6 cable e—— >  CATG6 cable
| L —— o |
— E Switch
MAC Address: 00-10-A4-13-6C-6E
IP Address: 192.168.5.2 R R At
_=
e, E

MAC Address: 00-B0-D0-25-BF-48
IP Address: 192.168.5.3

FIGURE 1-33 The sample network diagram for question 59.

Section 1-7
60. What command would you use to ping 10.3.9.42 indefinitely?

61. What command would you use to ping 192.168.5.36 20 times with 1024 bytes of
data?

62. Expand the acronym TTL.



Certification Questions

63. In terms of computer security, a switch offers better security than a hub. Why is
this?

a. A hub requires a special pin to activate the connection.

b. A hub forwards the data it receives to every device connected to the hub. It is
possible for network devices to pick up data intended for a different device. A
switch eliminates this by only forwarding data packets to the correct device
whenever possible.

c¢. A switch forwards the data it receives to every device connected to the switch. It
is possible for network devices to pick up data intended for a different device. A
hub eliminates this by only forwarding data packets to the correct device
whenever possible.

d. The use of the switch guarantees that all devices connected to it will share link
integrity pulses. This sharing of the pulses strengthens the security of the
connection.

64. What networking protocol does Ethernet use?

a. Ethernet uses a token ring passing scheme. The computer devices must possess
the ring to be able to pass a token.

b. Ethernet uses Carrier Access — Multiple Sensing / Collision Detection
c. Ethernet uses Carrier Sense — Multiple Access / Collision Detection
d. Ethernet uses Collision Sense — Carrier Access / Multiple Pairing

65. Network interface card has a MAC address of 00-00-86-15-7A. From this
information, specify the OUI.

a. There is not sufficient information to specify the OUL.
b. The OUI is 86-15-7A.
c. The OUI is 86-00-00
d. The OUI is 00-00-86
66. An IP address for an internal computer is assigned by
a. the Internet Assigned Numbers Authority
b. the local network administrator
c. the user of the computer
d. Internet Address Numbers Authority
67. The topology shown is which of the following?



a. star

b. token-ring

c. bus

d. mesh

d. None of these answers is correct.

68. The topology shown is which of the following?

a. star

b. token-ring

c. bus

d. mesh

d. None of these answers is correct.

69. The topology shown is which of the following?

FYTTTTY

a. star

b. token-ring



70.

71.

72.

c. bus

d. mesh

d. None of these answers is correct.
The pad field in an Ethernet packet

a. is used to bring the total number of bytes up to 46 if the data file is less than 46
bytes.

b. is used to bring the total number of bytes up to 64 if the data file is less than 64
bytes.

c. is not required with CSMA/CD.

d. provides grouping of the information for transmission.
The IP address 10.10.20.250 is an example of (select all that apply)
a. class A address.

b. class B address.

c. a private IP address.

d. a routable IP address.

e. a nonroutable Internet IP address.

An Intranet is (select all that apply)

a. uses class E addressing.

b. used in high speed (gigabit) Ethernet.

c. an internal network that provides file and resource sharing.
d. enables Fast Ethernet connections.

e. not typically accessed from the Internet



Chapter 2. Physical Layer Cabling: Twisted Pair

Chapter Outline
2-1 Introduction
2-2 Structured Cabling
2-3 Unshielded Twisted-Pair Cable
2-4 Terminating CAT6/5e/5 UTP Cables
2-5 Cable Testing and Certification
2-6 10 Gigabit Ethernet over Copper
2-7 Troubleshooting Cabling Systems
Networks
Summary
Questions and Problems

Objectives
* Describe the six subsystems of a structured cabling system
* Define horizontal cabling
* Define UTP and STP
* Define the categories of UTP cable
* Describe the difference in the T568A and T568B wire color order
* Describe the procedure for placing RJ-45 plugs and jacks on twisted-pair cable
* Describe how to terminate twisted-pair cable for computer networks
* Define the basic concepts for planning a cable installation for an office LAN
* Describe the procedure for certifying a twisted-pair cable for CAT6 and CAT5e
* Describe the issues of running 10 gigabit Ethernet over copper

* Describe the basic steps for troubleshooting cable problems

Key Terms
physical layer
EIA
TIA
campus network
EIA/TIA 568-B




building entrance
entrance facilities (EF)

equipment room (ER)

telecommunications closet

IR

backbone cabling

horizontal cabling
TCO

work area

main cross-connect (MC)

intermediate cross-connect (IC)

Cross-connect

horizontal cross-connect (HC)

MDF (Main Distribution Frame or Main Equipment Room)
CD (Campus Distributor)

BD (Building Distributor)

FD (Floor Distributors)

workstation or work area outlet (WQO)

TO (telecommunications outlet)

terminated
8P8C
patch cable
UTP
CAT6/6a
CAT5/e

balanced mode

FastEthernet

network congestion

bottlenecking

full duplex

gigabit Ethernet
CAT?7/7a and CAT6a




10GBASE-T
STP

continues

RX

straight-through cable
wire-map

crossover cable

link

full channel

attenuation (insertion loss)
near-end crosstalk (NEXT)

crosstalk

power sum NEXT (PSNEXT)

equal level FEXT (ELFEXT)
PSELFEXT

ACR
PSACR

return loss

propagation delay
nominal velocity of propagation (NVP)

delay skew
IEEE 802.3an-2006 10GBASE-T

10GBASE-T

pair data

Alien Crosstalk (AXT)
PSANEXT

PSAACRF




E/UTP
TCL
ELTCTL
LCL
TCTL
PSANEXT
PSAACRF

multilevel encoding

hybrid echo cancellation circuit

This chapter examines the twisted-pair media used to link computers together to form a
local area network (LAN). This is called physical layer cabling. The term physical layer
describes the media that interconnects networking devices. The objective of this chapter is
for the reader to gain an introductory understanding of the cable media including the
category types, the steps for terminating cables, cable testing, certification, and
troubleshooting. The main focus is on the use of UTP cable in computer networks,
although an overview of shielded twisted-pair (STP) is presented. Fiber-optic cables are
playing an important role in modern computer networks and are not overlooked in this
text. This media is thoroughly examined in Chapter 3, “Physical Layer Cabling: Fiber

Optics.”

Other types of cabling you might encounter in computer networking are RG-6 and
possibly RG-59. These types of cables are called coaxial cables and are primarily used to
connect satellite systems or cable television and modems. Cable terminations for these
types of cable include “F-type” and BNC connectors.

2-1 Introduction

This chapter begins with an overview of the concept of structured cabling. This section
defines the six subsystems of a structured cabling system and focuses on the basic issues
associated with horizontal cabling or wiring a LAN. Next, the basic operational
characteristics of UTP cable are examined. The discussion includes an examination of the
various categories of UTP cable currently available. Following that is an overview of
constructing twisted-pair patch and horizontal link cabling. The tools and techniques for
properly terminating UTP cabling for both CAT6 and CAT5e are presented. An
introduction to testing and certifying CAT6 and CAT5e cables follows. This section
includes several examples of cable test data and how to interpret the test results. The
chapter concludes with a section on troubleshooting computer networks, with a focus on
cable or physical failures.

Physical Layer

Describes the media that interconnects networking devices

Table 2-1 lists and identifies, by chapter section, where each of the CompTIA Network+



objectives is presented in this chapter. At the end of each chapter section is a review with
comments of the Network+ objectives presented in that section. These comments are
provided to help reinforce the reader’s understanding of a particular Network+ objective.
The chapter review also includes “Test Your Knowledge” questions to aid in the
understanding of key concepts before the reader advances to the next section of the
chapter. The end of the chapter includes a complete set of question plus sample
certification type questions.

Domain/Objective Domain/Objective Description Section Where
Number Objective Is
Covered
1.0 Network Architecture
1.5 Install and properly terminate various 2-1, 2-2, 2-3, 2-4,
cable types and connectors using the 2-7

appropriate tools

22 Given a scenario, analyze metrics and 2-3
reports from monitoring and tracking
performance tools

3.4 Compare and contrast physical security 2.2, 2-3
controls
4.2 Given a scenario, analyze and interpret  2-5

the output of troubleshooting tools

4.4 Given a scenario, troubleshoot and 2-4, 2-5, 2-7
resolve common copper cable issues

5.4 Given a scenario, deploy the appropriate 2-2, 2-4
wired connectivity standard

TABLE 2-1 Chapter 2 CompTIA Network+ Objectives

2-2 Structured Cabling

The first major standard describing a structured cabling system for computer networks
was the TIA/EIA 568-A in 1995. EIA is the Electronics Industries Alliance, a trade
organization that lobbies for the interests of manufacturers of electronics-related
equipment. TIA stands for the Telecommunications Industry Association, which is a trade
organization that represents the interests of the telecommunications industry. The most
important addendum to the EIA/TIA 568-A standard was Addendum 5, published in 1999.
This addendum defined the transmission performance specifications for 4-pair 100-ohm
category 5e twisted-pair cabling. TIA/EIA adopted new category 6 (CAT6) cable
specifications in June 2002. This is the type of cabling recommended for use in today’s
computer networks, although CAT7 twisted-pair cabling might soon become the
recommended standard.



EIA

Electronic Industries Alliance

TIA

Telecommunications Industry Association

The EIA/TIA 568-A standard defined the minimum requirements for the internal
telecommunications wiring in buildings and between structures in a campus network. A
campus network consists of interconnected LLANs within a limited geographic area such as
a college campus, military base, or group of commercial buildings. The EIA/TTA 568-A
was revised and updated many times, and in 2000 a new standard—the EIA/TIA 568-B—
was published. The three parts of the EIA/TTA 568-B are as follows:

* EIA/TIA-568-B.1: Commercial Cabling Standard, Master Document
* IA/TTA-568-B.2: Twisted-pair Media
* EIA/TIA-568-B.3: Optical Fiber Cabling Standard

Campus Network

Interconnected LLANs within a limited geographic area

EIA/TIA 568-B

The standard that defines the six subsystems of a structured cabling system

Within the EIA/TIA 569B Commercial Standard for Telecommunication Pathways and
Spaces are guidelines defining the six subsystems of a structured cabling system:

1. Building entrance: The point where the external cabling and wireless services
interconnect with the internal building cabling in the equipment room. This is used
by both public and private access (for example, Telco, satellite, cable TV, security,
and so on). The building entrance is also called the entrance facilities (EF). Both
public and private network cables enter the building at this point, and typically each
has separate facilities for the different access providers.

Building Entrance

The point where the external cabling and wireless services interconnect with
the internal building cabling

Entrance Facilities (EF)

A room set aside for complex electronic equipment

2. Equipment room (ER): A room set aside for complex electronic equipment such as



the network servers and telephone equipment.

Equipment Room (ER)/Backbone Cabling

Cabling that interconnects telecommunication closets in the same building
and between buildings

3. Telecommunications closet: The location of the cabling termination points that
includes the mechanical terminations and the distribution frames. The connection of
the horizontal cabling to the backbone wiring is made at this point. This is also
called the telecommunications room (TR) or telecommunications enclosure (TE). In
some older systems, the network administrator might encounter two of the following
types of punchdown blocks in the telecommunications closet: a 66 block and a 110
block. These types of terminations use insulation-displacement connectors (IDC) to
terminate twisted-pair cables and are commonly used in telephone systems but not
computer networks.

Telecommunications Closet

The location of the cabling termination points that includes the mechanical
terminations and the distribution frames

TR

Another name for the telecommunications closet

Note

One room can serve as the entrance facility, equipment room, and the
telecommunications closet.

4. Backbone cabling: Cabling that interconnects telecommunication closets,
equipment rooms, and cabling entrances in the same building and between buildings.

5. Horizontal cabling: Cabling that extends out from the telecommunications closet
into the LAN work area. Typically, the horizontal wiring is structured in a star
configuration running to each area telecommunications outlet (TCQ). This is the
wall plate where the fiber or twisted-pair cable terminates in the room. In some
cases, the TCO terminates telephone, fiber, and video in addition to data into the
same wall plate.

Horizontal Cabling

Cabling that extends out from the telecommunications closet into the LAN
work area




TCO

Telecommunications outlet

6. Work area: The location of the computers and printers, patch cables, jacks,
computer adapter cables, and fiber jumpers.

Work Area

The location of the computers and printers, patch cables, jacks, computer
adapter cables, and fiber jumpers

Figure 2-1 provides a drawing of the structure for a telecommunications—cabling system.
In the figure, it shows the connection of the carriers (Telco, ISP, and so on) coming into
the ER. The ER is the space set aside for the carrier’s equipment contained in the main
cross-connect (MC) or intermediate cross—connect (IC). The EF consists of the
cabling, connector hardware, protection devices that are used as the interface between any
external building cabling, and wireless services with the equipment room. This area is
used by both public and private access providers (for example, Telco, satellite, cable TV,
security, and so on). The ER and EF space is typically combined with the MC equipment
room.
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FIGURE 2-1 The telecommunications Cabling System Architecture.

Main Cross-connect (MC)

Usually connects two or more buildings and is typically the central
telecommunications connection point for a campus or building. It is also
called the main distribution frame (MDF) or main equipment room. The MC
connects to Telco, an ISP, and so on. Another term for the MC is the campus
distributor (CD).

Intermediate Cross-connect (IC)

Also called the building distributor (BD), this is the building’s connection
point to the campus backbone. The IC links the MC to the horizontal cross-
connect (HC).

Between the MC and the IC are the campus backbone cabling (listed as the interbuilding
backbone cabling). This defines the connections between the MC and IC. A definition of a
cross-connect is a space where you are going to take one or multiple cables and connect

them to one or more cables or equipment. For example, you could be bringing in 60 UTP




cables, with 50 that are cross-connected to a switch and 10 that are cross-connected to a
backbone cable going to another location. Typical connections between the MC and IC are
single-mode and multimode fibers and possibly coax for cable TV, although most
installations are migrating to fiber. The building backbone cabling (intrabuilding backbone
cabling) makes the connection between the IC and the TC/HC. TC is the
telecommunications closet, and HC is the horizontal cross-connect (HC). Usually this
connection is CAT5 UTP or better, or possibly single- or multimode fiber or some
combination. Fiber is the best choice for making these connections, although copper is
sometimes used. The horizontal cabling is the cabling between the HC and the work area.
It is usually CATS5 UTP or better or fiber. The standard currently specifies CAT6. Fiber is
gaining acceptance for connecting to the work area outlets (WQO).

Cross-connect

A space where you are going to take one or multiple cables and connect them
to one or more cables or equipment

Horizontal Cross-connect (HC)

The connection between the building distributors and the horizontal cabling
to the work area or workstation outlet—another term used for the HC is the
floor distributors (ED)

Workstation or Work Area Outlet (WO)

Also called the TO (telecommunications outlet), it’s used to connect devices
to the cable plant. The cable type typically used is CAT3, CAT5, CAT5e,
CAT6, CAT6A, and various coaxial cables. Devices typically connected to
these outlets are PCs, printers, servers, phones, televisions, and wireless
access points.

Figure 2-2 provides a more detailed view of the cabling from the MC to the IC and the
HC. This drawing shows the three layers of the recommended backbone hierarchy cabling
for a computer network. The first level of the hierarchy is the MC. The MC connects to
the second level of the hierarchy, the IC. The backbone cabling connects the MC to the IC
and the IC to the TC/HC. The HC connects the horizontal cabling to the work area and to
the WO.
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FIGURE 2-2 The Campus Network Hierarchical topology.

The focus of this chapter is on the issues associated with the horizontal cabling and the
work area (LAN) subsystems. The text addresses all six subsystems of a structured cabling
system, but at the point when the networking concepts and related hardware are
introduced. Many of the concepts covered in each structured cabling subsystem require
that the reader have a firm grasp of basic networking to gain a full appreciation of how
each network piece fits into a structured cabled system.

Horizontal Cabling

Permanent network cabling within a building is considered to be horizontal cabling,
defined as the cabling that extends out from the telecommunications closet into the LAN
work area. Take time to plan for your horizontal cabling installation because this is where
your network interfaces with the users. There is always a substantial installation cost
associated with horizontal cabling, and there is an even greater cost of having to replace or
upgrade a cable installation. You don’t want to have to recable your system very often.
Careful attention should be given to planning for the horizontal cabling of a LAN. Make
sure you fully understand your current networking needs and that your proposed plan
meets the needs. Also make sure your plan addresses the future needs and growth of your
network.

Figure 2-3 illustrates the basic blocks of a horizontal cabling system from the
telecommunications closet to the computer in the LAN. The following components are
typically found in the telecommunications closet:

A. Backbone cabling interconnecting this closet with other closets
B. Switch or hub

C. Patch panels

D. Patch cables

E. Cabling to the LAN (horizontal cabling)



F. Wall plate

G. Patch cable connecting the computer to the wall plate
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FIGURE 2-3 Block diagram of a horizontal cabling system.

Item E in Figure 2-3 shows the cabling leaving the telecommunications closet. The cable
extends to where it is terminated at the wall plate (item F) in the LAN or work area. The
term terminated describes where the cable connects to a jack in a wall plate, a patch panel,
or an RJ-45 modular plug. In this case, the cable terminates into an RJ-45 jack in the wall
plate. Figure 2-4 provides an example of the RJ-45 wall plate and patch panel.
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FIGURE 2-4 The Ortronics clarity twisted-pair system (courtesy of Ortronics).

Note

The proper term for the RJ-45 modular plug used in computer systems is actually
8P8C for both male and female connectors. 8P8C stands for 8-pin 8-conductors and
is defined by ANSI/TIA-968-A and B but is commonly called RJ-45 by both
professionals and end users.

An individual cable is used to connect each connector in the outlet to the patch panel in
the telecommunications closet (F to E). RJ-45 (8P8C) plugs and jacks are defined in
section 2-4. Another 8-pin connector using the 8P8C modular connector is the RJ-48. This
type of connector is commonly used in T1 data lines. This type of connector typically uses
shielded twisted-pair cabling. Although the RJ-45 and RJ-48 connectors look similar, they
do not use the same wiring scheme and are intended for different data-transmission
applications.

In a star topology, there is an individual cable run for each outlet in the wall plate. This
means that you assign one computer to each terminated outlet. A patch cable (item G) is
used to make the physical connection from the computer to the wall plate, as shown in
Figure 2-3. A patch cable is a short cable used to make the physical connection between
networking equipment. There is a 100-meter overall length limitation of the cable run
from the telecommunications closet to the networking device in the work area. This
includes the length of the patch cables at each end (items D and G) plus the cable run
(item E). A general rule of thumb is to allow 90 meters for the cable run from the



telecommunications closet to the work area (item E). This allows 5 meters of cable length
for the work area and 5 meters for the patch cables in the telecommunications closet (item
D) and the work area (item G). Figure 2-5 shows an example of the insides of a
telecommunications closet.

=
=
=
=

FIGURE 2-5 Inside a telecommunications closet.



Section 2-2 Review
This section has covered the following Network+ Exam objectives:

1.5 Install and properly terminate various cable types and connectors using the
appropriate tools

The termination of computer cabling associated with a horizontal cabling systems
has been presented.

3.4 Compare and contrast physical security controls

This section has provided a through overview of the purpose and function of the
telecommunications closet. Figure 2-5 shows an example of the interior of a
telecommunications closet.

5.4 Given a scenario, deploy the appropriate wired connectivity standard

The standard that defines structure cabling, the EIA/TIA 568 standard, has been
introduced. This is an important standard defining cabling for computer networks.

Test Your Knowledge

1. What is the overall length limitation of a UTP cable run from the
telecommunications closet to a networking device in the work area?

a. 10 meters
b. 100 meters
c. 10K meters
d. 100K meters
2. The six subsystems of a structured cabling system are the following:
Building Entrance
Equipment Room
Backbone Cabling
Telecommunications Closet
Vertical Cabling
Work Area
True or False?
3. Horizontal cabling consists of which of the following basic blocks? (Select two.)
a. Switch or hub
b. Routers
c. Backbone cabling

d. Patch panel




2-3 Unshielded Twisted-Pair Cable

Unshielded twisted-pair (UTP) cable plays an important role in computer networking. The
most common twisted-pair standards used for computer networking today are category 6
(CAT6), category 6a (CAT6a), and category 5e (CAT5e). CAT6 cable is tested to provide
the transmission of data rates up to 1000Mbps for a maximum length of 100 meters.
CAT6a is an improved version of CAT6 and will support 10GB Ethernet.

CAT5e cable is an enhanced version of CAT5 and provides improved performance
requirements of the cable. CAT6 provides improved performance and a bandwidth of
250MHz. CAT5/5e twisted-pair cable contains four color-coded pairs of 24-gauge wires
terminated with an RJ-45 (8P8C) connector. Figure 2-6 provides an example of a CAT5e
cable terminated with an RJ-45 (8P8C) modular plug. CAT6 twisted-pair cable also
contains four color-coded wires, but the wire gauge is 23AWG. CAT6 cable has a stiffer
feel compared to CAT5e.

FIGURE 2-6 An example of an RJ-45 modular plug (courtesy of Cyberguys.com).

The precise manner in which the twist of CAT6/5e/5 cable is maintained, even at the
terminations, provides a significant increase in signal transmission performance. CAT5/5e
standards allow 0.5 inches of untwisted cable pair at the termination. CAT6 has an even
tighter requirement that allows for only 3/8-inch of untwisted cable at the termination. The
termination is the point where the cable is connected to terminals in a modular plug, jack,
or patch panel.

CAT®6/5e/5 twisted-pair cable contains four twisted wire pairs for a total of eight wires. In
twisted-pair cable, none of the wires in the wire pairs are connected to ground. The signals
on the wires are set up for a high (+) and low (-) signal line. The (+) indicates that the
phase relationship of the signal on the wire is positive, and the (-) indicates that the phase
of the signal on the wire is negative; both signals are relative to a virtual ground. This is
called a balanced mode of operation—the balance of the two wire pairs helps maintain
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the required level of performance in terms of crosstalk and noise rejection.

Balanced Mode

Neither wire in the wire pairs connects to ground

Table 2-2 lists the various categories of twisted-pair cable defined by the EIA/TIA 568B
standard. The table includes an application description and minimum bandwidth for each
category. Notice that there is not a listing for CAT1 and CAT?2.

Category Description Bandwidth/Data Rate
Category 3 (CAT3)  Telephone installations Up to 16Mbps

Class C
Category 5 .{.EATE}I Computer networks Class Up to IGGMHz/iDDMHII:-ps 100-m

D length
Enhanced CATS Computer networks 100MHz/1000Mbps applications
(CAT5e) with improved noise performance

in a full duplex mode

Category 6 (CAT6)  Higher-speed computer Up to 250MHz networks Class
E/1000Mbps

CAT6 supports 10Gbps but at
distances fewer than 100 meters

Category 6a (CAT6a) Increased bandwidth Up to 500MHz networks Class
Ea/10Gbps

Category 7 (CAT7)  International Organization Up to 600MHz speed computer
for Standardization (IS0) networks Class F/10Gbps
standard, not an EIA/TIA
standard

Category 7a (CAT7a) ISO standard, not an EIA/ Up to 1000MHz speed computer
TIA standard networks Class FA/10Gbps

TABLE 2-2 Different Categories for Twisted-pair Cable, Based on TIA568B

CAT1 and CAT2 cable specifications are not defined in the EIA/TTA 568B standard. The
first CAT or category specification is for CAT3. CAT3 is being replaced with CAT5e or
better. CAT4 is not listed in the table because the category was removed from the
TIAS568B standard as its data capacity specification was outdated. The category 5 cable
standard was established in 1991, and many computer networks are still using the older
CATS5 cables. Certified CAT5 cabling works well in both Ethernet and FastEthernet
networking environments that run 10Mbps Ethernet and 100Mbps FastEthernet data rates.
Note that the term FastEthernet is used to describe the 100Mbps data rate for
FastEthernet networks.




FastEthernet

An Ethernet system operating at 100Mbps

In some cases, users on networks are experiencing network congestion or bottlenecking
of the data due to the increased file transfer sizes and the limited bandwidth of their
network. These terms describe excessive data traffic that is slowing down computer
communications even in FastEthernet networks. Basically, the demands on the network
exceeded the performance capabilities of the CAT5 cable. The slowdown of the data is of
major concern in computer networks. File access time is delayed, productivity is affected,
and the time required to complete a task is increased. A slowdown in your network could
be costing your company money. Can you imagine the consequences if a slowdown in
your network causes a delay in the company’s billing?

Network Congestion

A slowdown on network data traffic movement

Bottlenecking

Another term for network congestio

TIA/EIA ratified the CAT5e cabling specification in 1999 to address this continuing need
for greater data handling capacity in the computer networks. The enhanced CATY5 cable
(CAT5e) provides an improvement in cable performance, and if all components of the
cable installation are done according to specification, then CAT5e will support full duplex
gigabit Ethernet (1000Mbps Ethernet) using all four wire pairs. Full duplex means that
the computer system can transmit and receive at the same time. TIA/EIA ratified the CAT6
cabling specification in June 2002. This cable provides an even better performance
specification and 250MHz of bandwidth, and maintains backward compatibility with
CAT5/5e. CAT6 can support 10Gbps data rates but over a distance less than 100 meters.
The CAT6a standard supports 10GBGB data rates up to 100 meters, and CAT7 will also
support 10Gbps up to 100 meters with improved bandwidth. The 10GBGB standard over
copper is called 10GBASE-T.

Full Duplex
Computer system can transmit and receive at the same time

Gigabit Ethernet
1000Mbps Ethernet

CAT?7/7a and CAT6a
UTP cable standards that support 10GB date rates for a length of 100 meters




10GBASE-T
10GB over twisted-pair copper

Shielded Twisted-Pair Cable

In some applications, a wire screen or metal foil shield is placed around the twisted-pair
cable. Cable with the addition of a shield is called STP cable. The addition of this shield
reduces the potential for electromagnetic interference (EMI) as long as the shield is
grounded. EMI originates from devices such as motors and power lines and from some
lighting devices such as fluorescent lights.

STP
Shielded twisted pair

EMI

Electromagnetic interference

The shield on the twisted-pair cable does not reject all potentially interfering noise (EMI),
but it does greatly reduce noise interference. There is an active debate in the networking
community as to which product is superior, UTP or STP. It is important to note that the
objective of both cables is to successfully transport data from the telecommunications
closet to the work area. Industry testing on STP cable has shown that the addition of a
shield does increase the usable bandwidth of the cable by increasing the noise rejection
between each of the wire pairs. However, the tests have shown that there is not a
significant advantage of placing a shield over a properly installed 4-pair 100-ohm UTP
cable. Additionally, STP is more expensive and the increased costs may not justify the
benefits. For now, most manufacturers are recommending the use of UTP cable for cabling
computer networks except for very noisy environments.



Section 2-3 Review
This section has covered the following Network+ Exam objectives:

1.5 Install and properly terminate various cable types and connectors using the
appropriate tools

The RJ-45 modular plug used in most computer networks has been presented. The
RJ-45 plug is also called 8P8C. Table 2-2 lists the different categories for twisted-
pair cable, based on TIA568B. Make sure you know the different category types.
You should also understand that the precise manner in which the twist of the wire
pairs is managed provides for a significant increase in signal transmission
performance.

2.2 Given a scenario, analyze metrics and supports from monitoring and
tracking performance tools

This section introduced the concept of network congestion or bottlenecking of the
data due to the increased file transfer sizes and the limited bandwidth of the
network. Selecting the proper UTP cable can help minimized this problem.

Test Your Knowledge

1. What is the data rate for FastEthernet?
a. 10Mbps
b. 100Mbps
c. 1000Mbps
d. 10Kbps
e. None of these answers is correct.

2. What type of cable is currently recommended for LAN work areas?
a. Shielded twisted-pair
b. CAT6 shielded twisted-pair
c. CAT 5e UTP
d. CAT6 UTP
e. CAT7 UTP

3. What is the benefit of shielded twisted-pair cable?
a. Ease of installation
b. Excellent EMI protection
c. Less expensive
d. Preferred by industry for all installations

e. None of these answers is correct.




2-4 Terminating CAT6/5E/5 UTP Cables

This section introduces the techniques for terminating high-performance UTP cables.
Terminating the RJ-45 (8P8C) connector for CAT6/5e/5 cable is defined by the EIA/TIA
standard EIA/TTA568-B.2 and B.2-1. This portion of the standard defines the
specifications of the copper cabling hardware. The standard specifies cabling components,
transmission, system models, and the measurement procedures needed for verification of
the balanced twisted-pair cabling.

Within the EIA/TTA568B standard are the wiring guidelines T568A and T568B. These
wiring guidelines specify the color of wire that connects to which pin on the connector.
The specification of the wire color that connects to which pin is called a color map. Table
2-3 provides the color maps specified by the T568A and T568B wiring guidelines.

Pin # 568A Wire Color 568B Wire Color
| White-Green White-Orange

2 Green Orange

3 White-Orange White-Green

4 Blue Blue

5 White-Blue White-Blue

6 Orange Green

7 White-Brown White-Brown

8 Brown Brown

TABLE 2-3 The Wiring Color Schemes for T568A and T568B

T568A
Wire color guidelines specified under the EIA/TTA568B standard

T568B
Wire color guidelines specified under the EIA/TTA568B standard

Color Map

The specification of which wire color connects to which pin on the connector

Figure 2-7(a) shows the placement of the wire pairs in the RJ-45 (8P8C) modular plug for
the T568A standard; Figure 2-7(b) shows the placement of the wire pairs in the RJ-45
(8P8C) modular plug for the T568B standard. The pin numbers for the RJ-45 (8P8C)
modular plug are shown at the top of the figure, and a wire color table is provided for
reference. In the T568A wire color scheme (Figure 2-7[a]), a white-green wire connects to
pin 1, the wire color green connects to pin 2, the wire color connected to pin 3 is white-
orange, and so on. Similar information is provided in Figure 2-7(b) for the T568B wiring



standard. The color of the wire connected to pin 1 is white-orange, pin 2 is orange, pin 3 is
white-green, and so on. This information also agrees with Table 2-2.

Connector Head
Bottom Side Up

1568A COLOR

White-Green
Green
White-Orange
Blue
White-Blue
Orange
White-Brown
Brown
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Connector Head
Bottom Side Up

15688 COLOR

White-Orange
Orange
White-Green
Blue
White-Blue
Green
White-Brown
Brown
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FIGURE 2-7 (a) The wiring of the RJ-45 (8P8C) connector and the wire color codes
for the T568A standard; (b) the wiring of the RJ-45 connector for the T568B standard
(courtesy of StarTech.com).

A common question is, “What is the difference between T568A and T568B?” Basically,
these are just two different manufacturer standards used to wire the modular connector
hardware. There is not a performance improvement with either, just a color order choice.
Industry tends to favor the T568A wiring order; however, either order can be used as long
as the order is maintained throughout the network.
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This material has defined the wire color order for terminating the RJ-45 (8P8C) plugs and
jacks onto the CAT6/5e twisted-pair cables. Be able to describe the difference between the
T568A and T568B wire color order. Also make sure you know what wire color
configuration you are using in a network, T568A or T568B, and that you specify hardware
that is compatible with your selected color scheme.

Computer Communication

As mentioned in section 2-2, the CAT6/5e cable contains four twisted wire pairs. Figure 2-
8 provides a picture of the four wire pairs. Figure 2-9 shows the signals and pin number
assignments for the RJ-45 (8P8C) plug for CAT5e. Notice in Figure 2-9 that the Transmit
Out signals are marked with a (+) and (-). The Receive In (+) and (-) signals are also
marked in the same way. The (+) and (-) symbols are typical ways of indicating the
positive and negative sides of a balanced wire pair. Recall from section 2-3, “Unshielded
Twisted-Pair Cable,” that in a balanced mode of operation, neither signal line is at ground.

FIGURE 2-8 The four wire pairs of the CAT6/CAT5e.

Pin No. Function
Pin 1 Transmit Out +
Pin 2 Transmit Out —
Pin 3 RHeceive In +
Pin 4 No Connection

Front View Pin5 No Connection
Pin 6 Receive In —
Pin 7 No Connection
Pin 8 No Connection

RJ-45 Modular Plug
Pin Assignments

FIGURE 2-9 The pin assignments and signal names for the RJ-45 (8P8C) modular
plug (CAT5e).

For computers to communicate in a LAN, the transmit and receive pairs must be properly
aligned. This means the transmit (TX) (+) and (-) signals must connect to the receive (RX)
(+) and (-), as shown in Figure 2-10. Notice in Figure 2-10 that pins 1-2 of device A
connect to pins 3—6 of device B. Pins 1-2 of device B connect to pins 3-6 of device A.



This configuration is always valid when the data rates are 10Mbps or 100Mbps.

Device A Device B
1. TX (+) L TX (+) 1.
2. TX (-) X (-) 2.
3.BX (+) L RX (+) 3.
6. RX (-) | RX () 6.

FIGURE 2-10 The proper alignment of the transmit and receive pairs in a CAT6/5e
data link operating 10Mbps or 100Mbps.

TX

Abbreviation for transmit

RX

Abbreviation for receive

In a LAN, the proper alignment of the transmit and receive pairs is managed by a switch
or hub, not typically in the cable. Remember, in a star topology, all network
communication travels through a switch or hub. You will see an “X” or “Uplink” on many
of the switch and hub input ports, indicating that this is a cross-connected input. This
means that transmit and receive pairs are internally swapped to maintain proper signal
alignment of the TX and RX pairs. Even if the “X” or “Uplink” is missing, the switch or
hub still properly aligns the TX and RX wire pairs. There is an exception to this on many
switches and hubs. Some switches and hubs have an input port that can be selected to be
“straight” or “crossed.” These ports are typically used in uplink applications when you
connect a switch or hub to another switch or hub. If a device has a cross-connected port,
then a straight-through cable is used because the device is providing the alignment. Just
remember, proper alignment of the transmit and receive pair must be maintained for the
computers to communicate. And a final note, if the wires are not properly connected, there
won’t be a link light.

There is a difference with the signal names for the UTP cable when operating at 1Gbps
and 10Gbps. At these higher data rates, the use of all four wire pairs is required and the
data is bidirectional, which means the same wire pairs are being used for both transmitting
and receiving data. Figure 2-11 shows the pin assignments and signal names.



1000 Mbps and 10100 1000 Mbps and 1000 Mbps and 10100 1000 Mbps
10 Gbps Mbps 10 Gbps 10 Gbps Mbps Signal
Color (T568A) Color (T568B) Signal
A . TX+ BI_DA+ TX+ BI_DA+
greenfwhite orange/white
; . TX— BI_DA— L BI_DA—
Green Orange
RX+ RX+ BI_DB+
orange/white green/white
— - BLBG — - BLDGY
blue blue
[ o— - BI_DC- [ — - BLDC-
bluefwhite blue/white
8| = : RX— BI_DB- 6 RX- BI_DB—
orange green
" —— & AL " —— = BIEDR:
brown/white brown/white
8 - BlI_DD— 8 - BI_DD-
brown brown

(a) The pin asslgnments and signal names for
1 Gbps and 10 Gbps (T568A).

(b} The pin assignments and slgnal names for
1 Gbpse and 10 Gbps (T568B).

FIGURE 2-11 The pin assignments and signal names for 1Gbps and 10Gbps (T568A
and T568B).

Straight-through and Crossover Patch Cables

Category 6/5e twisted-pair cables are used to connect networking components to each
other in the network. These cables are commonly called patch cables. In this section, a
technique for terminating CAT6/5e cables with RJ-45 (8P8C) modular plugs is
demonstrated for two different configurations of patch cables, a straight-through and a
crossover cable. In a straight-through cable the four wire pairs connect to the same pin
numbers on each end of the cable. For example, pin 1 on one end connects to pin 1 on the
other end. Figure 2-12 shows an example of the wire-map for a straight-through cable. A
wire-map is a graphical or text description of the wire connections from pin to pin for a
cable under test. Notice that in Figure 2-12 the transmit and receive pairs connect to the
same connector pin numbers at each end of the cable, hence the name straight or straight-
through cable.
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FIGURE 2-12 The wire-map for a straight-through cable.

Straight-through Cable

The wire pairs in the cable connect to the same pin numbers on each end

Wire-map

A graphical or text description of the wire connections from pin to pin

In some applications in 10/100Mbps data links, it is necessary to construct a cable where
the transmit and receive wire pairs are reversed in the cable rather than by the switch or
the hub. This cable configuration is called a crossover cable, which means the transmit
pair of device A connects to the receive pair of device B, and the transmit pair of B
connects to the receive pair of A. Figure 2-13 shows the wire-map for a crossover cable.

A B

1
2
3
4
5 B
6—/ \—B
f
8

FIGURE 2-13 The wire-map for crossover cable 10/100Mbps links.

Crossover Cable

Transmit and receiver wire pairs are crossed




Note

The crossover cable diagram shown in Figure 2-13 is for 10/100Mbps. A gigabit
crossover cable requires that all four wire-pairs be crossed. Although this is
possible, it is not practical to make a gigabit crossover cable because of the limit on
untwisted wire.

Terminating the CAT6 Horizontal Link Cable

This section presents the steps required for terminating a CAT6 cable using the AMP SL
series termination procedure, AMP SL tool, CAT6 cable, and AMP SL Series AMP-
TWIST-6S Category 6 modular jacks. In this example, an RJ-45 (8P8C) jack is used to
terminate each end of the cable. One end connects to a wall plate in the network work
area. The other end will terminate into a CAT6 RJ-45 (8P8C) patch panel, which is
typically located in the LAN network closet.

The technical specifications and assembly requirements are more stringent with CAT6.
This means that more care must be taken when terminating a CAT6 cable. However,
advancements in the tools and connectors have actually made it easier to terminate CAT6
than it was with the old punch-down tools. The steps for terminating the CAT6 horizontal
link cables are as follows:

1. Before terminating the cable, inspect the cable for any damage that might have
occurred in installation. Examples of damage to look for include nicked or cut wires
and possible stretching of the cable.

2. At the work area outlet end, add about one foot extra and cut the wire. Then coil the
extra cable and insert it in the receptacle box. It is good to leave a little extra in case
you make an error in installation and have to redo the termination. Remember, you
can’t splice a CAT6 cable. At the distribution end, you must route the cable and
create a slack loop. A slack loop is simply extra cable looped at the distribution end
that is used if the equipment must be moved. In cases where you are having the
cable pulled through ductwork or conduit by an installer, make sure you specify that
extra cable length will be run. This will vary for each installation. Remember to
allow for 5 meters in the telecommunications closet and allow for 5 meters in the
work area.

3. Place a bend limiting strain relief boot on the cable, as shown in Figure 2-14(a).
This is used in the last step to secure the RJ-45 (8P8C) jack. After placing the boot
on the cable, you will need to strip approximately 3 inches of cable jacket from the
UTP cable as shown in Figure 2-14(b). Be careful not to nick or cut the wires.
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FIGURE 2-14 (a)Placing the bend-limiting strain relief boot on the cable and (b)
stripping off 3 inches of jacket from the UTP cable.

4. Remove the jacket from the UTP cable. Bend the cable at the cut, as shown in
Figure 2-15(a), and remove the jacket and expose the four wire pairs, as shown in

Figure 2-15(b).

(@ (b

FIGURE 2-15 (a) Separating the cut jacket from the wire pairs and (b) removing of the
jacket and exposing the four wire pairs.

5. Cut the plastic pull line and the string as shown in Figure 2-16(a). The plastic line
adds strength to cable for pulling, and the string is used to remove extra cable jacket
as needed. Place a lacing fixture on the cable, as shown in Figure 2-16(b), and sort
the wires in either T568A or T668B color order.
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FIGURE 2-16 (a) Removing the plastic pull line and (b) placing the lacing tool on the
cable with the color sorted cable pairs.

The sorted wire pairs are matched up with colors provided on the lacing fixture for
568A and 568B as shown in Figure 2-17.

(2 (o

FIGURE 2-17 The sides of the lacing tool showing the T568A and T568B wire color
connections.

6. Place the wires in the slots of the lacing tool as shown in Figure 2-18. The wire
colors are matched to the proper order (T568A/T568B) displayed on the sides of the
lacing tool.



FIGURE 2-18 The routed cable wires on the lacing tool. The wire order shown is
T568B.

7. Align an RJ-45 (8P8C) jack with the lacing fixture as shown in Figure 2-19(a). The
RJ-45 jack must be properly aligned with the wires on the lacing fixture to maintain
proper color order. Figure 2-19(b) provides a close-up picture of the AMP SL series
AMP-TWIST-6S modular jack. This picture shows the locations of the displacement
connectors on the modulator jack.

Displacement Displacement
Connectors Connectors

AMP SL Series AMP-TWIST-6S
Category 6 Modular Jack

(@ (b

FIGURE 2-19 (a) Aligning the RJ-45 (8P8C) jack and the lacing fixture and (b) a
close-up view of the AMP-TWIST-6S CAT6 modular jack.

8. Insert the RJ-45 (8P8C) modular jack into the AMP SL tool as shown in Figure 2-
20(a), and then insert the RJ-45 (8P8C) jack into the AMP SL tool as shown in
Figure 2-20(b). Press the wires into the eight displacement connectors on the RJ-45
(8P8C) jack using the AMP SL tool as shown in Figure 2-20(c). This technique
enables the pair twist to be maintained right up to the point of termination. In fact,
the untwisted-pair length is less than or equal to 1/4 inch.



(@ (b) ©
FIGURE 2-20 (a) Aligning the RJ-45 (8P8C) jack with the lacing tool; (b) inserting the
RJ-45 (8P8C) jack and the lacing tool into the AMP SL tool; and (c) using the AMP SL

tool to crimp the RJ-45 (8P8C) jack onto the eight displacement connectors and to cut
the wires.

9. Connect the bend-limiting strain relief boot to the RJ-45 (8P8C) jack as shown in
Figure 2-21(a). Figure 2-21(b) shows the completed termination.

(a) Connecting the bend-limiting strain relief boot to the RJ-45 jack. (b) The finished RJ-45 jack termination.
FIGURE 2-21 Connecting the bend-limiting strain relief boot to the RJ-45 (8P8C) jack.

Assembling the Straight-through CAT5e/5 Patch Cable

This section presents a technique for assembling a straight-through CAT5e/5 patch cable.
In a straight-through patch cable, the wire pairs in the cable connect to the same pin
numbers on each end of the CAT5e/5 patch cable. Figure 2-22 shows a CAT5e patch cable
with RJ-45 (8P8C) modular plugs.
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FIGURE 2-22 CAT5e patch cable with RJ-45 (8P8C) modular plugs (courtesy of
StarTech.com).

The steps for making straight-through patch cables are as follows:

1. Before terminating the cable, inspect the cable for any damage that might have
occurred in installation, such as nicked or cut wires and possible stretching of the
cable.

2. Measure the cable to length, add about 6 inches extra, and cut the wire. It is good to
have a little extra in case you make an error in installation and have to redo the
termination. You can’t splice CAT5e/5 twisted-pair cable!

3. Strip approximately 3/4 of an inch of the cable jacket from the end of the cable
using a cable stripper. Figure 2-23 illustrates how to use a cable stripper. Notice that
the stripper is positioned about 3/4 of an inch from the end of the cable. The cable
insulation is removed by rotating the insulation stripper around the wire until the
wire jacket is loose and easily removable. (Note: These tools must be periodically
adjusted so that the blade cuts through the outer insulation only. If the blades are set
too deep, they will nick the wires and the process must be repeated. The damaged
portion of the cable must be cut away. Nicking the insulation of the twisted-pair
wires is not permitted!)

FIGURE 2-23 An example of using the cable jacket stripper to remove the insulation.
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4. Sort the wire pairs so that they fit into the connector and orient the wire in the
proper order for either T568A or T568B as shown in Figures 2-24(a) and 2-24(b). Be
careful to avoid creating a split pair connection. This happens when a wire from one
pair and a wire from another pair are used to make a connection. This potentially
creates interference and crosstalk problems, thus preventing the cable to pass a
certification test. This is discussed in section 2-5.

)

FIGURE 2-24 (a) Separating wire pairs; (b) orienting the wires.

5. Clip the wires so that they are even and insert the wires onto the RJ-45 (8P8C)
modular plug as shown in Figure 2-25.

o

FIGURE 2-25 The clipped wires ready for insertion into the RJ-45 (8P8C) plug.

6. Push the wires into the connector until the ends of each wire can be seen through the
clear end of the connector. (Note: Now is the time to verify that the wire order is
correct.) The wires are visible through the plastic connector, as shown in Figure 2-
26.



FIGURE 2-26 Wires pushed into the RJ-45 (8P8C) plug.

7. Use a crimping tool to crimp the wires onto the RJ-45 (8P8C) plug. The RJ-45 plug
is inserted into the crimping tool until it stops as shown in Figure 2-27(a). Next,
squeeze the handle on the crimping tool all the way until it clicks and releases (see
Figure 2-27[b]). This step crimps the wire onto the insulation displacement
connector pins on the RJ-45 (8P8C) jack.

(@ (b)
FIGURE 2-27 (a) Inserting the connector; (b) crimping the connector.

8. Repeat these steps for the other end of the twisted-pair cable.

The next step is to test the cable. These techniques and procedures are discussed in section
2-5.

Section 2-4 Review
This section has covered the following Network+ Exam objectives.

1.5 Install and properly terminate various cable types and connectors using the
appropriate tools

The steps for terminating CAT5 and CAT6 UTP cables have been presented. Make
sure you understand the procedure and the purpose of the various tools required to



terminate cables and a jack.
4.4 Given a scenario, troubleshoot and resolve common copper cable issues

The pin assignments and the signal names for wiring UTP cables have been
presented. The proper alignment of the transmit and receive pairs was presented in
Figure 2-10. This is an important concept. The concept of a split pair was also
introduced.

5.4 Given a scenario, deploy the appropriate wired connectivity standard

This section has presented the T568A and T568B wiring schemes. It is very
important that you know the wire colors and associated pin assignments.

Test Your Knowledge
1. The following is the color map and pin numbers for T568A:
Pin# Wirecolor
White-Green
Blue
White-Orange

Green

1
2
3
4
5 White-Blue
6
S
8

Orange

White-Brown

Brown
True or False?
2. The following is the color map and pin numbers for T568B:

Pin# Wirecolor
White-Orange

1

2 Orange

3 White-Green
4 Blue

5 White-Blue
6

7

8

Green

White-Brown

Brown

True or False?

3. How many wires are in a CAT5e/6 twisted-pair cable?



a. 12 wires
b. 8 wires
c. 4 wires

d. 6 wires

2-5 Cable Testing and Certification

The need for increased data rates is pushing the technology of twisted-pair cable to even
greater performance requirements and placing even greater demands on accurate testing of
the cable infrastructure. The data speeds over twisted-pair copper cable are now at
10Gbps. The EIA/TIA 568B standard defines the minimum cable specifications for
twisted-pair categories operating over bandwidths of 100MHz and at data rates up to
10Gbps.

The CAT6/5e designations are simply minimum performance measurements of the cables
and the attached terminating hardware such as RJ-45 (8P8C) plugs, jacks, and patch
panels. The link (the point from one cable termination to another) and the full channel
(which consists of all the link elements from the hub or switch to the wall plate) must
satisfy minimum attenuation loss and near-end crosstalk (NEXT) for a minimum
frequency of 100MHz. Figure 2-28 shows a graphical representation of the link and the
full channel. Table 2-4 lists the CAT5e, CAT6, CAT6A, CAT7, and CAT7A EIA/TIA 568B
channel specifications.

Full Channel
rf ik )
f__ T ‘A '— | .
P uf | CH Y v ¥ | m
Switch Patch Panel 1.
Link

FIGURE 2-28 The link and channel areas for cable testing.



Class Class D Class E Class E4 Class F/F,
Bandwidth 100MHz 250MHz 500MHz 600MHz/1000MHz
Insertion Loss (dB) 24.0 21.3 20.9 20.8/20.3
NEXT Loss (dB) 30.1 39.9 39.9 62.9/65.0
PSNEXT Loss (dB) 27.1 37.1 37.1 59.9/62.0
ACR (dB) 6.1 18.6 18.6 42.1/46.1
PSACR (dB) 3.1 15.8 15.8 39.1/41.7
ACRF1 (ELFEXT) (dB)  17.4 23.3 23.3 44447 4
(PSELFEXT) (dB) 14.4 20.3 20.3 461.1/44 4
Return Loss (dB) 10.0 12.0 12.0 12.0/12.0
* PANEXT Loss (dB) n/s n/s 60.0 n/s / 67.0
* PSAACRF (dB) n/s n/s 37.0 n/s / 52.0
* TCL (dB) n/s n/s 20.3 20.3/20.3
®ELTCTL {dB) n/s n/s 0.5 0/0
Propagation Delay (ns) 548 548 548 548/548
Delay Skew (ns) 50 50 50 30/30

#*These parameters are discussed in section 2-6, “10 Gigabit Ethernet over Copper.”
TABLE 2-4 EIA/TIA 568B CAT5e, CAT6, CAT6A, CAT7 and CAT7A Channel

Specifications

Link

Point from one cable termination to another

Full Channel

Consists of all the link elements from the wall plate to the hub or switch

Attenuation (Insertion Loss)

The amount of loss in the signal strength as it propagates down a wire or fiber

strand




Near-end Crosstalk (NEXT)

A measure of the level of crosstalk or signal coupling within the cable, with a
high NEXT (dB) value being desirable

The list that follows describes some of the parameters listed in Table 2-4:

Attenuation (insertion loss): This parameter defines the amount of loss in signal
strength as it propagates down the wire. This is caused by the resistance of the
twisted-pair cable, the connectors, and leakage of the electrical signal through the
cable insulation. Attenuation also will increase with an increase in frequencies due
to the inductance and capacitance of the cable. The cable test results will report a
margin. Margin for attenuation (insertion loss) is defined as the difference between
the measured value and the limit for the test. If the margin shows a negative value,
the test has failed. A negative value is produced when the measured value is less
than the limit. The limit for attenuation (insertion loss) for CAT6 is 21.3 dB, CAT6A
is 20.9, CAT7 is 20.8, and CAT7a is 20.3. It is also important to note that UTP
cables have a limit on how much the cable can be bent (bend radius). The limit on
the bend radius is four times the outer jacket diameter. The reason for this is bends
exceeding the limit can introduce attenuation loss.

NEXT: When current travels in a wire, an electromagnetic field is created. This field
can induce a voltage in adjacent wires resulting in crosstalk. Crosstalk is what you
occasionally hear on the telephone when you can faintly hear another conversation.
Near-end crosstalk, or NEXT, is a measure of the level of crosstalk, or signal
coupling within the cable. The measurement is called near-end testing because the
receiver is more likely to pick up the crosstalk from the transmit to the receiver wire
pairs at the ends. The transmit signal levels at each end are strong, and the cable is
more susceptible to crosstalk at this point. Additionally, the receive signal levels
have been attenuated due to normal cable path loss and are significantly weaker than
the transmit signal. A high NEXT (dB) value is desirable.

Crosstalk

Signal coupling in a cable

Figure 2-29 graphically depicts NEXT. The dark gray area shows where the near-
end crosstalk occurs. The margin is the difference between the measured value and
the limit. A negative number means the measured value is less than the limit, and
therefore the measurement fails. Crosstalk is more problematic at higher data rates
(for example, 1Gbps, 10Gbps). Figure 2-30 shows how CAT6 cable has a built-in
separator to help minimize crosstalk among wire pairs. This separator is used to
keep each wire pair at a minimum distance from other wire pairs. This addition
reduces crosstalk at higher frequencies and helps provide improved signal
bandwidth, and therefore it will support faster data rates. This addition also helps
improve the far-end cross-talk. Note that not all cable manufacturers use the
separator.



Near-end crosstalk
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FIGURE 2-29 A graphical depiction of near-end crosstalk.
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FIGURE 2-30 The cross-section of a CAT6 cable showing the separator used to
minimize crosstalk problems.

* Power Sum NEXT (PSNEXT): The enhanced twisted-pair cable must meet four-
pair NEXT requirements, called PSNEXT testing. Basically, power sum testing
measures the total crosstalk of all cable pairs. This test ensures that the cable can
carry data traffic on all four pairs at the same time with minimal interference. A
higher PSNEXT value is desirable because it indicates better cable performance.

* Equal Level FEXT (ELFEXT): This measurement differs from NEXT in that the
measurement is for the far end of the cable. Additionally, the ELFEXT measurement
does not depend on the length of the cable. This is because ELFEXT is obtained by
subtracting the attenuation value from the far-end crosstalk (FEXT) loss. Higher
ELFEXT values (dB) indicate the signals at the far end of the cable are larger than
the cross-talk measured at the far end. A larger ELFEXT (dB) value is desirable. A

poor ELFEXT can result in data loss.

* PSELFEXT: Power sum ELFEXT that uses all four wire pairs to obtain a combined
ELFEXT performance measurement. This value is the difference between the test
signal level and the cross-talk measured at the far end of the cable. A higher
PSELFEXT value indicates better cable performance.




* ACR: This measurement compares the signal level from a transmitter at the far end
to the crosstalk measured at the near end. A larger ACR indicates that the cable has a
greater data capacity and also indicates the cable’s ability to handle a greater
bandwidth. Essentially, it is a combined measurement of the quality of the cable. A
higher ACR value (dB) is desirable.

* PSACR: Power sum ACR uses all four wire pairs to obtain the measure of the
attenuation—crosstalk ratio. This is a measurement of the difference between
PSNEXT and attenuation (insertion loss). The difference is measured in dB, and
higher PSACR dB values indicate better cable performance.

* Return loss: An equally important twisted-pair cable measurement is return loss.
This measurement provides a measure of the ratio of power transmitted into a cable
to the amount of power returned or reflected. The signal reflection is due to
impedance changes in the cable link and the impedance changes contributing to
cable loss. Cables are not perfect, so there will always be some reflection. Examples
of the causes for impedance changes are non-uniformity in impedance throughout
the cable, the diameter of the copper, cable handling, and dielectric differences. A
low return loss value (dB) is desirable.

* Propagation delay: This is a measure of the amount of time it takes for a signal to
propagate from one end of the cable to the other. The delay of the signal is affected
by the nominal velocity of propagation (NVP) of the cable. NVP is some
percentage of the velocity of light and is dependent on the type of cable being tested.
The typical delay value for CAT5/5e UTP cable is about 5.7 nsec per meter. The
EIA/TIA specification allows for 548 nsec for the maximum 100-meter run for
CAT5e, CAT6, CAT6a, CAT7, and CAT7A

* Delay skew: This is a measure of the difference in arrival time between the fastest
and the slowest signal in a UTP wire pair. It is critical in high-speed data
transmission that the data on the wire pair arrive at the other end at the same time. If
the wire lengths of different wire pairs are significantly different, then the data on
one wire will take longer to propagate along the wire, hence arriving at the receiver
at a different time and potentially creating distortion of the data and data packet loss.
The wire pair with the shortest length will typically have the least delay skew.

Note

The power sum measurements are critical for high-speed data communication over
UTP. It has also been shown that twisted-pair cable can handle gigabit data rates
over a distance up to 100 meters. However, the gigabit data rate capability of
twisted-pair requires the use of all four wire pairs in the cable, with each pair
handling 250Mbps of data. The total bit rate is 4 X 250Mbps, or 1Gbps, hence the
need to obtain the combined performance measurements of all four wire pairs.




Section 2-5 Review
This section has covered the following Network+ Exam objectives.
4.2 Given a scenario, analyze and interpret the output of troubleshooting tools

This chapter presented an overview of testing the installed UTP cable. In this
section, you learned the details of the EIA/TIA UTP specifications for many
category types. You were also introduced to what the test parameters mean. Make
sure you develop an understanding of each test parameter.

4.4 Given a scenario, troubleshoot and resolve common copper cable issues

This section has introduced some very important cable issue concepts. Make sure
you have a good understanding of near-end, far-end crosstalk, attenuation, and
distance limitation.

Test Your Knowledge

1. A full channel test tests all the link elements from the computer through the patch
panel to the wall plate. True or False?

2. NEXT stands for Near End Cross Talk and a low dB value is desirable. True or
False?

3. Signals travel in a cable at some percentage of the velocity of light. The term for
this is called the nominal velocity of propagation. True or False?

2-6 10 Gigabit Ethernet over Copper

Ethernet over copper is available for 10Mbps (Ethernet), 100Mbps (FastEthernet),
1000Mbps (gigabit Ethernet), and now 10Gbps (ten gigabit Ethernet). (Note that Mbps is
“megabits per second.” Some literature writes this as Mb/s.) The increase in the required
bandwidth for transporting a 10GB data transfer rate is placing increased demands on the
copper cable as well as the hardware used for terminating the cable ends and for
connecting to the networking equipment. There are three improvements required for
transmitting the higher data bit rates over the copper cabling:

1. Improve the cable so it can carry greater bandwidth.
2. Improve the electronics used to transmit and receive (recover) the data.

3. Utilize improvements in both the cable and electronics to facilitate greater
bandwidths and distance.

This section examines the changes in technology that are required to enable the
transportation of ten gigabit data (LOGBASE-T) over copper. The first part presents an
overview of ten gigabit GB Ethernet over copper. The second part examines the
modifications required to the technical specs (CAT6A and CAT7/7A) that are necessary
for testing and certifying twisted-pair copper cable transporting ten gigabit data rates. The
last section examines the issues of how the ten gigabit data is actually transmitted.




10GBASE-T
10Gbps over twisted-pair copper cable

Overview

The standard for 10Gbps is IEEE 802.3an-2006 10GBASE-T. This standard was
developed to support running 10Gbps data over twisted-pair cabling. The newer standard
requires the bandwidth to be increased from 250MHz to 500MHz. Additionally, the new
standard supports 10GB Ethernet up to 100 meters in cable length. At one time, most
people assumed that higher data rates would be limited to fiber optics. While this is still
true for lengthy runs (more than 100 meters) twisted-pair copper is finding its place in the
horizontal runs from the telecommunications closet to the work area.

IEEE 802.3an-2006 10GBASE-T
The standard for 10Gbps

Alien Crosstalk

Alien Crosstalk is an important issue at higher data rates such as with 10GBASE-T. Alien
Crosstalk (AXT) is unwanted signal coupling from one permanent link to another.
Basically, this is the coupling of a signal from one 4-pair cable to another 4-pair cable.
Figure 2-31 depicts the AXT from one 4-pair cable to another 4-pair cable. The other key
measurements for 10GBASE-T are NEXT (PSANEXT), FEXT (PSAACRF), and Return
Loss. PSANEXT (Power Sum Alien Near-End Crosstalk) and PSAACRF (Power Sum
Alien Attenuation to Crosstalk Ratio) are new measurements for NEXT and FEXT that
incorporate measures for Alien Crosstalk. Alien Crosstalk is considered to be the main
electrical limiting parameter for 10G Ethernet. Alien Crosstalk causes disturbances in the
neighboring cable. It is difficult for the electronics to cancel the AXT noise created;
therefore, new cables have been developed to support the 10Gbps data rates. The newer
cables have improved the cable separation, and new connectors have also been developed
to help meet the required specifications to support 10G.



Alien Crosstalk (AXT)
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FIGURE 2-31 Alien Crosstalk from a neighboring 4-pair cable.

Alien Crosstalk (AXT)

Unwanted signal coupling from one permanent link to another

PSANEXT
Power Sum Alien Near-End Cross-Talk

PSAACRF

Power Sum Alien Attenuation to Crosstalk Ratio

Cable manufacturers are starting to offer CAT6 and higher grades of twisted-pair cable
with foil over each of the four wire-pairs. The designation for this type of cable is E/UTP.
There are several advantages to using a shielded cable:

* A shielded cable offers better security because there is less chance that the data will
radiate outside the cable.

* The foil shield helps improve noise immunity from EMI, radio frequency
interference (RFI), and (most importantly) AXT.



F/UTP

Foil over twisted-pair cabling

Transmission of data over twisted-pair cabling relies on the signals being “balanced” over
the wire pairs. The balance or symmetry of the signal over the wire pairs helps minimize
unwanted leakage of the signal. There are two parameters now defined for CAT6 and
better cabling that address the issue of balanced data. The first is TCL (Transverse
Conversion Loss) and the other is ELTCTL (Equal Level Transverse Conversion
Transfer Loss). The TCL measurement is obtained by applying a common-mode signal to
the input and measuring the differential signal level on the output. TCL is sometimes
called LCL (Longitudinal Conversion L.oss). The ELTCTL value (expressed in dB) is
the difference between the TCTL (Transverse Conversion Transfer L.oss) and the
differential mode insertion loss of the pair being measured. TCTL is the loss from a
balanced signal at the near-end to the unbalanced signal at the far end.

TCL

Transverse Conversion Loss

ELTCTL

Equal Level Transverse Conversion Transfer Loss

LCL

Longitudinal Conversion Loss

TCTL

Transverse Conversion Transfer L.oss

The newer tests also require additional Power-Sum tests. These are PSANEXT (Power-
Sum Alien Near-End Cross-Talk) and PSAACRF (Power-Sum Alien Attenuation
Cross-talk Ratio Far-end). These tests have been developed to help ensure cable
compatibility with data transmission and reception that requires the use of all four wire-
pairs. Both gigabit and ten gigabit require the use of all four wire pairs.

PSANEXT

Power-Sum Alien Near-End Crosstalk

PSAACRF

Power-Sum Alien Attenuation Cross-talk Ratio Far-End




Signal Transmission

The 10GBASE-T system requires the use of all four wire pairs as shown in Figure 2-32.
This system splits the 10Gbps of data into four 2.5Gbps data channels. This same
technique is also used for 1000Mbps (1GB) data rates, except the 1000Mbps signal is split
into four 250Mbps data channels. The system requires the use of signal conditioners and
digital signal processing (DSP) circuits for both transmission and reception. The data
transmission for ten gigabit uses a multilevel encoding technique as shown in Figure 2-
33. The advantage of this type of encoding is the reduction in the required bandwidth
required to transport the data.

Switch Host NIC

!
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1 Gbps
10 Gbps DSP DSP
10 Gbps
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FIGURE 2-32 The four wire-pairs in UTP cabling required for transporting 10GBASE-
T data. This same technique is used for 1000Mbps except the data rate for each of the
four channels is 250Mbps.

2- level

4- level

FIGURE 2-33 An example of multilevel encoding of the data streams to reduce the
required bandwidth.

Multilevel Encoding

Technique used to reduce in the required bandwidth required to transport the
data

10GBASE-T data transmission also requires the use of DSP Compensation Techniques.
The DSP circuitry provides many functions, such as signal conditioning and echo
cancellation. Anytime a signal is transmitted down a cable, part of the signal will be
reflected. This reflection adds to overall signal degradation and limits the performance of
the system. In 10GBASE-T, the transmit and receive signals are sharing the same wire



pair. This is called full duplex transmission and requires the use of a device called a
hybrid echo cancellation circuit. The hybrid circuit removes the transmitted signal from
the receive signal.

Hybrid Echo Cancellation Circuit

Removes the transmitted signal from the receive signal

The final issue with 10GBASE-T signal transmission is the performance of the cable. As
mentioned previously, return loss, insertion loss, and crosstalk are all key limiting issues
for 10GBASE-T. Crosstalk is the most important factor. The types of crosstalk observed
are AXT, NEXT, FEXT, and ELFEXT. The cabling systems that will support 10GBASE-T
operation with links up to 100 meters are CAT6 with the foil screen, augmented CAT6
(CAT6a), CAT7, and CAT7a.

Section 2-6 Review
This section has covered the following Network+ Exam objectives.
5.4 Given a scenario, deploy the appropriate wired connectivity standard

This section has presented a look at the issue of running 10Gbps of data over UTP
cable. This is based on the 10GBASE-T Ethernet standard. Probably one of the
most important concepts associated with 10Gbps over twisted-pair is Alien
Crosstalk, which is unwanted signal coupling from one permanent link to another.

Test Your Knowledge
1. The term for unwanted signal coupling from one permanent link to another is
a. Near-end crosstalk
b. Alien Crosstalk
c. Far-end crosstalk
d. None of these answers is correct.

2. 10GBASE-T requires the use of which of the following in the transmission of data
over UTP?

a. The high data lines

b. Pins 4/5 7/8 only

c. All four wire pairs

d. 10G is not possible at 10G.




2-7 Troubleshooting Cabling Systems

This section examines some of the issues that the network administrator can have with
both CAT6 and CAT5e cables tests. It is important that the network administrator monitor
all parts of the cable installation, from pulling to terminating the cable ends. The reasons a
cable fails a certification test can be due to multiple types of problems, such as with
installation, cable stretching, and the cable failing to meet manufacturer specifications.
These types of problems are discussed next, followed by a look at the certification reports
for failures of both CAT6 and CAT5e.

Installation

If you obtain bad PowerSum measurements or NEXT or FEXT, there might be a problem
with the installation. The certification report provided in Figure 2-34 indicates this cable
does not pass CAT®6 certification, as shown by the X in the upper-right corner of the
certification report. This test indicates a “NEXT” failure, which is most likely due to a
problem at the terminations. The most common error is the installer has allowed too much
untwisted cable at the termination point. Remember, the twist on UTP cable must be
maintained to less than 3/8 inch. At this point, the best thing is to go and inspect the
terminations to see whether any terminations have too much untwisted cable and verify
whether there is a procedure problem with the installation.
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d#l CABLE TEST MANAGEMENT SOFTWARE

Cable ID: CHAMISA D1011 Test Summary: FAIL
Date / Time: Operator; J.O. Model: DTX-1800

Headroom: 0.4 dB (NEXT 36-45) Software Version: 13100 Main SIN: 9234019

Test Limit: TIA Cat & Channal Limits Version: 1.0200 Remote SIN: 8234020

Cable Type: Cat 6 UTP NVP. 69.0% Main Adapter. DTX-CHAQD1

Remote Adapter. DTX-PLADO1

Wire Map (T588B)
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[ TP ——— |

% [ Longi(m, Limk328 (Par 78] 48 | |48 inesrtion Loes
H & | Prop Delay (ns), Limit 555 [Pair45) 72 80/
: . | Delay Skew (ns), Limit 50 [Pair 45] 5 48
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Limit (dB) 408 408 | 302 302 . =
" PASS MAN SR | MAIN SR | o e o T @ enoh
mmf;raw 3545 4536 | 3645 4536 | ,nk\" }
ELFEXT (dB) 134 133 152 149 o
Freq. (MHz) 11 13 | 2405 2495 | % ‘*1 ~J4LhﬁM?a
| Limit {dB} 822 H13 | 153 153 | | 4" =Y !
Worst Pair 45 45 | 45 36 201 = 1 20! =
PSELFEXT (dB) 157 157 178 179 ) 0
Freq. (MHz) 1.4 10 | 2485 2495 0 Frequency (MHz) 260 0 Frequency (MHz) 250,
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NIA MAN SR | MAIN SR | 1oy = - 1m AT@ e
Worst Pair 36-45 3645 | 36-45 3645 s\ il ~>r1¥,.{ wt; | 1|
ACR (dB] B4 98 315 379 60 1 Jw \'.-1"."1! Y A th ;.’{Féllh
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|_Limit (dB) S27 542 | 27 27 || m ~ 20
Worst Pair 36 36 36 36 o . P
PSACR (dB) 87 107 330 382 20 . o 1] a0l ——— |
Freq. (MHz) 75 70 | 2480 2480 0 Froquency (MHZ) 250 0 Froquency (MHZ) 250
Limit (dB) 506 513 56 5.8 x
(PASS  MAN SR |MAN SR | & % T B
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FIGURE 2-34 The DTX-1800 certification report: Failure due to termination problem.




Cable Stretching

It is important to avoid stretching of the UTP cable. Stretching of the cable is bad because
it changes the electrical characteristics of the cable, increasing the attenuation and
crosstalk. The maximum pulling tension is specified by the manufacturer data sheets, and
the datasheet will list the maximum pulling tension put on a cable. The units for the
pulling tension are expressed in 1b-ft.

Cable Failing to Meet Manufacturer Specifications

Occasionally, manufacturers do experience problems with the cable failing to meet
specifications. This could be due to a bad production run, and the result is that the cable
does not meet minimum specifications. Repeated test failures with no apparent reason for
the failure could indicate that the problem is with the cable. This rarely happens, but there
is a possibility that there was a bad cable production run. As the manager, you need to
isolate the source of the problem.

Figure 2-35 provides another CAT6 certification report, which indicates that the cable
failed due to excessive insertion loss. Examination of the certification report shows that
the cable length for pairs 7—8 is 311 ft. The maximum cable length for a permanent link is
295 ft. This cable run is too long for it to be certifiable.
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Cable ID: CHAMISA 2065

Date | Time:

Headroom: 4.4 dB (NEXT 12.36)
Test Limit: TIA Cat 6 Perm. Link
Cable Type; Cat 8 UTP

Wire Map (T568B)

PASS

.
2 2

T —

S o s omwmmw m——

i T T

8 g
8 5
— Worst Case Margin )
| PABS MAIN SR
Worst Pair 12-36  12-35
NEXT (dB) 6.1 44
Freq. (MHz) 98.0 2385
| Limit {dB) 418 356
Worst Pair 36 36
PSNEXT (dB) 8.2 62
Freq. (MHz) 880 2385
Limit (dB) 394 33.0
PASS MAIN SR
Worst Pair 45-36 4535
ELFEXT (dB) 106 105
Freq. (MHz) B5.5 835
| Limit {(dB) 2586 24.8
Worst Pair 36 38
PSELFEXT (dB) 127 130
Freq. (MHz) B5.5 835
Limit (dB) 26 21.8
| NIA MAIN SR
Warst Pair 12-36 12-38
ACR (dB) 6.6 58
Freq. (MHz) 990 2385
| Limit (dB) 234 53
Worst Pair 36 36
PSACR (dB) 87 76
Freq. (MHz) 980 23985
Limit (dB) 208 27
| _PASS MAIN SR
Warst Pair a5 12
RL (dB) 4.3 51
Freq. (MHz) 2440 35
Limit (dB) 10.1 21.0

Project: CHAMISA 2000 A
Site: CHAMISA A2000

él CABLE TEST MANAGEMENT SOFTWARE

X

Test Summary: FAIL

Mode!; DTX-1800
Main SiN: 9234019

Remote S/N: 9234020

Main Adapter: DTX-PLAGDA
Remote Adapler. DTX-PLADDY

Operator. J.O,
Software Version! 1.3100
Limits Version: 1.0200
NVP; 63.0%
Length (ft), Limit 295 [Pair 78] 311
FProp. Delay (ns), Limit 458 [Pair 45] 484
Delay Skew (ns), Limit 44 [Pair45] 36
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94 6.2 (1]
2220 2395 a Frequency (MHz) 250
| 338 330
TMAIN SR | o s
12-78 1278 | | g i {
17.7 17.4 W:\‘-:-w ! |
2400 2495 RS LA L
163 162 | |4 w‘
12 12 a0
188 19.0 o
2470 2490 ] Frequency (MHz) 250/
13.3 13.3
| MAIN SR
3|78 12-38
114 62
2445 2455
4.8 4.7
36 36 ]
123 8.1 !
2440 2455 0 Froquency (MHz) 250
2.2 21
| MAIN SR | E
B B || k 1[ !
43 54 MJ um ! |
2440 2455 MR
101 104 ; i T i
ﬂ |
0 Fregquency (MHz) 250
chamisa fiw

Insertion Loss

250

o Frequency (MHz)

; NEXT @ Remote

80 IR P 8 e A J I iyl
- .J"il“l'lﬁé -1".\'.\'-'-'-“2‘-.#4'1“.1
40 ' =
il

o

o Frequency (MHE) 250
d8 ELFEXT i@ Remote
100 | -2
b .}\‘C_ I owil
N~ =
20 =
]
o Frequency (MHz) 250

ACR @ Ramote

1] Frogquency (MHz)
dB RL @& Remole
e ] & Rermao
48
ae ':EPI.
24 SR
12 - {

o 5

o Freguency (MHz) 250

Link\Ware Version 3.0

FLUKE

L
& & & @

FIGURE 2-35 The DTX-1800 certification report: Failure due to excessive insertion

loss.




CAT5e Cable Test Examples

The next section presents some test results for several CAT5e cable tests. There are still
many CATb5e horizontal cable runs already in place, and these runs support 100-Mbps data
rates. Therefore, it is important for the network administrator to have a good
understanding of certifying CAT5e links. The objective of this section is to acquaint the
reader with possible CAT5e test results and problems they might encounter on the job. The
procedures presented are the same for CAT6 except that the test mode of the cable
analyzer must be set to CAT5e performance specifications. The testers used for conducting
the CAT5e certification reports are the Fluke OMNIscanner and OMNIremote.

Test 1

The first example presented is the test on a short patch cable. This shows that short patch
cables can and should be tested. UTP cable testing is not restricted to long cables. The
length of the wire pairs is about 3 feet. You also have a record that this cable meets CAT5e
requirements. The test was conducted using the OMNIscanner. The OMNIscanner
certification report verifies that the cable passes the CAT5e link test. Figure 2-36 shows
the certification report, which indicates that the cable passed the test. This report shows
that the cable length is 3 feet.
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OMNIScanner2 Certification Report
Circuit ID: Pre-cut OMNiScanner OMNIRemote
Project; TIA Project 50099100377 SW: VDB.0D SOEBSLO003T
Owner: OMNISCANNER 2 Adapter Adapter
A . Cat 6E Link C}:IJ_\N 5/5E/6 | GHﬁtﬂ S/SEMmB
Cable: Cat 5E UTP
NVP: 72 i
Site: Las Cruces - S
Building: Manufacturing Limit n a8 45 78
- 1 Length ft (308) 3 3 3 3
chu-t: 3154 Delay (ns): {518) 4 4 4 4
Resistance (Ohms): {—) — e - -
Wirernap Expected Actual
OMNI: 12345678 12345678  Skew (ns): (45) 0
Remole: 12345678 12345678  Bandwidth (MHz): —_
Attenuation Overall Margin (dB)*  188| Retum Loss Oversll Margin (dB)'  —
OMNIScanner OMNIRemote
Pairs dB Margin MHz Pairs dB Margin MMz dB Margin MMz
122 03 210 974 12 238 114 907 24 112 960
3 04 201 207 3 232 104 B0B | 25 100 889
48 04 210 974 4 221 101 747 242 110 707
78 03 199 B84 78 218 115 613 | 241 120 990
NEXT Overall Margin (dB)* 30| ACR Overal Margin (dB)* —
OMNIScanner OMNIRemote OMNIScanner OMNIRemote
Pairs dB Margin MHz dB8 Margin  MHz Pairs dB Margin MHz dB Margin MHz
1236 625 187 196 | 617 140 113 1238 2 — = e ] S — —
1245 552 218 486 466 143 999 1248 — = e = s _—
1278 931 334 12 | 524 200 992 2 — e - | - - ==
648 505 BE 259 459 i 26 T 77T S — = ats s == -
W78 S60 133 232 s 20 181 777 - — i ‘ s s —
4678 516 148 518 473 149 990 FTY)  J— it caeai o - —
ELFEXT Overall Margin (dB)* 153 PSNEXT Overalt Margin (dB)* 4.9
OMNIScanner OMNIRemote OMNiScanner OMNIRemote
Pairs dB Margin MMz dB Margin  MHz Pairs dB Margin MHz dB Margin  MHz
123 600 20 127 { 801 221 127 12 657 204 104 448 155 999
1245 553 165 120 746 189 14 3 491 103 259 447 48 228
1278 638 308 108 853 304 19 45 488 110 259 461 B0 218
12 01 21 127 600 220 127 7% S04 48 N6 506 118 262
3648 481 200 495 788 204 1.6 PSELFEXT Overall Margin (dB)' 155
J&Te 642 B2 16.0 489 288 974 OMNIScanner OMNIRemote
45112 T46 168 14 733 169 18 Pairs dB Margin  MHz dB Margin = MHz
4638 TBT 203 16 458 200 511 12 736 188 14 542 187 120
4678 T19 155 1.6 730 153 14 8 759 212 14 758 211 14
45 8B9 185 16 89.0 156 1.6
78M2 853 304 19 699 306 109
7813 488 288 974 642 282 180 % N7 B2 16 28 180 14
7846 T30 153 1.4 537 155 124 PSACR Overaill Margin (dB)"  —
OMNIScanner OMNIRemote
Pairs dB Margin  MHz dB Margin  MHz
12 —_ e == — — =
1% e = i, — — pered
* Overall margin value is the wors! margin for OMNI and Remole. T S— = 2 — = =
| - — — ] - P —
*MICROTEST® Db Page 1

FIGURE 2-36 The certification report for Test 1 showing that the short jumper cable
passes CAT5e link test.



Test 2

This shows the test on the same 3-foot cable used in Test 1; however, the cable no longer
meets CAT5e requirements, as shown in Figure 2-37. The test results indicate FAIL. In
fact, careful inspection of the cable showed that it had been cut or nicked. This
underscores the importance of documenting the network installation and having a record
that the cable link was certified. Test 1 showed that the cable met specifications, but
damage to the cable no longer enables it to meet CAT5e link specifications.
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OMNIScanner2 Certification Report FAIL
Circuit ID: Cut OMNIScanner OMNIRemote
Project: TIA Project S0DY9L00BT7 SW: VD6.00 SOESOLO003T
Owmer: OMNISCANNER 2 Adapter
Autotest: Cat 5E Link
Cable: Cat 5E UTP
NVP: T2
Site: Las Cruces .
= Limit
Building: Manufacturi
< < e Length 1 (308)
i 1 Delay (ns): (518)
Resistance (Ohms) (—)
Wiremap Expected
OMNI: 12345678 | 12345678 Shew (ns): (45) 3
Remote: 12345678 ! 123 55785 Bandwidth (MHz): s
Attenuation Overall Margin (dB)" 200 Return Loss Overall Margin (dB)" =
OMNIScanner OMNIRemote
Pairs dB Margin MHz Pairs dB Margin MHz dB Margin MHz
12 03 204 925 2 238 114 918 233 111 976
38 04 200 893 3% 234 108 875 26 101 886
45 — = s 45 = == — — == =
78 0.3 208 958 T8 234 1.3 9.0 23.7 116 979
NEXT Overall Margin (dB)* 112 ACR Overall Margin (dB)'  —
OMNIRemote OMNIScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz Pairs dB Margin MHz dB Margin MHz
1236 627 168 145 582 141 163 1288 — - —_— — — —
12/45 = = = = = = 12145 2 — — e o s
1278 696 327 525 514 191 89.7 1278 — 2o = S
36145 - = = = B o 3645  — s = 1 L s
3878 579 146 212 550 112 196 T S— = s = =
4578 — — = = = — 4578 — —_ i i PR
ELFEXT Overall Margin (dB)" 220 PSNEXT Overall Margin (dB)* 116
NiScanner OMNIRemote OMNiScanner OMNiIRemote
Pairs dB Margin MHz dB Margin MHz Pairs dB Margin MHz dB Margin MHz
1278 610 220 113 603 220 122 12 i — = == e e
12/45 = = = = 2 = 16 = = = s St o
1278 €80 297 122 853 289 1.6 a5 — — — — —_ i |
36M2 603 220 122 608 220 113 78 o = = = ol ==
36/45  — — - — — = PSELFEXT Overall Margin (dB)* 8.9
3878 670 2718 111 663 285 129 OMNIScanner OMNIRemote
4512 i - — — — — Pairs dB Margin MHz dB Margin MHz
45136 = == = == = S 12 — = — = = —
4578 - == — s = = a6 == = = s e o
7812 853 289 18 880 207 122 ;: = - - - = -
78/3 663 285 129 670 279 111 o = =z = = =
T8/45 —_ — - — — — PSACR Overall Margin (dB)" =
OMNIScanner OMNIRemote
Pairs dB Margin MHz dB Margin MHz
2 — — — == o =
3’ — = = a e i
* Overall margin value is the worst margin for OMNI and Remote. 45 = S == e
78 — J— - —_ —_ —_
Y MICROTEST® Date: Page 1

FIGURE 2-37 The results for Test 2 showing that the cable failed the CAT5e link test.

Inspection of the wire-map test results (see Figure 2-37) shows the cable failed,



highlighted by the FAIL symbol in the upper-right corner of the certification report. In this
test, the cable has failed a wire-map test. Not only is the text highlighted, but there is an
exclamation preceding the text that indicates a failure. A quick check of the wire-map test
shows that the number 4 wire was not detected at the remote.

Test 3

This cable test (Figure 2-38) also generated a test result of FAIL. Examination of the
attenuation and return-loss menu shows that the cable failed to meet CAT5e attenuation
and return-loss specifications. The permitted attenuation in CAT5e cable is 24 dB.
However, the 1-2 and 3-6 pairs have attenuation losses of 38.0 dB and 41.1 dB. Both
cases greatly exceed the permitted maximum. An arrow points to these attenuation loss
scores.
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OMNIScanner2 Certification Report FAIL
Circuit ID: Spiit Pairs OMNIRemote
Project: TIA Project SW: VD8.00 SDEQALODOIT
Owmer: OMMNISCANMER 2 Adapter
Autotest: Cat 5E Link cw HPER
Cabie: Cat 5E UTP '
NVP: 72 !
. Las Cruces _'_ '
e i Lmt 12 2% 48 18
Building: Manufacturing
(308) 45 45 47 47
g o (518) B4 64 65 &7
Closet: 3154 8 e e e s
Expected Actual
OMNI: 12345678 ! 12345678 Skew (ns): (45) a
Remote: 12345678 I 12345675 Bandwidth (MHz): -
Attenuation Overall Margin (dB)' -195 Return Loss Overall Margin (dB)' -S54
OMNIScanner OMNIRemote
Pairs dB Margin MHz Pairs dB Margin MHz dB Margin MHz
172 1380 164 994 12 106 £3 23 1108 £3 295
% 417 195 999 3% 104 54 208 {106 52 23
45 29 186 992 45 194 6.1 680 208 38 1.4
7@ 29 187 999 78 203 33 14 73 43 18
NEXT Overall Margin (dB)* -37.7)| ACR Overall Margin (dB)* —
OMNIScanner OMNIRemote OMNIScanner OMNIRemote
Pairs dB Margin  MHz dB Margin = MHz Pairs dB Margin MHz dB Margin  MHz
s '223 M7 18 1110 -384 11.8 1238 - — — — - .
1248 568 54 68 542 as 73 12145 — — —_ —_— —_—
1278 €98 a9 19 702 109 21 12718 2 — . seas —_ —_ —
3846 304 49 741 56.1 39 59 E:T17 T — a— it - - —_—
/78 682 96 23 687 9.4 21 3678 e - . —_ —_ —
48578 595 155 190 573 132 19.0 4578 - - — — — —
ELFEXT Overall Margin (dB)' -301| PSNEXT Overall Margin (dB)® -34.7
OMNIScanner OMNIRemote OMNiScanner OMNIRemote
Pairs dB Margin MHz dB8 Margin MMz Pairs dB Margin MHz dB Margin MMz
1213 | 264 .30 18 1266 .209 16 12 12322 347 21 1110 334 11.8
1245 678 166 28 ar2 166 638 3 1222 347 24 1110 334 118
1278 800 23 14 801 23 1.4 4 531 83 T3 520 37 6.8
seM2 1268 208 16 1264 301 16 v oay & & B3 o84
3645 608 147 50 34 130 763 | PSELFEXT Overall Margin (dB)* -27.1
36T Fi e 22 14 579 N2 147 OMNIScanner OMNIRemote
4812 188 114 004 110.4 96 994 Pairs dB Margin MHz dB Margin  MHz
458 18 182 994 168 -142 999 12 [166 -268 16 1264 270 1.6
458 S03 155 183 498 152 18.7 3 264 =271 16 1266 .269 1.6
TRM2 1144 586 204 182 108 994 ;: gg Ha 14 2.8 2 6.3
7836 | 104 87 999 233 33 999 o 173 1.4 721 174 1.4
TBM5 499 153 187 504 158 183 PSACR Overall Margin (dB)* —
OMNIScanner OMNIRemote
Pairs dB Margin  MHz dB Margin  MHz
12 == == = = == T
38 L s e —— I ey
' Overall margin value is the worst margin for OMNI and Remote. 45 — — —— — — =
78 — — — ==, — s
MMICROTEST® Date: Page 1

FIGURE 2-38 The Test 3 CAT5e link test showing failures with attenuation.
This cable also fails return loss for pairs 1-2 and 3—-6. CAT5e cable permits 10 dB of



return-loss. The tests show that the pairs fail the return-loss test at both the OMNIscanner
and the remote test unit. This cable will fail a CAT5e certification based solely on
attenuation or return loss. In fact, this cable also fails NEXT, ELFEXT, and PSELFEXT
tests. Any of these failures are sufficient to not certify this cable.

Test 4

Figure 2-39 shows the certification report for the cable tested in Test 4. This cable test
generated a test result of FAIL. Examination of the certification report shows the cable
failed the delay skew. This cable exceeds the maximum allowed by EIA/TIA 568B.
Additionally, this cable fails attenuation, ELFEXT, and PSELFEXT tests. No, the cable
should not be certified.
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OMNIScanner2 Certification Report FAIL
Circuit ID: Long Box OMNIScanner OMNIRemote
Project: TIA Project 50099L00377 SW: V0800 SOEQILD003T
Qwmer: OMMISCANNER 2 Adapler Adapter
Aulotest: Cat 6E Link GHAN 5/5E6 CHAN S/SEf6
Cable: Cat 5E UTP
NVP: ™
: Las Cruces . '
:rl;llm: Manufacturing Limit 2 % 44 4]
Floor: 3rd Length ft (308 1068 4040 1050 1074
clm;l: 35 Delay (ns): (518) 1508 | 1489 1482 1516
Resistance [Ohms): {—) — — — —
Wiremap Expecied Actual
OMNI: 12345678 12345678  Skew (ns): (45) 1 47
Remole: 12345678 12345678 Bandwidth {MHz): e
Attenuation Overall Margin (dB)* 621 Return Loss Overall Margin (dB)* 49
OMNIScanner OMNIRemate
Pairs dB Margin  MHz Pairs dB Margin  MHz dB8 Margin  MHz
12 1727 528 B6 4 12 N2 7.0 264 274 104 21
38 745 S41 B9B s 252 8.2 1.4 233 a1 50.7
48 |ppa B15 783 45 209 49 ns | 248 78 128
78 @24 B2 891 78 254 B4 23 | 246 as 280
NEXT Overall Margin (dB)" 76| ACR Overall Margin (dB)*  —
OMNIScanner OMNIRemote OMNIScanner OMNIRemote
Pairs dB Margin  MHz dB Margin  MHz Pairs dB Margin  MHz dB Margin  MHz
1236 603 138 138 636 138 B4 12738 — — = — — —
12146 a4 10.1 785 538 157 441 1245 == aei ris - o
1278 484 a8 M8 588 82 86 12178 S o e | e I s
348 B 81 25 626 76 a8 3645 = _— = e i e
7B 454 130 992 693 124 30| 378 — = ‘ s
4678 B3B8 130 73 684 169 57 4578 — e a—— R Ot —
ELFEXT Overall Margn (dB)* 211 PSNEXT Overall Margin (dB)® 9.4
OMNIScanner OMNIRemote OMNIScanneq OMNIRemote
Pairs dB Margin  MHz dB Margin MHz Pairs dB Margin  MHz dB Margin MHz
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FIGURE 2-39 A CAT5e link test showing failures with delay skew (Test 4).
The measured delay skew of 47 ns exceeds the tester setting of 45 ns. The EIA/TIA 568B



standard permits a delay skew of 50 ns, so actually this cable meets delay skew
requirements for CAT5e cable. The specification set on the tester actually exceeds the
CAT5e requirements. Should the cable have been certified? Look at the length
measurement for the 3—6 pair length. The cable is 1040 feet in length. Remember, the
maximum cable length for a CAT5e cable run is 100 meters.

Summary of CAT5e Cable Test Examples

This section has provided a few examples of CAT5e link tests. The objective has been to
provide actual test data for various cable problems that might occur on the job. In the tests
where a failure was detected, the tester displayed a failed screen, and the certification
report identified the problem. The following is a summary of the tests:

* Test 1: The certification report shows a test result of PASS.

* Test 2: The certification report shows a test result of FAIL. The report shows the
cable failed the wire-map test.

* Test 3: This cable test generated a test result of FAIL. Examination of the
attenuation and return-loss shows that the cable failed to meet CAT5e attenuation
and return-loss specifications. The cable also failed NEXT, ELFEXT, PSNEXT, and
PSELFEXT tests.

* Test 4: The certification report shows the cable fails the CAT5e link test.
Examination of the report shows the cable failed the delay skew measurement
because the cable length exceeded the 100-meter maximum. The cable also fails
attenuation, ELFEXT, and PSELFEXT tests.

The reasons for examining the test results is to find out why a cable fails a test. You need
to know whether the problem is with your terminations, cable layout, or the way the cable
is installed. Keeping a record of the cable tests will help you isolate recurring problems.

Tests 1 and 2 demonstrate the importance of keeping a record of tests. In this case, the
cable was certified but later failed. The documentation provided by the certification report
provides evidence that the cable was functioning properly and did meet CAT5e
specifications.



Section 2-7 Review
This section has covered the following Network+ Exam objectives.

1.5 Install and properly terminate various cable types and connectors using the
appropriate tools

The certification exams require the use of sophisticated test gear to conduct the
many tests needed to certify a cable.

4.4 Given a scenario, troubleshoot and resolve common cable issues

This section presents several examples of tests and possible problems that might be
encountered. Some problems could be a result of poor installation, bad connectors,
or bad cable, and the network administrator needs to have good documentation that
each cable has been certified if possible.

Test Your Knowledge
1. Patch cables are too short to be tested. True or False?

2. A UTP certification report lists the following.
Pairs 12 36 45 78
Length 285 288 284 283

What do these results indicate?

a. The test must be repeated.

b. Insufficient information to obtain an answer.
c. The cable length is too long.

d. The cable passes the length test.

3. A data problem is reported to the network administrator. The problem is found to be
with the UTP network connection. Which steps could the network administrator
have taken to isolate the problem? (Select two.)

a. Visually inspect all UTP terminations.

b. Run a cable test using a cable tester.

c. Use the ping command to verify network connectivity.
d. Use pairs 4/5 7/8 to repair the connection.

e. Contact the installer of the UTP cable to obtain a certification report.

Summary

This chapter introduced the basics of horizontal cabling and unshielded twisted-pair cable.
The major topics the student should now understand include the following:

» Six subsystems of a structured cabling system

* The purpose of the telecommunication closet and the LAN work area



* The performance capabilities of CAT6/5e UTP

* The wiring color schemes for T568A and T568B

* The pin assignments for the RJ-45 (8P8C) modular plug

* The technical issues of copper over 10G Ethernet

* The procedures for testing a CAT6/5e link

* The procedures for troubleshooting a CAT6/5e link

* How to examine and use the test results provided by a CAT6/5e link certification
report

Questions and Problems

Section 2-2
1. What is an 8P8C connector?
a. Another term for an RJ-11 connector
b. Another term for an RJ-6 connector
c. Another term for an RJ-45 connector
d. Another term for RS-232
2. What do EIA and TIA stand for?

3. What are the three parts of the EIA/TTA 568B standard?

4. Identify the six subsystems of a structured cabling system.

5. Which subsystem does permanent networking cabling within a building belong to?

6. What is a cross-connect?



7. What is the main cross-connect?

8. The Telco and the ISP usually connect to what room in the campus network
hierarchy?

9. What is the WO, and what is its purpose?

10. The patch cable from a computer typically terminates into which of the following?
a. Jack in a wall plate
b. BNC connector
c. Thin net
d. RJ-11 modular plug
e. RG-59

11. What is the over all length limitation of an individual cable run from the
telecommunications closet to a networking device in the work area?

12. A general rule of thumb is to allow how many meters for the cable run from the
telecommunications closet to the work area?

Section 2-3

13. How many pins does an RJ-45 modular plug have?

14. What is the difference in CAT 5 and CAT 5e?

15. What is the data rate for Ethernet?

16. What is the data rate for FastEthernet?

17. What improvements will CAT6 and CAT?7 cable provide?

18. What is the data rate for gigabit Ethernet?



19. What is a benefit of using shielded twisted-pair cabling?

20. Which cable, UTP or STP, is preferred by the industry?

Section 2-4
21. What are the color maps and pin number assignments for T568A and T568B?

22. What is the difference between T568A and T568B?

23. How many wires are in a CAT6 twisted-pair cable?

24. How many wire pairs are in a CAT6 twisted-pair cable?

25. In regards to a CAT®6 cable, what pin numbers in an RJ-45 connecter are used to
carry data in a FastEthernet network?

26. What does an “X” on the input to a hub represent?

27. Define the term cross-connected input.

28. Draw a picture of properly aligned transmit and receive signal of a computer’s data
link that is running Ethernet data rates.

29. What is the difference between “straight” and “cross-connected” input ports?



30. Draw the wire-map for a “cross-over” CAT6 UTP cable running FastEthernet.

31. Define a UTP link test.

32. Define a UTP full channel test.

33. Define the term NEXT and what it measures.

34. A NEXT measurement of 59.5 dB is made on wire pairs 1-2/3—-6. A next
measurement of 51.8 dB is made on wire pairs 3—6/7—-8. Which cable pairs have the
best measure NEXT performance?

35. Define Power-Sum measurements.

36. Define propagation delay.

37. Signals travel in a cable at some percentage of the velocity of light. What is the
term for this?

38. Why is delay skew critical?

39. Why are power-sum measurements critical for high-speed data communication over
UTP?

40. The expected + loss of a 20m UTP cable should be (greater than or less than) a 90m
UTP cable?

41. What is 8P8C, and what connector type is most associated with this?

42. What are the pin assignments for 1/10 Gbps?



43. What is the purpose of a lacing tool?

Section 2-5
44. What is the limit on the bend radius for a UTP cable, and why is this important?

45. Is a high PSNEXT measurement desirable?

46. Define margin (dB) relative to cable measurements. What does it mean if the
margin lists a negative value?

Section 2-6

47. Define Alien Crosstalk and draw a picture of how this can happen.

48. What is F/UTP, and what is its purpose?

49. Why is balance an issue in UTP cables, and what is TCL?

50. Answer the following questions for the certification report displayed here.
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a. What is the length of pair 7-8?




b. What is the length of pair 4-5?

¢. Why did this cable fail the test?

51. Answer the following questions for the certification report displayed here.
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a. What is the length of wire pair 7-8?




b. What is the delay skew for pair 4-5?

¢. Why did this cable fail the wire-map test?

52. Answer the following questions for the certification report displayed here.
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a. Why did the cable fail the test?

b. Draw the wire-map diagram for this cable.




Section 2-7

53. A UTP Certification report lists the following.
Pairs 12 36 45 78
Length 2835 288 284 283

What do these results indicate? Select the correct answer.
a. The test must be repeated.

b. Insufficient information to obtain an answer.

c. The cable length is too long.

d. The cable passes the length test.

54. A data problem is reported to the network administrator. The problem is found to be
with the UTP network connection. What steps could the network administrator have
taken to isolate the problem? (Select two.)

a. Visually inspect all UTP terminations.

b. Run a cable test using a cable tester.

c. Use the ping command to verify network connectivity.
d. Use pairs 4/5 7/8 to repair the connection.

e. Contact the installer of the UTP cable to obtain a certification report.

Certification Questions

55. A NEXT measurement of 59.5 dB is made on wire pairs 1-2/3-6. A NEXT
measurement of 51.8 dB is made on wire pairs 3-6/7-8. Pairs 3-6/7-8 have the best
NEXT performance measurement.

a. True
b. False

56. In regards to CAT5e / CAT6 cable operating at half-duplex mode for Ethernet or
FastEthernet, pins 1/2 3/6 are used to carry the data.

a. True
b. False

57. A CATb5e / 6 link test, tests from one termination to another.



a. True
b. False
58. Only two wire-pairs are used to obtain a proper Power Sum measurement.
a. True
b. False

59. Delay skew is critical because if the wire lengths of different wire pairs are
significantly different, the data will arrive at the receiver at a different time
potentially creating distortion of the data.

a. True
b. False
60. Which does permanent networking cabling within a building belong to?
a. Vertical Cabling
b. Work Area
¢. Equipment Room
d. None of these answers is correct.
61. How many pins does an RJ-45 modular plug have?
a. 4
b. 6
c.8
d. 16
e. None of these answers is correct.
62. Which of the following best defines horizontal cabling?

a. Cabling that extends out from the telecommunications closet into the LAN work
area.

b. Cabling that extends out from the work area into the LAN.

c. Cabling that extends out from the backbone into the LAN work area.

d. Cabling that extends out from the equipment room into the LAN work area.
e. None of these answers is correct.

63. A UTP Certification report lists the following.
Pairs 2 36 45 78
Length 1310 308 311 307

What do these results indicate? Select the correct answer.

a. The cable fails the certification test.



b. Pairs 36 78 will be certified.

c. Pairs 1245 will be certified.

d. The cable has passed the certification test.

e. The ! sign indicates the cable pair meets or exceeds Power Sum test criteria.
64. The length difference in wire pairs for UTP

a. indicate the cable should not be certified.

b. indicate the cable should be certified.

c. is due to the difference in the cable twists for each wire pair.

d. is due to poorly manufactured cable.



Chapter 3. Physical Layer Cabling: Fiber Optics

Chapter Outline
3-1 Introduction
3-2 The Nature of Light

3-3 Fiber Attenuation and Dispersion

3-4 Optical Components
3-5 Optical Networking
3-6 Safety
Summary
Questions and Problems

Objectives
* Describe the advantages of glass fiber over copper conductors
* Describe the differences in how light travels in single- and multimode fiber
* Define attenuation and dispersion in fiber—optic cabling
* Describe the components of a fiber-optic system

* Describe the issues of optical networking, including fiber-to-the-business and fiber
to-the-home

* Describe the new networking developments associated with optical Ethernet

+ Understand the safety issues when working with fiber optics

Key Terms
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Recent advances in the development and manufacture of fiber-optic systems have made
them the latest frontier in the field of optical networking. They are being used extensively
for both private and commercial data links and have replaced a lot of copper wire. The
latest networking technologies to benefit from the development in optical networking are
gigabit Ethernet and 10 gigabit Ethernet.

3-1 Introduction

A fiber-optic network is surprisingly simple, as shown in Figure 3-1. It is comprised of the

following elements:

1. A fiber-optic transmission strand can carry the signal (in the form of a modulated

light beam) a few feet or even hundreds or thousands of miles. A cable may contain
three or four hair-like fibers or a bundle of hundreds of such fibers.

2. A source of invisible infrared radiation—usually a light-emitting diode (LED) or a
solid-state laser—that can be modulated to impress digital data or an analog signal
on the light beam.

3. A photosensitive detector to convert the optical signal back into an electrical signal
at the receiver.

4. Efficient optical connectors at the light source-to-cable interface and at the cable-to-
photo detector interface. These connectors are also critical when splicing the optical
cable due to excessive loss that can occur at connections.
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FIGURE 3-1 Fiber-optic communication system. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 781. Copyright ©2002
Pearson Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper
Saddle River, NJ.)

The advantages of optical communication links compared to copper conductors are
enormous and include the following:

1. Extremely wide system bandwidth: The intelligence is impressed on the light by
varying the light’s amplitude. Because the best LEDs have a 5 ns response time, they
provide a maximum bandwidth of about 100MHz. With laser light sources, however,
data rates over 10Gbps are possible with a single-mode fiber. The amount of
information multiplexed on such a system, in the hundreds of Gbps, is indeed
staggering.

2. Immunity to electrostatic interference: External electrical noise and lightning do
not affect energy in a fiber-optic strand. However, this is true only for the optical
strands, not the metallic cable components or connecting electronics.

3. Elimination of crosstalk: The light in one glass fiber does not interfere with, nor is
it susceptible to, the light in an adjacent fiber. Recall that crosstalk results from the
electromagnetic coupling between two adjacent copper wires.



4. Lower signal attenuation than other propagation systems: Typical attenuation of
a 1GHz bandwidth signal for optical fibers is 0.03 dB per 100 ft., compared to 4.0
dB for RG-58U coaxial.

5. Lower costs: Optical fiber costs are continuing to decline. The costs of many
systems are declining with the use of fiber, and that trend is accelerating.

6. Safety: In many wired systems, the potential hazard of short circuits requires
precautionary designs. Additionally, the dielectric nature of optic fibers eliminates
the spark hazard.

7. Corrosion: Given that glass is basically inert, the corrosive effects of certain
environments are not a problem.

8. Security: Due to its immunity to and from electromagnetic coupling and radiation,
optical fiber can be used in most secure environments. Although it can be
intercepted or tapped, it is very difficult to do so.

This chapter examines the issues of optical networking. Section 3-2 presents an overview
of optical fiber fundamentals including a discussion on wavelengths and type of optical
fibers. Section 3-3 examines the two distance-limiting parameters in fiber-optic
transmission, attenuation, and dispersion. Optical components are presented in section 3-4.
This includes the various types of connectors currently used on fiber. Optical networking
is presented in section 3-5. An overview of SONET and FDDI are presented, followed by
optical Ethernet. This section includes a discussion on setting up the building and campus
distribution for fiber. Safety is extremely important when working with fiber. A brief
overview of safety is presented in section 3-6.

Table 3-1 lists and identifies, by chapter section, where each of the CompTIA Network+
objectives are presented in this chapter. At the end of each chapter section is a review with
comments of the Network+ objectives presented in that section. These comments are
provided to help reinforce the reader’s understanding of a particular Network+ objective.
The chapter review also includes “Test Your Knowledge” questions to aid in the
understanding of key concepts before the reader advances to the next section of the
chapter. The end of the chapter includes a complete set of question plus sample
certification type questions.



Domain/Objective Domain/Objective Description Section Where

Number Objective Is Covered
1.0 Network Architecture
1.4 Explain the characteristics and 3-4, 3-5

benefits of various WAN technologies

15 Install and properly terminate various 3-4, 3-5
cable types and connectors using the
appropriate tools

p i Differentiate between network 3-2
infrastructure implementations

4.0 Troubleshooting

4.5 Given a scenario, troubleshoot and 3-3, 3-4, 3-5

resolve common fiber cable 1ssues

5.0 Industry standards, practices, and
network theory
5.2 Explain the basics of network theory  3-2, 3-4, 3-5

and concepts

5.6 Summarize safety practices 3-6

TABLE 3-1 Chapter 3 CompTIA Network+ Objectives

3-2 The Nature of Light

Before you can understand the propagation of light in a glass fiber, it is necessary to
review some basics of light refraction and reflection. The speed of light in free space is 3

x 108 m/s but is reduced in other media, including fiber-optic cables. The reduction as
light passes into denser material results in refraction of the light. Refraction causes the
light wave to be bent, as shown in Figure 3-2. The speed reduction and subsequent
refraction is different for each wavelength, as shown in Figure 3-2(b). The visible light
striking the prism causes refraction at both air/glass interfaces and separates the light into
its various frequencies (colors) as shown. This same effect produces a rainbow, with water
droplets acting as prisms to split the sunlight into the visible spectrum of colors (the
various frequencies).
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FIGURE 3-2 Refraction of light. (From Modern Electronic Communication 9/e, by J.S.
Beasley & G. M. Miller, 2008, p. 782. Copyright ©2002 Pearson Education, Inc.
Reprinted by permission of Pearson Education, Inc., Upper Saddle River, NJ.)

The amount of bend provided by refraction depends on the refractive index of the two
materials involved. The refractive index, n, is the ratio of the speed of light in free space to
the speed in a given material. It is slightly variable for different frequencies of light, but
for most purposes a single value is accurate enough.

Refractive Index

Ratio of the speed of light in free space to its speed in a given material

In the fiber-optics industry, spectrum notation is stated in nanometers (nm) rather than in
frequency (Hz) simply because it is easier to use, particularly in spectral-width

calculations. A convenient point of commonality is that 3 X 10 Hz, or 300THz, is
equivalent to 1 pm, or 1000 nm. This relationship is shown in Figure 3-3. The one
exception to this naming convention is when discussing dense wavelength division
multiplexing (DWDM), which is the transmission of several optical channels, or
wavelengths, in the 1550-nm range, all on the same fiber. For DWDM systems, notations,
and particularly channel separations, are stated in terahertz (THz). Wavelength division
multiplexing (WDM) systems are discussed in section 3-5. An electromagnetic
wavelength spectrum chart is provided in Figure 3-3. The electromagnetic light waves just
below the frequencies in the visible spectrum extending from 680 nm up are called
infrared light waves. Whereas visible light has a wavelength from approximately 430 nm
up to 680 nm, infrared light extends from 680 nm up to the microwaves. The frequencies
from the infrared on up are termed the optical spectrum.
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FIGURE 3-3 The electromagnetic wavelength spectrum. (From Modern Electronic

Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 784. Copyright ©2008

Pearson Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper
Saddle River, NJ.)

Infrared Light

Light extending from 680 nm up to the wavelengths of the microwaves

Optical Spectrum

Light frequencies from the infrared on up

The commonly used wavelengths in today’s fiber-optic systems are
* Multimode fiber: (850 and 1310) nm
» Single mode fiber: (1310 and 1550) nm
* Fiber to the home/business: 1600-1625 nm

Figure 3-4 shows the typical construction of an optical fiber. The core is the portion of the
fiber strand that carries the transmitted light. The cladding is the material surrounding the
core. It is almost always glass, although plastic cladding of a glass fiber is available but



rarely used. In any event, the refraction index for the core and the cladding are different.
The cladding must have a lower index of refraction to keep the light in the core. A plastic
coating surrounds the cladding to provide protection. Figure 3-5 shows examples of fiber
strands from a fiber bundle.

Protective
jacket

Cladding
Core

FIGURE 3-4 Single-fiber construction. (From Modern Electronic Communication 9/e,
by J.S. Beasley & G. M. Miller, 2008, p. 785. Copyright ©2008 Pearson Education, Inc.
Reprinted by permission of Pearson Education, Inc., Upper Saddle River, NJ.)
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FIGURE 3-5 Fiber strands (courtesy of Anixter, Inc.).

Cladding

Material surrounding the core, which must have a lower index of refraction to
keep the light in the core

Another measure of a fiber’s light acceptance is numerical aperture. The numerical



aperture is a basic specification provided by the manufacturer that indicates the fiber’s
ability to accept light and shows how much light can be off-axis and still propagate.

Numerical Aperture

A measure of a fiber’s ability to accept light

Several types of optical fibers are available, with significant differences in their
characteristics. The first communication-grade fibers (early 1970s) had light-carrying core
diameters about equal to the wavelength of light. They could carry light in just a single
waveguide mode.

The difficulty of coupling significant light into such a small fiber led to development of
fibers with cores of about 20 to 100 pm. These fibers support many waveguide modes and
are called multimode fibers. The first commercial fiber-optic systems used multimode
fibers with light at 800—900 nm wavelengths. A variation of the multimode fiber was
subsequently developed, termed graded-index fiber. This afforded greater bandwidth
capability.

Multimode Fiber

A fiber that supports many optical waveguide modes

As the technology became more mature, the single-mode fibers were found to provide
lower losses and even higher bandwidth. This has led to their use at 1300 nm, 1550 nm, up
to 1625 nm in many telecommunication and fiber-to-the home applications. The new
developments have not made old types of fiber obsolete. The application now determines
the type used. The following major criteria affect the choice of fiber type:

1. Signal losses
2. Ease of light coupling and interconnection
3. Bandwidth

Figure 3-6 presents a graphic of a fiber showing three modes (that is, multimode) of
propagation:

* The lowest-order mode is seen traveling along the axis of the fiber.
 The middle-order mode is reflected twice at the interface.

* The highest-order mode is reflected many times and makes many trips across the
fiber.
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FIGURE 3-6 Modes of propagation for step-index fiber. (From Modern Electronic

Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 787. Copyright ©2008

Pearson Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper
Saddle River, NJ.)

As a result of these variable path lengths, the light entering the fiber takes a variable
length of time to reach the detector. This results in a pulse-broadening or dispersion
characteristic, as shown in Figure 3-6. This effect is termed pulse dispersion and limits
the maximum distance and rate at which data (pulses of light) can be practically
transmitted. You will also note that the output pulse has reduced amplitude as well as
increased width. The greater the fiber length, the worse this effect will be. As a result,
manufacturers rate their fiber in bandwidth per length, such as 400MHz/km. This means
the fiber can successfully transmit pulses at the rate of 400MHz for 1 km, 200MHz for 2
km, and so on. In fact, current networking standards limit multimode fiber distances to 2
km. Of course, longer transmission paths are attained by locating regenerators at
appropriate locations. Step-index multimode fibers are rarely used in networking due to
their very high amounts of pulse dispersion and minimal bandwidth capability.

Low-order mode

Pulse Dispersion

Stretching of received pulse width because of multiple paths taken by the
light

Graded-Index Fiber

In an effort to overcome the pulse-dispersion problem, the graded-index fiber was
developed. In the manufacturing process for this fiber, the index of refraction is tailored to
follow the parabolic profile shown in Figure 3-7. This results in low-order modes traveling
through the constant-density material in the center. High-order modes see a lower index of
refraction material farther from the core, and thus the velocity of propagation increases
away from the center. Therefore, all modes, even though they take various paths and travel
different distances, tend to traverse the fiber length in about the same amount of time.
These fibers can therefore handle higher bandwidths and/or provide longer lengths of
transmission before pulse dispersion effects destroy intelligibility and introduce bit errors.
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FIGURE 3-7 Modes of propagation for graded-index fiber. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 788. Copyright ©2008
Pearson Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper
Saddle River, NJ.)

Graded-index Fiber

The index of refraction is gradually varied with a parabolic profile

Graded-index multimode fibers with 50 pm-diameter cores and 125 pm cladding are used
in many telecommunication systems at up to 300 megabits per second (Mbps) over 50-km
ranges without repeaters. Graded-index fiber with up to a 100 pm core is used in short-
distance applications that require easy coupling from the source and high data rates, such
as for video and high-speed local area networks (LANSs). The larger core affords better
light coupling than the 50 pm core and does not significantly degrade the bandwidth
capabilities. In the telecommunications industry, there are two commonly used core sizes
for graded-index fiber, these being 50 um and 62.5 pm. Both have 125 pm cladding. The
large core diameter and the high NA (numerical aperture) of these fibers simplify input
cabling and allow the use of relatively inexpensive connectors. Fibers are specified by the
diameters of their core and cladding. For example, the fibers just described would be
called 50/125 fiber and 62.5/125 fiber.

Single-Mode Fibers

A technique used to minimize pulse dispersion effects is to make the core extremely small
—on the order of a few micrometers. This type accepts only a low-order mode, thereby
allowing operation in high-data-rate, long-distance systems. This fiber is typically used
with high-power, highly directional modulated light sources such as a laser. Fibers of this
variety are called single-mode (or monomode) fibers. Core diameters of only 7-10 pm
are typical. The various types of optical fibers are shown in Figure 3-8.
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Single-mode Fiber

Fiber cables with core diameters of about 7—10 pm; light follows a single
path

Single-mode fibers are widely used in long-haul and wide area network (WAN)
applications. They permit transmission of about 10Gbps and a repeater spacing of up to 80
km. These bandwidth and repeater spacing capabilities are constantly being upgraded by
new developments.

Long Haul
The transmission of data over hundreds or thousands of miles

When describing the core size of single-mode fibers, the term mode field diameter is the
term more commonly used. Mode field diameter is the actual guided optical power
distribution diameter. In a typical single-mode fiber, the mode field diameter is 1 pm or so
larger than the core diameter. The actual value depends on the wavelength being
transmitted. In fiber specification sheets, the core diameter is stated for multimode fibers,
but the mode field diameter is typically stated for single-mode fibers.




Mode Field Diameter

The actual guided optical power distribution, which is typically a micron or
so larger than the core diameter; single-mode fiber specifications typically list
the mode field diameter

Figure 3-8 provides a graphical summary of the three types of fiber discussed, including
typical dimensions, refractive index profiles, and pulse-dispersion effects.

Section 3-2 Review
This section has covered the following Network+ Exam objectives.
1.7 Differentiate between network infrastructure implementations

This chapter introduced infrared light waves. Infrared light extends from 680 nm up
to the microwaves. The frequencies from the infrared on up are termed the “optical
spectrum.”

5.2 Explain the basics of network theory and concepts

This section has introduced the reader to the nature of light and fiber-optics; in
particular, single-mode and multimode fiber. Figure 3-4 provides a good graphical
view of the composition of a fiber-optic cable. The concept of how light travels in
an optical waveguide such as fiber was also presented.

Test Your Knowledge

1. What are the light waves just below the frequencies in the visible spectrum?
a. Sub-light waves
b. Infrared light waves
c. Refractive waves
d. Multimode waves
e. Polar waves

2. What is the material surrounding the core of an optical waveguide called?
a. Cladding
b. Aperture
¢. Mode field
d. Step-index
e. Graded-index

3. Single-mode fiber cables have a core diameter of about 7-10 micrometers. True or
False?




3-3 Fiber Attenuation and Dispersion

There are two key distance-limiting parameters in fiber-optic transmissions: attenuation
and dispersion.

Attenuation

Attenuation is the loss of power introduced by the fiber. This loss accumulates as the light
is propagated through the fiber strand. The loss is expressed in dB/km (decibels per
kilometer) of length. The loss, or attenuation, of the signal is due to the combination of
four factors: scattering, absorption, macrobending, and microbending. Two other terms for
attenuation are intrinsic and extrinsic.

Scattering is the primary loss factor over the three wavelength ranges. Scattering in
telecommunication systems accounts for 96 percent of the loss and is the basis of the
attenuation curves and values, such as that shown in Figure 3-9, and industry data sheets.
The scattering is known as Rayleigh scattering and is caused by refractive index
fluctuations. Rayleigh scattering decreases as wavelength increases, as shown in Figure 3-
9.
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FIGURE 3-9 Typical attenuation of cabled fiber strands. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 792. Copyright ©2008

Pearson Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper
Saddle River, NJ.)



Scattering

Caused by refractive index fluctuations; accounts for 96 percent of
attenuation loss

Absorption is the second loss factor, a composite of light interaction with the atomic
structure of the glass. It involves the conversion of optical power to heat. One portion of
the absorption loss is due to the presence of OH hydroxol ions dissolved in the glass
during manufacture. These cause the water attenuation or OH peaks, shown in Figure 3-9,
and other attenuation curves.

Absorption

Light interaction with the atomic structure of the fiber material; also involves
the conversion of optical power to heat

Macrobending is the loss caused by the light mode breaking up and escaping into the
cladding when the fiber bend becomes too tight. As the wavelength increases, the loss in a
bend increases. Although losses are in fractions of dB, the bend radius in small splicing
trays and patching enclosures should be minimal.

Macrobending
Loss due to light breaking up and escaping into the cladding

Microbending is a type of loss caused by mechanical stress placed on the fiber strand,
usually in terms of deformation resulting from too much pressure being applied to the
cable. For example, excessively tight tie wraps or clamps will contribute to this loss. This
loss is noted in fractions of a dB.

Microbending

Loss caused by very small mechanical deflections and stress on the fiber

Dispersion

Dispersion, or pulse broadening, is the second of the two key distance-limiting parameters
in a fiber-optic transmission system. It is a phenomenon in which the light pulse spreads
out in time as it propagates along the fiber strand. This results in a broadening of the pulse.
If the pulse broadens excessively, it can blend into the adjacent digital time slots and cause
bit errors. Figure 3-10 illustrates the effects of dispersion on a light pulse.
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Dispersion

Broadening of a light pulse as it propagates through a fiber strand

There are three types of dispersion:

* Modal dispersion: The broadening of a pulse due to different path lengths taken
through the fiber by different modes.

» Chromatic dispersion: The broadening of a pulse due to different propagation
velocities of the spectral components of the light pulse.

* Polarization mode dispersion: The broadening of a pulse due to the different
propagation velocities of the X and Y polarization components of the light pulse.

Modal dispersion occurs predominantly in multimode fiber. From a light source, the light
rays can take many paths as they propagate along the fiber. Some light rays do travel in a
straight line, but most take variable-length routes. As a result, the rays arrive at the
detector at different times, and the result is pulse broadening. This was shown in Figures



3-6 and 3-7. The use of graded-index fiber greatly reduces the effects of modal dispersion
and therefore increases the bandwidth to about 1GHz/km. On the other hand, single-mode
fiber does not exhibit modal dispersion, given that only a single mode is transmitted.

A second equally important type of dispersion is chromatic. Chromatic dispersion is
present in both single-mode and multimode fibers. Basically, the light source, both lasers
and LEDs, produce several different wavelength light rays when generating the light
pulse. Each light ray travels at a different velocity, and as a result, these rays arrive at the
receiver detector at different times, causing the broadening of the pulse.

There is a point where dispersion is actually at zero, this being determined by the
refractive index profile. This happens near 1310 nm and is called the zero dispersion
wavelength. By altering the refractive index profile, this zero dispersion wavelength can
be shifted to the 1550-nm region. Such fibers are called dispersion-shifted. This is
significant because the 1550-nm region exhibits a lower attenuation than at 1310 nm. This
becomes an operational advantage, particularly to long-haul carriers because with
minimum attenuation and minimum dispersion in the same wavelength region, repeater
and regenerator spacing can be maximized.

Zero-dispersion Wavelength

Point where the dispersion is actually zero

Polarization mode is the type of dispersion found in single-mode systems and becomes of
particular concern in long-haul and WAN high-data-rate digital and high-bandwidth
analog video systems. In a single-mode fiber, the single propagating mode has two
polarizations, horizontal and vertical, or X axis and Y axis. The index of refraction can be
different for the two components; this affects their relative velocity as shown in Figure 3-
11.
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FIGURE 3-11 Polarization mode dispersion in single-mode fiber. (From Modern
Electronic Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 794. Copyright
©2008 Pearson Education, Inc. Reprinted by permission of Pearson Education, Inc.,
Upper Saddle River, NJ.)




Dispersion Compensation

A considerable amount of fiber in use today was installed in the 1980s and early 1990s.
This cable was called the class I'Va variety. These cables were optimized to operate in the
1310-nm region, which means their zero-dispersion point was in the 1310-nm wavelength.
Due to continuous network expansion needs in recent years, it is often desired to add
transmission capacity to the older fiber cables by using the 1550-nm region, particularly
because the attenuation at 1550 nm is less than at 1310 nm. One major problem arises at
this point. The dispersion value is higher at 1550 nm, which severely limits its distance
capability.

To overcome this problem, a fiber called dispersion compensating fiber was developed.
This fiber acts as an equalizer, negative dispersion canceling positive dispersion. The fiber
consists of a small coil normally placed in the equipment rack just prior to the optical
receiver input. This does introduce some insertion loss (3—10 dB) and may require the
addition of an optical-line amplifier.

Dispersion Compensating Fiber

Acts as an equalizer, canceling dispersion effects and yielding close to zero
dispersion in the 1550-nm region

A new device is a fiber Bragg grating. This technology involves etching irregularities
onto a short strand of fiber, which changes the index of refraction and, in turn, reflects
slower wavelengths to the output before the faster ones. This results in a compressed, or
narrower, light pulse, minimizing intersymbol interference (ISI).

Fiber Bragg Grating

A short strand of modified fiber that changes the index of refraction and
minimizes intersymbol interference




Section 3-3 Review
This section has covered the following Network+ Exam objectives.
4.5 Given a scenario, troubleshoot and resolve common fiber cable issue

This section introduced the concepts of attenuation and macrobending. Attenuation
is the loss of power introduced by the fiber. This loss accumulates as the light is
propagated through the fiber strand. Macrobending is the loss caused by the light
mode breaking up and escaping into the cladding when the fiber bend becomes too
tight. As the wavelength increases, the loss in a bend increases. Although losses are
in fractions of dB, the bend radius in small splicing trays and patching enclosures
should be minimal.

5.2 Explain the basics of network theory and concepts

There are two key distance-limiting parameters in a fiber-optic transmission
system. These are attenuation and dispersion, and these concepts were presented.
Knowledge of the properties of fiber-optics is critical for planning a network
installation or upgrade.

Test Your Knowledge

1. Which of the following terms refers to broadening of a light pulse as it propagates
through a fiber strand?

a. Pulse shaping
b. Diffusion

c. Absorption

d. Dispersion

2. Which of the following terms is caused by refractive index fluctuations and
accounts for 96% of attenuation loss?

a. Scattering
b. Absorption
c. Dispersion
d. Diffusion

3. Which of the following terms refers to loss due to light breaking up and escaping
into the cladding?

a. Microbending
b. Scattering
c. Macrobending

d. Absorption




3-4 Optical Components

Two kinds of light sources are used in fiber-optic communication systems: the diode laser
(DL) and the high-radiance light-emitting diode (LED). In designing the optimum system,
the special qualities of each light source should be considered. Diode lasers and LEDs
bring to systems different characteristics:

1. Power levels

2. Temperature sensitivities
3. Response times

4. Lifetimes

5. Characteristics of failure

DL

Diode laser

LED
Light-emitting diode

The diode laser is a preferred source for moderate-band to wideband systems. It offers a
fast response time (typically less than 1 ns) and can couple high levels of useful optical
power (usually several mW) into an optical fiber with a small core and a small numerical
aperture. The DL is usually used as the source for single-mode fiber because LEDs have a
low input coupling efficiency.

Some systems operate at a slower bit rate and require more modest levels of fiber-coupled
optical power (50-250 pW). These applications allow the use of high-radiance LEDs. The
LED is cheaper, requires less complex driving circuitry than a DL, and needs no thermal
or optical stabilizations.

The light output wavelength spread, or spectrum, of the DL is much narrower than that of
LEDs: about 1 nm compared with about 40 nm for an LED. Narrow spectra are
advantageous in systems with high bit rates since the dispersion effects of the fiber on
pulse width are reduced, and thus pulse degradation over long distances is minimized.

Another laser device, called a distributed feedback (DFB) laser, uses techniques that
provide optical feedback in the laser cavity. This enhances output stability, which produces
a narrow and more stable spectral width. Widths are in the range of 0.01-0.1 nm. This
allows the use of more channels in dense wavelength division multiplex (DWDM)
systems. Another even more recent development is an entirely new class of laser
semiconductors called vertical cavity surface emitting lasers (VCSELSs). These lasers
can support a much faster signal rate than LEDs, including gigabit networks. They do not
have some of the operational and stability problems of conventional lasers, however.




Distributed Feedback (DFB) Laser

A more stable laser suitable for use in DWDM systems

Dense Wavelength Division Multiplex (DWDM)

Incorporates the propagation of several wavelengths in the 1550-nm range for
a single fiber

Vertical Cavity Surface Emitting Lasers (VCSELSs)

Lasers with the simplicity of LEDs and the performance of lasers

VCSELs have the simplicity of LEDs with the performance of lasers. Their primary
wavelength of operation is in the 750—850-nm region, although development work is

underway in the 1310-nm region. Reliabilities approaching 107 hours are projected.

Most lasers emit a fixed wavelength, but there is a class called tunable lasers in which the
fundamental wavelength can be shifted a few nanometers, but not from a modulation point
of view as in frequency modulation. Figure 3-12 shows an example of a tunable laser
diode module. The primary market for these devices is in a network operations
environment where DWDM is involved. Traffic routing is often made by wavelength, and,
as such, wavelengths or transmitters must be assigned and reassigned to accommodate
dynamic routing or networking, bandwidth on demand, seamless restoration
(serviceability), optical packet switching, and so on. Tunable lasers are used along with
either passive or tunable WDM filters.
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FIGURE 3-12 A tunable laser diode module (courtesy of Fujitsu Compound
Semiconductor, Inc.).
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Tunable Laser

Laser in which the fundamental wavelength can be shifted a few nanometers,
ideal for traffic routing in DWDM systems

Intermediate Components

The typical fiber-optic telecommunication link (as shown previously in Figure 3-1) is a
light source or transmitter and light detector or receiver interconnected by a strand of
optical fiber, light pipe, or glass. An increasing number of specialized networks and
system applications have various intermediate components along the span between the
transmitter and the receiver. A brief review of these devices and their uses is provided in
the list that follows.

Fiber, Light Pipe, Glass
Terms used to describe a fiber-optic strand

* Isolators: An isolator is an inline passive device that allows optical power to flow
in one direction only.

Isolator

An inline passive device that allows optical power to flow only in one
direction

 Attenuators: Attenuators are used to reduce the received signal level (RSL). They
are available in fixed and variable configurations.

Received Signal Level (RSL)

The input signal level to an optical receiver

* Branching devices: Branching devices are used in simplex systems where a single
optical signal is divided and sent to several receivers, such as point-to-multipoint
data or a CATV distribution system.

« Splitters: Splitters are used to split, or divide, the optical signal for distribution to
any number of places.

* Wavelength division multiplexers: Wavelength division multiplexers combine or
divide two or more optical signals, each having a different wavelength. They are
sometimes called optical beam splitters.

* Optical-line amplifiers: Optical-line amplifiers are analog amplifiers. Placement
can be at the optical transmitter output, midspan, or near the optical receiver.



Detectors

The devices used to convert the transmitted light back into an electrical signal are a vital
link in a fiber-optic system. This important link is often overlooked in favor of the light
source and fibers. However, simply changing from one photodetector to another can
increase the capacity of a system by an order of magnitude.

The important characteristics of light detectors are as follows:

* Responsivity: This is a measure of output current for a given light power launched
into the diode.

* Response speed: This determines the maximum data rate capability of the detector.

* Spectral response: This determines the responsivity that is achieved relative to the
wavelength at which responsivity is specified.

Optical fibers are joined either in a permanent fusion splice or with a mechanical splice
(for example, connectors and camsplices). The connector allows repeated matings and
unmatings. Above all, these connections must lose as little light as possible. Low loss
depends on correct alignment of the core of one fiber to another, or to a source or detector.
Losses for properly terminated fusion and mechanical splices is typically 0.2 dB or less.
Signal loss in fibers occurs when two fibers are not perfectly aligned within a connector.
Axial misalignment typically causes the greatest loss—about 0.5 dB for a 10 percent
displacement. Figure 3-13 illustrates this condition as well as other loss sources.
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FIGURE 3-13 Sources of connection loss. (From Modern Electronic Communication
9/e, by J.S. Beasley & G. M. Miller, 2008, p. 806. Copyright ©2008 Pearson Education,
Inc. Reprinted by permission of Pearson Education, Inc., Upper Saddle River, NJ.)

Angular misalignment [Figure 3-13(b)] can usually be well controlled in a connector.
Most connectors leave an air gap, as shown in Figure 3-13(c). The amount of gap affects
loss since light leaving the transmitting fiber spreads conically.

The losses due to rough end surfaces shown in Figure 3-13(d) are often caused by a poor
cut, or “cleave,” but can be minimized by polishing or using pre-polished connectors.
Polishing typically takes place after a fiber has been placed in a connector. The source of
connection losses shown in Figure 3-13(d) can, for the most part, be controlled by a
skillful cable splicer. There are four other situations that can cause additional connector or
splice loss, although in smaller values. These are shown in Figure 3-13(e), (f), (g), and (h).
These are related to the nature of the fiber strand at the point of connection and are beyond
the control of the cable splicer. The effect of these losses can be minimized somewhat by
the use of a rotary mechanical splice, which by the joint rotation will get a better core
alignment.

With regard to connectorization and splicing, there are two techniques to consider for
splicing. Fusion splicing is a long-term method, in which two fibers are fused or welded
together. The two ends are stripped of their coating, cut or cleaved, and inserted into the




splicer. The ends of the fiber are aligned, and an electric arc is fired across the ends,
melting the glass and fusing the two ends together. There are both manual and automatic
fusion splicers; the choice usually depends on the number of splices to be done on a given
job, technician skill levels available, and of course the budget. Typical insertion losses of
less than 0.1 dB—frequently in the 0.05 dB range—can be consistently achieved.

Fusion Splicing

A long-term method where two fibers are fused or welded together

Mechanical splices can be permanent and an economical choice for certain fiber-splicing
applications. Mechanical splices also join two fibers together, but they differ from fusion
splices in that an air gap exists between the two fibers. This results in a glass-air-glass
interface, causing a severe double change in the index of refraction. This change results in
an increase in insertion loss and reflected power. The condition can be minimized by
applying an index-matching gel to the joint. The gel is a jellylike substance that has an
index of refraction much closer to the glass than air. Therefore, the index change is much
less severe. Mechanical splices have been universally popular for repair and for temporary
or laboratory work. They are quick, cheap, easy, and appropriate for small jobs. The best
method for splicing depends on the application, including the expected future bandwidth
(that is, gigabit), traffic, the job size, and economics. The loss in a mechanical splice can
be minimized by using an OTDR to properly align the fiber when you are making the
splice.

Mechanical Splices

Two fibers joined together with an air gap, thereby requiring an index-
matching gel to provide a good splice

Index-matching Gel

A jellylike substance that has an index of refraction much closer to glass than
to air

Fiber Connectorization

For fiber connectorization, there are several choices on the market such as SC, ST, FC
LC, MT-RJ, and others. The choice of the connector is typically dictated by the hardware
being used and the fiber application. Figure 3-14(a—e) provides some examples of SC, ST,
FC, LC, and MTRJ connectors
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(a) SC connector (b) ST connector

(c) MT-RJ connector

(d) LC Connector (e) FC Connector

FIGURE 3-14 Typical fiber connections. [(a), (b), and (c¢) From Modern Electronic

Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 808. Copyright ©2008

Pearson Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper
Saddle River, NJ. (d) and (e) from Black Box Corporation.]

SC, ST, FC, LC, MT-RJ

Typical fiber connectors on the market

Some general requirements for fiber connectors are as follows:
* Easy and quick to install

* Low insertion loss—a properly installed connector will have as little as 0.25 dB
insertion loss

* High return loss greater than 50 dB—this is increasingly important in gigabit
networks, DWDM systems, high-bandwidth video, and so on

* Repeatability

* Economical



In preparing the fiber for splicing or connectorization, only the coating is removed from
the fiber strand. The core and the cladding are not separable. The 125pm cladding
diameter is the portion that fits into the splice or connector, and therefore most devices can
handle both single and multimode fiber.

Sometimes the issue arises as to the advisability of splicing together fibers of different
core sizes. The one absolute rule is do not splice single- and multimode fiber together!
Similarly, good professional work does not allow different sizes of multimode fiber to be
spliced together. However, in an emergency, different sizes can be spliced together if the
following is considered:

When transmitting from a small- to large-core diameter, there will be minimal, if any,
increase in insertion loss. However, when the transmission is from a larger to a smaller
core size, there will be added insertion loss and a considerable increase in reflected power
should be expected.

Industrial practice has confirmed the acceptability of different core size interchangeability
for emergency repairs in the field, mainly as the result of tests with 50 m and 62.5 m
multimode fiber for a local area network.



Section 3-4 Review
This section has covered the following Network+ Exam objectives.
1.4 Explain the characteristics and benefits of various WAN technologies

This section introduced DWDM (Dense Wave Division Multiplexing), which
incorporates the propagation of several wavelengths in the 1550nm range for a
single fiber.

1.5 Install and properly terminate various cable types and connectors using the
appropriate tools

This section presented a look at optical components. Issues with connection loss are
shown in Figure 3-13, and the different types of connectors are shown in Figure 3-
14.

4.5 Given a scenario, troubleshoot and resolve common fiber cable issues

Sometimes the issue arises as to the advisability of splicing together fibers of
different core sizes. The one absolute rule is to not splice single- and multimode
fiber together! Industrial practice has confirmed the acceptability of different core
size interchangeability for emergency repairs in the field, mainly as the result of
tests with 50m and 62.5m multimode fiber for a local area network.

5.2 Explain the basics of network theory and concepts

Some fiber systems operate at a slower bit rate and require more modest levels of
fiber-coupled optical power (50-250 uW). These applications allow the use of high-
radiance LEDs.

Test Your Knowledge
1. Fusion-splicing is characterized by which of the following?
a. A temporary method for splicing fiber
b. An inexpensive alternative to mechanical splices
c. Requires index-matching gel
d. A long-term method where two fibers are fused or welded together

2. The function of an attenuator is to reduce the receive signal level. True or False?

3-5 Optical Networking

The need for increased bandwidth is pushing the fiber-optic community into optical
networking solutions that are almost beyond the imagination of even the most advanced
networking person. Optical solutions for long-haul, wide area, metropolitan, campus, and
local area networks are available. Cable companies are already using the high-bandwidth
capability of fiber to distribute cable programming as well as data throughout their service
areas.

The capital cost differences between a fiber system and a copper-based system are



diminishing, and the choice of networking technology for new networks is no longer just
budgetary. Fiber has the capacity to carry more bandwidth, and because the fiber
infrastructure cost decreases, fiber will be chosen to carry the data. Of course, the copper
infrastructure is already in place, and new developments are providing increases in data
speed over copper (for example, CAT6 and CAT7). However, optical fiber is smaller and
easier to install in already crowded ducts and conduits. Additionally, security is enhanced
because it is difficult to tap optical fiber without detection. Will fiber replace copper in
computer networks? For many years, a hybrid solution of fiber and copper is expected.

Defining Optical Networking

Optical networks are becoming a major part of data delivery in homes, in businesses, and
for long-haul carriers. The telecommunications industry has been using fiber to carry long-
haul traffic for many years. Some major carriers are merging with cable companies so that
they are poised to provide high-bandwidth capabilities to the home. Developments in
optical technologies are reshaping the way we will use fiber in future optical networks.

But there is a new slant with optical networks. Dense wave division multiplexing and
tunable lasers have changed the way optical networks can be implemented. It is now
possible to transport many wavelengths over a single fiber. Lab tests at AT&T have
successfully demonstrated the transmission of 1,022 wavelengths over a single fiber. Such
transport of multiple wavelengths opens up the possibilities to routing or switching many
different data protocols over the same fiber but on different wavelengths. The
development of cross-connects that allow data to arrive on one wavelength and leave on
another opens other possibilities.

Synchronous optical network (SONET) and SDH were the North American and
international standards for the long-haul optical transport of telecommunication for many
years. SONET/SDH defined a standard for the following:

* Increase in network reliability
* Network management

* Defining methods for the synchronous multiplexing of digital signals such as DS-1
(1.544Mbps) and DS-3 (44.736Mbps)

* Defining a set of generic operating/equipment standards

» Flexible architecture

SONET/SDH

Synchronous optical network; protocol standard for optical transmission in
long-haul communication/synchronous digital hierarchy

SONET/SDH specifies the various optical carrier (OC) levels and the equivalent electrical
synchronous transport signals (STS) used for transporting data in a fiber-optic
transmission system. Optical network data rates are typically specified in terms of the
SONET hierarchy. When a digital signal is carried over SONET, the signal is essentially
enveloped or encapsulated within the optical carrier. Table 3-2 lists the more common data



rates. The table shows the capacity, not equivalence. It merely states that OC-1 is capable
of carrying 28 DS-1s or 1 DS-3. With the conversion overhead, it yields a bit rate of
51.84Mbps when carrying one DS-3 signal.

Signal Bit Rate Capacity

0C-1 (STS-1) 51.840Mbps 28DS-Is or 1 DS-3

0C-3 (STS-3) 155.52Mbps 84DS-Is or 3 DS-3s
0C-12 (STS-12) 622.080Mbps 336 DS-1s or 12 DS-3s
0C-48 (STS-48) 2.48832Gbps 1344 DS-1s or 48 DS-3s
0C-192 (STS-192) 9.95328Ghps 5376 DS-Is or 192 DS-3s

OC: Optical carrier—D5-1: 1.544Mbps
STS: Synchronous transport signal—DS-3: 44.736Mbps

TABLE 3-2 SONET Hierarchy Data Rates

STS

Synchronous transport signals

The architectures of fiber networks for the home include providing fiber to the curb
(EFTTC) and fiber to the home (FTTH). FTTC is being deployed today. It provides high
bandwidth to a location with proximity to the home and provides a high-speed data link,
via copper (twisted-pair), using VDSL (very high-data digital subscriber line). This is a
cost-effective way to provide large-bandwidth capabilities to a home. FTTH will provide
unlimited bandwidth to the home; however, the key to its success is the development of a
low-cost optical-to-electronic converter in the home and laser transmitters that are tunable
to any desired channel.

FTTC
Fiber to the curb

FTTH
Fiber to the home

Another architecture in place is fiber to the business (FTTB). A fiber connection to a
business provides for the delivery of all current communication technologies including
data, voice, video, conferencing, and so on. An additional type is fiber to the desktop
(FTTD). This setup requires that the computer has a fiber network interface card (NIC).
FTTD is useful in applications such as computer animation work that has high-bandwidth
requirements.



FI'TB

Fiber to the business

FTTD
Fiber to the desktop

Conventional high-speed Ethernet networks are operating over fiber. This is called optical
Ethernet and uses the numerics listed in Table 3-3 for describing the type of network
configuration. Fiber helps to eliminate the 100-m distance limit associated with unshielded
twisted-pair (UTP) copper cable. This is possible because fiber has a lower attenuation
loss. In a star network, the computer and the switch are directly connected. If the fiber is
used in a star network, an internal or external media converter is required. The media
converter converts the electronic signal to an optical signal, and vice versa. A media
converter is required at both ends, as shown in Figure 3-15. The media converter is
typically built in to the network interface card.

Numeric Description

10BASE-F 10Mbps Ethernet over fiber—generic specification for fiber

10BASE-FB 10Mbps Ethernet over fiber—part of the IEEE 10BASE-F specification;
segments can be up to 2 km in length

10BASE-FL 10Mbps Ethernet over fiber—segments can be up to 2 km in length; -
it replaces the FOIRL specification.

10BASE-FP A passive fiber star network; segments can be up to 500 m in length

100BASE-FX A 100Mbps fast Ethernet standard that uses two fiber strands

1000BASE-LX Gigabit Ethernet standard that uses fiber strands using long-
wavelength transmitters

1000BASE-SX Gigabit Ethernet standard using short-wavelength transmitters
10GBASE-R 10 gigabit (10.325Gbps) Ethernet for LANs

10GBASE-W 10 gigabit (9.95328Gbps) Ethernet for WANs using 0C-192 and SONET
Framing

Multimode fiber—2 km length single mode—10 km length

TABLE 3-3 Optical Ethernet Numerics
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FIGURE 3-15 An example of connecting a PC to an Ethernet hub or switch via fiber.
(From Modern Electronic Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p.
820. Copyright ©2008 Pearson Education, Inc. Reprinted by permission of Pearson
Education, Inc., Upper Saddle River, NJ.)

Optical Ethernet

Ethernet data running over a fiber link

Two important issues to be considered when designing a fiber network are the guidelines
for the following:

Building distribution
Campus distribution

The following subsections discuss techniques for planning the fiber plant, the distribution
of the fiber, and the equipment and connections used to interconnect the fiber. The first
example is for a building distribution, the second for a campus distribution.

Building Distribution

Figure 3-16 shows an example of a simple fiber network for a building. Fiber lines consist
of a minimum of two fibers, one for transmitting and one for receiving. Fiber networks
work in the full-duplex mode, meaning that the links must be able to simultaneously
transmit and receive; hence, the need for two fibers on each link.
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FIGURE 3-16 A simple fiber distribution in a building.

Item A is the main fiber feed for the building. This is called a building distribution (BD)
fiber. The two fibers for the BD link terminate into a main fiber cross-connect (item B). A
fiber cross-connect is the optical patch panel used to connect the fiber cables to the next
link. The fiber cross-connect typically uses mechanical splices to make the fiber
connections.

Fiber Cross-connect

Optical patch panel used to interconnect fiber cables

Items C and E represent the active equipment in the main distribution closet in the
building. The active equipment could be a router, switch, or telephone PBX (private
branch exchange). Item D shows the jumpers connecting the main fiber cross-connect
(item B) to the active equipment (item C).

The active equipment will need some type of optical interface for the optical-electrical
signal conversion, such as a GBIC (pronounced “gee-bick”). GBIC, or the Gigabit
Interface Converter, is a hot-swappable transceiver that is used for transmitting and
receiving higher-speed signals over fiber-optic lines. This is shown in Figure 3-17(a).
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FIGURE 3-17 The Cisco (a) GBIC, (b) SFP, (c) XENPAK, (d) X2, and (e) XFP
optical-to-fiber transceivers (courtesy of Cisco).

GBIC

Gigabit interface converter

To increase port density on the active network equipment, the industry has been moving
toward using a mini-GBIC or SEP (Small Form factor Pluggable). This is shown in Figure
3-17(b) The SFP is more than half the size of the GBIC shown in Figure 3-17(a). These
modules are used to connect to other fiber-optic systems such as 1000Base-SX, which
operates with multimode fiber in a short wavelength, and 1000Base-L. X, which operates
with the single-mode fiber in a longer wavelength. GBIC and SFP modules are designed

to plug into interfaces such as routers and switches.

SFP
Small Form Pluggable

In the ten gigabits (10G) Ethernet world, several versions of optical-to-fiber transceivers

have been developed. It all started with the XENPAK, shown in Figure 3-17(c),
transceivers which were followed by the XPAK and the X2, shown in Figure 3-17(d).



These later transceiver modules are smaller than the XENPAK. Then, an even smaller size
module called XFP was developed. The XFP, shown in Figure 3-17(e), has lower power
consumption than the XENPAK, XPAK, and X2, but it still can deliver up to 80 km in
distance, which is the same as the older modules. With its small size, its lower power
consumption, and its reachability, the XFP was thought to be the future of the 10G
transceiver. Recently, a new type of 10G transceiver has emerged, and it is a SFP+. Its
look and size are identical to a 1000Base SFP transceiver. To be able to deliver 10G speed
in its small form factor, the working distance that the SFP+ can deliver is reduced to 40
km. So, if the distance is not of the concern, then SFP+ might be the 10G transceiver of
choice. These modules support 850, 1310, and 1550 fiber wavelengths. Figure 3-17
collectively shows examples of 1000Base and 10GBASE transceivers.

XENPAK, XPAK, X2, XFP, SFP+
The ten gigabit interface adapter

Referring to Figure 3-16, items F and G show the two fiber pairs patched into the main
fiber cross-connect connecting to the IDC. These fibers (F and G) are called the
interconnect (IC) fibers. The fibers terminate into the IDC fiber cross-connects (items H
and I).

IDC

Intermediate distribution closet

IC
Interconnect fibers branch exchange—item D shows the jumpers connecting
the main fiber cross-connect (item B) to the active equipment (item C)

Items J and K in Figure 3-16 are fiber jumpers that connect the fiber cross-connect to the
IDC active equipment. Once again, the active equipment must have a GBIC or some other
interface for the optical-electrical signal conversion.

A general rule for fiber is that the distribution in a building should be limited to “2 deep.”
This means that a building should have only the main distribution and the intermediate
distribution that feeds the horizontal distribution to the work area.

Figure 3-18(a) and (b) illustrate an example of the “2-deep” rule. Figure 3-18(a) shows an
example of a building distribution that meets the “2-deep” rule. The IDC is at the first
layer, and the horizontal distribution (HD) is at the second layer. Figure 3-18(b) illustrates
an example of a fiber distribution that does not meet the “2-deep” rule. In this example,
the HD and work area are 3-deep, or 3 layers from the building’s main distribution.
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FIGURE 3-18 Examples of the “2-deep” rule: (a) the distribution meeting the
requirement; (b) the distribution not meeting the requirement.

Campus Distribution

Figure 3-19 shows a map of the fiber distribution for a campus network. This map shows
how the fiber is interconnected and data is distributed throughout the campus and is called
a logical fiber map. Another style of map often used to show the fiber distribution is a
physical fiber map, as shown in Figure 3-20. This map shows the routing of the fiber but
also shows detail about the terrain, underground conduit, and entries into buildings. Both
map styles are important and necessary for documentation and planning of the fiber
network. This material focuses on the documentation provided in the logical fiber map.
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FIGURE 3-20 An example of a physical fiber map (courtesy of Palo Alto Utilities).

Logical Fiber Map

Shows how the fiber is interconnected and data is distributed throughout a
campus

Physical Fiber Map

Shows the routing of the fiber but also shows detail about the terrain,
underground conduit, and entries into buildings




Referring to the logical fiber map in Figure 3-19, this campus network has two
connections to the Telco: the primary Telco demarcation (item A) in building 1 and the
secondary Telco demarcation (item B) in building 2. These two Telco connections provide
for redundant Internet and wide area network data services. If something happens in
building 1 that shuts down the external data services, Internet and WAN data traffic can be
switched to building 2. Also data traffic can be distributed over both connections to
prevent bottlenecking. Buildings 1 and 2 are interconnected with 36 multimode (mm) and
48 single-mode (sm) fibers. This is documented on the line interconnecting buildings 1
and 2 (item C) and written as 36/48 (item D). The dotted line between buildings 1 and 2
indicates the backbone or main fiber distribution for the campus network. The bulk of the
campus network data traffic travels over these fibers. The campus backbone (green dotted
line) also extends from building 2 to building 4 and from building 3 to building 5.

mim

Multimode

Sm

Single mode

Backbone

Main fiber distribution

This setup enables the data to be distributed over the campus. For example, data traffic
from the primary Telco demarcation (item A) reaches building 12 by traveling via fiber
through buildings 1-3-5-11-12. If the building 3 connection is down, then data traffic from
the primary Telco demarcation can be routed through buildings 1-2-4-7-6-5-11-12. What
happens to the data traffic for building 12 if building 5 is out of operation? In this case,
data traffic to/from buildings 11 and 12 is lost.

Item E shows a fiber connection to/from buildings 4 and 10. This fiber bundle provides an
alternative data path from the primary Telco demarcation to the other side of the campus
network.

The cabling between buildings is a mix of multimode and single-mode fiber. The older
fiber runs a 12/12 cable (12 multimode/12 single-mode). Fiber cables are bundled in
groups of 12 fibers. For example, a 12/12 fiber will have two bundles: one bundle of
multimode and one bundle of single-mode fiber. A 36/48 cable will have 3 bundles of
multimode and 4 bundles of single-mode fiber. Each bundle of fibers is color-coded as
listed in Table 3-4. For example, in a 36/48 fiber cable, the 3 bundles of multimode are in
loose tubes that are color-coded blue/orange/green. The four bundles of single mode are in
loose tubes that are color-coded brown/slate/white/red.



1/2 Blue/Orange

3/4 Green/Brown

5/6 Slate/White

7/8 Red/Black

9/10 Yellow/Violet
11/12 Rose/Aqua Marine

TABLE 3-4 The Fiber Color-code for the Twelve Fibers in a Bundle

In this example, the newer fiber cabling installations were run with a 36/48 and 24/48 mix.
Why the difference? The main reason is economics. The cost per foot (meter) of the new
fiber is cheaper, so more fiber can be placed in a cable for the same cost per foot.

The fiber connecting the buildings is typically run either in PVC conduit, which makes it
easy to add or remove fiber cables, or in trenches or tunnels. Running fiber in trenches is
very expensive and significantly increases the installation cost. (Note: Network
administrators need to be aware of any trenches being dug on campus.) Even if the budget
doesn’t allow for buying fiber at the time, at least have a conduit and pull line installed.

Fiber provides substantially increased bandwidth for building and campus networks and
can easily handle the combined traffic of PCs, switches, routers, video, and voice services.
Fiber has greater capacity, which enables faster transfer of data, minimizes congestion
problems, and provides tremendous growth potential for each of the fiber runs.

Another important application of optical Ethernet is extending the reach of the Ethernet
network from the local and campus network out to the metropolitan and wide area
networks. Essentially, optical networking is introducing Ethernet as a viable WAN
technology. Extending Ethernet into a WAN is a seamless integration of the technologies.
The Ethernet extension into the WAN simply requires optical adapters such as a GBIC
(gigabit interface converter) and two fiber strands, one for transmitting and one for
receiving. Conventional high-speed Ethernet LANs operating over fiber use the numerics
listed in Table 3-4 for describing the network configuration.

Section 3-5 Review
This section has covered the following Network+ Exam objectives.
1.4 Explain the characteristics and benefits of various WAN technologies
This section has introduced SONET, OC3, and OC12.

1.5 Install and properly terminate various cable types and connectors using the
appropriate tools

The active equipment will need some type of optical interface for the optical-
electrical signal conversion from fiber to Ethernet. One device is a GBIC, or the
Gigabit Interface Converter. In the 10 gigabits (10G) Ethernet world, several
versions of optical-to-fiber transceivers have been developed: the XENPAK, the



XPAK, and the X2 are shown in Figure 3-17(d).
4.5 Given a scenario, troubleshoot and resolve common fiber issue

This section introduce the SFP/GBIC transceiver. Industry has made this move to
increase port density on the active network equipment.

5.1 Explain the basics of change management procedures

Documenting a fiber-optic network becomes extremely important when trying to
keep track of how the data is routed and which fibers are being used. Equally
important are which fibers are available for future expansion.

5.2 Explain the basics of network theory and concepts

A block diagram for fiber distribution in a building is provided in Figure 3-18. A
logical fiber map that shows how the fiber is interconnected in a network is
provided in Figure 3-19. An example of a physical fiber map showing detail such as
terrain and entries into a building is provided in Figure 3-20.

Test Your Knowledge

1. What does the logical fiber map show? (Select all that apply.)
a. How data is distributed throughout a campus
b. The routing of the fiber
c. Terrain and underground conduits
d. How the fiber is interconnected

2. What does the physical fiber map show? (Select all that apply.)
a. The routing of the fiber
b. The LAN connections
c. Terrain issues
d. Router placement

3. What is the name of the optical-to-fiber interface used at 10 gigabits?
a. GBIC
b. 10GBIC
c. XENPAK
d. ZENPAK

3-6 Safety

Any discussion of fiber-optics or optical networking is not complete unless it addresses
safety issues, even if only briefly. As the light propagates through a fiber, two factors will
further attenuate the light if there is an open circuit:

1. A light beam will disperse or fan out from an open connector.



2. If a damaged fiber is exposed on a broken cable, the end will likely be shattered,
which will considerably disperse the light. In addition, there would be a small
amount of attenuation from the strand within the cable, plus any connections or
splices along the way.

However, there are two factors that can increase the optical power at an exposed fiber end.
1. There could be a lens in a pigtail that could focus more optical rays down the cable.

2. In the newer DWDM systems, there will be several optical signals in the same fiber;
although separate, they will be relatively close together in wavelength. The optical
power incident on the eye will then be multiplied.

There are two factors to be aware of:

1. The eye can’t see fiber-optic communication wavelength, so there is no pain or
awareness of exposure. However, the retina can still be exposed and damaged.
(Refer to Figure 3-3, the electromagnetic spectrum.)

2. Eye damage is a function of the optical power, wavelengths, source or spot
diameter, and duration of exposure.

So for those working on fiber-optic equipment:

1. DO NOT EVER look into the output connector of energized test equipment. Such
equipment can have higher powers than the communication equipment itself,
particularly OTDRs.

2. If you need to view the end of a fiber, ALWAYS turn off the transmitter, particularly
if you don’t know whether the transmitter is a laser or LED, given that lasers are
higher-power sources. If you are using a microscope to inspect a fiber, the optical
power will be multiplied.

From a mechanical point of view:

1. Good work practices are detailed in safety, training, and installation manuals.
READ AND HEED.

2. Be careful with machinery, cutters, chemical solvents, and epoxies.

3. Fiber ends are brittle and will break off easily, including the ends cut off from
splicing and connectorization. These ends are extremely difficult to see and can
become “lost” and/or easily embedded in your finger. You won’t know until your
finger becomes infected. Always account for all scraps.

4. Use safety glasses specifically designed to protect the eye when working with fiber-
optic systems.

5. Obtain and USE an optical safety kit.
6. Keep a CLEAN and orderly work area.

In all cases, be sure the craft personnel have the proper training for the job!



Section 3-6 Review
This section has covered the following Network+ Exam objectives.
5.6 Summarize safety practices

Any time you are working with fiber, you need to be careful. This section presents
an overview of safety.

Test Your Knowledge

1. The eye cannot see fiber-optic communication wavelengths, so never look into the
end of a fiber. True or False?

2. It is important to be very careful working with fiber ends. These ends are extremely
difficult to see and can become “lost” and/or easily embedded in your finger. True or
False?

Summary

This chapter introduced the field of fiber-optics and optical networking. The chapter has
provided examples using fiber to interconnect LANs in both a building and a campus
network. The major topics that the student should understand include the following:

 The advantages offered by optical networking

* The properties of light waves

* The physical and optical characteristics of optical fibers

» Attenuation and dispersion effects in fiber

* The description of the common techniques used to connect fiber
* The usage of fiber-optics in LANs, campus networks, and WANs
* System design of optical networks

» Safety considerations when working with fiber

* Analysis of OTDR waveforms
Questions and Problems

Section 3-1

1. List the basic elements of a fiber optic communication system.

2. List five advantages of an optical communications link.



Section 3-2

3. Define refractive index.

4. What are the commonly used wavelengths in fiber optic systems?

5. What part of an optical fiber carries the light?

6. What is a measure of a fiber’s light acceptance?

7. Define pulse dispersion.

8. What are the typical core/cladding sizes (in microns) for multimode fiber?

9. What is the typical core size for single-mode fiber?

10. Define mode field diameter.

Section 3-3

11. What are the two key distance-limiting parameters in fiber optic transmissions?

12. What are the four factors that contribute to attenuation?



13. Define dispersion.

14. What are three types of dispersion?

15. What is meant by the zero-dispersion wavelength?

16. What is a dispersion compensating fiber?

Section 3-4

17. What are the two kinds of light sources used in fiber-optic communication systems?

18. Why is a narrower spectra advantageous in optical systems?

19. Why is a tunable laser of importance in optical networking?

20. What is the purpose of an optical attenuator?

21. List two purposes of optical detectors.

22, What is the advantage of fusion splicing over mechanical splicing?

Section 3-5
23. Define: (a) FTTC; (b) FTTH; (c) FTTB; (d) FTTD.

24. What is the purpose of a GBIC?

25. What is the “2-deep” rule?



26. What is the purpose of a logical fiber map?

27. What are the typical maximum lengths for (a) multimode and (b) single-mode
fiber?

28. What is FDDI?

Section 3-6

29. Why is safety an important issue in optical networking?

30. A campus network is planning to put fiber-optic cables in to replace outdated
coaxial cables. They have the choice of putting in single-mode, multimode, or a
combination of single-multimode fibers in the ground. Which fiber type should they
select? Why?

31. The networking cables for a new building are being installed. You are asked to
prepare a study about which cable type(s) should be used. Discuss the issues related
to the cable selection.

Certification Questions

32. Which of the following are advantages of optical communication links. (Select
three.)

a. Extremely wide bandwidth
b. Elimination of crosstalk
c. Elimination of attenuation
d. Security
33. The stretching of a received pulse is due to (select two)
a. Multiple paths taken by the light waves
b. Misaligned connectors
c. Pulse-dispersion
d. OTDR testing
34. The broadening of a pulse due to the different path lengths taken through the fiber



by different modes is called:

a. chromatic dispersion

b. polarization mode dispersion
c. modal dispersion

d. diffusion

35. The broadening of a pulse due to different propagation of the spectral components
of the light pulse is called:

a. chromatic dispersion

b. modal dispersion

c. polarization mode dispersion
d. diffusion

36. The broadening of a light pulse due to the different propagation velocities of the X
and Y polarization components of the light pulse is called:

a. modal dispersion
b. chromatic dispersion
c. diffusion
d. polarization mode dispersion
37. What is the data rate for OC-1927?
a. 1.522 Mbps
b. 155.52 Mbps
c. 9.95 Gbps
d. 2.488 Gbps
38. What is the name of the optical-to-fiber interface used at 1 gigabit?
a. XENPAK
b. GBIC
c. 10GBIC
d. ZENPAK
39. What is the “two deep” rule relative to optical networking?

a. This means the horizontal distribution to the work floor can only have two 8P8C
connections.

b. This means the horizontal distribution to the work floor can only have two ST
connections to the fiber patch panel.

c. This is not longer an issue with high-speed single-mode fiber and wave division
multiplexing equipment.



d. This means that a building should only have the main distribution and the
intermediate distribution that feeds the horizontal distribution to the work area.

40. Which type of fiber is used is preferred for use in modern computer networks?
a. Multimode
b. Polarsized mode
c. Single-mode
d. All of these answers are correct.
41. What is the material surrounding the core of an optical waveguide called?
a. Aperture
b. Mode field
c. Step-index
d. Cladding

e. Graded-index



Chapter 4. Wireless Networking

Chapter Outline
4-1 Introduction
4-2 The IEEE 802.11 Wireless AN Standard
4-3 802.11 Wireless Networking
4-4 Bluetooth, WiMAX, RFID, and Mobile Communications
4-5 Securing Wireless LANs
4-6 Configuring a Point-to-Multipoint Wireless LAN: A Case Study

Summary
Questions and Problems

Objectives
* Define the features of the 802.11 wireless LAN standard
* Understand the components of the wireless LAN
* Explore how wireless LANs are configured
» Examine how site surveys are done for wireless LANs
* Investigate the issues of securing a wireless LAN

* Explore how to configure a point-to-multipoint wireless LAN

Key Terms

WLAN

Basic Service Set (BSS)

ad hoc

access point

transceiver

Extended Service Set (ESS)
hand-off

roaming
CSMA/CA

DSSS
ISM
FHSS




pseudorandom

hopping sequence
OFDM

U-NII

MIMO

multiuser MIMO (MUMIMOQO)
beamforming

Wi-Fi

SSID

site survey
inquiry procedure
paging procedure
piconet

pairing

Passkey

WiMAX

BWA

NLOS

last mile

Radio Frequency Identification (RFID)

backscatter
Slotted Aloha

war driving
beacon

WPA
EAP
RADIUS

This chapter examines the features and technologies used in the wireless local area
network (WLAN). Wireless networking is an extension of computer networks into the
radio frequency (RF) world. The WLAN provides increased flexibility and mobility for
connecting to a network. A properly designed WLAN for a building provides mobile
access for a user from virtually any location in the building. The user doesn’t have to look
for a connection to plug into; also, the expense of pulling cables and installing wall plates
required for wired networks can be avoided. However, a network administrator must




carefully plan the wireless LAN installation and have a good understanding of the issues
of using WLAN technologies to ensure the installation of a reliable and secure network.

WLAN

Wireless local area network

This chapter addresses the basic issues of incorporating WLAN technologies into a
network. The fundamentals of the IEEE 802.11 WLAN standard are examined in section
4-2. This includes an overview of WLAN concepts and terminology, frequency
allocations, and spread spectrum communication. The applications of WLANSs are
presented in section 4-3. This includes a look at various types of WLAN configurations,
such as point-to-point and point-to-multipoint. Other wireless networking technologies are
examined in section 4-4. This section looks at Bluetooth, WiMAX, and RFID. Anytime a
signal is transmitted over the air or even through a cable, there is some chance that the
signal can be intercepted. Transmitting data over a wireless network introduces new
security issues. Section 4-5 examines the basic issues of securing WLAN
communications. The last section (4-6) presents an example of configuring a WLAN to
provide access for users in a metropolitan area.

4-1 Introduction

Table 4-1 lists and identifies, by chapter section, where each of the CompTIA Network+
objectives are presented in this chapter. At the end of each chapter section is a review with
comments of the Network+ objectives presented in that section. These comments are
provided to help reinforce the reader’s understanding of a particular Network+ objective.
The chapter review also includes “Test Your Knowledge” questions to aid in the
understanding of key concepts before the reader advances to the next section of the
chapter. The end of the chapter includes a complete set of question plus sample
certification type questions.



Domain/  Domain/Objective Description Is Covered Section Where
Objective Objective Is

Number Covered

14 Explain the functions and applications of various 4-2
network devices

1.4 Explain the characteristics and benefits of various  4-4
WAN technologies

1.7 Differentiate between network infrastructure and 4-4
implementations

& Given a scenario, use the appropriate monitoring 4-3
tools

22 Given a scenario, analyze metrics and reports from  4-3

monitoring and tracking performance tools

2.6 Given a scenario, configure a switch using the 4-3
proper features

2.7 Install and configure a wireless LAN infrastructure  4-2, 4-3, 4-4,
and implement the appropriate technologies in 4-6
support of wireless-capable devices

3.2 Compare and contrast common network 4-5
vulnerabilities and threats

3.3 Given a scenario, implement network-hardening 4-2, 4-3, 4-5
techniques
3.6 Explain the purpose of various network access 4-5

control models

4.2 Given a scenario, analyze and interpret the output  4-3
of troubleshooting tools

4.3 Given a scenario, troubleshoot and resolve common  4-2, 4-3, 4-6
wireless issues

5.2 Explain the basics of network theory and concepts  4-2, 4-4

TABLE 4-1 Chapter 4 CompTIA Network+ Objectives

4-2 The IEEE 802.11 Wireless LAN Standard

A typical computer network uses twisted-pair and fiber-optic cable to interconnect LANS.
Another media competing for use in higher data-rate LANs is wireless, based on the IEEE
802.11 wireless standard. The advantages of wireless include

* A cost-effective networking media for use in areas that are difficult or too costly to
wire

 User mobility in the workplace



Wireless networks have become more and more the network of choice in environments
such as home, small offices, and public places. Being able to connect to the network
without a wire is convenient for users, not to mention the cost is much lower. In the age of
laptops and mobile devices, wireless opens the door to user mobility in the workplace.
User mobility provides flexibility. Workers can potentially access the network or wireless
data services from virtually any location within the workplace. Accessing information
from the network is as easy as if the information were on a USB drive.

The benefits of wireless networks in the workplace are numerous. To provide wireless
connectivity, the network administrator must be sure the network services are reliable and
secure. Providing reliable network services means the administrator must have a good
understanding of WLAN configurations and technologies. This and the following sections
examine the fundamentals of wireless networking; the 802.11 standard and its family,
802.11a, 802.11b, 802.11g, 802.11n, and 802.11ac; and how WLANSs are configured.

The IEEE 802.11 WLAN standard defines the physical (PHY) layer, the medium access
control (MAC) layer, and the media access control (MAC) management protocols and
services.

The PHY (physical) layer defines the following:

» The method of transmitting the data, which can be either RF or infrared (although
infrared is rarely used)

» The MAC layer defined

* The reliability of the data service

* Access control to the shared wireless medium
* Protecting the privacy of the transmitted data

The wireless management protocols and services are authentication, association, data
delivery, and privacy.

The fundamental topology of the WLAN is the Basic Service Set (BSS). This is also
called the independent Basic Service Set, or ad hoc network. Figure 4-1 provides an
example of an ad hoc network. In this network, the wireless clients (stations) communicate
directly with each other. This means the clients have recognized the other stations in the
WLAN and have established a wireless data link.




FIGURE 4-1 An example of the independent Basic Service Set or “ad hoc” network.

Basic Service Set (BSS)

Term used to describe an independent network

Ad Hoc

Another term used to describe an independent network

The performance of the Basic Service Set can be improved by including an access point.
The access point is a transmit/receive unit (transceiver) that interconnects data from the
wireless LAN to the wired network. Additionally, the access point provides 802.11 MAC
layer functions and supports bridge protocols. The access point typically uses an RJ-45
jack for connecting to the wired network. If an access point is being used, users establish a
wireless communications link through it to communicate with other users in the WLAN or
the wired network, as shown in Figure 4-2.
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FIGURE 4-2 Adding an access point to the Basic Service Set.

Access Point

A transceiver used to interconnect a wireless and a wired LAN

Transceiver

A transmit/receive unit

If data is being sent from PC-A to PC-D, the data is first sent to the access point and then
relayed to PC-D. Data sent from a wireless client to a client in the wired LAN also passes
through the access point. The users (clients) in the wireless LAN can communicate with
other members of the network as long as a link is established with the access point. For
example, data traffic from PC-A to PC-E will first pass through the access point and then
to PC-E in the wired LAN.

The problem with the Basic Service Set is that mobile users can travel outside the radio
range of a station’s wireless link with one access point. One solution is to add multiple
access points to the network. Multiple access points extend the range of mobility of a
wireless client in the LAN. This arrangement is called an Extended Service Set (ESS).
An example is provided in Figure 4-3. The mobile computer will establish an authorized
connection with the access point that has the strongest signal level (for example, AP-1).
As the user moves, the signal strength of the signal from AP-1 will decrease. At some
point, the signal strength from AP-2 will exceed AP-1, and the wireless bridge will
establish a new connection with AP-2. This is called a hand-off. This is an automatic




process for the wireless client adapter in 802.11, and the term used to describe this is

roaming.
Laptop
Computer

Y

]

\/ \/

AP-1 AP-3

AP-2

FIGURE 4-3 An example of an Extended Service Set used for increased user mobility.

Extended Service Set (ESS)

The use of multiple access points to extend user mobility

Hand-off

When the user’s computer establishes an association with another access
point

Roaming

The term used to describe a user’s’ ability to maintain network connectivity as
he moves through the workplace

Network access in 802.11 uses a technique called carrier sense multiple access/collision
avoidance (CSMA/CA). In CSMA/CA, the client station listens for other users of the
wireless network. If the channel is quiet (no data transmission), the client station can
transmit. If the channel is busy, the station(s) must wait until transmission stops. Each
client station uses a unique random back-off time. This technique prevents client stations
from trying to gain access to the wireless channel as soon as it becomes quiet. Currently
four physical layer technologies are being used in 802.11 wireless networking. These are
direct sequence spread spectrum (DSSS), frequency hopping spread spectrum (FHSS),
infrared, and orthogonal frequency division multiplexing (OFDM). DSSS is used in
802.11b/g/n wireless networks, and OFDM is used in 802.11a, 802.11g, and 802.11n. Note



that 802.11g/n use both DSSS and OFDM technology.

CSMA/CA

Carrier sense multiple access/collision avoidance

802.11 DSSS implements 14 channels (each consuming 22MHz) over approximately
90MHz of RF spectrum in the 2.4GHz ISM (industrial, scientific, and medical) band.
DSSS is a technique used to spread the transmitted data over a wide bandwidth; in this
case it is a 22MHz bandwidth channel. Table 4-2 lists the frequency channels used in
North America. Note that only 11 channels out of 14 channels are made available in North
America. Figure 4-4 shows an example of the frequency spectrum for 3-channel DSSS.

Channel Number Frequency (GHz)
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2.432
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TABLE 4-2 North American DSSS Channels
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FIGURE 4-4 An example of the three channels in the DSSS spectrum.

DSSS

Direct sequence spread spectrum




ISM

Industrial, scientific, and medical

In frequency hopping spread spectrum (FHSS), the transmit signal frequency changes
based on a pseudorandom sequence. Pseudorandom means the sequence appears to be
random but in fact does repeat, typically after some lengthy period of time. FHSS uses 79
channels (each 1IMHz wide) in the ISM 2.4GHz band. FHSS requires that the transmitting
and receiving units know the hopping sequence (the order of frequency changes) so that a
communication link can be established and synchronized. FHSS data rates are typically
1Mbps and 2Mbps. FHSS is not commonly used anymore for wireless LANSs. It’s still part
of the standard, but very few (if any) FHSS wireless LAN products are sold.

FHSS

Frequency hopping spread spectrum

Pseudorandom

The number sequence appears random but actually repeats

Hopping Sequence

The order of frequency changes

The maximum transmit power of 802.11b wireless devices is 1000 mW; however, the
nominal transmit power level is 100 mW. The 2.4GHz frequency range used by 802.11b/g
is shared by many technologies, including Bluetooth, cordless telephones, and microwave
ovens.

LANSs emit significant RF noise in the 2.4GHz range that can affect wireless data. A
significant improvement in wireless performance is available with the IEEE 802.11a
standards. The 802.11a equipment operates in the 5GHz range and provides significant
improvement over 802.11b with respect to RF interference.

Another technique used in the 802.11 standard is orthogonal frequency division
multiplexing (OFDM). The basic idea behind this technique is to divide the signal
bandwidth into smaller subchannels and to transmit the data over these subchannels in
parallel. These subchannels can be overlapping, but they will not interfere with each other.
The subchannels are mathematically orthogonal, which yields uncorrelated or independent
signals.

OFDM

Orthogonal frequency division multiplexing

The 802.11a standard transports the data over 12 possible channels in the Unlicensed
National Information Infrastructure (U-NII). U-NII was set aside by the FCC to support



short-range, high-speed wireless data communications. Table 4-3 lists the operating
frequencies for 802.11a; Table 4-4 lists the transmit power levels for 802.11a.

36 5.180

40 5.20 Lower band
44 5.22

48 5.24

e 5.26

56 5.28 Middle band
60 5.30

64 5.32

149 5.745

153 5.765 Upper band
157 5.785

161 5.805

TABLE 4-3 IEEE 802.11a Channels and Operating Frequencies

Band Power Level

Lower 40 mW
Middle 200 mW
Upper 800 mW

TABLE 4-4 Maximum Transmit Power Levels for 802.11a with a 6dBi Antenna Gain

U-NII

Unlicensed National Information Infrastructure

IEEE 802.11a equipment is not compatible with 802.11b, 802.11g, or 802.11n. The good
aspect of this is that 802.11a equipment will not interfere with 802.11b, g, or n; therefore,
802.11a and 802.11b/g/n links can run next to each other without causing any interference.
Figure 4-5 illustrates an example of the two links operating together.



FIGURE 4-5 An example of an 802.11a installation and an 802.11b link running
alongside each other.

The downside of 802.11a is the increased cost of the equipment and increased power
consumption because of the OFDM technology. This is of particular concern with mobile
users because of the effect it can have on battery life. However, the maximum usable
distance (RF range) for 802.11a is about the same or even greater than that of 802.11b/g/n.

Another IEEE 802.11 wireless standard is IEEE 802.11g. The 802.11g standard supports
the higher data transmission rates of 54Mbps but operates in the same 2.4GHz range as
802.11b. The 802.11g equipment is also backward compatible with 802.11b equipment.
This means that 802.11b wireless clients will be able to communicate with the 802.11g
access points and the 802.11g wireless client equipment will communicate with the
802.11b access points.

The obvious advantage of this is that a company with an existing 802.11b wireless
network will be able to migrate to the higher data rates provided by 802.11g without
having to sacrifice network compatibility. In fact, new wireless equipment support both
the 2.4GHz and 5GHz standards, giving it the flexibility of high speed, compatibility, and
noninterference.

Another entry into wireless networks is the 802.11n. This wireless technology operates in
the same ISM frequency as 802.11b/g (2.4GHz) and can also operate in the 5GHz band. A
significant improvement with 802.11n is Multiple Input Multiple Output (MIMO). MIMO
uses a technique called space-division multiplexing, where the data stream is split into
multiple parts called spatial streams. The different spatial streams are transmitted using
separate antennas. With MIMO, doubling the spatial streams doubles the effective data
rate. The downside of this is the possibility of increased power consumption. The 802.11n
specification includes a MIMO power-save mode. With this, 802.11n only uses multiple
data paths when faster data transmission is required—thus saving power.

MIMO

A space-division multiplexing technique where the data stream is split into
multiple parts called spatial streams

The latest addition to the 802.11 family is 802.11ac. The 802.11ac technology operates in

the 5GHz band. It uses a new version of MIMO technology with eight spatial streams and
has channels up to 80MHz wide. This is called Multiuser MIMO (MUMIMO). 802.11ac
incorporates standardized beamforming. Beamforming is a technique that is used to




direct transmission of the radio signal to a specific device. The benefit of this is increasing
data throughput while reducing power consumption. 802.11n used beamforming, but it
was not standardized. The transmit range for 802.11ac is similar to or better than 802.11n.

Multiuser MIMO (MUMIMO)
Use of MIMO technology with eight spatial streams

Beamforming

A technique used to direct transmission of the radio signal to a specific device

Table 4-5 provides a summary of 802.11n and 802.11ac in terms of their compatibility
with other Wi-Fi technologies and frequencies supported.

802.11n 802.11ac
Backward-compatible with 802.11g, 802.11b, and 802.11a 802.11n

Frequencies supported 2.4GHz and 5GHz 5GHz

TABLE 4-5 A Summary of 802.11ac and 802.11n

Wireless networks also go by the name Wi-Fi, which is the abbreviated name for the Wi-
Fi Alliance (Wi-Fi stands for wireless fidelity). The Wi-Fi Alliance is an organization
whose function is to test and certify wireless equipment for compliance with the 802.11x
standards, the group of wireless standards developed under the IEEE 802.11 standard. The
following list provides a summary of the most common wireless standards:

* 802.11a (Wireless-A): This standard can provide data transfer rates up to 54Mbps
and an operating range up to 75 feet. It operates at 5GHz. (Modulation—OFDM)

* 802.11b (Wireless-B): This standard can provide data transfer rates up to 11Mbps
with ranges of 100—150 feet. It operates at 2.4GHz. (Modulation—DSSS)

Wi-Fi

Wi-Fi Alliance—an organization that tests and certifies wireless equipment
for compliance with the 802.11x standards

* 802.11g (Wireless-G): This standard can provide data transfer rates up to 54Mbps
up to 150 feet. It operates at 2.4GHz. (Modulation—DSSS or OFDM)

* 802.11n (Wireless-N): This high-speed wireless connectivity promises data transfer
rates over 200+ Mbps. It operates at 2.4GHz and 5GHz. (Modulation—DSSS or
OFDM)

* 802.11i: This standard for WLANSs provides improved data encryption for networks
that use the 802.11a, 802.11b, and 802.11g standards

* 802.11r: This standard is designed to speed hand-offs between access points or cells
in a WLAN. This standard is a critical addition to 802.11 WLAN:Ss if voice traffic is



to become widely deployed

* 802.11ac: This is the next generation of high-speed wireless connectivity. This
technology promises data rates up to 1Gbps and operates over the 5GHz band.

Section 4-2 Review
This section has covered the following Network+ Exam objectives:
1.1 Explain the functions and applications of various network devices

This section introduced the access point, a transmit/receive unit (transceiver) that
interconnects data from the wireless LAN to the wired network.

2.7 Install and configure a wireless LAN infrastructure and implement the
appropriate technologies in support of wireless-capable devices

This section examined the 802.11a/b/g/n/ac standards and the issues of transmit
distance, data speed, and frequencies. This section also introduced the concept of
MIMO, which is used to increase the effective transmit data rate.

3.3 Given a scenario, implement network-hardening techniques

This section introduced the concept of authentication for accessing a wireless
network.

4.3 Given a scenario, troubleshoot and resolve common wireless issues

This section discussed the many wireless standards, including compatibility issues.
Tables 4-2, 4-3, and 4-5 provide a list of the frequencies used in 802.11 wireless
networks.

5.2 Explain the basics of network theory and concepts

802.11 wireless systems use CSMA/CA for managing network access. You should
make sure you understand the difference between CSMA/CA and CSMA/CD.

Test Your Knowledge
1. 802.11ac networking equipment is compatible with 802.11b. True or False?
2. 802.11g networking equipment is compatible with 802.11b. True or False?
3. 802.11a and 802.11b wireless networks can run side-by-side. True or False?

4. 802.11ac networking equipment is compatible with 802.11n. True or False?




4-3 802.11 Wireless Networking

A wireless LAN can be configured in many ways to meet the needs of an organization.
Figure 4-6 provides an example of a basic 802.11b/g/n WLAN configuration. Each PC is
outfitted with a wireless LAN adapter card. The PC cards come in many styles, such as
PCI, ISA, PCMCIA, and USB, and some units are external to the computer. Today, most
computer desktops and especially computer laptops are equipped with a wireless adapter.
The wireless adapter (wireless LAN adapter) is the device that connects the client to the
wireless medium. The medium is typically a radio wave channel in the 2.4GHz or 5GHz
ISM band. The wireless medium can also be infrared, although this is not used very often.
The following services are provided by the wireless LAN adapter:

* Delivery of the data
» Authentication

* Privacy

Wired
LAN
«— RJ-45 CAT6/5e
Switch ~ Ethernet Connection
or Hub r._ ::::::::::::ﬂ

() ()

Access Point

Wireless LAN-X

))) ))) )))

FIGURE 4-6 The setup for a basic WLAN.



One of the biggest misconceptions about wireless is that it does not require a wired
connection. This is not quite correct. The connection to a wired LAN is provided by a
wireless access point, which provides a bridge between the wireless LAN and the wired
network. A physical cable connection (typically CAT6/5e) ties the access point to the
wired network’s switch or hub (typically Ethernet).

For example, computer PC-A shown in Figure 4-6 sends a data packet to PC-D, a
destination in the wired LAN. PC-A first sends a data packet over the wireless link. The
access point recognizes the sender of the data packet as a host in the wireless LAN-X and
allows the wireless data to enter the access point. At this time, the data is sent out the
physical Ethernet connection to the wired LAN. The data packet is then delivered to PC-D
in the wired LAN.

A question should come up at this point: “How does the access point know that the
wireless data packet is being sent from a client in the wireless LAN?”

The answer is the 802.11 wireless LAN devices use an SSID to identify what wireless data
traffic is allowed to connect to the network. The SSID is the wireless service set identifier,
basically a password that enables the client to join the wireless network.

SSID

Service set identifier

The access point uses the SSID to determine whether the client is to become a member of
the wireless network. The term association is used to describe that a wireless connection
has been obtained.

Another common question is “Why does the access point have two antennas?” The answer
is that the two antennas implement what is called spatial diversity. This antenna
arrangement improves received signal gain and performance.

Figure 4-7 provides an example of the information displayed on the wireless adapter’s
console port when an association is made. The text indicates that a connection has been
made to a parent (access point) whose MAC address is 00-40-96-25-9d-14. The text
indicates this MAC address has been “added” to the list of associations. This type of
information is typically available via the wireless management software that comes with
the wireless PC or PCMCIA adapter.

Available Accesz Points
Ethernet Address [BS51D] ] Ehannel] Type / Status ] Nu:uise] Signal
.,l_lg 00:40:96:25:90:14 B Roaming / Azzociated 1] 9

Mumber of available access pointz: 1 Close | Befrezh ‘ Help ‘

FIGURE 4-7 An example of the information displayed when an association is made by
a client with an access point.

Access points use the association to build a table of users (clients) on the wireless
network. Figure 4-8 provides an example of an association table. The association table



lists the MAC addresses for each networking device connected to the wireless network.
The access point then uses this table to forward data packets between the access point and
the wireless network. The wireless client adapter will also notify the user if the client has
lost an association with the access point. An example of this also is provided in Figure 4-
8.

“& wireless - HyperTerminal
File Edit View Call

D= A2 P

Transfer Help

> 0:10:27 S Lost our association, radio restarted
0:10:27 E Node Airon-259d14 AP4800E AP4800E_259d14 removed

| £

Connected 0:07:31

Auto detect 9600 3-N-1

FIGURE 4-8 An example of a “lost” association.

A wireless bridge is a popular choice for connecting LANs (running similar network
protocols) even if the LANSs are miles apart. Examples are provided in Figure 4-9(a) and
4-9(b). Figure 4-9(a) shows a point-to-point wireless bridge. Each building shown in
Figure 4-9(a) has a connection from the wireless bridge to the building’s LAN, as shown
in Figure 4-10. The wireless bridge then connects to an antenna placed on the roof. A clear
(line-of-sight) transmission path must exist between the two buildings; otherwise, signal
attenuation (loss) or signal disruption can result. Antenna selection is also critical when
configuring the connection. This issue is addressed in section 4-5. The antenna must be
selected so that the signal strength at the receiving site is sufficient to meet the required
received signal level.
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FIGURE 4-9 Examples of (a) point-to-point and (b) point-to-multipoint wireless bridge
configurations.
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FIGURE 4-10 The wireless bridge connection to the wired network inside the building.

Figure 4-9(b) shows how a wireless bridge can be used to connect multiple remote sites to
the main transmitting facility. Each building uses a bridge setup similar to that shown in
Figure 4-10. The bridge connects to its respective LAN. In this case, Bld-A uses an
antenna that has a wide coverage area (radiation pattern). The key objective with antenna
selection is that the antenna must provide coverage for all receiving sites (in this case,
Bld-B and BId-C).

Wireless LANs have a maximum distance the signal can be transmitted. This is a critical
issue inside buildings when user mobility is required. Many obstacles can reflect and
attenuate the signal, causing reception to suffer. Also, the signal level for mobile users is
hampered by the increased distance from the access point. Distance is also a critical issue
in outdoor point-to-multipoint wireless networks.

A solution is to place multiple wireless access points within the facility, as shown in
Figure 4-11. Mobile clients will be able to maintain a connection as they travel through the
workplace because the wireless client will automatically select the access point that
provides the strongest signal level. The access points can be arranged so that overlapping
coverage of the workplace is provided, thus enabling seamless roaming for the client. The
signal coverage is shown in the shape of circles in Figure 4-11. In actual practice, the



radiation patterns are highly irregular due to reflections of the transmitted signal.
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FIGURE 4-11 An example of configuring multiple access points to extend the range
for wireless connectivity.

It is important to verify that sufficient RF signal level is available for the users in the
WLAN. This is best accomplished by performing a site survey. Inside a building, a site
survey is performed to determine the best location(s) for placing the access point(s) for
providing maximum RF coverage for the wireless clients. Site surveys are also done with
outside installations to determine the coverage area.



Site Survey

Performed to determine the best location(s) for placing the access point(s) to
provide maximum RF coverage for the wireless clients

A site survey for indoor and outdoor installations should obtain the following key
information:

* Indoor

* Electrical power

» Wired network connection point(s)

* Access point placement

* RF coverage—user mobility

* Bandwidth supported

* Identify any significant RF interference
* Outdoor

* Electrical power (base access point)

* Connection back to the home network

* Antenna selection

* Bandwidth supported

* RF coverage

* Identify any significant RF interference

For example, a site survey was conducted to determine access point placement to provide
wireless network connectivity for a building. The objective was to provide mobile client
access throughout the building. The building already had two wired connections available
for placing an access point. Figure 4-12 provides the floor plan for the building.
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FIGURE 4-12 The floor plan of the building being surveyed for a wireless LAN.

The available wired network connections are indicated in the drawing. The site survey
began with placing an access point at position 1. A wireless mobile client was used to
check the signal throughout the building. This used to be performed by a laptop with a
WLAN adapter. Today, many more options are available. Handheld devices, such as
tablets and smartphones, can be conveniently used for wireless suite survey. Their form
factor and mobility are perfect for this purpose. Most of these devices are already
equipped with a built-in wireless chip. All they need is the appropriate wireless software
or app, and there are many of them out there. The following example shows the test results
gathered from an Android tablet with a free Wi-Fi Analyzer app installed.

Figure 4-13 shows the snapshot of the wireless environment within the area. The graph
shows the signal strength of all wireless SSIDs found. The signal strength is the wireless
signal power level and it is represented in —.dBm format, from 0 to —100. This is the power
ratio in dB of the measured power referenced to one milliwatt. The closer the value is to 0,
the stronger the signal. The stronger the signal, the more reliable the wireless connection
is. Wireless is everywhere today, so do not be too surprise to see more SSIDs than just
yours. For this example, the site survey is intended for the wireless SSID “ET377.” As the
graph shows, it has the strongest signal of all SSIDs.
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FIGURE 4-13 The snapshot of the RF signal environment.

The first measurement was taken at point A, as shown in Figure 4-14. Notice that the
signal strength is at —-43 dBm, which is an excellent connection. This will change if the
signal level decreases significantly.



ET377 (e0:3f:49:03:a2:2c)
FIGURE 4-14 The RF signal strength observed at point A.

The next observation was made at point B. The signal strength is measured at —52 dBm.
The signal has decreased somewhat, but it is still in the green zone, which indicates that a
connection is still good. Figure 4-15 shows the observation made at point B. The signal
level drops to —67 dBm, which is in the yellow zone, at point C, as shown in Figure 4-16.
This connection is fair.
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FIGURE 4-15 The RF signal strength at point B.
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FIGURE 4-16 The drop in the signal quality to “Fair” at point C.

The mobile client was moved to point D in the building, and a signal quality of “Out of
range” was observed. This is also called a loss of association with the access point. Figure
4-17 shows the observed signal level.
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FIGURE 4-17 The “Out of range” measurement for point D.

The site survey shows that one access point placed at point 1 in the building is not
sufficient to cover the building’s floor plan. The survey shows that the additional cost of
another access point is easily justified for providing full building wireless LAN coverage.
The building has two wired network connections available for placing an access point
(points 1 and 2). It was decided to place another access point at point 2. The site survey
was repeated, and it showed that “Excellent” signal strength was obtained throughout the
building. In some cases, a range extender can be used to provide additional wireless
coverage. This device basically extends the reach of the wireless network.

Section 4-3 Review
This section has covered the following Network+ Exam objectives:
2.1 Given a scenario, use appropriate monitoring tools

This section has presented techniques for preparing a site survey and developing an



understanding of signal strength.

2.2 Given a scenario, analyze metrics and reports from monitoring and
tracking performance tools

This section demonstrated the use of monitoring tools to perform a site survey.

2.7 Install and configure a wireless LAN infrastructure and implement the
appropriate technologies in support of wireless capable devices

This section presented a look a configuring a WLAN for a building. The discussions
includes examples of measurements taken at various locations within the building.

3.3 Given a scenario, implement network-hardening techniques

The authentication services provided by the wireless LAN adapter are introduced in
this section.

4.2 Given a scenario, analyze and interpret the output of troubleshooting tools

This section demonstrates the use of a site survey for a wireless facility. Various RF
measurements are presented.

4.3 Given a scenario, troubleshoot and resolve common wireless issues

This section addresses preparing a site to support access point placement and the
changes in signal strength as a result of environmental factors.

Test Your Knowledge

1. The term association is characterized by which of the following?
a. Describe that a wireless connection has been obtained.
b. Describe the MAC address of the client.
c. Prevent unauthorized network access.
d. Prevent excessive routing.

2. Site Surveys provide the following:
Best location for placing access points
Power connection
RF coverage
Antenna selection
IP address selection

True or False?




4-4 Bluetooth, WiMAX, RFID, and Mobile Communications

This section looks at four wireless technologies: Bluetooth, WiMAX, RFID, and Mobile.

Each of these technologies plays an important role in the wireless networks. The sections

that follow examine each of these wireless technologies, including a look at configuration
and examples of the hardware being used.

Bluetooth

This section examines another wireless technology called Bluetooth, based on the 802.15
standard. Bluetooth was developed to replace the cable connecting computers, mobile
phones, handheld devices, portable computers, and fixed electronic devices. The
information normally carried by a cable is transmitted over the 2.4GHz ISM frequency
band, which is the same frequency band used by 802.11b/g/n. There are three output
power classes for Bluetooth. Table 4-6 lists the maximum output power and the operating
distance for each class.

Power Class Maximum OQutput Power Operating Distance
i} 20 dBm ~ 100 m

2 4 dBm ~10m

3 0 dBm ~1m

TABLE 4-6 Bluetooth Output Power Classes

When a Bluetooth device is enabled, it uses an inquiry procedure to determine whether
any other Bluetooth devices are available. This procedure is also used to allow itself to be
discovered.

If a Bluetooth device is discovered, it sends an inquiry reply back to the Bluetooth device
initiating the inquiry. Next, the Bluetooth devices enter the paging procedure. The paging
procedure is used to establish and synchronize a connection between two Bluetooth
devices. When the procedure for establishing the connection has been completed, the
Bluetooth devices will have established a piconet. A piconet is an ad hoc network of up to
eight Bluetooth devices such as a computer, mouse, headset, earpiece, and so on. In a
piconet, one Bluetooth device (the master) is responsible for providing the
synchronization clock reference. All other Bluetooth devices are called slaves.

Paging Procedure

Used to establish and synchronize a connection between two Bluetooth
devices

Piconet

An ad hoc network of up to eight Bluetooth devices

The following is an example of setting up a Bluetooth network linking a Mac OS X
computer to another Bluetooth-enabled device. To enable Bluetooth on the Mac OS X,



click Apple > Systems Preferences. Under hardware, select Bluetooth> Settings, and the
window shown in Figure 4-18 will open. Click the Bluetooth Power button to turn on
Bluetooth. Click Discoverable. This enables other Bluetooth devices to find you.

8en Bluetooth =

Show all | Displays Sound Metwork Startup Disk

[ Settings | File Exchange | Devices

Bluetooth Power: On I\ Turn Bluetooth Off j}

Bluetooth Device Name: hollymac

The device name is the same as the Computer Mame in Sharing preferences.

@Discaverable

This will allow other Bluetooth devices to find your computer. If this is disabled,
other devices will still be able to connect to your computer.

| Require Authentication

[ Use Encryption
This will require Bluetooth devices to authenticate before making connections to
your computer. This will also secure all data sent over Bluetooth.

| Support Non-Conforming Phones
This provides better connections with older BEluetooth phones.

_| Allow Bluetooth devices to wake this computer
| Open Bluetooth Setup Assistant at startup when no input device is present

@Shcw Bluetooth status in the menu bar

FIGURE 4-18 The window for configuring the Bluetooth settings.

In the next step you will select the device with which you will be establishing a Bluetooth
connection. Select Devices > Set-up New Device > Turn Bluetooth On if it is not
already on. You will next be guided using the Bluetooth Setup Assistant and will be
asked to select the device type. You have the choice of connecting to a mouse, keyboard,
mobile phone, printer, or other device. In this case, Other Device is selected. This choice
is selected when connecting to another computer. The Bluetooth Device Setup will search
for another Bluetooth device. A notification on the screen will alert you when another
Bluetooth device is found. Select Continue if this is the device you want to connect to. It
is called pairing when another Bluetooth device is set up to connect to another Bluetooth
device. You might be asked for a Passkey. The Passkey is used in Bluetooth Security to
limit outsider access to the pairing. Only people with the Passkey will be able to pair with
your Bluetooth device.

Pairing

When a Bluetooth device is set up to connect to another Bluetooth device




Passkey

Used in Bluetooth Security to limit outsider access to the pairing

At this point, you are now able to transfer files between the paired devices. This requires
that the file exchange settings for the device have been set to allow files to come in. Figure
4-19 shows an example of the setup for the file transfer.

|8en Bluetooth =
T & & =
Show all Displays Sound MNetwork Startup Disk

' Settings | File Exchange | Devices |

Bluetooth File Exchange

Your computer can share files with other Bluetooth users. You can configure how your system
behaves when files are exchanged.

When receiving items: ( Prompt for each file |

When PIM items are accepted: " Ask |

LN
' o M

When other items are accepted: " Ask |

Folder for accepted items: Documents

l;: Choose Folder... :,I

Bluetooth File Transfer

[ Allow other devices to browse files on this computer

Folder other devices can browse: Public

Ii Choose Folder... :]

FIGURE 4-19 The window showing the settings for a file transfer.

The screen shown in Figure 4-20 shows an incoming text file. The File Transfer menu
enables the user to select where received files are saved. In this case, the incoming files
are being saved to the desktop.

®en Incoming File Transfer

9 JBEASLEY-LAP
N

Mame: bluetooth - set-up.doc

Kind: Microsoft Word document
Size: 23.5 KB

FIGURE 4-20 The window showing that a text file is coming in from another
Bluetooth device.

This example has demonstrated setting up Bluetooth on a Mac OS X. The steps for setting
up Bluetooth on Windows 10, Windows 8, or even a Blackberry differ slightly, but the



basic steps are the same. The following are the basic steps you need to complete to pair
with another Bluetooth device:

1. Enable the Bluetooth radio.
2. Enable Discoverability (this enables other Bluetooth devices to find you).

3. Select the device for pairing.

WIMAX

WiMAX (Worldwide Interoperability for Microwave Access) is a broadband wireless
system that has been developed for use as broadband wireless access (BWA) for fixed and
mobile stations and can provide a wireless alternative for last mile broadband access in the
2GHz-66GHz frequency range. BWA access for fixed stations can be up to 30 miles,
whereas mobile BWA access is 3—10 miles. Internationally, the WIMAX frequency
standard is 3.5GHz, while the United States uses both the unlicensed 5.8GHz and the
licensed 2.5GHz spectrum. There are also investigations with adapting WiMAX for use in
the 700MHz frequency range. Information transmitted at this frequency is less susceptible
to signal blockage due to trees. The disadvantage of the lower frequency range is the
reduction in the bandwidth.

WIMAX
A broadband wireless system based on the IEEE 802.16e standard

BWA

Broadband wireless access

WiMAX uses Orthogonal Frequency Division Multiplexing (OFDM) as its signaling
format. This signaling format was selected for the WiMAX standard IEEE 802.16a
standard because of its improved NLOS (non-line-of-sight) characteristics in the 2GHz—
11GHz frequency range. An OFDM system uses multiple frequencies for transporting the
data, which helps minimize multipath interference problems. Some frequencies may be
experiencing interference problems, but the system can select the best frequencies for
transporting the data.

NLOS
Non-line-of-sight

WiMAX also provides flexible channel sizes (for example, 3.5MHz, 5MHz, and 10MHz),
which provides adaptability to standards for WiMAX worldwide. This also helps ensure
that the maximum data transfer rate is being supported. For example, the allocated channel
bandwidth could be 6MHz, and the adaptability of the WiMAX channel size allows it to
adjust to use the entire allocated bandwidth.

Additionally, the WIMAX (IEEE 802.16e) media access control (MAC) layer differs from
the IEEE 802.11 Wi-Fi MAC layer in that the WiMAX system has to compete only once



to gain entry into the network. When a WiMAX unit has gained access, it is allocated a
time slot by the base station, thereby providing the WiMAX with scheduled access to the
network. The WiMAX system uses time division multiplexing (TDM) data streams on the
downlink and time-division multiple access (TDMA) on the uplink and centralized
channel management to ensure time-sensitive data is delivered on time. Additionally,
WiMAX operates in a collision-free environment, which improves channel throughput.

WiMAX has a range of up to 30 miles, and it operates in both point-to-point and point-to-
multipoint configurations. This can be useful in situations where DSL or cable network
connectivity is not available. WiMAX is also useful for providing the last mile connection.
The last mile is basically the last part of the connection from the telecommunications
provider to the customer. The cost of the last mile connection can be expensive, which
makes a wireless alternative attractive to the customer.

Last Mile

The last part of the connection from the telecommunications provider to the
customer

The 802.16e WiMAX standard holds a lot of promise for use as a mobile air interface.
Another standard, 802.20, is a mobile air interface being developed for consumer use. This
standard plans to support data rates over 1Mbps, which is comparable to DSL and cable
connections. Additional 802.20 is being developed to support high-speed mobility. In
other words, the user could be in a fast car or train and still have network connectivity.

Radio Frequency Identification

Radio frequency identification (RFID) is a technique that uses radio waves to track and
identify people, animal, objects, and shipments. This is done by the principle of modulated

backscatter. The term “backscatter” is referring to the reflection of the radio waves
striking the RFID tag and reflecting back to the transmitter source with its stored unique
identification information.

Radio Frequency Identification (RFID)

A technique that uses radio waves to track and identify people, animals,
objects, and shipments

Backscatter

Refers to the reflection of the radio waves striking the RFID tag and
reflecting back to the transmitter source

Figure 4-21 illustrates the basic block for an RFID system.
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FIGURE 4-21 Basic block diagram of an RFID system.
The RFID system consists of two things:

* An RFID tag (also called the RF transponder) includes an integrated antenna and
radio electronics.

* A reader (also called a transceiver) consists of a transceiver and an antenna. A
transceiver is the combination of a transmitter and receiver.

The reader (transceiver) transmits radio waves, which activates (turns on) an RFID tag.
The tag then transmits modulated data, containing its unique identification information
stored in the tag, back to the reader. The reader then extracts the data stored on the RFID
tag.

The RFID idea dates back to 1948, when the concept of using reflected power as a means
of communication was first proposed. The 1970s saw further development in RFID
technology—in particular, a UHF scheme that incorporates rectification of the RF signal
for providing power to the tag. Development of RFID technology significantly increased
in the 1990s. Applications included toll collection that allowed vehicles to pass through
tollbooths at highway speeds while still being able to record data from the tag.

Today, RFID technology is being used to track inventory shipments for major commercial
retailers, the transportation industries, and the Department of Defense. Additionally, RFID
applications are being used in Homeland Security in tracking container shipments at
border crossings. Additionally, RFID is being incorporated into WLAN computer
networks to keep better track of inventory. Wireless technologies are becoming more
important for the enterprise. RFID technology is being used as a wireless means for asset
tracking and as a result is placing more importance on its role in the network. The tracking
technology is even being extended to tracking Wi-Fi devices within the WLAN
infrastructure.

There are three parameters that define an RFID system. These include the following:
* Means of powering the tag
* Frequency of operation

» Communications protocol (also called the air interface protocol)

Powering the Tag

RFID tags are classified in three ways based on how they obtain their operating power.
The three classifications are passive, semi-active, and active:



* Passive: Power is provided to the tag by rectifying the RF energy, transmitted from
the reader, that strikes the RF tag antenna. The rectified power level is sufficient to
power the ICs on the tags and also provides sufficient power for the tag to transmit a
signal back to the reader. Figure 4-22 shows an example of a passive RFID tag (also
called an inlay).

] Antenna
@ Integrated Circuit
//
i <— Substrate

FIGURE 4-22 Examples of an RFID inlay.
The tag inlays include both the RFID chip and the antenna mounted on a substrate.

* Semi-active: The tags use a battery to power the electronics on the tag but use the
property of backscatter to transmit information back to the reader.

* Active: Use a battery to power the tag and transmit a signal back to the reader.
Basically this is a radio transmitter. New active RFID tags are incorporating wireless
Ethernet, the 802.11b—Wi-Fi connectivity. An example is the G2C501 Active RFID
tag from G2 Microsystems shown in Figure 4-23. The power consumption of the
G2C501 is 10pA in the sleep mode and uses two AA batteries with an expected
lifetime of five years. The G2C501 also works in the standard 915MHz range. The
G2C501 also has location capability. This is accomplished by making Receive
Signal Strength Indicator (RSSI) measurements from three separate access points.
The three measurements provide sufficient information to make a triangulation
measurement for use in locating the object.

FIGURE 4-23 The G2C501 Active RFID tag from G2Microsystems (courtesy of
G2Microsystems).



Frequency of Operation

The RFID tags must be tuned to the reader’s transmit frequency to turn on. RFID systems
typically use three frequency bands for operation, LF, HF, and UHF as shown in Figure 4-
24:

* Low-frequency (LF) tags typically use frequency-shift keying (FSK) between the
125/134KHz frequencies. The data rates from these tags is low (~12Kbps), and they
are not appropriate for any applications requiring fast data transfers. However, the
low-frequency tags are suitable for animal identification, such as dairy cattle and
other livestock. The RFID tag information is typically obtained when the livestock
are being fed. The read range for low-frequency tags is approximately .33 meters.

* High-frequency (HF) tags operate in the 13.56MHz industrial band. High-
frequency tags have been available commercially since 1995. It is known that the
longer wavelengths of the HF radio signal are less susceptible to absorption by water
or other liquids. Therefore, these tags are better suited for tagging liquids. The read
range for high-frequency tags is approximately 1 meter. The short read range
provides for better defined read ranges. The applications for tags in this frequency
range include access control, smart cards, and shelf inventory. The data rate for
high-frequency (HF) tags is 26Kbps.

* Ultra-high frequency (UHF) tags work at 860-960MHz and at 2.4GHz. The data
rates for these tags can be from 50-150Kbps and greater. These tags are popular for
tracking inventory. The read range for passive UHF tags is 10-20 feet, which make
it a better choice for reading pallet tags. However, if an active tag is used, a read
range up to 100 meters is possible.

LF HF UHF
125/134 kHz 13.56 MHz 860 - 960 MHz
2.4 GHz

FIGURE 4-24 The frequency bands used by RFID tags.

Communications (Air Interface) Protocol

The air interface protocol adopted for RFID tags is Slotted Aloha, a network
communications protocol technique similar to the Ethernet protocol. In a Slotted Aloha
protocol, the tags are only allowed to transmit at predetermined times after being
energized. This technique reduces the chance of data collisions between RFID tag
transmissions and allows for the reading of up to 1000 tags per second. (Note: This is for
high-frequency tags.) The operating range for RFID tags can be up to 30 meters. This
means that multiple tags can be energized at the same time, and a possible RF data
collision can occur. If a collision occurs, the tag will transmit again after a random back-
off time. The readers transmit continuously until there is no tag collision.




Slotted Aloha

A wireless network communications protocol technique similar to the
Ethernet protocol

Mobile Communications

Today, many additional types of mobile devices can be used to access computer networks.
Examples include smartphones, laptops, tablets, and gaming devices. All of these devices
are extremely powerful and utilize wireless technology to connect to the network. This
chapter has provided an overview of many of the wireless technologies being used today.
These include the 802.11 family of Wi-Fi technologies, Bluetooth, WiMAX, and RFID.
This section provides a brief summary of the some of the other wireless technologies
currently available.

CDMA (Code Division Multiple Access)

This is a communications system in which spread-spectrum techniques are used to
multiplex more than one signal within a single channel. In this case, each device uses a
different binary sequence to modulate the carrier, spreading the spectrum of the waveform
(spread-spectrum). The signals are separated at the receiver by using a “correlator” that
accepts only the signal from the selected binary sequence.

LTE/AG

LTE, or Long Tem Evolution, is a 4G Wireless communications standard. It has been
designed to provide up to 10 times 3G network speeds.

HSPA+

HSPA+ (Evolved High-Speed Packet Access) has been developed to provide network
speeds comparable to LTE networks. Theoretical speeds for download are said to be
168Mbps and uplink 22Mbps.

3G/4G

3G (third generation) was developed to provide broadband network wireless services. The
standard defining 3G wireless is called international mobile communications, or IMT
2000.

4G (fourth generation) is the successor to 3G technology and provides download speeds of
100Mbps.

Edge
EDGE (Enhanced Data GSM Evolution) provides download speeds of 384Kbps.



Section 4-4 Review
This section has covered the following Network+ Exam objectives:
1.4 Explain the characteristics and benefits of various WAN technologies

This section has introduced WiMAX, GSM/CDMA, LTE/4G/ 3G/ HSPA+, and Edge
technologies. WiMAX can support links up to 36 miles and is a possible alternative
to provide the last-mile connection.

1.7 Differentiate between network infrastructure implementations

This section introduced the use of Bluetooth for implementing a PAN (personal area
network).

2-7 Install and configure a wireless LAN infrastructure and implement the
appropriate technologies in support of wireless-capable devices

This section has introduced various mobile devices that are now common additions
to wireless networks.

5.2 Explain the basics of network theory and concepts

This section has introduced TDM in the WiMAX system. WiMAX uses (TDM) data
streams on the downlink, time-division multiple access (TDMA) on the uplink, and
centralized channel management to ensure time-sensitive data is delivered on time.

Test Your Knowledge

1. WIMAX operates at which frequencies in the United States?
a. Both the unlicensed 5.2GHz and the licensed 2.4GHz
b. Both the unlicensed 5.3GHz and the licensed 2.6GHz
c. Both the unlicensed 13.2GHz and the licensed 5.6GHz
d. Both the unlicensed 5.8GHz and the licensed 2.5GHz

2. The range of WiMAX is up to what distance?
a. 30 kilometers
b. 30 miles
c. 30 meters
d. None of these answers is correct.

3. Bluetooth operates at which frequency?
a. SGHz
b. 100MHz
c. 2.4GHz

d. None of these answers is correct.




4-5 Securing Wireless LANS

This section provides an overview of securing 802.11 wireless LANs. The network
administrator must be aware of the security issues when configuring a wireless LAN. The
fact is, RFs will pass through walls, ceilings, and floors of a building even with low signal
power. Therefore, the assumption should never be made that the wireless data is confined
to only the user’s area. The network administrator must assume that the wireless data can
be received by an unintended user. In other words, the use of an unsecured wireless LAN
is opening a potential threat to network security.

In fact, a threat to wireless devices includes war driving. War driving is a term that
applies to driving with an antenna out the door connected to a mobile device running
Windows or Linux. A wireless card in a PC and a software application are used to detect
management packets that come from the wireless access points. Some access points allow
the management packets to be turned off. All 11 channels must be cycled through to check
for data (management packets). The software can also determine if wireless security is
turned on, the type of access points, and so on. If wireless security is not enabled, the
attacker can attempt to break into the network. If the wireless security features are not
enabled, the packets that come from the access points can be viewed.

War Driving

Using wireless equipment to detect wireless management packets

To address this threat to WLAN security, the network administrator must ensure that the
WLAN is protected by firewalls and intrusion detection (see Chapter 10, Inernet
Technologies: Out to the Internet”), and most importantly the network administrator must
make sure that the wireless security features are enabled.

This might seem to be a bold statement, but surprisingly enough, many WLANSs are
placed on a network without turning on available wireless security features. Many times
the user in the WLAN assumes that no one would break into her computer because
nothing important exists on the system. This may be true, but to an attacker, the user has
one very important item—access to the wired network through an unsecured client.

WLANS use an SSID (service set identifier) to authenticate users, but the problem is that
the SSID is broadcast in radio link beacons about 10 times per second. In WLAN
equipment, the beacons are transmitted so that a wireless user can identify an access point
to connect to. The SSID can be turned off so it isn’t transmitted with a beacon, but it is
still possible for the SSID to be obtained by packet sniffing. As noted previously, packet
sniffing is a technique used to scan through unencrypted data packets to extract
information. In this case, an attacker uses packet sniffing to extract the SSID from data
packets. Disabling SSID broadcasting will make it so that most client devices (such as
Windows PCs and laptops) won’t notice that the wireless LAN is present. This at least
keeps “casual snoopers” off the network. Enterprise-grade access points implement
multiple SSIDs, with each configured SSID having its own VLAN and wireless
configuration. This allows the deployment of a common wireless LAN infrastructure that
supports multiple levels of security, which is important for some venues such as airports
and hospitals (where there are both public and private users).



Beacon

Used to verify the integrity of a wireless link

IEEE 802.11 supports two ways to authenticate clients: open and sharekey. Open
authentication basically means that the correct SSID is being used. In sharekey
authentication, a packet of text is sent by the access point to the client with the instruction
to encrypt the text and return it to the access point. This requires that wired equivalent
privacy (WEP) be turned on. WEP is used to encrypt and decrypt wireless data packets.
The exchange and the return of the encrypted text verifies that the client has the proper
WEP key and is authorized to be a member of the wireless network. It is important to note
that shared key authentication is extremely vulnerable. As a result, it’s standard practice to
avoid the use of shared key authentication. An example of the setting for WEP encryption
is provided in Figure 4-25 (a and b). In Figure 4-25(a), the user has the WEP options of
disabled (No Privacy), 64-bit WEP (Privacy), and 128-bit WEP (More Privacy). Figure 4-
25(b) shows the wireless security settings in Windows Vista. There are clearly more
options, and these newer wireless security settings are discussed next.
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FIGURE 4-25 An example of setting WEP encryption on a wireless client.

There is some concern that WEP isn’t a strong enough encryption to secure a wireless
network. There is published information about WEP vulnerabilities, but even with this,
WEP does provide some basic security and is certainly better than operating the network
with no security.



An improvement with wireless security is provided with WPA and WPA2. WPA stands for
Wi-Fi Protected Access, and it supports the user authentication provided by 802.1x and
replaces WEP as the primary way for securing wireless transfers. WPA?2 is an improved
version of WPA. The 802.1x standard enhances wireless security by incorporating
authentication of the user. Cisco Systems uses an 802.1x authentication system called
LEAP. In Cisco LEAP, the user must enter a password to access the network. This means
that if the wireless client is being used by an unauthorized user, the password requirement
will keep the unauthorized user out of the network.

WPA
Wi-Fi Protected Access

WPA is considered to be a higher level of security for wireless systems. In the 802.1x
system, a user requests access to the wireless network via an access point. The next step is
for the user to be authenticated. At this point, the user can only send EAP messages. EAP
is the Extensible Authentication Protocol and is used in both WPA and WPA?2 by the client
computer and the access point. The access point sends an EAP message requesting the
user’s identity. The user (client computer) returns the identity information that is sent by
the access point to an authentication server. The server will then accept or reject the user’s
request to join the network. If the client is authorized, the access point will change the
user’s (client’s) state to authorized. A Remote Authentication Dial-In User Service
(RADIUS) service is sometimes used to provide authentication. This type of
authentication helps prevent unauthorized users from connecting to the network.
Additionally, this authentication helps to keep authorized users from connecting to rogue
or unauthorized access points.

EAP

Extensible Authentication Protocol

RADIUS

Remote Authentication Dial-In Service

Another way to further protect data transmitted over a WLAN is to establish a VPN
connection (see Chapter 12, Network Security”). In this way, the data is protected from an
attacker. The following are basic guidelines for wireless security:

» Make sure the wireless security features are turned on.
* Use firewalls and intrusion detection on your WLAN.
* Improve authentication of the WLAN by incorporating 802.1x features.

* Consider using third-party end-to-end encryption software to protect the data that
might be intercepted by an unauthorized user.

* Whenever possible, use encrypted services such as SSH and Secure FTP.



The bottom line is that the choice of the level of security will be based on multiple factors
within the network. For example, what is the cost benefit ratio of increased security? How
will incorporating or not incorporating increased wireless security affect users? The
network administrator and the overall management will have to make the final decision
regarding wireless security before it is installed and the network becomes operational.

Section 4-5 Review
This section has covered the following Network+ Exam objectives:
3.2 Compare and contrast common network vulnerabilities and threats

The network administrator must assume that the wireless data can be received by
an unintended user. In other words, the use of an unsecured wireless LAN is
opening a potential threat to network security. To address this threat to WLAN
security, the network administrator must ensure that the WLAN is protected by
firewalls and intrusion detection, and most importantly the network administrator
must make sure that the wireless security features are enabled.

3.3 Given a scenario, implement network-hardening techniques

This section has provided an overview of WEP, WPA, and the WPAZ2 wireless
encryption protocols. Information for each protocol has been discussed as well as
possible weaknesses. It is important to understand that these protocols provide
some support of security and are much better than not running any security
protocol.

3.6 Explain the purpose of various network access control models

The 802.1x standard is introduced in this section. This standard enhances wireless
security by incorporating authentication of the user.

Test Your Knowledge

1. An improvement in wireless security is provided with
a. 802.11x
b. 802.111
c. 802.11s
d. 802.11d

2. Select three of the following that are considered guidelines for wireless security.
a. Turn on security features.
b. Use firewalls.
c. Use encrypted services.
d. Incorporate 802.11b features.

3. Hubs should never be used with wireless networks. True or False?




4-6 Configuring a Point-to-Multipoint Wireless LAN: A Case Study

This section presents an example of preparing a proposal for providing a point-to-
multipoint wireless network for a company. The administrators for the company have
decided that it would be beneficial to provide a wireless network connection for their
employees back to the company’s network (home network). This example addresses the
following issues:

1. Conducting an initial antenna site survey
2. Establishing a link from the home network to the distribution point
3. Configuring the multipoint distribution

4. Conducting an RF site survey for establishing a baseline signal level for the remote
wireless user

5. Configuring the remote user’s installation

The objective is to establish a point-to-multipoint wireless network that provides remote
users with a wireless network connection. The remote users are to be at fixed locations
within the proposed coverage area. A simple terrain profile of the proposed area is shown
in Figure 4-26. The data rate for the wireless connection to remote users needs to be at
least 2 Mbps.

Proposed
Antenna
Site Mountain
Range

Network

FIGURE 4-26 The terrain profile of the area to be supported by the proposed point-to-
multipoint wireless network.

1. Antenna Site Survey

The proposed antenna site (see Figure 4-26) is on top of a hill approximately 1 kilometer
(km) from the home network. A site survey provides the following information:

» The site has a tower that can be used to mount the wireless antenna.

* The site has a small building and available rack space for setting up the wireless
networking equipment.

* There is a clear view of the surrounding area for 6 km in every direction.



* There is not an available wired network connection back to the home network. The
decision is made to use the proposed antenna site and set up an 11Mbps wireless link
back to the home network.

2. Establishing a Point-to-Point Wireless Link to the Home Network

The cost is too high to install a wired connection back to the home network; therefore, it is
decided to use a point-to-point 802.11 wireless link for the interconnection. This requires
that antennas be placed at both the home network and the antenna site. A wireless bridge is
used at each end of the point-to-point wireless link to interconnect the networks. The
bridge will connect to the wired home network and to the multipoint distribution on the
antenna site. Also each antenna will be outfitted with lightning arrestors to protect the
electronics from any possible lightning strikes. Figure 4-27 shows the proposed wireless
connection.
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FIGURE 4-27 The proposed point-to-point wireless link from the home network to the
antenna site.

Many manufacturers of antennas support wireless networking, and many types of antenna
can be used. Antenna types from many manufacturers were investigated for possible use
in the interconnection. Three possible antennas were selected for the wireless network, as
outlined in Table 4-7.

Antenna Radiation Range in km Range in km Costs
Pattern at 2Mbps at 11Mbps
A. Omni Omnidirectional 7 2 Moderate
Yagi Directional 12 7.5 Moderate
€ Dish Highly directional 38 18 High

TABLE 4-7 Sample of 802.11b Wireless Antennas

Antenna A has an omnidirectional radiation pattern. This means the antenna can receive
and transmit signals in a 360-degree pattern. Figure 4-28(a) shows the radiation pattern for
an omnidirectional antenna. Antenna A supports a 2Mbps data rate up to 7 km from the
antenna and supports an 11Mbps data rate at a maximum distance of 2 km. Table 4-7 also



indicates that this antenna has a moderate cost.
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FIGURE 4-28 Antenna radiation patterns for (a) omnidirectional, (b) Yagi, and (c) dish
[parabolic reflector] antenna, and supports 11Mbps up to 7.5 km from the antenna. The
cost of the Yagi antenna is comparable to the omnidirectional antenna.

Antenna B is a Yagi antenna with a directional radiation pattern as shown in Figure 4-
28(b). The Yagi antenna supports a 2Mbps data rate for a maximum of 12 km.

Antenna C is a “dish” antenna or parabolic reflector. These antennas provide extremely
high directional gain. In this example, the dish antenna supports 11Mbps up to 18 km
away and 2Mbps up to 38 km away. The cost of the dish antenna can be quite high relative
to the cost of the Yagi or omnidirectional antenna.

Antenna B, the directional Yagi, is selected for the point-to-point link. The antenna meets
the distance requirement and also meets the 11Mbps data rate requirement. Antennas A
and C were not selected for the following reasons:

* Antenna A: The omnidirectional radiation pattern is not appropriate.

» Antenna C: The cost of a high gain dish antenna is not justified for the short
distance.

3—4. Configuring the Multipoint Distribution/Conducting an RF Site
Survey

At this point, an 11Mbps wireless data link has been established with the home network.
The next task is to configure the antenna site for multipoint distribution. It was previously
decided that a 2Mbps link would be adequate for the remote users, based on the data rate
to be supported for the planned coverage area.

The site survey in step 1 showed that there is a clear view of the surrounding area for 6 km
in each direction. Antenna A (see Table 4-7) provides an omnidirectional radiation pattern
for 7 km. This satisfies the coverage area and 2Mbps data rate. Antenna A is mounted on
the antenna site tower, connected to a lightning arrestor and then connected to the output
of a wireless bridge. Next, an RF site survey of the planned coverage area is done to verify
the signal quality provided by the antenna selected. Measurements are made from multiple
locations within the planned coverage area. All remote sites within 4 km of the
distribution show a signal strength of “Excellent,” as shown in Figure 4-29.
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FIGURE 4-29 The signal quality of “Excellent” measured for the multipoint
distribution.

The signal quality drops to “Good” at 6 km at all surveyed remote locations except for one
area that shows a “Poor.” Figure 4-30 provides the measurement for this site. Apparently
the signal is being affected by multipath distortion off a small lake area. A fix to this might
be to move the antenna to a different height to minimize reflection problems. An antenna
at a different height will receive different reflections and possibly less interference. In
some cases antenna alignment can be changed to decrease the interference. A more costly
solution is to add antenna “diversity.” Basically, this means that multiple antennas are
placed on the receiving tower and the best signal is used for the connection.
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FIGURE 4-30 The signal quality of “Poor” measured at the remote site near the lake.

5. Configuring the Remote Installations

The last task is to develop a configuration for the remote users. The antenna for each
remote user needs to be able to see only the multipoint distribution antenna site. The
requirements for the remote client are as follows:

» 2Mbps data rate connection
* Directional antenna (Yagi) plus mount, lightning arrestor, wireless bridge

Antenna B (see Table 4-7) is selected for the directional antenna. This antenna will
provide sufficient RF signal level for the remote user. Each remote user will need a
wireless bridge and a switch to connect multiple users. (Note that the bridge is set for a
2Mbps data rate.) Figure 4-31 shows the setup for the remote user.
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FIGURE 4-31 The setup for the remote user in the proposed point-to-multipoint

wireless network.

Section 4-6 Review

This section has covered the following Network+ Exam objectives:

2.7 Install and configure a wireless LAN infrastructure and implement the

appropriate technologies in support of wireless-capable devices

This section presents a look at a case study for installing a point-to-multipoint
wireless LAN. The study addresses the issue of antenna selection, establishing a
data link, configuring the multipoint distribution, conducting an RF site survey, and

configuring the remote user’s installation. Make sure you have a good

understanding of each step and understand the steps for configuring such a site.

4.3 Given a scenario, troubleshoot and resolve common wireless issues

This section provides an overview of selecting the appropriate antenna type.

Test Your Knowledge

1. The antennae typically used at receive sites from a multipoint distribution system

include which of the following? (Select all that apply.)

a. Yagi

b. Omnidirectional

c. Parabolic
d. Hydroxyl

2. When configuring remote installations for wireless networks, the receive site needs
to be able to see the multipoint distribution antenna site. True or False?




Summary

This chapter presented an overview of wireless networking. The fundamental concept and
sample networks were also presented. The vendors of wireless networking equipment
have made them easy to integrate into existing networks, but the reader must understand
that the key objective of the network administrator is to provide a fast, reliable, and secure
computer network. Carelessly integrating wireless components into the network can easily
compromise this objective. Students should understand the following from reading this
chapter:

* The operating characteristics of the 802.11 wireless networks

* The purpose of access points, wireless LAN adapters, and wireless bridges
* How to perform a basic site survey on a building

» How to configure the network for user mobility

* How to plan multipoint wireless distribution

A final note: The new wireless networking technologies have greatly simplified planning
and installation. Anytime you are working with RF there is a chance of unexpected
interference and noise. A well-planned RF installation requires a study of all known
interference and a search for any possible interference. An RF study will also include
signal path studies that enable the user to prepare a well-thought-out plan and allow an
excellent prediction of received signal level. The bottom line is to obtain support for
conducting an RF study.

Questions and Problems

Section 4-2

1. List two advantages of wireless networking.

2. What are the three areas defined for the IEEE 802.11 standard?

3. What is an ad hoc network?

4. What is the purpose of an Extended Service Set?

5. What are the four physical layer technologies being used in 802.11 wireless



networking?

6. Describe the frequency spectrum for the DSSS channels in 802.11b wireless
networking.

7. Define a pseudorandom sequence as it applies to FHSS.

8. What must the FHSS transmitting and receiving units know to communicate?

9. What is the frequency range used by 802.11a, and what modulation technique is
used?

10. What is the maximum data rate for the following?
a. 802.11b

b. 802.11a

c. 802.11g

d. 802.11n

e. 802.11ac

11. Define MIMO as it applies to 802.11n.

12. What is the purpose of the power-save mode in 802.11n?

Section 4-3

13. What is the purpose of an access point?



14. How does the access point know if a wireless data packet is intended for its
network?

15. What is an association, and what is its purpose?

16. Draw a picture of a point-to-point wireless connection.

17. Draw a picture of a point-to-multipoint wireless network.

18. What are the key issues to be obtained from conducting a site survey for each of the
following?

a. Indoor

b. Outdoor

Section 4-4

19. In what frequency band does Bluetooth operate?

20. How many output power classes does Bluetooth have? List the power level and the
operating range for each class.

21. What is a piconet?



22. What is the purpose of the inquiry procedure in Bluetooth?

23. What is the purpose of the paging procedure in Bluetooth?

24. Define the term backscatter.

25. What are the three parameters that define an RFID system?

26. Explain how power is provided to a passive RFID tag.

27. Cite three advantages for using an active RFID tag.

28. What are the three frequency bands typically used for RFID tags?

29. What is the WiMAX frequency standard for the United States?

30. Why was OFDM selected for WiIMAX?

31. How does WiMAX differ from Wi-Fi?

Section 4-5

32. What is the most important thing to do if using a wireless network?

33. What is the purpose of wireless beacons?

34. What information can be obtained from a wireless beacon?



35. What is the purpose of WEP?

36. List four guidelines for wireless security.

37. Describe the steps used by WPA2 to authenticate a user.

38. What is a RADIUS server?

Section 4-6

39. What type of wireless connection is used to connect the home network to a
multipoint distribution site?

40. Use the Internet to find a source of omnidirectional and directional antennas for
each of the following standards.

a. 802.11b
b. 802.11a
c. 802.11g
d. 802.11n

Critical Thinking

41. A wireless network receiving site is experiencing occasional loss of signal due to
interference. Discuss the steps you would take to correct this problem.

42. Prepare a memo to your supervisor explaining why it is important to run encryption
on your wireless network.

43. Your company has a suite in a business complex. Another company in the suite next
to you has a wireless 802.11b network with an SSID of “Company A.” You can pick
up their signal from your suite. Your company would like to put up its own wireless
network with two access points. Discuss how you would set up these two access



points so that your company can obtain optimal performance.

Certification Questions

44. 1f the signal quality drops from excellent to good, the antenna or access point
should be replaced. True or False?

45. The network administrator is setting up a wireless network. There is a chance of
radio interference. How can the network administrator avoid or minimize potential
interference problems?

a. An RF study should be performed prior to the installation of the wireless
network.

b. Contact all owners of equipment that may cause interference and ask them to
uses different systems.

c. Contact the FCC to have the interfering sources shut down.
d. All of these answers are correct
46. Define MIMO relative to 802.11n.

a. A multiplexing technique where the power is split into multiple parts called
spatial currents

b. A frequency-division multiplexing technique where the data stream is split into
multiple parts called spectral streams

c. An OFDM multiplexing technique where the digital data is portioned into
multiple parts called filtered streams

d. A space-division multiplexing technique where the data stream is split into
multiple parts called spatial streams

47. Which of the following best characterizes CSMA/CA?
a. Replaces CSMA/CD
b. Provides carrier sense / collision avoidance
c. Provides carrier sense / congestion avoidance
d. Provides congestion sensing / collision avoidance
48. An advantage of the 802.11g is (select all that apply)
a. compatibility with 802.11b
b. compatibility with 802.11a
c. using infrared instead of radio
d. high speed

49. This is used in wireless LANSs to identify if a client is to become a member of the
wireless network.



50.

51.

52.

53.

a. SSID

b. MAC address

c. IP address

d. echo

What does the term “last mile” mean relative to telecommunications?
a. The distance from the RF transmitter to the receiver in WiMAX.

b. A measurement of signal coverage for WiMAX and for Wi-Fi

c. A term for the last connection prior to linking to the RF transmitter

d. The last part of the connection from the telecommunications provider to the
customer

A solution to extend the radio range of a station’s wireless link with one access
point is to add (select the best answer)

a. multiple access points

b. additional wiring

c. 87BZS encoding

d. B8ZS encoding

Wi-Fi is which of the following?

a. The Wi-Fi Alliance, which is an organization that assembles and tests wireless
equipment before it is shipped to the vendors

b. The Wi-Fi Alliance, which is an organization that tests and certifies wireless
equipment for compliance with the 803.1 standards

c. The Wi-Fi Alliance, which is an organization that tests and certifies wireless
equipment for compliance with the 802.11x standards

d. None of these answers is correct.
Which of the following are current wireless networking standards?
a. 802.12n

b. 802.11g

c. 803.11g

d. 802.11a

e. 802.11b

f. 802.55a

g. 802.11n

h. 802.1a

i. 802.11ac






Chapter 5. Interconnecting the LANs

Chapter Outline
5-1 Introduction
5-2 The Network Bridge
5-3 The Network Switch
5-4 The Router

5-5 Interconnecting I.LANs with the Router

5-6 Configuring the Network Interface—Auto-negotiation
Summary
Questions and Problems

Objectives
* Describe how a bridge is used to interconnect LANs
* Describe how a switch is used to interconnect LANs
* Discuss the advantages of using a switch instead of a hub
* Describe the function of a router when used to interconnect LANs
* Describe the interface associated with a router
* Describe the function of a gateway in a computer network
* Describe the concept of a network segment

* Describe the concept of auto-negotiation

Key Terms
campus network

bridge
bridging table

association
broadcast
ARP

broadcast storm

network slowdown
ARP cache
ARP table




transparent bridge
translation bridge

layer 2 switch

multiport bridge

multicast

managed switch

Cisco Network Assistant (CNA)
dynamic assignment

static assignment

secure addresses

aging time

isolating the collision—domain
content addressable memory (CAM)

flooding
broadcast domain

store-and-forward

cut-through

switch latency
error threshold

multilayer switch (MLS)

wire speed routing
network address

logical address
router interface

power on/off

auxiliary input
console input
serial ports

AUI port
media converter

enterprise network

FastEthernet port (FA0/0, FA0/1, FAQ/2, ...




serial port (S0/0, S0/1, S0/2, ...)

routing table
gateway
auto-negotiation

fast link pulse (FLP)

half-duplex

The utility of LANs led to the desire to connect two (or more) networks together. For
example, a large corporation might have had separate networks for research and
engineering and another for its manufacturing units. These network systems probably used
totally different networking technologies and specifications for communicating and were
located in different cities, states, or even countries, but it was deemed necessary to “tie”
them together. The objective of this and subsequent chapters is to introduce the concepts
and issues behind interconnecting LANs. Interconnecting LANSs in a campus network or
even interconnecting LANs in wide area networks (WANs) incorporate similar concepts
and issues. The campus network is a collection of two or more interconnected L ANSs,
either within a building or housed externally in multiple buildings.

Campus Network

A collection of two or more interconnected LANSs in a limited geographic
area

5-1 Introduction

The framework defining the network layers for linking networks together is defined by the
OSI model and was introduced in Chapter 1, “Introduction to Computer Networks,”
section 1-3. The OSI model provides a framework for networking that ensures
compatibility in the network hardware and software. The concepts behind the hardware
technologies used to interconnect LANSs are presented in sections 5-2 to 5-5. The
properties of a networking bridge are defined in section 5-2. The layer 2 switch is
examined in section 5-3, and the router is introduced in section 5-4. An example of
interconnecting LANSs is provided in section 5-5. The chapter concludes with a section on
the concept of auto-negotiation, examining the advantages and disadvantages of this
network configuration option.

Table 5-1 lists and identifies, by chapter section, where each of the CompTIA Network+
objectives are presented in this chapter. The chapter sections where each objective is
presented are identified. At the end of each chapter section is a review with comments of
the Network+ objectives presented in that section. These comments are provided to help
reinforce the reader’s understanding of a particular Network+ objective. The chapter
review also includes “Test Your Knowledge” questions to aid in the understanding of key
concepts before the reader advances to the next section of the chapter. The end of the
chapter includes a complete set of question plus sample certification type questions.



Domain/  Domain/Objective Description Section Where

Objective Objective Is
Number Covered

1.0 Network Architecture

1.1 Explain the functions and applications of various 5-3, 5-4

network devices

13 Install and configure the following networking 5-4
services/applications

1.4 Explain the characteristics and benefits of various 5-4
WAN technologies

1.7 Differentiate between network infrastructure 5-2
implementations

1.8 Given a scenario, implement and configure the 5-2, 5-3

appropriate addressing schema

1.9 Explain the basics of routing concepts and protocols 5-3, 5-5

2.0 Network Operations

2.6 Given a scenario, configure a switch using proper 5-4
features

4.0 Troubleshooting

4.2 Given a scenario, analyze and interpret the output of 5-3

troubleshooting tools

4.6 Given a scenario, troubleshoot and resolve common  5-5
network issues

5.0 Industry standards, practices, and network theory

5.2 Explain the basics of network theory and concepts 5-2, 5-4, 5-6

TABLE 5-1 Chapter 5 CompTIA Network+ Objectives



5-2 The Network Bridge

A bridge can be used in computer networks to interconnect two LANs together and
separate network segments. Recall that a segment is a section of a network separated by
bridges, switches, and routers. The bridge is a layer 2 device in the OSI model, meaning
that it uses the MAC address information to make decisions regarding forwarding data
packets. Only the data that needs to be sent across the bridge to the adjacent network
segment is forwarded. This makes it possible to isolate or segment the network data
traffic. An example of using a bridge to segment two Ethernet LANs is shown in Figure 5-
1. The picture shows that LAN A connects to port 1 of the bridge and LAN B connects to
port 2 on the bridge, creating two segments, as shown. There are four computers in LAN
A and three computers in LAN B. It is important to note that bridges are now legacy
networking devices, but studying these will help you better understand the functionality of
switches, especially how data traffic is sent to connected LANSs.

Port 1 Bridge Port 2
LAN A Segenent LAN B
Comp 1 Comp 5
Comp 2 Comp 6
Comp 3 Comp 7
Comp 4

FIGURE 5-1 Using a bridge to interconnect two Ethernet LANSs.

Bridge

A networking device that uses the MAC address to forward data and
interconnect two LANSs

Bridges monitor all data traffic in each of the LAN segments connected to its ports. Recall
that a port is an input/output connection on a networking device. The bridges use the
MAC addresses to build a bridging table of MAC addresses and port locations for hosts
connected to the bridge ports. A sample bridging table is provided in Table 5-2. The table
shows the stored MAC address and the port where the address was obtained.




MAC Address Port
00-40-96-25-85-BB
100-40-96-25-8E-BC
100-60-97-61-78-5B
00-C0-4F-27-20-C7

[ T T T A

TABLE 5-2 Bridging Table

Bridging Table

List of MAC addresses and port locations for hosts connected to the bridge
ports

The source MAC address is stored in the bridge table as soon as a host talks (transmits a
data packet) on the LAN. For example, if computer 1 in LAN A sends a message to
computer 2 (see Figure 5-1), the bridge will store the MAC addresses of both computers
and record that both of these computers are connected to port 1. If computers 5 or 6 are
placing data packets on the network, then the source MAC addresses for 5 and 6 are stored
in the bridge table and it is recorded that these computers connect to port 2 on the bridge.
The MAC addresses for computers 3 and 4 will not be added to the bridging table until
each transmits a data packet.

The bridge monitors the data on its ports to check for an association between the
destination MAC address of the Ethernet frames to any of the hosts connected to its ports.
An association indicates that the destination MAC address for a host is connected to one
of the ports on the bridge. If an association is found, the data is forwarded to that port. For
example, assume that computer 1 sends a message to computer 5 (see Figure 5-1). The
bridge detects an association between the destination MAC address for computer 5 and
port 2. The bridge then forwards the data from computer 1 to computer 5 in LAN B via
port 2.

Association

Indicates that the destination address is for a networking device connected to
one of the ports on the bridge

The capability of a bridge to forward data packets only when there is an association is
used to isolate data traffic in each segment. For example, assume that computer 1 and
computer 2 in LAN A generate a lot of data traffic. The computers in LAN B will not see
any of the data traffic as long as there is not an association between the destination MAC
addresses of the Ethernet packets and any of the hosts in LAN B (computers 5, 6, and 7).

A potential problem with bridges has to do with the way broadcasts are handled. A
broadcast means the message is being sent to all computers on the network; therefore, all
broadcasts in a LAN will be forwarded to all hosts connected within the bridged LANs.
For example, the broadcast associated with an ARP will appear on all hosts. ARP stands
for Address Resolution Protocol, which is a protocol used to map an IP address to its



MAC address. In the address resolution protocol, a broadcast is sent to all hosts in a LAN
connected to the bridge. This is graphically shown in Figure 5-2. The bridge forwards all
broadcasts; therefore, an ARP request broadcasting the message “Who has this IP
address?” is sent to all hosts on the LAN. The data packets associated with ARP requests
are small, but it requires computer time to process each request. Excessive amounts of
broadcasts being forwarded by the bridge can lead to a broadcast storm, resulting in

degraded network performance, called a network slowdown.
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FIGURE 5-2 An example of using a bridge to isolate data traffic.

Broadcast

Transmission of the data to all connected devices




ARP

Address Resolution Protocol

Broadcast Storm

Excessive amounts of broadcasts

Network Slowdown

Degraded network performance

The MAC address entries stored in a bridge table are temporary. Each MAC address entry
to the bridge table remains active as long as there is periodic data traffic activity from that
host on its port. However, an entry into the table is deleted if the port becomes inactive. In
other words, the entries stored into the table have a limited lifetime. An expiration timer
will commence once the MAC address is entered into the bridge table. The lifetime for the
entry is renewed by new data traffic by the computer, and the MAC address is reentered.

In a similar manner, all networking devices (for example, computers) contain an ARP
cache, a temporary storage of MAC addresses recently contacted. This is also called the
ARP table. The ARP cache holds the MAC address of a host, and this enables the
message to be sent directly to the destination MAC address without the computer having
to issue an ARP request for a MAC address. The following list outlines typical steps of a
communication process between computer 1 and computer 2.

ARP Cache

Temporary storage of MAC addresses recently contacted

ARP Table
Another name for the ARP cache

1. Computer 1 checks its ARP cache to determine if it already has the MAC address of
computer 2. If it does, it will skip to the final step; otherwise, it proceeds to the next
step.

2. Computer 1 generates an ARP request message for computer 2 with its own MAC
and IP information included.

3. Computer 1 then broadcasts the ARP request message on its local network.

4. Every local network device processes the ARP request message. Those computers
that are not computer 2 will discard the message.

5. Only a match, which is computer 2, generates an ARP reply message and updates its
ARP cache with computer 1 MAC and IP information.

6. Computer 2 sends an ARP reply message directly to computer 1.



7. Computer 1 receives the ARP reply message and updates its ARP cache with the
MAC and IP of computer 2.

The ARP cache contents on a Windows computer can be viewed using the arp -a
command while in the command prompt, as shown here:

Windows Mac 0S X

C:\arp -a jmac:~mymac$ arp —a
Interface: 10.10.20.2 on Interface x1000002 Cl.salsa.org (192.168.12.1) at
Internet Address  Physical Address Type 00-08-a3-a7-78-0c on enl
10.10.20.3 00-08-a3-a7-78-0c dynamic [ethernet]

10.10.20.4 00-03-ba-04-ba-ef dynamic (3.salsa.org (192.168.12.1) at

00-08-a3-a7-78-0c on enl
[ethernet]

The ARP cache contents on a Mac OS X computer can be viewed using the arp -a
command while in the terminal mode.

The following message is generated if all the ARP entries have expired:

c:\arp -a

No ARP Entries Found
The name for the type of bridge used to interconnect two LANs running the same type of
protocol (for example, Ethernet) is a transparent bridge. Bridges are also used to
interconnect two LANSs that are operating two different networking protocols. For
example, LAN A could be an Ethernet LAN and LAN B could be a token ring. This type
of bridge is called a translation bridge. An example is provided in Figure 5-3. The bridge
allows data from one LAN to be transferred to another. Also the MAC addressing
information is standardized so the same address information is used regardless of the
protocol.
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FIGURE 5-3 Using a translation bridge to interconnect an Ethernet and token-ring

LAN.

Transparent Bridge

Interconnects two LANSs running the same type of protocol

Translation Bridge

Used to interconnect two LLANSs that are operating two different networking
protocols

A common application today using a bridge is interconnecting LANs using wireless
technology. The use of wireless bridges in LANs is a popular choice for interconnecting
the LANs when the cost of physically connecting them is prohibitive. Wireless technology
and its LAN applications were presented in Chapter 4, “Wireless Networking.”

The use of a bridge is not as common as it used to be except for wireless network
applications. New networking technologies are available that provide similar capabilities
to the bridge but that are much more powerful. However, the bridge still is useful and has
several advantages. Table 5-3 provides a summary of the advantages and disadvantages of
a networking bridge.



Advantages Disadvantages

Easy to install Works best in low-traffic areas

Does an excellent job of isolating the  Forwards broadcasts and is susceptible to
data traffic in two segments broadcast storms

Relatively inexpensive

Can be used to interconnect two LANs
with different protocols and hardware

Reduces collision domains (remember
how the CSMA/CD protocol works)

TABLE 5-3 Summary of the Advantages and Disadvantages of a Bridge for
Interconnecting LANs

Section 5-2 Review
This section has covered the following Network+ Exam objectives.
1.7 Differentiate between network infrastructure implementations

This section presents a look at the network bridge. The advantages and
disadvantages of the network bridge are presented in Table 5-3. A key concept
presented in this section is an “association” that indicates that the destination
address for a networking device has been obtained.

1.8 Given a scenario, implement and configure the appropriate addressing
schema

Another important concept presented in this section is that a bridge will pass a
broadcast to all devices connected to its ports. Excessive broadcast can potentially
have a negative impact on data traffic and result in a network slowdown. The
purpose of the bridging table for storing the MAC addresses of connected devices
was also presented. Each MAC address entry to the bridge table remains active as
long as there is periodic data traffic activity from that host on its port. However, an
entry into the table is deleted if the port becomes inactive.

5.2 Explain the basics of network theory and concepts

An important concept presented in this section is that a bridge will pass a broadcast
to all devices connected to its ports. Excessive broadcast can potentially have a
negative impact on data traffic and result in a network slowdown.

Test Your Knowledge
1. Which command is used on a computer to view the contents of the ARP cache?
a. arp -c
b. arp -1

c.arp -a



d. arp -b
e. arp
2. An association indicates which of the following?

a. That the destination address for a networking device is connected to one of its
ports

b. That the source address is for a networking device connected to one of the ports
on the bridge

c. That the destination address is for a networking device connected to one of the
ports on the hub

d. That the source address is for a networking device connected to one of the ports
on the hub

3. An ARP cache is which of the following?
a. A temporary storage of IP addresses for networking devices recently contacted
b. A temporary storage of MAC addresses for networking devices to be contacted
c. A temporary storage of IP addresses for networking devices to be contacted

d. A temporary storage of MAC addresses for networking devices recently
contacted

5-3 The Network Switch

The bridge provides a method for isolating the collision domains for interconnected LANs
but lacks the capability to provide a direct data connection for the hosts. The bridge
forwards the data traffic to all computers connected to its port. This was shown in Figure
5-2. The networking hub provides a technology for sharing access to the network with all
computers connected to its ports in the LAN but lacks the capability to isolate the data
traffic and provide a direct data connection from the source to the destination computer.
The increase in the number of computers being used in LANs and the increased data
traffic are making bridges and hubs of limited use in larger LANs. Basically, there is too
much data traffic to be shared by the entire network. What is needed is a networking
device that provides a direct data connection between communicating devices. Neither the
bridge nor the hub provides a direct data connection for the hosts. A technology developed
to improve the efficiency of the data networks and address the need for direct data
connections is the layer 2 switch.

The layer 2 switch is an improved network technology that addresses the issue of
providing direct data connections, minimizing data collisions, and maximizing the use of a
LAN’s bandwidth; in other words, that improves the efficiency of the data transfer in the
network. The switch operates at layer 2 of the OSI model and therefore uses the MAC or
Ethernet address for making decisions for forwarding data packets. The switch monitors
data traffic on its ports and collects MAC address information in the same way the bridge
does to build a table of MAC addresses for the devices connected to its ports. The switch
has multiple ports similar to the hub and can switch in a data connection from any port to




any other port, similar to the bridge. This is why the switch is sometimes called a
multiport bridge. The switch minimizes traffic congestion and isolates data traffic in the
LAN. Figure 5-4 provides an example of a switch being used in a LAN.

T Printer

2 «—— Switch

Switch Server 1
et | u

LAN A
FIGURE 5-4 A switch used to interconnect hosts in a LAN.

Layer 2 Switch

An improved network technology that provides a direct data connection for
network devices in a LAN

Multiport Bridge

Another name for a layer 2 switch

Figure 5-4 shows a switch being used in the LAN to interconnect the hosts. In this figure,
the hub has been replaced with a switch. The change from a hub to a switch is relatively
easy. The port connections are the same (RJ-45), and once the connections are changed
and the device is powered on, the switch begins to make the direct data connections for
multiple ports using layer 2 switching.

The LAN shown in Figure 5-5 contains 14 computers and 2 printers connected to 16 ports
on the switch, configured in a star topology. If the computer connected to port 1 is printing
a file on the laser printer (port 12), the switch will set up a direct connection between ports
1 and 12. The computer at port 14 could also be communicating with the computer at port
7, and the computer at port 6 could be printing a file on the color printer at port 16. The
use of the switch enables simultaneous direct data connections for multiple pairs of hosts
connected to the network. Each switch connection provides a link with minimal collisions
and therefore maximum use of the LAN’s bandwidth. A link with minimal collisions is
possible because only the two computers that established the link will be communicating
over the channel. Recall that in the star topology each host has a direct connection to the



switch. Therefore, when the link is established between the two hosts, their link is isolated
from any other data traffic. However, the exception to this is when broadcast or multicast
messages are sent in the LAN. In the case of a broadcast message, the message is sent to
all devices connected to the LAN. A multicast message is sent to a specific group of hosts
on the network.
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FIGURE 5-5 A switch used to interconnect the networking devices in a LAN.

Multicast

Messages are sent to a specific group of hosts on the network




Hub-Switch Comparison

An experiment was set up to test the data handling characteristics of a hub and a switch
given the same input instructions. The objective of this experiment was to show that data
traffic is isolated with a switch but not with a hub. For this experiment, a LAN using a hub
and a LAN using a switch were assembled. The LANs are shown in Figure 5-6(a) and (b).

Each LAN contains four computers connected in a star topology. The computers are

marked 1—4 for reference. The IP addresses are listed for each host.

=
|

e w—y o=y
Computer 4 Computer 4
1010104 10.10.104
Computer 3 Computer 3
1010103 10.10.103
F_ ::::::::::::ﬂ
Switch
 —— Ar——
Computer 2 Computer 2
1010102 10.10.102
===\ e
Computer 1 Computer 1
10.10.101 10.10.10.1
(2 (b)
FIGURE 5-6 (a) The LAN experiment with a hub; (b) the LAN experiment with a

switch.

The Hub Experimental Results

In this experiment, computer 1 pinged computer 3. Computer 2 was used to capture the
LAN data traffic using a network protocol analyzer. What are the expected results?
Remember, a hub is a multiport repeater, and all data traffic input to the hub is passed on
to all hosts connected to its ports. See the Ping Command Review section that follows for
a brief review of the use of the ping command.

Ping Command Review

The ping command is used to verify that a network connection exists between two
computers. The command format for ping is:

Click here to view code image
ping [ip address] {for this example ping 10.10.10.3}

After a link is established between the two computers, a series of echo requests and echo



replies are issued by the networking devices to test the time it takes for data to pass
through the link. The protocol used by the ping command is the Internet Connection
Message Protocol (ICMP).

The ping command is issued to an IP address; however, delivery of this command to the
computer designated by the IP address requires that a MAC address be identified for final
delivery. The computer issuing the ping might not know the MAC address of the
computer holding the identified IP address (no entry in the ARP cache table); therefore, an
ARP request is issued. An ARP request is broadcast to all computers connected in the
LAN. The computer that holds the IP address replies with its MAC address, and a direct
line of communications is then established.

The data traffic collected by computer 2 when computer 1 pinged computer 3 is provided
in Figure 5-7. The first line of the captured data shows the ARP request asking who has
the IP address 10.10.10.3. The second line of the captured data shows the reply from
10.10.10.3 with the MAC address of 00-B0-D0-25-BF-48. The next eight lines in the
captured data are the series of four echo requests and replies associated with a ping
request. Even though computer 2 was not being pinged or replying to the ARP request, the
data traffic was still present on computer 2’s hub port. The echo reply is from a Dell
network interface card with the last six characters of the MAC address of 25-BF-48. The
echo request is coming from a computer with 13-99-2E as the last six hex characters of its
MAC address.
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FIGURE 5-7 The captured data traffic by computer 2 for the LAN [Figure 5-6(a)]
using a hub.



The Switch Experimental Results

The same experiment was repeated for the LAN shown in Figure 5-6(b), this time using a
switch to interconnect the computers instead of a hub. This network consists of four
computers connected in a star topology using a switch at the center of the network. The
ping command was sent from computer 1 to computer 3, ping 10.10.10.3. The ARP cache
for computer 1 is empty; therefore, the MAC address for computer 3 is not known by
computer 1. An ARP request is issued by computer 1, and computer 3 replies. The series
of echo requests and echo replies follow; however, the data traffic captured by computer 2
(Figure 5-8), shows the ARP request asking who has the IP address 10.10.10.3. This is the
last of the data communications between computers 1 and 3 seen by computer 2. A direct
line of communication between computers 1 and 3 is established by the switch that
prevents computer 2 from seeing the data traffic from computers 1 and 3. The only data
traffic seen by computer 2 in this process was the broadcast of the ARP request. This is
true for any other hosts in the LAN. The results of this experiment show that the use of the
switch substantially reduces data traffic in the LAN, particularly unnecessary data traffic.
The experiment shows that the broadcast associated with an ARP request is seen by all
computers but not the ARP replies in a LAN using a switch. This is because a direct data
connection is established between the two hosts. This experiment used pings and ARPs;
however, this same advantage of using a switch is true when transferring files, image
downloads, file printing, and so on. The data traffic is isolated from other computers on
the LAN. Remember, the switch uses MAC addresses to establish which computers are
connected to its ports. The switch then extracts the destination MAC address from the
Ethernet data packets to determine to which port to switch the data.
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FIGURE 5-8 The data traffic captured by computer 2 for the LAN [Figure 5-6(b)]
using a switch.

Managed Switches

A managed switch is simply a network switch that allows the network administrator to
monitor, configure, and manage certain network features such as which computers are
allowed to access the LAN via the switch. Access to the management features for the
switch is password protected so that only the network administrators can gain entry. The
following information describes some of the features of the managed interface for a Cisco
Catalyst 2900 series switch established using the Cisco Network Assistant (CNA). This
software can be downloaded from Cisco and provides an easy way to manage the features
of the Cisco switches. (Note: The download requires that you have set up a Cisco user
account and password. The Cisco Network Assistant provides for a centralized mode for
completing various network administration tasks for switches, routers, and wireless
networking equipment.)




Managed Switch

Allows the network administrator to monitor, configure, and manage select
network features

Cisco Network Assistant (CNA)

A management software tool from Cisco that simplifies switch configuration
and troubleshooting

The start-up menu for a Cisco Catalyst 2960 switch obtained via the CNA is provided in

Figure 5-9. The image is showing the current setup for the switch. The assigned IP address
for the switch is 192.168.1.1, and a router and a switch are interconnected with the switch.
The steps for setting the IP address for an interface on the switch are presented later in this

section.
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FIGURE 5-9 The start-up menu of a Cisco Catalyst switch using the Cisco Network

Administrator software.

The current connections to the ports on the switch can be viewed by clicking the stacked
switch icon at the top of the screen as shown in Figure 5-10. The image of the switch port
connections shows ports 1, 2, and 3 are brighter, indicating that there are networking
devices connected to the ports. The MAC addresses of the devices connected to the switch
ports can be displayed by clicking the MAC address button under the Configure button as
shown in Figure 5-11. Four MAC addresses are assigned to port 1, one MAC address is
assigned to port 2, and one MAC address is assigned to port 3. Multiple networking
devices can be connected to a port if the devices are first connected to another switch or
hub and the output of the switch or hub is connected to one switch port. An example
showing four devices connected through a hub to port 1 on the switch is shown in Figure



5-12. The output interface information for the MAC Addresses table shows the following
information in Figure 5-11:

FastEthernet 0/1
FastEthernet 0/2
FastEthernet 0/3

Stacked Switch Icon

7;- 192.168.1.1 : Cisco Network Assistant

Application  Window Help

> @ Configure

! @ Monitor

i R Troubleshoot s . 3% 4w S & O 10k 1lx I3 13k 14 15 1fx

P @ Maintenance

FIGURE 5-10 The highlighted ports showing the current connections and the location
of the stacked switches icon.
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FIGURE 5-11 The menu listing the MAC addresses currently connected to the switch.
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FIGURE 5-12 An example of a hub connected to a switch port, with four computers
connected to the hub.

Notice that the Dynamic Address tab is highlighted. This indicates that this is a listing of
the MAC addresses that have been assigned dynamically. Dynamic assignment means
that the MAC address was assigned to a port when a host was connected. There is also a
tab for Static Addresses. Static addressing indicates that the MAC address has been
manually assigned to an interface, and the port assignment does not expire. The Secure tab
shows what switch ports have been secured. A secure address means that a MAC address
has been assigned to a port, and the port will automatically disable itself if a device with a
different MAC address connects to the secured port.

Dynamic Assignment

MAC addresses are assigned to a port when a host is connected

Static Addressing
The MAC address has been manually assigned to a switch port

Secure Address

The switch port will automatically disable itself if a device with a different
MAC address connects to the port




The FastEthernet 0/1, FastEthernet 0/2, FastEthernet 0/3 notation indicates the [Interface
Type Slot#/Interface#] on the switch, and FastEthernet indicates that this interface
supports 100Mbps and 10Mbps data rate connections.

The “Aging Time” is listed to be 300 seconds. Aging time is the length of time a MAC
address remains assigned to a port. The assignment of the MAC address will be removed
if there is no data activity within this time. If the computer with the assigned MAC address
initiates new data activity, the aging time counter is restarted, and the MAC address
remains assigned to the port. The management window shows a switch setting for
enabling “Aging.” This switch is used to turn off the aging counter so that a MAC address
assignment on a port never expires.

Aging Time
The length of time a MAC address remains assigned to a port

The IP address on a switch interface can be configured using the Cisco Network Assistant
software by clicking Configure > Device Properties > IP Addresses. This opens the IP
Addresses menu shown in Figure 5-13. Click the area where the IP address should be
entered. This opens a text box for entering the IP address. Enter the IP address and click
OK to save the IP address.
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FIGURE 5-13 Configuring an IP address on an interface.

The benefits of using a network switch are many in a modern computer network. These
benefits include less network congestion, faster data transfers, and excellent
manageability. It has been shown that a network switch can be used to replace the network
hub, and the advantage is that data traffic within a LAN is isolated. The term for this is
isolating the collision domains, which is breaking the network into segments. A segment



is a portion of the network where the data traffic from one part of the network is isolated
from the other networking devices. A direct benefit of isolating collision domains is that
there will be an increase in the data transfer speed and throughput. This is due to the fact
that the LAN bandwidth is not being shared and chances of data collisions are minimized.
As a result, the LAN will exhibit faster data transfers and latency within the LAN will be
significantly reduced. Reduced latency means that the data packets will arrive at the
destination more quickly.

Isolating the Collision Domains

Breaking the network into segments where a segment is a portion of the
network where the data traffic from one part of the network is isolated from
the other networking devices

Switches learn the MAC addresses of the connected networking by extracting the MAC
address information from the headers of Ethernet data packet headers of transmitted data
packets. The switch will map the extracted MAC address to the port where the data packet
came in. This information is stored in Content Addressable Memory (CAM). CAM is a
table of MAC address and port mapping used by the switch to identify connected
networking devices. The extracted MAC addresses are then used by the switch to map a
direct communication between two network devices connected to its ports. The MAC
address and port information remain in CAM as long as the device connected to the switch
port remains active. A timestamp establishes the time when the mapping of the MAC
address to a switch port is established. However, switches limit the amount of time address
and port information are stored in CAM. This is called aging time. The mapping
information will be deleted from the switch’s CAM if there is no activity during this set
time. This technique keeps the mapping information stored in CAM up-to-date.

Content Addressable Memory (CAM)

A table of MAC addresses and port mapping used by the switch to identify
connected networking devices

What happens if the destination MAC address is not stored in CAM? In this case, the
packet is transmitted out all switch ports except for the port where the packet was
received. This is called flooding.

Flooding

The term used to describe what happens when a switch doesn’t have the
destination MAC address stored in CAM

It has been shown that switches minimize the collision domain due to the fact that a direct
switch connection is made between networking devices. However, it is important to
remember that switches do not reduce the broadcast domain. In a broadcast domain, any
network broadcast sent over the network will be seen by all networking devices in the
same network. Broadcasts within a LAN will be passed by switches. Refer to the
discussion of Figure 5-7 and 5-8 for an example.




Broadcast Domain

Any network broadcast sent over the network will be seen by all networking
devices in this domain.

Two modes used in a switch to forward frames: store-and-forward and cut-through.

Store-and-Forward

The entire frame of data is received before any decision is made regarding
forwarding the data packet to its destination.

Cut-Through

The data packet is forwarded to the destination as soon as the destination
MAC address has been read.

* Store-and-Forward: In this mode, the entire frame of data is received before any
decision is made regarding forwarding the data packet to its destination. There is
switch latency in this mode because the destination and source MAC addresses must
be extracted from the packet, and the entire packet must be received before it is sent
to the destination. The term switch latency is the length of time a data packet takes
from the time it enters a switch until it exits. An advantage of the store-and-forward
mode is that the switch checks the data packet for errors before it is sent on to the
destination. A disadvantage is lengthy data packets will take a longer time before
they exit the switch and are sent to the destination.

Switch Latency

The length of time a data packet takes from the time it enters a switch until it
exits

* Cut-Through: In this mode, the data packet is forwarded to the destination as soon
as the destination MAC address has been read. This minimizes the switch latency;
however, no error detection is provided by the switch. There are two forms of cut-
through switching—Fast-Forward and Fragment Free.

* Fast-Forward: This mode offers the minimum switch latency. The received data
packet is sent to the destination as soon as the destination MAC address is
extracted.

* Fragment-Free: In this mode, fragment collisions are filtered out by the switch.
Fragment-collisions are collisions that occur within the first 64 bytes of the data
packet. Recall from Chapter 1, “Introduction to Computer Networks,” Table 1-1
that the minimum Ethernet data packet size is 64 bytes. The collisions create
packets smaller than 64 bytes, which are discarded. Latency is measured from the
time the first bit is received until it is transmitted.




» Adaptive Cut-Through: This is a combination of the store-and-forward mode and
cut-through. The cut-through mode is used until an error threshold (errors in the
data packets) has been exceeded. The switch mode changes from cut-through to
store-and-forward after the error threshold has been exceeded.

Error Threshold

The point where the number of errors in the data packets has reached a
threshold and the switch changes from the cut-through to the store-and-
forward mode

Multilayer Switches

Newer switch technologies are available to help further improve the performance of
computer networks. The term used to describe these switches is multilayer switches
(MLS). An example is a layer 3 switch. Layer 3 switches still work at layer 2 but
additionally work at the network layer (layer 3) of the OSI model and use IP addressing
for making decisions to route a data packet in the best direction. The major difference is
that the packet switching in basic routers is handled by a programmed microprocessor.
The layer 3 switch uses application-specific integrated circuits (ASICs) hardware to
handle the packet switching. The advantage of using hardware to handle the packet
switching is a significant reduction in processing time (software versus hardware). In fact,
the processing time of layer 3 switches can be as fast as the input data rate. This is called
wire speed routing, where the data packets are processed as fast as they are arriving.
Multilayer switches can also work at the upper layers of the OSI model. An example is a
layer 4 switch that processes data packets at the transport layer of the OSI model.

Multilayer Switch (MLS)
Operates at layer 2 but functions at the higher layers

Wire Speed Routing

Data packets are processed as quickly as they arrive.

Section 5-3 Review
This section has covered the following Network+ Exam objectives.
1.1 Explain the functions and applications of various network devices

This section introduced the use of the network switch. A discussion on a managed
switch was presented incorporating the use of the Cisco Network Assistant.
Examples of dynamic MAC address assignment and aging time were also presented.

1.8 Given a scenario, implement and configure the appropriate addressing
schema

The concept of multicast messaging where messages are sent to a specific group of



hosts on the network was presented in this section.
1.9 Explain the basics of routing concepts and protocols

This section presented a look at latency. A direct benefit of isolating collision
domains is that there will be an increase in the data transfer speed and throughput.
Reduced latency means that the data packets will arrive at the destination more
quickly.

4.2 Given a scenario, analyze and interpret the output of troubleshooting tools

The use of the ping command was demonstrated in this section. This is a very
important troubleshooting tool.

Test Your Knowledge
1. A layer 2 switch does which of the following? (Select all that apply.)
a. Provides a direct connection for networking devices in a LAN
b. Uses MAC addressing from the Data Link Layer
c. Uses MAC addressing from the Network Layer
d. Uses IP addressing from the Network Layer

2. The network administrator wants to verify the network connection at 10.10.20.5.
Which of the following commands can be used to verify the connection? (Select all
that apply.)

a. ping all 10.10.20.5
b. ping 10.10.20.5

c. ping -t 10.10.20.5
d. ping -2 10.10.20.5

3. A managed switch allows the network administrator to do what? (Select all that
apply.)
a. Monitor network features.
b. Configure network features.
c. Manage certain network features.

d. All of these answers are correct.

e. None of these answers is correct.




5-4 The Router

The router is the most powerful networking device used today to interconnect LANs. The
router is a layer 3 device in the OSI model, which means the router uses the network
address (layer 3 addressing) to make routing decisions regarding forwarding data packets.
Remember from Chapter 1, section 3, that the OSI model separates network
responsibilities into different layers. In the OSI model, the layer 3 or network layer
responsibilities include handling of the network address. The network address is also
called a logical address, rather than being a physical address such as the MAC address.
The physical address is the hardware or MAC address embedded into the network
interface card. The logical address describes the IP address location of the network and
the address location of the host in the network.

Network Address

Another name for the layer 3 address

Logical Address

Describes the IP address location of the network and the address location of
the host in the network

Essentially, the router is configured to know how to route data packets entering or exiting
the LAN. This differs from the bridge and the layer 2 switch, which use the Ethernet
address for making decisions regarding forwarding data packets and only know how to
forward data to hosts physically connected to their ports.

Routers are used to interconnect LANs in a campus network. Routers can be used to
interconnect networks that use the same protocol (for example, Ethernet), or they can be
used to interconnect LANSs that are using different layer 2 technologies such as an Ethernet
and token ring. Routers also make it possible to interconnect to LANs around the country
and the world and interconnect to many different networking protocols.

Routers have multiple port connections for connecting to the LANs, and by definition a
router must have a minimum of three ports. The common symbol used to represent a
router in a networking drawing is provided in Figure 5-14. The arrows pointing in and out
indicate that data enters and exits the routers through multiple ports. The router ports are
bidirectional, meaning that data can enter and exit the same router port. Often the router
ports are called the router interface, the physical connection where the router connects to
the network.

FIGURE 5-14 The network symbol for a router.



Router Interface

The physical connection where the router connects to the network

The Router Interface: Cisco 2800 Series
Figure 5-15 shows the rear panel view (interface side) of a Cisco 2800 series router.
Auxiliary
USB Console Voice Interface FXS/DID

FastEthernet Serial Modem
FIGURE 5-15 The rear panel view of a Cisco 2800 series router.

The following describes the function of each interface:
» USB Interface: The USB ports are used for storage and security support.

* FastEthernet Ports: FEO/O: Fast Ethernet (10/100Mbps) and FEO/1: Fast Ethernet
(10/100Mbps).

* Console Input: This input provides an RS-232 serial communications link into the
router for initial router configuration. A special cable, called a console cable, is used
to connect the console input to the serial port on a computer. The console cable can
have RJ-45 plugs on each end and requires the use of an RJ-45 to DB9 adapter for
connecting to the computer’s COM1 or COM2 serial port. The console cable can
also have an RJ-45 connector on one end and an integrated DB9 connector on the
other end.

 Auxiliary Input: This input is used to connect a dial-in modem into the router. The
auxiliary port provides an alternative way to remotely log in to the router if the
network is down. This port also uses an RJ-45 connection.

* Serial Interface: CTRLR T1 1 and CTRLR T1 0.

This is a serial connection, and it has a built-in CSU/DSU. This interface is used to
provide a T1 connection to the communications carrier. (Note: The CSU/DSU
function is presented in Chapter 8, “Introduction to Switch Configuration.”) This
type of connection (RJ-45) replaces the older cabling using V.35 cable (shown later
in Figure 5-18). There are three LEDs on this interface:

* AL—alarm
* LP—Iloop
* CD—Carrier Detect
* Voice Interface Card (VIC2-4FXO): This interface shows four phone line




connections. This router can be programmed as a small Private Branch Exchange
(PBX) for use in a small office. The PBX function is presented in Chapter 10,

“Internet Technologies: Out to the Internet.”
* WAN Interface Card (WIC2AM): This interface has two RJ-11 jacks and two V.90

analog internal modems. These modems can be used to handle both incoming and
outgoing modem calls. This interface is listed as modem in Figure 5-15.

* VIC-4FXS/DID: This interface is a four-port FXS and DID voice/fax interface card.
FXS is a Foreign Exchange Interface that connects directly to a standard telephone.
DID is Direct Inward Dialing and is a feature that enables callers to directly call an
extension on a PBX. This interface is listed as FXS/DID in Figure 5-15.

The Router Interface—Cisco 2600 Series

Figure 5-16 shows the rear panel view (interface side) of a Cisco 2600 series router.
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FIGURE 5-16 The rear panel view of a Cisco 2600 series router.

The following describes the function of each interface to the network:

» Power On/Off: Turns on/off electrical power to the router.

* Auxiliary Input: Used to connect a dial-in modem into the router. The auxiliary
port provides an alternative way to remotely log in to the router if the network is
down. This port also uses an RJ-45 connection.

* Console Input: Provides an RS-232 serial communications link into the router for
initial router configuration. A special cable, called a console cable, is used to
connect the console input to the serial port on a computer. The console cable uses
RJ-45 plugs on each end and requires the use of an RJ-45 to DB9 adapter for
connecting to the COM1 or COM2 serial port.

* Serial Ports: Provides a serial data communication link into and out of the router,
using V.35 serial interface cables.

* DSU Port: This T1 controller port connection is used to make the serial connection
to Telco. This module has a built-in CSU/DSU module. There are five LEDs next to
the RJ-45 jack. These LEDs are for the following:

e TD—Transmit Data
* P—L.oop



* D—Receive Data

* D—Carrier Detect

* L—Alarm
* Ethernet Port: This connection provides a 10/100Mbps Ethernet data link.
* Analog Modem Ports: This router has a 16-port analog network module.

A media converter is used to convert the 15-pin AUI port to the 8-pin RJ-45 connector.
Figure 5-17 shows an example of an AUI to RJ-45 media converter. Media converters are

commonly used in computer networks to adapt layer 1 or physical layer technologies from
one technology to another. For example:

AUI to twisted pair (RJ-45) AUI to fiber
RJ-45 to fiber

FIGURE 5-17 A CentreCom 210TS AUI to RJ-45 media converter.

Media Converter

Used to adapt a layer 1 (physical layer) technology to another layer 1
technology

Figure 5-18 shows a Cisco 7200 series router, which provides adaptable interfaces for

connecting to many physical layer technologies such as FastEthernet, gigabit Ethernet,
ATM, and FDDI.
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FIGURE 5-18 A Cisco 7200 series router (courtesy of Cisco Systems).



Section 5-4 Review
This section has covered the following Network+ Exam objectives.
1.1 Explain the functions and applications of various network devices

The network router, a layer 3 device, was presented in this section. The network
router is the most powerful networking device used today to interconnect LANS.

1.4 Explain the characteristics and benefits of various WAN technologies
The ATM interface for a network router was presented.
5.2 Explain the basics of network theory and concepts

This section has introduced the carrier detect/sense feature on a router. This feature
was present for both Cisco 2800 and 2600 series routers.

Test Your Knowledge

1. A router uses which of the following to make routing decisions regarding
forwarding data packets?

a. Router address
b. Network address
c. Fast link pulse
d. None of these answers is correct.
2. A logical address is which of the following?
a. MAC address
b. Router interface address
c. Network address
d. The ARP address

3. The physical connection where the router connects to the network is called which of
the following?

a. Console input
b. Auxiliary input
c. Router interface
d. USB interface




5-5 Interconnecting LANs with the Router

The previous section introduced the function of a router in a network. A router routes data
based on the destination network address or logical address rather than the physical
address used by layer 2 devices, such as the switch and the bridge. Information exchanged
with bridges and layer 2 switches requires that the MAC address for the hosts be known.
Routed networks such as most enterprise and campus networks use IP addressing for
managing the data movement. Enterprise network is a term used to describe the network
used by a large company. The use of the network or logical address on computers allows
the information to be sent from a LAN to a destination without requiring that the computer
know the MAC address of the destination computer. Remember, delivery of data packets
is based on knowing the MAC address of the destination.

Enterprise Network

Term used to describe the network used by a large company

An overview of the router interface was presented in section 5-4. The router interface
provides a way to access the router for configuration either locally or remotely. Interfaces
are provided for making serial connections to the router and to other devices that require a
serial communications link. For example, interfaces to wide area networking devices
require a serial interface. RJ-45 ports are provided on the router interface for connecting
the router to a LAN. Older routers can require the use of an AUI port to establish an
Ethernet connection to a UTP cable. This port provides a 10Mbps data connection to
Ethernet (10Mbps) networks. The RJ-45 connection is used to connect both Ethernet
(10Mbps), FastEthernet (100Mbps), Gigabit Ethernet (1000Mbps), and 10 Gigabit
Ethernet (10G) to a LAN. The RJ-45 connection can also support gigabit and 10G
Ethernet, but high-speed data networks can also use a fiber connection.

This section introduces the information needed to design, manage, and configure campus
networks. An example of a small interconnected LAN is provided in Figure 5-19. This
example shows four Ethernet LANs interconnected using three routers. The LANs are
configured in a star topology using switches at the center of the LAN. The LANSs are
labeled LAN A, LAN B, LAN C, and LAN D. The routers are labeled RouterA, RouterB,
and RouterC (router naming protocols are discussed in Chapter 7, “Introduction to Router
Configuration”). Connection of the routers to the LANSs is provided by the router’s
FastEthernet port (FA0/0, FA0/1, FA0/2, ... ). Look for the FA label in Figure 5-19.
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FIGURE 5-19 A small interconnected LAN.

FastEthernet Port (FA0/0, FA0/1, FA0/2,...)

Naming of the FastEthernet ports on the router

The interconnections for the routers and the LLANs are summarized as follows:

* Router A connects directly to the LAN A switch via FastEthernet port FA0/0.
RouterA also connects directly to RouterB via the FastEthernet port FAO/1 and
connects to RouterC via FastEthernet port FA0/2.

* Router B connects directly to the LAN B switch via FastEthernet port FA0/0.
RouterB connects to the LAN C switch via FastEthernet port FA0/1. RouterB
connects directly to RouterA via FastEthernet port FA0/2 and connects to RouterC
via FastEthernet port FA0/3.

* Router C connects directly to the LAN D switch via the FastEthernet port FA0/0.
Connection to RouterB is provided via Ethernet port FAO/1. RouterC connects to
RouterA via FastEthernet port FA0/2.

The serial ports (S0/0, S0/1, S0/2,...) are not being used to interconnect the routers in this




sample campus network. The serial interfaces are typically used to interconnect LANs that
connect through a data communications carrier such as a telephone company (Telco).

Serial Port (S0/0, S0/1, S0/2,...)

Naming of the serial ports on the router

The network configuration provided in Figure 5-19 enables data packets to be sent and
received from any host on the network after the routers in the network have been properly
configured. For example, computer A1 in LAN A could be sending data to computer D1 in
LAN D. This requires that the IP address for computer D1 is known by the user sending
the data from computer A1l. The data from computer A1 will first travel to the switch
where the data is passed to RouterA via the FAQ/0 FastEthernet data port. RouterA will
examine the network address of the data packet and use configured routing instructions
stored in routing tables to decide where to forward the data. RouterA determines that an
available path to RouterC is via the FA0/2 FastEthernet port connection. The data is then
sent directly to RouterC. RouterC determines that the data packet should be forwarded to
the FAOQ/0 port to reach computer D1 in LAN D. The data is then sent to D1. Alternatively,
RouterA could have sent the data to RouterC through RouterB via Router A’s FA0/1
FastEthernet port. Path selection for data packets is examined in Chapter 9, “Routing
Protocols.”

Delivery of the information over the network was made possible by the use of an IP
address and routing tables. Routing tables keep track of the routes used for forwarding
data to its destination. RouterA used its routing table to determine a network data path so
computer Al’s data could reach computer D1 in LAN D. RouterA determines that a path
to the network where computer D1 is located can be obtained via RouterA’s FA0/2
FastEthernet port to the FAQ/2 FastEthernet port on RouterC. RouterC determines that
computer D1 is on LAN D, which connects to RouterC’s FA0/0 FastEthernet port. An
ARP request is issued by RouterC to determine the MAC address of computer D1. The
MAC address is then used for final delivery of the data to computer D1.

Routing Table

Keeps track of the routes to use for forwarding data to its destination

If RouterA determines that the network path to RouterC is down, RouterA can route the
data packet to RouterC through RouterB. After RouterB receives the data packet from
RouterA, it uses its routing tables to determine where to forward the data packet. RouterB
determines that the data needs to be sent to RouterC, and it uses the FA0/3 FastEthernet
port to forward the data.



Gateway Address

The term gateway is used to describe the address of the networking device that enables
the hosts in a LAN to connect to networks and hosts outside the LAN. For example, for all
hosts in LAN A, the gateway address will be 10.10.10.250. This address is configured on
the host computer. Any IP packets with a destination outside the LAN will be sent to the
gateway address.

Gateway

Describes the networking device that enables hosts in a LAN to connect to
networks (and hosts) outside the LAN

Network Segments

The network segment defines the networking link between two LANSs. There is a segment
associated with each connection of an internetworking device (for example, router—hub,
router—switch, router—router). For example, the IP address for the network segment
connecting LAN A to the router is 10.10.20.0. All hosts connected to this segment must
contain a 10.10.20.x because a subnet mask of 255.255.255.0 is being used. Subnet
masking is fully explained in Chapter 6.

Routers use the information about the network segments to determine where to forward
data packets. For example, the network segments that connect to RouterA include

10.10.20.0
10.10.200.0
10.10.100.0

The computers in LAN A will have a 10.10.20.x address. All the computers in this
network must contain a 10.10.20.x IP address. For example, computer A1 in LAN A will
have the assigned IP address of 10.10.20.1 and a gateway address of 10.10.20.250. The
computers in LAN B are located in the 10.10.10.0 network. This means that all the
computers in this network must contain a 10.10.10.x IP address. The x part of the IP
address is assigned for each host. The gateway address for the hosts in LAN B is
10.10.10.250.



Section 5-5 Review
This section has covered the following Network+ Exam objectives.
1.9 Explain the basics of routing concepts and protocols

The concept of routing tables was presented in this section. It is important to
remember that the purpose of the routing table is to keep track of the routes used to
forward data to its destination.

4.6 Given a scenario, troubleshoot and resolve common network issues

This section introduced the gateway address, which enables the host in a LAN to
connect to hosts outside the LAN.

Test Your Knowledge
1. The router’s routing tables do which of the following? (Select all that apply.)
a. Keep track of the routes to forward data to its destination
b. Keep track of the IP addresses to forward data to its destination
c. Keep track of the MAC addresses to forward data to its destination
d. None of these answers is correct.

2. The term Enterprise Network is used to describe the network used by a large
company. True or False?

3. A gateway address defines which of the following?
a. The networking links between two LLANs

b. The networking device that enables hosts in a LAN to connect to networks
outside the LAN

c. The networking device that enables hosts in a LAN to connect to networks inside
the LAN

d. All of these answers are correct

5-6 Configuring the Network Interface—Auto-Negotiation

Most modern networking internetworking technologies (for example, hubs, switches,
bridges, and routers) now incorporate the auto-negotiation protocol. The protocol enables
the Ethernet equipment to automate many of the installation steps. This includes
automatically configuring the operating speeds (for example, 10/100/1000Mbps) and the
selection of full- or half-duplex operation for the data link. The auto-negotiation protocol
is defined in the IEEE Ethernet standard 802.3x for FastEthernet.

Auto-negotiation

Protocol used by interconnected electronic devices to negotiate a link speed




The auto-negotiation protocol uses a fast link pulse (FLP) to carry the information
between each end of a data link. Figure 5-20 shows a data link. The data rate for the fast
link pulses is 10Mbps, the same as for 1I0BASE-T. The link pulses were designed to
operate over the limited bandwidth supported by CAT3 cabling. Therefore, even if a link
is negotiated, there is no guarantee that the negotiated data rate will work over the link.
Other tests on the cable link must be used to certify that the cable can carry the negotiated

data link configuration (refer to Chapter 2, “Physical Layer Cabling: Twisted Pair™).
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FIGURE 5-20 The two ends of a data link negotiating the operating parameters.

Fast Link Pulse (FLP)

Carries the configuration information between each end of a data link

Auto-Negotiation Steps

Each link partner shares or advertises its data link capabilities with the other link partner.
The two link partners then use the advertised capabilities to establish the fastest possible
data link rate for both links. In the example of the link partners shown in Figure 5-22,
computer 1 advertises that its interface supports 10Mbps. The switch advertises that it
supports both 10Mbps and 100Mbps. The network interfaces on each link partner are set
for auto-negotiation; therefore, the 10Mbps operating mode is selected. This is the fastest
data rate that can be used in this data link. The data rate is limited by the 10Mbps
capabilities of the computer’s network interface.

Note

Auto-negotiation is established when an Ethernet link is established. The link
information is only sent one time, when the link is established. The negotiated link
configuration will remain until the link is broken or the interfaces are reconfigured.




Full-Duplex/Half-Duplex

Modern network interfaces for computer networks have the capability of running the data
over the links in either full- or half-duplex mode. As noted previously, full-duplex means
that the communications device can transmit and receive at the same time. Half-duplex
means the communications device can transmit or receive, but not at the same time.

Half-Duplex

The communications device can transmit or receive, but not at the same time

In full-duplex operation (10/100Mbps), the media must have separate transmit and receive
data paths. This is provided for in CAT6/5e/5 cable with pairs 1-2 (transmit) and pairs 3—6
(receive). Full-duplex with gigabit and 10 gigabit data rates require the use of all four wire
pairs (1-2, 3-6, 4-5, 7-8). An important note is that the full-duplex mode in computer
network links is only for point-to-point links. This means that there can only be two end
stations on the link. The CSMA/CD protocol is turned off; therefore, there can’t be
another networking device competing for use of the link. An example of networking
devices that can run full-duplex are computers connected to a switch. The switch can be
configured to run the full-duplex mode. This also requires that each end station on the link
must be configurable to run full-duplex mode.

In half-duplex operation, the link uses the CSMA/CD protocol. This means only one
device talks at a time, and while the one device is talking, the other networking devices
“listen” to the network traffic. Figure 5-21(a) and (b) shows examples of networks
configured for full- and half-duplex mode. In full-duplex operation [Figure 5-21(a)],
CSMA/CD is turned off and computers 1, 2, and the switch are transmitting and receiving
at the same time. In half-duplex mode [Figure 5-21(b)], CSMA/CD is turned on, computer
1 is transmitting, and computer 2 is “listening” or receiving the data transmission.



Half-duplex mode
(b)

FIGURE 5-21 (a) Computer 1 transmits and receives at the same time; (b) computer 1
transmits; others listen.

Figure 5-22(a) and (b) provides an example of the port management features available
with the Cisco switch using the Cisco Network Administrator software. The settings for
the speed are shown in Figure 5-22(a). An example of setting the switch for auto, half-,
and full-duplex are shown in Figure 5-22(b). The auto setting is for auto-negotiate.
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FaD/8 enabled  auto auto disabled M/A NfA Fan/z - w | auto disabled  N/A NAA

Fa0/9 enabled  auto auto disabled NfA NSA Fan/3 enabled  |auto AL disabled  N/A WA

H half

Fa0/10 enabled  auto auto disabled N/A NSA Fan/4 it i i disabled /A N
Fal/11 enabled  auto auto disabled MN/A N/A Fal/s anahladl aun it disabled N/ s
Fa0f1z enabled  auto auto disabled M/A NAA

Fa0/13 enabled  auto auto disabled N/A NSA _I

=
Total Rows: 24 Filter | Madify | Describe |
0K I Apply | LI Preview | Refresh | Canca| | Help |

(a) (b)

FIGURE 5-22 An example of the port management options available with a Cisco
switch: (a) 100Mbps auto-negotiation; (b) 10Mbps half-/full-duplex option.

Table 5-4 provides a summary of the advantages and disadvantages of the auto-negotiation
protocol.

Advantages Disadvantages

Useful in LANs that have multiple users Not recommended for fixed data links such
with multiple connection capabilities.  as the backbone in a network.

The auto-negotiation feature can A failed negotiation on a functioning link
maximize the data links" throughput. can cause a link failure.

TABLE 5-4 Summary of the Auto-negotiation Protocol



Section 5-6 Review
This section has covered the following Network+ Exam objectives.
5.2 Explain the basics of network theory and concepts

The changes in the CSMA/CD protocol when configuring switch ports for operation
in the half- and full-duplex mode was presented.

Test Your Knowledge

1. Which of the following is a disadvantage of the auto-negotiation protocol?
a. It is only useful in LANs that have multiple connection capabilities.
b. A failed negotiation on a functioning link can cause a link failure.
c. It should be used only in critical network data paths.
d. It works at 10Mbps.

2. The fast link pulse does which of the following? (Select all that apply.)
a. Carries the configuration information between each end of a data link
b. Is used in auto-negotiation
c. Uses a 100Mbps data rate
d. Uses a 1Mbps data rate

3. Which of the following is an advantage of auto-negotiation? (Select all that apply.)
a. Is useful in LANSs that have multiple users with multiple connection capabilities
b. Can maximize the data link throughput
c. Simplifies the backbone configuration
d. Simplifies the LAN configuration

e. All of the answers are correct.

Summary

This chapter has established how LANs are interconnected. The need for careful
documentation was addressed in this chapter. The importance of this will become more
relevant as the complexity in network topics increases from chapter to chapter.
Internetworking hardware such as bridges, switches, and routers were discussed and
examples of using these technologies presented.

A technique for internetworking the LANs using routers has been presented. In addition,
the purpose of a router and its hardware interface has been defined. The use of switches
and hubs to connect to the routers has been demonstrated. The purpose of a gateway has
been explained and demonstrated. The concept of a network segment has been examined.

The concepts the student should understand from this chapter are the following:



* How bridges are used to interconnect separate LANs

* How a switch is used in a network and why the switch improves network
performance

» Understand and be able to identify the various connections on a the router interface
* How a router is used to interconnect LANs

* The purpose of a gateway in a computer network

* The concept of a network segment

* The concept of auto-negotiation
Questions and Problems

Section 5-2
1. What is a bridge?

2. Define a segment.
3. What information is stored in a bridge table?
4. What is an association on a bridge, and how is it used?
5. What are excessive amounts of broadcasts on a network called?
6. Which command is used on a computer to view the contents of the ARP cache?
7. An empty ARP cache indicates what?
8. Why do entries into the bridging table have a limited lifetime?
9. Which of the following are advantages of using a bridge to interconnect LANSs?
a. Works best in low traffic areas
b. Relatively inexpensive
c. Can be used to route data traffic

d. Easy to install

e. Reduces collision domains



Section 5-3
10. The network switch operates at which layer of the OSI model?

11. Another name for a switch is
a. multiport repeater
b. multiport bridge
c. multiport router
d. multiport hub

12. How does a switch provide a link with minimal collisions?

13. The link for a switch connection is isolated from other data traffic except for what
type of messages?

14. Explain what data traffic is sent across a network when a computer pings another
computer and a hub is used to interconnect the computers.

15. Explain what data traffic is seen by computer 3 when computer 1 pings computer 2
in a LAN. A switch is used to interconnect the computers.

16. Explain the concept of dynamic assignment on a switch.

17. Define aging time on a switch.

18. Explain how a switch learns MAC addresses, and where a switch stores the address.

19. What happens if a MAC address is not stored in CAM on a switch?

20. Which two modes are used by a switch to forward frames?

21. Which switch mode offers minimum latency?

22. What is error threshold, and which mode is it associated with?



23. Explain the difference in store-and-forward and the cut-through mode on a switch.

24. How does a layer 3 switch differ from a layer 2 switch?

25. What is meant by the term wire-speed routing?

Section 5-4

26. A router uses the network address on a data packet for what purpose?

27. What is the logical address?

28. The physical connection where a router connects to the network is called the
a. router port
b. network port
c. network interface
d. router interface
29. The connection to the router’s console input is typically which of the following?
a. RS-232
b. RJ-45
c. DB9
d. RJ-11
30. AUI stands for
a. Auxiliary Unit Input
b. Attachment Unit Interconnect
c. Auxiliary Unit Interface
d. Attachment Unit Interface
31. The AUI port on a router connects to which networking protocol?
a. 100BASE-T
b. 10BASE-T
c. Token Ring



d. Ethernet

Section 5-5

32. Define enterprise network.

33. The router interface most commonly used to interconnect LANs in a campus
network is

a. serial
b. console port
c. Ethernet
d. ATM
34. Serial interfaces on a router are typically used to
a. interconnect routers
b. interconnect hubs
C. connect to communication carriers
d. connect to auxiliary ports
35. The designation EO indicates
a. Ethernet port 0
b. Ethernet input
c. External port 0
d. Exit port 0
36. Routing tables on a router keep track of
a. port assignments
b. MAC address assignments
c. gateway addresses of LANs
d. routes to use for forwarding data to its destination
37. The convention used for naming of the serial port O on a router is
a. S0
b. System 0
c. Serial interface 0
d. Serial AUI 0
38. Define the term gateway.



Section 5-6
39. What is the purpose of the fast link pulse?

40. Define full-duplex.

41. Define half-duplex.

42. Which of the following is a disadvantage of the auto-negotiation protocol?
a. Only useful in LANSs that have multiple connection capabilities.
b. A failed negotiation on a functioning link can cause a link failure.
¢. It’s recommended for use in critical network data paths.

d. It works at 10Mbps.

Critical Thinking

43. Describe how a network administrator uses the OSI model to isolate a network
problem.

44. Why is auto-negotiation not recommended for use in critical network data paths?

45. What would happen if the local network devices do not have local ARP cache?

Certification Questions
46. Which of the following best defines a bridging table?
a. A list of MAC addresses and port locations for hosts connected to the bridge ports
b. A list of IP addresses and port locations for hosts connected to the bridge ports
c. A list of IP addresses and port locations for hosts connected to the hub ports
d. A list of MAC addresses and port locations for hosts connected to the hub ports
47. Which of the following best defines aging time?
a. The length of time a MAC address remains assigned to a port
b. The length of time an IP address remains assigned to a port
c. The length of time a MAC address remains assigned to a hub
d. The length of time an IP address remains assigned to a hub

48. Dynamic assignment on a switch implies which of the following? (Select all that



apply.)

a. MAC addresses are assigned to a port when a host is connected.
b. IP addresses are assigned to a port when a host is connected.

¢. MAC addresses are assigned to a switch when a host is connected.
d. IP addresses are assigned to a switch when a host is connected.

49. Which of the following terms is used to describe that a MAC address has been
manually assigned?

a. Dynamic assignment
b. ARP assignment
c. DHCP assignment
d. Static assignment
50. What is the purpose of the secure tab on a switch?
a. The switchport will use port discovery to assign a MAC address to the port.

b. The switchport will automatically disable itself if a device with a different MAC
address connects to the port.

c¢. The switchport will use a different MAC address than the one connected to the
port.

d. This enables the switch to select what networking devices have a selectable IP
address.

51. What is the length of time an IP address is assigned to a switchport called?
a. Delay time
b. Enable time
c. Aging time
d. Access time

52. Which of the following is a table of MAC addresses and port mapping used by the
switch to identify connected network devices?

a. CAM
b. ARP
c. ARP-A
d. ipconfig /all
53. Which of the following best defines store-and-forward relative to switch operation?
a. The frame is stored in CAM and the forward to the source for confirmation.
b. The frame is stored in CAM and the forward to the destination for confirmation.

c. The header is received before forwarding it to the destination.



d. The entire frame is received before a decision is made regarding forwarding to its
destination.

54. In which switch mode is the data packet forwarded to the destination as soon as the
MAC address has been read?

a. Store-and-forward
b. Adaptive fast-forward
c. Cut-through
d. Fast-forward
55. Which switch mode offers the minimum switch latency?
a. Cut-through
b. Fast-forward
c. Store-and-forward

d. Adaptive cut-through



Chapter 6. TCP/IP

Chapter Outline
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6-2 The TCP/IP Layers
6-3 Number Conversion
6-4 IPv4 Addressing
6-5 Subnet Masks
6-6 CIDR Blocks

6-7 IPv6 Addressing
Summary
Questions and Problems

Objectives
* Develop an understanding of the four layers of the TCP/IP model
* Define how a TCP connection is established, maintained, and terminated
* Investigate the properties of the UDP connectionless protocol
* Define the five classes of [Pv4 addresses
* Investigate the properties of basic number conversion
* Define the purpose of subnet masking
* Investigate the implementation of CIDR blocks and supernetting
» Apply subnet masking concepts to allocate space for hosts in a subnet

» Define the structure of IPv6

Key Terms
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TCP
connection-oriented protocol
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DP

Internet layer

IP (Internet Protocol)
ARP
IGMP

multicasting
multicast address

network interface layer

hex
IPv4
class A,B,C,D,and E

non-Internet routable IP addresses
RIRs

ARIN

subnet mask

classful

supernetting
CIDR

prefix length notation
CIDR block

supernets
IPv6

IPng
full IPv6 address

unicast address

multicast address

anycast address

link-local address

stateless address autoconfiguration (SLAAC)

6to4 prefix

Transmission Control Protocol/Internet Protocol (TCP/IP) is the protocol suite used for
communications between hosts in most local networks and on the Internet. TCP/IP can be
used to enable network communications in LANs, campus networks, and wide area




networks (WANSs) as long as the hosts support the protocol. TCP/IP is widely supported
and is included in operating systems such as Windows 10 and 8, Mac OS, Linux, and
Unix.

The Network Control Protocol (NCP) was developed by the Defense Advanced Research
Projects Agency (DARPA) to provide a way to network the computers of government
researchers. The DARPA-funded initiative forced the use of a standard networking
protocol by all defense contractors.

NCP

Network Control Protocol

6-1 Introduction

The Transmission Control Protocol (TCP) was first proposed in 1974 in a paper by Vint
Cerf and Bob Kahn. The suite of protocols called TCP/IP was introduced in 1978. In 1983,
TCP/IP replaced NCP as the standard networking protocol used by the Advanced Research
Projects Agency network (ARPAnet), considered the predecessor to today’s Internet.

ARPAnet

Advanced Research Projects Agency network

This chapter examines the fundamentals of the TCP/IP protocol suite. The relationship of
the TCP/IP model to the OSI model is presented in section 6-2. The following layers of
the TCP/IP protocol are examined: the application layer, the transport layer, the Internet
layer, and the network interface layer. Section 6-3 contains a discussion on the numbering
systems used in TCP/IP networks, including examples of converting decimal,
hexadecimal, and binary numbers. The fundamentals of IP addressing are reintroduced in
section 6-4. (The concept of IP addressing was first introduced in Chapter 1, “Introduction
to Computer Networks.”) This section examines the 32-bit structure of IPv4 addressing,
the current version used in the Internet. This section goes into detail about the role and
features of IP addressing in computer networks.

The concept of subnet masking is examined in section 6-5. This section presents many
examples of calculating and applying subnet masks to networks. The material presented
provides the student with the knowledge base to master subnet masking—related concepts
that are presented later in the text. The fundamentals of CIDR blocks and supernetting are
examined in section 6-6. The chapter concludes with an overview of the new IP
addressing standard, IPv6.

Table 6-1 lists and identifies, by chapter section, where each of the CompTIA Network+
objectives are presented in this chapter. At the end of each chapter section is a review with
comments of the Network+ objectives presented in that section. These comments are
provided to help reinforce the reader’s understanding of a particular Network+ objective.
The chapter review also includes “Test Your Knowledge” questions to aid in the
understanding of key concepts before the reader advances to the next section of the
chapter. The end of the chapter includes a complete set of question plus sample



certification type questions.

Domain/

Objective
Number

Domain/Objective Description Is Section Where Objective
Covered Is Covered

1.0 Network Architecture

1.8 Given a scenario, implement and configure 6-2, 6-4, 6-5, 6-6, 6-7
the appropriate addressing schema

3.0 Network Security

3.2 Compare and contrast common network 6-2
vulnerabilities and threats

5.0 Industry standards, practices, and
network theory

5.2 Explain the basics of network theory and  6-2, 6-3
concepts

5.9 Compare and contrast the following ports  6-2

and protocols

TABLE 6-1 Chapter 6 CompTIA Network+ Objectives

6-2 The TCP/IP Layers

In this section we examine the four layers of the TCP/IP model: application, transport,
Internet, and network interface. Each of these layers and its purpose are defined in Table
6-2. The TCP/IP protocol was established in 1978, prior to the final release of the OSI
model (see Chapter 1); however, the four layers of the TCP/IP model do correlate with the
seven layers of the OSI model, as shown in Figure 6-1.

Layer Purpose of the Layer

Application layer Defines the applications used to process requests

and which ports and sockets are used

Transport layer Defines the type of connection established between

hosts and how acknowledgements are sent

Internet layer Defines the protocols used for addressing and

routing the data packets

Network interface layer Defines how the host connects to the network

TABLE 6-2 The Four Layers of the TCP/IP Model



Application
Presentation
Session Application
Transport > Transport
Network > Internet
Data Link > Network Interface
Physical —
0OSI Model TCP/IP Model

FIGURE 6-1 The layers of the TCP/IP model and their relationships to the OSI model.

The Application Layer

The top level of the TCP/IP stack is the application layer. This layer is used to process
requests from hosts and to ensure a connection is made to an appropriate port. A port is
basically an address used to direct data to the proper destination application.

There are 65,536 possible TCP/UDP ports. Ports 1-1023 are called well-known ports or
reserved ports. These ports are reserved by Internet Corporation for Assigned Names and
Numbers (ICANN). Ports 102449151 are called registered ports and are registered with
ICANN. Ports 49152—65535 are called dynamic or private ports. Table 6-3 summarizes
port numbers.

Port Numbers Description

1-1023 The “well-known” ports
1024-49,151 Registered ports
49,152-65,535 Private ports

TABLE 6-3 Port Number Assignments

Well-known Ports
Ports reserved by ICANN

ICANN

Internet Corporation for Assigned Names and Numbers

Examples of well-known ports include HTTP (TCP port 80), HTTPS (TCP port 443), and
SSH (TCP port 22). Applications use these port numbers when communicating with



another application as illustrated in Figure 6-2. Host B is passing to Host A data that is
destined for TCP port 80 (HTTP). HTTP is the HyperText Transfer Protocol, used for
transferring non-secure web-based documents to a web browser such as Internet Explorer
or Mozilla Firefox. Host A receives the packet and passes the application up to the port 80
application. Table 6-4 lists some popular applications and their port numbers for TCP/IP.
This list includes FTP, SSH, SMTP, DNS, DHCP, HTTP, and HTTPS.

Host
A

TCP Connection

>

e

HTTP(80)

Host
B

FIGURE 6-2 An example of two hosts connected for a TCP transmission.



Transport  Port Number
Protocol

Application Description

TCP 20 (data port) 21 FTP File Transfer Protocol
(command/control port)

TCP 22 SSH Secure Shell

TCP 23 Telnet Virtual terminal connection

TCP 25 SMTP Simple Mail Transfer Protocol

uDP 53 DNS Domain name server

UDP 67, 68 (BOOTP- Dynamic Host Control

Server) Protocol

UDP 69 TFTP Trivial File Transfer protocol

TCP and UDP 80 HTTP Hypertext Transfer protocol

UDP 110 POP3 Post Office Protocol

NetBIOS 137-139 NetBIOS Network Basic Input/Output
System

TCP 143 IMAP Internet Message Access
Protocol

UDP 161 SNMP Simple Network Management
Protocol

TCP 443 HTTPS Secure HTTP

TCP 445 SMB Server message block

UDP 1701 L2TP Layer 2 Tunneling Protocol

TCP 1720 H.323/0.931 Voice over IP

TCP/UDP 1723 PPTP Point-to-point Tunneling
Protocol

TCP/UDP 2427/2727 MGCP Media Gateway Protocol

TCP/UDP 3389 RDP Remote Desktop Protocol

UDP 5004,/5005 RTP Real-time Transport Protocol

TCP/UDP 5060,/5061 SIP Session Initiation Protocol

You can find a complete list of ports at http://www.iana.org/assignments/port-numbers.
TABLE 6-4 Common Applications and Their Port Numbers


http://www.iana.org/assignments/port-numbers

The Transport Layer

The transport layer protocols in TCP/IP are very important in establishing a network
connection, managing the delivery of data between a source and destination host, and
terminating the data connection. There are two transport protocols within the TCP/IP
transport layer, TCP and UDP. TCP, the Transport Control Protocol, is a connection-
oriented protocol, which means it establishes the network connection, manages the data
transfer, and terminates the connection. The TCP protocol establishes a set of rules or
guidelines for establishing the connection. TCP verifies the delivery of the data packets
through the network and includes support for error checking and recovering lost data. TCP
then specifies a procedure for terminating the network connection.

Transport Layer Protocols

Define the type of connection established between hosts and how
acknowledgements are sent

TCP

Transport Control Protocol

Connection-Oriented Protocol

Establishes a network connection, manages the delivery of data, and
terminates the connection

A unique sequence of three data packets is exchanged at the beginning of a TCP
connection between two hosts, as shown in Figure 6-3. This is a virtual connection that is
made over the network. This sequence is as follows:

1. The SYN (Synchronizing) packet

SYN

Synchronizing packet

2. The SYN ACK (Synchronizing Acknowledgement) packet

SYN ACK

Synchronizing Acknowledgement packet

3. The ACK (Acknowledgement) packet

ACK

Acknowledgement packet




Packet 1 | oSt SYN Host
A SEQ#=x LEN=0 B

Packet 2 | HOSt SYN + ACK Host
A SEQ# =y ACK#=x +1 B

Packet 3 | oSt ACK Host
A ||SEQ#=x+1 ACK#=y+1 | B

FIGURE 6-3 The three-packet initial TCP handshake.

The host initiating the connection will send a synchronizing packet (SYN) (see Figure 6-
3). In this example, Host A issues a SYN packet to initiate the TCP handshake. The SYN
will have a sequence number (SEQ) associated with it. In the example shown in Figure 6-
3, the sequence number is x. The sequence number is used to keep track of the data
packets being transferred from Host A to Host B. The length of the packet being sent by
Host A is 0 (LEN 0), which indicates that the packet contains no data.

In packet 2, Host B replies with a SYN ACK packet. The ACK is an acknowledgement
that Host B received the packet from Host A. A number is attached to the ACK with a
value of (x + 1) that should be the sum of the SEQ# from packet 1 plus the length (LEN)
of packet 1. Recall that the length of packet 1 is 0 (LEN 0), but packet 1 counts as one
packet; therefore, Host B replies with an acknowledgement of packet 1 sequence number
plus 1 (x + 1). This acknowledgement notifies Host A that the packet (packet 1) was
received. Packet 2 from Host B will also have a sequence number issued by Host B. In this
packet, the sequence number has a value of y. This sequence number is used to keep track
of packets transferred by Host B.

In packet 3, Host A acknowledges the reception of Host B’s packet. The ACK number is
an increment of one higher than the SEQ# sent by Host B in packet 2 (y + 1). Host A also
sends an updated SEQ# that is one larger than the SEQ# Host A sent in packet 1 (x + 1).
Remember, Host A and Host B each have their own sequence numbers. This completes the
three-packet handshake that establishes the TCP connection. This handshake appears at
the beginning of all TCP data transfers.

The following is an example of a TCP packet transmission captured using a network
protocol analyzer. The network setup is shown in Figure 6-4. Host A (the client) is
establishing an FTP connection with Host B. The captured file is 6-a.cap and is also
provided in the Capture folder with the text’s accompanying CD-ROM. Portions of the
captured data packets are shown in Figure 6-5.



Host »| Host
A = B

Client FTP server
FIGURE 6-4 The setup for the capture of the TCP connection.

ID SLIMMary

000001 TCP SP=1054 DP=21 S¥MN SEQ=997462768 ACK=0 LEN=0 WS=1&334 OFT
000002 TCP SP=21 DP=1054 S¥N SEQ=3909625466 ACK=3374627639 LEN=0 W5=175:20
000003 TCP SP=1054 DP=Z1 SEQ=997462769 ACK=3909625467 LEN=0 WS=175:20

000004 FTP R POrEL=1054 220 w2kserver MicrosoTh

a0000% FTP C Port=10%4 USER administrator
000010 FTP R Port=1054 3231 Password reguired

00o0l4 FTP < Port=1054 FPASS cChile

FIGURE 6-5 An example of the three packets exchanged in the initial TCP handshake.

Packet 1 (ID 000001) is the SYN or synchronizing packet. This packet is sent from the
host computer on the network that wants to establish a TCP network connection. In this
example, Host A is making a TCP connection for an FTP file transfer. The summary
information for packet 1 specifies that this is a TCP packet, the source port is 1054
(SP=1054), and the destination port is 21 (DP=21). Port 1054 is an arbitrary port number
that the FTP client picks or is assigned by the operating system. The destination port 21
(command/control) is the well-known FTP port (see Table 6-4). The packet has a starting
sequence number, 997462768, and there is no acknowledgement (ACK=0). The length of
the data packet is 0 (LEN=0). This indicates that the packet does not contain any data. The
window size = 16384 (WS=16384). The window size indicates how many data packets can
be transferred without an acknowledgement.

Packet 2 is the SYN-ACK packet from the FTP server. The sequence number
SEQ=3909625466 is the start of a new sequence for the data packet transfers from Host B.
The source port is 21 (SP=21) and the destination port for packet 2 is 1054 (DP=1054).
ACK=997462769 is an acknowledgement by host B (the FTP server) that the first TCP
transmission was received. Note that this acknowledgement shows an increment of 1 from
the starting sequence number provided by host A in packet 1.

Packet 3 is an acknowledgement from the client (host A) back to the FTP server (host B)
that packet 2 was received. Note that the acknowledgement is ACK=3909625467, which
is an increment of 1 from the SEQ number transmitted in packet 2. This completes the
initial handshake establishing the TCP connection. The next part is the data packet
transfer. At this point, the two hosts can begin transferring data packets.

The last part of the TCP connection is terminating the session for each host. The first thing
that happens is that a host sends a FIN (finish) packet to the other connected host. This is
shown in Figure 6-6. Host B sends a FIN packet to Host A indicating the data transmission
is complete. Host A responds with an ACK packet acknowledging the reception of the FIN
packet. Host A then sends Host B a FIN packet indicating that the connection is being
terminated. Host B replies with an ACK packet.



Host FIN SEQ# ACK# Host

p
A
L

Host SEQ# ACK# Host
A o
Host FIN SEQ# ACK# > Host
A B
Host SEQ# ACK# } Host
A B

FIGURE 6-6 Terminating the TCP connection.

Figure 6-7 shows an example of terminating a TCP connection. This example was
captured with a network protocol analyzer. The captured file is 6-a.cap and is provided in
the Capture folder in the companion CD-ROM.

| ID | SLmmMary

000043 TCP SP=21 DP=1054 FIN SEQ=39039625742 ACK=937462851 LEN=0 W5S=1743§
000043 TCP SP=1054 DP=2Z1 SEQ=997462801 ACK=3909625743 LEN=0 WS=17245
000050 TCP SP=1054 DP=21 FIN SEQ=997462851 ACK=3909525743 LEN=0 WS=17245
000051 TCP  SP=21 DP=1054 SEQ=3903625743 ACK=997452852 LEN=0 WS=1743§

FIGURE 6-7 An example of the four-packet TCP connection termination.

Packet 48 (see Figure 6-7) is a TCP packet with a source port of 21 (SP=21) and a
destination port of 1054 (DP=1054). The FIN statement is shown, followed by a SEQ#
and an ACK#. Remember, the SEQ and ACK numbers are used to keep track of the
number of packets transmitted and an acknowledgement of the number received. The LEN
of packet 48 is 0, which means the packet does not contain any data. Packet 49 is an
acknowledgement from the host, at port 1054, of the FIN packet. Remember, the FIN
packet was sent by the host at the source port 21. In packet 50 the host at port 1054 sends
a FIN packet to the host at the destination port 21. In packet 51, the host at port 21
acknowledges the reception of the FIN packet and the four-packet sequence closes the
TCP connection.

UDP, the User Datagram Protocol, is a connectionless protocol. This means UDP packets
are transported over the network without a connection being established and without any
acknowledgement that the data packets arrived at the destination. UDP is useful in
applications such as videoconferencing and audio feeds, where such acknowledgements
are not necessary.



UDP

User Datagram Protocol

Figure 6-8 provides an example of a UDP packet transfer. Packet 136 is the start of a UDP
packet transfer of an Internet audio feed. A TCP connection to the Internet was made first,
and then the feed was started. At that time, the UDP connectionless packets started.
Packets 138, 139, and 140 are the same types of packets with a length of 789. No
acknowledgements are sent back from the client because all the packets are coming from
the Internet source. UDP does not have a procedure for terminating the data transfer;
either the source stops delivery of the data packets or the client terminates the connection.

= Surveyor Demo Capture Yiew - D:AChapterSiUDP capture.cap - 100 MBPS

|ca.E||| I RO TR EREE

ID0 | Status | Elapsed [5ec] IS'I ZE | Destination i Source | SUMMary
I:II:II3136 5.199.544.500 827 Dell ZE5EF48 Hircom 1399ZE UDF SP=3737 DP=11l&4 LEW=FE2
aool3s 5.495.618.400 827 Dell ZE5EF48& Hircom 1399ZE UDF SP=3737 DP=11&4 LEW=F5E2
aooizs 6.779.560.000 827 Dell ZS5EF48 Hircom 1399ZE UDF SP=3737 DP=11&4 LEW=F52
aool40 7.062.756.800 827 Dell ZS5EF4& Hircom 1399ZE UDF SP=3737 DP=11l&4 LEW=FE2

FIGURE 6-8 An example of a UDP packet transfer.

The Internet Layer

The TCP/IP Internet layer defines the protocols used for addressing and routing the data
packets. Protocols that are part of the TCP/IP Internet layer include IP, ARP, ICMP, and
IGMP. We examine these protocols next.

Internet Layer

Defines the protocols used for addressing and routing data packets

IP

The IP (Internet Protocol) defines the addressing used to identify the source and
destination addresses of data packets being delivered over an IP network. The IP address is
a logical address that consists of a network and a host address portion. The network
portion is used to direct the data to the proper network. The host address identifies the
address locally assigned to the host. The network portion of the address is similar to the
area code for a telephone number. The host address is similar to the local exchange
number. The network and host portions of the IP address are then used to route the data
packets to the destination. (IP addressing and subnet masking are examined in detail in
sections 6-4 and 6-5.)

IP (Internet Protocol)

Defines the addressing used to identify the source and destination addresses
of data packets being delivered over an IP network




ARP

Address Resolution Protocol (ARP) is used to resolve an IP address to a hardware
address for final delivery of data packets to the destination. ARP issues a query in a
network called an ARP request, asking which network interface has this IP address. The
host assigned the IP address replies with an ARP reply, the protocol that contains the
hardware address for the destination host. Figure 6-9 provides an example of an ARP
request captured with a protocol analyzer. As shown highlighted in Figure 6-9(a), an ARP
request is issued on the LAN. The source MAC address of the packet is 00-10-A4-13-99-
2E. The destination address on the local area network shown is BROADCAST, which
means this message is being sent to all computers in the local area network. A query (Q) is
asking who has the IP address 10.10.10.1 (PA=). PA is an abbreviation for protocol
address.

@ Surveyor Demo - Detail View - [Surveyor Demo Capture View cap ]

| File Edit Configuration iew Module Monitor Miews Capture Wiews  Tools  Window  Help
i ?
= = -~ H By M 4|4 b+ M M P S L EEIfEmia=
| ID | status | Elapsed [sec] i?'i?é | Destination | Source |

------ PL.462.226.320 64 BROADCAST 00104413992E ARP 0 PA=10.10.10.1
000001 35.462.769.400 64 0010A413992E 00104413 6CEE ARF R HA=0010A4136CEE
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FIGURE 6-9 (a) The captured packets showing the ARP request; (b) the ARP reply.

ARP

Address Resolution Protocol, used to map an IP address to its MAC address

The highlighted area in Figure 6-9(b) shows the destination computer’s ARP reply,
sending its MAC address back to the source that issued the ARP request. (The R after the
ARP indicates this is an ARP reply.) The source of the ARP reply is 00-10A4-13-6C-6E,
which is replying that the MAC address for 10.10.10.1 is 00-10-A4-13-6C-6E (HA=). HA
is an abbreviation for hardware address. In this case, the owner of the IP address replied to
the message, but this is not always the case. Sometimes another networking device, such
as a router, can provide the MAC address information. In that case, the MAC address
being returned is for the next networking device in the route to the destination.

Figure 6-10 provides a breakdown of the packet details of the ARP request. The
description of the ARP request is a broadcast that is the uppercase F. This means that all



binary data bits are set to a logical 1. The data packet with all Fs is highlighted at the
bottom of the image. Can you find the source address for the ARP request? The source
address of 00-10-A4-13-99-2E immediately follows the destination address. The four
hexadecimal characters (0x0806) identify this as an ARP packet. The 0x indicates that the
0806 is a hexadecimal number. Section 6-3 discusses the hexadecimal numbers in more
detail.

Detail view -- Frame ID 0, arriwed at 0112 21:38:13.482226, Frame Status: [(Good Frame)
Data Link Control (DLC)

Destination FFFFFFFFFFFF EROADCAST

Source 0010A413392E [Mo wendor MName. - 139392E] [0010a413992E]

EtherType 0x0306 [Address Resolution Protocol (ARFPID
Address Resolution Protocol [(ARP)

Hardware Type 1 [Ethernet]

Frotocol Type 0=0300 [IP]

Hardware aAddr Length (& bytes
Frotocol Adde Length |4 bytes

Operation 1 [Request]
sender Ethernet Addr (00102413992E [Mo wendor MName. - 139392E] [0010A413992E]
Sender IF Address 10.10.10.4
Target Ethernet addr |000000000000 [Wo wendor Wame. - 0000007 [oooooooooo0o]
Target IF Address |10.10.10.1

pDatafFCs
|DatasFadding | [18 bytes]

Frame Check Sequence |0<8AAEEFFO [Correct)

Hex

|oooo: | FEEEo 10 A4 12 9% ZE 08 0& 00 01 . . . . . . P
0010: 08 00 06 04 00 01 00 10 A4 13 99 ZE 04 04 OA 04 | ........ oS e
oozo: 00 00 00 00 00 00 04 DA 04 01 00 00 00 00 00 00 | cvveweccenncannn
oo3o: 00 00 00 00 00 OO0 00 00 00 00 00 00 84 AS 8F FO | ..eewecevnn.- ¥. b
oo40:

FIGURE 6-10 The details of the ARP broadcast packet.

ICMP

The Internet Control Message Protocol (ICMP) is used to control the flow of data in the
network, to report errors, and to perform diagnostics. A networking device, such as a
router, sends an ICMP source-quench packet to a host that requests a slowdown in the data
transfer.

An important troubleshooting tool within the ICMP protocol is ping, the packet Internet
groper. The ping command is used to verify connectivity with another host in the network.
The destination host could be in a LAN, in a campus LAN, or on the Internet.

The ping command was introduced in Chapter 1 and used in Chapter 4 to test the data
packet deliveries in a LAN using a hub or switch. The ping command uses a series of
echo requests, and the networking device receiving the echo requests responds with a
series of echo replies to test a network connection. Refer to Chapters 1 and 4 for
examples.



IGMP

IGMP is the Internet Group Message Protocol. It is used when one host needs to send data
to many destination hosts. This is called multicasting. The addresses used to send a
multicast data packet are called multicast addresses and are reserved addresses not
assigned to hosts in a network. An example of an application that uses IGMP packets is
when a router uses multicasting to share routing tables. This is explained in Chapter 7,
when routing protocols are examined.

IGMP

Internet Group Message Protocol

Multicasting

When one host sends data to many destination hosts

Multicast Addresses

The addresses used to send a multicast data packet

Another application of IGMP packets is when a host wants to stream data to multiple
hosts. Streaming means the data is sent without waiting for any acknowledgement that the
data packets were delivered. In fact, in the IGMP protocol, the source doesn’t care whether
the destination receives a packet. Streaming is an important application in the transfer of
audio and video files over the Internet. Another feature of IGMP is that the data is handed
off to the application layer as it arrives. This enables the appropriate application to begin
processing the data for playback.

The Network Interface Layer

The network interface layer of the TCP/IP model defines how the host connects to the
network. Recall that the host can be a computer or a networking device such as a router.
The type of network to which the host connects is not dictated by the TCP/IP protocol.
The host could be a computer connected to an Ethernet or token-ring network or a router
connected to a frame relay wide area network. TCP/IP is not dependent on a specific
networking technology; therefore, TCP/IP can be adapted to run on newer networking
technologies such as asynchronous transfer mode (ATM).

Network Interface Layer

Defines how the host connects to the network

In the network interface layer every TCP/IP data packet must have a destination and a
source MAC address in the TCP/IP header. The MAC or hardware address is found on the
host’s network interface card or connection and is 12 hexadecimal characters in length.
For example, the network interface could have a MAC address of



00-10-A4-13-99-2E

The hardware address is used for final delivery of data packets to the next destination in a
network. The first six hexadecimal numbers represent the organization that manufactured
the card. This is called the organizational unit identifier (OUI). The last six digits are
unique numbers assigned by the manufacturer of the network interface. The concept of the
MAC address was fully explained in Chapter 1, and you are encouraged to refer to this
material for a thorough review.

Section 6-2 Review
This section has covered the following Network+ Exam objectives.

1.8 Given a scenario, implement and configure the appropriate addressing
schema

This section introduced IGMP, the Internet Group Message Protocol. It is used
when one host needs to send data to many destination hosts. This is called
multicasting. The addresses used to send a multicast data packet are called
multicast addresses and are reserved addresses not assigned to hosts in a network.

3.2 Compare and contrast common network vulnerabilities and threats

This section introduced common applications and port numbers, which are
presented in Table 6-4. Take the time to memorize the applications and port
numbers provided in this table. It is important that a network technician knows the
function of all ports and understands the possible threats when a port is left open.

5.2 Explain the basics of network theory and concepts

The concepts of TCP and UDP were both presented in this section. Make sure you
understand the differences between a connection-oriented protocol and a
connectionless protocol.

5.9 Compare and contrast the following ports and protocols

A partial list of the possible TCP/UDP ports is provided in Table 6-4. There are
65,536 possible TCP/UDP ports. Ports 1-1023 are called well-known ports or
reserved ports. These ports are reserved by Internet Corporation for Assigned
Names and Numbers (ICANN). Ports 102449151 are called registered ports and
are registered with ICANN. Ports 49152—65535 are called dynamic or private
ports.

Test Your Knowledge

1. The four layers of the TCP/IP model are Application, Network, Internet, Data Link.
True or False?

2. Which layer of the TCP/IP model processes requests from hosts to ensure a
connection is made to the appropriate port?

a. Application

b. Internet



c. Transport
d. None of these answers is correct.

3. The three packets exchanged at the beginning of a TCP connection between two
ports are which of the following?

a. SYN, SYN + ACK, ACK

b. SYN, SYN, ACK

c. SYN, ACK, ACK

d. TCP does not use SYN packets.

6-3 Number Conversion

This section reviews the numbering systems used in computer networking, with a focus on
converting binary, decimal, and hexadecimal numbers.

Binary-to-Decimal Conversion

Binary numbers are represented as a logical 0 or logical 1 in base 2 format. This means
that each number has a place value of 2V, where n is the place value position of the binary
digit. The place values start at 2° with the least significant bit (LSB) position. For

example, the binary number 1 0 1 1 has the place values of 2° for the LSB position to 2>
for the most significant bit (MSB) position.

Place value 23 22 " 3"
Binary digit 1 0 1 1
MSB—LSB MSB LSB

The 1 and 0 are used as a multiplier times the place value. For example, the conversion of
101 1 to decimal is as follows:

1x23=8
0x22=0
1 x21=2
1x2%°=1
sum =11

Note that the place value was multiplied by the value of the binary digit.

Instead of writing 2°, 21, 22.., it is easier to write the decimal equivalent for each place
value (for example, 1, 2, 4, 8, 16, 32, 64, 128). The calculations for determining each
place value are as follows:

20=1 21=2 22=4 22=8
2= 16 2°=132 2= 64 27 =128
This is shown in Table 6-5.



Place value 128 64 32 16 8

(decimal)
Place value 2’ 2 gt 2 2
MSB—LSB MSB

TABLE 6-5 Place Values for Eight Binary Numbers (an Octet)

For example, the place values for the binary number 1 0 0 1 0 0 can be set up as follows:

Place value (decimal) 32 16 8 4
Place value 2 2! o 9%
Binary digit 1 0 0 1
MSB—LSB MSB

Every place value that has a binary digit of 1 is used to sum a total for determining the
decimal equivalent for the binary number. In this example, the decimal equivalent is 32 +
4 = 36. After working a few examples, it becomes obvious that the base 2 place values can
be written by inspection in their decimal equivalence. The rightmost place value is 1, the

next place value is 2, the next is 4, and so on.

The 8-bit octet numbers used in IP addressing are converted from binary to decimal in the

same manner. The following example demonstrates this.



Example 6-1

Given a 32-bit IP address number expressed in binary format, convert the number to
a dotted-decimal format.

11000000 10101000 00100000 00001100
octet-4 octet-3 octet-2 octet-1
Solution:

First, assign the place value for each binary position.
128 64 i 2 16 8 4 2 1
octet-1 0 0 0 0 1 1 0 0
(1x8)+(1x4)=8+4=12

128 64 32 16 8 4 2 1
octet-2 0 0 1 0 0 0 0 0
(1x32)=32

128 64 32 16 8 4 2 1
octet-3 1 0 1 0 1 0 0 0

(1x128)+(1x32)(1 x8)=128+32+8=168

128 64 32 16 8 4 2 1
octet-4 1 1 0 0 0 0 0 0
(1x128)+(1x64)=128+64=192

Therefore, the dotted decimal equivalent is 192.168.32.12.

Decimal-to-Binary Conversion

The simplest way to convert a decimal number to binary is using division, repeatedly
dividing the decimal number by 2 until the quotient is 0. The division steps for converting
decimal numbers to binary are as follows:

1. Divide the decimal number by 2, record the remainder of 0 or 1, and write the
quotient or result of the division by 2.

2. Divide the quotient by 2 and record the remainder of 0 or 1. Write the quotient and
repeat this step until the quotient is 0.

3. Write the remainder numbers (0 and 1) in reverse order to obtain the binary
equivalent value.



Example 6-2
Convert the decimal number 12 to binary.
Solution:

Divide 12 by 2. This equals 6 with a remainder of 0. Divide 6 by 2. This equals 3
with a remainder of 0. Divide 3 by 2. This equals 1 with a remainder of 1. Divide 1
by 2. This equals 0 with a remainder of 1. The quotient is 0; therefore, the
conversion is done. Write the remainder numbers in reverse order to generate the
binary equivalent value. This yields a value of 1 1 0 0. The calculation for this is
shown:

2112
216 0
213 0
211 1
0 1
You can verify the answer by converting the binary number back to decimal.
8 4 2 1
1 1 0 0
(1x8)+(1x4)=12

Example 6-3
Convert 33 to its binary equivalent.
Solution:

Use the decimal-to-binary steps listed previously.
2133
2116
218
214
212
211
0

The answeris 10000 1.

-0 O O o =




Example 6-4
Convert the decimal number 254 to binary.
Solution

Use the decimal-to-binary steps listed previously.
21254
21127
2163
2130
2115
7. i
213
211
0

The answeris11111110.

0
1
1
1
1
1
1
1

Hexadecimal Numbers

Hexadecimal numbers (hex) are base 16 numbers. Table 6-6 provides a conversion lookup
table for hexadecimal. It takes four binary numbers to represent a hexadecimal number.
Notice that the letters A—F are used to represent the decimal numbers 10-15.



Decimal Hexadecimal Binary

0 0 0000
i | 1 0001
2 2 0010
3 3 0011
4 4 0100
5 5 0101
6 6 0110
i T B 111
8 8 1000
9 9 i e |
10 A 1010
11 B 1011
12 E 1100
13 D i i G 2 5
14 E 1110
15 F p 18 5 Bt |
TABLE 6-6 Hexadecimal Conversion Table
Hex

Hexadecimal, base 16

Converting Hexadecimal

The simplest way to convert hexadecimal numbers to binary is through the use of either a
calculator or a lookup table, such as Table 6-6.

Hexadecimal numbers are used in computer networks to represent the computer’s 12-hex
character MAC address and are used to display the packet details in a protocol analyzer, as
shown in Figure 6-11. Hex numbers are also used in IPv6 addressing (discussed in section
6-7).



Detail view -- Frame ID 42, arriwved at 0505 15:24:07.200035

Data Link Control (DLC)
Destination 01005 EQDOO0L Mo wWendor Mame. 01005 EQOO00A
Source 00107 BS0ESOD [Wo wendor MWame. - S0Es0D] [00l0FESOESOD]
EtherType O=0300 [Internet Protocol (IFR]J)
Internet Protocol (IF)
versionHeader Length |0=4E
0100 = vaw version 4
. 0101 20 bytes - Header Length
Type of Serwvice O=C0
i i o e Internetwork Contraol
O PR Normal Delay
(0. Normal Throughput

oooo: 1 00 SE 00 FBE S0 E& 0D 08 00 45 CO AN . (.=...En
0o010: o0 2C 00 00 00 00 0z 58 CB SC 04 0A 01 FA EOD 0O SRR HERLSIE
oozo: o0 04 0z OS5 EE D1 00 00 00 00 00 00 00 00 00 00 G e ol S S
o030: 00 00 00 00 00 01 00 01 00 02 01 00 01 00 00 00 | ceveecevennannns
oo40: o0 OF 00 04 00 08 OC 00 0Ol 00 53 D4 90 5C [ .c..e...... =u Y
oos0:

o0E0:

oo7o:

o0g0:

ooso:

o0AD:

FIGURE 6-11 An example of the use of hex numbers in data packets.

The highlighted region in Figure 6-11 shows the destination MAC address of

01005E00000A, which is a 12-digit hexadecimal code. Notice that the EtherType number
is 0x0800, defining that this is an Internet protocol packet. Also note that the numbers at
the bottom of the screen are expressed in hex format. These numbers are the values in the

data packets.
0x800—The 0Ox indicates this is a hexadecimal number.

0x800—The subscript H is sometimes used to indicate that this is a

hexadecimal number. The subscript notation is not always practical to display

in a text format, so this style is of limited use.

The following are examples of converting hexadecimal numbers to binary.

Example 6-5

Convert the hexadecimal number 0x48AF to binary.
Solution:

Use Table 6-6 to convert the hex numbers.

Hex: 4 8 A F

Binary: 0100 1000 1010 1111




Example 6-6

Convert the hexadecimal number 0x0800 to binary.

Solution:

Use Table 6-6 to convert the hex numbers.
Hex: 0 5 0 0

Binary: 0000 1000 0000 0000

Converting binary numbers to hexadecimal requires that the binary numbers be
separated into groups of four beginning with the LSB position. If the binary
sequence doesn’t have 4 bits, use leading Os to pad the number. The binary numbers
used in computer networks are always a multiple of four in length; therefore, you
won’t have to pad any of the numbers with leading Os.

Example 6-7
Convert the binary number 0 1001100 10 1 0 to hexadecimal.

Solution:

Separate the binary numbers into groups of four beginning with the LSB position.
Next, use the conversion lookup table (Table 6-6) to convert each 4-bit binary group

to hexadecimal.
0100 1100 1010

4 C A
The answer is 0x4CA.




Section 6-3 Review
This section has covered the following Network+ Exam objectives.
5.2 Explain the basics of network theory and concepts

The focus of this section was number conversion. An important relationship is the
structure of the MAC address, which is made up of 12 hexadecimal characters.
Also, the EtherType of 0x0800 was expressed in hexadecimal.

Test Your Knowledge

1. Converting 101101101111000 1 to hexadecimal yields which of the
following?

a. B6F1
b. A6F1
c. AAF1
d. BAF1
e. None of these answers is correct.

2. Converting 65 to its binary equivalent yields 100 0 0 0 1. True or False?

6-4 IPv4 Addressing

IP addressing provides a standardized format for assigning a unique routable address for
every host in a TCP/IP network. You might ask, “The host in a TCP/IP network already
has a hardware (MAC) address, so why the need for the IP address?”

The answer is that internetworking devices need a routable network address to deliver data
packets outside the LAN. The IP address is similar to a telephone number. The network
portion of the IP address is similar to the telephone’s area code. The host portion of the IP
address is similar to the telephone’s 7-bit local exchange number. This section identifies
the network and host portion of an IP address and describes how IP addressing is used to
identify the address for a host in a network.

The IP addressing version currently being used on the Internet and for TCP/IP data traffic
is IPv4. There are five classes of IPv4 addresses: class A, B, C, D, and E. The address
breakdown for each class is provided in Table 6-7. Classes A, B, and C are the primary
addresses used over the Internet and for TCP/IP data traffic. Class D is used for
multicasting (explained in Chapter 9, “Routing Protocols”), while the class E range is
experimental and is not used on the Internet. A new IP addressing scheme called IPv6 has
been developed for use on the Internet. Section 6-7 covers this address scheme in more
detail.




Class IP Address Range

A 0.0.0.0-127.255.255.255

B 128.0.0.0-191.255.255.255
C 192.0.0.0-223.255.255.255
D 224.0.0.0-239.255.255.255
E 240.0.0.0 -254.255.255.255

TABLE 6-7 IPv4 Address Classes and Address Range

IPv4

The IP version currently being used on the Internet

Class A, B, C, D, and E

The five classes of IPv4

Note

The 0.0.0.0 and 127.x.x.x addresses are special-purpose addresses. The 0.0.0.0 IP
address refers to the source host on this network. The 127.x.x.x addresses are used
as the Internet loopback address. A datagram sent by a higher-level protocol to an
address anywhere within this block should loop back inside the host. The most
common loopback address used is 127.0.0.1. The 127.x.x.x addresses should never
appear on the network.

Each IP address consists of four 8-bit octets, providing a total binary data length of 32 bits.
Figure 6-12 shows the 32-bit structure for the IP address. Each octet in the IP address is
expressed in terms of its decimal equivalent. The decimal equivalent representation of the
four octets shown in Figure 6-12 is 10.10.20.1. Table 6-8 provides the breakdown for
determining each octet in decimal and binary.

decimal 10 . 10 . 20 . 1

binary 00001010 00001010 00010100 00000001
L J [ B J L 4 L 4
octet-4 octet-3 octet-2 octet-1

| 392 bits |

FIGURE 6-12 The structure of the 32-bit IPv4 address.




Octet Decimal Binary

4 10 00001010
3 10 00001010
2 20 00010100
1 1 00000001

TABLE 6-8 Decimal/Binary Octet Breakdown for the 10.10.20.1 IPv4 Address

Representing the binary data in decimal form simplifies the user interface. TCP/IP uses the
binary form (represented as 32 1/0 bits) for transporting the IP address, but the user
interface is typically expressed in a dotted-decimal format. The 10.10.20.1 IP address is an
example of dotted-decimal.

Each of the four octets of the IPv4 address represents either a network or a host portion of
the IP address. Figure 6-13 and Table 6-9 illustrate the breakdown in each of the address
classes for network and host bits. Class A has 8 bits assigned for the network address and
24 bits for the host. Class B has 16 bits for the network address and 16 bits for the host.
Class C has 24 bits assigned for the network address and 8 bits for the host.

class A | Network. | Host . | Host . | Host .
class B | Nelwork. | Network. | Host . | Host .
class C | Network . | Network . | Network . | Host .

FIGURE 6-13 The octets making up the network and host portions of the [Pv4 address
for classes A, B, and C.

Class Network Bits Host Bits
A 8 24

B 16 16

C 24 8

TABLE 6-9 Breakdown of the Network and Host Bits by Class

The number of host bits in the IP address classes determines how many hosts can be
created for each class of address. The equation

2" — 2, where n = number of host bits

is used to calculate the number of host IP addresses that can be created for a network. For
example, a class C address has 8 host bits; therefore, 28 _ 2 = 254 host IP addresses can be



assigned to a class C network. The reason for the “— 2” value in the equation when
calculating the number of host addresses is the host IP address cannot be all 1s or all Os.
The all 1s state is reserved for network broadcasts, and the all Os state is reserved for the
network address. Table 6-10 lists the total number of available host IP addresses for each
class of network. (A technique called subnetting is introduced in this chapter in section 6-
5. This section shows how host bits are borrowed and added to the network address bit to
create subnets in a network.)

Class Number of Host Bits Number of Hosts
A 24 16,777,214

B 16 65,534

£ 8 254

TABLE 6-10 Number of Host IP Addresses by Class

Private IP Addresses

Address ranges in class A, B, and C have been set aside for private use. These addresses,
called private addresses, are not used for Internet data traffic but are intended to be used
specifically on internal networks called intranets. Table 6-11 lists the private address
ranges.

Class Address Range

A 10.0.0.0-10.255.255.255
B 172.16.0.0-172.31.255.255
C 192.168.0.0-192.168.255.255

TABLE 6-11 Private IP Addresses

The IP addresses used in this text are in the private address range. Functionally, private
addresses work the same as public addresses except they are not routed on the Internet.
These are called non-internet routable IP addresses and are blocked by Internet service
providers (ISPs).

Non-Internet Routable IP Addresses

IP addresses not routed on the Internet

IP Address Assignment

IP address allocation is governed by the Internet Assigned Number Authority (IANA). To
coordinate the global effort of IP allocation more effectively, IANA delegates the
allocation to the regional Internet registries (RIRs), each of which is responsible for a
different area. The five RIRs accounting for the different regions of the world are as
follows:

* AfriNIC: Africa Region



» APNIC: Asia/Pacific Region

RIRs

Regional Internet registries, IANA-designated governing organizations
responsible for IP address allocation by geographical location

* ARIN: North America Region
* LACNIC: Latin America and some Caribbean Islands
* RIPE NCC: Europe, the Middle East, and Central Asia

In North America, IP addresses are assigned by the American Registry for Internet
Numbers (ARIN). Their web address is http://www.arin.net. ARIN assigns IP address
space to ISPs and end users, but only to those who qualify. This requires that the ISP or
end user be large enough to merit a block of addresses. When blocks of addresses are
allocated by ARIN to ISPs, the ISPs issue addresses to their customers. For example, a
Telco could be the ISP that has a large block of IP addresses and issues an IP address to a
user. A local ISP could also be assigned a block of IP addresses from ARIN, but the local
ISP must have a large number of users.

ARIN

American Registry for Internet Numbers

ARIN also assigns end users IP addresses. Once again, the end user must qualify to
receive a block of addresses from ARIN. This usually means that the end user must be
large. For example, many universities and large businesses can receive a block of IP
addresses from ARIN. However, most end users will get their IP addresses from an ISP
(for example, Telco) or have IP addresses assigned dynamically when they connect to the
ISP.


http://www.arin.net

Section 6-4 Review
This section has covered the following Network+ Exam objectives.

1.8 Given a scenario, implement and configure the appropriate addressing
schema

The classes of IP addresses were presented in Table 6-7. Make sure you can identify
the class for each range of addresses. This section also listed the ranges for private
IP addresses in Iable 6-11.

Test Your Knowledge
1. The home IP address for a network is assigned by which of these?
a. ARIN, the association of Registered Internet Numbers
b. ARIN, the American Registry for Internet Names
c. ARIN, the American Registry for Internet Numbers
d. ARNN, the American Registry for Internet Names and Numbers
2. The IP address 192.168.20.5 is an example of what? (Select all that apply.)
a. Class C IP address
b. Class B IP address
c. Class A IP address
d. A private IP address

6-5 Subnet Masks

The objective of this section is to demonstrate how to establish subnet masks for use in
computer networks. Subnetting is a technique used to break down (or partition) networks
into subnets. The subnets are created through the use of subnet masks. The subnet mask
identifies which bits in the IP address are to be used to represent the network/subnet
portion of an IP address.

Subnet Mask

Identifies the network/subnet portion of an IP address

Subnets are created by borrowing bits from the host portion of the IP address. This is
shown in Figure 6-14. The network portion of the IP address and the new subnet bits are
used to define the new subnet. Routers use this information to properly forward data
packets to the proper subnet. The class C network shown in Figure 6-15 is partitioned into
four subnets. It takes 2 bits to provide four possible subnets; therefore, 2 bits are borrowed
from the host bits. This means the process of creating the 4 subnets reduces the number of
bits available for host IP addresses.
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A
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Borrowed bits
FIGURE 6-14 Borrowing bits from the host to create subnets.
192.168.12.0

Network

SM 255.255.255.192

: Subnet A : T Subnet B : T Subnet C : T Subnet D :

FIGURE 6-15 Partitioning a network into subnets.

Assume that the network has an IP address of 192.168.12.0. The 2 bits are borrowed from
the host portion of the IP address to create the 4 subnets. The class C network has 24
network bits and 8 host bits. Then 2 bits are borrowed from the host address to create the 4
subnets. The network plus subnet portion of the IP address is now 24 + 2, or 26 bits in
length, and the host portion is now 6 bits. The breakdown of the 32-bit IP address is
shown in Figure 6-16.

Network Host
r L L] r A 1
24 + 2 = 26 bits 6 bits

FIGURE 6-16 The breakdown of the IP address to allow for the creation of four
subnets.

The equations for calculating the number of subnets created and the number of
hosts/subnet are provided in Equations 6-1 and 6-2.



# of subnets created 2% [Equation 6-1]
# of hosts/subnet 2(y - x) [Equation 6-2]

where x = # of bits borrowed from the host bits
y = # host bits for the class of network
(A=24,B=16,C=28)

Breaking down the 192.168.12.0 network into four subnets requires borrowing two host
bits. Therefore, x = 2, and because this is a class C network, y = 8.

x = 2 (the number of bits used from the host)
y = 8 (number of bits for a class C network)

Applying these values to equation 6-2 yields
The number of subnets created = 2¥ =22 = 4

The number of hosts/subnet = 20 - = 2(8-2) = g4

When creating subnets, it is important to note that each subnet will have both a network
and a broadcast address. Taking this into consideration, the equations for calculating the
number of hosts/subnet are modified to account for the number of usable hosts/subnet.
The modified equations are as follows:

The number of usable hosts/subnet = 20 -% — 2 [Equation 6-3]

The next step is to determine the subnet mask required for creating the four subnets.
Recall that creating the four subnets required borrowing 2 host bits. The two most
significant bit (MSB) positions, borrowed from the host and network portion of the IP
address, must be included in the subnet mask selection. The purpose of the subnet mask is
to specify the bit positions used to identify the network and subnet bits. Applying the
subnet mask is basically a logical AND operation. Setting the subnet mask bit position to a
1 enables the bit value from the IP address to pass. Setting the subnet mask bit value to 0
disables the IP address from appearing on the output. This is shown in the truth table for a
logical AND operation:

Subnet Mask Bit IP Address Bit OQutput
0 0 0
0 1 0
1 0 0
1 I 1

Notice that when the subnet mask bit is set to 0, the output is forced to 0. When the subnet
mask bit is set to 1, the output follows the IP address bit.

The subnet mask consists of bit position values set to either a 1 or a 0. A bit position set to
a 1 indicates that the bit position is used to identify a network or subnet bit. The subnet
mask for identifying the class C network 192.168.12.0 will be 255.255.255.x. This
conversion is shown next.



Binary 5 (51 B 8 3 o 11 I 1O a2 1.1 1121710 1 XN R XX XAK
Decimal 255 233 233 X

The subnet mask also identifies the subnet bits. The two MSBs were borrowed from the
host bits; therefore, the last octet of the subnet mask will be

| —Subnet—| |———Host Addresses———|
Place Value 128 64 32 16 8 4 2 1
1 1 X X X X X X

where the 1 indicates this place is used for the subnet mask and the x means that the place
value is left for the host address. Summing the two bit position values that have a 1 yields
128 + 64 = 192. The 192 is placed in the last octet of the subnet mask. The complete
subnet mask is 255.255.255.192.

The two subnet bits create four subnets, and each subnet has its own network address. The
network addresses are used to route data packets to the correct subnet. Table 6-12 shows
the four subnet addresses listed in both binary and decimal format.

Place Value

128 64 Host Bits Subnet Address
0 0 000000 0

0 1 000000 64

i 0 000000 128

1 1 000000 192

TABLE 6-12 Binary and Decimal Equivalents for the Subnet’s Network Address
(Note: The six host bits are all set at 0 in a subnet’s network address.)

Each subnet will also have its own broadcast address. The broadcast address for the subnet
is used to broadcast packets to all hosts in the subnet. (Note: All host bits are set to 1 for a
broadcast.) Table 6-13 shows the binary and decimal equivalents for the subnet’s
broadcast address.

|- Subnet -| | ——Host Bits——| Decimal Equivalent
Place Value 128 64 32z 16 8 4 2 1

0 0 1 1 1. 1 I 1 63

0 I 1 1 1 "L T 1 127

1 0 1 1 1: 1T 1 1 191

1 1 1 1 1: 1T 1 1 255
Place Value 128 64 32z 16 8 4 2 1

TABLE 6-13 Binary and Decimal Equivalents for the Subnet’s Broadcast Address

Given this information, the network and broadcast address can be defined for the four



subnets of the 192.168.12.0 network. Table 6-14 provides these addresses for the four
subnets.

Subnet Network Address Broadcast Address
1st subnet (0) 192.168.12.0 192.168.12.63

2nd subnet (64) 192.168.12.64 192.168.12.127

3rd subnet (128) 192.168.12.128 192.168.12.191
4th subnet (192) 192.168.12.192 192.168.12.255

TABLE 6-14 Network and Broadcast Addresses for the Four Subnets of the
192.168.12.0 Network

The same technique for subnet masking can be applied to class A, B, or C addresses. The
following examples demonstrate subnet mask selection in a network.



Example 6-8

Given a network address of 10.0.0.0, divide the network into 8 subnets. Specify the
subnet mask, the network and broadcast addresses, and the number of usable
hosts/subnet.

Solution:

Creating 8 subnets requires borrowing 3 host bits; therefore, x = 3. This is a class A
network, so y = 24.

Using Equation 6-1, the number of subnets = 23 = 8.
Using Equation 6-3, the number of usable hosts = 2(24-3) — 2 = 2097150
The 8 subnets will be:

128 64 32 Host Bits Subnet
0 0 0 XX XXX 0

0 0 1 XX XXX 32

0 1 0 XX XXX 64

0 1 1k XX XXX 96

1 0 0 XX XXX 128

1 0 1 XX XXX 160

1 1 0 XX XXX 192

1 1 1 XX XXX 224

Therefore, the network and broadcast addresses for the 8 subnets will be

Subnet Network Address Broadcast Address
0 subnet (0 0 0) 10.0.0.0 10.31.255.255

32 subnet (0 0 1) 10.32.0.0 10.63.255.255

64 subnet (0 1 0) 10.64.0.0 10.95.255.255

96 subnet (0 1 1) 10.96.0.0 10.127.255.255

128 subnet (1 0 0) 10.128.0.0 10.159.255.255

160 subnet (10 1) 10.160.0.0 10.191.255.255

192 subnet (11 0) 10.192.0.0 10.223.255.255

224 subnet (11 1) 10.224.0.0 10.255.255.255

The subnet mask for creating the 8 subnets will be 255.224.0.0.

The 224 in Example 6-8 comes from setting the subnet mask to select the three MSB
positions in the host portion of the address, as shown in Figure 6-17.
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FIGURE 6-17 The network, subnet, and host bit positions for creating the eight
subnets in Example 6-8.

Another way to look at selecting a subnet mask is by specifying how many usable hosts
are available to be assigned in a subnet. For example, assume that 62 usable host addresses
are to be available in a subnet. Assume this is for a class C network. Using Equation 6-2,

62 =26%_2

64 = 2(8X)

Using logarithms to solve for x:
log 64 = (8-x) (log 2)

log 64/(log 2) = 8—x

6 = 8—x therefore, x = 2

Instead of using logarithms, a table such as that shown in Table 6-15 can be used.
Example 6-9 shows how the table can be used to determine the subnet mask.

# of Host Bits Needed

# of Usable Hosts Class A Class B Class C
1022 14 6 -
510 15 7 -
254 16 8 -
126 17 9 -
62 18 10 2
30 19 11 3
14 20 12 4
6 21 13 5
2 P 14 6

TABLE 6-15 Number of Bits Borrowed to Create a Specific Number of Usable Hosts



Example 6-9

Determine the subnet mask required for the router-to-router link shown in Figure 6-
18 if only two host addresses are required for this link.

1 ?2; 6.31.1
172.16.31.2
FIGURE 6-18 Setting a subnet mask for a router-to-router link that provides two host

addresses.
Solution:

Using Table 6-15 to determine the number of host bits borrowed for creating a
subnet with two usable hosts, we find that 14 host bits are borrowed for this class B
network. This means the first 3 octets plus the 6 MSB positions of the fourth octet
will be used to create the subnet mask. The decimal equivalent for the 6 MSB bit
positions is 128 + 64 + 32 + 16 + 8 + 4 = 252,

Binary: 1140179141 1313111 %E 21441811 1EELllxx
Decimal 255 255 255 252
Therefore, the subnet mask is going to be 255.255.255.252.

Computers use the subnet mask to control data flow within networks. Computers in a
LAN use a subnet mask to determine whether the destination IP address is intended for a
host in the same LAN or if the data packet should be sent to the gateway IP address of the
LAN. The gateway IP address is typically the physical network interface on a layer 3
switch or a router.

For example, assume that the IP address of the computer in the LAN is 172.16.35.3. A
subnet mask of 255.255.255.0 is being used. This means that all data packets with an IP
address between 172.16.35.0 and 172.16.35.255 stay in the LAN. A data packet with a
destination IP address of 172.16.34.15 is sent to the LAN gateway. The 255.255.255.0
subnet mask indicates that all bits in the first three octets must match each other to stay in
this LAN.

This can be verified by “ANDing” the subnet mask with the destination address as shown:
172.16.35.3
255.255.255.0
172.16.35.0 is in the same L AN subnet sent to the gateway
172.16.34.15
255.255.255.0
176.16.34.0 not in the same subnet as the LAN

This section has demonstrated techniques for establishing subnets and subnet masks in



computer networks. Examples have been presented that guide the reader through the
process of borrowing bits to determine the number of available hosts in the subnet. The
next section examines the concepts of expanding the subnet IP address range past the class

boundaries using CIDR blocks.

Section 6-5 Review
This section has covered the following Network+ Exam objectives.

1.8 Given a scenario, implement and configure the appropriate addressing
schema

The techniques for subnetting networks was presented in this section. Make sure
you understand the concept of borrowing bits to create a subnet and can identify
how many host IP address are available for a given subnet. This section also
showed how the subnet mask is used to determine whether the destination IP
address is in the same LAN or whether the data packet is sent to the gateway
address for the LAN. This is an important concept when tracking data packet travel.

Test Your Knowledge

1. The subnet mask 255.255.255.0 is applied to the IP address 10.20.35.12. Which
subnet is the packet sent to?

a. 10.20.35.32

b. 10.20.0.0

c. 10.0.0.0

d. 10.20.35.192

e. None of these answers is correct.

2. The network address for a host with an IP address of 192.168.50.146 using a subnet
mask of 255.255.255.192 is which of the following?

a. 192.168.50.128

b. 192.168.50.191

c. 192.168.128.0

d. 192.168.128.192

e. None of these answers is correct.

3. Given a network IP address of 172.16.0.0 and a subnet mask 255.255.192.0, how
many subnets are in this network?

a.2
b. 4
c.8
d. 16




6-6 CIDR Blocks

Up to this point, this chapter has focused on the issues of classful networks. Classful
means that the IP addresses and subnets are within the same network. The problem with
classful addressing is that there is a lot of unused IP address space. For example, a class A
IP network has more than 16 million possible host addresses. A Class B network has more
than 65,000 host addresses, but the fact is that only a limited number of Class A and B
address space has been allocated for Internet use.

Classful

The IP and subnet addresses are within the same network

A technique called supernetting was proposed in 1992 to eliminate the class boundaries
and to make available the unused IP address space. Supernetting allows multiple networks
to be specified by one subnet mask. In other words, the class boundary could be
overcome.

Supernetting

Allows multiple networks to be specified by one subnet mask

Supernetting required a simpler way to indicate the subnet mask. The technique developed
is called classless interdomain routing (CIDR). CIDR (pronounced “cider”) notation
specifies the number of bits set to a 1 that make up the subnet mask. For example, the
Class C size subnet mask 255.255.255.0 is listed in CIDR notation as /24. This indicates
the 24 bits are set to a 1. A Class B size subnet is written as /16, and a Class A subnet is
written as /8. CIDR can also be used to represent subnets that identify only part of the
octet bits in an IP address. For example, a subnet mask of 255.255.192.0 is written in
CIDR as /18. The /18 comes from the 18 bits that are set to a 1 as shown:

235 235 192 0
11111111 11111111 11000000 00000000

CIDR

Classless interdomain routing

An alternative to the CIDR notation is the prefix length notation. This is another
shorthand technique for writing the subnet mask. For example, the subnet mask
255.255.255.192 is written as /26. This notation shows the number of network and host
bits being used to create the subnet mask. In the case of a /26 subnet mask, 24 network
bits and 2 host bits are being used. Yes, this is basically the same as the CIDR except class
boundaries are not being crossed and network bits are not being borrowed.

Prefix Length Notation

Another shorthand technique for writing the subnet mask except class
boundaries are not being crossed




A network address and the subnet mask of 192.168.12.0 255.255.252.0 can be written in
CIDR notation as 192.168.12.0/22. Table 6-16 provides the CIDR for the most common
subnet masks.

CIDR Subnet Mask CIDR Subnet Mask
/8 255.0.0.0 /21 255.255.248.0
/9 255.128.0.0 J22 255.255.252.0
/10 255.192.0.0 /23 255.255.254.0
/11 255.224.0.0 /24 255.255.255.0
/12 255.240.0.0 /25 255.255.255.128
/13 255.248.0.0 /26 255.255.255.192
J14 255.252.0.0 /27 255.255.255.224
/15 255.254.0.0 /28 255.255.255.240
/16 255.255.0.0 /29 255.255.255.248
¥l 255.255.128.0 /30 255.255.255.252
/18 255.255.192.0 /31 255.255.255.254
/19 255.255.224.0 /32 255.255.255.255
/20 255.255.240.0

TABLE 6-16 CIDR—Subnet Mask Conversion

CIDR blocks are used to break down the class barriers in IP addressing. For example, two
Class C networks (192.168.78.0/24 and 192.168.79.0/24) can be grouped together as one
big subnet. These two networks can be grouped together by modifying the /24 CIDR
number to /23. This means that one bit has been borrowed from the network address bits
to combine the two networks into one supernet. Writing these two networks in CIDR
notation provides 192.168.78.0/23. This reduces the two Class C subnets to one larger
network. The group of networks defined by CIDR notation is called a CIDR block. When
you group two or more classful networks together, they are called supernets. This term is
synonymous with CIDR blocks. The group of four IP addresses from 192.168.76.0 to
192.168.79.0 with a CIDR of /22 is a supernet. The supernet uses a CIDR subnet mask
(/22) that is shorter than the number of network bits for Class C network (/24). Another
example of a supernet is 172.16.0.0/12. 172.16.0.0 is a Class B address, and the CIDR
subnet mask (/12) is less than the 16 bits for the network portion of a Class B address.

CIDR Block

The grouping of two or more class networks together; also called supernetting




Supernets

The grouping of two or more class networks together; also called CIDR
blocks

The problem with randomly applying CIDR blocks to Class A, B, and C addresses is that
there are boundaries in each class, and these boundaries can’t be crossed. If a boundary is
crossed, the IP address maps to another subnet. For example, the CIDR block is expanded
to include four Class C networks. This means that all four Class C networks need to be
specified by the same CIDR subnet mask to avoid crossing boundaries. The new subnet
mask is 255.255.252.0. The following example demonstrates what happens if a boundary
is crossed.



Example 6-10

Explore what happens if the boundary in IP addresses for Class C subnets is crossed.

For this example, the subnets have IP addresses of

192.168.78.0/22
192.168.79.0/22
192.168.80.0/22
192.168.81.0/22

Solution:

Applying the /22 subnet mask to 192.168.78.0 and 192.168.80.0 provides the
following. (Note: The binary values of the affected octet are shown, and applying
the subnet mask means that the binary values of the IP address and the subnet mask

are ANDed together.)

Place Value 128 64 32 16 8 & 2 1
192.168.78.0 IP 0 al 0 0 3 1 3 3
255.255.252.0 SM 1 1 3 3§ 1 1 0 0
192.168.76.0 0 i 0 0 1 1 0 0 (76)

64+8B+4=176
Now the same subnet mask is applied to the 192.168.80.0 subnet.

Place Value 128 64 32 16 8 L 2 1
192.168.80.0 IP 0 1 0 3 0 0 0 0
255.255.252.0 SM 1 1 1 3§ 1 1 0 0
192.168.80.0 0 1 0 1 0 0 0 0 (80)

64 + 16 = 80

IP = IP Address
SM = subnet mask

Applying the /22 subnet mask places these two IP addresses in different subnets. The first IP address
is placed in the *76" subnet while the second IP address is placed in the “80 subnet. The boundary
line has been crossed, placing the IP addresses in different subnets when the /22 is applied.

This example shows what will happen if a boundary is crossed in IP addressing. If four
Class C subnets need to be grouped into one CIDR block, IP addresses from the ranges

shown could be used:

192.168.76.0-192.168.79.0 (all will be in the “76” subnet), or
192.168.80.0-192.168.83.0 (all will be in the “80” subnet)

Careful planning is required to ensure the IP addresses can all be specified by the same



subnet mask. The goal of this section has been to develop an understanding of supernets,
classless routing, and CIDR blocks. The reader should also understand the CIDR notation
and be able to determine whether a group of IP addresses is in the same subnet.

Section 6-6 Review
This section has covered the following Network+ Exam objectives.

1.8 Given a scenario, implement and configure the appropriate addressing
schema

This section has presented a technique for creating “classless” CIDR blocks. It is
important to understand that to create CIDR blocks, bits are borrowed from the
network bits.

Test Your Knowledge

1. A network address of 192.168.6.0 and a subnet mask of 255.255.254.0 can be
written in CIDR as which of the following?

a. 192.168.6.0/23

b. 192.168.6.0/12

c. 192.168.6.0/15

d. 192.168.6.0/20

2. The subnet mask for a CIDR of /22 is which of the following?

a. 255.255.255.252

b. 255.252.0.0

. 255.255.255.254

d. 255.255.252.0

6-7 IPv6 Addressing

IP version 4 (IPv4) is the current TCP/IP addressing technique being used on the Internet.
Address space for IPv4 is quickly running out due to the rapid growth of the Internet and
the development of new Internet-compatible technologies such as the IP addressable
telephone. IP version 6 (IPv6) is the proposed solution for expanding the possible number
of users on the Internet. IPv6 is also called IPng, the next generation IP.

IPv6

IP version 6

IPng

The next generation IP




IPv6 uses a 128-bit address technique, compared to IPv4’s 32-bit address structure. IPv6

provides for a large number of IP addresses (2128). IPv6 numbers are written in
hexadecimal rather than dotted decimal. For example, the following is a 32-hexadecimal
digit IPv6 address (Note: 32 hex digits x 4 bits/hex digit = 128 bits):

6789:ABCD:1234:EF98:7654:321F:EDCB:AF21

This is classified as a full IPv6 address. The full means that all 32 hexadecimal positions
contain a value other than O.

Full IPv6 Address

All 32 hexadecimal positions contain a value other than 0.

Why doesn’t IPv6 use the dotted decimal format of IPv4? It would take many decimal
numbers to represent the IPv6 address. Each decimal number takes at least 7 binary bits in
American Standard Code for Information Interchange (ASCII) code. For example, the
decimal equivalent of the first 8 hexadecimal characters in the previous full IPv6 address
is

6 7 8 9 ‘A B C D
103 137 171 205
The completed decimal equivalent number for the full IPv6 address is

103.137.171.205.18.52.239.152.118.84.50.31.237.203.175.33

The equivalent decimal number is 42 characters in length. In fact, the decimal equivalent
number could be 48 decimal numbers long.

IPv6 uses seven colons (:) as separators to group the 32 hex characters into eight groups of
four. Some IPv6 numbers will have a 0 within the address. In this case, IPv6 allows the
number to be compressed to make it easier to write the number. For example, assume that
an IPv6 number is as follows:

6789:0000:0000:EF98:7654:321F:EDCB:AF21
Consecutive 0s can be dropped and a double-colon notation can be used:
6789::EF98:7654:321F:EDCB:AF21

Recovering the compressed number in double-colon notation simply requires that all
numbers left of the double notation be entered beginning with the leftmost slot of the IPv6
address. Next, start with the numbers to the right of the double colon.

Begin with the rightmost slot of the IPv6 address slots and enter the numbers from right to
left until the double colon is reached. Zeros are entered into any empty slots.

6789 :0 :0 :EF98 :7654 :321F :EDCB :AF21

[Pv4 numbers can be written in the new IPv6 form by writing the I[Pv4 number in
hexadecimal and placing the number to the right of a double colon. Example 6-11
demonstrates how a dotted-decimal IP number can be converted to IPv6 hexadecimal.




Example 6-11
Convert the IPv4 address of 192.168.5.20 to an IPv6 hexadecimal address.
Solution:

First convert each dotted-decimal number to hexadecimal.

Decimal Hex
192 Co
168 A8
5 05
20 14

(Hint: use a calculator or a lookup table to convert the decimal numbers to
hexadecimal.) The IPv6 address will have many leading Os; therefore, the IPv6 hex
address can be written in double-colon notation as

:: COA8:0514

IPv4 numbers can also be written in IPv6 form by writing the [Pv4 number in
dotted-decimal format as shown. Note that the number is preceded by 24
hexadecimal Os.

0000: 0000: 0000: 0000: 0000: 0000:192.168.5.20
This number can be reduced as follows:

::192.168.5.20

There are three types of IPv6 addresses: unicast, multicast, and anycast. The unicast
IPv6 address is used to identify a single network interface address and data packets are
sent directly to the computer with the specified IPv6 address. There are several types of
unicast addresses, including link-local addresses, global unicast addresses, and unique
local addresses. Link-local addresses are designed to be used for and are limited to
communications on the local link. Every IPv6 interface will have one link-local address.

Unicast Address

Used to identify a single network interface address, and data packets are sent
directly to the computer with the specified IPv6 address

Multicast Address

Data packets sent to a multicast address are sent to the entire group of
networking devices, such as a group of routers running the same routing
protocol




Anycast Address

Is obtained from a list of addresses

Link-L.ocal Address

Designed to be used for and is limited to communications on the local link

Multicast IPv6 addresses are defined for a group of networking devices. Data packets sent
to a multicast address are sent to the entire group of networking devices, such as a group
of routers running the same routing protocol. Multicast addresses all start with the prefix
FF00::/8. The next group of characters in the IPv6 multicast address (the second octet) are
called the scope. The scope bits are used to identify which ISP should carry the data
traffic. The anycast IPv6 address is obtained from a list of addresses but is only delivered
to the nearest node.

[Pv6 addressing is being used in a limited number of network sites (for example,
www.6bone.com and the federal government); however, the Internet is still running IPv4
and will be for some time. However, transition strategies are in place to help with the
IPv4-to-IPv6 transition.

One possible transition to IPv6 is called the 6to4 Prefix, which is essentially a technique
that enables IPv6 sites to communicate over the IPv4 Internet. This requires the use of a
6to4-enabled router, which means that 6to4 tunneling has been enabled. This also requires
the use of a 6to4 Relay router that forwards 6to4 data traffic to other 6to4 routers on the
Internet.

6to4 Prefix

A technique that enables IPv6 hosts to communicate over the IPv4 Internet

Figure 6-19 illustrates the structure of the 6to4 prefix for hosts. The 32 bits of the IPv4
address fit into the first 48 bits of the IPv6 address.

48 bits
3 13 32 16 64 bits
FP TLAID
001 0x2002 VAADDR SLA ID Interface 1D

FIGURE 6-19 The 6to4 prefix format.
Note the following in Figure 6-19:

* FP is the format prefix, which is made up of the higher order bits. The 001 indicates
that this is a global unicast address. The current list of the [Pv6 address allocation
can be viewed at http://www.iana.org/assignments/ipv6-unicast-address-

assignments/ipv6-unicast-address-assignments.xml.

* TLAID (0x2002) is the top-level identifiers issued to local Internet registries. These
IDs are administered by IANA (http://www.iana.org/). The TLA is used to identify



http://www.6bone.com
http://www.iana.org/assignments/ipv6-unicast-address-assignments/ipv6-unicast-address-assignments.xml
http://www.iana.org/

the highest level in the routing hierarchy. The TLA ID is 13 bits long.
* V4ADDR is the IPv4 address of the 6to4 endpoint and is 32 bits long.

* SLAID is the site-level aggregation identifier that is used by individual
organizations to identify subnets within their sites. The SLA ID is 16 bits long.

* Interface ID is the link-level host identifier, used to indicate an interface on a
specific subnet. The interface ID is equivalent to the host IP address in IPv4.

The 6to4 prefix format enables IPv6 domains to communicate with each other even if they
don’t have an IPv6 ISP. Additionally, IPv6 can be used within the intranet but access to the
Internet is still available. The 6to4 provides unicast IPv6 connectivity between IPv6 host
and via the IPv4 Internet.

Stateless address autoconfiguration (SLAAC) is another important feature of [Pv6. This
feature allows for a server-less basic network configuration of the IPv6 computers. With
IPv4, a computer generally obtains its network settings from a DHCP server. With IPv6, a
computer can automatically configure its network settings without a DHCP server by
sending a solicitation message to its IPv6 router. The router then sends back its
advertisement message, which contains the prefix information that the computer can use to
create its own IPv6 address. This feature significantly helps simplify the deployment of
the IPv6 devices, especially in transient environments such as airports, train stations,
stadiums, hotspots, and so on.

Stateless address autoconfiguration (SLAAC)

Allows a server-less basic network configuration of the IPv6 computers

When will the Internet switch to IPv6? The answer is not clear, but the networking
community recognizes that something must be done to address the limited availability of
current IP address space. Manufacturers have already incorporated IPv6 capabilities in
their routers and operating systems. What about IPv4? The bottom line is that the switch
to IPv6 will not come without providing some way for IPv4 networks to still function.
Additionally, techniques such as Network Address Translation (NAT; see Chapter 1,
“Introduction to Computer Networks”) have made it possible for intranets to use the
private address space and still be able to connect to the Internet. This has significantly
reduced the number of IP addresses required for each network.




Section 6-7 Review
This section has covered the following Network+ Exam objectives.

1.8 Given a scenario, implement and configure the appropriate addressing
schema

An overview of IPv6 addressing has been presented. Make sure you understand the
structure of IPv6 addressing. Key topics include the structure of the IPv6 address,
tunneling 6to4 and 4to6, and the three types of IPv6 addresses.

Test Your Knowledge

1. What is the 6to4 prefix?
a. A technique that enables IPv4 hosts to communicate over the IPv6 Internet.
b. A technique that enables IPv6 hosts to communicate over the IPv4 Internet.
c. This is used to separate the IPv6 address from the hex MAC address.
d. This is used to separate the MAC address from the IPv4 address.

2. In regards to IPv6, the SLA ID is what?
a. It replaces the MAC address in IPv6 and is 32 bits long.

b. This is the site-level aggregation ID and 128 bits in length and replaces the 32 bit
IPv4 address.

c. This is the site-level aggregation ID and is used by individual networks to
identify the subnets within their site.

d. It replaces the IP address in IPv6 and is 128 bits in length.

Summary

This chapter has presented an overview of the fundamentals of the TCP/IP protocol suite.
TCP/IP is well established and carries the data traffic over the Internet. The student should
understand the following:

* The layers of TCP/IP and their relationship to the OSI layers
* The basic structure of a 32-bit IPv4 address

* How to subnet a network

* How to apply subnet masks in networks

* The purpose of CIDR blocks and supernetting

* The data structure of an IPv6 hexadecimal address

* The structure and purpose of the 6to4 protocol



Questions and Problems

Section 6-2
1. What are the four layers of the TCP/IP model?

2. Which layer of the TCP/IP model processes requests from hosts to ensure a
connection is made to the appropriate port?

3. What are well-known ports?
4. Identify the port numbers for the following applications:
a. Telnet
b. HTTP
c. FTP
d. DNS
e. DHCP

5. Define the purpose of a connection-oriented protocol. Give an example.

6. Which three packets are exchanged between two hosts when establishing a TCP
connection?

7. What is the purpose of a sequence number (SEQ=) in TCP data packets?

8. Explain how a host knows whether a data packet was not received.

9. Describe how a TCP connection is terminated.

10. What is a connectionless protocol? Give an example.

11. What is the purpose of the Internet layer in the TCP/IP protocol suite?

12. What is the purpose of an ARP request?



13. What is the purpose of an ARP reply?

14. Which important networking-troubleshooting tool is part of ICMP, and how does it
test a network connection?

15. When is IGMP used?

16. The network interface layer of the TCP/IP model defines how the host connects to
which network?

Section 6-3

17. Convert the following 8-bit binary number to decimal: 10010011
128 64 32 16 8 4 2 1
1 0 0 1 0 0 1 1

18. Convert the following octet to decimal: 11000000
128 64 32 16 8 4 2 1
1 1 0 0 0 0 0 0

19. Convert the following 8-bit number to decimal: 11111100
128 64 32 16 8 4 2 1
1 1 1 1 1 1 0 0

20. Convert the following binary number to decimal: 11111111
128 64 32 16 8 4 2 1
1 1 1 1 1 1 1 1

21. Convert the number 192 to its binary equivalent.



22. Convert the number 65 to its binary equivalent.

23. Convert the number 96 to its binary equivalent.

24. What is the equivalent hexadecimal number for 13?

25. Convert Ox5AF3 to binary. Use Table 6-6.

Hex
Binary
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26. Convert 1011011011110001 to hexadecimal.
Binary 1011 0110 1111 0001
Hex B 6 f 1

Section 6-4
27. What is the IP address range for Class C addresses?

28. What is the purpose of Class D IP addresses?

29. How many bits are in an IPv4 address? How many octets?

30. The IPv4 address is typically expressed in which format for the user?

31. The IPv4 address 192.168.12.2 is an example of which format?

32. How many network bits are in each of the following classes?

a. Class A

b. Class B

33. How many network and host bits are in a Class C network address?

34. What is the purpose of a private IP address?

35. Can private IP addresses be routed?

36. How are private IP addresses handled on the Internet?

37. Which organization assigns IP addresses for North America?

Section 6-5

38. How many host bits are borrowed if four subnets are created?

39. What is the purpose of a subnet mask?



40. A host computer is assigned the IP address 192.168.12.8 and a subnet mask of
255.255.255.192. The host sends a packet to another host with an IP address of
192.168.12.65. Is the destination IP address in the same subnet as 192.168.12.87?
Show why or why not.

41. The subnet mask 255.255.255.224 is applied to a packet with a destination IP
address of 192.168.12.135. Which subnet is the packet sent to?

42. The subnet mask 255.255.255.0 is applied to a packet with the following IP
addresses. Which subnet is the packet sent to?

a. 10.20.35.12

b. 10.20.35.3

c. 10.50.35.6

d. 192.168.12.8

43. Given an IP address of 193.10.10.0, answer the following questions if the number
of subnets created is 4.

a. Determine the network address and the broadcast address for each subnet.



Network Address Broadcast Address

1st subnet

2nd subnet

3rd subnet

4th subnet

b. Determine the subnet mask:
c. Determine the number of usable hosts per subnet:

44. Given a network IP address of 211.123.83.0, answer the following questions if 8
subnets are to be created. The 8 subnets include the network and broadcast address.

a. Determine the network address and the broadcast address for each subnet.

Network Address Broadcast Address

1st subnet

2" subnet

3" subnet

4% subnet

5 subnet

6% subnet

7t subnet

8t subnet

b. Determine the subnet mask:
c¢. Determine the number of hosts per subnet 30 (32)

45. Complete the following table, given Class C subnetting.

# Mask Bits Subnet Mask # Subnets # Hosts/Subnet
2

(= TS o I - R P

Section 6-6
46. Complete the following table.



Network Class Classless Subnet Mask # Subnets # Hosts /

Address Interdomain Subnet
Routing (CIDR)

128.123.0.0 B /30 255.255.255.252 16384 2
135.45.0.0

193.10.10.0

211.123.83.0

10.0.0.0

32.0.0.0
204.204.5.0
223.201.65.0
156.35.0.0
116.0.0.0
145.23.0.0
199.12.1.0

15.0.0.0

47. How is a network address of 192.168.6.0 and a subnet mask of 255.255.254.0
written in CIDR?

48. A CIDR block contains the following subnets with IP addresses of
a. 192.168.68.0/22
b. 192.168.69.0/22
c. 192.168.70.0/22
d. 192.168.71.0/22

Are there any problems with this group of subnets in the CIDR block? Show your
work.



Section 6-7

49. How many bits are in an IPv6 address?

50. IPv6 numbers are written in which format?

51. Express the following IPv6 numbers using double-colon notation:
a. 5355:4821:0000:0000:0000:1234:5678:FEDC
b. 0000:0000:0000:1234:5678:FEDC:BA98:7654
c. 1234:5678:ABCD:EF12:0000:0000:1122:3344

52. Express the IPv4 IP address 192.168.12.5 in IPv6 form using dotted decimal.

53. Recover the IPv6 address from the following double-colon notation:

1234:5678::AFBC

54. Define the structure of the 6to4 prefix.

55. What is the purpose of the 6to4 relay router?

Critical Thinking

56. Your boss has read about IPv6 and wants to know whether the network you oversee
is ready for the transition. Prepare a response based on the networking and computer
operating systems used in your facility.

57. Your company is assigned a 206.206.155.0/24 CIDR block by your ISP. Your
company consists of 5 different networks.

Network A: 50 users
Network B: 26 users
Network C: 12 users
Network D: 10 users

Your job is to create four subnets and allocate enough IP addresses for the users
within the network. Document how you will do this.



Certification Questions

58. The IP address of 10.0.0.0 is a class address and with a CIDR of /13 has a
subnet mask of with subnets and hosts/subnet.

a. A, 255.248.0.0, 32, 52486

b. A, 255.255.255.248. 2097150, 6
c. A, 255.255.0.0, 62, 262142

d. None of these answers is correct.

59. The IP address of 156.35.0.0 is a class address and with a CIDR of /21 has a
subnet mask of with subnets and hosts/subnets.

a. B, 255.255.255.252, 16382, 2
b. B, 255,255,255,128, 510, 126
c. B, 255.255.255.240, 14, 14

d. None of these answers is correct.

60. The IP address of 192.12.1.0 is a class address and with a CIDR of /30 has a
subnet mask of with subnets and hosts/subnet.

a. C, 255.255.255.252, 64, 2
b. C, 255.255.248.0, 30, 2046
c. C, 255.255.255.240, 14, 14

d. None of these answers is correct.
61. IPv4 addressing is characterized by which of the following? (select all that apply)
a. Currently being used on the Internet
b. Uses four classes of IP addresses
c. Uses five classes of IP addresses
d. Is being replaced by IPv5
e. Is being replaced by IPv6

62. The broadcast address for a host at 192.168.20.15 using a subnet mask of
255.255.255.192 is what?

a. 192.168.20.63
b. 192.168.20.0
c. 192.168.20.127



d. 192.168.20.255
e. None of these answers is correct.

63. Given a network IP address of 192.168.12.0 and a subnet mask of 255.255.255.252,
how may usable host IP addresses are provided?

a.?2
b. 4
c.8
d. 16
e.0

64. A network with an IP address of 172.16.0.0 is divided into 8 subnets. What are the
network addresses for each subnet?

a.172.16.0.0, 172.16.32.0, 172.16.64.0, 172.16.96.0, 172.16.128.0, 172.16.160.0,
172.16.192.0, 172.16.224.0

b. 172.16.0.0, 172.16.0.32, 172.16.0.64, 172.16.0.96, 172.16.0.128, 172.16.0.160,
172.16.0.192, 172.16.0.224

c. 172.16.0.255, 172.16.32.255, 172.16.64.255, 172.16.96.255, 172.16.128.255,
172.16.160.255, 172.16.192.255, 172.16.224.255

d. None of these answers is correct.

65. Well-known ports are reserved by ICANN and range from 1 to 23. True or False?
False

66. Port numbers from 1024 to 49151 are known as private ports. True or False?
False

67. The Network layer defines how data packets are routed in a network. True or False?

True



Chapter 7. Introduction to Router Configuration

Chapter Outline

7-1 Introduction

7-2 Router Fundamentals

7-3 The Console Port Connection

7-4 The Router’s User EXEC Mode (Router>)

7-5 The Router’s Privileged EXEC Mode (Router#)

Summary
Questions and Problems

Objectives
* Describe the purpose of a router
* Describe the purpose of a gateway
* Describe the steps (software and hardware) for connecting to a router’s console port
* Describe the Cisco IOS command structure
* Define the function of the command-line interface
* Define the functional difference with the router’s user and privileged EXEC modes
* Be able to enter basic router configuration modes
» Demonstrate that you can enable and disable certain router interfaces

* Describe what information is contained in the running-configuration file

Key Terms
Cisco I0S
command line interface (CLI)
CCNA
CCNP
CCIE

broadcast domain

flat network

routed network

layer 3 network

default gateway address




next hop address
subnet, NET

RS-232

DB-9

DB-25

console cable
COM1, COM2, ...

rollover cable

hostname

user EXEC mode

user mode

bl

show flash

show version

router uptime

privileged mode
enable

Router#

configure terminal (conf t)
Router(config)#
Router(config-line)#
Router(config-if)#

no shutdown (no shut)

show ip interface brief (sh ip int brief)
DCE
DTE

The main objective of this chapter is to introduce the use of the Cisco IOS (Internetwork
Operating System) software for configuring routers. Cisco IOS is the operating software
used to configure all Cisco routers. It includes a command line interface (CLI) for
inputting instructions to configure the Cisco router interface. There are many choices for
routers in the market; however, Cisco routers have set the standard. Also, Cisco
certifications such as the Cisco Certified Network Associate (CCNA); the Cisco Certified
Network Professional (CCNP); and the professional benchmark for internetworking
expertise, the Cisco Certified Internetwork Expert (CCIE), base their testing on the
applicant’s ability to configure, troubleshoot, and analyze local area networks (LANSs) that




incorporate Cisco routers and switches.

Cisco IOS

Cisco Internet Operating System, the operating software used in all Cisco
routers

Command Line Interface (CLI)

The interface type used for inputting commands and configuring devices such
as routers

CCNA

Cisco Certified Network Associate

CCNP

Cisco Certified Network Professional

CCIE

Cisco Certified Internetwork Expert

7-1 Introduction

An overview of router fundamentals is presented in section 7-2. Some of the router
concepts and terminology presented in Chapter 4, “Wireless Networking,” are
reexamined, in particular the following:

* The concepts of interconnecting LANs with routers
* The concept of a network segment
* Data flow through a routed network

The procedure for configuring a router through the router’s console port is presented in
section 7-3. The discussion includes an overview of configuring a computer’s serial
communication software and selecting the proper cable and hardware for connecting the
console port to a computer. Sections 7-4 and 7-5 introduce the steps for accessing and
programming the router interface. The user EXEC mode is examined in section 7-4, and
the privileged EXEC mode in section 7-5. These sections teach the student how to work
with the Cisco IOS command structure and how to access many of the configuration
layers in the Cisco 10S. Sections 7-4 and 7-5 also include networking challenges using the
Net-Challenge software included with the accompanying companion CD-ROM. These
challenges enable students to test their ability to access and program a router’s interface.
The simulator software was developed specifically for this text and emulates programming
the interface of a Cisco router. The console port connection is emulated with the software,




and although the simulator doesn’t emulate all the router programming modes or
operational features, it does emulate the functions presented in the text.

Table 7-1 lists and identifies, by chapter section, where each of the CompTIA Network+
objectives are presented in this chapter. At the end of each chapter section is a review with
comments of the Network+ objectives presented in that section. These comments are
provided to help reinforce the reader’s understanding of a particular Network+ objective.
The chapter review also includes “Test Your Knowledge” questions to aid in the
understanding of key concepts before the reader advances to the next section of the
chapter. The end of the chapter includes a complete set of question plus sample
certification type questions.

Domain/ Domain/Objective Description Is Covered Section Where
Objective Objective Is
Number Covered

1.0 Networking Architecture

il Explain the functions and applications of various 7-4

network devices

12 Compare and contrast the use of networking services 7-5
and applications

15 Install and properly terminate various cable types 7-3
and connectors using the appropriate tools

1.8 Given a scenario, implement and configure the 7-2
appropriate addressing schema

2.0 Network ﬂperatr'.f..'ns

2.6 Given a scenario, configure a switch using the proper 7-3
features

5.0 Industry Standards, Practices, and Network Theory

5.1 Analyze a scenario and determine the corresponding 7-2
0SI layer

5.4 Given a scenario, deploy the appropriate wired 7-5

connectivity standard

TABLE 7-1 Chapter 7 CompTIA Network+ Objectives

7-2 Router Fundamentals

This section further defines the function of a router in a network and describes how data
packets travel through a layer 3 network. A layer 3 network uses IP addressing for routing
data packets to the final destination. Delivery of the data packets is made possible by the
use of a destination MAC address, IP address, network addresses, and routing tables. Each
of these concepts is examined in this section.

LANSs are not necessarily restricted in size. A LAN can have 20 computers, 200



computers, or even more. Multiple LANs also can be interconnected to essentially create 1
large LAN. For example, the first floor of a building could be set up as 1 LAN, the second
floor as another LAN, and the third floor another. The 3 LANSs in the building can be
interconnected into essentially 1 large LAN using switches, with the switches
interconnected as shown in Figure 7-1.

-

lSwitch_' 3rd floor
Closet

2nd floor

1st floor

FIGURE 7-1 Three floors of a building interconnected using switches to form one
large LAN.

Is it bad to interconnect LANSs this way? As long as switches are being used to
interconnect the computers, the impact of the interconnected I.ANs has minimal impact on
network performance. This is true as long as there are not too many computers in the
LAN. The number of computers in the LAN is an issue because layer 2 switches do not
separate broadcast domains by default. This means that any broadcast sent out on the
network (for example, the broadcast associated with an ARP request) will be sent to all
computers in the LAN. Excessive broadcasts are a problem because each computer must
process the broadcast to determine whether it needs to respond; this essentially slows
down the computer and the network. Virtual LANs (VLANSs) are now being used to
interconnect LANSs. This concept is examined in Chapter 8, “Introduction to Switch
Configuration.”

Broadcast Domain

Any broadcast sent out on the network is seen by all hosts in this domain.

A network with multiple LANs interconnected at the layer 2 level is called a flat network.
A flat network is where the LANSs share the same broadcast domain. The use of a flat



network should be avoided if possible for the simple reason that the network response
time is greatly affected. Flat networks can be avoided by the use of layer 3 networks. This
topic is discussed next.

Flat Network

A network where the LANs share the same broadcast domain

Layer 3 Networks

In both the simple office-type LAN introduced in Chapter 1, “Introduction to Computer
Networks,” and the building LAN just discussed, the hosts are interconnected with a
switch. This allows data to be exchanged within the LAN; however, data cannot be routed
to other networks. Also, the broadcast domain of one LAN is not isolated from another
LAN’s broadcast domain. The solution for breaking up the broadcast domains and
providing network routing is to incorporate routing hardware into the network design to
create a routed network. A routed network uses layer 3 addressing for selecting routes to
forward data packets, so a better name for this network is a layer 3 network.

Routed Network

Uses layer 3 addressing for selecting routes to forward data packets

Layer 3 Network

Another name for a routed network

In layer 3 networks, routers and layer 3 switches are used to interconnect the networks and
LANSs, isolating broadcast domains and enabling hosts from different LANs and networks
to exchange data. Data packet delivery is achieved by handing off data to adjacent routers
until the packet reaches its final destination. This typically involves passing data packets
through many routers and many networks. An example of a layer 3 network is shown in
Figure 7-2. This example has four LANs interconnected using three routers. The IP
address for each networking device is listed. How does information get from computer A1l
in LAN A to computer C1 in LAN C? The following discussion describes the travel of the
data packets.
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FIGURE 7-2 An example of a layer 3 network using routers to interconnect the LANs.

Computer A1 (IP address 10.10.20.1) sends a data packet to computer C1 (IP address
10.10.1.1). First, computer A1 uses the assigned subnet mask (255.255.255.0) to
determine whether the destination IP address 10.10.1.1 is in the same subnet or network as
itself. Applying the subnet mask to the destination address shows the final destination of
the data packet is the 10.10.1.0 network (10.10.1.0 NET). This is not the same subnet or
network in which computer A1 resides (10.10.20.0 NET). Therefore, the data packet is
forwarded to the default gateway address defined by the computer. The default gateway

address is the IP address of a networking device (for example, a router) used to forward
data that needs to exit the LAN. An example of setting a computer’s default gateway is
provided in Figure 7-3. The default gateway address for computer A1 is 10.10.20.250.
This is the IP address of Router A’s FastEthernet0/0 port. Figure 7-2 shows that Router A’s
FastEthernet FAQ/O port connects directly to the switch in LAN A.




Internet Protocol Version 4 (TCP/IPvd) Properties @

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings,

() Obtain an IP address automatically

i@ Use the following IP address:

IF address: 10 .1, 2 1
Subnet mask: 255,255,255 . 0
Default gateway: 10 . 10 . 20 . 290

tain OMNS server address automatica

i@ Use the following DNS server addresses:

Preferred DMNS server:

Alternate DNS server:

[ Ok ][ Cancel ]

FIGURE 7-3 The TCP/IP menu for setting the default gateway address for computer
Al.

Default Gateway Address

The IP address of the networking device used to forward data that needs to
leave the LAN

Recall that the term gateway describes the networking device that enables data to enter
and exit a LAN and is where the host computers forward data packets that need to exit the
LAN. In most networks, the gateway is typically a router or switch port address. An
example of a gateway is provided in the block diagram shown in Figure 7-4. An important
concept is that the IP address of the gateway must be in the same subnet as the LAN that
connects to the gateway, and this same gateway enables data traffic to enter and exit the
LAN. An example of using the subnet mask to determine the destination network is
provided in Example 7-1.




Data
enter

LAN

Gateway

Data
exit

FIGURE 7-4 Data flow to and from the gateway.



Example 7-1
Problem:

A computer host sends two data packets out on the network. Each packet has a
different IP destination address. Determine whether the data packets are to be
forwarded to the default gateway or should remain in the same LAN as the host. The
source host IP address is 10.10.20.2, and a subnet mask of 255.255.255.0 is being
used. The destination IP addresses for the data packets are 10.10.1.1 and 10.10.20.3.

Solution:

First, determine the network or subnet where the source host resides. This can be
determined by “ANDing” the subnet mask with the source host IP address as shown.
Subnet masks and subnets were presented in Chapter 6, “TCP/IP,” section 6-5, and
should be reviewed if this concept is difficult to follow. Remember, subnet masking
is a binary AND operation. The decimal numbers are the equivalent of the 8-bit
binary number. For example:

235 Fild kil
20 00010100
10 00001010
2 00000010

Source IP address 10. 10. 20. 2
Subnet mask 255.255.255. 0
Subnet 10. 10. 20. 0
Therefore, the source host is in the 10.10.20.0 subnet (10.10.20.0 NET).

a. Determine the destination network for a data packet given the following

information:
Destination IP address 10.710.1. 1
Subnet mask 255255 953500
Subnet 10.10.1.0

Answer: The destination subnet address for Part a is 10.10.1.0. This is not in the
same subnet as the 10.10.20.2 host (10.10.20.0 NET). Therefore, the data packet is
forwarded to the default gateway.

b. Determine the destination network for a data packet given the following

information:
Destination IP address 10. 10. 20. 3
Subnet mask 255255 95500
Subnet 10. 10. 20. 0

Answer: The destination subnet address for Part b is 10.10.20.0, which is the same
subnet as the host. Therefore, the data packet remains in the 10.10.20.0 subnet.




The IP address of the data packet sent from the source computer to the gateway is
examined by the router, and a next hop address is selected. The gateway examines the
destination IP address of all data packets arriving at its interface. The router uses a routing
table to determine a network data path and the next hop address. As noted previously, a
routing table is a list of the possible networks that can be used to route the data packets.
Alternative data paths are usually provided so that a new route can be selected and data
delivery maintained even if a network route is down. The next hop address is the IP
address of the next networking device that can be used to forward the data packet to its
destination.

Next Hop Address

The IP address of the next networking device that can be used to forward the
data packet to its destination

For example, assume that a data packet is to be delivered from a host in LAN A to a
destination address in LAN C (see Figure 7-2). The data packet is forwarded to the LAN A
gateway, which is the FastEthernet 0/0 (FA0/0) port on Router A. The router examines the
data packet and determines that the data can be sent to the host in LAN C via Router A’s
FastEthernet 0/2 (FA0/2) interface over the 10.10.100.0 NET to Router C, then to Router
B, and finally to LAN C. The routing table also shows that there is a route to LAN C via
Router A’s FastEthernet 0/1 (FA0/1) interface over the 10.10.200.0 NET. The next hop off
Router A’s FastEthernet 0/1 (FAO/1) interface is the FA0/2 FastEthernet interface on
Router B. Which is the better route?

In terms of hops, data from LAN A will have to travel over two hops (Router C and
Router B) to reach LAN C. The route to LAN C via Router B requires only one hop;
therefore, Router A will select the 10.10. 200.0 NET to route the data to LAN C because it
has fewer router hops. The IP address of the FastEthernet 0/2 (FA0/2) port on Router B is
called the next hop address. In each case, the next hop address is the IP address of the next
networking device. For example, if the data travels to LAN C via Router B, the next hop
address off Router A is the IP address of the FastEthernet 0/2 (FA0/2) port on Router B
(10.10.200.2).

The MAC addresses are used to define the hardware address of the next hop in the
network. When the next hop is defined, its MAC address is determined and the data packet
is relayed.

When the routes are fully configured, data packets can be exchanged between any LANs
in the interconnected routed network. For example, data can be exchanged between any of
the hosts in any of the LANs shown in Figure 7-2. Computer A2 in LAN A can exchange
data with computer D1 in LAN D, and computer C1 in LAN C can exchange data with
computer B2 in LAN B. This differs from the simple office LAN that has restricted data
packet delivery: The data packets can be exchanged only within the LAN. Using IP
addressing and routers enables the data to be delivered outside the LAN. Recall that a
segment in a network defines the physical link between two internetworking devices (for
example, router-hub, router-switch, or router-router). For example, in an interconnected
network, a segment is the name of the link between a router and another router. Another



example is the segment that connects a router to a LAN via a hub or a switch. Each
network segment has its own network address. For the small campus network shown in
Figure 7-2, the network IP address for the segment connecting LAN A to the router is
10.10.20.0. All hosts connected to this segment must contain a 10.10.20.#. For example,
Computer Al is assigned the IP address 10.10.20.1.

The segment is sometimes called the subnet or NET. These terms are associated with a
network segment address, such as 10.10.20.0. In this case, the network is called the
10.10.20.0 NET. All hosts in the 10.10.20.0 NET will have a 10.10.20.# IP address. The
network addresses are used when configuring the routers and defining which networks are
connected to the router. For example, the networks attached to Router A in Figure 7-2 are
listed in Table 7-2.

FAO/0 10.10.20.0
FAO/1 10.10.200.0
FAO/2 10.10.100.0

TABLE 7-2 The Networks (Subnets) Attached to Router A in Figure 7-2

Subnet, NET

Other terms for the segment

The physical layer interface on the router provides a way to connect the router to other
networking devices on the network. For example, the FastEthernet ports on the router are
used to connect to other FastEthernet ports on other routers. Gigabit and 10 gigabit
Ethernet ports are also available on routers to connect to other high-speed Ethernet ports.
(The sample network shown in Figure 7-2 includes only FastEthernet ports.) Routers also
contain serial interfaces that are used to interconnect the router and the network to other
serial communication devices. For example, connection to wide area networks (WAN5s)
requires the use of a serial interface to connect to a communications carrier such as Sprint,
MCI, AT&T, and so on. The data speeds for the serial communication ports on routers can
vary from slow (56Kbps) up to high-speed DS3 data rates (47+Mbps), OC3 (155Mbps),
0OC12 (622Mbps), or even OC192 (9953Mbps).

The following is a summary of the discussion on layer 3 networks. The components of a
layer 3 network are shown in Figure 7-5. The source host computer has an installed
network interface card (NIC) and an assigned IP address and subnet mask.



Routing Routing

NIC Tab Tables NIC
MAC address X . g ¥ MAC address

- Destination

Source

Host IP address * N Host IP address
Gateway address ggft:l#:y NET gg{guwﬁy Gateway address
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FIGURE 7-5 The components of a layer 3 network.

The subnet mask is used to determine whether the data is to stay in the LAN or is to be
forwarded to the default gateway provided by the router. The router uses its subnet mask
to determine the destination network address. The destination network address is checked
with the router’s routing table to select the best route to the destination. The data is then
forwarded to the next router, which is the next hop address. The next router examines the
data packet, determines the destination network address, checks its routing table, and then
forwards the data to the next hop. If the destination network is directly connected to the
router, it issues an ARP request to determine the MAC address of the destination host.
Final delivery is then accomplished by forwarding the data using the destination host
computer’s MAC address. Routing of the data through the networks is at layer 3, and the
final delivery of data in the network is at layer 2.



Section 7-2 Review
This section has covered the following Network+ Exam objectives.
1.8 Given a scenario, implement and configure the appropriate address schema

The concept that a switch does not separate broadcast domains was reviewed in
this section. The term next hop address, which is the IP address of the next
networking device in the route of a data packet, was introduced.

5.1 Analyze a scenario and determine the corresponding OSI layer

This section provided a review of layer 3 networks and the steps for creating a
routed network.

Test Your Knowledge

1. The purpose of a gateway is to allow data to enter and exit a LAN. True or
False?

2. What is a broadcast domain?
a. A network where the LANs share broadcasts.
b. Where networks forward data packets that need to leave the domain.
c. Any broadcast sent out on the network is seen by all hosts in this domain.
d. Another name for a routed network.
3. What is a next hop address?
a. It is also called the default gateway address.

b. The IP address of the next networking device that can be used to forward the
data packet to its destination.

c. The IP address of the next networking device that can be used to forward the
data packet to its source.

d. It does not have a purpose in routed networks.

7-3 The Console Port Connection

The router’s console port is used as the initial interface for configuring the router. It is a
slow-speed serial communications link (9600 bps) and is the only way to communicate
with the router until the router interfaces have been configured. Specifically, the console
connection is an RS-232 serial communications port that uses an RJ-45 jack to connect to
its interface. The RS-232 protocol running on the console port is the same
communications protocol format used on a computer’s (COM1, COM2) port; however, the
connector for the serial communications port on the computer is either a DB-9—or DB-25—
type connector. (Note: DB25 connectors are seldom used.) Figure 7-6(a) and (b) shows
drawings of the DB-9 and DB-25 connector ends. The DB-9 connection uses 9 pins, and
the DB-25 connection uses 25 pins.
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FIGURE 7-6 (a) DB-9 connector; (b) DB-25 connector (courtesy of StarTech.com).

RS-232

Serial communications port

DB-9

9-pin connector

DB-25

25-pin connector

The connection from the router to the serial port on the computer requires a cable run from
the computer’s serial port to the RJ-45 console jack input on the router. This can be
accomplished using a cable with the DB-9 and RJ-45 plug ends, as shown in Figure 7-
7(a), or using an RJ-45 rollover cable and a DB-9 to RJ-45 adapter, as shown in Figure 7-
7(b). The serial connection is being replaced by the USB connection. In this case, the
option is to use a USB to 9-pin RS-232 adapter, as shown in Figure 7-7(c). A cable that
connects the router’s console port to the computer’s serial port is called a console cable.
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FIGURE 7-7 (a) A console cable with an integrated DB-9 connector; (b) a console
cable using an RJ-45 rollover cable and a DB-9 to an RJ-45 adapter; (c) a USB to RS-
232 adapter (courtesy of StarTech.com).

Console Cable

A cable that connects a router’s console port to a computer’s serial port

Connect the DB-9 end of the console cable to any of the available serial ports (COM1
COM2...) on the computer. The router’s console input uses an RJ-45 jack, and the
console cable must have an RJ-45 plug. The cable used to connect the RJ-45 plug to the
computer is called a rollover cable, which is a flat cable that reverses signals on each
cable end; for example, pins 1-8, 2—7, 3—6, and so on. Table 7-3 shows the signal
assignments and pin number for each end of the rollover cable. Note that the pin numbers
for the cables are swapped at each end.
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RJ-45 End A RJ-45 End B

RTS Ready-to-Send i} 8
DTR Data Terminal Ready 2 7
TXD Transmit Data 3 6
GND Ground 4 5
GND Ground 5 4
RXD Receive Data 6 s
DSR Data Send Ready 7 2
CTS Clear-to-Send 8 1

TABLE 7-3 Signal and Pin Assignments for the Console Rollover Cable

COM1, COM2...

The computer’s serial communication ports

Rollover Cable

A cable with the signals reversed at each end

A serial communications software package such as HyperTerminal or PuTTY can be used
to establish the communications link to the router’s console input. Table 7-4 outlines the
settings for the serial interface on a Cisco router’s console port.

Bits per second 9600

Data bits 8
Parity None
Stop bits 1
Flow control none

TABLE 7-4 Settings for Connecting to the Router Console Port

The next step is to set up the console connection from a computer to the router. This
requires that one RJ-45 end of a rollover cable be connected to the console port in the back
of the router. The other end of the cable connects to one of the 9-pin serial communication
ports (COM ports) of the computer. Note which serial port you connect to. You will have
to specify the serial port (for example, COM1, COM2, and so on) when configuring the
HyperTerminal or PuTTY serial communications software.



Configuring the HyperTerminal Software (Windows)

The HyperTerminal software is available on Windows XP but must be purchased
separately for Windows 10. PuTTY is free software. After HyperTerminal is installed,
click Start > Programs > Accessories > Communications and click HyperTerminal to
start the HyperTerminal software on your computer. Click Start > Programs >
Hyperterminal on Windows 10. The Connection Description menu shown in Figure 7-8
will appear. Enter a name for your connection, such as CiscoRouter, and select an icon to
be associated with the connection. Click OK when done.

Connection Description

Enter a name and choose an icon for the connection;

Mame:

oo

FIGURE 7-8 The HyperTerminal Connection Description menu.

The next menu displayed is shown in Figure 7-9. This is the Connect To menu, which lets
you specify how you are making the serial connection to the router. This example shows
that the connection is configured to use the computer’s COM?2 serial port. Change the
Connect using parameter to match the connection (COM1, COM2...) you have made on
your computer. Click OK when done.

Connect To

- 2 CizcoFouter

Enter details for the phone number that pou want ko dial:

Countryfregion:

Arga code;

Phone number;

Comnect using: | EXF AN

[ OF. H Cancel ]

FIGURE 7-9 The HyperTerminal Connect To menu.

The next menu is the Properties menu for your serial connection. This menu is labeled
COM2 Properties because the Connect Using COM2 parameter was specified in the



previous menu. Recall that the settings for connecting to the router’s serial console port
were provided in Table 7-4. The COM2 properties will have to be set to match these
settings. Figure 7-10 shows the COM?2 Properties menu for Hyperterminal with the
settings entered. Also shown is the PuTTY Configuration window, Click OK for
Hyperterminal and Open for PuTTY when done After doing this, the CiscoRouter >
screen will be displayed. Press Enter to start the terminal communications. You should
see the image shown in Figure 7-11 when a connection has been established. If the text
does not display Press RETURN to get started, press Enter to see whether the router
resets itself. Another possible screen you might see might have only the Router> prompt.
Press Enter, and if the Router> prompt remains, you are connected. If this doesn’t correct
the displayed text, the router might need to be restarted.

COM2 Properties

Port Settings

Bits per second:

Data bits;

Parity:

Stop bits:

Flewe control:

RX
v
8 v
None v
1 w
MNane “
DK ' [ Cancel J [ Lpply J

(a)

e L onfig juration
Category:

=- Sggsion | Basic options for your PuTTY session [

E el Logging Specify the destination you want to connect to

=)+ Teminal g
... Keyboard Serial line Speed
e Com1 9600
- Peatures Connection type:

= Window 1 Raw () Telnet (7)) Rlogin () SSH @) Serial
Appea@nce Load, save or delete a stored session
- Behaviour
- Translaton Saved Sessions
- Selection
- Colours "

Default Settings

=~ Connection Lowd
.. Data Save
e [ save ]
- Rlogin
- 55H
- Serial Close window on exit:

() AMlways () Newver (@ Only on clean exit
About l Open J [ Cancel
(b

FIGURE 7-10 The Properties menu for configuring the serial port connection for (a)
HyperTerminal and (b) PuTTY.

“& Cisco Router - HyperTerminal

File Edit Miew Call Transfer Help

[ @

B[=1E

Router conl iz now available

Prezz RETURM to get started!

Connected 0:00:37

Auto detect

Auto detect

FIGURE 7-11 The Cisco router console port—HyperTerminal screen.



Configuring the Z-Term Serial Communications Software (Mac)

The following are the steps for establishing a console port via the USB serial connection
on the Mac computer. This requires the following:

* A serial communication software such as ZTerm. ZTerm is a shareware program for
the Mac that can be downloaded from the Internet.

* AUSB to a 9-pin RS-232 male serial adapter, such as the USB to 9-pin adapter
cable shown previously in Figure 7-7(c). (Note: The USB serial adapter can require
that an additional driver be installed.)

Install the serial communications software and the driver. Start the serial communications
software. Click Setting > Modem Preferences as shown in Figure 7-12. This opens the
window shown in Figure 7-13. You will need to change the serial port so that it is set to
PL2303-000 and then click OK when the change to usbserial0 has been made. Next, click
Settings > Connection to open the menu shown in Figure 7-14. The following settings
need to be set for the serial console connection. Click OK when done.

Data Rate: 9600

Data Bits: 8

Parity: N

Stop Bits: 1

Hardware Handshake

JEETERN Macros  Misc

Connection... HE
Terminal... #BT
Text Pacing...

Transfer Options...
ZModem Options...

General Preferences...
Terminal Preferences...
Printer Preferences...
Color Preferences...
Receive Folder...

FIGURE 7-12 The Mac OS X menu for configuring the settings for the serial interface.



é ZTerm File Edit Dial ESEuWhlsEE Macros Misc

. -

Serial Port: [usbserialﬂ }—e—]
Modem setup strings:

Initialize: ||ATE1 V 1AM |

Delnitialize: | |
Dial Substitution: Dial Timeout:
.1 [+70, | (D pulse Dial
2 |9‘ | [ Hardware Hangup (DTR)
3 | | € ok ( cancel )

é ZTerm File Edit Dial Macros Misc

Service Name: | Local

Phone Number: |

Pre-dial init: | |

Account: | |Fasswnrd: I:I

Data Rate: aa00 @ Data Bits: ' g @
Parity: Mone B‘ Stop Bits: 1 @

[l Local Echo
Flow Control: || Xon/Xoff E Hardware Handshake

@ﬂeﬁ; ( Cancel )

FIGURE 7-14 The Mac OS X window listing the serial communication link settings.



Section 7-3 Review
This section has covered the following Network+ Exam objectives.

1.5 Install and properly terminate various cable types and connectors using the
appropriate tools.

This section provided a review of the RS-232 DB9 connector and the steps for
configuring the serial port so that a console port connection can be established.

Test Your Knowledge

1. The connection to a router’s console port input is typically which of the
following? (Select two.)

a. RS-232
b. USB
c. DB-9
d. DB-25
e. None of these answers is correct.
2. What is the cable used to connect the RJ-45 plug to a computer called?
a. RS-232
b. USB
c. Rollover
d. Patch cable

7-4 The Router’s User EXEC Mode (Router>)

This section introduces the use of the Cisco Internetwork Operating System (Cisco 10S)
used for configuring Cisco routers. Cisco 10S, the standard interface software available on
all Cisco routers, is regularly updated, thus providing improved configuration,
management, and monitoring capabilities.

The Cisco IOS structure is fairly easy to navigate after you learn a few basic commands.
Cisco I0S uses a command line interface (CLI) for inputting commands when configuring
Cisco routers. This section explains some simple concepts, such as how to access the Help
menu, using the show commands, and configuration options. The text comes with the Net-
Challenge Companion CD-ROM that includes a router simulator specifically developed
for this text. The simulator enables you to practice accessing various router modes and
gain practice configuring a router for use in a network. The networking challenges
presented in the text are available with the Companion CD-ROM for testing your
knowledge.



The User EXEC Mode

The first text you see on the terminal screen after a console connection is made to the
router is Router con( is now available. This text confirms that you have connected to the
router’s console port.

Click here to view code image
Router con0O is now available Press RETURN to get started! Router>

You are prompted to Press Return to get started. Press Return (the Enter key on the
keyboard) to connect to the router. The prompt Router> indicates that you have connected
to a router with the hostname Router, and the > symbol indicates that you have entered
the user EXEC mode on the router. The user EXEC mode, also called the user mode, is
the unsecured first level of entry passed through when accessing the router’s interface. It
does not allow the user any access to the router’s configuration options. However, some of
the router parameters, such as the version of the Cisco IOS software running on the
machine, memory, flash, and the available commands, can be viewed.

Hostname

The name assigned to a networking device

User EXEC Mode

Used by a user to check to router status

User Mode

Same as the user EXEC mode

One caveat to keep in mind when connecting serially to the router is that the router’s
logging messages will be displayed on the console terminal. These messages are useful
when troubleshooting but could be annoying when they show up in the middle of entering
commands for the configuration. Recommended practice dictates that you not enable the
debug mode and configure the router at the same time due to the sheer number of logging
messages.

You can view the commands that are recognized at the user level by entering a ? after the
Router> prompt. The ? is the universal help command in Cisco IOS that allows you to
view the available commands from any prompt. The following shows an example of using
the ? command to display the available commands from the Router> prompt:

Click here to view code image

Router>?

Exec commands:

access-enable Create a temporary Access-List entry

clear Reset functions

connect Open a terminal connection disable Turn off
privileged commands

disconnect Disconnect an existing network connection

enable Turn on privileged commands



exit Exit from the EXEC

help Description of the interactive help system lock
Lock the terminal

login Log in as a particular user logout Exit from the
EXEC

mrinfo Request neighbor and version information from a
multicast router

mstat Show statistics after multiple multicast
traceroutes

mtrace Trace reverse

multicast path from destination to source

name-connection Name an existing network connection

pad Open a X.29 PAD connection ping Send echo messages

Prp Start IETF Point-to-Point Protocol (PPP)

resume Resume an active network connection

rlogin Open an rlogin connection

set Set system parameter (not config) show

Show running system information

slip Start Serial-line IP (SLIP)

systat Display information about terminal lines

telnet Open a telnet connection

terminal Set terminal line parameters

traceroute Trace route to destination

tunnel Open a tunnel connection

where List active connections

%28 Become an X.28 PAD

%3 Set X.3 parameters on PAD

?

The help command that can be used at any prompt in the command line
interface for the Cisco IOS software

It’s obvious from the Router> help listing that the command options are quite extensive,
and it takes some time to master them all. The objective of this chapter is to introduce the
fundamental commands required for navigating the Cisco IOS and configuring the router’s
interface. In particular, this section concentrates on the commands and procedures for
configuring the router’s FastEthernet and serial ports.

Another way to display commands or features is to place a ? after the command. The ?
can be used after any command from any prompt in the command line interface in the
Cisco I0S Software. Placing the ? after the show command at the Router> prompt lists
the available options in the user mode for the show command, as demonstrated here:

Click here to view code image
Router>show ?

backup Backup status

clock Display the system clock

dialer Dialer parameters and statistics

flash display information about flash: file system

history Display the session command history

hosts IP domain-name, lookup style, nameservers, and
host table location Display the system location

modemcap Show Modem Capabilities database

jojeje) PPP parameters and statistics

rmon rmon statistics

rtr Response Time Reporter (RTR)

sessions Information about Telnet connections



snmp snmp statistics

tacacs Shows tacacs + server statistics

terminal Display terminal configuration parameters
traffic-shape Traffic rate shaping configuration

users Display information about terminal lines
version System hardware and software status

Two key options for show in the user (Router>) mode are show flash and show version.
The show flash command lists the details of the router’s flash memory, while show
version lists the version of the Cisco IOS Software running on the router. Examples of
each are provided in the output samples that follow.

show flash

Lists the details of the router’s flash memory

The show flash command displays the flash memory available and the amount of flash
memory used. This command is typically used to verify whether sufficient memory is
available to load a new version of the Cisco IOS Software. In this example, IOS is already
installed, the file length is 6788464, and the name of the file is c2800-d-1.120-4.

Click here to view code image

Router>show flash

System flash directory: File Length Name/status

1 6788464 c2800-d-1.120-4

[6788528 bytes used, 1600080 available, 8388608 total]
8192K bytes of processor board System flash (Read ONLY)

The following listing for show version indicates that the router is operating version 12.4.
Notice that the show version command also lists the amount of time that the router has
been running. This is listed as the Router uptime. In this example the router has been
running 41 minutes, and it indicates that the system was restarted by power-on. This is a
good place to check when troubleshooting intermittent problems with a router. Recurring
statements that the router was restarted by power-on could indicate that the router has an
intermittent power supply problem or that the power to the router is intermittent. Another
possibility is that someone is resetting the router. This is not common because access to
the router is typically password protected.

show version

Lists the version of the Cisco IOS software running on the router

Router Uptime

The amount of time the router has been running

Click here to view code image

Router>show version
Cisco Internetwork Operating System Software
IOS (tm) 2800 Software (C2800-D-L), Version 12.4, RELEASE SOFTWARE
(fcl) Copyright 1986-2006 by Cisco Systems, Inc.
Compiled Wed 14-Apr-06 21:21 by prod rel team
Image text-base: 0x03037C88, data-base: 0x00001000



ROM: System Bootstrap, Version 12.04(10c), SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (IGS-BOOT-R), Version 12.2(10c),
RELEASE SOFTWARE (fcl)

Router uptime is 41 minutes
System restarted by power-on
System image file is “flash:c2800-d-1.120-4"

cisco 2800 (68030) processor (revision N) with 2048K/2048K bytes of
memory. Processor board ID 14733315, with hardware revision 00000000

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface (s)

2 Serial network interface (s)

32K bytes of non-volatile configuration memory

8192K bytes of processor board System flash (Read ONLY)

Configuration register is 0x42

Router Configuration Challenge: The User EXEC Mode

Use the Net-Challenge software included with the companion CD-ROM to complete this
exercise. Place the disk in your computer’s CD-ROM drive. The Net-Challenge software
is located in the Net-Challenge folder on the CD-ROM. Open the folder and click the Net-
ChallengeV4.exe file. The program will open on your desktop with the screen shown in
Figure 7-15. The Net-Challenge software is based on a three-router campus network
setting. The software allows the user to configure each of the three routers and to
configure the network interface for computers in the LANSs attached to each router.
Connection to each router is provided by clicking one of the three router buttons shown in
Figure 7-15. Clicking a router button connects the selected router to a console session,
thus enabling the simulated console terminal access to all three routers. The routers are
marked with their default hostnames of Router A, Router B, and Router C. This challenge
tests your ability to use router commands in the user EXEC mode. Click the Net-
ChallengeV4.exe file to start the software. Then click the Select Challenge button to open
a list of challenges available with the software. Select the Chapter 7 - User EXEC Mode
challenge. Selecting a challenge will open a check box window, as shown in Figure 7-16.
The tasks in each challenge will be checked as completed, as appropriate.



@ Net Challenge (Router A)

Router con0 is now available
Press RETURN to begin!

Click on these
cbuttons to establish
a console connection

User EXEC Challenge

View Topology

Select Challenge

Default Password: Chile

S

Router A

Router B Router C

Router A selected

Enter user EXEC mode
Help with commands
Exited EXEC mode
Re-enter user EXEC mode
Command: show ?

Command: show flash

Command: show version

Command: show history

About

‘ Net-Challenge

FIGURE 7-15 The Net-Challenge screen.

FIGURE 7-16 The check box for the User EXEC Net-Challenge software.

1. Make sure you are connected to Router A by clicking the appropriate selection

button.

2. Demonstrate that you can enter the router’s user EXEC mode. The router screen
will display Router> when you are in the user EXEC mode.

3. Use the ? command for help to see the available command options in the Net-



Challenge simulation software. You should see that the enable, exit, and show
commands are available from the Router> prompt. The Net-Challenge software
displays only the available commands and options within the software. The text
provides examples of what the full command and help options look like.

4. Enter exit from the Router> prompt (Router>exit). Where does this place you?
You should be back at the Press RETURN screen, as shown in Figure 7-15.

5. Reenter the user EXEC mode by pressing Enter.
6. Enter the command show after the Router> prompt (Router>show).

This step generates an “error unknown command” message. Include a ? after the
show command to see which options are available for show. The text displayed on
the terminal screen should look like Figure 7-17.

a-' Net Challenge (Router A) = e

View Topology

Select Challenge

Default Password: Chile

LSS

Router A Router B Router C

About
Net-Challenge

Router>

FIGURE 7-17 The display for Step 6 using the show command.

7. Enterthe command show flash at the Router> prompt on the command line
interface. Describe the information displayed.

8. Enter the command show version at the Router> prompt on the command line
interface. Describe the information displayed.

9. Enter the command show history at the Router> prompt on the command line
interface. Describe the information displayed.




Section 7-4 Review
This section has covered the following Network+ Exam objectives.
1.1 Explain the functions and applications of various network devices

This section introduced the Cisco Internetworking Operating System (IOS). The
steps for establishing the router’s console connection and operating in the user
EXEC mode were explained.

Test Your Knowledge
1. Which command can be used to see the uptime for a router?
a. show uptime
b. sh uptime
c. show time
d. show version
2. The prompt for a router’s user EXEC mode is router/>. True or False?
3. The command to view the details of the routers flash memory is which of these?
a. show mem
b. show details
c. show history
d. show flash
4. What is the help command in Cisco 10S?
a.?
b. -help
c.-h
d. - help

7-5 The Router’s Privileged EXEC Mode (Router#)

Configuring a router interface requires you to enter privileged mode on the router. The
privileged EXEC mode allows full access for configuring the router interfaces and
configuring a routing protocol. This section focuses on general configuration steps for the
router and configuring the router’s interfaces, FastEthernet, and serial ports. Configuring
routing protocols is examined in Chapter 9, “Routing Protocols.”

Privileged Mode

Allows the router ports and routing features to be configured

You enter the privileged mode using the command enable at the Router> prompt as



shown. The # sign after the router name indicates you are in the privileged EXEC mode
(Router#).
Router> enable

Password:
Router#

enable

The command used to enter the router’s privileged mode

Router#

The pound sign indicates that the user is in the router’s privileged EXEC
mode.

Entry into the router’s privileged mode is typically password protected. The exception to
this is when a router has not been configured and a password has not been assigned to it.
In this case, pressing Enter on the keyboard from the Router> prompt places you in the
router’s privileged mode (Router#). The two different steps for entering the router’s
privileged mode are shown in Figure 7-18: (a) no password protection and (b) password
required.

router > enable

router #

(@

router > enable
password:

router #

(b

FIGURE 7-18 The steps for entering the router’s privileged EXEC mode: (a) no
password; (b) password required.

Use caution when you have entered the privileged mode in a router. It is easy to make
mistakes, and incorrectly entered router configurations will adversely affect your network.
This text comes with the Net-Challenge router simulator on the companion CD-ROM to
help you gain experience with router configuration. In fact, most of the router
configuration commands presented in the text can be implemented in the router simulator
on the companion CD-ROM. Many options are available for configuring the router and
the router’s interfaces from the Router# prompt. This section presents the key options
needed to configure the router.



Hostname

The next commands examined require that the router’s terminal configuration mode be
entered. To do this, enter the command configure terminal (abbreviated conf t) at the
RouterA# prompt to enter the router’s configuration mode.

Click here to view code image

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
RouterA (confiqg) #

configure terminal (conf t)

The command to enter the router’s terminal configuration mode

or

Click here to view code image

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

Note the change in the prompt to Router(config)#. This indicates that the router is in
terminal configuration mode.

The first router configuration option examined enables the user to assign a hostname to the
router. The generic name or the name of an unconfigured Cisco router is router, and the
hostname command enables the user to change the name to specifically identify the
router. For example, valid hostname structures include RouterA, Router-A, or Router_A,
while Router A is not valid. Valid router hostnames may not have any spaces. The word
router does not have to be used in the hostname. The hostname can reflect the manner in
which the router is being used. A router can serve as the network gateway for the LANs in
a building; for example, for a building named Goddard the router could be called
Goddard_gate. This tells the network administrator the location and purpose of the router.

In the privileged mode (Router#), enter the command hostname [router-name] <enter>.
This sets the hostname for the router to router-name. The following example demonstrates
how the router’s hostname is changed to RouterA. Notice the change with the router’s
name from the first to the second line after the hostname command is entered.

Click here to view code image

Router (config) # hostnhame RouterA
RouterA# (config)

Enable Secret

Password protection for the privileged (enable) mode is configured by setting enable
secret. The steps are as follows:

1. Enter the router’s configure terminal mode by entering configure terminal or conf
t at the Router# prompt.

2. Enter the command—enable secret [your-password] <enter>.



The following is an example of the commands to enable password protection for
privileged mode:

Click here to view code image

Router# conf t
Router (config) #
Router (config) # enable secret my-secret

This example sets the password for entering the router’s privileged EXEC mode to my-
secret. The password for entering the router’s privileged mode must now be entered to
gain access to the mode.

Setting the Line Console Passwords

The router has three line connections through which a user can gain access to the router.
The line connections available on a router can be displayed using the line ? command at
the Router(config)# prompt. The available line connections are as follows:

* aux: Auxiliary line
* console: Primary terminal line (console port)

* vty: Virtual terminal (for a telnet connection)

Router(config)#

The prompt for the router’s terminal configuration mode

The console (primary terminal line) is the console port, vty is the virtual terminal used for
Telnet connections, and aux is used to establish an external modem connection. The
following steps demonstrate how to configure password protection for the console port
and the virtual terminal.

The console port configuration is as follows:
1. Enter the command line console 0 <enter>.
2. Enter the command login, and then press Enter,

3. Type the command password [my-secret2], where my-secret2 is the console port
password.

The following is an example of using these commands to configure a console port:

Click here to view code image

Router (config) # line console 0
Router (config-line)# login
Router (config-line) # password [my-secret2]

Note the change in the router prompt to Router(config-line)#, indicating you are in the
router’s line configuration mode.

Router(config-line)#

The prompt indicating you are in the router’s line configuration mode




Password protection for the virtual terminal (line vty) is set from the router’s configuration
mode. The virtual terminal is the method for entering the router via a Telnet connection:

1. Enter the command line vty 0 4. This places the router in the line configuration
mode (config-line). The 0 4 represents the number of vty lines to which the
following configuration parameters will be applied. The five virtual terminal
connections are identified as 0, 1, 2, 3, and 4.

2. Enter the command password [my-secret3]. The entry my-secret3 is the password
for the virtual terminal connection.

3. Enter login, and press Enter.

The following is an example of using these commands for enabling password protection
for a virtual terminal:

Click here to view code image

Router (config) # line vty 0 4
Router (config-line)# password [my-secret3]
Router (config-line)# login

Fast Ethernet Interface Configuration

Routers can have Ethernet (10Mbps), Fast Ethernet (100Mbps), gigabit Ethernet
(1000Mbps), and ten gigabit (10GB) interfaces. These routers can have multiple interfaces
supporting 10/100/1000Mbps and 10Gbps connections, and the steps for configuring each
interface are basically the same. Each interface is assigned a number. For example, a
router could have three FastEthernet interfaces identified as

FastEthernet 0/0
FastEthernet 0/1
FastEthernet 0/2
The notation 0/0 is indicating the [interface-card-slot/port]

The following steps describe how to configure a router’s FastEthernet 0/0 port
(FastEthernet 0/0, also listed as fa0/0 and FA0/0).

1. In the router’s configuration mode [Router(config)#], enter interface fa0/0 and
press Enter. This changes the router’s prompt to Router(config-if)#, indicating you
are in the router’s interface configuration mode. The router keeps track of the
interface you are configuring. The abbreviated command int fa0/0 is used to access
the FastEthernet0/0 interface. The router prompt will still show Router(config-if)#.

Router(config-if)#

Indicates that you are in the router’s interface configuration mode

2. Enter the assigned IP address for the FastEthernet 0/0 port—for example, ip
address 10.10.20.250 255.255.255.0—and press Enter.

3. Enable the router interface using the no shutdown (no shut) command.




no shutdown (no shut)

Enables a router’s interface

The following is an example of using these commands to configure a Fast-Ethernet
interface:

Click here to view code image

Router (config) # int fa0/0

Router (config-if)# ip address 10.10.20.250 255.255.255.0

Router (config-if) #no shut

2w0d: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

Notice that the router prompts you that the line protocol on interface FastEthernet 0/0
changed state to up. Repeat the previous steps for each of the FastEthernet interfaces. The

command show ip interface brief (sh ip int brief) entered at the enable prompt

(Router#) can be used to verify the status of the router interfaces. The following is an
example:

Click here to view code image

Interface IP-Address OK? Method Status Protocol
FastEthernetO 10.10.20.250 YES manual up up
FastEthernetl 10.10.200.1 YES manual up up
FastEthernet?2 10.10.100.1 YES manual up up

show ip interface brief (sh ip int brief)

The command used to verify the status of the router’s interfaces Router#
sh ip int brief

Serial Interface Configuration

The router’s serial ports are used to interface to other serial communication devices. The
serial communications link is often used in campus networks to connect to WANSs or the
Internet. Configuring the serial port requires that the following questions be answered:

* What is the IP address of the interface?
* What is the subnet mask for the interface?
» Which interfaces are responsible for providing clocking?

In the router’s serial communication links, there will be a DCE and a DTE end. The serial
cables on older routers are called V.35 cables. Examples are shown in Figure 7-19. DCE
stands for Data Communication Equipment; DTE stands for Data Terminal Equipment.
The DTE interface on the V.35 cable is designed for connecting the router to a CSU/DSU
and outside digital communication services. In regards to clocking, the serial interface
defined to be the DCE is responsible for providing clocking. This section shows how to
check to see whether your serial connection is DCE or DTE. Modern routers have a built-
in CSU/DSU and use an RJ-45 cable to establish the WAN or Internet connection.
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FIGURE 7-19 The (a) DCE and (b) DTE ends of V.35 serial cable (courtesy of
StarTech.com).

DCE

Data Communications Equipment (the serial interface responsible for
clocking)

DTE

Data Terminal Equipment (the serial interface designed for connecting to a
CSU/DSU to outside digital communication services)

1. From the router’s config prompt, enter the command int s0/0 to access the Serial0/0
interface. The router’s prompt changes to Router(config-if)# to indicate that the
interface configuration has been entered. Notice that this is the same prompt as when
configuring the FastEthernet interfaces.

2. Configure the IP address and subnet mask for the serial interface by entering the
command ip address 10.10.50.30 255.255.255.0.

These steps are shown as follows:

Click here to view code image

Router (config) # int s0/0
Router (config-if)# ip address 10.10.50.30 255.255.255.0

If this is a serial DCE connection, you must set the clock rate. The serial connection can
have either a DCE or DTE end. Routers use RJ-45 and V.35 connections to connect to the
serial interface. In the case of V.35 cables, the DCE end of the serial connection is defined
to be the female end of the V.35 cable. The DTE end of the cable is defined to be the male
end of the V.35 cable. The female and male ends of V.35 cables are shown in Figure 7-
19(a) and (b). There are three ways to check the cable to see whether the connection is
DCE or DTE:

1. The command show controllers serial [interface number] can be used to determine
whether your serial interface is a DCE or DTE interface. An abbreviated listing of
the displayed results for the show controllers serial 0/0 command is shown. The
Serial0/0 interface is a V.35 DCE cable. This command should be used when you
have an RJ-45 connection.
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2. The V.35 cables are typically labeled to indicate whether they are a DTE or DCE
cable.

3. Inspect the end of the V.35 cable to determine whether it is male (DTE) or female
(DCE).

The customer is usually the DTE end, and the clock rate will be set by the
communications carrier. The exception to this is when the customer is setting up a back-
to-back serial connection within his own network. In this case, the customer sets the clock
rate. The following is an example of using the show controllers command for a DCE
interface:

Click here to view code image
Router# sh controllers serial 0/0

HD unit O, idb 0xCF958, driver structure at 0xD4DCS8
buffer size 1524 HD unit 0, V.35 DCE cable
cpb 0x21, eda 0x4940, cda 0x4800

The next example shows the results of the show controllers serial [interface number] for
a DTE interface. This example shows that the Serial0/1 interface is being checked.

Click here to view code image

RouterA#sh controllers serial 0/1

HD unit 1, idb 0xD9050, driver structure at 0xDE4CO
buffer size 1524 HD unit 1, V.35 DTE cable

cpb 0x22, eda 0x30A0, cda 0x30B4

The clocking for the serial interface is set using the clock rate command followed by a
data rate. The clock rate for the serial interface on the router can be set from 1200bps to
4Mbps. The following is the command for setting the clock rate to 56000:

Click here to view code image
Router (config-if) # clockrate 56000

Next, the serial interface must be enabled using the no shut command. The router prompts
the console port that interface Serial 0/0 changed state to up. These steps are repeated for
all the serial interfaces.

Click here to view code image

Router (config-if) # no shut

2w0d: %$LINK-3-UPDOWN: Interface Serial0/0, changed state to up

2w0d: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0,
changed state to up

The status of the serial interfaces can be checked using the sh ip int brief command as
demonstrated here:

Click here to view code image

Router# sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernetO 10.10.20.250 YES manual up up
FastEthernetl 10.10.200.1 YES manual up up



FastEthernet?2 10.10.100.1 YES manual up up
Serial0 10.10.128.1 YES manual up up
Seriall 10.10.64.1 YES manual up up

Router Configuration Challenge: The Privileged EXEC Mode

Use the Net-Challenge software included with the companion CD-ROM to complete this
exercise. Place the CD-ROM in your computer’s drive. The software is located in the
NetChallenge folder on the CD-ROM. Open the folder and click the Net-ChallengeV4.exe
file. The program will open on your desktop with the screen shown previously in Figure 7-
15. The Net-Challenge software is based on a three-router campus network setting. The
topology for the network can be viewed by clicking the View Topology button. The
network topology used in the software is shown in Figure 7-20. The software allows the
user to configure each of the three routers and to configure the network interface for
computers in the LANSs attached to each router. Clicking one of the router symbols in the
topology will enable you to view the IP address for the router required for the
configuration.

-

a-! Topolog:

Click on the router symbols to display the IP address settings

FIGURE 7-20 The network topology for Net-Challenge. The arrows indicate where to
click to display the router IP address configurations.

Connection to each router is provided by clicking one of the three router buttons shown
previously in Figure 7-17. An arrow is pointing to the buttons used to establish a console
connection. Clicking a button connects the selected router to a terminal console session,
enabling the simulated console terminal access to all three routers. The routers are marked



with their default hostnames of Router A, Router B, and Router C. This challenge tests
your ability to use router commands in the privileged EXEC mode, also called the enable
mode. Click the Net-ChallengeV4.exe file to start the software. Next, click the Select
Challenge button to open a list of challenges available with the software. Select the
Chapter 7 - Privileged EXEC Mode challenge to open a check box screen. Each
challenge will be checked when the task has been successfully completed:

1. Make sure you are connected to Router A by clicking the appropriate selection
button.

2. Demonstrate that you can enter the router’s privileged EXEC mode. The router
screen should display Router#. The password is Chile.

3. Place the router in the terminal configuration mode [Router(config)#].
4. Use the hostname command to change the router hostname to RouterA.
5. Set the enable secret for the router to Chile.

6. Set the vty password to ConCarne.

7. Configure the three FastEthernet interfaces on RouterA as follows:

Click here to view code image

FastEthernet0/0 (£fa0/0) 10.10.20.250 255.255.255.0
FastEthernet0/1 (fa0/1) 10.10.200.1 255.255.255.0
FastEthernet0/2 (fad/2) 10.10.100.1 255.255.255.0

8. Enable each of the router FastEthernet interfaces using the noe shut command.

9. Use the sh ip interface brief (sh ip int brief) command to verify that the interfaces
have been configured and are functioning. For this challenge, the interfaces on
Router B and Router C have already been configured.

10. Configure the serial interfaces on the router. Serial interface 0/0 is the DCE. The
clock rate should be set to 56000. (use clock rate 56000) The IP addresses and
subnet masks are as follows:

Click here to view code image

Serial 0/0 10.10.128.1 255.255.255.0
Serial 0/1 10.10.64.1 255.255.255.0

11. Use the sh ip int brief command to verify that the serial interfaces are properly
configured. For this challenge, the interfaces on Router B and Router C have already
been configured.

12. Use the ping command to verify that you have a network connection for the
following interfaces:

Click here to view code image

RouterA FAO/1 (10.10.200.1) to RouterB FAO0/2 (10.10.200.2)
RouterA FAO0/2 (10.10.100.1) to RouterC FAO0/2 (10.10.100.2)



Section 7-5 Review
This section has covered the following Network+ Exam objectives.
1.1 Explain the functions and applications of various network devices

The steps for operating in the privileged EXEC mode and configuring the router
were explained in this section.

5.4 Given a scenario, deploy the appropriate wired connectivity standard

The steps for configuring the Ethernet and serial interfaces were introduced in this
section.

Test Your Knowledge

1. The router interface most commonly used to interconnect LANSs to a campus
network is which of these?

a. Serial
b. Parallel
c. Console port
d. Ethernet
e. None of these answers is correct.
2. Serial interfaces on a router are typically used to
a. Connect to console ports
b. Connect to communication carriers
c. Connect to auxiliary ports
d. Interconnect routers

3. The prompt for a router’s terminal configuration mode is router(config-term)#.
True or False?

Summary

This chapter presented an overview of routers, a technique for establishing a console port
connection, and the basic steps for configuring the router’s interface. The student should
understand the difference in the router’s user and privileged EXEC modes. A list of the
router prompts encountered in this chapter appears in Table 7-5.



Router> User EXEC mode

Router# Privileged EXEC

mode Router(config)# Configuration mode
Router(config-if)# Interface configuration mode
Router(config-line)# Line terminal configuration mode

TABLE 7-5 Router Prompts and Their Definitions

The student should understand and be able to demonstrate the steps for configuring the
Ethernet and serial interfaces. These concepts are used repeatedly in the next chapters. A
new router troubleshooting command (sh ip int brief) was added to the list of networking
troubleshooting steps.

Questions and Problems

Section 7-1

1. What is the command line interface used for on a Cisco router?

2. Define Cisco IOS.

Section 7-2

3. Define a broadcast domain.

4. What is a flat network?

5. What is a layer 3 network?

6. Define the purpose of a gateway.

7. Where is the default gateway address assigned on Windows?

8. A computer with a host IP address of 10.10.5.1 sends a data packet with a
destination IP address of 10.10.5.2. A subnet mask of 255.255.255.0 is being used.
Determine whether the packet stays in the LAN or is sent to the gateway. Show your
work.



9. Repeat problem 8 if the destination IP address for the data packet is 10.5.10.2. The
subnet mask is still the same. Show your work.

10. Repeat problem 8 if the subnet mask is changed to 255.0.0.0. Show your work.

11. Repeat problem 8 if the subnet mask is changed to 255.255.0.0. Show your work.

12. The IP address for computer C2 is 10.10.1.2. The IP address for computer B1 is
10.10.10.1. A subnet mask of 255.255.0.0 is being used. Are the computers in the
same network? Show your work.

13. Determine the router hop count from Router A to Router D in the network shown in
Figure 7